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SAMSO-STD-79-1

SPACE AND MISSILE SYSTEM ORGANIZATION
El Segundo, California

Integrated System Safety Program for the MX Weapon System

SAMSO STD 79-1

1.

This SAMSO Standard is approved for use by the Space and Missile System
Organization (AFSC), Department of the Air Force.

Beneficial comments (recommendations, additions, deletions) and any per-
tinent data which may be of use in improving this document should be
addressed to: SAMSO/MNBS, Norton Air Force Base, CA 92409, by using the
self-addressed Standardization Document Improvement Proposal (DD Form
1426) appearing at the end of this document, or by letter.
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FOREWORD

1. The purpose of the MX -Weapon System Safety Program is to identify
significant accident risk and define methods to cope effectively with that
accident risk within program cost, schedule, performance, and risk acceptability
parameters. The program encompasses the design, development, fabrication,
checkout, modification, test, servicing, maintenance, transportation, handling,
training, deployment, and normal/contingency operations of all elements. Ele-
ments of the MX Weapon System include operational and test flight vehicles; the
ground support equipment required to handle, transport, service, maintain,
checkout and test all elements of the MX Weapon System; the ground and flight
software required to checkout and control all elements of the MX Weapon System;
and the operational and test facilities.

2. This standard, in conjunction with MIL-STD-1574A, defines the MX integrated
system safety program and includes both the management and technical functions
to be performed by all contractors providing MX equipment or services to the
ICBM Program Office.

3. SAMSO-STD-79-1 is a tailored application of MIL-STD-1574A and provides for

a standardized implementation of the system safety program requirements for the
MX Weapon System.
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1. SCOPE

1.1 Purg;se. This is a tailored application of MIL-STD-1574A that specifies the
system safety program for the Missile X (MX) Weapon System: program.

1.2 Application. This standard is applicable to the Space and Missile Systems
Orgamlzan'on {SAMSO), MX Associate Contractors, and all other organizations and
agencies participating in the MX Weapon System development, test, production,
and deployment functions.

2. REFERENCED DOCUMENTS

2.1 Issues of documents. The following documents, of the issue in effect on date
of invitation for bids or request for proposal, form a part of this standard to the
extent specified herein.

STANDARDS
Military

MIL-STD-1512 Electroexplosive Subsystems, Electrically Initi-
ated, Design Requirements and Test Methods

MIL-STD-1574A System Safety Program for Space and Missile
Systems

SAMSO

SAMSO-STD 77-1 Human Factors Engineering for Intercontinental
Ballistic Missile Systems

SAMSO-STD 77-6 System Requirements Analysis Program for the
MX Weapon System

PUBLICATIONS

AFR 122-10 Nuclear Weapon Systems Safety Design and Evalu-
ation Criteria

AFR 127-12 Air Force Occupational Safety and Health
Program

AFR 127-100 Explosives Safety Standards

AFR 127-101 Ground Accident Prevention Handbook

AFR 800-16 USAF System Safety Programs

' FED-STD-313A Material Safety Data Sheets Preparation and

Submission of
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ICBM PO Integrated Test Plan for MX Weapon System
ED 77-3

ICBM 78-3 Missile X System Safety Program Plan
ICBM 78-4 Missile X System Safety Group Charter

SAMTECM 127-1 = Range Safety Manual

3. DEFINITIONS

The following detinitions, in addition to all the definitions contained in para-
graph 3. of MIL-STD-1574A, apply to this document:

3.1 Accepted risk. A residual hazard which after thorough review and evaluation

has been accepted by program management.

3.2 Hazard level categories. MX Weapon System hazard categories are defined
by the following examples of worst potential consequences resulting from human

error, environmental conditions, deficiency/inadequacy of designs or procedures,
or subsystem/component failure or malfunction:

a. Category | - May result in:

b‘

C.

1)
2)

3)
%)

Loss of life or multiple major personnel injuries/illness/medical effects.
Based on a single event, the loss of major MX Weapon System
assemblies such as a missile prior to launch, a launch facility, weapon
system support facility, or a transporter erector launcher (TEL).
Nuclear safety undesired events (as defined in 3.4).

Test missile impact outside of hazard corridor.

Category Il — May result in:

1)

2)

3)

4)

Single major or multiple minor personnel injuries/illness/medical
effects.

‘Loss of a single element of the MX Weapon System such as a stage,

G&C drawer, or important support equipment.

Damage to fabrication or weapon system support facilities that would
require more than 60 days to repair.

Conditions that result in the MX Weapon System being one event
(failure or human error) away from a Category I hazard.

Category Ill - Conditions where the worst case potential effect is less than
above.
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3.3 MX element. A separately contracted entity of the MX Weapon System, e.g.
a missile stage, flight computer, transportation and handling (T&H) equipment.

3.4 Nuclear safety undesired events.

a.

e.

Accidental motor ignition (AMI) — Accidental initiation of propulsive
burning of any missile stage motor, including the post boost vehicle, from
causes other than the inadvertent initiation and propagation of a launch
sequence. The possibility of human error is not considered when
calculating the probability of this event,

Faulty launch (FL) - An authorized launch which results in an armed
nuclear warhead impacting outside of specified boundaries. The possibility
of human error is not considered when calculating the probability of this
event.

Inadvertent nuclear detonation (IND) —~ Attainment of nuclear yield from a
warhead (more than 4 Ibs. TNT equivalent) at any point in the stockpile to
target sequence and from any cause other than normal functioning of the
warhead upon issuance of an authorized launch command. The possibili*i: -
of human error or the deliberate unauthorized issuance of secure launc..
commands are not considered when calculating the probability of this
event.

Inadvertent programmed launch (IPL) - The inadvertent entrance into
terminal countdown or launch countdown and the resultant launch of a
missile to a predetermined target. The possibilities of either human error
or the deliberate issuance of secure launch messages are not considered
when calculating the probability of this event.

Inadvertent transmission of intent command - The unintended transmission
of the intent command signal, resulting in prearming the weapon. The
possibility of human error is not considered when calculating the
probability of this event,

Inadvertent weapon enabling - A condition which results in the
unintentional enabled condition of the weapon, that is, weapon will accept
‘and act on a prearming or arming command. The possibility of human error
is not considered when calculating the probability of this event.

3.5 Residual hazard. Any condition that retains the potential of causing injury to

personnel or damage to equipment after intended design or other control actions
have been taken to reduce the probability and consequences.

3.6 Unique acronyms,

AFOSH Air Force occupational safety and health
AISP Analysis Integration and Support Plan
AMI accidental motor ignition
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CSAR computerized sort and retrieve system
CFMA cable failure matrix analysis

FL faulty launch

FMA failure mode analysis

FTA fault tree analysis

HCA hazard control analysis

HCAR hazard control assessment report

HCR hazard control report

HCRL hazard control requirements list
HCRS hazard control requirements summary
IND inadvertent nuclear detonation

IPL inadvertent programmed launch

ISFTA integrated system fault tree analysis
ISHCAR integrated system hazard control assessment report
ISSPS integrated system safety program schedule
NSAR Nuclear Safety Analysis Report
NWSSG Nuclear Weapon System Safety Group
PHM potential hazard matrix

RSP render safe procedures

SAIC Safety Analysis Integration Contractor
SHEA software hazardous effects analysis
SSG System Safety Group

SSM System Safety Manager

SSWG System Safety Working Group

SSPP System Safety Program Plan

TSA test safety analysis

4. GENERAL REQUIREMENTS

4.1 System safety program requirements.

4.1.1 Applicable requirements. All requirements contained in MIL-STD-1574A,
except as specified in %.1.2 below or modified by the implementing directions and
interpretations contained herein, shall apply to the MX system safety program.
4.1.2 Excepted requirements. The following requirements of MIL-STD-1574A are
not applicable to the MX Weapon System contractor system safety programs:

a. Paragraph 4.5.2 — Safety Review Team support
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b. Paragraph 4.12.2 - Special nuclear safety analyses:
1) Item b. - Unauthorized launch analysis.
2) Item c. — Nuclear safety crosscheck analysis.
3) Item d. - Safety engineering analysis.

4.2 System safety management.

4.2.1 Management organization.

4.2.1.1 ICBM program office. The responsibility to design, develop, test, and
acquire the Missile X Weapon System rests with the ICBM Program Office of the

Space and Missile Systems Organization (SAMSO), Air Force Systems Command.
The responsibility for establishment of policy and overall management of the MX
system safety program has been delegated to the ICBM Program Office System
Safety Division (MNBS). Technical and management assistance is provided to
MNBS by the Systems Engineering and Technical Assistance (SE/TA) contractor,
TRW. A Safety Analysis Integration Contractor (SAIC) assists in performing the
coordination and technical integration functions required to implement MNBS
safety policies. The relationships and the respective responsibilities of MX
Associate Contractors shall be as defined in ICBM-78-3 and this standard. A
preliminary definition of organizational relationships during Production and
Deployment phases is also contained in ICBM-78-3. System safety programs
implemented by agencies/contractors supporting the MX Weapon System develop-
ment shall recognize and be compatible with this management concept.

4.2.1.2 &g%rting;ontractors. The design, development, test and production of
MX Weapon System hardware and software is accomplished by the team of MX
Associate Contractors. Each MX Associate Contractor is responsible for
establishing and maintaining a system safety program in accordance with the
requirements of their respective contracts. Contractual agreements or changes
thereto between MX Associate Contractors and the ICBM Program Office shall be
made only through the Procuring Contracting Officer (PCO).

4.2.2 General responsibilities.

4.2.2.1 Safety Analysis Integration Contractor (SAIC). The SAIC shall provide
system safety integration anﬁ support services to MNBS as defined by ICBM-78-3
and in accordance with paragraph 4.3.1 of MIL-STD-1574A and this standard.
General tasks shall include performing safety analyses of the overall system,
integrating MX Associate Contractor safety analyses, providing assistance in
implementing the MX integrated system safety program, and coordinating the
activities of the MX Associate Contractor SSMs. MNBS concurrence shall be
obtained before the SAIC requests an action from an MX Associate Contractor to
assure that the requested action is within the terms and conditions of the
respective contracts. When required, the SAIC shall notify MNBS that contractual
action is necessary to assure that MX Associate Contractors are responsive to the

-5-
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integrated systems safety program requirements The internal organization and
functions of the SAIC shall be defined in an Analysis Integration and Support Plan
(AISP).

4.2.2.2 MX associate contractors. Contractors providing hardware, software or
services to the MX program under direct contract to the ICBM Program Office
are designated as MX Associate Contractors. Each MX Associate Contractor
Systems Safety Manager (SSM) shall provide support to and be responsive to MNBS
and the SAIC as defined by ICBM-78-3 and in accordance with paragraph 4.3.2 of
MIL-STD-1574A. Each MX Associate Contractor shall prepare and implement a
System Safety Program Plan (SSPP) that defines the scope of the contracted
effort and the associated system sa.ety effort.

4.2.2.3 Subcontractors. Each MX Associate Contractor is responsible for the
system safety program/activities of his own subcontractors, suppliers or vendors.
The method used to establish subcontractor system safety program requirements
shall comply with paragraph 4.4 of MIL-STD-1574A, be consistent with the
respective MX Associate Contractor requirements, and be approved by MNBS.
The hardware or software delivered by an MX Associate Contractor shall be
subject to the same assessment anc verification, whether produced by the MX
Associate Contractor or a first or subsequent tier subcontractor.

4.2.3 Functional responsibilities. Each MX Associate Contractor's System Safety
Manager (SSM) shaﬂ be responsible to provide an adequate level of effort to
comply with all management requirements defined in paragraph 4.1.3 of MIL-STD-
1574A. Each MX Associate Contractor shall stress coordination with internal
program management, technical elements/disciplines, personnel/industrial safety,

and other MX system safety organizations.

4.2.4 Armed services procurement regulations (ASPR). ASPR clauses applicable
to each contract are defined in the General Provisions of each contract. This
section provides supplemental implementation direction for those ASPR clauses so
specified.

4.2.4.1 Accident reporting and investigation (ASPR 7-104.81). Electrically
transmitted notifications shall be provided to MNBS, or an agency designated by
MNBS within 24 hours of occurrence of any accident involving fatalities, mulitiple
disabling injuries, estimated damages in excess of $10,000, or estimated delays of
20 days for product delivery or 10 days for test site/operational base activities.
An internal investigation shall be conducted and a report of all pertinent facts will
be prepared and submitted to the Administrative Contracting Officer and MNBS,
or an agency designated by MNBS, within 30 calendar days. MNBS/TRW may
participate in such investigations at their discretion. If MNBS elects to
participate in the investigation, the SSM shall provide all necessary support and
assistance.

4.2.4.2 Hazardous material safety data (ASPR 7-104.98). When used in relation to
ASPR 7-104.98, the term Hazardous Material shall be as defined in paragraph
520.3.1 of FED-STD 313A. On the MX Weapon System program, Hazardous
Material Data Sheets shall be submitted only on material(s) that is delivered to
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the government in a form or state that meets the definition of a hazardous
material. Transportation data shall be limited to "Proper Shipping Name" and
"DOT Classification" as defined in FED-STD 313A. As used on the MX Weapon
System Program, the term "disposal" applies to the disposal of hazardous raw
material as a normal function. Copies of completed Material Safety Data Sheets
shall also be submitted to MNBS.

4.3 System safety engineering.

4.3.1 Primary technical responsibilities. To implement the technical tasks of
MIL-STD-1574A, each MX %ssociate Contractor's system safety engineering
function shall be responsible for providing system safety requirements (functional/
performance/design constraints) to all ‘program activities, participating in
functional analyses and trade studies, performing hazard control analyses and
assessments, and supporting system test and operations activities. The tasks
required by these responsibilities are presented in calendar format in Figure 1 to
show the relationship between tasks and major program milestones. The
functional relationship of the major system safety engineering activities are
indicated in Figure 2.

4.3.1.1 Design/planning development. The system safety engineering activities
shall be continuous iterative processes during the design development and test
operations planning of each MX Element. Each analysis, study, or assessment
- shall be prepared and updated concurrent with design and test or operational
planning development in accordance with paragraphs 5.1.3 and 5.2 of MIL-STD-
1574A.

4.3.1.2 Change analysis. In support of the implementation of paragraph 4.1.3.m
of MIL—S’Tﬁ-ﬁ%K, each proposed change to an approved design, as defined in MX

Associate Contractor Configuration Management Plans, shall be reviewed by the
MX Associate Contractor system safety to determine if a potential safety impact
would exist, including interface considerations. The results of this review shall be
submitted as part of the Engineering Change Proposal (ECP) package.

4.3.2 System safety technical support. In addition to the criteria, analysis, and
trade study activities discussed herein, each MX Associate Contractor's system
safety engineering function shall provide informal technical support to program
engineering activities in accordance with paragraph 4.1.3.1 of MIL-STD-1574A.

5. DETAILED REQUIREMENTS

5.1 System safety program management functions.

5.1.1 System safet ogram milestones and schedules. System safety milestones
shall be ’aeﬁned in relation to major MX Weapon System program milestones. The

program milestones shall also provide the basis for all system safety program
schedules developed in accordance with paragraph 4.2 of MIL-STD-1574A. The
initial definition of major program milestones for the FSED phase is provided in
6'1.




SAMSO-STD-79-1
FSED Misslie Fit, Proof Test Start Aight  Misslle
Start  SODR POR Design Relesse VAFB OPS No. 1  CDR
v V .V v v v V
A Master System
hecklists By Document
~ .
i Regmis Lists (HCRL) Criterion
. €30 r r 0 .

} Resoived On HCRL - Problems To HCA

Fazard Control Analysis (HCA) - Qualitative Analysis Of
Potential Hazards To Define Additions! Hazard Control Rﬁl rements '

s And Critica s From 7
.g«um Part |1 - Safety Concerns

Expand HCRLS Criterion By Additions From HCA

pliance Ver
By Dcllnlng References On HCRLS

[' — Test Saiely Analysls (TSAI - For Each ITP }
Test, Includes Test HCRL

e niPr re ance
Verification By References On HCRLs ]

Hazard Control Assessment Report (HCAR) - Collects

And Summarizes Data To Submit For Milestone Reviews

= = =T Taliure Modes Analysls TWR) By Rellabilly Function — — ~ }
L Provides input ToHCAANGFTA ___ __ _ __ _ _ ___

Fault Tree Analysls (FTA) - Guantitative N ;
Analysis Of Specified Undesired Events

of s Reports n n_{

Nuc
‘ To AFWL Technical Nuclear Safety Analysis

FIGURE 1. System Safety Engineering Activities




SAMSO-STD-79-1

)
| Wwuseugny |
— ]

upsanbul
unsiy

Anwrsuodtay
Arwiay

r—"
_ sy |

L=

L
pav) pRTey

s)se) jo diysuone[dy euondung °z 3UNOI4

p—— =

r-==<

<

.

".._.llaﬁ Wﬁ:

| s | swpasun
———— NUIIK

‘sopuskiowy 0awas) Bupnpiug swpoyy Supesado
POUURIS [y U SINNIE BUY IRMPDS ‘SI0WPIRH [IY SIDISL0)

(VOH) Siskeuy 0nw0) prerey

ey SHNINND

e | o
PYMS) YYMSH
wayshs uodeom 1901 wbni L
|
et e
sishevy
SV Mg 120}
ﬁlﬁa (R 1, ) —
oy WM WM
prey ubyseg w
VOH AQ pedomasg o1amy2)/siuses MRy

suopniossy
SISHEVY Sy W) DRTH IeRUN WH




SAMSO-STD-79-1

5.1.1.1 Integrated system safety program schedule (ISSPS). The SAIC shall
develop and maintain an Integrated System Safety Program Schedule to support
the MNBS program management activity. The integrated schedule shall be
oriented to major MX Program milestones and shall be based on MX Associate
Contractor inputs submitted to the SAIC. The ISSPS shall display items that can
be related to either program milestones or calendar dates such as, but not limited
to, the following:

a. Contract data requirements.

b. Meetings of the MX system safety group and subgroups.
c. Master System Safety checklists.

d. Audit program activities.

Each MX Associate Contractor shall provide inputs to the ISSPS in a schedule
format approved by the SAIC. Associate Contractors may use their existing
scheduling techniques and schedules if sufficient detail is provided to meet the
SAIC requirements. As a minimum, schedule formats must meet the following
requirements:

a. Schedules are time line oriented.

b. Starts and completions are identifiable.

c. Discrete events/milestones are calendar dated.

d. Schedule reflects status, missed events, schedule slippages, etc.

e. Identifies input requirements which constrain an event and the input
source.

f. Identifies interfaces between events which are dependent upon each other.
g. Significant safety items identified by the SAIC.

Detail schedules shall be updated each month by the Associate Contractors as part
of their monthly status report (see 5.1.1.3). The SAIC shall integrate all schedules
and coordinate changes required to achieve compatibility and MNBS approval.
The SAIC shall then publish and distribute the Integrated System Safety Program
Schedule to all MX Associate Contractors. After the initial issue, the ISSPS will
be updated and published by the SAIC as part of the Integrated Monthly Status
Report (see 5.1.1.3).

5.1.1.2 Activity schedules and status. In addition to the formal ISSPS, the SAIC
shall establish and maintain schedules and status reports of other MX system
safety program activities. These activities include items that have short or
flexible schedule spans but need to be tracked and recorded. These items shall
include, but are not limited to, the following:

-10-




a.

b.

C.

d.

e.

SAMSO-STD-79-1

MX system safety group action items.
Potential problem areas list.

Informal Data Exchange Schedule and Report.
Safety significant trade study support.

MX Associate Coniractor internal safety audits.

Each MX Associate Contractor shall provide schedule and status reports to these
items as required by the System Safety Group, coordination with the SAIC, or as a
minimum part of the Monthly Report input (see 5.1.1.3). The SAIC shall integrate
all Activity Schedules and Status and publish reports as part of the Integrated
Monthly Status Report.

5.1.1.3 Monthly status reports. Each MX Associate Contractor shall provide a
monthly letter report to the SAIC concerning the system safety program status.
These reports shall be submitted in accordance with the CDRL and shall include
the following:

a.

C.

d.

e.

f.

Status of applicable ISSPS items, including preparation starts, submittals,
and approvals.

Safety significant trade studies started or completed during the month
including a very brief statement of potential impact of completed items.

Dates of internal safety audits.
Program reviews or technical interchange meetings supported.

Updated Associate Contractor schedules.

Activities summary.

Information of general interest.

The SAIC shall incorporate the MX Associate Contractor data and provide an
Integrated Monthly Status Report that includes the ISSPS, Action Item and data
exchange status, and general information. This letter report shall be provided to
SAMSO/TRW and all MX Associate Contractors.

-11-
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5.1.2 Safety data. The following paragraphs identify the safety related data
activities for the MX Weapon System Program and provide for the implementation

of paragraph 5.4 of MIL-STD-1574A.

5.1.2.1 SEstem safet'x data requirements. The system safety deliverable data
required by MIL- -1574A, as tailored by this standard, shall be provided by
existing Data Item Descriptions (DIDs) modified as necessary for the MX Weapon
System Program. Deliverable safety data, as cited in the CDRLs, shall be
presented in the specified format. If no format is specified by either the CDRL or
the SAIC, each MX Associate Contractor shall use any format that adequately
presents the information. A list of MX program data that may be generated
during the program by MX Associate Contractor system safety functions is
provided in paragraph 6.1. In accordance with paragraph 5.4.1 of MIL-STD-1574A,
management approval and submittal of all safety data listed in 6.2 6.1 shall
constitute certification that accuracy, completeness and validity has been
attested to by a qualified system safety engineer and that the system can be
operated safely. Such certification is required before product acceptance.

5.1.2.2 Safety critical program documentation. Each MX Associate Contractor
SSM shall maintain internal project approval authority over safety critical
program documentation in accordance with paragraph 4.1.3.d of MIL-STD-1574A.
Approval shall be granted only when the document contains all appropriate system
safety requirements and constraints. Each SSM shall maintain a log of
documentation reviewed in accordance with paragraphs 4.1.3.c and 5.4.4 of MIL-
STD-1574A. This log shall be available for review by SAMSO/TRW/SAIC. Table I
provides a list of data that is considered safety critical for the MX Weapon
System Program.

5.1.2.3 Data acquisition and dissemination. The SAIC shall implement and
maintain a data acquisition and dissemination system that assures all applicable
system safety data is identified and all program data required by any MX
Associate Contractor/agency is provided in a timely manner. To accomplish this,
the SAIC shall perform the following specific tasks:

a. Evaluate all contractor CDRLs to determine if safety data distribution is
proper and compatible with the Integrated System Safety Program Schedule
(see 5.1.1.1).

b. Request SAMSO/MNBS to initiate contract changes to CDRLs as required.

¢. Maintain a composite data file as described in 5.1.2.4.

d. Provide for and maintain a system of informal data exchange as described
in 5.1.2.5.

-12-
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TABLE 1. Safety critical program data.

Item Document Title, Subtitie
1 Prime [tem Development Specifications
2 Critical Item Development Specifications
3 Facility Development Specifications
4 Computer Program Development Specifications
5 Interface Control Drawings
6 Engineering Change Proposals
7 Equipment Test Plans and Procedures
8 System/Design Trade Study Reports
9 | Failure Mode Analysis
10 Medical Incident Notification
i1 Hazardous Material Datz Sheets
12 Flight Plan Approval Package
13 Hazard Analysis Study Report, Range Safety
i4 Missile Flight Safety Data, Range Safety
15 Flight Termination System Report, Missile
16 Radiological Safety Analysis Summary and
Radiation Protection Plan
17 Procurement Drawings/Specifications
18 System Test Procedures

-13-
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5.1.2.4 Data files. The SAIC shali maintain MX Weapon System safety related
data/documentation in an MX System Safety Library. This library shall include
MX Assuciate Contractor data, integration management data, deliverable
data/documentation, data obtained from program reviews and system safety group
meetings, and reference material. Full identification of all items in the library,
with current revision status, will be maintained by a Computerized Catalog Index.
The index shall be provided to SAMSO/TRW and MX Associate Contractors with
quarterly updates. This library shall be available to SAMSO/TRW and MX
Associate Contractors at the SAIC facility. Individual documents will be made
available for loan as determined by the SAIC. Each MX Associate Contractor
system safety organization shall maintain current safety data listed in the MX
v, stem Safety Library index that is pertinent to that contract. The MX Associate
Contractor SSM shall also be responsible for dissemination of system safety
information to their other organizational elements, including subordinate contrac-
tors/suppliers.

5.1.2.5 Informal data interchanges. Technical data shall be interchanged
between contractors on an informal basis in accordance with paragraph 4.3.1.h of
MIL-STD-1574A. Technical data, as used in this paragraph, shall include draft or
preliminary copies of data to be delivered formally under the contract at a later
date, data developed in response to an MX Action Item, or published information.
In the event proprietary data is involved, it shall be controlled in accordance with
the applicable contracts. Data requests and status reports of all data
interchanges shall be provided to the SAIC for incorporation into an Informal Data
Exchange Schedule and Report. This monthly report shall be computerized and
maintained similar to an action item list. .

5.1.3 Systemi safety group support. An MX System Safety Group (SSG),
established under the provisions of AFR 800-16 assists the SAMSO Program
Manager in implementing the MX ‘safety program. Membership includes
respresentatives of major Air Force commands, supporting agencies and MX
Associate Contractors as specified in ICBM-78-4. This group reviews safety
policies and procedures for the MX system, assists in resolving safety problems,
and initiates required corrective action. The MX SSG is chaired by the SAMSO
Assistant Deputy for Missile X, with the SAIC acting as recorder,

5.1.3.1 Contractor support requirements. In accordance with paragraph 4.5.1 of
MIL-STD-1574A, each MX Associate Contractor shall be members of the MX SSG

and provide support as required by ICBM-78-4. Each MX Associate Contractor
shall respond to Action Items and provide requested presentations at MX SSG
meetings. The SAIC shall also provide the normal clerical and administrative
services required for the SSG operation, including preparation of the agenda and
minutes. Action Items assigned by the SSG chairman shall be recorded and
tracked by the SAIC. The status of Action Items shall be reported at each SSG
meeting, in SSG meeting minutes, in monthly letter reports, and upon MNBS
request. The SAIC shall coordinate activities and interchanges between the SSG

and its subgroups.
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5.1.3.2 MX System Safety Working Groups (SSWG). MX SSWGs will be formed as
subgroups to work specific problems or provide specialized support to the MX SSG.
Each MX Associate Contractor shall provide support to any SSWG established in
accordance with its charter or implementing SSG directive. The SAIC, with MNBS
concurrence, shall schedule meetings as required to integrate the safety effort,
coordinate data exchange schedules, and resolve safety problems. The SAIC shall
provide complete secretarial services, including preparation of minutes and
maintenance of Action Item lists.

5.1.3.3 Nuclear Weapon System Safety Group (NWSSG). The NWSSG reviews all
nuclear safety aspects of the design and operational procedures of the MX Weapon
System to ensure compliance with DOD nuclear safety standards and operational
requirements. The SAIC and each MX Associate Contractor shall support NWSSG
studies, including briefings to the NWSSG on the complete weapon system and its
nuclear safety aspects, to assure that nuclear safety standards have been met.
The NWSSG support shall be provided as requested as part of the direct support to
the nuclear weapon system program objectives defined in paragraph 4.12 of MIL-
STD-1574A.

5.1.4 System safety audit program. The MX system safety audit program is a
management process which assures that the objectives and requirements of the
MX Weapon System accident risk management program are accomplished in
conjunction with the overall MX program milestones. Implementation of
paragraph 5.6 of MIL-STD-1574A shall be in accordance with the following.

5.1.4.1 ICBM program office audits. SAMSO/MNBS will conduct, with SAIC
assistance, audits of the MX Associate Contractors system safety program. The
audits performed of the MX Associate Contractors will measure the current
program status of each safety task, assess compliance with their contract,
determine the interrelationship between safety and sther program disciplines, and
provide documented evidence of safety criteria implementation. MX Associate
Contractors shall correct identified deficiencies and MNBS will initiate corrective
actions to resolve any safety program contract incompatibilities. The audit
schedule established shall be shown on the Integrated System Safety Program
Schedule (see 5.1.1.1). An audit data file shall be maintained by the SAIC for
MNBS. Each MX Associate Contractor SSM shall provide support to MNBS for
government directed audits.

5.1..2 MX associate contractor audits. An internal system safety audit program,
independent from the MX System Safety Organization, shall be conducted by each
MX Associate Contractor in compliance with paragraph 5.6 of MIL-STD-1574A.
Each MX Associate Contractor shall conduct audits, including audits of subcon-
tractors, at least annually. MX Associate Contractor audit reports, including
subcontractor audits, shall be maintained on file for review by MNBS and the
SAIC. Reports shall include discrepant items, the corrective action and schedule
required, and followup reports to closeout items.
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5.1.5 Program/design reviews. Each MX Associate Contractor System Safety
Manager provide satety participation in all design reviews of their equipment
in compliance with paragraph 5.6.2 of MIL-STD-1574A. Presentation of system
safety program status and problems that impact MX program goals shall be
included in each program review. Presentation of MX Associate Contractor
system safety analysis status, identification of unacceptable accident risk factors,
and hazard reduction status shall be included in each design review.

5.2 System safety criteria.

5.2.1 Hazard classification. Identified hazards shall be classified in accordance
with 3.2 based on conditions arising from human error, environmental conditions,
deficiency/inadequacy of design or procedures, or subsystem/component failure or
malfunction. The qualitative categories of 3.2 are defined by examples to provide
guidance in classification. The assignment of categories is subjective and should
be considered primarily to establish priorities for defining/accomplishing correc-
tive actions.

The list of examples of unacceptable and acceptable conditions cont: ned in
paragraphs 5.1.1.1 and 5.1.1.2 of MIL-STD-1574A shall also be used as a s:parate
guide to classify hazards, except that 5.1.1.1.b and 5.1.1.2.b do not apply %o the
MX Weapon System. Each MX Associate Contractor shall develop and ref..c lists
of unacceptable and acceptable conditions for the specific equipment being
provided. The lists shall contain only conditions that are applicable to the
operational weapon system. The lists shall be included in the applicable Hazard
Control Assessment Report (see 5.8) and the SAIC shall integrate the lists in the
Integrated System Hazard Control Assessment Reports.

5.2.2 Safety concerns. The designation of any accident risk factor/hazard as a
"Safety Concern” will be given by MNBS. Each MX Associate Contractor shall
maintain a working file of those accident risk factors which they consider
significant enough to be designated as "Safety Concerns". The working file shall
be reviewed by MNBS and the SAIC at SSG/TIM or analysis/data coordination
meetings. The agreed upon "Safety Concerns" shall be reported as Part II of the
Hazard Catalog in accordance with 5.4 and Appendix A.

5.2.3 Hazard closure. The following criteria shall apply to the closure of all
identified potential accident risk factors/hazards.

5.2.3.1 Closure requirements. An identified potential accident risk factor/hazard
shall be considered closed when one of the following conditions exist.

a. Analysis has determined that the potential hazard is not a credible
condition.

b. The hazard is eliminated by design and design accomplishment has been
confirmed.
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c. The hazard has been controlled by appropriate design, safety devices,
alarm/caution and warning devices, or special automatic/manual proce-
dures and the control has been verified by test and/or analysis. The order
of precedence defined in 5.2.4 applies to all hazard control actions.

5.2.3.2 Approval requirements. The following level of authority is required to
approve the closure of accident risk factor/hazards.

a. A system safety engineer may, subject to SSM review, close analysis items
that result in hazard level Category Il or are not credible,

b. Closure of Category | and Il items not designated as "Safety Concerns"
shall require approval of the MX Associate Contractor System Safety
Manager.

c. Closure of all "Safety Concerns" shall be approved by the applicable MX
Associate Contractor Program Manager and the SAMSO Program Office.

5.2.4 System safet ecedence. The order of precedence for actions to
eliminate or control accident risks is to design for minimum hazard, use
appropriate safety devices, use protective systems, use warning devices, or
develop special procedures (see 5.1.2 of MIL-STD-1574A). Acceptable justifica-
tion for descending the order of precedence shall be provided in Hazard Analysis
Reports and Hazard Control Assessment Reports.

5.2.5 Design/operations requirements. The minimum system safety requirements,
criteria, and constraints %or the MX Weapon System are contained in existing
established specifications, standards, regulations and manuals, The MX System
Safety Program shall use computerized data management methods to develop,
disseminate, and control standardized design and operations requirements to
implement paragraph 5.1.3 of MIL-STD-1574A. The MX System Safety computer
files are an element of the Computerized Sort and Retrieval (CSAR) system used
by all MX Associate Contractors in the System Requirements Analysis (SRA)
process. The following data files are used for requirements processing.

5.2.5.1 Sﬁstem safety checklists. The SAIC shall prepare standardized System
Safety C ists for use by MX Associate Contractors in a format compatible
with the Hazard Control Requirements List format of Figure 3. A master System
Safety Checklist shall be developed for each applicable established document to
include all requirements defined in that document. These master checklists shall
be maintained by the SAIC and made available to MX Associate Contractors in the
form of a computer data set and one printed copy.

5.2.5.2 Hazard control requirements lists (HCRL). To implement paragraph 5.2.2
of MIL- 1574A, each MX Associate Contractor shall develop HCRLs, in the
format of Figure 3, that are tailored and applicable to specific subsystems,
configuration items (CI), test operations, or engineering disciplines. The initial
HCRLs shall be developed by combining criterion items from applicable master

System Safety Checklists. Each SSM shall assure that the HCRLs include all and
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only applicable requirements. The HCRLs shall be maintained and updated
throughout the MX program life cycle. The following instructions apply to the
maintenance and use of HCRLs.

a. The requirements listed in the HCRL Criterion section shall be adjusted by
adding or deleting items during coordination with responsible engineering
functions. Any required change in wording shall be coordinated with the
SAIC. '

b. The HCRL Criterion sections may be used to provide system safety
requirements to project functions.

c. The responsible engineering functions shall provide data for an explanation,
in the Resolution section, of the provisions for compliance or the rationale
for noncompliance with each criterion. Initial response shall be provided to
support PDRs with progressively greater detail at successive design
reviews.

d. All Resolution section entries shall be reviewed/approved by system safety
engineering. Items of noncompliance considered to be an accident risk
factor shall be subjected to the Hazard Control Analysis discussed in 5.4.
Insofar as possible, however, Criterion items shall be resolved on the HCRL
in lieu of initiating a Hazard Analysis report for that item.

e. Additional criterion developed by the Hazard Control Analysis described in
5.4 shall be incorporated after being computerized in accordance with
’.2.5.3.

f. Compliance with all system safety requirements shall be verified by
providing appropriate reference(s) to specification, drawing, procedure or
similar controlling documentation in the Reference column. References
shall be provided when documents are under configuration control to
implement paragraph 5.2.12 of MIL-STD-1574A.

8. The HCRLs shall be included as part of the Hazard Control Assessment
Report as discussed in 5.8,

5.2.5.3 Hazard control requirements summary. To assist in the incorporation of
criterion developed by the Hazard Control Analysis into the HCRLs, a computer
data file, identified as a Hazard Control Requirements Summary (HCRS), shall be
established for each section of the Hazard Control Analysis. As the individual
Hazard Analysis Reports (see Appendix A) are completed, the hazard control
requirements shall be entered into the HCRS for that analysis section. The HCRS
is in effect a master system safety checklist of the analysis results and simply
provides for computer storage and data management of hazard control require-
ments developed by the Hazard Control Analysis. The computer sort capability is
then used to separate and merge these items with the appropriate design or test
HCRL.

5.2.6 Deviations. Compliance with all contractually imposed technical and policy

safety requirements/criteria is mandatory unless exceptions are approved by
SAMSO. Noncompliance with safety requirements for management policies or
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functions, equipment design, documentation, software, or procedures shall require
formal approval. For the MX program, paragraph 5.1.4 of MIL-STD-1574A shall
be implemented as follows:

a. Requests for deviations to system safety requirements or criteria shall be
prepared by the responsible MX Associate Contractor SSM and submitted to
MNBS with one copy to the SAIC.

b. Each request shall include the data required by paragraph 5.1.4 of MIL-
STD-1574A. .

c. The SAIC shall evaluate the request to determine program or system
impact and submit a recommendation to MNBS. The SAIC shall establish
and maintain the master record of all requests submitted including subject,
date submitted, and disposition.

d. Each request will be processed by SAMSO in accordance with provisions of
the individual contracts. Deviations approved by SAMSO will be incorpo-
rated in an Appendix to the applicable SSPP or Hazard Control Assessment

Report (see 5.8).

5.3 System requirements analysis (SRA). A primary objective of the MX
Integrated system safety program of each MX Associate Contractor is to support
the SRA process defined in SAMSO STD 77-6 including the Operational
Requirements Analysis (ORA), the Test Planning Analysis (TPA), the Logistics
Support Analysis (LSA), and the Assembly and Checkout Technical Analysis

(A&CO).

5.3.1 Sgstem safety requirements. Each MX Associate Contractor shall review
and evaluate unction ow diagrams, associated Forms B, and the
Configuration Item Constraint Identification matrices relating to equipment for
which they are responsible. System safety functional/constraint requirements/in-
puts shall be provided to the SRA functional element. This evaluation and input
shall initially be based on the System Safety Checklists/HCRLs discussed in 5.2.5,
then on the Hazard Control Analysis discussed in 5.4 and the Test Safety Analysis
of 5.6. The functional flows and Forms B also provide input to these analyses to
aid in the identification of potential hazards. Traceability between the SRA
process and system safety engineering documentation shall be provided and
maintained.

53.3.2 Emergency analysis. The ORA includes investigation of possible emergen-
cies in conjunction with the critical fault assessment. The Hazard Control
Analysis provides the method of predicting potential emergencies to be examined
by the SRA Emergency Analysis. Each MX Associate Contractor system safety
function shall participate in the conduct of the SRA Emergency Analysis in
accordance with paragraph 5.1.5 of SAMSO STD 77-6.

5.3.3 SRA s%stem safety integration. The SAIC shall review all functional flows
and verify that all functions are assigned to the appropriate MX Associate
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Contractor system safety organization for review and input. The SAIC shall
periodically review MX Associate Contractor SRA activities and provide guidance
and assistance as required to assure uniform safety inputs.

5.3.4 Trade st%x support. To implement paragraphs 4.1.3.n and 4.14 of MIL-
STD-1574A, eac Associate Contractor shall establish a method that ensures
system safety organization participation in all studies of safety concern
performed by that contractor. In addition, each MX Associate Contractor shall
assure that safety impact items and hazard control assessments are significantly
highlighted and given appropriate weight as decision drivers. Trade Study Reports
shall show that the selected alternative has the least accident risk or provide
sufficient justification for recommending another alternative, System safety
studies and analyses shall be performed as required to assess the relative accident
risk for each proposed alternate solution.

When directed by MNBS, the SAIC shall review results of MX trade studies which
involve two or more MX Associate Contractors to assure that management level
decisions include the optimum safety provisions consistent with other program
considerations. The SAIC shall identify differences between MX Associate
Contractors in technical areas related to safety, and shall make recommendations
on trade study results to MNBS.

3.4 Hazard control analysis. The analyses of paragraphs 5.2, 5.2.1, 5.2.3, 5.2.4,
5.2.5, 3.2.8, and 5.2.9 o‘ MIL-STD-1574A for the MX Weapon System shall be
conducted as a continuous iterative Hazard Control Analysis (HCA) in accordance
with this Section and Appendix A.

3.4.1 Purpose. The purpose of the HCA is to identify potential accident risk,
establish design criteria and operational constraints to eliminate or control that
accident risk, and provide the basis for hazard control assessments. The analysis
shall consider all hardware and software elements in all planned normal operations
and credible abnormal/emergency conditions. The software elements shall be
considered as an entity with the associated hardware element. The method
described in Appendix A provides the means to systematically examine each
hardware system/subsystem in each of its activity phases or operating modes and
combines the features of design and operational hazard analyses. The procedure
used for this comprehensive analysis method implements the intent of paragraph
3.2.13 of MIL-STD-1574A. The results shall include definition of test procedure
cautions/warnings and personnel protective equipment requirements. Operational
considerations include those accident risks that could result in damage to the
equipment/system or interfacing equipment that would preclude a successful
operation. Those conditions which are confined to the equipment/system and only
result in performance degradation shall be considered to fall within the
jurisdiction of the engineering and reliability functions.

5.4.2 Schedule, The HCA shall be initiated by each MX Associate Contractor at
the start of the development effort. All potential hazards and supporting data
included in Preliminary Hazards Lists during the System Definition Phase shall be
included in the HCA and maintained current by the documentation of 5.4.3. The
HCA activity shall be continuous until final CDR, then updated as required for
engineering changes.
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5.4.3 Documentation. The initiation and results of the analysis of identified
potential hazards shall be documented and submitted periodically as Hazard
Control Reports (HCR) in accordance with the CDRL. HCRs shall consist of
legible working papers of Potential Hazard Matrices and Hazard Analysis Reports
(see Appendix A) with supporting data that includes all items initiated or revised
during the period. :

Hazard Catalogs (see Appendix A) shall be submitted as Annex A to the Hazard
Control Assessment Reports described in 5.8 and Appendix E.

5.5 Specialized safety analyses.

5.5.1 lnte\grated system fault tree analysis (ISFTA). The SAIC shall conduct an
MX IS in accordance with Appendix B to implement paragraph 4.12.2.a of
MIL-STD-1574A.

5.5.1.1 Purpose. The primary purpose of the ISFTA is to verify compliance with
defined quantitative safety requirements.

5.5.1.2 Schedule. The ISFTA of the nuclear weapon system undesired events shall
be initiated by the SAIC immediately after the last missile element PDR and
continue until program completion. Each MX Associate Contractor shall support
the SAIC by assuring that the FMA provides adequate and timely numerical data
and by development of subsystem FTAs as directed by the procuring contracting
officer.

5.5.1.3 Documentation. Formal submittal of the FTAs shall be in accordance
with the Ls.

5.5.2 Cable failure matrix analysis (CFMA). Each MX Associate Contractor
responsible for development of cable assemblies shall develop CFMAs in
accordance with Appendix C to support implementation of paragraph 5.2 of MIL-
STD-I’?QA.

5.5.2.1 Purpose. In addition to and in support of the FMA required by
Appendix A, paragraph 50.6 of SAMSO STD 77-6, a CFMA shall be developed for
the interconnecting cables and connectors for each cable assembly within a Cl.
The predominant failure events identified from the cable failure matrix, atffecting
the desired output of a cable, will be included in the FMA for the associated CI.

5.5.2.2 Documentation. Formal submittal of the CFMA shall be in accordance
with the CDRL. The matrices may also be included in the FMA report.

5.5.3 Software hazardous effects analysis (SHEA). Each MX Associate
Contractor responsible for the development of software shall conduct a SHEA in
accordance with Appendix D to implement paragraphs 5.2.6 and 5.2.7 of MIL-STD-
1574A. For the purposes of this section, the term software system shall include
the system specification, computer program, the computer itself, and all the
peripheral equipments which enable the system to operate.

5.5.3.1 Puggse. The SHEA shall be performed on all software having direct
interface with the operational nuclear weapon system and shall be performed by
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the software development contractor during software design and development.
The objective of the SHEA is to identify potential hazardous effects to the
weapon system, both external to the software system (such as erroneous or
improperly timed commands) and internally controlled actions; such as computer
commands causing illegal entry into critical routines. All routines and functions
of the software system are to be examined. The results of the SHEA shall be used
to:

a. Affect the design of the software system wherever practical to assure
control of possible system hazards.

b. Identify to the SAIC, for inclusion in the integrated weapon system fault
tree analysis, those potential hazards introduced or impacted by the
software system.

5.5.3.2 Documentation. Formal submittal of the SHEA shall be in accordance
with the

5.6 Test safety analysis (TSA). Paragraph 5.2.10 of MIL-STD-1574A and Analysis
Table 20-A32, %perating and Testing Hazard Analysis, of ED 77-3 shall be imple-
mented by the performance of Test Safety Analyses.

3.6.1 %:‘_r& The Hazard Control Analysis (HCA) of 5.4 identifies operational
constraints and cautions/warnings to eliminate or control specific accident risk
factors in each MX element. A TSA shall be performed for each MX Weapon
System test identified in ED 77-3 to assure a systematic and complete evaluation
of all the functional aspects and test interfaces. The TSA shall be based on
applicable HCA and the SRA Test Planning Analysis (TPA) and shall provide inputs
to detail test/operations plans, procedures, and technical publications.

5.6.2 Content. Each test shall be evaluated to identify hazardous materials or
operations. TSA reports for hazardous tests shall include the following:

a. A narrative introduction to define the purpose, scope and summary of the
analysis.

b. A definition of the test operation including a brief narrative, with
reference to detail data, single line diagram(s), and a test sequence flow or
timelines.

c. An assessment of the test in both narrative form and a list of potential
hazards with control requirements.

d. The Hazard Control Requirements List (see 5.2.5.2) for the test and the
test items. :

Data developed by the TPA process shall be used to the maximum extent. The
SSM, however, shall be responsible for the accuracy of all data contained in the
TSA report.
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TSA reports for non-hazardous tests shall be brief statements to verify that the
test was evaluated and no hazards were identified.

5.6.3 Schedule. TSAs shall be conducted concurrently with the TPA activity and
drafts shall be completed to provide support to test procedure development. The
final TSA shall include verification that procedures comply with safety require-
ments and shall be available for pretest reviews.

5.6.4 Documentation. MX Associate Contractors shall be responsible for the
TSA, with support from others as required, when designated as the test conductor
in ED 77-3. SAMSO shall be responsible for the TSA when a governmental agency
is designated as test conductor in ED 77-3. The TSA Reports shall be submitted
in accordance with the CDRL.

5.7 Nuclear safety analysis.

5.7.1 Nuclear safety analysis report (NSAR) The SAIC shall be responsible for
the preparation of an integrated Nuclear Safety Analysis Report in support of
paragraph 4.12 of MIL-STD-1574A. Each MX Associate Contractor shall provide
necessary support and data to the SAIC.

5.7.1.1 Purpose. The NSAR will provide contractor input to the Technical
Nuclear §Eiety Analysis (TNSA) performed by the Air Force Weapons Laboratory.
The TNSA supports the nuclear safety evaluation conducted by the Nuclear
Weapon System Safety Group,

5.7.1.2 Content. The NSAR shall be based on MX Associate Contractor System
Safety Analyses, Hazard Control Assessment Reports, other contracted data, and
the Integrated System Fault Tree Analysis. The NSAR shall include complete
description of the MX Weapon System and capabilities, evaluation of malfunction
modes and effects, nuclear safety features and deficiencies, and an overall
assessment of the nuclear safety of the weapon system.

5.7.1.3 Schedule. The NSAR shall be prepared to support the Initial NWSSG Study
and the Preoperational NWSSG Study during the Full Scale Engineering Develop-
ment Phase.

5.7.1.4 Documentation. Formal submittals of the NSAR shall be in acécordance
with the CDRLs .

5.7.2 Unauthorized launch analysis. An Unauthorized Launch Analysis will be
conducted by TRW in support of paragraph 4.12 of MIL-STD-1574A. Selected MX
Associate Contractors will evaluate portions of their equipment to determine
susceptibility to actions leading to unauthorized launch.

5.7.2.1 Purpose. The Unauthorized Launch Analysis defines the time, tools, and
equipment required to accomplish the actions leading to unauthorized launch.
This information will be utilized by the nuclear safety evaluation agency in
determining whether or not design changes or additional procedural constraints
are required to provide adequate protection against these unauthorized activities.
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5.7.2.2 Content. Launch scenarios will be drawn up by TRW with assistance from
the selected MX Associate Contractors. These scenarios will be further divided
into specific actions against individual items of equipment. The MX Associate
Contractor whose equipment is involved will be tasked to identify the vulnerabil-
ity of his equipment to the specific actions. Individual contractor inputs will
become an appendix to the Unauthorized Launch Study report. TRW will assemble
the final report using the inputs from individual associates, suppilemented by TRW
analyses to cover the interfaces.

5.7.2.3 Schedule. The analysis will start about midway between PDR and CDR
such that sufficient evaluation will have been done by CDR to uncover all major
system vulnerabilities. The report will be finalized subsequent to the CDR and
will reflect an evaluation of the CDR design.

5.7.2.4 Documentation. Formal data submittals shall be in accordance with the
CDRLs.

5.8 Hazard control assessment report (HCAR). Paragraph 5.2.14.2 of MIL-STD-
1574A shall be implemented by the preparation of HCARs in accordance with this
section and Appendix E. The certifications of paragraph 5.3 of MIL-STD-1574A
shall be accomplished by the submittal of HCARs showing approval as defined in
Appendix E.

5.8.1 Purpose. The HCARs shall provide a comprehensive evaluation of the
safety critical accident risk factors/hazards involved when the MX Weapon
System is subjected to checkout, test, and operation at a test facility or operating
site. The HCARs shall be the product of the system safety engineering tasks and
shall verify that system designs and operational planning meet the safety
requirements of the test site and the MX system can be safely operated and
maintained.

5.8.2 Content. Each MX Associate Contractor shall prepare an HCAR for each
MX Element, system, Configuration Item(s), and/or facility within their responsi-
bility in accordance with Appendix E. A single HCAR may be prepared for like
items of noncomplex Cls or several Cis that form an operating entity. Collecting
of ClIs into a single HCAR shall be subject to approval by MNBS. The reports shall
contain narrative introductions, assessment summaries, element hardware and
functional descriptions and detailed assessments. Each complete HCAR shall also
include the following annexes:

a. Hazard Control Analysis Hazard Catalog

b. Hazard Control Requirements Lists

c. Deviations (when required)

d. Classified Data (as a separate document when required).

The SAIC shall develop two basic Integrated System Hazard Control Assessment
Reports (ISHCARSs) as follows:
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a. A Flight Test ISHCAR which shall include all the elements (hardware,
software, and facilities) required to conduct the MX flight test program.

b. A Nuclear Weapon System ISHCAR which shall include all the elements
(hardware, software, and facilities) required to deploy, operate, and
maintain the MX Weapon System.

The ISHCARs shall incorporate the appropriate HCARs, assess all interface
problems, and summarize MX Weapon System Safety concerns. The ISHCAR shall
retain each element HCAR as an appendix. Classified data annexes shall be bound
separately.

5.8.3 Schedule. The HCARs shall be prepared incrementally in conjunction with
other system safety engineering tasks.

5.83.4 Documentation. Formal submittals of the HCAR shall be by individual
sections and annexes in accordance with the CDRL. The first complete report
shall be available to support Flight Proof Test Design Release. MX Associate
Contractors shall provide working paper data when requested by MNBS for
incremental review at SSG or Technical Interchange Meetings.

5.9 Operating safety considerations. The system safety program related to
operating safety considerations (system tests/flight tests/operational base acti-
vities) shall provide for assuring safe facilities and support equipment, compliance
with range/explosives/nuclear safety requirements, and the controls/surveillance
to assure safe tests and operations. These factors shall also be included in all
analysis and planning activities to prepare for production, deployment, and
operational program phases. Since test activities will be well underway prior to
start of operational base activities, the test safety analyses and hazard control
analyses already accomplished on transportation and handling equipment, test
(maintenance) equipment and launcher equipment will be revisited to assure
consideration of currently defined activities at an operational base. Many of the
procedures used during test, along with their caution and warning notes, will be
refined and after validation and verification will become part of the Technical
Orders by which the weapon system will be operated and maintained. Any
operating base peculiar operations shall be subjected to a Test Safety Analysis to
determine the precautionary measures required in procedures. Each MX Associate
Contractor is responsible for the operating safety considerations of the
subsystem/elements developed on his respective contract. @ MX Associate
Contractors will validate these procedures and participate in the verification of
these procedures by the Using Command.

5.9.1 Facilities and support equipment. Safety requirements and design criteria
for facilities and support equipment/materials shall be provided by the MX
Associate Contractors and the SAIC in compliance with paragraphs 4.8 and 4.11 of
MIL-STD-1574A. A Hazard Control Analysis (see 5.4) shall include each new MX
test and operational facility and all items of support equipment (test and
operational) to assure identification and control of hazards. The siting and design
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of facilities shall comply with the expiosives safety criteria of AFR 127-100.
Designs of facilities and support equipment shall comply with AFR 127-101,
applicable AFOSH Standards developed in accordance with AFR 127-12, construc-
tion and health/environmental requirements and nuclear safety criteria. In
verifying the adequacy of safety provisions, consideration shall be given to both
the test program and the deployment/operational phases. Evaiuation criteria shall
include the applicable Air Force, State or Federal OSHA regulations. Identified
requirements and criteria shall be upgraded and refined to incorporate additional
safety requirements as inputs from the MX Associate Contractors' Hazard Control
Analyses are received. Identified safety problems concerning Government
furnished facilities and support equipment shall be reported to MNBS and the
SAIC.

5.9.2 Range safety. Although the MX Weapon System must satisfy the applicable
safety criteria of SAMTECM 127-1 during test and operations at VAFB,
compliance shall be accomplished in a manner that does not degrade or
compromise the operational effectiveness of the Weapon System. Each MX
Associate Contractor shall implement paragraph 4.9 of MIL-STD-1574A by
assuring that applicable Range Safety criteria/requirements are considered in
Hazard Control Analyses and Test Safety Analyses. Verification that system
design and operational planning comply with range cr test site safety requirements
(except for flight analysis, flight termination and trajectory requirements) shall be
documented in the Hazard Control Assessment Report (See 5.8).

5.9.3 Explosives and ordnance safety. The design, test, and operation of ordnance
initiation systems and devices, and solid rocket motors shall comply with the
criteria specified in AFR [27-100, AFR 122-10, and MIL-STD-1512. Required
waivers or deviations, including Explosives Quantity-Distances, shall be processed
in accordance with 5.2.6. Explosive systems, subsystems, and components shall be
subjected to the analyses described in 5.4, 5.5, and 5.6 for early identification and
elimination or reduction of unacceptable accident risks. MX Associate
Contractors shall assure that each explosive and ordnance item is properly
identified by its military explosive hazard classification, storage compatibility
group, fire symbol, and DOT shipping classification. Control of explosive items
shall be provided by Data Cards for Explosive Assemblies, Subassemblies, and
Parts prepared in accordance with the CDRL. Explosives Hazard Classification
Data on any new or modified explosive items or components that have not
previously received a USAF approved hazard classification shall be submitted by
the applicable MX Associate Contractor in accordance with their CDRL.
Explosive Ordnance Disposal (EOD) Procedures including Explosives Render Safe
Procedures (RSP) shall be developed early enough in the program to assure that a
disaster response capability is available in the event of an accident or potential
hazard. These procedures shall be submitted in accordance with the applicable
CDRL.

5.9.4 Nuclear weapon system safety. The prime purpose of the MX system safety
program is to field a nuclear weapon system which is safe to assemble, transport,
operate, and maintain. All elements of safety are involved in accomplishing this
overall objective. There are, however, specific nuclear safety design criteria and
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requirements contained in AFR 122-10 which must be applied to the missile with
reentry vehicle, the facilities and support equipment which interface with the
missile, as well as the means for controlling the missile. Specific analyses must
be accomplished to demonstrate that the qualitative and quantitative require-
ments of AFR 122-10 have been met. These are explained in more detail in
paragraph 4,12 of MIL-STD-1574A, and nuclear safety evaluation criteria are
contained in Chapter 9 of AFR 122-10. These and the results of the various safety
tests and analysis will be used by the NWSSG in determining whether or not the
system meets the four DOD nuclear safety standards and can be certified for
operational use.

5.9.5 Test operations safety. In accordance with paragraph 4.10 of MIL-STD-
1574A, test planning documents and procedures shall incorporate the safety
requirements and criteria identified by the MX Associate Contractor and SAIC
system safety analyses. WRequirements for both safety testing and safe test
performance shall be identified. Where nossible, safety testing shall be integrated
with other test operations to achieve 3 .ost-effective program.

5.9.5.1 Test/operating plans. Assurance of adequate safety consideration is
provided by the respective System Safety Manager's approval authority over test
plans. The Test Conductor, as designated by ED 77-3, is responsible for integrated
system test activities, including performance or coordination of system safety
functions. The SAIC shall prepare for MNBS an Operations Safety Plan for each
government controlled test site. These plans shall be prepared and submitted in
accordance with the CDRL to detail responsibilities and authorities of all
participants in all aspects of safety at the test beds.

5.9.5.2 Test/operating procedure reviews. The safe performance of tests shall be
assured by system safety review/approval of each test procedure, safety
surveillance of each hazardous test operation, and individual/crew training and
certifications. Each MX Associate Contractor's system safety organization shall
review each test/operating procedure, for which they have responsible involve-
ment, against the Hazard Control Requirements List (see 5.2.5.2) prepared for
that test. Safety signature approval of each procedure shall be provided only
when the procedure complies with established safety requirements or constraints
and contains appropriate caution and warning notations. Each SSM is responsible
for review/approval of test procedures for tests of equipment produced under that
Associate Contractor's MX contract. The Test Conductor, as designated by ED 77-
3, shall review/approve all integrated system test procedures. Procedures for
potentially hazardous tests/operations at VAFB will also require approval by
SAMTEC. Test procedures for use at KAFB will require approval by the AFWL
Technical Safety Committee. Procedures for use at operational bases will be
validated by the MX Associate Contractors and verified by the Using Command as
part of the normal technical order approval process.

5.9.6 Training. Each MX Associate Contractor shall implement paragraph 5.5 of
MIL-STD-1574A by providing safety training requirements as part of the
overall training program for the MX Weapon System.

-28-




SAMSO-STD-79-1

5.9.6.1 Training requirements. These safety training programs shall include
instruction on hazard types, recognition, causes/effects, preventive and control
measures, procedures, checklists, safeguards, safety devices, and protective
equipment. The contractors' training program shall also include Government/Mili-
tary personnel who will be involved in their activities. The SAIC shall review and
provide input to the MX Integrated Logistics Plan to assure that safety concerns
are identified, training programs are tailored for specific types and levels of
personnel, and that all personnel receive equivalent training for similar opera-
tions. The SAIC shall also review flight operations training to assure that the
range safety requirements of SAMTECM 127-1 are met.

5.9.6.2 Certification. All test, operations, and field support personnel shall be
certified as having completed a training course in safety principles and methods.
Certification shall encompass personnel technical knowledge, formal training
courses, on-the-job training, verification of skills, and demonstration of individual
and crew capabilities. Medical examinations shall be required in accordance with
skill certification requirements.

5.9.7 Industrial safety. Each MX Associate Contractor SSM shall be responsible
to assure that the System Safety Program supplements existing industrial safety
activities in accordance with paragraph 4.6 of MIL-STD-1574A. This objective is
achieved through the conduct of the Hazard Control Analysis defined in
paragraph 5.4.

6. NOTES

6.1 Program milestones. The major program milestones for the Full Scale
Engineering Development phase are listed below. The related system safety
activities and general data requirements for each milestone are as noted. Formal
submittal of data shall be in accordance with the applicable contracts data list.

a. Contract award ~ Each contractor SSPP and the AISP update, 30 days
. following. Initial Hazard Control Assessment Report (consisting of
Annex A and B only), 90 days after.

b. Subsystem PDR - Applicable draft of Sections I and Ill and update Annex A
and B of Hazard Control Assessment Report (HCAR), 30 days before.

c. Final hardware PDR - SAIC Preliminary Integrated System HCAR, 60 days
after. SAIC Initial Nuclear Safety Analysis Report (NSAR), 90 days after.

d. Interim design reviews (IDR) — Update/complete applicable HCAR 30 days
before.

e. Nuclear Weapon System Safety Group (NWSSG) initial study — Contractor
presentations as required approximately eight months after final hardware
PDR.

f. Subsystem CDR - Update applicable associate HCAR 30 days before.

g. Flight proof test design release — Update/complete element HCARs 60 days
before and update/complete Integrated System HCAR 30 days before.
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6.2

h.

i.

jo

k.

Hazardous operation — Update applicable HCAR 60 days before first
hazardous operation and each subsequent hazardous operation following
incorporation of a change.

Missile launch — Update complete element HCARs 60 days before and
Integrated System HCAR 30 days before first missile launch and each
subsequent launch following incorporation of a change.

Final hardware CDR - Each associate final HCAR, 60 days after. SAIC
preoperational NSAR, 90 days after. SAIC Integrated System HCAR and
Integrated System Fault Tree Analysis (ISFTA), 120 days after.

NWSSG preoperational study — Contractor presentations as required
approximately six months prior to Initial Operational Capability (10C).

Data item description (DID) references. Data items associated with this
standard are not deliverable unless specified by the contract data requirements

list (CDRL). The data normally associated with this standard include the

following:
Source
Reference Document
DID Title Paragraph Reference

DI-H-7047  Analysis Integration and Sup- 4.2.2.1 MIL-STD-882A
port Plan

DI-H-7047 System Safety Program Plan 4.2.2.2 MIL-STD-882A

DI-H-7050 Monthly Status Report 5.1.1.3 MIL-STD-882A

DI-H-7048 System Safety Group Minutes 5.1.3.1 DI-A-2166

DI-H-7048 Hazard Control Report 54 MIL-STD-882A

DI-H-7048 Integrated System Fault Tree 5.5.1 MIL-STD-882A
Analysis

DI-H-7048 Cable Failure Matrix Analysis 5.5.2 MIL-STD-882A

DI-H-7048 Software Hazardous Effects 5.5.3 MIL-STD-¥82A
Analysis

DI-H-7048 Test Safety Analysis 5.6 MIL-STD-882A

DI-R-3532 Nuclear Safety Analysis Report 5.7 MIL-STD-882A

DI-S-30565A Hazard Control Assessment 5.8 MIL-STD-1574A
Report

DI-L-3317A Data Cards for Explosive Assem- 5.9.3 MIL-STD-1574A
blies, Subassemblies, and Parts

DI-L-3311B  Explosive Hazard Classification 5.9.3 DOD 4145.26-M
Data

DI-M-3403 Explosive Ordnance Disposal 5.9.3 MIL-STD-1574A
Procedure

DI-S-30562  Operations Safety Plan 5.9.5.1 SAMSOR 127-7
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APPENDIX A
MX HAZARD CONTROL ANALYSIS

10. SCOPE

10.1 Purpose. This appendix provides the detailed instructions for the conduct of
the MX Hazard Control Analysis and preparation of required documentation.

10.2 Application. Compliance with this appendix by MX Associate Contractors is
mandatory for performance of the MX Hazard Control Analysis required by

paragraph 3.4.
20. REFERENCED DOCUMENTS
Not applicable
30. DEFINITIONS
Not applicable
40. GENERAL REQUIREMENTS
40.1 Qualitative analysis. The MX Weapon System shall be subjected to
continuous iterative qualitative Hazard Control Analysis as defined in this
appendix. Each MX Associate Contractor shall implement this process on all

systems, subsystems, software, equipment, and facilities for which they are
responsible,

50. DETAILED REQUIREMENTS

50.1 Analysis method. A single qualitative analysis method shall be used for the
MX HCA. An overview of the MX HCA method and the interrelationships of the
elements of the analysis is provided in figure A-l. Each element is discussed
separately in the following subparagraphs, but shall be combined into a single
analysis process. Hazard Analysis Reports (see 50.1.2) shall be initiated for all
system safety potential problems that require analysis or new hazard control
requirements to resolve. Minor items that can be resolved by simple statements
relative to existing hazard control requirements shall be documented on the HCRL
(see 5.2.4.2) in lieu of initiating a Hazard Analysis Report.

50.1.1 Hazard identification. Potential hazard identification activities shall
include the techniques of independent system safety engineering evaluation, other
related analyses, and Hazard Control Requirements Lists (HCRL), as discussed
below. Conditions identified by all techniques that are suspect of having accident
risk are considered to be potential hazards and are documented on the Potential
Hazard Matrix, illustrated in figure A-2, and analyzed on Hazard Analysis Report
sheets as discussed in 50.1.2. The Potential Hazard Matrix (PHM) is a tool to
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MISSILE X WEAPON SYSTEM
PO ENTIAL HAZARD MATRIX

Program Phase:

System:

siskjeuy
apow ainjje4

sisAisu
am'ﬁ‘nho
weysk

.buaﬁmng

dueusuimw

by 4
Hissw

Yaune)
ISSIW

ssou ey
ulewew

Figure A-2. Potential hazard matrix.
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record each identified potential hazard with references to both the source of
identification and to the qualitative analysis item that addresses that potential
hazard or the HCRL section that makes analysis unnecessary. The purpose of the
PHM is to serve as a guide for a systematic and complete potential accident risk
identification. The PHM is structured to provide a hardware/software breakdown
applied against an activity phase breakdown and related analyses.

50.1.1.1 Hardware/software breakdown. To facilitate integration of the HCA the
hardware/software breakdown shall generally follow the MX Standard Work
Breakdown Structure (WBS) with software elements included as part of the
associated hardware element. A two alphanumeric character coding system shall
be used to identify the section and subsections of the PHM, Hazard Analysis
Reports, HCRL, and Hazard Catalog sheets in a hardware system/subsystem
order. The first character of the coding is used to indicate a major MX system
element or Associate Contractor responsibility. The second character is used to
identify subsystems, end items, or grouping of equipment for logical analysis and
reporting. The first coding characters shall be controlled and assigned by the
SAIC. The second coding character shall be assigned by the MX Associate
Contractor responsible for the first character area except that the following
standard characters shall be used by all contractors:

a. XA - Element complete as an assembly

b. XN - Operational Support Equipment (OSE) (WBS XX80)

c. XM - Maintenance Support Equipment (MSE) (WBS XX&41A and XX44A)

d. XP - Depot Support Equipment (DSE) (WBS XX40)

e. XR - Training Equipment (WBS XX21)

f. XS - Special Test Equiment (STE)/Test Support Equipment (TSE) (WBS
XX50 and XX80)

g.- XT - Test Facilities (WBS XX57)

Lower indenture hardware breakdown, to component level when required, is
accomplished on the system PHMs in a manner established by the respective SSM.
To illustrate the identification of a potential hazard, XM.001 would indicate the
first potential hazard identified associated with the MSE for a specific MX
element.

50.1.1.2 Activity phase definitions. The activity phase structure shown in figure
A-2, which is derived from the SRA Functional Flows, shall be used by all MX
Associate Contractors. Each hardware/software element will be considered in
each activity phase to identify inherent accident risks and/or undesired events
associated with the specific hardware during one or more phases of activity. The
activity phase definitions are as follows:
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Includes all functions necessary to produce system
components. Normally these operations are performed
in a contractor facility.

Includes any movement or rotation of system com-
ponents or assemblies after completion of fabrication.

All tests performed on AVE, SE, or RPIE components
or assemblies up to and including Configuration Items.
Acceptance tests and all subsequent tests, such as
retest after repair, are included.

Includes all functions necessary for physical buildup or
disassembly of an operational weapon or flight test
assembly, such as mating/demating missile stages;
missile canister, R/S, launcher assembly and disassem-
bly; establishing OGE, SE, RPIE and facility interfaces
with AVE.

All test or checkout activities that involve two or
more CIs. Includes interface verification and func-
tional tests.

Includes all normal activities between completion of
Integrated System Test and Missile Launch, such as
monitor and display status, maintain habitable environ-
ment for launch crew, target the missile, and control
system operation.

Includes all functions from initiation of launch se-
quence to missile first motion, such as transfer from
ground power to airborne power, move missile to
launch position, verify launch readiness, and ignition of
canister gas generator.

Includes all functions from missile first motion to
detonation of the weapon for operational flights or
provision of data for test flights. Functions include
missile ejection from canister; stage ignition,
guidance, and separation sequence; deploy and
detonate RVs, and transmit data to ground. Destruct
of a malfunctioning test missile is excluded.

Includes all scheduled and unscheduled maintenance
and repair activities, such as on-site maintenance,
strategic missile support base and/or primary support
facility maintenance, technical repair center activi-
ties, and test facility refurbishment.

Includes all credible contingency or emergency condi-
tions, such as Toxic gases/fluid release, inadvertently
armed ordnance, electric power loss, and destruct of
missile on test flight.
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50.1.1.3 System safety engineering evaluation. The independent system safety
engineering evaluation consists of an examination of each MX system/subsystem
in each activity phase. As a minimum, the Hazard Identification Checklist
presented in Table A-l shall be used by MX Associate Contractors as a
standardized guide for identification of potential hazards. The evaluation shall be
an iterative process continuing through and includes contingency situations.
Potential hazards identified by the system safety engineering evaluation shall be
incorporated in the Potential Hazard Matrix.

50.1.1.4 Related Analyses. MX Associate Contractor potential hazard identifica-
tion activities shall not iauplicate other MX program analyses, but shall utilize and
incorporate safety related data produced by them. The MX Associate
Contractors' system safety organization shall review and evaluate these related
analyses and incorporate identified potential hazards in the Potential Hazard
Matrix by reference in the appropriate Other Analyses and Activity Phase
columns.

The following MX program analyses shall be assessed for HCA input:

a. System requirements analysis (SRA) - Interrelationships with system
safety are discussed in 5.3;

b. Failure mode analysis (FMA) - Identifies hardware failures and failure
rates as inputs to the HCA and Fault Tree Analyses. The FMA
requirements defined in SAMSO STD 77-6, Appendix A, Section 50.6 include
“an analysis of each component part failure in all applicable modes
including flight" and "current failure rates for each part failure.” Parts are
identified to the "bit and piece" level, including parts of printed circuit
cards, electrical connectors, mechanical devices, etc. The MX Associate
Contractor System Safety Manager has approval authority over the FMA,
as shown in 5.1.2. That approval shall be contingent upon the FMA
providing all the data required by SAMSO STD 77-6 and the numerical data
to support the ISFTA of Appendix B of this standard;

c. Human factors — Provides identification of potential hazards by the critical
task analyses and the identification of deficiencies with safety impact by
the human factors test and evaluation performed in accordance with
SAMSO-STD-77-1.

d. Biochemical/environment - Provides identification of potential hazards
caused by dangerous substances and environmental conditions.

e. Hazard control requirements list - Incorporates potential accident risk
factors identified through the HCRL activity discussed in paragraph
5.2.5.2.

f. Miscellaneous references — Provides for identification of potential

hazards by other studies or analyses and incorporation of lessons learned
from the findings of accident/incident investigations.
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50.1.2 Hazard analysis rePrt. The MX Weapon System accident risk of each
potenti zard identified on the Potential Hazard Matrix shall be evaluated
using the Hazard Analysis Report format of figure A-3. MX Associate
Contractors shall use this hazard analysis format to ensure compatibility and
proper incorporation into the Integrated Hazard Control Analysis by the SAIC.
The complete analysis shall include a description of how the hazard can propagate
into an accident, the potential effects, and the assumptions and rationale used to
develop hazard controls. All design and/or operational requirements necessary to
eliminate or control the hazard shall be defined and referenced to the appropriate
HCRL.

Individual Hazard Analysis Reports shall be initiated by the MX Associate
Contractors' system safety organization by preliminary entries that are refined
and completed as the analysis progresses. The Assumptions/Rationale space shall
contain all pertinent facts or assumptions used as the basis of analysis, reference
data, calculations, or other analyses. This space also provides the flexibility to
incorporate or reference specialized analysis methods such as stress analysis,
sneak circuit, or electrical loads analysis.

Following initiation by system safety, the responsible engineering activity shall
review applicable analyses and provide additional technical input. The elimina-
tion/control of potential hazards shall be resclved jointly between the responsible
engineering activity and system safety. Those safety requirements conflicting
with other program considerations shall be resolved by conducting a trade study
discussed in 5.3.4. The disposition and resulting hazard category shall then be
included in the Hazard Analysis Report. Negotiated hazard control requirements,
expressed in normal criteria/requirement terms, shall be listed in the following

groups:

a. A. Hardware design

b. B. Software design

c. C. Training

d. D. Test operations procedures

e. E. Personnel protective equipment.

f. F. Maintenance procedures

g- G. Transportation
Only the applicable group(s) need to be listed on the report, but the identification
including the letter prefix shall always be as shown above. If existing HCRL items
provide the required hazard control, simply list the specific HCRL item numbers.
Each requirement shall be referenced to and included in the appropriate HCRL

section. The analysis report may then be closed in accordance with the
requirements of 5.2.3.
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MISSILE X WEAPON SYSTEM
HAZARD ANALYSIS REPORY

Hazard Level

Hazard Groyp:
Program Phase:

Status:

System:
Aclivity Phase:

— 1. Fabrication

—— 2. Handling & Transportation
— 3. Subsystem Tests

—u 4 Weagon System Assy

Subsystem:

— 5. Integrated System Tests
- §. Maintain Readiness
— 1. Missite Launch

Hazard Description;

Potential Effects:

Assumptions/Rationaie:

Hazard Control Requirements:

Reference

Disposition:

Originator/Location:

Figure A-3. Hazard analysis report format.
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50.1.3 Hazard catalog. The hazard analysis reports shall be integrated by each
MX Associate Contractor into a Hazard Catalog according to the formats in
figures A-4 and A-5. Partl of the Hazard Catalog shall contain a list of all
accident risks analyzed and the following status information:

a. Hazard classification in aécordance with 5.2.1.

b. Identification of "Safety Concerns" by an entry of "SSM" for candidates and
"MNBS" for approved designations.

c. ldentification of interface concerns with other contractors as determined
by the originating SSM.

d. Indication of elimination of hazard (by design) by an X in the "ELIM"
column.

e. Status of acceptance in accordance with 5.2.3 by date entries.
f. Dates item was initiated, closed, and resolution needed.

Each MX Associate Contractor shall establish and maintain Part I of the Hazard
Catalog on the remote CSAR terminals. The computerized data shall be updated
10 days prior to each System Safety Group or Technical Interchange meeting or
Hazard Control Assessment Report submittal, as a minimum.

Part Il of the Hazard Catalog shall consist of a one page summary of each hazard
that has been designated as a "Safety Concern", as defined in 5.2.2. The summary
shall include a description of the hazard and its potential effects, the

recommended corrective action, the rationale for descending the order of.

precedence (see 5.2.4), and the disposition, including signatures of approval.

50.2 Analysis reporting. Formal submittal of the various HCA elements shall be
in accordance with the CDRLs. The Hazard Control Analysis Reports shall be
submitted as legible working papers periodically and shall include the following:

a. System description data consisting of the minimum text, figures and
diagrams required to substantiate/explain item c. below.

"b. Potential hazard matrixes initiated or revised during the period.

c. Hazard Analysis Reports initiated or revised during the period.
Selected Hazard Analysis Reports and supporting data shall be, upon request by
MNBS, presented at meetings of the MX System Safety Group or any of its
subgroups, or transmitted informally to SAMSO or other MX Associate
Contractors.

The Hazard Catalog, Part I and Part ll, shall be submitted as Annex A to the
Hazard Control Assessment Report (see 5.8 and Appendix E).
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. PART | - SAFETY CONCERNS

SYSTEM: ITEM NO. .

SUBSYSTEM: HAZARD LEVEL

COMPONENT: DATE

HAZARD DESCRIPTION:

RECOMMENDATION:

p S

RATIONALE:

DISPOSITION:

ACCEPTED:
MXSYSTEM SAFETY MANAGER CONTRACTOR DATE
MXPROJECT DIRECTOR ONTRACTO DATE

SAMSO/

SYSTEM PROGRAM OFFICE DATE

Figure A-5. Hazard catalog part Il - Safety concern.
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APPENDIX B
MX INTEGRATED SYSTEM FAULT TREE ANALYSIS (ISFTA)

10. SCOPE
10.1 Purpose. This appendix defines the analysis technique that will be used by
the SAIC, with support by the MX Associate Contractors to determine the

probability of occurrence for, as a minimum, the following nuclear safety
undesired events. :

a. Inadvertent Nuclear Detonation

b. Inadvertent Weapon Enabling

c. Accidental Motor Ignition

d. Inadvertent Programmed Launch

e. Faulty Launch

f. Inadvertent Transmission of Intent Command
10.2 %lication. The ISFTA methodology described by this appendix will be
accomp. y the MX SAIC. However, the MX Associate Contractors will be

required to provide design and operations data and selected Fault Trees as
directed by SAMSO.

The MX ISFTA consists of two major parts; development of the Fault Trees, and
calculation of the numerical probabilities. The Fault Trees will be developed by
the SAIC with support of the MX Associate Contractors and reviewed with

SAMSO. The probability of failure of systems, subsystems, and components will
be acquired from the Integrated Failure Mode Analysis.

20. REFERENCE DOCUMENTS
Not Applicabie.
30. DEFINITIONS

30.1 Component failure. The state of a component whereby it ceases to
accomplish the function it was designed for either completely or intermittently.

30.2 Primary component failure. The failure of a component is called "primary"
if it occurs while the component is functioning within the operating parameters
for which it was designed.
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30.3 Secondary com%nrent failure. A failure occurring when the component is
subjected to abnormal environmental stresses, such as failures in related
equipment.

30.4 Commanded failures. Undesired events resulting from proper component
operation at the wrong time or place are called "commanded failures.” These
failures are the linking events between the various leveis of the fault tree from
primary failure events to the ultimate undesired event. It is primarily through
these linking events that the fault tree analysis is elaborated.

40. GENERAL REQUIREMENTS

40.1 Fault tree development. The development of a particular fault tree is
accomplished In an or%rliy manner and commences with definition and/or
identification of an undesired event or potential accident. Once this has been
accomplished, the system is analyzed and all logical combinations of functional
failures which can cause the undesired event or potential accident are determined.
Such analysis is entirely dependent upon a thorough knowledge of the system
functions and equipment. Each of these contributing failures is further analyzed
to determine the logical relationships of system failures which may cause them.
In this manner, a diagram of logical relationships among failures is developed.
The development is continued until all “input" failures on the fault tree are
cleﬁne(li in terms of basic, identifiable failures which may be quantified for
evaluation.

30. DETAILED REQUIREMENTS

50.1 Fault tree data rsggirements. Availability of proper and complete source
materials is basic to the success of the entire hazard analysis. Detailed logic and
schematic diagrams are required for preliminary analysis and failure analysis.
Physical layout plans and operating and maintenance instructions are needed to
estimate the length of time a single fault may remain in the equipment before it
is discovered and corrected. In an operational system, it is also important for the
safety analyst to obtain all engineering change proposals and trouble reports so
that the study can be kept current and responsive to system needs.

;l'sh;Tonllowing specific data wili be required by the SAIC in performance of the MX
a. End item specifications
b. System block diagrams
c. Design drawings .
d. All engineering change proposals
e. Preliminary design review data
f. Critical da‘ign review data
g. Operating handbooks/procedures
h. Maintenance handbooks/procedures.
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The data identified above will be provided as GFP to the SAIC to support the
ISFTA.

50.2 Fault tree construction. The process by which a qualitative logic diagram is
constructed for the system shall be as follows:

a. The system operating modes shall be divided into the Activity Phases
identified for the Hazard Control Analysis. A phase is that increment of a
system's life cycle which can be analyzed independently, yet recognizing
that there can be commonality of analysis for any of the phases. A fault
tree branch shall be constructed separately for each phase. The fault tree
development process for each phase should be logical and systematic.

"b. Assuming the basic functional relationships are defined and understood, the
development of the fauit tree can proceed from the defined top level event
down through the various event levels to the component failures and
combinations of failures that can cause the top level undesired event.

c. The questions of "primary failure", "secondary failure", and "command
failure" are guidelines to be used for development of component failure
modes. At the component level of the fault tree, the following steps
should be followed: .

(1) Describe the component event to be developed utilizing part and/or
component numbers.

(2) List all primary faults.

(3) List all secondary faults for those equipments which are environment-
sensitive, i.e., those conditions which can "cause" each primary fault
mode.

(4) Define the input or command events which are a normal function at the
wrong time or caused by a fault.

(5) Repeat steps (2) and (3) for the events described by (4).
(6) Continue this process to the level of detail required.
d. When the Fault Tree Logic diagram is completed, it shall be reviewed

against the hardware design to assure the correct part or component
number are entered on each event.

50.3 Graphic symbology. The following graphic symbology shall be used in
preparing a fault tree.

Events. The various kinds of events used in fault trees are represented by the
followi ng symbols:
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(1) The RECTANGLE identifies an
event in a Fault Path that results
from a combination of fault events.

(2) The CIRCLE identifies a primary
failure of a device.

(3) The HOUSE indicates an event or
state which is normal for the
system.

(4) The DIAMOND identifies a secon-
dary failure, or a set of failures
which do not require further devel-
opment. Failure Rate Data is
known sufficiently at this level of
the Fault Tree Branch.

(5) The DOUBLE DIAMOND termi-
nates a branch which has not been
fully developed due to lack of
information.
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AND gates. The AND gate logic operators required to develop the fault trees are

symbolized as follows:

(1) The AND gate describes the logical
operation which requires the co-
existence of all inputs to cause the
output.

(2) The PRIORITY AND gate performs
"~ the same function as the AND gate
except that the inputs must occur

in the sequence stipulated.

*Priority description is required
only when necessary to clarify re-
lationship between inputs.

(3) The CONSTANT REPAIR AND
gate performs the same function as
the AND gate except that the
repair time of the output event is
not dependent on the repair times
of the inputs, but is as stipulated.

OUTPUT

INPUTS

OuTPUT

INPUTS

REPAIR
TIME

OR Eats. The OR gete logic operators required develop the fault trees are
efined and

symbolized as follows.
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OUTPUT

(1) The OR gate describes the logical
operation whereby the output is
caused by the occurrence of any of

the inputs.

(2) The EXCLUSIVE OR gate performs
the same function as the OR gate
except that specified inputs cannot
coexist.

(3) The CONSTANT REPAIR OR gate
performs the same function as the
OR gate except that the repair
time of the output event is not
dependent on the repair times of
the input, but is as stipulated.

Special symbols. Special symbols are used in order to simplify the graphic
_ representation of fault tree construction. These special symbols are shown below:

(1) The INHIBIT gate describes a situa- OUTPUT
tion in which a certain condition of
the system must exist before one
failure produces another. The inhi-
bit condition may be either normal
to the system or be the result of
equipment failures.

(2) The MATRIX gate is used to des-
cribe a situation in which an output
event is produced for certain com-
binations of events at the inputs.
A matrix showing the event combi- .
nations that produce the output OUTPUT
event will accompany each usage
of this symbol.

(3) The TRANSFER symbol is used to INPUTS
show continuity between two parts
of the tree. A line into the side of | —
the triangle transfers every thing
below to another area identified by
the triangle with a line drawn from L

the apex.

50.4 Calculation of numerical probabilities. The failure rate data for the
components identified in the fault tree comes from the MX Failure Mode Analysis
Data. This data will be stored in the computer by component number and merged
directly to the fault tree by the computer. Merging of the MX probability data
onto the fault trees makes the fault tree classified data. The SAIC shall perform
the calculations of the probabilities, make the final fault tree plots with failure
rate data included, and deliver to SAMSO in accordance with the CDRL.
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APPENDIX C
MX CABLE FAILURE MATRIX ANALYSIS

10. SCOPE

10.1 Purpose. This appendix provides instructions for the conduct of the MX
Cable Failure Matrix Analysis (CFMA) that is a shorthand method used to
concisely represent many of the possible combinations of failures which can occur
within the cable assembly.

10.2 Application. Compliance with this appendix by MX Associate Contractors is
mandatory for performance of the CFMA required by 3.5.2.

20. REFERENCED DOCUMENTS

Not Applicable.
30. DEFINITIONS

Not Applicable.
40. GENERAL REQUIREMENTS
40.1 Analysis requirements. The MX CFMA shall be conducted by each MX
Associate Contractor that produces cable assemblies. The MX CFMA shall
provide data in a timely manner to support the MX Failure Mode Analysis (FMA)

and the Nuclear Safety Analysis Report (NSAR). The MX FMA function shall be
responsible for all failure rate data associated with failures identified by CMFA.

40.2 Analysis elements. The CFMA prepared by each MX Associate Contractor
shall consist of the following:

a. An index to provide a cross reference of cable numbers and connectors.

b. Cable diagrams to represent the physical configuration of each cable
assembly.

c. Connector matrix and pin location drawing for each different connector.
d. Cable wire table for each cable.

50. DETAILED REQUIREMENTS

50.1 Index development. A CFMA Index shall be developed by each MX Associate
Contractor required to perform a CFMA. The index shall identify each cable
assembly produced by the MX Associate Contractor and include the following

data:
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a. Common use identification number
b. Nomenclature
c. Part number

d. Each connector including cable assembly number, ménufactuer‘s part
number, and connector matrix number in the CFMA report.

The index shall provide necessary cross references to permit use of only one
connector matrix for each different manufacturer's part number connector. The
index shall be in the format shown in the example of figure C-1.

Cable Assembly | Connector | Connector Connector
No. Nomenclature Number Number P/N Matrix No.
WI03 | XXXXXXXXXXXX XXXX 1 XXX XX
2 XXXX XX
3 XXXX XX
4 XXXX XX
5 XXXX XX
w107 XXAXXXXXXXXXX XXXX 1 XXX XX
.2 XXX Xx

FIGURE C-1. CFMA index format.

50.2 Cable diagrams. A diagram of each cable assembly shall be provided in a
format similar to that shown in figure C-2. The diagram shall identify the cable
sections, connectors, equipment/cable connector interfaces, and the physical
location (missile compartment, facility room, etc.) of installed connectors.

50.3 Connector matrices. A connector matrix shall be developed for each
different connector provided by the MX Associate Contractor. The following
ground rules shall be used in the development of a connector matrix:

a. Each connector matrix shall include a drawing to identify pin locations in
the connector, a table showing the gauge of each pin, and a matrix diagram
to identify all credible failure modes of connector pins.

5. Nonconductive connector cases shall be noted on the matrix sheet.

c. Failure mode identification shall consist of only credible (geometrically
possible) faults that can occur from bent pins.

d. The CFMA Index (see 50.1) shall be used to preclude constructing connector
matrices more than once for a particular connector.
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CABLE W107

a X %% X ; X s -

CNGHEE 00N et

d X X 0O @ @ a 22

o]0 -

:4 = : c 22

d 22

0 x] TaNoz % e | 2

MATRIX OF POSSISLE f 22

PiN-TO=PIN SHORTS IN £ 22

CONNECTORS | AND 2
(co™ case short)

FIGURE C-3. Cable failure matrix.

-_——— 1.  #N 1 HAS IMMEDIATELY ADJACENT INNER PINS 23 4.5 AND
ADJACENT OUTER PIN 7.
- 0= 0= 2. PINS6,7 AND 8 CAN SHORT TO THE CASE

FIGURE C-4. Connector pin short potentials.
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Each connector matrix shall be prepared in a format similar to the example shown
in figure C-3.

50.3.1 Connector failure modes. There are two major failure modes which can
occur within a connector:

a. Pin-to-pin shorts between two pins, caused by the bending of pins. The pin
length, size and pin spacing must be considered in the determination of
credible pin-to-pin shorts caused by bent pins. Pin-to-pin shorts from bent
pins are considered only if a pin can directly bend to immediately adjacent
pins or between adjacent pins to outer pins (see figure C—4,

b. Pin-to-case shorts, which can be caused by a bent pin. The same
considerations discussed in a. apply for credible conditions of pin-to-case
shorts. This failure mode shall be designated "CS" on the matrix diagram.

Connector pins size 8 gauge or larger shall not be considered capable of bending
over to contact another pin; but the other pins, if less than size 8 gauge, shall be
considered to be capable of bending over to the larger gauge pin. Connector
matrices need not be developed for pin-to-pin shorts caused by foreign material.

50.4 Cable wire tables. A cable wire table shall be developed for each cable
assembly in the format used in the example of figure C-5. Each wire in the cable
assembly shall be identified and recorded with the following information. A brief
description of the function of the wire, e.g., issue ordnance ignition disc te, shall
be entered in the function column. The identification, if any, of the function shall
be entered in the Signal Identification column, and the worst case voltage/current
levels of the wire shall be recorded in the voltage/current column. The latest
interface control drawings shall be used to identify the voltages/currents on the
cable wire table. The pin and connector assignments of both ends of the wire shall
be placed in the From and To columns and the routing in a cable will be shown for
branched cables. The wire type, size and shielding shall be noted in the last
column.

50.4.1 Cable failure modes. There are three major modes in which a failure can
occur within a wire bundle. These failure modes are:

a. Wire-to-wire shorts
b. Wire-to-shield shorts
c. Open wire faults.

The cable failure modes, effects, and failure rates shall be determined by the MX
FMA function from CFMA and reliability data.

50.5 Analysis reporting. Formal submittal of the CFMA shall be in accordance
with the CDRLs. The MX CFMA Report shall include the following:
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a.

b.
Co
d.

e.

SAMSO-STD-79-1

An introduction, consisting of a narrative description of the purpose and
scope of the analysis and report.

The CFMA index.
Cable diagrams.
Connector matrices.

Cable wire tables.
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APPENDIX D
MX SOFTWARE HAZARDOUT EFFECTS ANALYSIS

10. SCOPE

10.1 Purpose. The Software Hazardous Effects Analysis (SHEA) is performed to
ensure that system interlocks and functional controls are incorporated into
software design to prevent weapon system hazards from being initiated by the
software system.

10.2 Application. The SHEA defined in this appendix is applicable to the
software which is used to prearm, arm, enable, unlock, target, launch or release
the MX Weapon System. The SHEA shall be performed by the various MX
Associate Contractors designing software defined above. The SHEA shall be
provided to the SAIC for incorporation into the Integrated System Fault Tree
Analysis.

20. REFERENCED DOCUMENTS
Not applicable.
30. DEFINITIONS
30.1 Software System. The software system consists of the system specification

computer program, the computer itself, and all the peripheral equipments which
enable the system to operate.

40. GENERAL REQUIREMENTS

40.1 Analysis requirements. The MX Associate Contractors shall perform the
SHEA to provide a comprehensive evaluation of the risk being assumed when the
assembled MX Nuclear Weapon System is subjected to deployment, operation, or
maintenance. The analysis shall concentrate on potential errors in the software
system, requirements, design, logic, coding, input/output devices, and mainte-
nance. It shall ailso consider overlapping conditions to assure that non-planned
events do not occur at the interfaces of system elements due to two routines
changing a set state.

40.2 Analysis approach. The analysis shall include a review of the computer
program development specification, flows, forms B, and the safety critical
functions for the system elements. The analysis shall cover the human interfaces,
the hardware/software interfaces across all system elements and evaluate the
effect of the software on all system elements and the effect of the system
elements on the software.

50. DETAILED REQUIREMENTS

50.1 Format. The format shown in figure D-1 shall be used in performing the
SHEA. The following paragraphs provide instructions in the use of this format by
reference to column heading.
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a. Software function (change). The particular software routine (or change if
the original program is undergoing modification) is identified.

b. Function description summary. A brief summary of the purpose of the
function, including identification of any critical command/monitor which
impacts safety.

c. System hazard. Brief identification of a system hazard that could occur
from improper operation/failure to operate of this function.

d. Hazard category. If the overall hazard category can be identified, include
here. 1T tﬁ'és effect of the hazard is across a system interface and therefore
unidentifiable, a marginal flag ( P ) should be entered. The SAIC will then
be alerted to examine the interface area.

e. Safety impact (discussion/conclusion). (1) Discussion of the potential
hazard or non-normal interface configuration caused by the improper
operation, (2) any conclusions and supporting rationale for specific safety
requirements.

f. Recommended requirements. Recommended safety requirements to elimi-
nate or control the hazard within the software system. If the control
cannot be effected within the software, suggested external controls or i
requirement shall be listed.

g. Remarks. Additional explanatory comments as required.
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APPENDIX E
MX HAZARD CONTROL ASSESSMENT REPORT

10. SCOPE

10.1 Pur . This appendix provides instructions for the preparation of MX
Hazard Control Assessment Reports (HCAR) (see 5.8) and Integrated System
Hazard Control Assessment Reports (ISHCARs).

10.2 Application. Compliance with this appendix by MX Associate Contractors is
mandatory for preparation of MX HCARs and ISHCARs.

20. REFERENCED DOCUMENTS
Not Applicable.

30. DEFINITIONS
Not Applicable.

40. GENERAL REQUIREMENTS

40.1 Assessment and verification. HCARsS/ISHCARs shalil provide comprehensive
evaluations of compliance with MX safety requirements and assessments of the
adequacy of MX hazard controls. They shall be used to certify hazard control
provisions to the user organizations, such as contractor to SAMSO and SAMSO, as
the “range user", to SAMTEC. The HCARS/ISHCARS shall be used for the life of
the MX Weapon System as a baseline for decisions involving change to the system,
facilities, or operational concepts.

40.2 Organization of HCARs. The several MX HCARs shall be organized in a
manner similar to structure shown in figure E-1I.

40.3 General instructions. The HCARS/ISHCARs shall be developed and main-
tained in accordance with the following general instructions and groundrules:

a. Although each individual HCAR shall be an appendix to the appropriate
ISHCAR(s), each HCAR shall be developed and maintained as a separate
document.

b. Each HCAR submittal shall include sufficient level of detail to support the
milestone events for the equipment included.

¢. EBach ISHCAR submittal shall include sufficient level of detail to support
the appropriate program milestone event.

-61-




SAMSO-STD-79-1

*3idwex?a 3in3dndys 110daJ JuUaWSSIsSe [0I3U0D piezeH °1-3 FYNOIL

“INSSIN WWOILIVNII0 § JVISSIW LSIL INSIT W05 WWTINIS v SMILl »

——
[ 2] _ BN 4
W 310 o M ALS
—mr Lz
— 117 I | WO d
WO ww L]
CoE — — i ;
o W S W 5
" s M SN TR T
n “WR T, WoH 4103 4 3
. : ~VITIR e WS
0 ve) v L. issm Wyl s Ty 0 Ny Nssin UL
S0 e UNSISN MW s SI0WN sa un uw 151 Iy un
s
ausis wst
wa» 153
Wit

uly

-62-




SAMSO-STD-79-1

d. Each basic HCAR and ISHCAR document shall contain only Unclassified
data. A Classified Annex shall be provided if required.

e. Each incremental HCAR/ISHCAR submittal shall reflect progressively
more detail from initial outline/partial data to the final with complete
detail and assessment.

f. Revision by change pages will be used when practical.

g. HCAR/ISHCAR submittals shall be in accordance with the CDRLs.

50. DETAILED REQUIREMENTS

50.1 HCAR format. Each HCAR/ISHCAR shall contain the following sections:

a. Title page

b. Foreword

c. Table of Contents

d. Glossary of Terms

e. Section |- Introduction

f. Section Il - Assessment Summary

g. Section Il ~ Descriptions

h. Section IV — Assessment

i« Annex A — Hazard Catalog

jo Annex B — Hazard Control Requirements Lists
k. Annex C — Deviations (when required)

l. Annex D — Classified Data (as a separate document when required)

50.2 Individual HCAR content. Each individual HCAR shall provide data in
accordance with the following detailed outline and general descriptions:

a. Title page shall include signatires of the MX Associate Contractor System
Safety Manager and the Project Director.

b. SectionI - Introduction
Note: This section should be [imited to one page.
(1) Purpose and Scope
Provide a brief definition of the purpose of the document, the scope of

the MX Weapon System equipment included and an overview of the
relationship to other equipment/elements.
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(2) Abstract
Provide an "Executive Summary" assessment of the accident risks.
¢. Section Il — Assessment Summary

Identify and summarize the significant problems and "Safety Concerns"
that require management attention. Provide lists of "acceptable
conditions" and "unacceptable conditions" defined for the MX equipment
involved that would apply to the operational weapon system. Provide
reference to more detailed analysis and assessments as appropriate, but do
not duplicate data.

d. Section Il — Description
(1) General Description
Provide a description of the total MX equipment involved, including
items such as physical dimensions, nomenclature, etc. Provide
definition of all subsystems or CIs in the HCAR. This subdivision should

be compatible with the planned design reviews (PDRs and CDRs) to
facilitate providing documentation to support those reviews.

(2) Subsystem (or CI) A
Provide detail information on the specific subsystem (or ClI), including
data such as schematics, materials, size/volume, pressures, tempera-
. tures, safety devices, certifications of proof tests, etc. Data included
should be in sufficient detail to support the assessment. References to
more detailed information may be used as appropriate.
(3) Subsystem (or CI) B
Same as above and repeat for all subsystems (or ClIs).
e. Section IV — Assessment
(1) Design Features
Identify and discuss safety critical aspects of the MX equipment designs
and actions taken to limit accident risks. Identify any incorporated
safety devices, protective systems, and/or warning devices and provide
the rationale for use.
(2) Interface Considerations

Identify potential problems with interfacing elements that require
resolution in the ISHCAR.
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(3) Test/Operation Plans

Discuss the planned activity at VAFB or operational site. Discuss any
required planning for emergencies, including procedure and equipment
requirements. Data should be in sufficient detail to convey a general
understanding of the planned activity. References to more detailed
information may be used as appropriate.

(4) Deviations

Provide a list of all approved deviations to contractual safety
requirements including identification of the approval authority, date of
approval, and reference to location of incorporation. System safety
program management deviations are incorporated in the SSPP and
copies of all approved deviations to technical requirements are included
in -Annex D of the HCAR.

Annex A — Missile X Weapon System Hazard Catalog

The Hazard Catalog is the two part catalog described in 50.1.3 of
Appendix A.

Part [ consists of a computerized list of all hazards analyzed and their
status/disposition. The list and status shall be updated to the publication
date of each submittal.

Part Il consists of a one page summary of each "Safety Concern," including
the rationale for descending the system safety order of precedence and for
acceptance of residual hazards.

Annex B - Hazard Control Requirements Lists (HCRL)

The HCRLs are developed in accordance with 5.2.5.2 to include all and only
requirements applicable to the MX equipment addressed in the HCAR. The
HCRLs shail be structured to be compatible with the subsystem (or (o))
identification in Section II of the HCAR.

Annex C - Deviations

This annex will be used as required to submit copies of all approved
deviations to technical system safety requirements for the MX Weapon
System equipment included in the HCAR.

Annex D — Classified Data

This annex will be used as required to submit all classified information
required to complete and substantiate the HCAR.
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30.3 ISHCAR content. Each ISHCAR shalil be developed in the same format and
outline as the HCARs but shall emphasize system level and interface considera-
tions. The general descriptions of content presented in 50.2 shall apply except as
follows:

a. Section Il - Descriptions

b.

This section shall identify each of the HCARs included and describe the
physical and functional interfaces between them. Subsections shall be
arranged to provide the most logical description of the
equipment/interfaces. :

Section [V — Assessment
(1) Design Features

Identify and discuss any system level or interface system safety aspects
not covered in the supporting individual HCARs.

(2) Interface Considerations
Provide an assessment of all potential interface safety problems. As a

minimum, resolution shall be provided for all potential interface
problems identified in the supporting HCARs.
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