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EXECUTIVE SUMMARY

1. This docu-nent is approved for use by all Departments and Agencies of the Department of
Defense (DOD).

2. Comments (recommendations, additions, deletions) and any pertinent data submitted for
improvement of this document is addressable to the Information Processing Directorate (Code
JEBE), Center for Standards (CFS), Joint Interoperability and Engineering Organization (JIEO),
Defense Information Systems Agency (DISA), 10701 Parkridge Blvd., Reston, VA 20191-4357.
E-mail Ms. Angela Bcoker at bookera@ncr.disa.mil or go to the DISA homepage at
Http://www.itsi.dis&nmil/. Please organize comments into two categories: "Essential" and
"Suggested." Please include a recommendation and rationale for each proposed change. (See
section 7.1 for complete instructions about commenting on this document.)

3. The Information Technology Standards Guidance (ITSG) is a tool. Its purpose is to define the
DOD Open System Environment (OSE) and provide guidance to meet the requirement for
consistent selection of base standards for profiles for DOD Information Technology (IT)
acquisitions. It does this by defining the DOD OSE and the target group of IT standards that
DOD systems are to use in implementations. The specification of the DOD OSE and the IT
standards contained within that environment using the ITSG will guide system convergence
toward the DOD-consensus target environment.

4. The ITSG is the foundation document for Technical Architecture Framework for Information
Management (TAFIM) Volume 7, the Adopted Information Technology Standards (AITS). The
ITSG is a resource supporting the Joint Technical Architecture (JTA) and the AITS by tracking
activity in emerging standards that may someday appear in the JTA or the TAFIM. The ITSG also
provides more detailed information about the standards adopted by the AITS, which is only a list
of standards.

5. The ITSG specifies the IT standards available for each OSE base service area (BSA).
The ITSG identifies formal and emerging standards, bindings, public domain specifications, and
the interrelationships among the recommended standards. It provides useful information on the
recommended standards for each service area such as portability guidance and the recommended
standard usage.
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1. SCOPE

1.1 Scope. The ITSG is intended for use by system engineers and program managers in planning
and procuring an open information technology system by selecting standards profiles. The ITSG
identifies the Open System Environment (OSE) Base Service Areas (BSAs) and the type and
status of standards and specifications applicable to each BSA. Any BSA can include approved,
open consensus, government standards, non-government standards, consortia anxd industry
specifications, and other solutions. It also can include related standards that may be needed for a
particular OSE BSA, caveats concerning the standards recommended that could jeopardize
application portability, znd information about how to tailor procurement specifications to avoid
potability problems.

The standards arena is broad and is changing rapidly enough to make the ITSG quickly obsolete.
The MTSG represents the consensus DOD target as it was best understood at the time of
publication. The OSE defined in the ITSG reflects the considerations and realities of the
marketplace and standards community. The goal of the CFS is to facilitate decentralized execution
of IT program management leading to accomplishment of an enterprise-wide OSE. To that end,
the ITSG will be updated on a recurring basis with sufficient frequency to maintain its relative
currency and to expand the thoroughness of its coverage of the IT domain.

April 7, 1997 1.1-1 Version 3.1
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2. GENERAL REQUIREMENTS

2.1 Understanding open systems environments.

2.1.1 The role of standards. The fundamental premise of the ITSG is that the implementation of
well aligned, standards-based open systems will lead eventually to a higher degree of
interoperability and portability. Unfortunately, standards are not yet defined for all the basic
services needed for all information technology systems. Additionally, standards usually contain
multiple optiors. Many standards allow options whose use or disuse may result in systems that are
compliant with the same standard yet are not interoperable with one another.

Vendors and industry organizations (i.e., consortia) have defined specifications (to augment a
standard or to compete with a standard) to fill many gaps in the existing formal standards. These
specifications can provide some limited portability and interoperability. Different standards-
defining groups' specifications for satisfying the same basic services sometimes overlap and are
incompatible even disregarding any options they may have. Identifying the basic services of a
system requires a thoughtful and thorough understanding of system requirements for current and
future information technology environments. After identifying the basic services, the
recommended standards in the ITSG will provide a path toward the DOD consensus 'oen system
environment.

2.1.2 Achieving practical, standards-based open systems. A broad base of available standards
is the basis for achieving open systems. Just choosing standards neither guarantees portability or
interoperability nor guarantees easy integration of multi-vendor systems. Understanding the
features and options of standards and knowing how to specify the standards is vital.

Information technology standards are layered in the architecture between the external
environment and the platform or application environment. A well conceived architectural
framework will list its functional requirements. The ITSG recommends standards intended to meet
the functional requirements of the architecture.

2.1.3 Pitfalls of specifying only lists of standards. Profiling, which is a detailed description of
the selection of options available within a standard, makes standards practical to use. However,
many "open systems profiles" are only lists of standards, lacking the details to allow the standards
to be implemented consistently for portability and interoperability.

The specification of lists of standards may indicate that the acquisition requirements have not been
identified or considered fully. The use of standards requires the functional requirements of the
system architecture be identified thoughtfully. The specification of only existing standards
developed in a public consensus standards committees does not take advantage of other potential
solutions available to fill other functionality areas with some form of standards implementation
where such formal standards do not exist. For example, a Request for Proposal (RFP) may specify
certain required Government standards or Non-Government Standards (NGS) and indicate those
areas for which the bidder must propose standards. The system design areas that have a

April 7, 1997 2.1-1 Version 3.1
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functionality requirement not supported by adopted standards must be evaluated carefully for life
cycle implications with respect to the DOD open systems environment objective.

Specification of standards by their names is not sufficient. Requirements exist for the
specification, use, and exclusion of specific dependencies, extensions, and features that are
implementation-defined, implementation-dependent, undefined, or unspecified within a standard.
A standard's libraries, library functions, modes, options, and switch settings used in the product
implementation of a standard have portability implications. International Organization for
Standardization (ISO) TR-10000 and MIL-HBK-829 cover the requirement for detailed profiles
more extensively.

2.1.4 Controlling the use of specific features of IT standards. Standards' features (e.g.,
options, extensions, levels) must be controlled within system development. Standard features
adverse to future system portability must be excluded. The PM must exclude hostile and obsolete
features of a standard which will impede future system portability.

2.1.5 Conformance testing. Testing implementations for conformance to a required standard is
necessary. Where National Institute of Standards and Technology (NIST) conformance tests
exist, validated products lists are available that will indicate the Federal Information Processing
Standard (FIPS) and the individual point of contact responsible for the standard's conformance
testing progam. A NIST report on conformance testing and validated products can be located at
ftp://speckle.ncsl.nist.gov/vpl/ntro.htm.

The Open Group (X/Open) validates products through its branding program. More information
regarding X/Open branded products can be located at URL http://opengroup.org/.

"The DOD's Joint Interoperability Test Command (JITC) maintains a list of products it has tested.
The list can be located at URL http://jitc-emh.army.mil/register.btm.

2.1.6 Relationship Between ITSG Standards and Weapon System Standards. The standards
in the ITSG have a much broader range of applicability than just information processing systems.
They are equally applicable to other systems, such as weapon systems. ITSG standards in major
service areas such as data interchange, operating systems, and security are as needed by many
weapon systems as Mission Critical Computer Resources (MCCR) standards are.

Among the major service areas of the ITSG that contain standards useful to military weapon
systems are user interface (e.g., keyboard device layout, user interface style guides), data
management (e.g., data dictionary/directory services), data interchange (e.g., physical interface,
image data interchange, geospatial data exchange, tactical communications), graphics (e.g.,
symbology graphics), communications, (e.g., connectionless service), operating systems (e.g., real
time services and interfaces), system management (e.g., fault monitoring), and security (e.g..
authentication).

April 7, 1997 2.1-2 Version 3.1
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2.2 Structure of the ITSG. The ITSG aligns with the major service areas in the reference model
in Figurb 2.2-1 below, which comes from TAFIM Volume 2, the Technical Reference Model.

FIGURE 2.2- 1. DOD Technical Reference Model
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The major service areas in the ITSG are oovered in detail in Section 3, Detailed Requirements.
Because it is so large, Section 3 is divided by major and spanning service areas into separate parts
of this document. After reading part one, the Introduction/Guide, the user can treat the ITSG
more like an encyclopedia, exploring the standards :,olutions for service areas of interest.
Table 2.2-1 lists the sections and the seven major and six spanning service areas along with the
CFS point of contact (POC) for each. ITSG parts 2 through 8 list the major service areas; parts 9
through 14, the spanning service areas. Sections 5.1.4.2 and 5.2.2 contains further information
regarding spanning and major service areas.

TABLE 2.2-1 Ma Pine service areas to tmrts
Paragraph Service Area CFS POC ITSG

(Name, Office Code) Part
1, 2, 3.1, 4, 5, 6, 7 Introduction/Guide Ms. Angela Booker, JEBEA I

3.2 Software Mr. Jim Barnette, JEBEB 2
Engineering

3.3 User Interface 3

3.4 Data Management Dr. Dan Wu, JEBEB 4
3.5 Data Interchange Mr. Alan Peltzman, JEBEB 5
3.6 Graphics Mr. Alan Peltzman, JEBEC 6
3.7 Communications Mr. Ralph Liguori, JEBBD 7

and Network
3.8 Operating Systems Mr. Curtis Royster, JEBEB 8

3.9 System Management Mr. Larry Spieler, JEBEA 9

3.10 Security Mr. Jim Barnette, JEBEB 10

3.11 Distributed Dr. Dan Wu, JEBEB 11
Computing

3.12 Multimedia Dr. Doris Bemardini, JEBEB 12

3.13 Human Factors 13

3.14 Internationalization Ms. Angela Booker, JEBEA 14

Each major service area in parts 2 through 14 is decomposed into dozens of smaller service areas
called BSAs. There are additional services below the base standard, but the ITSG does not
attempt to represent them. These lower levels usually involve only small parts of standards, not
entire documents. Every BSA within the anticipated DOD Open System Environment is in the
ITSG. For a DOD system or architecture to proceed toward an open system goal, the
architectural requirer ents of the system must match up to these BSAs. The BSAs also show

April 7, 1997 2.2-2 Version 3.1
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some logical relationships that lead to identifying mid-level service aream within the major service
areas.

For example, the Data Management Services major service area breaks down into mid-level
service areas as follows:

a. Data management system
b. Data management security
c. Data dictionary/directory services
d. Distributed data
e. Object database
f. Transaction processing.

Within the mid-level service area called "data management system," the ITSG contains the
following OSE BSAs. An example of one of these OSE BSAs follows in section 2.3.

a. Basic database services
b. Indexed sequential access
C. Electronic forms
d. Report writer
e. Database administration
f. Menu-driven database access
g. Data storage and archiving
h. Multidatabase APIs.

April 7, 1997 2.2-3 Version 3.1
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2.3 How to use the ITSG. The BSA descriptions are the focus of the use of the ITSG. These
descriptions are in parts 2 through 14. The major and mid-level service area descriptions are no
more than definitions of the logical links binding all the BSAs grouped beneath them.

A BSA is a logical entity within the OSE that requires some form of standards solution although
not all BSA descriptions have standards solutions yet. Some standards logically fall within a
specific BSA. In other cases, different BSAs sometimes list the same standards because a
particular standard satisfies more than one BSA requirement. For each BSA identified, there is a
brief definition of the BSA, and the following topics are addressed:

3.X.Y.Z.1 Standards
3.X.Y.Z.2 Alternative specifications.
3.X.Y.Z.3 Standards deficiencies
3.X.Y.Z.4 Portability caveats
3.X.Y.Z.5 Related standards
3.X.Y.Z.6 Recommendations.

In each BSA there are five paragraphs giving additional explanation of the standards listed in the
standards table of the first paragraph. The standards listed in the top rows (labeled DOD
"mandated" or "adopted") are given primary emphasis. The text is intended to support primarily
the mandated standard. Information about the remaining standards provides assistance for the
DOD legacy systems that may continue to use other standards during their transition to the DOD
OSE target environment. In those sections for which no information can be reported at present, a
short statement will appear stating that there is no known or reported information on this topic.
Information may be added in future versions of the ITSG. An example of text that corresponds to
the example standards table follows in sections 2.3.2 through 2.3.6.

2.3.1 Paragraph one: Standards. The first sub-part of the BSA description is the standards
table. The standards table is the key to using the ITSG. These tables include all applicable
standards satisfying the BSA. The intent is to list all of the standards that may be used within
DOD to prepare for the non-open legacy systems that will be migrating toward open systems.
These systems may implement standards other than the recommended ones.

It is important to remember that the standards table is not a stand alone expression of the DOD
OSE recommendation. Paragraph six, the recommendation, must also be consulted for the
rationale for the recommendation. Each table must be viewed in the context of the additional text
provided in the BSA to understand fully the recommenr-,iott and its implications.

The following features in the standards table require further explanation:

a. Standards types and hierarchy of standards
b. Standards entries
c. The DOD adopted information technology standard
d. The "Gray Zone."

April 7, 1997 2.3-1 Version 3.1
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2.3.1.1 ITSG standards type definition. The ITSG defines standards types using three
descriptors. These descriptors define the sc . e of the sponsoring body, the availability of the
specification, and the method of change control in defining or redefining the specification. This
standards type definition is most useful for distinguishing among the many kinds of public
specifications that are preferred in the aftermath of the cancellation of MIL-STD-970.

2.3.1.1.1 Scope. This identrifies the range of 'ntended applicability of the specification, determined
largely by the sponsoring body. The permitted values for the scope descriptor are International,
National, Government, Consortium, or Corporate. The latter value identifies specifications
created by a single company for their own use but which may be available to others. Examples of
this type include data storage formats specific to software products.

23.1.1.1.1 International. Standards of international scope are NGS created by accredited
international NGSBs. For NGS, there is an order of precedence cited by the IEEE in P1003.0,
and adapted here. The order is international standards, regional standards, national standards,
draft versions of the preceding, open forum standards (e.g., professional group standards, trade
association, industry, consortia), emerging (L g., committee documents, draft regional or national
standards), and de facto. Typical international NGSBs include the International
Telecommunications Union (ITU) and lntenmational Organization for Standardization (ISO).

2.3.1.1.1.2 National. Standards of national scope are NGS created by accredited national
NGSBs. Typical national NGSBs include the Institute for Electrical and Electronics Engineers
(IEEE) and Anvrican National Standards Institute (ANSI).

2.3.1.1.1.3 Government. Standards of government scope are those standards developed or
adopted by departments and agencies of the Federal government. These standards can be and
often are identical to existing NGS. At times, the government mandates specific standards by law.
The most important part of r iandated standards (for ranking purposes) is the source of the
mandate, whether by law (F IPS), DOD (JTA or OSD Directive), treaty and/or international
military standardization arreement (e.g., NATO STANAG, Air Standardization Coordinating
Committee). In this docvment, the only ni -)ry standards are those mandated by the JTA, and
those JTA mandated standards come first cedence. (See para. 2.3.2.3.5.1.1 for a description
of Mandated status.)

2.3.1.1.1.4 Consortia. Consortia include organizations not formally recognized and accredited to
make standards. Suppliers and users of information technology unite to create consortia
standards. Increasingly, consortia -re definirg specifications that provide needed extensions to
national and international standards because these standards bodies cannot anticipate users'
requirements in all aspects of computing and define standards quickly enough. Sometimes these
extensions arise from the NGSBs' inability to agree on a proposed portion of a standard.
Consortia specifications also are created in response to the absence of standards for a needed
service.

Consom ua specifications achieve consensus outside of accredited NGSBs and use 1 consensus
process for their maintenance. This consensus process of creating specifications, while not entirely
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open (sometimes open only to trade associations, industry groups, and individual vendors),
enables products that support portability and interoperability to be implemented. Many standards-
creating consortia use a consensus process to maintain the standard, although the process may not
be open. Also, such maintenance decreases the chances the applications and platforms become
incompatible.

These specifications frequently become the basis for standards from NGSBs later (e.g., OSFs
Motif specification became the basis for IEEE 1295. 1). Most consortia specifications are available
now, do not overlap with or conflict with an existing NGS or NOS under development, and
exercise no restraint (except perhaps cost) on who can use the specifications or how they can use
them.

2.3.1.1.1.5 Corporate. Software developers also develop standards for their own use that are not
generally consensus standards, These are incorporated in software products, achieve a high
degree of popularity, and become known as de facto standards. The specifications for these
systems are under proprietary control. A vendors unilateral change to their corporate standard
may make other vendors products and applications that originally were compatible incompatible.
Proprietary or corporate standards are to be used only when no available commercial or
govemnment standards will support the requirement. Acquisition policies prohibit using such
specifications in the same manner that the other standards in an RFP are used. The ITSG does not
recommend nor specify corporate standards.

2.3.1.1.2 Availability. This identifies whether the specification is available to the Public, or if it iv
Private. In order to be Public, a specification must be available to anyone for a reasonable cost
(i.e., for reproduction cost). Specifications that are only available to dues-paying members of a
consortium are Private. Payment for a standard on a license basis rather than dues payment to a
group also belongs to the Private category.

2.3.1.1.3 Change control. This identifies whether changes are controlled by a Consensus or Non-
consensus process. Accredited NGSBs and the government produce standards controlled by a
consensus process, since the affected organizations are given a chance to express comments
before the standard is approved. A consortium may be considered to have a consensus process if
the membership of the consortium is not restrictive (other than by the cost of membership). A
specification controlled by a single profit-making organization is not changed by a consensus-
based process.

2.3.1.1.4 Abbreviations. Some of the most used standards types will appear in abbreviated form.
These types and their abbreviations are:

Corporate Private Non-Consensus (CPN-C)
Consortia Public Consensus (CPC)
GJovernment Public Consensus (GPC)
International Public Consensus (IPC)
National Public Consensus (NPC)
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2.3.1.2 Standards entries. This section describes the entries in the different columns of each
standards entry in the standards table.

2.3.1.2.1 Standard type. The first column in the standard entry is the standard type as discussed
in 2.3.1.1, ITSG standards type definition, above.

2.3.1.2.2 Sponsor. This column identifies the organization sponsoring or controlling changes to
the specification or standard. Typical sponsors are ISO, ANSI, IEEE, NIST, or X/Open.

2.3.1.2.3 Standard. This column identifies the standard or specification by name. Many standards
with different designations are identical (e.g., standards adopted by multiple standards bodies
without changes). A specific example is IEEE Std. 1003.1-1990, which ISO later adopted as
ISOA/EC 9945-1:1990, and NIST as FP1S PUB 151-2. The standards tables contain all the
references to identical standards in separate rows using each of their different designations. If the
specification is the same as, or derived from another standard, the relationship is indicated with
comments to the effect in the same column. This approach toward matching standards has been
chosen for informative reasons.

2.3,1.2.4 Standard reference. This column contains a formal citation for the standard or
specification. The citation must include a version number and date, if necessary to unambiguously
identify the specification.

2.3.1.2.5 DOD status (Life Cycle status). This column identifies the status of the specification,
from concept to obsolescence. This column identifies both the DOD status and the ITSG life cycle
status, The allowable values for each type of status reported are discussed in the sections that
follow. All entries in the tables show the life cycle status in parenthesis. DOD status may or may
not apply to the standard.

2.3.1.2.5.1 DOD status. This part of the DOD status (Life Cycle status) column refers to the
approval for use of a standard in the DOD cemmunity according to the JTA or the TAFIM. DOD
status terms include mandated, adopted, emerging, legacy, and informational. These terms are
discussed in the following subparagraphs.

2.3.1.2.5.1.1 Mandated. The DOD status 'Mandated" is used for those standards mandated by
the JTA. A standard is mandatory in the sense that IF a service/interface is going to be
implemented, it shall be implemented in accordance with the associated standard. If a required
service can be obtained by implementing more than one standard, the appropriate standard should
be selected based on system requirements. Mandated standards appear in the top rows of the
standards tables in the ITSG and are bordered with heavy black lines,

2.3.1.2.5.1.2 Adopted. The DOD status "Adopted" is used to mean that the standard in the ITSG
is approved by DOD for use in satisfying each function of the BSA where there exists no JTA
mandated standard. Adopted standards may be implemented but shall not be used in lieu of a
mandated standard. Adopted standards also appear in the top rows of the standards tables in the
ITSG and are bordered with heavy black lines.
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2.3.1.25.13 Emerging. According to the JTA, a DOD "Emerging" status denotes a candidate
standard to be added as, or to replace, a mandated standard. This includes standards required to
capitalize on new technologies. These candidates will help the program manager determine those
areas that are likely to change in the near term (within three years) and suggest those areas in
which 'upgradability" should be a concern. The expectation is that emerging standards will be
elevated to mandated status in the JTA when implementations of the standards mature. Emerging
standards may be implemented but shall not be used in lieu of a mandated standard.

2.3.1.2.S.1.4 Legacy. A "Legacy" standard is a standard necessary to achieve or maintain
interoperability with legacy systems. Legacy systems are systems that are in current use. Legacy
standards are not recommended for future procurements. Legacy standards may be supported
until the legacy system is no longer being maintained. An example of a legacy standard is the
X.25 packet switching standards.

2.3.1.2.5.1.5 Informational. Informational standards include those remaining standards that faill
outside the official DOD statuses of "mandated," "aotd""mrig"and "legacy."~

2.3.1.2.S.2 Life Cycle status. This part of the DOD status (Life Cycle status) column defines
the life cycle status of the standard, as established by the originator of the standard.

2.3.1.2.5.2.1 Approved. The specification has been approved and published by its sponsoring
body. This status is only meaningful for consensus-based specifications and standards.

2.3.1.2.5.2.2 Superseded. Superseded standards were formerly approved but have now been
replaced, either by a later version of the standard or by the progress of technology. Superseded
standards are not often desirable, but rank ahead of any non-approved standard. Superseded
standards appear only at the bottom of the standards table.

2.3.1.2.5.2.3 Draft. The specification has been defined and is being reviewed. If this is a public,
consensus standard, the specification should be available for comment. Draft standards are often
subject to significant change before approval.

Further notes are appended to clarify the status of a draft, including the ISO stages of
development (e.g., CD, WD, DIS) or if the standard is in ballot.

Draft standards appear only at the bottom of the standards table,

2.3.1.2.5.2.4 Formative. The specification is in the process of being defined. Generally, a
commrittee has been formed to create the standard, but the specification has not stabilized. It is not
available to the public. Formative standards appear only at the bottom of the standards table.

2.3.1.3 The top row. The top rows of the standards table contain the DOD mandated or adopted
information technology standard satisfying that particular BSA. These standards are surrounded
by a heavy black line and the standards are the same ones presented in the Adopted Information
Technology Standards (TAFIM Volume 7).
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The remaining five pans of the BSA description provide additional and necessary information
about the target standard and the other standards listed in the table. The extensive information
about the standards population within a specific BSA provides a full perspective of the activity a
that area. The standards in the lower rows are provided in case an acquisition cannot use the
standard specified in the top row. For example, they may be transitional systems in which a
portion of a legacy system will remain unchanged temporarily.

If a standard listed in a lower row is specified in an acquisition, then the acquired system will
diverge from the target DOD OSE. Standards listed in the lower rows of the tables diminish the
probability of achieving portability and interoperability and may increase the ultimate life-cycle
cost required to achieve an open system state.

If a system cannot use the standard specified in the top row, then it would be preferable to use a
standard listed in a lower row, but within the standards table if possible. If a standard listed in a
lower row is specified, there is risk. This risk is two-fold. If an emerging standard listed in a lower
row is specified, the emerging standard may fail to arrive in the marketplace in the same form
within a product. If the system implementation uses a declining standard of diminishing use and
popularity, there is a risk that the products implementing the standard may be dropped by vendors
as they move toward the standard listed in the top row. Projects using standards not consistent
with the target standards identified in this document preclude the levels of portability and
interoperability required to satisfy these stated DOD requirements. Also, the temt accompanying
the BSA contains further needed guidance for a solution.

The standards tables of some BSAs show what may be considered a paradoxical situation. There
may be more than one "top row" standard. This occurs, for example, in the geospatial data area
where different data sets are appropriate to different map scales. This situation shows that more
than one standard may be preferred depending on specific architectural requirements. Often these
multiple standards are complementary and all could be chosen to achieve the desired results.

2.3.1.4 The bottom area. The contents of every standards table in the ITSG will change as a
reflection of industry dynainics as standards become formalized and are drafted, or become
obsolete and superseded. The bottom area in the tables depicts this rise and fail of standards. The
bottom area can contain standards with life-cycle statuses superseded, formative, and draft with
DOD statuses emerging, legacy, or informational. The specification of standards within the
bottom area involves risk. These standards are only an option in the case where no suitable NGS
is listed in the upper rows. Populated bottom areas tend to show up in established BSAs
containing many different standards.

2.3.1.5 Example table. All standards found in the remaining parts of the ITSG are combined
under section 3.X.Y.Z. I into a single table. Table 2.3-1 gives an example of a standards table
using a BSA from the example of the ITSG structure in section 2.2. Note that Table 2.3-1 and
figures 2.3-1 through 2.3-5 are to be used as examples &,nd not as the official finding, of the
BSA used in thiese examples.
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In the example of a standards table below, the top row, or DOD mandated standard, is NIST
FIPS 127-2, specifying Database Language SQL. This version of the SQL standard uses ANSI
X3.135-1992 and ISO 9075:1992. The mandated standard has precedence over all other entries in
the table and should be used. The first entry in the bottom area of the example table is in draft
(CD) life-cycle status and is DOD informational. Risk is less for this draft standard than for the
DOD informational superseded standard appearing in the bottom area. T~he superseded life-cycle
standard has been replaced and, therefore, involves much risk, if used. (in fact, it should not be
used at all.) The last entry in the bottom area has a draft life-cycle status with DOD informational
status. As is noted, it may eventually replace SQL2. TIhis last standard will be moved out of the
bottom area if and when it is approved by its sponsoring body. If JTA decides to add it to its
emerging list, then the DOD status "emerging" will replace the "informational' DOD status. The
standard would then appear above the bottom area as DOD emerging with life-cycle status of
approved. [Note: Risk factors are usually different for each information system. It is the
responsibility of the program manager to determine risk by performing a risk analysis. Risk
determination is beyond the scope of the ITSG.]

T___ 5ABLE 2.3. Example table of basic database services standards
Standard Sponsor Standard Standard status

Type Reference DOD
________________________(Lfe Cclje)

GPC MIST Databaea Lisilpsge SQL (Adopts ANSI X3.135- IM aad EUM 127-2:1993 Mubdalod
ISO 9075i 1992) (Approved)

[PC ISO DekcLanguage SQL (sumeas ANSI X3.135-1992) 9075:1992 Infemnalienaj
I I (Approved)

NPC ANSI Databser Langeaqe SQL (urn, a.u ISO/IEC 9M75:1992) X3.135:1992 Idonftomraale
(Approved)

GPC NiST Gisideliinesfr PrndtionaSpeificaflorutforDataase IPUS 124:1986 Idfeastienall
Mufatnernedsysteme (App-eed)

CEC Xtoo,, Embedded SQL (COBOL and C) SQL Develoersn Ialomfeaa~,
Spbedfimbton (Approved)

U'C ISO Duas.Language.- Notworik (NDL) - 8907:1987 Iftfortraaional
(Approved)

GM IST Database Language.- NDL (adopts ANSi X3.133-1996) PU'S 126:1987 Infomaulional
(Approved)

NEC ANSI Diatbas. Languago -(NIDL) X3.133:1986 IetfornegionaI
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2.3.2 Paragraph two: Alternative specifications. The "Alternative specifications" section
identifies other specifications that can satisfy the BSA. These will often be de facto specifications
or vendor products that are de facto standards and other specifications not defined in formal
standards groups. The DOD and ITSG's policy is generally NOT to recommend such
specifications. The alternative specifications indicate the types of solutions likely to be offered if
no other specifications exist.

FIGURE 2.3-1 Alternative specifications text example

The following alternative specifications are available:

a. For data definition, manipulation, query, data integrity, embedded SQL, and dynamic
facilities standards: Integrated Database Application Programming Interface (IDAPI), a
specification, published by Borland, IBM, Novell, and Word Perfect Corporation, will
allow DOS, OS/2, and Windows applications to access a variety of SQL and non-SQL
databases transparently.

b. No applicable consortia or de facto SQL integrity constraint specifications are available.
C. For X/Open SQL and the IBM Systems Application Architecture (SAA) SQL support

Embedded C.
Id. For dynamic facilities the only othit available specifications are proprietary.

In the alternative specifications example, several alternatives are mentioned, but they are not
appropriate considering the availability of SQL in FIPS 127-2

2.3.3 Paragraph three: Standards deficiencies. This section identifies deficiencies in the
standards and recommends how to apply the standard to reduce their impact. "Standards
deficiencies" addresses known problems within the standards such as missing features. In those
cases where this section is absent, no deficiencies have been identified for inclusion, but does not
suggest the standards have no deficiencies.

FIGURE 2.3-2 Standards deficiencies text example

The following deficiencies in the standards have been identified:

a. For data definition, manipulation, query, data integrity, embedded SQL, and dynamic facilities
standards:
(1) No standardized way exists to specify logical database access control, which is important

to database security.
(2) Hashing methods to access data are neither standardized nor in progress.
(3) SQL I is inadequate and has failed to be transportable or standardized to be very useful.

The upcoming SQL-3 provides an opportunity for DOD requirements to be inserted.
b. For data integrity standards, SQL Integrity Enhancement is a simple capability with no

constructs to help programmers maintain data consistency.
c. For Embedded SQL standards, SQL2 supports Embedded SQL in C and Ada. However,

products will not be available for some time. International Organization for Standardization
(ISO)/American National Standards Institute (ANSI) Embedded SQL does not support the
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FIGURE 2.3-2 Standards deficiencies text example (contd.)

C programming language. The use of embedded SQL requires a precompiler for each
language in which SQL is embedded.

d. For dynamic facilities standards, deficiencies in the existing formal standards are unknown.
e. For SQL environments, the emphasis in this first FIPS for SQL Environments is on profiles

for limited SQL interfaces to non-SQL data repositories. Subsequent versions of this FIPS
may specify more complete profiles for other products in an SQL environment. The profiles
defined by this standard are not complete in and of themselves. The user is required to add
information before this standard can be successfully used in a procurement.

In the standards deficiencies example above, several problems with the existing standards have
been identified. In this example, no deficiencies in FIPS PUB 127-2 have been identified.

2.3.4 Paragraph four: Portability caveats. "Portability caveats" addresses the features of the
standard hindering portability. In those cases where this section is absent, no portability problems
have been identified, but the absence of portability caveats does not suggest the standards have no
portability problems.

The portability caveats example points out particular problems of the SQL standards:
implementation-defined exception code values and the character data type. Additional portability
problems arise between the NIST FIPS for SQL and the other versions of the standard as shown
in the text. (See Figure 2.3-3).

FIGURE 2.3-3 Portability caveats text example

The following portability caveats apply:

a. For data definition, manipulation, query, data integrity, embedded SQL, and dynamic facilities
standards,
(1) SQL 2's segmentation into multiple levels increases the likelihood of incompatibility

between different vendors' SQLs, because different vendors will implement entry level
SQL 2, then choose options from other levels.
(2) The ISO, ANSI, and Federal Information Processing Standard (FIPS) versions of SQL
specify state exception code values (called SQLCODE parameters) such aa 0 for
successful execution, 100 for nonexistent data, and implementation defined code values
for particular exception conditions. Different products that conform with SQL have
different SQLCODE values for exception conditions. The set of SQL character values for
the character data type and collating sequence of characters is defined by the implementor,
the implementor, and therefore, nonstandard in products.

b. For data integrity the following portability caveats apply:
(1) Most vendors' products contain extensions. To maximize portability, reduce the use of

extensions as much as possible.
(2) Different vendors provide locking to different degrees of granularity. Portability and/or

interoperability of applications result in locking to the largest degree of granularity.
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FIGURE 2.3-3. Portability caveats text example (contd.)

c. For dynamic facilities the following portability caveat applies: Although the X/Open and SAA
SQLs support dynamic SQL, X/Open SQL is an X/Open-enhanced specification of the 1986
version of Level I SQL, while SAA SQL is not fully ISO/ANSI SQL compatible, although it
will be. Also, X/Open and SAA dynamic SQL facilities are not fully compatible with each
other.

d. For SQL environments, confonrance testing for products claiming conformance to one of the
profiles specified by FIPS 193 will be achieved by a suitable modification of the existing NIST
SQL test suite. This FIPS requires the customer to choose from among the different binding
styles already defined by the SQL standards. Two of these styles (CLI and RDA) are expected
to be more popular than the others. If a programming language binding style is chosen, then
FIPS SQL specifies the parameter passing requirements for each of seven different
I prograing languages.

2.3.5 Paragraph five: Related standards. The related standards section addresses the standards
required as a foundation for a particular standard, or other standards relating to the functionality
under discussion, or other interfacing standards. A prime example of this would be IEEE Std.
1003.1-1990 as a related standard for using IEEE P1003. 1b, which is the real time extension to
the 1003.1 standard.

In the related standards example, standards usable to extend SQL functionality have been
identified. These standards include Remote Database Access (RDA), and all may be found in the
standard tables of other BSA3 in section 3.4. (See Figure 2.3-4).

FIGURE 2.3-4 Related standards text example

The following standards are related to basic database services or basic database, service standards:

(1) ISO 9579-1: Remote Database Access (RDA) (Generic Model, Service and Protocol)
(supports remote database access in client-server environments)

(2) ISO 9579-2: RDA: (SQL Specialization)
(3) SQL Access Group's (SAG's) SQL Access Formats and Protocols (FAP) (1991)
(4) SAG's Call Level Interface (CLI)
(5) X/Open RDA Preliminary Specification (Identical to the SAG's RDA Specification
(6) X/Open's CLI Snapshot Specification (Identical to the SAG's CLI Specification)
(7) Open Systems Interconnection (OSI) CCR (Commitment, Concurrency, and

Recovery): ISO/International Electrotechnical Commission (IEC) 9804-3/9805-3
(8) OSI Distributed Transaction Processing (DTP) Protocol: ISO/IEC 10026 Parts I, 2,

and 3.
(9) ISO 1989:1985: COBOL
(10) ANSI X3.9-1978: FORTRAN-77
(0l) ANSI X3.159-1989: C
(12) National Institute for Standards and Technology (NIST) FIPS 021-3: COBOL
(13) NIST FIPS 069-1: FORTRAN
(14) NIST FIPS 119, DOD MIL-STD 1815A:1983, ISO 8652: Ada
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FIGURE 2.3-4 Related standards text example (contd.)
(15) NIST FIPS 160: C
(16) ISO/IEC Draft International Standard (DIS) 10032: Reference Model of Data

Management
(17) ISO 12227 SQL/Ada Models Description Language, 1994
(18) X3 SQLIB- I SQL Information Bulletin Number I Interpretation of ANSI X.3.135 -

1989

2.3.6 Paragraph six: Recommendations, "Recommendations" advises which standard is
preferred for specification in the procurement for the particular area of functionality and
standards. The recommendation will provide suggested wording to use in the procurement when
possible. Additional guidance about selection of options and features of a standard is also included
as potential solutions to the portability problems identified above.

In these example recommendations, the most current SQL and supporting standards are

recommended with details about optional conformance levels and testing. (See Figure 2.3-5).

FIGURE 2.3-5 Recommendations text example

a. The following are related to data definition, manipulation, query, data integrity, embedded
SQL, and dynamic facilities standards:
(1) Consult the wording suggested in the October 1991 General Services Agency (GSA)

publication for proposed language for requiring that a database conform to SQL, and
consult FIPS 127-2 for guidance on how to structure a Request for Proposal (RFP). The
FIPS "flagger" (to flag nonconforming extensions) is optional and must be specified
explicitly.

(2) If interactive SQL is required, a procurement must indicate explicitly whether or not
"direct invocation of SQL statements" is required and, if required, which SQL statements
are to be directly invocable. If not specified, the default is "CREATE TABLE," "CREATE
VIEW," "GRANT privilege," "SELECT" with "ORDER BY" option, "INSERT,"
"UPDATE:searched," "DELETE:searched," "COMMIT WORK," and "ROLLBACK
WORK."

(3) Explicitly specify sizing constraints for database constructs. The FIPS 127-2 sizing
specifications are reasonable to expect vendors to deliver, but are fairly minimal. Since
database construct sizing specifications depend on the procurement, a procurement can
override them

(4) Require the use of NIST conformance tests and/or services to validate ck nformance to the
SQL-based FIPS for required and optional FIPS 127-2 features. Testing applies only to a
specific platform, so call for conformance tests for each platform bid. Use the quarterly list
of processors validated -gainst FIPS 127-2 by NIST to help evaluate bids.

(5) Specify the NIST's Transition Level SQL 2 and the SAG's CLI and RDA interfaces and
protocols for the following reasons. Most DBMS vendors have no intention of conforming
to the Full Level SQL 2:1992 because it is very large and complex. As a result, the time it
will take to add the necessary features will probably exceed the time before the SQL 3

April 7, 1997 2.3-11 Version 3. i



Information Technologv Standards Guidance Introduction/Guide

FIGURE 2.3-5 Recommendations text example

standard is completed. To ensure portability as well as functionality, users are encouraged
to include the following two specifications in their procurement:
(a) NISTs Transition Level SQL 2 (specified in FIPS 127-2), which is a hybrid of Entry

Level and higher levels of SQL 2:1? -)2.
(b) SAG's and X/Open's CLI and RDA Rtandards. The SAG specifications are not

segmented like SQL 92 and offer a .,¢e balance between the Full Level SQL '92
feature set and what users need now. The SAG specifications include connection
management capabilities (which are part of the SQL '93 Full Level), schema
manipulation and the CH- RACTER VARYING data type (both of which are part of
SQL '93 Intermediate Level), and features not included in any level of SQL '92
conformance, including the CREATE INDEX and DROP INDEX statements. SAG's
specifications are published jointly with X/Open as X/Open specifications.

(6) Specify SQL2 (and later SQL3) as soon as possible because SQL2/3 contains greater
standardized functionality than SQLI. This will reduce the use of nonstandard extensions.
SQL2 also standardizes more than 60 SQLCODE exception code values.

(7) Carefully specify and check all sizing constraints for a procurement to meet functionality
requirements and avoid portability problems.

(8) Avoid the Network Data Language (NDL), if possible, because it is little used and will not
be upgraded.

(9) Specify the ISO RDA standard, and also the X/Open or SAG's RDA and CLI
specifications in conjunction with SQL/SQL2 to obtain remote data access capabilities in a
distributed environment.

b. The Integrity Constraint feature is optional in SQL and must be specified explicitly for a
procuretment. Failure to do so means the Integrity Constraint feature is not required. Specify
FIPS 127-2, especially if any of the services unique to FIPS 127-2 are needed.
In SQL2, the integrity enhancement feature is mandatory, not optional. Also, SQL2 has better
integrity constraints, such as "cascade delete on referential integrity" (in the intermediate SQL
Level) and "deferrable integrity constraints" (in full SQL2).

c. For embedded SQL:
(I) Specify embedded SQL in an RFV, although it is optional in the standard. Indicate which

programming language is to be supported in references to embedded SQL in a
procurement. Failure to do so means that support for any one FIPS language satisfies the
FIPS SQL requirement. Indicate whether the language interface is to support the Module
Language interface style, the embedded language interface style, or both. Failure to do so
means that vendors supporting any one interface style satisfy the FIPS SQL requirement.

(2) Require the use of rNIST conformance tests and/or services to validate conformance to
every one of the embedded interfaces and module interfaces, and to validate the compilers
that will be used with the embedded SQL because SQL testing is independent of the host
programming language testing. Testing applies only to a specific platform, so call for
conformance tests for each platform bid. Specify FIPS 127-2 if any of the services unique
to FIPS 127-2 are needed. Specify that the character data values and collating sequences
coincide with the character values and collating sequence of the specific programming
languages to be used. Failure to indicate specific character set requirements means that
support for representation of the 95-character graphic subset of American Standard Code
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FIGURE 2.3-5 Recommendations text example

for Information Interchange (ASCII) (FIPS 1-2) in an implementor specified collating
sequence defaults to the minimum requirement, and may not be portable across other
procured systems.

d. For dynamic facilities, SQL2 is preferred. Dynamic SQL is an intermediate level SQL2
capability. Either SQL2's dynamic SQL facilities or the SQL2 intermediate level must be
specified explicitly in a procurement

e. For SQL Environments, the FIPS is applicable in any situation where it is desirable to
Integrate user productivity tools and heterogeneous data repositories into an SQL
environment. It is particularly suitable for specifying limited SQL interfaces to legacy
databases or to specialized data repositories such as geographic information systems, full-text

L document management systems, or object database management systems.
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2.4. Applicable Documents

2.4.1 Government documents.

2.4.1.1 Specifications, standards, and handbooks. The following specifications standards, and
handbooks form a part of this document to the extent specified. Unless otherwise specified, the
issues of these documents are those listed in the issue of the DODISS and its supplement. Other
specifications, standards, and handbooks referred to in the text of this document are also included
to the extent specified.

DOD Directive 5000. 1, Defense Acquisition, 15 March 1996.

DOD Regulation 5000.2-R, Mandatory Procedures for Major Defense Acquisition
Programs (MDAPs) and Major Automated Information System (MAIS) Acquisition
Programs.

DODD 4120.3-M, Defense Standardization Program, 7 July 1993.

2.4.1.2 Other government documents, drawings, and publications. The following other
government documents, drawings, and publications form a part of this document to the extent
specified herein. Other government documents, drawings, and publications referred to in the text
of this standard are also included to the extent that this document specifies.

NIST Special Report 500-230, Application Portability Profile (APP): The U.S.
Government's Open System Environment Profile, version 3.0, Dec-ember 1995.

Technical Architecture Framework for Information Management (TAFIM), version 3.0,
April 30, 1996.

DOD, A Framework for Evolution of the Department of Defense Intelligence Information
System (DODUS), July 1991.

Technical Standards for Command and Control Information Systems (CCISs) and
Information Technology" by the Army Tactical Command and Control Information
System Permanent Working Group, SHAPE, Belgium, Edition 4, 25 February 1994,

Office of Management and Budget (OMB), Federal Participation in the Development and
Use of Voluntary Standards, Circular A-I 119, Revised October 20, 1993.

2.4,2 Non-government publications. The following documents form a part of this document to
the extent specified herein. Unless otherwise specified, the issues of the documents adopted by the
.jOD are listed in the latest issue of the DODISS. Unless otherwise specified, the issues of
documents not listed in the DODISS are the issues of the documents cited herein.
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IEEE Std 1003.0-1995, Guide to the POSIX Open System Environment (OSE), May
1995.

2.4.3 Standards availability. Unless otherwise indicated, copies of federal and military
specifications, standards, and handbooks are available to DOD activities and their contractors
from the Commanding Officer, Naval Publications and Forms Center, (ATTN: NPODS), 5801
Tabor Avenue, Philadelphia, PA, 19120-5099. Others must request copies of FIPS from the
National Technical Infonmation Service, 5285 Port Royal Road, Springfield, VA, 22161-2171.
Non-government standards and other publications are normally available from the organizations
that prepare or distribute the documents (see section 2.3). These documents also may be available
in or through libraries or other informational services.

2.4.3.1 International Organization for Standardization (ISO) standards. In the United
States, ISO standards can be obtained from the American National Standards Institute (ANSI, see
below), which is the official United States representative to ISO. ISO standards are also available
directly from the ISO office:

1 Rue de Varembe
Case Postale 56
CH-121 1, Geneve 20 Switzerland/Suisse

http://www.iso.ch/

2.4.3.2 ANSI standards. ANSI standards are available from the American National Standards
Institute at:

11 West 42nd Street
New York, NY 10036

(212) 642-4900 (telephone)
(212) 398-0023 (fax)
(212) 302-1246 (sales fax)

http://www.ansi.org/

2.4.3.3 Institute of Electrical and Electronics Engineers (IEEE) standards. IEEE standards
are available from the IEEE Standards Board:

445 Hoes Lane
Piscataway, NJ 08855-1331

http://www.ieee.org/

2.4.3.4 Government standards. MIL standards are available from local publications offices.
National Institute of Standards and Technology (NIST) publications are sold by the Government
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Printing Office (GPO) and by the National Technical Information Service (NTIS). Order numbers
for National Bureau of Standards (NBS)/NIST series numbers, technical notes, or special
publications may be obtained from NIST Publications and Program Inquiries at:

E128 Admin
NIST
Gaithersburg, MD 20899
(301) 975-3058

http://www.nist.gov/

Documents then may be ordered by order number from the GPO at:

Superintendent of Documents
U.S. Government Printing Offie
Washington, D.C. 20402
(202) 783-3238

Federal Information Processing Standards, NBS/NIST Interagency Reports, and Grant/Contract
Reports are available only from:

National Technical Information Service (NTIS)
5285 Port Royal Road
Springfield, VA 22161
(703) 487-4650 information
(800) 336-4700 orders

2.4.3.5 International Telecommunication Union (ITU) Telecommunications
Standardization Sector (TSS) standards. Formerly the International Telegraph and Telephone
Consultative Committee (CCITT), ITU-TSS documents can be obtained from:

ITU-TSS General Secretariat
International Telecommunications Union
Sales Section
Place des Nations, Ch-1211
Geneve 20, Switzerland/Suisse

4122 730 5111 (telephone)
41 22 733 7256 (fax)
http://www.itu.ch/

2.4.4 Order of precedence. In general, order of precedence for DOD applications is JTA
Mandated followed by JTA Adopted standards. Nothing in this document supersedes applicable
laws and regulations unless a specific exemption has been obtained.
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2.5. Information Technology Standards Guidance Reference Model

2.5.1 Reference Model.

2.5.1.1 Introduction. This section of Part I of the ITSG describes a high-level model for the
ITSG that will reduce duplication and assist in coordination. It includes discussion of the overall
organization of the ITSG as well as the organization of information internal to a base service area
(BSA).

2.5.1.2 Problem. As the Adopted Information Technology Standards (AITS) and ITSG cxpand
beyond the limited areas covered by the original National Institute of Standards and Technology
(NIST) Application Portability Profile (APP) and Technical Architecture Framework for
Information Management (TAFIM), a growing number of BSA's appear not to fit into a specific
area. For example, is Distributed Database a Data Management or Distributed Computing service
area? Is Raster Graphics a Data Interchange or Graphics service area? These situations can lead to
duplication and the potential for inconsistent guidance. The proliferation of additional overlapping
service areas, such as multimedia, visual information, modeling and simulation, or document
management will expand the problem. Defense Information Systems Agency (DISA) subject
matter experts (SMEs) are responsible for coordinating their recommendations with other related
SMEs, but they have a difficult time knowing where coordination is required without global
knowledge of all areas. This ITSG model will help reduce duplication and eliminate inconsistency,
with little disruption to the existing ITSG and AITS documents.

2.5.1.3 Current ITSG Model. Historically the ITSG has used the Department ol Defense (DOD)
Technical Reference Model (TRM) shown in Figure 2.5-1 as the base model. The ITSG uses the
TRM platform service areas as Major Service Areas, each of which is divided into several Mid-
Level Service Areas and ultimately into many BSAs. These service areas are used to classify
standards for application programming interfaces (APIs) and external environment interfaces
(EEls). The ITSG also includes standards that do not match either of these definitions (e.g.,
procedural standards). Several organizations have extended the DOD TRM to handle standards
such as hardware and media that are not represented well in the current TRM. Discussions are
continuing on how to represent the "horizontal" cross-area services such as security and
distributed computing. Additional ITSG volumes have been proposed for areas such as data
compression. Before defining additional volumes, the underlying model should be reconsidered to
ensure that the ITSG volumes will provide understandable consistent guidance.
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FIGURE 2.5-1 DoD Technical Reference Model
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2.5.1.4 ITG Model. The ITSG model is discussed at two levels: global and local. The global
level discusses the parts of the ITSG, while the local level discusses the organization internal to a
base service area. At the global level, two types of volumes exist, as illustrated by Table 2.5- 1,
which is described below. The ITSG has seven major service area volumes, one for each of the
TRM major service areas, as shown by the vertical boxes at the Imop of Table 2.5-1. These service
areas closely correspond to the service areas from the NIST APP and the Institute of Electrical
and Electronics Engineers (IEEE) POSIX.O open systems reference model, as shown in
Table 2.5-2 which describes the major service areas. All other volumes represent cross-area
services and are composed of BSAs copied from the major service area volumes. These are
illustrated by horizontal boxes in Table 2.5-1. Withiin Table 2.5-1, the entries BSAxx represent
BSAs to show their usage across volumes. Table 2.5-1 is for illustrative purposes only and does
not map to any particular BSA.

________TABLE 2.5-1 Samwle Global view of ITSG Model
t~o evc ý P..t2: Nalt3 PMt4: PAK5 Pot 6 ha 7: P.9t8:

S~i. 8w Sýn Srn-

IF.bm BA21 DSA31 M~i BSMIF RSA61 MSA7i MASI
MA. BSA22 BSA32 BSM2 EISASI BSA62 BSA72 BSA82

HMA2 a3SA33 BSA43 BSA52 ASSA6 BSA73 ESA$
MUSI MM P A314 BSA74 NSAM

C,,. P., 9: ESA2i BSA3i BSA4i MSA61 WAIT MSA12

- - m m

P..t i0S WAS2 A BSM A73' BSASS'
S...,ty

N.d t BSAS33 BA42 MSASI 1' BSAV AST
T DiWAbWW BSA52' BSA72' SABS

cmv~tiel SA73I

Pht 12: BS21 18A31' BSA42 ISA61 MSAll MA81I
Wke6 SA32' BSA5P MSA62 BSASS HSAST

MSA33 BSA63'
BSA34'

Put 13 ESA2I RSA31 MAM!

- H- -.. - - - -

2. Not H.

Notes:
1. BSAs marked with a prime (') are a "clone" of a foundation BSA.

2. Not a comprehensive list of cross-area services.

2.5.1.4.1 Foundation BSA. Each BSA will be uniquely "grounded' in one ITSG major service
area. This BSA is referred to as the 'foundation BSA." The foundation BSA may be "cloned' in
other volumes in a controlled manner, but the discussion arid recommendations must be the same
in each area. A clone will consist of a textual copy of the foundation BSA material to make the
ITSG volumes easier to use. The configuration management procedures will ensure that the
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copies remain consistent. The SME for the foundation BSA is responsiole for coordination with
the SME for each area in which the BSA is used. A BSA may be cloned in another major service
area volume if a BSA is appropriate in multiple areas. The Raster Graphics BSA mentioned earlier
(illustrated by BSA51) and language bindings (illustrated by BSA31 and USA51) are examples of
areas in which this is desirable. The major service areas are defined below to minimize this
duplication.

2.5.1.4.2 Spanning Service Areas. Spanning service area volumes are constructed for any
subject domain that crosses major service areas. The classic examples are system management and
security services, but numerous others have been proposed. Spanning service areas are composed
entirely of cloned BSAs, as illustrated in Table 2.5-1. If the spanning service area requires a BSA
that is not in a major service area volume, then the BSA must be added to an appropriate major
service area. The spanning area volume can include introductory material that is specific to the
area. All BSAs that relate to the cross-area subject are copied into the volume. For example in
Table 2.5-1, BSA32, BSA43, BSA73, and BSA83 relate to security. The clone BSA will contain
the same recommendation as the foundation BSA. The spanning service area SME is responsible
for coordinating with the foundation BSA's SME for each BSA; the foundation SME is
responsible for coordinating with all other SMEs using the foundation BSA. The configuration
management process, discutised in a separate document, will be used to resolve any conflicts.

2.5.2 ITSG Major Service Areas. The major service areas, defined to reduce overlap, are listed
below.

2.5.2.1 Software Engineering Services. Services that provide the infrastructure used to develop
and maintain software, including general purpose computer languages. Does not include
languages specific to another service area, such as user interface definition languages or data
retrieval languages (e.g., SQL). Does not include language bindings, which are included with the
service being supplied by the binding; however, these may be cloned here.

2.5.2.2 User Interface Services. Defines methods by which humans interact with applications,
regardless of media (e.g., audio, video). Excludes media-independent formats for the exchange of
multimedia objects (e.g., graphics file formats), which are included under Data Interchange, but
may be cloned here.

2.5.2.3 Data Management Services. Services related to the management of data independent of
a specific application, including data creation, storage, sharing, retrieval, and manipulation, in a
single-host or distributed environment. Includes languages and protocols for the manipulation of
multi-n'edia objects, as well as all formats and protocols required to extend these services into a
distributed environment, and relevant management and security services.

2.5.2.4 Data Interchange Services. Services related to the exchange of information, including
the format and semantics of exchange between applications on the same or different platforms.
Includes formats for the storage and exchange of multimedia objects, which may be cloned under
User Interface or Graphics Services. Does not include communications protocols at OSI layer 6
and below.
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2.5.2.5 Graphics Services. Services related to the creation and manipulation of displayed images.
Excludes media-independent formats for the exchange of multimedia objects (e.g., graphics file
formats), which are included under Data Interchange, but may be cloned here.

2.5.2.6 Communications and Network Services. Services required for data transport without
regard for the type of information. Basically includes the services and protocols for OSI layers 6
and below, plus foundation layer 7 services (directory services, mail, file transfer, remote login).
All other application layer services and protocols will be included elsewhere. Includes security
services related to these base services.

2.S.2.7 Operating System Services. Core services needed to operate and administer the
application platform and provide an interface between the applications and the hardware platform.
Services related to process management, tasking, memory allocation, and basic file handling. It
also includes system-wide management service3, such as accounting and user/group management
that do not fit under any other service areas. It includes all formats and protocols required to
extend these core services into a distributed environment, as well as relevant security services.

Table 2.5-2 relates the ITSG major service areas to service areas defined in the NIST Application
Portability Profile and the IEEE Open Systems Reference Model (POSIX.0).

TABLE 2.S-2 ITSG Major Service Areas Related to NIST APP and IEEE OSE/RM
ITSG NIST APP IEEE POSIX

Major Service Area Service Area OSE Reference Model
Service Area

Software Engineering Services Software Engineering Services System Services

Operating System Services Operating System Services

User Interfae Services Human/Computer Interface Human/ComputerServices 
Interaction Services

Graphics Services Graphics Services

Data Management Services Data Management Services Information Services

Data Interchange Services Data Interchange Services

Communications and Network Network Services Communications and
Services Network Services

2.5.3 Proposed Rules. The following rules are proposed for the ITSG reference mode:

(1) The ITSG has two types of volumes. There are seven major service area volumes,
and additional (six in version 3.1) spanning service area volumes.

(2) The ITSG Major Service Areas are Software Engineering Services, User Interface
Services, Data Management Services, Data Interchange Services, Graphics
Services, Communications and Network Services, and Operating System Services.
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(3) Each BSA will be uniquely "grounded" in one ITSG major service area. The BSA
will be grounded in a "foundation BSA." The BSA may be "cloned" by reference
or by copying the text, although the latter is preferred.

(4) Cloned BSAs may appear in more than one major service area volume.

(5) Spanning service area volumes are composed entirely of cloned BSAs. If the
spanning service area requires a BSA that is not in a major service area volume,
then the BSA must be added to an appropriate major service area. The six
spanning service areas, as of version 3.1) are System Management, Security,
Distributed Computing, Multimedia, Human Factors, and Internationalization.

(6) The cloned BSA will contain the same recommendation as the foundation BSA.

(7) The SME for the foundation BSA is responsible for coordination with the SME for
each area in which the BSA is used.

(8) The cross-area volume SME is responsible for coordinating with the foundation
BSA SME for each BSA.

(9) The configuration management process will be used to resolve any conflicts.
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2.6 Definitions.

2.6.1 Acronyms used in the ITSG. The acronyms used in the ITSG are defined as follows:

AAP Association of American Publishers
ACGIH American Conference of Government Industrial Hygienists
ACL Access Control List
ACM Association for Computing Machinery
ACP Allied Communication Publication
ACP Association Control Protocol
ACSE Association Control Service Element
ACVC Ada Compiler Validation Capability
AD Addendum (ISO)
AdaIC Ada Information Clearinghouse
ADMAPS Automated Document Management and Publishing System
ADP Automated Data Processing
ADS Automated Data Systems
ADSIA Allied Data Systems Interoperability Agency (NATO)
AECMA Association European des Constructeurs de Material Aerospatial
AEP Application Environment Profile
AES Application Environment Specification
AFCEA Armed Forces Communications and Electronics Association
APS Andrew File System (CMU)
AIAA American Institute of Aeronautics and Astronautics
AlE Ada Integrated Environment (USAF)
AIS Automated Information Systems
AIIM Association for Information and Image Management
AILM Automatic Identification Manufacturers
AITS Adopted Information Technology Standards
AJPO Ada Joint Program Office (DOD)
ALE Automatic Link Establishment
ALS Ada Language System (U.S. Army)
AM Amendment (ISO)
ANS American Nuclear Society
ANSI American National Standards Institute
API Application Program Interface
APP Application Portability Profile (NIST)
APSE Ada Programming Support Environment
ARIDPCM Adaptive Recursive Interpolative Differential Pulse Code Modulation
ARCAS Army Reserve Component Automation System
ASC Accredited Standards Committee (ANSI)
ASCII American National Code for Information Interchange
ASIS Ada Semantic Interface Specification
ASME American Society of Mechanical Engineers
ASN Abstract Syntax Notation
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ASR Ada Software Repository
ASTM American Society for Testing and Materials
ATA Air Transport Association of America
ATCCIS Army Tactical Command and Control Information System
ATIS A Tool Integration Standard
ATM Automated Teller Machine
ATMI Application to Transaction Manager Interface
AV-l Audio Video - Interleave

BDF Bitmap Distribution Format
BER Basic Encoding Rules (ASN)
BMP Windows Bitmap Format (Microsoft)
BOM Bit-Oriented Messages
BSA Base Service Area
BSD Berkeley Software Distribution
BSFT Byte Stream File Transfer
BSI British Standards Institute (UK)

CAD Computer-Aided Design
CAE Common Application Environment
CAIS Common Ada Programming Support Environment (APSE) Interface Set
CALS Computer-Aided Acquisition and Logistic Support
CAM Computer-Aided Manufacturing
CASE Computer Aided Software Engineering
CBEMA Computer and Business Equipment Manufacturers Association
C31 Command, Control, Communications, and Intelligence
CCD Charge Coupled Devices
CCIS Command and Control Information System
CCITT1 Comite Consultatif International de Telegraphique et Telephonique (International

Telegraph and Telephone Consultative Committee) (now called the ITU-TSS)
CCR Commitment, Concurrency, and Recovery
CCS Continuous Composite Servo
CCTA Central Computer and Telecommunication Agency (UK)
CD Committee Draft (ISO)
CD Compact Disc
CD-I Compact Disc - Interactive
CD-R Compact Disc - Recordable
CD-ROM Compact Disc - Read Only Memory
CD-V Compact Disc - Video
CD-WO Compact Disc - Write Once
CD-XA Compact Disc - Extended Architecture
CDIF CASE Data Interchange Format
CECOM Communications-Electronics Command (U.S. Army)
CEDD Committee for the Exchange of Digital Data (IHO)
CFS Center for Standards (DISA/JIEO)
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CaI Computer Graphics Interface
CGM Computer Graphics Metafile
CIA Central Intelligence Agency
CID Commercial Item Description
CIE Comite International de I'Eclairage (International Commission on Illumination)
CIM Center for Information Management (DISA)
CINC Conumnder in Chief
CIS CASE Integration Services
CJCS Chairman of the Joint Chiefs of Staff
CLNS Common LISP Object System
CM Communication Manager
CMA Consolidated Management Architecture
CM-API Consolidated Management API
CMIP Common Management Information Protocol
CMIS Common Management Information Services
CMOT CMIP Over TCP/IP
CMU Carnegie Mellon University
CMW Compartmented Mode Workstation
CMYK Cyan, Magenta, Yellow, and Black
COE Common Operating Environment
COEWO Common Operating Environment Working Group
COMPUSEC Computer Security
CONS Connection Oriented Network Service
CORBA Common Object Management Request Broker Architecture
COTS Commercial Off-the-Shelf
CPC Consortia Public Consensus
CPC Cross-Platform Communications (IMA)
CPSC Consumer Product Safety Commission
CRSS C31 Reusable Software System
csh C Shell
CTE Compound Text Encoding
CUA Common User Access

DAC Discretionary Access Controls
DAD Draft Addendum (ISO)
DAM Draft Amendment (ISO)
DAP Document Application Profile
DARPA Defense Advanced Research Program Agency
DBF Discrete Block Format
DBMS Database Management System
DBSSF Database System Study Group
DCA Document Content Architecture
DCE Distributed Computing Environment
DCPS Data Communications Protocol Standards
DCW Digital Chart of the World (DMA)
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DDE Dynamic Data Exchange
DDES Digital Data Exchange Specification
DDF Data Descriptive File (for Information Interchange)
DDRS Data Dictionary/Repository System
DEA Data Encryption Algorithm
DEC Digital Equipment Corporation
DER Distinguished Encoding Rules (BER/ASN)
DES Data Encryption Standard
DFR Document File and Retrieval
DFS Distributed File System
DGIWG Digital Geographic Information Working Group
DIA Defense Intelligence Agency
DIA Display Industry Association
DIA Document Interchange .rchitecture
DIB Directory Information Base
DID Data Item Description
DIF Data Interchange Format
DIGEST Digital Geographic Information Exchange Standard
DIS Draft International Standard (ISO)
DISA Defense Information Systems Agency (DOD)
DFR Document Filing and Retrieval
DFS Distributed File System
DMA Defense Mapping Agency (DOD)
DME Distributed Management Environment
DMI Definition of Management Information
DNI Detailed Network Interface
DNS Domain Naming Service
DOAM Distributed Office Applications Model
DOD Department of Defense
DODIIS DOD Intelligence Information System
DODISS DOD Index of Specifications and Standards
DOS Disk Operating System
DOT Department of Transportation
DP Draft Proposed Standard (ANSI, ISO)
DPA Document Printing Application
DPS Digital Production System (DMA)
DSRS Defense Software Repository System
DSS Digital Signature Standard
DSSC Distributed Systems Steering Committee (IEEE)
DSSSL Document Style Segmentation and Specification Language
DTAM Document Transfer and Manipulation
DTMP DCPS Technical Management Panel
DTP Distributed Transaction Processing
DVI Digital Video Interactive
DWM Desqview Window Manager
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DXF Drawing Exchange Format (Autodesk)

BAN International Article Numbering Association
ECMA European Computer Manufacturers' Association
EDT Electronic Document Interchange
EDIF Electronic Data Interchange Format
EDIFACT ED! for Administration, Commerce, and Transport
EEC European Economic Community
EEl External Environment Interface
EIA Electronic Industries Association
EMPM Electronic Manuscript Preparation and Markup
EPA Environmental Protection Agency
EPHOS European Procurement Handbook for Open Systems
ES-IS End System to Intermediate System
EWOS European Workshop for Open Systems

FAA Federal Aviation Administration
FAP Formats and Protocols (SQL)
FDDI Fiber Distributed Data Interface
4GL Fourth Generation Language
FIMS Form Interface Management System
FIPS Federal Information Processing Standard (NIST)
FIPS PUB Federal Information Processing Standard Publication
FM Field Manual
FTAM File Transfer, Access, and Management
FrP File Transfer Protocol (Internet)
FY Fiscal Year

GDMO Guidelines for the Definition of Managed Objects
GDSII Graphic Design System II
GIF Graphics Interchange Format
GIS Geographic Information System
GKS Graphical Kernel System
GKS-3D Graphical Kernel System for Three Dimensions
GMI Generic Management Information
GNMP Government Network Management Profile
GOSIP Government Open Systems Interconnection Profile
GOTS Government Off-the-Shelf
GPC Government Public Consensus
GPC Graphics Performance Characterization Committee
GPEF Generic Package of Elementary Functions
GPO Government Printing Office
GPPF Generic Package of Primitive Functions
GRACE Generic Reusable Ada Components for Engineering
GUI Graphical User Interface

April 7, 1997 2.6-5 Version 3.1



Information Technology Standards Guidance ]ntrduedon/Gunde

GULS Generic Upper Layer Security

HCI Human-Computer Interface
HDL Hardware Description Language
HDLC High-Level Data Link Control
HDTV High Definition Television
HF High Frequency
HFS Human Factors Society
HLHSR Hidden Line/Hidden Surface Removal
HOL High Order Language
HP Hewlett Packard
HPDL Hewlett-Packard Page Description Language
HYTIME Hypermedia/Time-based Structuring Language

lAB Internet Architecture Board
IBM International Business Machines Corporation
ICAM Integrated Computer-Aided Manufacturing
ICASE Integrated Computer-Aided Software Engineering
ICC International Color Consortium
ICCCM Interclient Communications Conventions Manual
ICCD Integrated Charge Coupled Devices
ICR Intelligent Character Recognition
IDEF Integrated Definition
IDEF ICAM Definition Language
IDHS Intelligence Data Handling System
IDL Interface Definition Language
IDT Interactive Design Tools
IDTIF Interactive Design Tool Interchange Format
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force
I4DL Interface, Inheritance, Implementation, and Instantiation Definition Language
IFF Interchange File Format
IGES Initial Graphics Exchange Specification
IHO International Hydrographic Organization
IM Information Management
IMA Interactive Multimedia Association
IMA International MIDI Association
1/0 Input/Output
IOH Integrated Open Hypermedia
IP Information Processing
[PC International Public Consensus
[PC Interprocess Communicatiors
IPO IGES/PDES Organization
IPSC Information Processing Standards for Computers
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IR Interim Report
IRDS Information Resource Dictionary System
IS International Standard (ISO)
ISAM Indexed Sequential Access Method
ISDN Integrated Services Digital Network
ISEE Integrated Software Engineering Environment
IS-IS intermediate System to Intermediate System
ISO International Organization for Standardization
IT Information Technology
ITPB Information Technology Policy Board (DOD)
ITSEC Information Technology Security Evaluation Criteria
ITSG Information Technology Standards Guidance
ITU International Telecommunications Union
ITU-R International Telecommunications Union - Radiography (formerly the CCIR)
ITU-TSS International Telecommunications Union - Telecommunications Standardization

Sector (formerly the CCITT)

JBIG Joint Bi-Level Imaging Group
JCALS Joint Computer-Aided Acquisition and Logistic Support
JIEO Joint Interoperability Engineering Organization
JPEG Joint Photographic Experts Group
ITA Joint Technical Architecture
JTC1 Joint Technical Committee One (ISO/IEC)

KBPS Kilobytes per Second
KMP Key Management Protocol

LAN Local Area Network
LM License Management
LMS Logistics Management System
LS License Management System
LSA Logistic Support Analysis
LSAR Logistic Support Analysis Records
LWER Light Weight Encoding Rules (BER/ASN)
LZW Lempel-Ziv-Welsh (data compression algorithm)

MAC Mandatory Access Controls
MAC Media Access Control
MAC Message Authentication Code
MAP Manufacturing Automation Protocol
MB Megabyte
MCCR Mission Critical Computer Resources
MHEG Multhinedia/Hypermedia Experts Group
MHS Message Handling System
MHz Megahertz
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MIB Management Information Base
MICR Magnetic Ink Character Recognition
MIDI Musical Instrument Digital Interface
MIL-STD Military Standard
MIS Management Information System
MIT Massachusetts Institute of Technology
MMFS Manufacturing Message Format Standard
M1iI Man-Machine Interface
MMS Manufacturng Message Standard
MO Magneto-Optical
MO:DCA Mixed Object Document Content Architecture (IBM)
MOOLIT Motif/Open Look Toolkit Intrinsics
MOTIS Message Oriented Text Interchange System
MOSS Map Overlay Statistical System (Autometric)
MPC Multimedia Personal Computer
MPEG Motion Pictures Expert Group
MS Microsoft
MSP Message Security Protocol
MTA Message Transfer Agent
MTF Message Text Formats
MTF Message Transfer Facility
MUI Management User Interface
MVL Multivalue Logic System
MWM Motif Window Manager

NAPLPS North American Presentation Level Protocol Syntax
NASA National Aeronautics and Space Administration
NATO North Atlantic Treaty Organization
NBS National Bureau of Standards (now NIST)
NBSIRNBS Interim Report
NCGA National Computer Graphics Association
NCSC National Computer Security Center
NCSL National Computer Systems Laboratory (NIST)
NDL Network Data Language
NeL Network Event Logger
NetLS Network License System
NFS Network File System
NGCR Next Generation Computer Resources
NGS Non-Government Standards
NGSB Non-Government Standards Body
NIMA National Imagery and Mapping Agency (formerly DMA)
NISO National Information Standards Organization
NIST National Institute of Standards and Technology
NISTIR NIST Interim Report
NITF National Imagery Transmission Format
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N1TFS National Imagery Transmission Format Standard
NIUF National ISDN Users' Forum
NIUG National IGES User's Group
NLSP Network Layer Security Protocol
NMF Network Management Forum
NMSIG Network Management SIG
NPC National Public Consensus
NPESA National Printing Equipment and ".zipply Association
NSA National Security Agency
NSC National Safety Council
NSEP National Security Emergency Preparedness
NSI Non-Standard Interface
NT New Technology (MS-Windows)
NTF National Transfer Format (BSI)
NTIS National Technical Information Service
NTSC National Television System Committee (US)

OCR Optical Character Recognition
OCR-MA Optical Character Recognition- Matrix
ODA Office Document Architecture
ODIF Office Document Interchange Format
ODL Office Document Language
ODMG Open Database Management Group
ODP Open Distributed Processing
ODT Optical Digital Technologies
OIM Object Information Management
01W OSE Implementors' Workshop (NIST)
OLE Object Linking and Embedding
OLIT Open Look Intrinsics Toolkit
OLTP Online Transaction Processing
OLWM Open Look Window Manager
OMG Object Management Group
ONC Open Network Computing
OSD Office of the Secretary of Defense
OSE Open System Environment
OSF Open Software Foundation
OSHA Office of Safety and Health Administration
OSI Open Systems Interconnection (ISO)

PAL Phase Alternation Line
PAR Project Authorization Request (IEEE)
PART POSIX/Ada Real-Time project
PBX Private Branch Exchange
PC Personal Computer
PCF Portable Compiled Format
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PCIS Portable Common Interface Set (NATO)
PCMCIA Personal Computer Memory Card Industy Association
PC/NFS Personal Computer/Network File System
PCTE Portable Common Tools Environment (ECMA)
PDAD Preliminary Draft Addendum (ISO)
PDAM Preliminary Draft Amendment (ISO)
PDDI Product Data Definition Interface
PDES Product Data Exchange Using STEP
PDI Picture Description Language
PDL Page Description Language
PEL Picture Element
PER Packed Encoding Rules (BER/ASN)
PERMS Personnel Electronic Records Management
PEX PHIGS Extension to X
PHIGS Programmer's Hierarchical Interactive Graphics System
PHIGS+ Programmer's Hierarchical Interactive Graphics System Plus Lumier and Surfaces

(PLUS)
PICS Protocol Implementation Conformance Statement
PIF Page Image Format
PIK Programmer's Imaging Kernel
PLPS Presentation Level Protocol Syntax
PLUS Plus Lumier und Surfaces (see PHIGS)
PM Program Manager
POSIX Portable Operating System Interface for Computer Environments
PRC Planning Research Corporation

RAPID Reusable Ada Products for Information Systems Development
RDA Remote Database Access
RFC Request for Comment
RFP Request for Proposal
RFS Remote File System
RGB Red, Green, Blue
RLE Run Length Encoding
RODE Remote Open Document Editing
ROP Remote Operations Protocol
ROSE Remote Operations Service Elements
ROSEP Remote Operations Service Elements Protocol Definition
ROSES Remote Operations Service Elements Service Definition
RPC Remote Procedure Call
RRIP Rock Ridge Interchange Protocol
RSA Rivest-Shamir-Adelman
RTCP Real-Time Communication Protocols
RTSE Reliable Transfer Service Element

SAA Systems Application Architecture
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SAE Society of Automotive Engineers
SAG SQL Access Group
SAME SQL Ada Module Extensions
SAMEDL SAME Description Language
SBIS Sustaining Base Information System
SCCS Source Code Control System
SCD Stock Control and Distribution (SYSTEM)
SCO Santa Cruz Operation
SDD Software Design Document
SDF Standard Delay File Format
SDIF SGML Document Interchange Format
SDNS Secure Data Network Systems
SDO Standards Developing Organization
SDTS Spatial Data Transfer Standard
SDU Software Development Utilities
SECAM Systeme Electonique Couleur Avec Memoire
SEE System Engineering Environment
SEI Software Engineering Institute
SE-ODP Support Environment for Open Distributed Processing
SGML Standard Generalized Markup Language
SIF Standard Interchange Format (Intergraph)
SIG Special Interest Group
SIGADA Ada Special Interest Group (ACM)
SIGGRAPH Graphics Special Interest Group (ACM)
SII System Internal Interface
SILS Standard for Interoperable LAN Security
SMDL Standard Music Description Language
SMB Server Message Block
SMD Standardized Military Drawing
SME Society of Manufacturing Engineers
SME Subject Matter Expert
SMI Structure of Management Information
SMIGS Standard Military Graphics Symbols
SMP Simple Management Protocol
SMPTE Society of Motion Picture and Television Engineers
SMTP Simple Mail Transfer Protocol
SNA Systems Network Architecture
SNDCF Subnetwork Dependent Convergence Facility
SNF Server Normal Format
SNI Simple Network Interface
SNMP Simple Network Management Protocol
SP Security Protocol
SP Special Publication (NIST)
SP Standardization Profile
SPC Software Productivity Consortium
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SPDL Standard Page Description Language
SPI System Programming Interface
SPM Software Programmer's Manual
SQL Structured Query Language
SS Sampled Servo
SSC Standards Systems Center
STANAG Standardization Agreement (NATO)
STARS Software Technology for Adaptable, Reliable Systems
STD Standard
STDL Standardized Transaction Definition Language
STL Standard Textual Language
STEP Standard for Exchange of Product Model Data
SUSP System Use Sharing Protocol
SVID System V Interface Definition
SVRn System V Release n (USL)

TACO-2 Tactical Communication Protocol 2
TADIL Tactical Digital Information Link
TAE Transportable Application Environment
TAE+ Transportable Application Environment Plus
TAR UNIX Transfer Tape Format
TBD To Be Determined
TCL TAE Command Language
TCOS Technical Committee on Operating Systems (IEEE)
TCP/IP Transmission Control Protocol/Internet Protocol
TCSEC Trusted Computer Systems Evaluation Criteria
TDI Trusted Database Interpretation
TEl Text Encoding Initiative
TFA Transparent File Access
TF'P Trivial File Transfer Protocol
TGA Targa Image Format
TIFF Tagged Image File Format
TIGER Topographically Integrated Geographical Encoding and Referencing (U.S. Census

Bureau)
"TLI Transport Layer Interface
TLSP Transport Layer Security Protocol
TNI Trusted Network Interpretation
TNT The News Toolkit
TOP Technical and Office Protocol
TOSCA Text and Office Systems Color Architecture (ISO)
TP Transaction Processing
TR Technical Report
TRIF Tiled Raster Interchange Format (DOD)
TS Timer Services
TSR Terminate and Stay Resident
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TSS Telecommunications Standardization Sector (ITU)
UCC Uniform Code Council
UDT Unstructured Data Transfer
UEF User Exchange Format
UFS Unix File System
UI Unix International
UIDL User Interface Definition Language
UIL User Interface Language (OSF)
UIMS User Interface Management Services
UISRM User Interface System Reference Model (NIST)
UK United Kingdom
UPC Uniform Product Code
USGS United States Geological Survey
USL Unix Systems Labs
USMTF United States Message Text Format
USS Uniform Symbology Specification
UUCP Unix-to-Unix Copy Protocol

VDI Virtual Device Interface
VDM Virtual Device Metafile
VDT Video Display Terminal
VHDL VHSIC Hardware Description Language
VMF Variable Message Format
VMUIF Voice Messaging User Interface Forum
VOXEL Volume Element
VPF Vector Product Format
VPS Vector Product Standard
VQ Vector Quantization
VT Virtual Terminal

WAN Wide-Area Network
WD Working Draft (ISO)
"WDAD Working Draft Addendum (ISO)
WDAM Working Draft Amendment (ISO)
WG Working Group
WMO World Meterological Organization
WORM Write-Once Read Many
WWMCCS World-Wide Military Command and Control System
WYSIWYG What You See Is What You Get

XAPIA X.400 API Association
XAP-TP X/Open API- Transaction Processing
XCDR X/Open CD ROM
XDR External Data Representation
XDS X/Open Directory Services
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XDSF X/Open Distributed Security Framework
XI IRn X Windows version 11, Release n
XLFD X Logical Font Description
XMOG X/Open Managed Object Guide
XMP X/Open Management Protocol
XMPP X/Open Management Protocol Profiles
XNFS X/Open Network File System
XOM X/Open OSI Abstract Data Manipulation
XPG X/Open Portability Guide
XTI Transport Independent Interface
XVT Extensible Virtual Toolkit
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2.6.2 Termo used in the 1TSG. The following definitions align as closely as possible to the
standard IEEE Computer Society definitions and come from a myriad of standards bodies. Be
careful to understand the terms commonly used inside and outside this document. Different
standards bodies often use different words for the same meaning or may use the same word with
an assumption of a slightly different meaning. For example, the American National Standards
Institute (ANSI) used the term "levels" (meaning "level 1," "level 2," and "Core") to signal a
particular implementation's varying conformance level; however, this usage is parallel to the IEEE
POSIX's usage of "fully conforming" and "conforming with extensions."

Abstraction: An abstraction denotes the essential characteristics of an object that distinguish it
from all other kinds of objects, providing crisply defined conceptual boundaries, relative to the
perspective of the viewer. (See Object-Based and Object-Oriented Language).

Accredited Standards Development Organization: An organization recognized as a standards
development organization by ISO, IEC, ITU-T, or recognized as a standards development
organization by one of the member bodies of one of these three organizations.

Adopted: The DOD status "Adopted" is used to mean that the standard in the ITSG is approved
by DOD for use in satisfying each function of the BSA where there exists no ITA mandated
standard. Adopted standards may be implemented but shall not be used in lieu of a mandated
standard. The word adopted refers to standards included in the TAFIM.

Application: "The use of capabilities provided by an information system specific to the
satisfaction of a set of user requirements." (IEEE Stdi 1003.0-1995)

Application Environment Profile (AEP): "A profile, specifying a completed and coherent
specification of the Open System Environment (OSE), in which the standards, options, and
parameters chosen are necessary to support a class of applications." (IEEE Std 1003.0-1995)

Application Platform: "A set of resources, including hardware and software, that support the
services on which application software will run. The application platform provides services at its
interfaces that, as much as possible, make the specific characteristics of the platform transparent
to the application software," (IEEE Std 1003.0-1995)

Application Program Interface (API): "The interface between the application software and the
application platform, across which all services are provided." (IEEE Std 1003.0-1995)

Application Software: "Software that is specific to an application and is composed of programs,

data, and documentation (IEEE Sid 1003.0-1995)

Approved: The specification has been approved and published by its sponsoring body.

Base Service Areas (BSAs): define functionality within the OSE. They also serve as logical
placeholder for groupings of standards that share similar attributes of functionality. Each BSA
contains a definition, approximated to the collection of standards contained within it. Each BSA
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parallels an industry accepted information technology "functional" area at a broad system service
level. BSA definitions serve to map functional system support software requirements to specific
standards through matching the BSA definition to the standards within. BSA definitions are
tailored for human comprehension, not to meet a requirement for technical formalism of the OSE.

Base Standard: "An approved international standard, technical report ITU-T Recommendation,
or national standard." (IEEE Std 1003.0-1995)

Base Standard Profile: A profile, or listing, of applicable base standards. (See Profile of
Standards.)

Class: A set of objects with a common structure and behavior.

Communication Interface: "That part of the API devoted to communications with other
application software, external data transport facilities, and devices." (IEEE Std 1003.0-1995)

Component Profile: "A profile that is made up of a formally defined subset of a single standard."
(IEEE Std 1003.0-1995)

Conditional feature: A feature or behavior referred to in a standard not essential on all
conforming implementations.

Conformance: "A statement of conformance to a POSLX standard is based on a completed test
of the target system using POSIX.3 conforming test methods, where for each POSIX. assertion
for that standard, there is a correctly assigned test result code.' (IEEE Std 1003.3-1991)

Conformance Documentation: "A formal record of the testing of a product for conformance to
a particular standard." (ISO/IEC 9945.1)

Consortia (Standards): Standards developed by industry associations, consortia, and other
public bodies not recognized as formal standards bodies,

Criteria for Inclusion: Qualities considered to determine whether a standard will be included.

Cross-Category Services: "A set of tools and/or features that has a direct effect on the
operation of one or more components of the OSE, but is not in and of itself a stand-atone
component." (IEEE Std 1003.0-1995)

De facto: Indicating the use of the product or specification in reality that is tantamount to being
legally constituted as a standard.

De jure: Indicating that a specification has undergone the standardization process of a formal
standards body.

Deficiency: A functionality needed, but not provided, by the standard.
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Dependemc: One standard requiring the support of other standards to create a valid
implementation.

Detailed Profile: see Standard Profile.

Distributed (System, Procesing): A system or process consisting of interdependent software
or hardware/software entities separated either physically or chronologically.

Emerging Standard: According to the JTA, a DOD "Emerging" status denotes a candidate
standard to be added as, or to replace, a mandated standard. This includes standards required to
capitalize on new technologies. These candidates will help the program manager determine those
areas that are likely to change in the near term (within three years) and suggest those areas in
which "upgradability" should be a concern. The expectation is that emerging standards will be
elevated to mandated status in the JTA when implementations of the standards mature. Emerging
standards may be implementvd but f,? -0l not be used in lieu of a mandated standard.

Encapsulation: The process of .;,:';o 4i' -.! V,- ,f an object that do not contribute to its
essential characteristics. (See Objmt:: .. ased and Obj, t : language).

Explicit Services: "Services that can be accessed from an application p~og•nm (via an API) and
genefally are only provided when requested." (IEEE Std 1003.0-1995)

Externai Environment: "A set of entities external to the application platform with which
services are provided. External entities include people, exchangeable media that is not mounted in
the platform, com-nunication wiring, and other platforms." (IEEE Std 1003.0-1995).

External Environment Interface (EEl): "The interface between the application platform and
the external environment across which services are provided. The EEl is defined primarily in
support of system and application interoperability. The primary services present at the EElI
comprise:

a. Human/Computer Interaction Services
b. Information Services
c. Communication Serices" (IEEE Std 1003.0-1995)

Extension: An addition to the core specifications of a standard.

Formal Standards Body: "Formally recognized standards bodies responsible for definition and
dissemination of public standards." (IEEE Std 1003.0-1995)

Hardware: "Physical equipment used in data processing, as opposed to programs, procedures,
rules, and associated documentation." (IEEE Std 1003.0-1995).

Harmonization: "The process of ensuring that profiles do not overlap or conflict." (IEEE Std
1003.0-1995).
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Hierarchy: A ranking or ordering of abstractions. (See Object-Based and Object-Oriented
Language).

Hostile Standard Feature: Any feature of a standard that could impede transportability or
rnquires additio. cost to transport.

Human/Computer Interface (HCI): 'The boundary across which physical interaction between
a human being ard the application platform takes place." (IEEE Std 1003.0-1995).

Implementation Defined: "An indication that the implementation shall define and document the
requirements for correct program constructs and correct data of a value or behavior." (ISO/IEC
9945-1)

Implementation Dependent: Indicates that each implementor may define that portion of the
application at will.

Implicit Services: "Services that the platform provides without a direct request." (IEEE Std
1003.0-1995)

Information Technology: Technology related to computer hardware and software for the
processing, storage, and transfer of information.

Informational: Informational standards include those remaining standards that fall outside the
official DOD statuses of "mandated," "adopted," "emerging," and "legacy."

Interface: "A shared boundary between two functional entities. A standard specifies the services
in terms of the functional characteristics and behavior observed at the interface. The standard is a
contract in the sense that it documents a mutual obligation between the service user and provider
apd assares stable definition of that obligation." (IEEE Std 1003.0-1995)

Iiternationalization: "The process of designing and developing an implementation with a set of
features, functions, and options intended to satisfy a variety of cultural environments." (IEEE S,
1003.0-1995)

Interoperability: "The ability of two or more systems to exchange information and to use the
information that has been exchanged." (IEEE Std 1003.0-1995)

Language-Binding API specification: "A specification that documents the source code
method, consistent with a specific prorrammin, language, used by an application to access
services provided by an application platform." (IEEE Std 1003.0-1995)

Language-Independent Service Specification: "A specification that defines a set of required
functional semantics independent of the syntax and semantics of a programming language."
(IEEE Std 1003.0-1995)
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Locale: "Mhe definition of the user environment that depends on language and cultural
conventions," (IEEE Std 1003.0-1995)

Loss-less Compression: A compression technique that compresses data (or an image) without
losing any bits or deteriorating the resolution of an image. Compression ratios are not
tremendously high in this type of compression.

Lossy Compression: A cnmpression technique that compresses data (or an image) but loses bits
in the process. The quality of the image may deteriorate; however, extremely high compression
ratios may be obtained in this type of compression.

Local Adaptation: "The process of modifying a product that is specific to one culture to make it
specific to another culture." (IEEE Std 1003.0-1995)

Localization: "The process of utilizing the internationalization features to adapt an
internationalized product to a specific cultural environment." (IEEE StI 1003.0-1995)

Major Service Area: A major service area (MSA) is one of the basic categories of services
required by information systems. The MSAs are Software Engineering, User Interface, Data
Management, Data Interchange, Graphics, Communications and Network, and Operating System
Services.

Mandated Standard: The DOD status "Mandated" is used for those standards mandated by the
JTA. A standard is mandatory in the sense that IF a service/interface is going to be implemented,
it shall be implemnted in accordance with the associated standard. If a required service can be
obtained by implementing more than one standard, the appropriate standard should be selected
based on system requirements.

Modularity: The property of a system that has been decontposed into a set of cohesive and
loosely coupled modules. (See Object-Based and Object-Oriented Language)

Object (Instance, Software Object): An object is a software entity that has state, behavior, and
identity; the structure and behavior of similar objects are defined in their common class; the terms
instance and object are interchangeable.

Object-Based Language: Any programming language, that supports some but not all of the
characteristics of Abstraction, Encapsulation, Modularity, and Hierarchy.

Object-Oriented Language: Any programming language that fully supports the characteristics
of Abstraction, Encapsulation, Modularity, and Hierarchy.

Obsolescent: An indication that a certain feature may be considered for withdrawal in future
revisions of a standard.
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Open Specifications: "Specifications that are maintained by an organization that uses an open,
public consensus process to accommodate new technologies and user requirements aver time."
(IEEE Std 1003.0-1995)

Open System: "A system that implements sufficient open specifications or standards for
interfaces, services, and supporting formats to enable properly engineered applications software:

a. To be ported with minimal changes across a wide range of systems from one or
more suppliers

b. To interoperate with other applications on local and remote systems
C. To interact with people in a style that facilitates user portability" (IEEE Std

1003.0-1995)

Open System Application Program Interface: "A combination of standards-based interfaces
specifying a complete interface between an application program and the underlying application
platform," (IEEE Sid 1003.0-1995)

Open System Environment (OSE): "A comprehensive set of interfaces, services, and
supporting formats, plus user aspects for interoperability or for portability of applications, data, or
people, as specified by information technology standards and profiles." (IEEE Sid 1003.0-1995)

Option: "A portion of the specification within a standard that is not required to be present in a
conforming implementation." (See also Conditional Feature.) (IEEE Sid 1003.3-199 1)

Performance: "A measure of a computer system or subsyste'm to perform its functions; for
example, response time, throughput, number of transactions per second. The efficiency of a
system in accomplishing pieces of work is an attribute of performance." (IEEE Std 1003.0-1995)

Performance Requirement: "A requirement that specifies a performance characteristic that a
system or system component must possess; for example, speed, accuracy, frequency." (IEEE Std
1003.0-1995)

Platform Internal Interface (PH): "The interface between application platform service
components within that platform." (IEEE Std 1003.0-1995)

Platform Profile: "A profile whose focus is on functionality and interfaces for a particular type
of platform, which may be a single processor shared by a group of applications or a large
distributed system with each application dedicated to a single processor." (IEEE Sal 1003.0-
1995)

Portability (application software): "The ease with which application software and data can be
transferred from one application platform to another." (IEEE Std 1003.0-1995)

POSIX (Portable Operating System Interface for Computer Environments): The term
"TOSM" has been evolving into a term with a number of different meanings. POSLX is sometimes
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used to denote the formal standard ISO/IEC 9945-1:1990, sometimes to denote that standard plus
related standards and drafts emerging from IEEE PASC working groups, and sometimes to
denote the groups themselves. This guide refers to the original POSIX standard by its standard
designation, ISO/IEC 9945-1:1990, and not by the term POSIX.

The IEEE groups developing standards related to IEEE P1003 are called IEEE P1003.n working
groups. Examples are the IEEE working groups P1003.2 and P1003.3, etc. The names of the
groups are sometimes abbreviated POSIX.2, POSIX.3, etc., but this convention is not used by
this guide; confusion could result when the IEEE P1003 decimal number does not match the
ISO/IEC 9945 part number (such as with P1003.7 and ISO/IEC 9945-3). Furthermore, other
IEEE open systems working groups such as P1224 do not use the POSIX prefix. Therefore, all
IEEE projects and working groups are referred to uniformly as Pnnnn.

The standards emerging out of the POSDX working groups are referred to by their formal names
(e.g., IEEE Std. 1003.2-1992 or IEEE P1003.10/D9) and are called either POSIX Base
Standards or POSIX Standardized Profiles (POSIX SPs). (IEEE Std 1003.0-1995)

POSIX Standardized Profile (POSIX SP): "A Standardized Profile that specifies the
application of certain POSIX base standards in support of a class of applications and does not
require any departure from the structure defined by the Reference Model for POSIX systems."
(IEEE StW 1003.0-1995)

Process: "An address space and one or more threads of control that execute within that address
space, and their required system resources." (IEEE Std 1003.0-1995)

Product Implementation: The usable, binary loadable code sold by vendors and, in some cases,
bundled with hardware.

Profile: "A set of one or more base standards, and, where applicable, the identification of chosen
classes, subsets, options, and parameters of those base standards, necessary for accomplishing a
particular function." (IEEE Std 1003.0-1995)

Profile, Standard's: A listing of the specific set of options from a standard that will be
implemented to satisfy a system's requirements.

Profile of Standards: A list of the standards to be applied in a given system or functional area.

Programming Language API specification: "The interface between applications and
application platforms traditionally associated with programming language specifications, such as
program control, math functions, string manipulation." (IEEE Sad 1003.0-1995)

Proprietary Specification: A specification developed and marketed by a company having
exclusive rights to modify and sell it. The specification may be changed at will by the owner
without going through a standards body consensus process.
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Protocol: "A set of semantic and syntactic rules that determine the behavior of entities that
interact." (IEEE Std 1003.0-1995)

Public Specifications: "Specifications that are available, without restriction, to anyone for
implementation, sublicensing, and distribution (i.e., sale) of that implementation." (IEEE SWd
1003.0-1995)

Reference Model: "A structured collection of concepts and their relationships that scope a
subject and enable the partitioning of the relationships into topics relevant to the overall subject
and that can be expressed by a common means of description." (IEEE Std 1003.0-1995)

Scalability: "The ability to provide functionality up and down a graduated series of application
platforms that differ in speed and capacity." (IEEE Std 1003.0-1995)

Security: "The protection of computer resources (e.g., hardware, software, and data) from
accidental or malicious access, use, modification, destruction, or disclosure. Tools for the
maintenance of security are focused on availability, authentication, accountability, confidentiality.
and integrity." (IEEE SWd 1003.0-1995)

Single-standard Profile: "A single-standard profile (such as FIPS Publication 15 1-2) may
consist of a subset of a particular standard or a single standard where parameters and options have
been selected. This type of profile is often used when there is a wide range of options and
parameters in a base standard and specifying these options can focus implementation efforts. It is
important to be aware that some base standards reference other base standards normatively even
when defining a singe-standard profile." (IEEE Std 1003.0-1995)

Software: "The programs, procedures, rules, and any associated documentation pertaining to the
operation of an information processing system." (IEEE Std 1003.0-1995)

Spanning Service Area: Spanning service area volumes, as used in this ITSG, are constructed
for any subject domain that crosses major service areas.

Specification: "A document that prescribes, in a complete, precise, verifiable manner, the
requirements, design, behavior, or characteristics of a system or system component." (IEEE Sid
1003.0-1995)

Standard: "A document, established by consensus and approved by an accredited standards
development organization, that provides, for common and repeated use, rules, guidelines, or
characteristics for activities or their results, aimed at the achievement of the optimum degree of
order and consistency in a given context." (IEEE Std 1003.0-1995)

Standard Feature: "A function provided in a standard. Either a single facility or behavior, or,
one of a pair of alternative facilities or behaviors, required by a standard that is always present on
a conforming implementation." (IEEE Sal P1003.2-1991)
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Standard Profile: A profile of standards, not necessarily having gone through a process as a
standardized profile.

Standardized Profile: "A balloted, formal, harmonized document that specifies a profile."
(IEEE Std 1003.0-1995)

Standard Development Organization: "An accredited organization that formally develops and
coordinates standards for use by a community. (IEBlE Std 1003.0-1995)

Standards Implementation: A product that implements a standard.

Standard's Profile: see Profile, Standard's.

supported: A condition regarding optional functionality. (ISO/IEC 9945- 1)

System Documentation: "Ali documentation provided with an implementation, except the
conformance document." (ISO/IEC 9945-I)

Tailoring Guidance: Guidance concerning a specific informration processing standard on the
specific features, modes, switch settings, functions, areas of deficiencies, extensions, levels, and
options. This information is provided to tailor the specification for use to exploit it best for
eventual transportability at the source code level.

Thread: "A single flow of control within a process." (IEEE Std 1003.0-1995)

Transaction: "A unit of work cons'sting of an arbitrary number of individual operations, all of
which will either complete successfully or abort with no effect on the intended resources. A
transaction has well-defined boundaries. A transaction starts with a request from the application
program and either completes successfully (commits) or has no effect (abort). Both the commit
and abort signify completion of a transaction." (IEEE Std 1003.0-1995)

Transaction Application Program: "Transactions have boundaries (start points and end points)
that are determined by the action of the transaction application program. The transaction
application program can request either to commidt or roll back the work done in the transaction
when it identifies the end point. The system will complete a commit operation only if all
operations performed during the transaction can complete successfully. Otherwise, the system
will abort the transaction (roll back the work done by it) and notify the transaction application
program of this action." (IEEE Std 1003.0-1995)

Undefined: "An indication that a part of the standard imposes no portability requirements on an
application's use of an indeterminate value on its behavior with erroneous program constructs or
erroneous data." (ISO/IEC 9945.1)

Unspecified: "An indication that a part of a standard imposes no portability requirements on
applications for correct program constructs or correct data regarding a value on behavior."
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(ISO/IEC 9945- 1)

Validation: 'The process of testing an application or system to ensure that it conforms to its
specification." (IEEE Std 1003.0-1995)
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2.7 Notm.

2.7.1 Comantents. Itoe Center for Standards solicits comments on the lTSO, and experiences in
using standards from users of this document. Use of a standard format for submitting a change
proposal will expedite the processing of changes. The following format is suggaited for use in
responding with comments or other useful information about specific instances of use of
standards.

a. Point of Contact Identification
(1) Name:
(2) Organization and Office Symbol:
(3) Street:
(4) City:
(5) State:
(6) Zip Code:
(7) Area Code and Telephone #
(8) Area Code and Fax #:
(9) E-mail Address:

b. Document Identification
(1) Volume Number:
(2) Document Titie:
(3) Version Number:
(4) Version Date:

C. Proposed Change #1
(1) Section Number:
(2) Page Number:
(3) Title of Proposed Change:
(4) Wording of Proposed Change:
(5) Rationale for Proposed Change:
(6) Other Comments:

d. Proposed Change #2
(1) Section Number:
(2) Page Number:
(3) Title of Proposed Change:
(4) Wording of Proposed Change:
(5) Rationale for Proposed Change:
(6) Other Comments:

e. Proposed Change #n
(1) Section Numoer:
(2) Page Number:
(3) Title of Proposed Change:
(4) Wording of Proposed Change:
(5) Rationale for Proposed Change:
(6) Other Comments:
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The preferred metht.d of proposal receipt is via e-mail in ASCII format, sent via the Internet. If
not e-mailed, the proposed change, also in the format shown, on both paper arn floppy disk,
should be mailed. As a final option, change proposals may be sent via fax; however, delivery
methods that enable electronic capture of change proposals are preferred. Address information for
proposing comments is shown below.

Internet: bookera @ ncr.disa.mil or jpratt@logicon.com

Mail: DISA/JIEO/CFS or Logicon
Code: JEBEA (Angela Booker) Attn: John Pratt
10701 Parkridge Blvd 1831 Wiehle Avenue, Suite 300
Reston, VA 20191-4357 Reston, VA 20190-5241

Fax: 703-735-3257 or 703-318-1098

Voice: 703-735-3536

The status of comments on the ITSG are recorded in a database, and the comments themselves
are distributed to working groups for resolution.
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3.1 Introduction/Guide. The detailed requirements sections for each service area are located in
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3.2 Software engineering services. Software engineering services cover all Open System
Environment (OSE) services related to the support of information systems development These
services include, but are not limited to, Computer Aided Software Engineering (CASE), software
life cycle processes, programming languages, and language bindings.

NOTE: Throughout Part 2, all tables shall have abbreviations listed under the column Standard
Type as follows:

a. National Public Consensus = NPC.
b. International Public Consensus = IPC.
c. Government Public Consensus = GPC.
d. Consortia Public Consensus = CPC.
e. Corporate Private Non-Consensus = CPN-C.

For the standard refurence column of the table an "R" before the date indicates "reaffirmed."

3.2.1 Software engineering environments. Software Engineering Environments (SEE) provide
a set of services across one or more life cycle phases (e.g., requirements, implementation) and
support development activities (e.g., design and coding). A SEE consists of resources (hardware,
software, tools) and an integration mechanism (e.g., operating system or framework), and is
designed around a set of supporting standards and interfaces. The identified SEE standards and
interfaces are intended to facilitate the passing of information and data internal and external to the
SEE, as well as to provide access to required services. In this document, emphasis is placed on
the standards, interfaces, metadata formats and guides that provide the basis for integration,
expansion and tailoring of the SEE, its tools and resources.

3.2.1.1 CASE/software development environment. The environments and tools considered are
inclusive of all integrated CASE environments. The identified documents support extensive and
diverse environments containing numerous integrated software development tools that span the
software life cycle. These environments include sets of tools, firmware devices and hardware
necessary to support the development and design of software. The tools span a broad range of
services and may include, but are not limited to analysis tools, design and test tools, simulation
and prototyping tools, code generators and analyzers, and other management tools used in SEEs.

3.2.1.1.1 Standards. Table 3.2-1 presents standards for software development environments.

TABLE 3.2-1 CASE/software development environment standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-_ (Lifecycle)

NPC IEEE Recommriended Pntice for the Evaluation wnd Selection of 1209:1993 Adopted
CASE Tool, (Approved)

"pC ECMA Portable Conmmon Tool Enovinoment (WCTE) - Abstwrrt 149(1994) Ioform,,ional
Specilication (Appro ed)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecyde)
NPC MEE Sudard Rdomc Model forComiming Syem t1175:1992 Infolmrndad

Eagmerins Tool Imtiam (Aprovee)

NPC EA CDlFP iarum gAdud (CASE Diau Im&eo Forma) PN2357. 23S9, Wnlbaioml
2329 (Apptmvd)

IPC SO Portagel Coomm Tool Emvirommo (PCTE)- Prt 1: 13719.1:1995 Infooamudon
Ab.oat Specification (ECMA 149:1990) (Appoved)

NPC ANSI CASE Tool laniratdon Mouges (CTIM) X3.273 (X3H6) Infomrtioal

ECMA 149, Portable Common Tools Environment (PCTE) was developed by the European
Economic Community (EEC), ECMA, and European regional standards organizations. ECMA
149 is an abstract specification of a tool portability interface. The document has matured, with
international collaboration, and is incorporated in ISO 13719-1:1994.

The IEEE standard 1175 is a Standard Reference Model for Computing System Engineering Tool
Interconnections. The core of this standard is the Semantic Transfer Language (STL), which
describes concepts such as data, conditions, events, and states, as well as transformation, control-
transition, and state-transition operations. This standard supports both textual and graphical
forms.

CASE Data Interchange standards, such as the Electronics Industries Association's (EIA) CASE
Data Interchange Format (CDIF), (eventually to become three ISO standards) for the exchange of
information between CASEs. The three standards address: a framework standard, a syntax
standard, and a - -antic standard. When completed these standards will provide data interchange
among CASE tools used in an integrated CASE environment.

3.2.1.1.2 Alternative specifications. No alternative specifications are known.

3.2.1.1.3 Standards deficiencies. Implementations of existing standards are scarce. PCTE has
only two known environment implementations (TRANSTAR and PORTOS). A previous
implementation of PCTE, Emeraude, is now called TRANSTAR. Many tools requiring
encapsulation into the PCTE framework already exist and have been integrated into the UNIX
environment. Customers using these tools and wanting to migrate into the PCTE world would
have to encapsulate something that already has been integrated into a potential environment on
the UNIX side. The latter would be an inefficient means of integrating a tool into the PCTE side
of the house, despite the need for the existence of such (especially if the user already has these
tools resident within his UNIX environment). The increased popularity of the CORBA
specification may preclude PCTE usage and obviate the need for such.

3.2.1.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.
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32..1.5 Related standards. The following list contains additional references:

a. Reference Model for SEE Frameworks (NIST SP-500-21 l/ECMA TR/55).

b. Next Generation Computer Resources for Project Support Environments V2.0
(RM PSE) NIST SP-500-213.

C. Other related integrated software development services, such as A Tool
Integration Standard (ATIS), have been proposed in the U.S., (by the CASE
Integration Services Committee (CIS) working with ANSI), and Europe.

3.2.1.1.6 Recommendations. ANSIAEEE 1209 is the recommended standard for
CASE/software development, but additional definitions can be found in NIST SP 500-213. To
ensure uniformity and consistency of service definitions between vendors, contractors, tools,
integrators, etc., NIST SP 500-211, Reference Model for SEE Frameworks, is a technical report
containing an extensive set of service descriptions and definitions for a SEE framework froin
which tools may be selected. The report presents consensus definitions of services and is intended
to assist individuals in communicating and identifying information relative to SEE services for
making compL-Asons, adjudicating differences in implementations, and resolving issues. It is
recommended wht defining fhniework and software engineering services. The document was
developed with the participation from ECMA and DOD, with a corresponding version published
by ECMA for the European community.
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3,2.1.2 Reusable source code libraries. Emerging and maturing reusablro source code libraries
are collections of components that can be compiled for reuse on different machines with different
applications. A number of government agencies and commercial enterprises are currently involved
in reusable libraries. Use of the term library is intended to imply certification of the reusable
components. Reusatle components include models, design, architectural structures, requirements,
code, documentatiov, and other reusable entity.

3.2.1.2.1 Standards. Table 3.2-2 presents standards for reusable source code libraries.

TABLE 3.2-2 Reusable source code libraries standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CI• OMG Objed Maumermt GOiat (OMG) Object Clus Libraie Objeot Mwqacmt Infomwaitai
Garup (OMG) (Formftive)Objed cl.

j Librmaie.

3.2.1.2.2 Alternative efforts. The following libraries are available:

a. DOD Reuse Libraries:
"* Army Reuse Center Library and Catalog (ARC)
"* C2MUG Software Catalog (mathematics and various Ada functions)
"• Common Ada Missile Components (CAMC)
"* Software Technology for Adaptable, Reliable Systems Repository (STARS)
"* Defense Software Repository System (DSRS) includes nodes at DISA, the

Army and Air Fcie.
"* Comprehensible Approach to Reusable Defense Software (CARDS)
"* Air Force Reuse Center Library and Catalog
"* NASA's Electronic Services and Application (ELSA)
"* Asset Source for Software Engineering Technology (ASSET)
"* CECOM Weapon System Software Catalog
"* Reuse Information Clearinghouse
"* Army Topographic Engineering Center (TEC)

b. Commercial Reuse Libraries:
"* Booch's Software Components for Ada 95
"* EVB Generic Reusable Ada Components for Engineering (GRACE)
"* NETLIB Repository at University of Tennessee (UTK)

3.2.1.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.1.2.4 Portability caveats. This is a high portability risk area because no standards exist.

3.2.1.2.5 Related standards. Related standards are unknown. Reusable source code standards
have yet to be developed. However, companion standards to software reuse are DOD-STD-498
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and EVIAEI E J-STD-016, since any reuse guidelines must be consistent with them.
Furthermore, in the absence of formal, adopted standards, the following reuse guides and
documL -ti may be of assistance in addressing the reuse issues:

a. DOD Software Reuse Vision and Strategy, July 1992, DOD Technical Report
1222-04-210/40, NTIS Accession No. ADA 260109.

b. Glossary of Softwore Reuse Terms, NIST Special Publication 500-222, December
1992.

C. STARS ASSET Documents:
"* CARDS Technical Concept, STARS-AC-04107A/001/001, 22 March 1993.
"* Standards and Guidelines for Repository Deliverables, DTIC AD-A240478,

17 March 1989.
"* Repository Specifications, DTIC AD-A228467, 16 February 1990.
"* Repository Standards and Guidelines, DTIC AD-A228484, 17 March 1989.
"* CARDS Program Document, Engineer's Handbook, complements

DOD-STD-498.

3.2,1.2.6 Recommendations. Standards on reuse libraries are emerging and lag behind other
standards. Reuse libraries should be evaluated to identify components that meet functional
requirements and are cost effective over the life of the system. Effective reuse of components can
be achieved if early system life cycle requirements and domain analysis are performed to identify
potential reuse components for inclusion into a repsoitory.
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3.2.1.3 Specialized language and compiler tools. Specialized language and compiler tools are a
collection of traditional operating system-based tools to update, maintain, and regenerate
programs, develop system software, and provide sophisticated pattern matching functions.

Operating system-based software development tools are a collection of traditional tools to
support standardized software development, maintenance, management, and version control.

3.2.1.3.1 Standards. Table 3.2-3 presents standards for specialized language and compiler tools.

TABLE 3.2-3 Specialized lanmuage and compiler tools standards
Standard Sponsor Standard Standar 1 Status

Type Reference DoD
(Lifecycle)

I C Iso/lEC Wormgo Tecoy - Pon" o System 994%-2:1993 MAnd
tntamf M-n PO-X)- Pua 2: Shelt and Utiltiea (au profiled (Appraved)

CPC X/open single Unix spdllv 'Sa 10), Sy.a Indeaface C434 (W/9) 5aauslang
Definitions, Isaue 4, vesime, 2 (peat of XP04) (Approved)

CPC X/open Single UNIX SpedficAlion (Spec. 1170) Conmunds and C436 (9/94) Erneainag
Ullitifdes. Ism 4, Version 2 (poe of 3UG4) (Approved)

OPC NIST Porable Operadag System lnteede (POSIX) . Put 2: FF5 PUB lnfoumanional
Shell and U6liles (adopts ISO/INC 9945-2:1993) 189:1994 (Approved)

NPC I POSIX, Paut 2: Shall and Ufiites - (Additional Utilities) P1003,2b Emerging

CPC XAOpan Sysana V Interfwae Defidfion (SVID) (replaced by Single SVID Isme 4 lnfomrnmiorW
UNIX Specificaton (Spec 1170)) (Superseded)

3.2.1.3.2 Alternative specifications. The following specifications are also available:

a. X/Open (formerly a USL specification): SVR4.

b. Berkeley 4.3 Unix.

c. GNU Tools, debuggers, other utilities, compilers, and specialized languages
(programs from the Free Software Foundation).

d. BISON YACC PD work alike from GNU.

e. FLEX LEX PD work alike.

f. Mortice Kern Systems' LEX and YACC tools.

g. AFLEX and YACC (ACADIA PROJECT tools that generate Ada code).

h. OSF: OSF/l's "lint" (C language program checker), "m4" (Expand macro
definitions), "Id" (Link editor for object files), "as" (Assembler).
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3.2.1.3.3 Standards deficiencies. TEEE 1003.2/ISO/EC 9945-2 lacks most of the programming
language and compiler facilities present in XPG4, SVID, and OSF/l, such as the link editor ("Id"),
macro definition expander ("m4"), the assembler ("as"), the C language program checker ("lint"),
and the C program beautifier ("cb"). These utilities are important enough that most of them are
supported by the consortia.

Operating system-based software development tool standards lk most traditional UNIX-based
software development utilities. More than 40 of these software development utilities exist.
IEEE 1003.2 and 1003.2a combined support only seven utilities,

POSIX lacks the most important, most widely desired of the software development utilities -- the
Source Code Control System (SCCS) for version control.

The SVID supports a large number of software development utilities not existing in X/Open or
OSF/1.

3.2.1.3.4 Portability caveats. The IEEE 1003.2 standard method for calling the compiler to
compile standard C programs is "%89" compared to the "cc" command traditionally used to call
the compiler.

Incompatibility errors due to inconsistent data types may creep into programs and reduce their
portability across different machines and with different applications because the IEEE 1003.2
standard does not support "lint," the traditional C language piogram data-type checker. Although
C language program checkers may be bundled with different vendors' systems, user portability is
reduced, because no standard interface exists for invoking or using these program checkers.

The POSIX "awk" utility differs from traditional awk implementations and specifications because
of POSIX changes made to support internationalized programs.

The options specified in the IEEE 1003.2 "awk" are different from any specified by X/Open, the
SVID, and OSF/l. X/Open and the SVID specify the same options, but these are not the same as
those specified by OSF/l.

Most of the UNIX-based tools related to software development are licensed by AT&T, while the
others are based on Berkeley UNIX and licensed from UC. Berkeley, These tools are not
necessarily compatible. The incompatibility almost always affects the interfaces and programmer
portability, but does not necessarily affect source code portability.

3.2.1.3.5 Related standards. The NIST Integrated Software Engineering Environment (ISEE)
reference model discusses operating system-based software development tools.

3.2.1.3.6 Recommendations. ISO/IEC 9945-2 as profiled by FIPS 189 is recommended for
language and compiler tools.
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3.2.2 Software life cycle processes. The standards listed below identify the software life cycle
process. This is the process that begins when a software product is conceptualized and ends when
the software is no longer available for use. It inclu e. ,. 3et of activities, methods, practices, and
transformations that are used to develop and maintain software and the associated products (e.g.,
project plans, design documents, code, test cases, and user manuals). The software life cycle
typically includes a concept phase, requirements phase, design phase, implementation phase, test
phase, installation and checkout phase, operation and maintenance phase, and eventually the
retirement phase.

3.2.2.1 Software life cycle. This section presents standards for the overall process rather than
concentrating on single aspects of the cycle.

3.2.2.1.1 Standards. Table 3.2-4 presents standards for software life cycle processes.

TABLE 3.2-4 Software life cycle standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
[PC ISO/EC Software Life Cycle .soesuea 1220741995 Adopled

(Approved)

Gi• DOD Software Development and Doasmeetatier MIL-STD-498 Adopted
(Approved)

NPC AN5L4EEE Develoltw Software Life Cycle Proceasa 1074:1992 InfOWOaia
(Approved)

NPC HIA Tial Use Standard- S onda for lfomorwon Tecdnology EIA/1ESE I-STD- Informational
• Software Life-Cycle Prooeaes - Softwa,,e Development - 016: 1995 (Approved)

Acouirer-Suagler Aereeormt
OPC DOD Defense Sysatem Software Developoment DOD-STD-2167A Wormatiioalt (Supeneded)

OPC DOD DOD Awosoated Informatlio Syataeo (AIS) WOD-STD.7935A tnformationel
Doctamemation StunKW (Supeneded)

NPC IEEE Sthedard for I•orouti/on Tedloology. Software Life Cycle [ESEUIA loformoaioela
Proessese 12207US-dele (Drift)

NPC IEEE Guide fr Informatio Technology . Software Life Cycle [IEEEEIA Informationol
Proca-e - Life Cycle Dote 12207.IUS-dnte (Draft)

NPC IEEE Guide for Information Technology. Software Life Cycle IEEEdEIA lnformational
Processes - Implemeetation Conideratioea 12207,2US-dato (Draft)

3.2.2.1.2 Alternative specifications. No other specifications are known.

3.2.2.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.1.5 Related standards. The NIST ISEE reference model discusses operating system-based
software development tools.
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3..2.1.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-0 16: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IBEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that [EEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.
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3.2.2.2 Software configuration management. (This BSA appears both in part 2 and part 9.)
Configuration management is the process of applying administrative and technical procedures
throughout the software life cycle to identity, define, and baseline configuration items for software
in a system: control modifications and releases of the items; record and report the status of the
items and modification requests; ensure the completeness and correctness of the items; and
control storage. handlling, and delivery of die items. This includes activities employed by the
developer to identify entities (such as computer files, documents, Computer Software
Configuration Items) whose version and status are to be tracked and controlled, to apply such
controls, to keep records of these controls, and to audit that these controls are being applied.

3.2.2.2.1 Standards. Table 3,2-5 presents standards for software configuration management.

TABLE 3.2-5 Software conflinuration manaven et standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

- ~(Lifccle)
arC DOD Softwar Develomennt and Documentaton, NUL-STD-498 Adopted

(Approved)

NPC I Nations! Consensaus Standlard for Configuration Is-649 Adopted
m~eled"I(Approved)

NPC AN5I/l Software Con~fig~uraion Martaement 1042:1987 Inormrational
(Aplrovad)

NPC. ANSI/IEEE31 Software Cosvfigoestlon Meaqwnaet Plans 823:1990 Informatioatlo
(Approved)

OPC NIST Gusideline for Software Documentation Management M1' PUB lofornmonatlos
105:1984 (Approved)

OPC DOD Coofigouadlon Management MIL.STD-973(13): IOFMAoeoatlss
1995 (Approved)

NPC EIA Trial Use Standard- Stanidad for Informatlon Technology PIA/IEE J.STD. Ioformatloful
- Software Life.Cycle Procesaea - Software Developmenet. 016: 1995 (Approved)

__________ Acquirer-S ublrAgrecroent______
NPC IWM Stundard for Il~ottoaton Technology - Software Life Cycle IEEEY IA Ietformatioeal

Processes 1220?US.date (DrImt)

NPC IEE tGuide for Iotfomoetioo Technoogy. -Software Life Cycle IaMX/IA Informations[
Processes -Life Cycle Data 12207,1US-daw (Draft)

NPC IEEE Guide for loforoation Technology - Software Life Cycle I~IT/3tl3A Iefooostiooal
Processes imoplemoeotation Considerations l2207.2U5-damoo (lIWOt

3.2.2.2.2 Alternative specifications. The following additional guidance document is also
available: Guidelines for Configuration Management (MIL-HDBK-76 I), although it is used with
MIL-STD-973(13): 1995, which will most likely be canceled.

3.2.2.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.2.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.2.5 Related standards. None.
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31.2.2L6 Reummendatlonu. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEE_/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IBEEM/EA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1 US, Guide for Information Technology - Software Life Cycle Processes -Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEE_/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build; lanning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.
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31.2.3 Documentation standards. Documentation standards provide the process for recording
information produced by a life-cycle process or activity. The process contains the set of activities
that plan, design, develop, edit, distribute, and maintain those documents needed by managers,
engineers, and users of the system or software for configuration management and system life cycle
support.

3.2.23.1 Standards. Table 3.2-6 presents standards for documentation,

TABLE 3.2-6 Documentation standards standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

______________________L Lifec cle
OPC DOD Software Development aW Documentatio MIL-STD-4911 Adopted

(Approved)

GrC NIST Gudlindeto for Software Domammatalice M~anagemenet RPIS PUB Infoaomalao"a
105:1984 (Approved)

IPC ISO Docre~ o eoi SymbolsanodConvaentonsfor Dals, 5807:1985 Wommlornaaol
progrnsm and SystemoFlowchart& Prognma Network Carsaa (Approved)

_________ sod~~~~v Systlem ResaomesCaoe sos______ ______

EPIC ISO Programi Fow for ProcessingSequential Fles inoTerms of 6593:1985 Iftform~alooal
Record Grosups (Approved)

NPC IM Software Teat Docuaoe~oaaw 829:1983 Informational
(Approved)

[PC ISO User Documentation andl Cover Information for Consumenr 9127:1988 Informations!
Software Packages (Approved)

[PC [so PrognConstructsoandConventions forTheir 8631:1989 Informatiooal
Representatono (Approved)

NPC ANSI/IE Recommsended Practioe for Software Desien Descriptioes 1016:1987 Insformational
(Approved)

NPC MEE Taxonomy for Softwar Engineoerig Standard 1002:1987 loFeooflooola
(Approved)

[PC ISO Guidelioes for the Documaroolim of Coaopuier-basod 6592:1985 Informational
Application Systemso (Approed)

NPC ANSI/ANS Guidelinsfor theDocumentaion ofDigitalComoputer 10.3:1986 Informational
Symmseo (Approved)

NPC IEEE Software User Documoentation 1063:1987 Informational
(Approved)

NPC EIA TH&I Uar Standard - Staodard for Information Techoology EIAAIEEE J-STD- Iofoeoatiooal
-Software LifeCycke Processera. Software Developmoent- 016:1995 (Approved)

Acooiver-Supwlier Aoaeroent
OPC DOD Defrnse System Software Developmenot DOD-STD.2167A Informational

(Supmersdd)

OPC DOD DOD Autcomated Information Systemo (AIS) DOD.STD-7935A Informatiooal
Docuoentatooo Standards (Superse~d)

NyC IEEE Staodard for Inforoatioo Techoology -Software Life Cycle I1E/~EIA Informational
Processes; I22071J5.dato (D)raft)

NC IEEE Guoide for Iofoooauon Techoology - Software Life Cycle IFEE/EIA Ioformational
Procosar- Life Cycle Dota I2207.IIJS-dato (D)raft)

NC IEEE Guide for Information Techonology.- Software Life Cycle IEEE/EA lofomruatoon.
Processes - leeplemrowrrooi Considerations l2207.2US-dot. (Deaft)
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Standard Sponsor Standard Standard Status
Type Reference DoD
oni DOD Ducafe Systea Softwe Qmfity Proetm ML-S7D-2168 WOlfo l

(Coe"d)

3.2.2.3.2 Alternative specifications. No other specifications are known.

3.2.2.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.3.4 Portability caveats. Although they do not provide software portability, these standards
can be used to facilitate program and design portability, as well as facilitating the development of
user documentation.

3.2.2.3.5 Related standards. None.

3.2.2.3.6 Recommendations. The adopted standard is recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016:1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1 US, Guide for Information Technology -Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.
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3.2.2.4 Joint reviews. Joint reviews are processes or meetings involving representatives of both
the acquirer and the developer, during which tie developer presents tie status and software
products ,-f a life-cycle activity or a phase 3f a project to the acquirer for comment and approval.
Joint reviews are conducted at both the management and technical levels throughout the life of the
contract.

3.2.2.4.1 Standards. Table 3.2-7 presents standards for joint reviews.

TABLE 3.2-7 Joint reviews standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- I (Lifecycle)

GPC DOD Software Development and Doaomesago MIL-STD-498 Adopted
I ~(Approved)

NPC ANSIAMEE Software Reviews and Aadits 1029:1988 Adopted

(Approved)

NPC am TWel USE Standa•d for Applicins and Maaeancent of 1220:1994 lafaaliona
the System Engineering Proessa (Approved)

NPC EIA Systems Eagineerng 632:1994 Infomuasiodal(Approved)

NPC EIA Trial Use Standard -Standard for Infomation Tednology EIA/IEE iJ-SM. Ldfoeatitel
- Software Life-Ccle Processs -Softwam Developmeoa - 016:1995 (Appived)

Aoquirer.SpplierAgnemeet
NPC IEEE Standard for toormalon Tedcnology - Software Life -ycle 11MMEIA tnformalional

I'oceMs 12207US.d&eW (Draft)

IEEE Guide for Information Technology - Software Life Cycle [EE/EIA r.40..o Wn.,
I'mcess - Life Cycle Due 12207.1 US.daue 7-4

NPC 110' -. Guide for lnonomaios Technology - Software Life Cycle nEEE/EIA Infonaftioaal
Pocues - Ieplaesoettie Coeadrs-mioea 12207.2US-d"g (Drft)

3.2.2.4.2 Alternative specifications. No other specifications are known.

3.2.2.4.3 Standards deficiencies. Deficiencies in the existing standaids are unknown.

3.2.2.4.4 Portability caveats. Portability problems, with the existing standards are unknown.

3.2.2.4.5 Rela' ad standards. None.

3.2.2.4.6 Recm. nendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DDD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a ioint EIA/IEEE trial use standard. It is
andcipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
stanoard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
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standard (12207.OUS) and two guides (122Y7AUS wid 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software,'system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEE/WEIA 12207US are in place.

For other related information, consult ANSI/IEEE 1028.
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3.2.2.5 Software requirements. Software requirements standards cover the creation,
manipulation, and representation of requirements. They may include software capabilities, data
elements, internal and external software interfaces, system software and hardware configuration
items that communicate with software components, and system states and modes within which the
specific software executes. A software requirement is a condition or capability that must be met
by software that a user needs to solve a problem or achieve an objective.

3.2.2.5.1 Standards. Table 3.2-8 presents standards for software requirements.

TABLE 3.2-8 Software requirements standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD Sohwm Devellopsun and Domateam LsTD-498 Mopled
(Apprvod)

NPC ANS1IIt Sohoware Reqduirmais Spa Sfitiem 830:19114 Adopted
I(Aeproved)

NPC FA Tria Use Stadard. selad for taforurmat Tedarology EIA/IEEE J-SrD- lafo matloca
Softwat Lilr-Cydr Prome -. Softwae Devellopro.r - 01995 (Approved)

________ ________Acrmrer-S~islieuAimeairA

GPC DOD Ddase System Softwm sveliAent DO-STD-2167A ltnotmathobaw
(Swersodrd)

GPC DOD DOD Automated lafomailta Syseam (MIS) DOD-STD-7935A tafomtational
Drmimaeone Shodard (Suweaoded)

NPC StEudard fo Informatiom Ted&Moay - Sotww Life Cyde t.omIA otionMai
Prouuels 12207US-daie (Draft)

NPC ONE for afo" uWmnom Tedac.oton -Software Life Cycle LPEE MIA Infomto".1
Pterao. Life Cycle Dotl 12207.1US-date (Dmft)

NPC IEE Guide for tafoemujon Techoloo-y. Software Li/e Cycle IE-A nformatioal
Pecessac - mtronaatio Cotiderauioms 12207.2US-dair (Draft)

3.2.2.5.2 Alternative specifications. No other specifications are known.

3.2.2.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.5.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.5.5 Related standards. None.

3.2.2.5.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-0 16: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
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12207, will be sent to ANSI P, a joint standard. TEBE/EJA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEBEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEF/EIA 12207US; however, EIA/IBEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.

For other related information, consult ANSI/IEEE 830.
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3.2.L6 Software design. These software design standards provide the capability to capture,
represent, create, analyze, and refine the design attributes of the software components of a system
or subsystem. Their attributes can be the structure or functionality of thn- 3oftware or other
characteristics such as user interface design or performance considerations. Software designs are
typically dependent on a set of requirements. They describe interrelationships of software
components, including interfaces, invocation parameters, data elements, and the states and modes
within which the specific software sub-components execute. The outcome of the software design
includes definition of the software components and subcomponents.

3.2.2.6.1 Standards. Table 3.2-9 presents standards for software design.

TABLE 3.2-9 Software desi~n standards_ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD

__________________________(Lifecycle)

OIPC DOD Software Developmoent and Docunersatieo MIL-TD-498 Adopted
(Approved)

NPC - Toial Use Stansdard. -SUMWai for Informations Technsology HIAilM I-5TD. InfOnoMiioesJ
-ife-Cyche Processes.- Software Developmenst- 016: 1995 (Approved)

-.&%Wr-Sumdier Ageementl111:93 Inosjisa
NPC UM (A- V"~~koSoftwuereiOago Descriptioas106:93 dfetoi

(Approved)

NPC ANSIJIEE Reco-. :fic .lfor SoftwareeDesign Desciptions 1016:1987 Infossoaliensi
(Approved)

NPC ANS51AS K,, t.;os Practices for Ad& s a Programs Design 990:1927 WOIefsisieel
Language (Approved)

GPC DOD Dtefrws System Software Develeopoesst DOD-STD-2167A lnf~*5oosi*Ja
(Ssuerseded)

OPC DOD DOD Auturossed Informations Systemos (AIS) D01MMT-7935A lssfonastiocial
Documenssssion Standards (Susperseded)

NPC OME Standard for Inforroatios Tedroology - Softwwr Life Cycle UMMWIA Iusfonoseiossal
Processes 12207US-date (Draft)

NPC MME Guide for Ieforinstioss Tectssology - Software Life Cycle [EBE/EA informational
Processes. Life Cycle D.L& l220

7
.IUS-dase (Draft)

NPC MEE Guide for Wnorsosios Technology - Software Life Cycle [RESE/13A hisform~aiosssl
Processs - oplsteentutioss Coosiderstiosts 12207.2US.dse (Draft)

3.2.2.6.2 Alternative specifications. No other specifications are known.

3.2.2.6-3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.6.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.6.5 Related standards. None.

3.2.2.6.6 Recommendations. The adopted standard is recommended.
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MILSTD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-0 16: 1995 (formerly IBEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEBEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEF/EIA
12207. 1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.
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3.2.2.7 Software management indicators. (This BSA appears both in part 2 and part 9.)
Software management indicators aid in managing the software development process. Various
measurements of both software products and software processes are available. Product
measures(such as lines of code, function points, etc.) are often associated with the product
specification and should be used as management indicators throughout the product life cycle.
Process measures(such as software trouble reports) should be tracked to determine whether the
software development process is within statistical control limits. Key indicators should be
identified in the software development plan, and the developer should then collect, analyze,
interpret, take corrective actions, and report on the selected key management indicators.

3.2.2.7.1 Standards. Table 3.2-10 presents standards for software management indicators.

TABLE 3.2-10 Software management indicators standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifec•cle)

am DOD Software Developmet aad Docammetaaon MIL.SrD.498 Adopted
(Aproved)

Ipc ISO/MC Quality Caracteria and Guidelines for Their Use 9126:1991 Adopted
(Approved)

NPC IEEE Use of Sumdal Measres to Produce Reliable Software 982.2:1988 Infounalional
(Approved)

NPC im SWEWdWd Dictionavy of Meourss to Produce Reliable 982.1:1988 Infonsational
Software (Approved)

NPC IEEE SoftWom Productivity Metsics 1045:1992 Infonstional
(Approved)

NPC MEEE Software Quality Meoics Metdodology 1061:1992 Infomautionel
(Approved)

IPC ISO/IEC Software Life Cycle Processes 12207:1995 lofooustional
(Approved)

NPC EIA Tril Use Standard - StindeFd for Inforaution Technology EtAAEEE J-ST- Infoonstionel
Software Life-Cycle Processes. Software Development - 016: 1995 (Approved)

Acquirer.Supplier Airemeut
NPC IEEE Standard for hifornation Tedelology - Software Life Cycle IHEMEIA Informational

Po 12207US-dato (Draft)

NPC IEEE Guide for Ifomuntiom Technology - Software Life Cycle IE[E/EIA lfonrrationul
Processe - Life Cycle Dat. 12207.1US-date (Draft)

NPC IEEE W Guide for Infonoation Technology - Softwaie Life Cycle IEEE/SIA InformationI
Processes - Impleneentation Considerations 12207.2US-dato (Ohaft)

3.2.2.7.2 Alternative specifications. For additional metrics information, consult the following
documents:

a. Metrics for I-CASE Pilot Project (MIPP) Program, Metrics Reporting Guidebook,
(prepared by Mitre Corporation, 27 May 1994, for DISA/JIEO/CIM/TXEM).
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b. Practical Software Measurement A Guide to Objective Program Insight, Draft 12
April 1995.

c. Streamlined Integrated Software Metrics Approach (SISMA) Guidebook;
Application of STEP Metrics, (prepared by Software Productivity Solutions,
Indialantic, FL 32903, 12 July 1993, for the U.S. Army).

d. Software Measurement Guidebook, (prepared by the Software Productivity
Consortium Services Corporation, December 1992, Herndon VA, for DARPA).

3.2.2.7.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.7.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.7.5 Related standards. Related software management guidance can be found in the
Software Engineering Institute's Capability Maturity Model (CMM). The Software Engineering
Institute's CMM provides guidunce on how to gain control of the software development and
maintenance processes. The CMM has defined an evaluation procedure, the CMM Based
Appraisal (CBA), as a means of identifying the risks associated with potential contractor
performance. Diagnostic tools based on the CMM have been deployed. One of those tools, the
Software Capability Evaluation(SCE), is designed to be used by an acquiring organization to
either identify process risks associated with a particular proposal during the source selection or to
monitor the risk-reducing process improvements during the contract execution.

3.2.2.7.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. MIL-STD-498 contains requirements for security and privacy for software
development and documentation. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640)
is based on MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use
standard. It is anticipated that J-STD-016 will be upgraded from trial use to full use and issued as
an ANSI standard in 1997. It is also anticipated that IEE iEIA 12207US, the U.S. adaptation of
ISOiIEC 12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a
base standard (12207.0US) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1 US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, confTiguration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
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transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for MEE/EIA 12207US are in place.

For other related information, consult ISO/IEC 9126. Appropriate standards should be selected
based on software metrics requirements.
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3.2.2.8 Software testing and product evaluation. Software testing and evaluation standards
support the test and evaluation of software systems. Testing is performed on individual software
components (unit testing), on collections of software components (integration testing), and on
complete software systems (system testing). Evaluation includes in-process software evaluation,
final software product evaluation, and independent evaluation activities to ensure the functional
completeness of the configuration items against their requirements and the physical completeness
of the configuration items (whether its design and code reflect an up-to-date tchnical
description).

3.2.2.8.1 Standards. Table 3.2-11 presents standards for software testing and product evaluation.

TABLE 3.2-11 Software testlng and product evaluation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-. .- (Lifecycle)

GPC DOD Softwar Deveopme ad Do ation MIL-STD.498 Adoped
(Approved)

NPC ANSWI1Er Swamre Veuificatio and Validatio Plato 1012:1987 Adopted
(Approved)

NPC ANSIIEEE Software Teat Doamealution 829:1983 (R1991) Adopted
(Approved)

NPC ANSIIE1 Software Unit Tesing 1008:1987 Adopted
(Approved)

NPC IM Guide for Software Verificaion and Validation Plew 1059:1993 Informatoaal
(Approved)

0PC NIST Gurde for Verification sad Validution plan. (Adopts FPS PUB Iafogmutionea
ANSWEEE 1012:1987) 132:1987 (Approved)

IPC ISO/IEC Software Life Cycle procese 12207:1995 informational
(Approved)

NPC EIA Tea'l Use Stanadrd - Stmedard for Information Techaology E0A/IMEE J-STD- lafonatgioeal
- Software Lifo-Cycle procerses - Softwae Development- 016:1995 (Approved)

Aoouirer-SupplierAgreeoen_
GPC DOD Defen.e System Software Development DOD.STD-2167A Infonrnmional

(Supeneded)

OPC DOD DOD Autmued Ifornoalton Sysaems (AIS) DOD.STD-7935A Informaional
Documentation Siandad. (Superseded)

NPC IEEE Stan,' d for ieformuaion Tedmeology - Softwmre Life Cycle IEEEEIA lnfonnaional
Processe, 12207US-dae (Dolft)

NPC IEEE Guide for Information Technology - Softwae Life Cycle IEEEjEIA fo rmaotional
Pocesnes - Life Cycle Dwa 12207.1 US-daue (Draft)

NpC IEEE Guide for Information Technology - Software Life Cycle IEEE/EIA iofoeroacoal
Proce .alapemeaio Considerations 12207.2US-daw (Drft )

3.2.2.8.2 Alternative specifications. No other specifications are known.

3.2.2.8.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.8.4 Portability caveats. Portability problems with the existing standards are unknown.
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3.2.2.8.5 Related standards. None.

3.2.2.8.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MEL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IBEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEE/•IA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration manigement, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Sen'ice policy, until organizational processes
for IBEE/IEA 12207US are in place.

For other related information, consult ANSI/IEEE 829, ANSI/IEEE 1008, and ANSIIEEE 1012.
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3.2.2.9 Software quality assurance. Software quality assurance standards provide a planned and
systematic pattern of all actions necessary to provide adequate confidence that a software work
product conforms to established technical requirements. Further, it provides a set of activities
designed to evaluate the process by which software work products are developed and maintained.

3.2.2.9.1 Standards. Table 3.2-12 presents standards for software quality assurance.

TABLE'i 3.2.12 Software quality assurance standards _ _ _ _

Standard Sponsor Standard Standard status
Type Reference DoD

- - - (Lifecycle)
OPC DOD Software Developened mad Documentation ML-STD-4911 Adopted

(Approved)

IPC ISO Mod for Qay Assuranein D amp,Development. 9001:1994 Adopted
Production, Installation and S.mcing (Approved)

NPC ANSIJAM Software Quasity Ammane soPlans 730.1:1989 Adopted
(Approved)

[PC ISO Quasitty Mkoteroaeanetsd Quality Assurance Staodards - 9000.3! 1991 Adopted
Psut 3: (3oidelinne for Application of ISO 9001 to the (Corretd sod (Appmoed)
Developsanet. Supply and Mainetneance of Software Reesejoted - 1993) _____

NPC MMS softwar lmty Man arenl Sytems. Pad 1: 1299:1992 Adopted
Reoleoi-l (Approved)

NPC EIIA Trial Use Standard - Standard for Iefonoraton Taedmoloily SIAES I-Sit). lefoeoatioeo
-Software Life-Cycle Promeeso - Software Developrment - 016i 1995 (Approved)

Acsolrec-SSM!Ler Aireoseentt ____

GPC DOD Deoemse Systemt Software Devoloownteo DOD-S5TD-2I67A Infonnmstioesl

GPC DOD DOD Autiornatd lnfomonaion Systanas (AlS) DOD-STD-7935A lnofoeetioeal
Domaenmutaion Staodards (Supeneded)

NPC UMS Stuedood for Infomnsalion Tocluoology - Software Life Cycle IEEE/EIA lrnnfeatioel
Prooesse 12207US-date (Draft)

NPC lEE Guide for Infoetusivon Technology -Software Life Cycle 1ESEdIA ldnioa~tioetsl
Proetese - Life Cyclo Data l2207.lUS.date (Dufs)

NPC WME Guide for infoonssloe Technology - Software Life Cycle [ESSA lnfonnstionat
Procestse - tqdlesoentation Considerations l2207.2US-dse 041)rst

OPC DOD Defense Systemn Software Quality Peognran MIL.STD-2168 loforrosejoed
(Canceled)

3.2.2.9.2 Alternative specifications. No other specifications are known.

3.2.2.9.3 Standards deficiencies. Deficiencies in the existing standards are unknowjs.

3.2.2.9.4 Portability caveats. Portability problemns with the existing standards are unknown.

3.2.2.9.5 Related standards. None.

3.2.2.9.6 Recommendations. The adopted standards are recommended.
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MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.0US) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology -Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.

For other related information, consult ANSI/IEEE 730, ISO 9001, ISO 9000-3 and IEEE 1298.
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3.2.2.10 Software problem categories/prioritles. These standards provide the developer with a
structured format to prepare a corrective action and process improvement system for software
development. They also provide a procedure for handling all problems detected and changes
recommended in development products after they have been released for software product
evaluation. This includes the classification by category and priority of such problems.

3.2.2.10.1 Standards. Table 3.2-13 presents standards for software problem categories and
priorities.

TABLE 3.2-13 Software problem categories/priorities standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
OPC DOD Software D•velopnew and Docaznuo MIL-STD-498 Ad59d

(Approved)

NPC MuEE Caificidoo for Software Anowaies 1044:1993 Adopted(Approved)

NPC EMA TrI Use Stmndanr - Slodutd for Ilfomadlon Tedinology EIAAIE J-STD- IfonnAdonAll
- Software Li-Cycle Proomes. - Software Developmeag - 016:1995 (Approved)

A__ _r.er-Supplier Agreement
GPC DOD Deferm System Softwue Devoopine DOD-STD-2167A loformauional

(SurenedeA

GPC DOD DOD Aoloro•ued Information Systems (AS) DOD-STD-7935A loformnai _•l
Docomenutton Standarb (Stynede0)

NPC IM Slndad for Informaon Tedmology - Softwuie Life Cycle 1EFWEIA latonontiocaI
Proceuses 12207US-dnte (Draf)

NPC IEE Guide, for Infornmon Technology . Softwum Life Cycle WI,. IIA Ldotaion'o
Proceues - Life Cycle Dtas 12207.1 US-dat (1ait)

NPC IEEE Guide for Information Technology. Softwm Life Cycle 1EEd/IA Infoomatiional
Piceues. I-demonatfion Conodersions 12207,2US-ds (Draft)

3.2.2.10.2 Alternative specifications. No other specifications are known.

3.2.2.10.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.10.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.10.5 Related standards. None.

3.2.2.10.6 Recommendations. The adopted standards are recommeneA.2d

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-0 16: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from uial use to full use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
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12207, will be sent to ANSI as a joint standard. JEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.lUS and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Inforrp'tion Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from ELA.AEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration ma:iagement, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEF/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transit3-'n from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.

For other related information, consult ANSI/IEFE 1044.
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3.2.2.11 Software safety. (This BSA appears in both Part 2: Software Engineering and Part 9:
System Management.) These standards provide procedures for identifying as safety-critical t0-c
CSCIs or portions thereof whose failure could lead to a hazardous system state (one that cL
result in death, injury, loss of property, or environmental harm). The developer shall develop a
safety assurance strategy, including both tests and analyses, to assure that the requirements,
design, implementation, and operating procedures for the identified software minimize or
eliminate the potential for hazardous conditions. The objective is to eliminate hazards, and reduce
the associated risk to a level of acceptability to the managing activity.

3.2.2.11.1 Standards. Table 3.2-14 presents standards for software safety.

TABLE 3.2-14 Software safety standards
Standard Sponsor Standard Standard Status

Type Reference DoD
___________________________ _________ Lifecy'cne)

-GK DOD Sytm- Safety Prormg- Reqanam MIH-SMD-82C: Adopwd
1996 (Appmed)

NPC E sftwa Sdeay Plw 1228:1994 Infomlnaiom

(Appraved)

3.2.2.11.2 Alternative specifications. No other specifications are known.

3.2.2.11.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.2.11.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.11.5 Related standards. None.

3.2.2.11.6 Recommendations. MIL-STD-882C is recommended.
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3.2.2.12 Software support. The standards listed below identify those activities that take place to
ensure that software installed at user sites continues to perform as intended and fulfill its intended
role in system operation. Software support includes software maintenance, aid to users, and
related activities.

3.2.2.12.1 Standards. Table 3.2-15 presents standards for software support.

TABLE 3.2-15 Software support standards
Standard Sponsor Standard Standard Status

Type Reference DoD
S, - (Lifecycle)

GpC DOD --- Softa Development and Dommaon MIL-STD-498 Adopted
(Approved)

NPC IEM SoftwmeManteean•ce 1219:1993 Adopted
(Appived)

OPC NIST Guideline n Software Wtenance F]PS PUB infonmationtl
106:1984 (Approved)

GpC DOD Miuion Citical Computer Raoweuci Softwma Support ML-HDBK- WnformaaieI
347:1990 (Approved)

NPC EIA Tril Use Stnidd- StWdad for Infornmion Teohnology EIAARH J-STD- lformatioeal
- Softwem Life-Cycle Preeor - Softwae Development. 016: 1995 (Approved)

Aoqudr-soppiierAtoaement
NPC MME StaedaWd for I 'fonmaon Technology Software Life Cycle IEEE/EIA InfoneationAl

Pfoeeoa 12207US-daie (Draf)

NPC IEEE Guide for Infemorton Technology -Software Life Cycle BEEEJEIA lformanioeaJ
processes - Life Cycle Data 12207.IUS-daue (Drft)

NPIC WEE Guide for Infomation Technology -Software Life Cycle IEF-./IA Informational
Proceuea - Implemeentation Congiderationa 12207.2US-dae (Draft)

3.2.2.12.2 Alternative specifications. No alternate specifications are known.

3.2.2.12.3 Standards deficiencies. DeficieK ,in the existing standards are unknown.

3.2.2.12.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.2.12.5 Related standards. MIL-HDBK-347, Mission- Cr: .:al Computer Resources Software
Support, provides related information.

3.2.2.12.6 Recommendctions. The adopted standards are rec imended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IE " 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to f.l use and issued as an ANSI
standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12"O7US will consist of a base
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standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Pýrocesses - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IBEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE,/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.

For other related information, consult ANSI/IEEE 1219.
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3.2.2.13 Software distribution. (This BSA appears both in part 2 and part 9.) Software
distribution and installation services comprise utilities for packaging, installing, and distributing
software for use on heterogeneous and potentially incompatible systems. These services will
enable network managers to transmit software to any stand-alone or networked system, regardless
of the media used for distribution. Standards for software distribution in a system provide a
standardized layout for distributing and installing software in a single system or network. They
explicitly define each phase of software distribution, installation, and configuration--covering such
distribution media as disks, tapes, and CD-ROM.

3.2.2.13.1 Standards. Table 3.2-16 presents standards for software distribution.

TABLE 3.2-16 Software distribution standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPC IEo POSIX Sytant Admriniuation -Pant 2: Software 1387.2:1995 Adopted
Administtrhn (former P1003.7.2) (Appmoved)

cpc X00pn Single UNIX Specificatim (Spe. 1170) I08: 1995 Emeging
(Approved)

CPC X/pmr System. Magmeent: Distributed Software AdrirnsrbionI P429:1997 Informtironal
(XDSA) (Approved)

3.2.2.13.2 Alternative specifications. The following specifications are also available:

a. Hewlett-Packard: "swinstall" and "swpackage" systems.
b. USG: SVR4-based "pkgadd" system.
c. Santa Cruz Operation (SCO): "custom+" system.

3.2.2.13.3 Standards deficienciei. IEEE 1387.2 does not provide for acting upon log files in
emote file systems. No Ada bindiags are available for software distribution standards.

3.2.2.13.4 Portability caveats. Although the IEEE 1387.2 standard is based on Hewlett-
Packard's "swinstall" and "swpackage" systems, the standard has modified the specifications so
that they are not exactly like the HP systems.

3.2.2.13.5 Related standards. The following standards are related to software distribution or
software distribution standards:

a. ISO/IEC JTCI IS 9595:1991: Common Management Information Service
(CMIS).

b. ISO/IEC JTCI IS 9596:1991: Common Management Information Protocol
(CMIP).
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C. ISO/IEC IS 11578: 1996, Information Technology -Open Systems
Interconnection - Remote Procedure Call (RPC).

d. Internet RFC 1155 (STD 17): Structure and Identification of Management

Information for TCP/IP-based Internets.

e. Internet RFC 1157 (STD 15): A Simple Network Management Protocol.

f. Internet RFC 1213 (STD 17): Management Information Base for Network
Management of TCP/IP-based Internets (MIB-II).

g. Network Management Forum: OMNIPoint 1.

3.2.2.13.6 Recommendations. IEEE 1387.2 is recommended.

A new version of the X/Open Single UNIX Specification (Spec. 1170) is expected to be issued in
1997.
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3..2.14 Software license management. (This BSA appears in both part 2 and part 9.) License
management addresses the problem of tracking software licenses in a distributed systems
environment The DME licensing technology includes models that assist users in keeping track of
how many software copies are needed and who is using it once it is purchased. Software license
management for a system provides license administration, monitoring, and enforcement services
that allow more detailed, firm and equitable licensing terms for users, and better protection
against illegal software usage for vendors.

3.2.2.14.1 Standards. Table 3.2-17 presents standards for softwar- !icense management.

TABLE 3.2-17 Software license management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
/Lifecdle!

NPC am POSIX Sygan A&niiaa.tmtin - Pan 2: Softwa 13P7.2:1995 Adoptl
Administmajon (foerI P1003.7.2) (Appoved)

Cpc Xi/OPa Sydart Mtmgeat: Distibuted Softwame Adistmtnion P429:1997 Idfomational
(XDSA) (Apprved)

cW OSF Disibutod Management Pnvirmnonz (DM•): LUonma DME LM Infomatloona
IaIngemnt 9L.) Se•me (hi6tonc (Not

3.2.2.14.2 Alternative specifications. The following specifications are also available:

a. Hewlett-Packard: Network License System (NetLS) Version 2.0 on which OSF's
DME License Management System (LS) is based.

b. Gradient Technologies: PC Client libraries for license management and PC Ally
server, on which DME's License Management PC component is based.

3.2.2.14.3 Standards deficiencies. No Ada bindings exist for any of the configuration
management standards or consortia specifications.

3.2.2.14.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.2.2.14.5 Related standards. The following standards are related to license management or
license management standards:

a. ISO/LEC JTCI IS 9595:1991: Common Management Information Service
(CMIS).

b. ISO/IEC JTCI IS 9596:1991: Common Management Information Protocol
(CMIP).
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C. ISO/IEC IS 11578: 1996, Information Technology - Open Systems
Interconnection - Remote Procedure Call (RPC).

d. Internet RFC 1155 (STD 17): Structure and Identification of Management
Information for TCP/IP-based Internets.

e. Internet RFC 1157 (STD 15): A Simple Network Management Protocol.

f. Internet RFC 1213 (STD 17): Management Information Base for Network
Management of TCP/IP-based Internets (MIB-II).

g. Network Management Forum: OMNIPoint 1.

3.2.2.14.6 Recommendations. IEEE 1387.2 is recommended.
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3.2.3 Programming languages. Programming languages include all languages represented by
the ISO, the European Computer Manufacturers' Association (ECMA), the International
Electrotechnical Commission (IEC), the American National Standards Institute (ANSI), the
IEEE, NIST, or DOD standards, as well as those used by DOD but not represented by standards.
Quotes regarding the number of languages used by DOD range from 50 to 300; however, this
volume only includes languages playing major roles in DOD systems and those supporting DOD-
Wide goals of economy, interoperability, and portability.

Certification of conformance to the source language specification results in a higher degree of
portability across platforms for all languages. Test suites to validate source language standards
conformance are available from the NIST, the IEEE, and the Ada Joint Program Office (AJPO).
Specific conformance test suites will be addressed for each language covered in this document.

3.2.3.1 Programming language framework. Coverage of language standards is currently
limited to those Higher Order Languages (HOL) deemed to represent the majority of Commercial
Off The Shelf (COTS) and custom applications used within the DOD. The relevant standards will
be listed along with coverage of Standards Deficiencies, Portability Cavetts, Tailoring Guidance,
Alternative Specifications, Related Standards, and Recommendations for use.

Public Law (PL) 102-172 states, "Notwithstanding any other provisions of law, after 1 June 1991,
where cost effective, all Department of Defense software shall be written in the programming
language Ada, in the absence of special exemption by an official designated by the Secretary of
Defense." The Assistant Secretary of Defense for Command, Control, Communications, and
Intelligence (ASD/C31) has been designated as the DOD Ada Waiver review authority, with some
responsibilities delegated to the services and the Defense Intelligence Agency. (ASD(C31)
Memorandum, 17 April 1992, "Delegations of Authority and Clarifying Guidance on Waivers
from the Use of the Ada Programming Language") Software used by the DOD includes
Commercial Off-the-Shelf (COTS), Government Off-the-Shelf (GOTS), and new DOD-developed
software. New DOD-developed software includes custom applications as well as software to
integrate COTS and GOTS. Ada is the preferred software development language for all new and
revised DOD-developed software.

3.2.3.1.1 Standards. Table 3.2-18 presents standards for programming languages.

TABLE 3.2-18 Programind language framework standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- -_(Lifecycle)

GPC NIST Ada (Adop. ANSI/ISO/WEC 8652:1995) FIPS PUB 119- 1: Adoped
1995 (Approved)

NPC/IPC ANSI/ISOIIEC Ada-95 8652:1995 Adopd
(AppRmved)

P"PC NIST Pacal (Adopts ANSI/IEEE 170 X3.97-1983/R1990) FWS PUB InformA.ion.I
109:1985 (Approved)
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Standard Sponsor Standard Standard status
Type Reference DoD

_______ ________________________ ________ (Lifecycle)
OPC NIST MUMPS (Adots: ANSUftDCXII.l-1990) mPUPPIB 125. Iafoafmlhioa

1:1993 (Appmoed)

GPC NIST BASIC (ANSI X3.I 13-1937/R1993. triloda major FIPS PUB 68- lafonoatanal
dsaages. improvements ad addtibons to lthe BASIC 2:1937iAl993 (Approved)

umocifations.)
OPC DOD (USAF) JOVIAL (J73) MRSTD- 1589c: WIafooouooa

1996 (Apv-4od

[PC ISGAEC Ads 8652:1997 iduafioaooio
(Appov,4)

NPOWIP ANSI/ISO PrograoiniaLartguagea: C 9899:1992 Inforataional
(Appmoed)

OPK 14ST C (Ado"t ANSIASOAEC 9399:1992) pips PUB Ittformational
160:1992 (Approved)

IPC ISO FORITRAN-90 1539:1991 Infolmatitoal
(Approved)

NPC ANSI FORTRAN-77 X3.9-1978 CR1989) Infolmatiooal
(Aprooved)

NPC ANSI COBOL X3. 23: 1993 Ittfozmational
(Approved)

NPC ANSUIMIE Plasoo 770X3.97-1993 Informational
CR1990) (Apptowd)

IPC ISO P."os 7185:1983 lofotmatiottal
(Approved)

NPC ANSI COBOL X3.23wa 1989 Infoooatiooa
(Appmverd)

(3PC NIST COBOL (adopts ANSI X3.23a: 1989 and X3.23b: 1993) PIPS PUB 21. Infoooatiooal
4:1995 (Aprxoved)

GPC DOD (AIPO) Ad& Progroammnoog Laagtage MILSTD. IofoooatiooI

I 1815A:1983 (Approved)

[PC ISO/IEC C++ SC22 WG22, Worfioooatsoo
X3116 (Draft)

NPC ANSI/X3JI3 Comoona LISP (X3.226 prograoming Logoago Cotmmo, X3)13192-101 Iofo-waioctaj
LISP) (Draft)

GPC NIST Ad. FIt'S PUB W-Lioooatol

11119:1985 (Soprnrdrd)

3.2.3.1.2 Alternative specifications. Although many language standards exist other than HOLs
fisted above, the coverage of languages in this document is limited to those HOLs that represent
the most significant percentage of DOD applications.

3.2.3.1.3 Standards deficiencies. Each programming language has its own strengths and
weaknesses. Details containing specific language strengths and weaknesses are contained in
language rationale, comparison documents, and dissertations external to the standards and this
document.
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3.2.3.1.4 Portability caveats. Despite the existence of programming language standards, each
vendor and platform implementation may contain features not included in the standard.
Furthermore, conformance to the standard generally is neither verified nor regulated by the
standards community. Therefore, portability of applications written in a specific language depends
upon these factors:

a. The extent of conformance of a particular implementation to the standard.
b. The range of operating systems for implementations of the language.
C. The range of hardware suites for implementations of the language.

In all cases, the extent to which application programmers employ nonstandard features is a major
factor in determining portability across platforms. Portability across languages also is affected by
the factors mentioned, because translation from one source language to another requires more
human-intensive effort if nonstandard features are employed. In addition, different source
languages often provide different mechanisms for abstracting data and operating on data, and
employ different approaches toward interaction with the operating system and hardware. For this
reason, when transitioning from any source language to another, reverse engineering from the
current specifications is preferred over simple source code translation.

3.2.3. 1-5 Related standards. A number of standards exist or are in the definition process for Ada
bindings to other components of open systems. Section 3.2.4.1 includes a table which lists these
standards.

3.2.3.1.6 Recommendations. The adopted standards are recommended. The following order of
r-eference applies to developing or modifying DOD software applications:

a. Reuse existing govemnment-owned code without modification wherc significant
savings in maintenance and development can be identified.

b. Use COTS software that is conformant with DOD-adopted standards without
modifications, where significant savings in maintenance costs can he documented.
although DOD will not maintain COTS software.

c. Modify existing Ada code.

d. Develop new code using Ada. Develop or modify non-Ada legacy code.

If a COTS software product is being procured, rather than a software product being developed,
the programming language used by the developer of the COTS product is not of vital concern,
unless it is expected the COTS product will be included as part of another application. If the
COTS software will be incorporated into a larger application, one must carefully consider the
extent of dependency upon the COTS-provided functions and have an understanding of the
options in the event the vendor terminates support for the application.
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3.2.3.2 Ada. Ada is a general purpose and systems programming language designed with an
emphasis on reliability, readability, and maintainability. Originally intended for embedded, real-
time systems development, use of Ada has extended into the MIS community and is appropriate
for a broad range of applications areas. Ada is a language that enforces modem software
engineering principles of data abstraction, information hiding, and modularity. Ada supports
reusability though several features of the language: explicit support for program units; separation
of interface specifications from the hidden body; strong, user definable typing of data and
operators; overloading of function and procedure names; and generic units to supply
parameterized code templates. The Ada standard (Ada-95) brings the language into line with
newer software engineering concepts including extensions to improve support for real-time
systems, object-oriented features, and mega-programming.

3.2.3.2.1 Standards. Table 3.2-19 presents standards for Ada.

TABLE 3.2-19 Ada standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

Gpc NIST Ad- (Adopas ANSIJSO/IEC 8652:1995) FIPS PUB 119-1: Adopted
1995 (Approved)

NPC/IPC ANS1IISO/IEC Ad&-95 8652:1995 Adopted

(Appoved)

1pc ISO/IEC Ada 8652:1987 Infonatiocal
(Approved)

GPC DOD (ASPO) Ada Piogramuing Languag. ML-STDi- Infom,.fiona[
1815A:1983 (Approved)

OPC NIST Ads FnPS PUB Informational
119:1985 (Supeneded)

3.2.3.2.2 Alternative specifications. No other specifications are known.

3.2.3.2.3 Standards deficiencies. The most significant deficiencies in Ada-83 which have been
addressed by Ada-95 are the inclusion of objects into the language, a more robust treatment of
tasking, more flex'ble response to interrupts, an explicit definition of higher mathematical
functions, and the explicit inclusion of bindings to other languages. All documented deficiencies in
the Ada-83 standard are included in the Ada-95 Project Report, which is available through the
Ada Information Clearinghouse.

3.2.3.2.4 Portability caveats. Within the limits of the features tested under the ACVC, Ada
source code is completely portable across all compilers and hardware/operating system platforms.
Portability problems will be more likely to exist when changing compiler vendors than when
moving across platforms supported by a single compiler vendor. In particular, vendor-to-vendor
portability problems can result from the use of Ada language components which are specified as
implementation dependent (e.g., PRAGMAs). Special purpose libraries (e.g., support for DOS
functionality) also are a major source of portability problems. In general, automated source
translation software exists to resolve the major portion of these remaining incompatibilities.
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Efforts are underway to increase the depth and breadth of future releases of the ACVC so as to
further reduce compiler and platform dependencies.

313.2.5 Related standardL SPC-91061-N, Ada Quality and Style: Guidelines for Professional
Programmers, Version 2.01.01, 1991, is related to Ada. Similar to other programming langdages,
Ada style guides are desirable for their contribution to the quality and consistency of Ada code.
The AJPO has endorsed this Software Productivity Consortium (SPC) publication as a suggeste.
Ada Style Guide for DOD programs. This guide, available from the Ada Joint Program Office,
contains more information on the handling of implementation-dependent features.

3.23.2.6 Recommendr lo .U. The use of the Ada (ANSI/ISO/IEC 8652: 1995, as adopted by
FIPS PUB 119-1: 1995.' ogramming language (Ada-95) is mandated for new procurement.
(See section 3.2.3.2 for octails). Initially, there may be productivity limitations due to the absence
of bindings and support tools for Ada-95. Transition of software from Ada-83 will not be required
unless the availability of Ada-83 compilers becomes a problem or additional functionality
supported by Ada-95 is required by the target system.

Implementation-defined features and other features which are not standard to the Ada
programming language must be avoided. The Ada Quality and Style: Guidelines,` f Professional
Programmers, available from the AJPO, contains more information on the handling
ofimplementation-dependent features. This guideline can be used as a tailoring reference for many
of the areas discussed in the following sections about Ada.

Although upward compatibility was a major design consideration for Ada-95, incompatibilities are
likely betweer Ada-83 and Ada-95. When considering the transition to Ada-95, the Ada-83
system design and implementation should be assessed in view of the final documented
incompatibilities. Discrepancies between Ada-83 and Ada-95 have been identified and suggested
coding practices and source code modifications have been identified and tested, allowing
recompilation of existing Ada-83 code by Ada-95 compilers. Information on these coding
practices can be found in the Ada Style Guide and the Ada-95 Project Report, both available from
the AJPO. A comprehensive transition to Ada-95 cannot be undertaken until Ada-95 compilers
pass validation testing.

Despite these limitations, te ASD C31 in a Memorandum of 9 March 1994, encourages early use
of Ada9X (Ada-95). The use of available unvalidated Ada-95 compilers is encouraged.
Unvalidated Ada-95 compilers may be used for:

a. Research and development programs (6.1, 6.2, and 6.3A appropriations).

b. Proof of concept prototypes, so long as any subsequent system is deiivered using
validated Ada-95 compilers.

C. System development programs, so long as the systems are delivered using
validated Ada-95 compilers, in accordance with the validation procedures issued
by the AJPO.
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Early use of Ada-95 provides access to the language's many enhancements, including full support
for object-oriented programming, enhancements for realtime programming, and interfacing to
other laaguages.

In systems where COTS software is to be used extensively, the amount of non-COTS code to be
developed and the interfaces to the COTS software need to be cons;.iered when evaluating the
long-term cost/benefits of using another HOL versus Ada as a development language. In most
cases, developing Ada links to existing bindings has proven to be an effective development
method. Furthermore, in applications where concurrent processing is required, the inherent
implementation of concurrent methods by Ada is preferable to another HOL, since concurrent
processing in other HOLs is handled often by invoking operating system calls. The concurrency
methods in Ada are independent of the operating system.
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3.2.3.3 C, C++. C is a systems programming language which has been adopted for widespread
use as a general purpose language in developing commercial applications. C is a relatively "low
level" language which deals with basic computer objects, such as characters, numbers, and
addresses, and does not inherently provide operations to deal with composite objects, such as
strings, sets, lists. Library units have been added to the language to partially support functionality
of such objects. ANSI C is strongly typed and is an implicitly integer language, i.e., untyped
functions and variables are assumed to be integer. The popularity of C derives from its support for
low level control and interaction with peripherals and the operating system, the highly efficient
code which is generated by modern C compilers, and the wide availability of such compilers.

C++ is an Object-Oriented Programming (OOP) superset of the C language. Existing C context is
fully supported by C++ compilers, with additional support for data abstraction, encapsulation,
object classes, inheritance (and multiple inheritance), polymorphism, and overloading. While
considered a general purpose language, its core area of application is systems programming. C++
was developed to encourage good software engineering practice and the development of reuse
libraries in the development of larger applications.

3.2.3.3.1 Standard. Table 3.2-20 presents standards for C.

TABLE 3.2-20 C, C++ standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifec•cle)

NPC/IPC ANSIASO Programing Lage: C 9899:1992 Adopted
(Approved)

OPC NIST C (Adopts ANSI/MSO/AEC 9899:1992) FIPS PUB Adoptd
160:1992 (Approvd)

[PC ISOAEC C, Amendment 1: Integdty Adden'dum 9899:1994 PDAM IWombnai

[PC ISO/AEC C++ SC22 WG22. Informalional
X3Ji16 (Draft)

3.2.3.3.2 Alternative specification. The original definition of the C language by Kemighan &
Ritchie (K&R) is considered by many as "THE" specification of the C language. This specification
is NOT coincident with the ANSIISO/IEC standard.

3.2.3.3.3 Standard deficiencies. While there is an existing ISO standard for the C language that
supports and is supported by the IEEE 1003.1 C Language Binding to POSIX, the intrinsically
low level nature of C and lack of direct support for modern software engineering approaches and
discipline make it an undesirable language for the development of large, general purpose DoD
software applications. C can offer benefits when used specifically for systems level programming,
when required for especially compact or efficient code, or when used at an interfacing level where
direct bindings to high level languages do not exist. The use of C in general purpose applications
is often justified by a large population of "trained" C programmers; however, useful C code on

April 7, 1997 3.2-42 Version 3.1



Information Technology Standards Guidance Software Eneinrerngi Services

large projects can only be developed by those few, highly self-disciplined, virtuoso, software
engineers.

C++ is an emerging language with no current standard, although AT&Ts Bell Labs, where the
language originated and where development has continued, have produced defining
documentation for the language, incliding The C++ Programming Language by Bjame
Stoustup, one of the principal developers of the language. The lack of a current compiler
standard makes C++ source code portability problematic. This is further complicated by the
current popularity of C++ in the development of Graphical User Interface (GUI) based
applications, which rely heavily on compiler vendor-specific interface libraries. Because the
mechanics of the C language are embedded in C++, it is susceptible to many of the above noted
difficidties with C, despite the introduction of OOP software engineering into the language.

3.2.3.3A4 Portablity caveats. Differences between ANSI C and K&R C can be significant and
can affect portability. Furthermore, the lack of a current compiler standard makes C++ source
code portability problematic.

3.2.3.3.5 Related standards. No related standards to C or C++ are known.

3.2.3.3.6 Recommendations. ANSI/ISO/IEC 9899:1992 and FIPS PUB 160:1992 are the
recommended standards for legacy systems written in C and C++ languages. Use of C++ for the
development of critical systems applications is not recommended.
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3.2.3.4 FORTRAN. FORTRAN, which is an acronym for FORMula TRANslating system, is a
programming language originated in 1954 and designed to supr irt scientific and engineering
applications requiring calculation-intense computing. FORTRAN is the oldest surviving HOL and
existing applications may have been developed in several diale ; of the language: FORTRAN IV
dates to 1962 and was standardized in 1966 (sometimes called FORTRAN 66) due to the large
number of non-portable variants of FORTRAN IV which had been developed; FORTRAN 77 was
a major extension to FORTRAN which introduced C and Pascal control structures into the
language to limit the FORTRAN "spaghetti code" problem; and FORTRAN 90 is a further
extension to the language to include flexible, modem data structures into FORTRAN. Most
FORTRAN legacy programs have been developed under FORTRAN IV and FORTRAN 77.
FORTRAN 90 has not gained wide spread acceptance within the FORTRAN programming
community.

FORTRAN supports data typing by providing primarily numeric data types (INTEGER, REAL,
DOUBLE PRECISION, COMPLEX), LOGICAL, and CHARACTER to support characters and
strings (as arrays of CHARACTERs). Through FORTRAN 77, iarrays were the only composite
data tyne supported. More advanced data types are supported in the FORTRAN 90 standard.
FORTRAN 77 does not support dynamic data structures or address pointers. I/O library by
FORTRAN includes extensive I/O capabilities explicitly in the d finition of the language.
Additionally, a standard defining a FORTRAN 77 binding to POSIX has been developed by the
IEEE as the 1003.9 standard. FORTRAN has explicit support fcr high level mathematical
functionality, unlike C and Ada, where mathematical library units are defined externally to the
base language. Basic logical operations are fully supported in I ORTRAN. The LOGICAL type is
functionally equivalent to the Boolean type in Ada. The "ELSE" construct was not supported in
FORTRAN prior to FORTRAN 77. A CASE or SWITCH logical control mechanism is not
supported in FORTRAN. Fixed ,oint arithnm.vtic is not explicitl supported in FORTRAN.
Floating point is supported though the REAL ,and DOUBLE PRECISION types. FORTRAN
supports implicit typing of REAl. and INTEGER variables. Timing functionality, either simple or
for concurrent operation, is not supported by FORTRAN. FOR ,RAN contains no object-oriented
capabilities, though work in this area is being pursued by ANSI.

FORTRAN is included in the ITSG discussiol, of programming languages in deference to the
large amount of available legacy engineering and scientific sc . e written in the language.

3.2.3.4.1 Standards. Table 3.2-21 presents standards for FOIE kN.

TABLE 3.2-21 FORTRAN standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifecycle)

NPC ANSI FORTRAN-90 X3.198.1992 Adoled
(Ap~pmvd)

IPC ISO FORTRAN-90 1539:1991 AdopCed
(Appmed)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC NIST RORTRAN-77 (adopa ANSI X3.9) PI1S PUB 69-1: Adopted

1985 (Apmved)

NPC ANSI FORTRAN.77 X3.9.1978 (RI9S9) Adopted
(Appved)

NPC ANSI Objet F40RTRAN TBD Iafowaldonal
II rD)

3.2.3.4.2 Alternative specifications. The so-called "VAX Extensions" to FORTRAN 77 are
widely supported. The IBM Systems Application Architecture (SAA) FORTRAN binding to
SQL is also available, but is proprietary.

3.2.3.4.3 Standards deficiencies. FORTRAN 90 has not gained widespread acceptance in the
FORTRAN programming community. Vendors have selectively implemented FORTRAN 90
attributes into their compilers. The few existing FORTRAN bindings to OSE component sub-
systems are based upon FORTRAN 77. FORTRAN 77 does not supply a fully modem set of data
types, control statements, and modularity support. In FORTRAN, the EQUIVALENCE
statement can be used to break explicit typing of data.

Because of the nature of the language, the IEEE 1003.9 specification of the FORTRAN binding
to POSIX is less stringent and more vendor and implementation dependent than IEEE 1003.1 and
1003.5 (C and Ada bindings, respectively).

3.2.3.4.4 Portability caveats. Older versions of FORTRAN, particularly FORTRAN IV, exhibit
many portability problems, hence, the advent of FORTRAN 77. Legacy software writtcn in
versions of FORTRAN earlier than FORTRAN 77 can be expected to be difficult to port between
platforms or operating systems. Modem compilers have been selective in "choosing" features of
FORTRAN 90 to implement. This can cause obvious portability difficulties.

Numeric precision of REAL and DOUBLE PRECISION data types has been a historical trouble
spot for porting of FORTRAN source code between platforms. The FORTRAN 77 standard
addresses this problem. However, older FORTRAN IV applications may still exhibit these
problems.

The use of special features for I/O, such as 1/O handling features specific to the hardware,
compiler or operating system, can lead to portability problems. FORTRAN IV legacy software
can contain OS specific 1/0.

Portability of FORTRAN across different operating system and hardware suites is subject to
errors brought about by differences between FORTRAN compiler implementations and
hardware/operating system internal numerical representations.

April 7, 1997 3.2-45 Version 3.1



Informatian Technnlnyv Standards Guidance Software Engineering Service2

3.23.4.S Related standards. Other than the standards referenced above, there are no other
standards applicable to FORTRAN for compiler or user-defined data typing. The only standard
related to math functions is the IEEE 754 floating point standard.

3.2.3.4.6 Recommendations. IS01539:1991/ANSI X3.198:1992 and NIST FIPS PUB
69-1/ANSI X3.9:1978 (R1989) are the recommended standards for FORTRAN-based legacy
systems. NIST FIPS PUB 69-1 is the recommended standard for legacy FORTRAN development.
FORTRAN has been used traditionally for scientific processing. Although FORTRAN-90
contains added capability over FORTRAN-77, it does not contain any capabilities making it
preferable to Ada for DOD applications. FORTRAN should not be chosen for the development of
new DOD applications and should be used only to maintain legacy software. I/O based on the
IEEE 1003.9 specified library is preferred for OSE systems.
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3.2.3.5 COBOL. COBOL, an acronym for COmmon Business Oriented Language, is a
programming language for use in financial and accounting applications. Created during the early
60s, COBOL is the most widely used language for data processing applications and has an
extensive software legacy. It was intended as a design for a common language that would enable
programs and programming techniques to be easily shared and transferred between machines.
Despite this design goal, COBOL programs are verbose and not truly seflf documenting, and are
difficult to maintain and tend toward "bugginess." COBOL is strictly for data processing
applications and has no role as a more general language.

Only two types of variables are recognized by COBOL, numeric and non-numeric. Arrays and
records are supported via the COBOL table and record description entry constructs. Dynamic
structures are not supported. COBOL has a strong set of file manipulation functions for data
processing applications. These functions are intrinsic to the language. COBOL supplies a minimal
set of logical and mathematical operations. No advanced mathematical functions are supported.
Logical variables are supported in COBOL via testable conditions. IF - ELSE control and
relational test operators are supplied. Basic mathematical operations to support financial
calculations are supported by COBOL. COBOL is not a real time language. It supports neither
simple nor complex (e.g., concurrent) timing functionality. COBOL contains no object-oriented
capabilities, though work in this area is being pursued by ANSI.

3.2.3.5.1 Standards. Table 3.2-22 presents standards for COBOL.

TABLE 3.2-22 COBOL standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ (Lifecycle)

GPC NIST COBOL (adoptu ANSI X3.23c 1989 -nd X3.23b: 1993) FPS PUB 21- Adopted
4:1995 (Approved)

1PC ISO COBOL 1989:1985 Adopted
(Approved)

NPC ANSI COBOL X3. 23: 1985 Adopted
(Approved)

NPC ANSI COBOL X3. 23c 1989 Infomotio,.I
(Appoved)

NPC ANSI COBOL X3. 23: 1993 Ioformational
(Approved)

NPC ANSI Object COBOL TBD Infonnalional

3.2.3.5.2 Alternative specifications. No other specifications are known.

3.2.3.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.3.5.4 Portability caveats. The COBOL language has a design goal of transparent portability
of data across platforms. Portability of COBOL across different operating system and hardware
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suites is subject to errors brought about by differences between COBOL compiler
implementations and hardware/operating system internal numerical representations.

3.2.3.5.5 Related standards. The emerging standard for Object COBOL is referenced in the table
above.

3.2.3.5.6 Recommendations. NIST FIPS PUB 21-4/ISO 1989/ANSI X3.23 are the
recommended standards for COBOL. COBOL should be included in an OSE only to maintain
legacy software. However, Ada has been shown to be effective in these applications as well as less
costly to maintain than existing COBOL software. Furthermore, Ada includes features, such as
fixed point arithmetic, that have been identified as the cause of usability and portability problems
in COBOL legacy applications. The reengineering of COBOL programs to Ada has been proven
to be more cost-effective than maintaining the existing systems in the long term.
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3.2.3.6 JOVIAL. JOVIAL (Jules' Own Version of the International Algebraic Language) is an
ALGOL-like scientific and engineering programming language developed by Jules Schwartz of
Systems Development Corp. for the USAF in the 1960s. JOVIAL was the Air Force's solution to
the need for a better structured and more stable mathematical language than FORTRAN long
before the advent of Ada. JOVIAL includes unique data types for expressing real values.

3.2.3.6.1 Standards. Table 3.2-23 presents standards for JOVIAL.

TABLE 3.2-23 JOVIAL standards
Standard Sponsor Standard Standard Status

Type Reference DOD
(Lifecycle)

GPC DOD (USAF) JOVIAL (.73) ML-STD-1589: Adopted
1996 (Apprwe)

3.2.3.6.2 Alternative specifications. No other specifications are known.

3.2.3.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.3.6.4 Portability caveats. Portability problems related to the existing specification are
unknown.

3.2.3.6.5 Related standards. No other specifications are known.

3.2.3.6.6 Recommendations. MIL-STD-1589C is the recommended standard for JOVIAL based
legacy systems and software. JOVIAL has been used traditionally for real time and scientific
processing. The availability of Ada compilers and cross-compilers make Ada a cost-effective
alternative. In fact, the USAF has undertaken a policy of converting all useful, existing JOVIAL
software into Ada.
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3.2.3.7 MUMPS. MUMPS (Massachusetts General Hospital Utility Multiprogramming System)
is an advanced, high-level programming language and integrated database used for business
applications. It has extensive string handling functionality, making it suitable for databases with
large text entries. MUMPS, renamed M during 1993, has been widely used for the computing
needs of the medical community. Two major federal systems implemented with MUMPS are the
Veterans Affairs' Decentralized Hospital Computer Program (DHCP) and the DOD Composite
Health Care System (CHCS). MUMPS originated in 1965 and is based upon the 127 ASCII
characters. MUMPS adopts ANSI/MDC X 11. l-1995 and is currently being revised. A MUMPS
validation suite is available from NTIS.

3.2.3.7.1 Standards. Table 3.2-24 presents standards for MUMPS.

TABLE 3.2-24 MUMPS standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,,__,_ (Lifecycle)

GPC NIST MUMPS (AdorpU ANSIJMOC X11.11990) PIPS PUB 125. Adopic.I
1 :1993 (Apxpwed)

NP ANSI/MDC MUMPS X1111995 InfoImadonaJ

(Armoved)

3.2.3.7.2 Alternative specifications. No other specifications are known.

3.2.3.7? Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.3.7.4 Portability caveats. The MUMPS language is supported on a limited number of
platformnoperating system combinations.

3.2.3.7.5 Related standards. No other specifications are known.

3.2.3.7.6 Recommendations. The FIPS PUB 125-1 standard is recommended for MUMPS based
legacy systems and software. MUMPS provides unique large record length database capabilities
not found in other languages. However, currently underway is a development activity to provide a
library of Ada units which can supply MUMPS like functionality to software developed in Ada.
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3.2.3.8 Simulation languages. Simulation is the representation of selected characteristics of the
behavior of one physical or abstract system by another system. In a digital computer system,
simulation i done by software; for example, the representation of physical phenomena by means
of operatio .s performed by a computer system or the representation of operations of a computer
system by those of another computer system.

3.2.3.&81 Standards. Table 3.2-25 presents standards for simulation langauges.

TABLE 3.2-25 Simulation lan, uaaes standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

TMD TBD GPSS TBD-GPSS Infonnafagca
CrBD)

TBD T7D Simcrpt TED-Simcpt Informatial
(TBD)

TBBDTED Simuwa THD-Siw.la Woam.fizpu
(TBD)

3.2.3.8.2 Alternative specifications. No other specifications are known.

3.2.3.8.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.3.8.4 Portability caveats. No portability of code can be assumed in the use of these existing
specialty simulation languages.

3.2.3.8.5 Related standards. No other specifications are known.

3.2.3.8.6 Recommendations. No standards are recommended for simulation languages. Special
simulation languages allow for rapid prototyping and development of quick use simulation tools.
Generally such software is not readily maintainable. Use should be limited to proof of concept
rapid prototyping, novel algorithm development and demonstration, and limited use simulations
which require an extremely short development cycle. Major simulation efforts which require a
high order language should be implemented in Ada.
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3.2.3.9 Artificial intelligence languages. Artificial Intelligence (Al) languages are a subfield
within computer science concerned with developing a technology to enable computers to solve
problems (or assist humans in solving problems). The LISP (LISt Processing) language is the
most popular one for research in AI. LISP is a high-level, non-numeric language with the
syntactic distinction that there is no difference between the treatment of data and instructions.
LISP was developed in 1960 and its current, standardized version is referred to as Common LISP.

3.2.3.9.1 Standards. Table 3.2-26 presents standards for artificial intelligence languages.

TABLE 3,2-26 Artificial intelllkence lan~uam e standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CPC XiVpO PROLOG TBD-PROLOO Infomatio.,.

(Daf)
NPC ANSI/X3JI3 Common LISP (X3.226 Pogrsmming Lmogu~ge Cormoui X313,92-101 Indoormaion.&

LISP) (Daft)

NPC IEEE AM-ESTAM SC 20, PAR 1232 Iofonmjiostal
(Dimf (CD))

NPC ANSI Common LISP Objec System (CLOS) TBD Informationd
(Drtft (CD))

NPC aEEE wrntemalifty of Knowledge-H Systems TBD- Ifformatio.tal
leropemb)lity of (Fomuaive)
Kwwedgo.Basl

Systms

3.2.3.9.2 Alternative specifications. No other specifications are known.

3.2.3.9.3 Standards deficiencies. Deficiencies in the existing standards are unknown. Currently
standards are being developed for Common LISP and PROLOG. Common LISP is more popular
in the United States and PROLOG is more popular in England and Europe, posing potential
interoperability problems.

3.2.3.9.4 Portability caveats. No portability of software written with these languages can be

guaranteed.

3.2.3.9.5 Related standards. No other specifications are known.

3.2.3.9.6 Recommendations. No standards are recommended for artificial language standards.
The current generation of artificiai intelligence languages are laboratory tools useful in the study
of Al concepts. Generally such software is not readily maintainable. Use should be limited to
proof of concept rapid prototyping, novel algorithm development and demonstration, and general
Al research activities.
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3.2.3.10 Fourth generation languages. Fourth generation languages (4GLs) are designed to
improve the productivity achieved by HOL (third generation) languages and to make computing
power available to non-programmers. Features typically include an integrated database
management system, query language, report generator, and screen definition facility. Addition
features support function, financial modeling, spreadsheet capability, and statistical analysis
functions.

3.2.3.10.1 Standards. Table 3.2-27 presents standards for fourth generation languages.

TABLE 3.2-27 Fourth generation languages standards

Standard Sponsor Standard Standard Status
Type Reference DoD

_(Lifecycle)
N/A N.A. None N.A. Infoa•monai

(N.A.)

3.2.3.10.2 Alternative specifications. The only available specifications are proprietary.

3.2.3.10.3 Standards deficiencies. All 4GLs are proprietary. Therefore, 4GLs have not been
standardized, and creation of a 4GL standard is not planned. Furthermore, 4GLs often lack the
functionality to define a complete system within their specification language. They are not
integrated, making them incapable of linking the various parts of the system. They make
inefficient use of machine resources, and are very expensive in terms of hardware requirements
and/or software license fees.

3.2.3.10.4 Portability caveats. Portability problems relating to the existing specification are
unknown.

3.2.3.10.5 Related standards. The ANSI/ISO/IEC 9075-1992 standard, Database Languages -
SQL, is related to 4GLs.

3.2.3.10.6 Recommendations. No standards are recommended for 4GLs. Implementation-
defined features and other nonstandard features of the programming language must be avoided.
The 4GL situation is improving. For example, AdaSAGE was developed for the government to
provide tools and an environment for Ada programmers to develop major nonproprietary systems
completely in Ada.
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1.2.4 Bindings. Language bindings are interfaces to operating systems, network software,
graphical user interfaces, database management systems, and other system software specific to a
programnming language. Bindings define conventions for accessing functionality of the specified
suih-system. Calling conventions include the name of the functional service called, the arguments
to be included in the call, the data type of these arguments, the order of the arguments, error
conditions which may result, and returned values. Because of the extensive lists of available
bindings for some languages, only a small subset of the availabit. 'Aindings will be listed for each
language. References to complete listings of bindings for each 1: - uage are included.

3.2.4.1 Ada bindings. Few Ada bindings currently are implemented, although many standards
exist or are in development for Ada bindings to OSE component sub-systems. Due to the
importance of the Ada language, many working group, are active in the development of
specifications for fft iy such bindings.

3.2.4.1.1 Standards. Table 3.2-28 presents standards for Ada bindings.

_ _ _ _ TABLE 3.2-28 Ada bindines standards
Standard Sponsor Standard Standard Status

Type Reference DoD
~DC da mguo Ini,~~a.PutI Bidia fo - Lifec cle)

NPC EM PSXAaIigutehefc Pn1 idn o 1003.5:1992 Adopted
System API (Approved)

[PC ISO DE1ta-uaLAagMaoSQL (sismeas ANSI X3.135-1992) 9075:1992 Adopted
(Approved)

weC ISOIIEC AdaBinig. of PHIOS(binding forAda-83) 9593-3:1990 Adopted
(Approved)

ape NIST P9115 Language bindings- Pad 3: Ada (binding for Ada- IP11S PUB Adopted
83) 153:1992 (A1proood)

NPC ANSI SQL Ada Mtodule Boiansiot,. (SAME) (butding for Ads- X3. 168-1989 Adopted
83) (Approved)

NPCAIPC ANSVNIST SQL and Ada Bindings (ANSI X3.135:1992) (binding for X3. 135:1992 IPS Adoptdd
Ada-O) 127-2:1993 (Appiivrod)

[PC ISO Interfacing techniques for dialognon with, grqddru) 938.3:1994 Adoplted
devices(CODI)-Lnoguage Bindings - Ps,.~ 3: Ada (Aprwoved)

IPC ISO/IEC SQL Ada ModueDesrioption Lngoagr)(SAMeDL). First 12227:1995 Adopted
Edition, (Approved)

[PC ECMA Portable Commnon Tool Environment (PC(S) - Ada 162 (1991) Informational
Prograrrmoing Lainguago Biodiog (Approvd)

IFPC ISO Grapoiwni Kernel System forThre~e Dimnsiooo )GKS-3D)) 8806-3:1988 Info---ationa
lnnguago biodings -at 3: Ada lbindog for Ad&-83) (App-oed)

OPe DOD) USAF STARS X-Windomo binoding (actually a binding to STARS Informational
Xlib and Xt) (Appaoved)

[PC t(CMA PCTE - Extensions for Support of Fineralno Cbject - Ada 229 (1995) Iofonatiooal
Programminog Langonge Biodiog (Approord)

NPC ANSI CKS Logtsae Biodings for Ada X3. 124.3-1989 Ioformaosooo.
JApp-evd)
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Standard Sponsor Standard Standard status
Type Reference DoD

_______I (Lifecycle)
'PC ISO 01(5 Lwgaaao Bindings - Past 3: Ada. 865 1-3:1938 Iofomtasoml

(Appoved)

GPC NEST GXSBinagfoeAda P11S PUB 120- Infossndal
1:1994 (Appoved)

NPC IFIM POSIX Ada Langusage Intetfacr - Put 1:Binft for IWS3.Sb:1996 Infouoadoaa
Ra.JhmoEztmnio (forsmar 1003.20) (Approved)

IPC 1SDAEC Pff105 PLUS/Ads bindings (bdindig for Ada-33) 9593-3 PDMM 1 dofoDroft)osa

[PC ISO Generaic: Package of Binmnsat Ructins, ((SPEP) (binding IBD-Genooio Infosmtoa
for Ada-83) Package, of (Draft)

Eleenar
Functsions (OPEP)
Oidning for Ada.

__________________________________________ 83) ________

NPC MR PosIX -PM- 1: Systm, ANI Anninanskna: Real-limo PIOD3.21 Informational
Distribtoed Systemts CDoWUNucuaions (Draft)

[PC ISO Ad& Enr-_ Nummee Working GrouspPrimitive Rostioan TBD-Adalumienr Infononlional
(binding for Ad&-83) Numeocs Working (Draft)

Groop Primitive
Rsuctiort (b50dsig

for Ada-83)
TED ITED Ad.oSemsuienntseace Specification (ASIS) bindiag is TBD-Ad erassmtic, Informational

planned for approved on the asummer "f 95) Interface (Draft)
Specification

(ASkS) (bisnding is
pianeed for

approval w the
astamserof 95

'PC ISO/IEC Inifomnntioss Resource Dictionary System (am1)) Soervices 10728 WDAM Informational
Interface Asmendment 2: Ads bindings (binding for Ada-83) 2:1993(E) (Draft)

GPC NIST Initmia Graphics Eoduoigo Spocificationt (IGES): v. 5.2 OR P1PS PUB 177-1 Informational
6.0 (future) )Forontaivr)

NPC lWEE Uniform Application 'roptaruanosg Interface,. Graphica P1201.1 Informsoratosl
UseoWrlntoefcs (binding for Ads,83) (Formaotive)

NPC lOSE Ade. binding to PIOD3.2 (binding for Ada-83) TED-AdR bindiog Informationoal
to P1003.2 (biodiog (Fcormative)

_________ ________ _____________________________ for Ad.-83) ______

NPC EIA CASE DWat Interchango Format (CDIF) Ada bindings TED Informational
(bisnding for Ada-83) (Fornostivo)

TED TED Stanidard Generalized Markup Languago (SGML) Ada TED-Stwandar Infoooatiooal
bindings Geurethurd (Formaive)

Markuop Lantguage
(SGML) Ada

bindings ___ ___

TED TED Trantsressuion Cootrol Proserol/lotemet Protocol (TCP/IP) TED.Tranaomissooo lofoooatjooo
Ada bindings (binding for Ada-83) Coowre (Formativr)

Ftotmoollltemet
Protocol (TCP/IP)

Ada bindings
(binding for Ada-

83) _________

IPC Is /IEC XC.25 Ada bsodtlngt (bintding for Ads-83) X.25 Ada bindings Informational
(binding for Ads. (Foeinstivr)

TE3D TED Geoeric Package of Pfmtoitjo Functioos (GPPF) (binding TED-Generic Ioformational
for Ada-83) Package ot (TED)

Prioitive Functioos
____________ ___________ ______________________________________ (OPPF) (brinding for ________
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
Ad&83)

NPC ANSI/ASNE Dzd q forc Oth'&OU Y14.26M:1989 InfomtMlADdk~lum Vol& aS,",fted
L --------- A

3.2.4.1.2 Alternative specifications. The following specifications are also available:

a. Rational Systems: X Windows Xlib implementation.

b. U.S. Army HQ Communications-Electronics Command (CECOM), Center for
Software Engineering, report on "Thin" Ada Binding to P 1003.4 describes a
possible Ada-language interface with the proposed IEEE P1003.4 ic.l time
standard.

3.2.4.1.3 Standards deficiencies. Most bindings standards are still incomplete and Ada bindings
are needed for many standards. No formal standards or specifications for bindings exist between
Ada and any graphical user interface. However, the USAF STARS program has developed an
Ada binding for Xlib and the Xt Intrinsics.

The IEEE P1003.5 Group has defined an Ada binding to the POSIX operating system kernel
which parallels the IEEE 1003.1 C binding. This binding does not include functionality similar to
the IEEE 1003.2 POSIX C binding standard for Shell and Utilities. The IEEE P1003.20 Group,
which is defining Ada bindings for the POSIX.4 real time extensions, w?s formed in July 1992.
Few or no Ada bindings are defined for other IMS sub-systems.

No open standards or de facto specifications exist for a common, GUI-independent Interactive
Design Tools Interchange Format (IDTIF) (e.g., Motifs User Interface Language (UIL) and Sun
Microsystems' DEVGUIDE), that would allow different tools for developing interactive,
graphical, windowing applications to exchange graphics objects and basic screen information.
Work in this area is in progress in the Open Software Foundation's (OSFs) User Interface
Management Services (UIMS) working group and as a part of X/Open's GUI research. Presently,
few Interactive Design Tool products are available. Those that exist are just maturing and
generally do not work with other tools.

Language bindings for character-oriented GUIs (i.e., the display, manipulation, and management
of objects in windows on a character-oriented (non-bit-mapped) screen) are needed.

3.2.4.1.4 Portability caveats. It is possible to implement the X Window system in Ada, but this is
a substantial amount of work. Some proprietary 4GL GUI builder products claim to have direct
Ada bindings to Motif. Ada code can interface with the X libraries, which are written in C, but the
Ada and C progranuung languages have fundamental incompatibilities. A number of COTS
products support or supply such bindings.
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3.2.4.1.5 Related standards. No other specifications are known.

3.2.4.1.6 Recommnendations. The standards identified as adopted should be selected as needed.
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3.2.4.2 C language bindings. C has been the language of choice among commercial software
developers over the past decade for the development of interface bindings for SQL,
communications, windowing systems, and operating systems. This "choice" has been formalized
by the explicit generation of C binding standards for the various aspects of POSIX. Other
languages which must interface to these support areas often are written with a library layer which
binds to an existing C interface library. C++ is emerging as the language of choice among
commercial developers for GUI based applications.

3.2.4.2.2 Standards. Table 3.2-29 presents standards for C language bindings.

TABLE 3.2.29 C lanauaze bindines sta #ards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

[PC ISOIIEC Graphical Kennel Syate for 3 Dimensions (UICS-3D) 8806-41991 Informational
L.Anguage Bindings, Part 4: C (Approved)

[PC ISOIIEC PHIGS3 Lsgoage Binding, Puet4: C 9593-4:1991 Informational
(Approved)

NPC EM Open Systems Interconnection (GSI) Absntrac Data 1327:1993 Informational
Manipulation C L.angessge Interfaces - Binding for (Approvd)

________ ________ Applicatist oProgrren Interface (API)
NPC 1REE X.4M0BuW Eletonbic Messaging C L.snpgusg Interfaces 1327.1:1993 Inforenational

- Binding for API (App-eod)

NPC lIrs Directory Services C Langoaes Interfacsos. Binding for 1327.2:1993 Informational
API (Approvod)

[PC ECMA Portable Conmmon Tool Enviromuaent (PCIB) - C 138 (1994) Informastional
Programmoing Language Bindin (Approved)

[PC ECMA PCTE - Extensions forSupport of PineýGse-in (Objects - C 228 (1995) Informstional
Programmning L.anguage Binding (Approved)

GPC NIST Portable Operating System traieue(POSIX(.Systemo FIPS PUB 15 1. Ioformational
Application Program n terface/ C Language (adopt& 2:1993 (Approved)

____________ISOIIEC 9943-I1:1990)
[PC ISOIIEC Portabe OperatigSystm Interface (POS1X)Part 1: 9945-1:1996 linfonoatiooal

System API (Replsces ISO 9945-I1:1990 end incorporstes (Approved)
[BEE 1003.1b, 1003.1ce. sod103.1i0

[PC ISO/IEC information Resource Dictionary Systemo ([EDS) Services 10128:1993 Informational
interface (Approed)

[PC ISO Portable Cooooon Tool Environmentsr (PCTE) - Part 2: C [3719-2:1995 Informastional
Progrsmmnoag Language Bmndong (App-oed)

[PC ISO 01(5 Langoage Binding, - Putr 3: Ada 8651-3:1988 intformational
(Approved)

NPC IEEE 051 Application Programo Ioterface (API) - ACE end P1[352 Informational
Presentation Layer API [C Binding! (Draft)

[PC ISO/SEC Image Processing sod Interchtange ([P1) APN Lanigoage CD 12087-4: Iftfonnation.l
Bindings, Pailt4: C (Draft)

[PC ISOIIEC Information Resoorce Dictionary Systemo (RDS) Service. 10728 AMD nomtoa
Interface Amntrdment 1: C Lantgoage Binding 1:1994 (Draft)

[PC ISO/SEC Information Teconology - Portable Operating Systeom 9945-1:1990 Ioiooostional
interface (POSIX) - Part 1: Systemt Application Programo (Superseded)
Interface (API))C lagosgel, (so profded by FIPS P1/B

______________ ~~15l-2: 1993) _______ ________
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3.2.4.2.4 Alternative specifications. The SAA's SQL bindings to C are also available.

3.2.4.2.5 Standards deficiendes. Many standards lack a C binding, even in draft form, although
more standards support C bindings than any other language.

3.2.4.2.6 Portability caveats. Portability problems related to the existing bindings are unknown.

3.2.42.7 Related standards. Other related standards are unknown.

3.2.4.2.8 Recommendations. No standards are recommended for C Bindings. C bindings should
be used only in the absence of an equivalent Ada binding. A layered Ada-to-C binding approach
should be taken to allow rapid migration to the Ada binding when it becomes available.
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3.2.4.3 FORTRAN bindinp. FORTRAN, because of its historic usefulness and populrity, has
been the subject of bindings definition by several standards organizations. These standards and
specifications are for standards bindings to the FORTRAN programming language.

3.2.4.3.1 Standards. Table 3.2-30 presents standards for FORTRAN bindings.

TABLE 3.2-30 FORTRAN bindinD standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPC IEEE POSIX FORTRAN 77 L.,mgusg latefwac - Put I: 1003.9:1992 Iaformsodaw
Binding for Sysao API (Approved)

IPC ISO GXS-3D FORTRAN binding 8806.-:1988 lnioosationil
(Approv4

IPC ISO Apoendix for COBOL, FORTRAN, Pacal, w ad PL/1 9075:1992 Informastioai
Wdling& to SQL2 (Tredai¢c l (otnt of ISO 9075:1988, Appendix (Approved)

SQL. is retained w a leve, of the 1992 •,•d__I_
IPC ISO/IEC PHIOS FORTRAN tonding 9593-1:1990 Infomeaioew

(Approved)

GPC NIST PHIIGS FORTRAN bibding (Adope. ISO/IEC FIPS PUB Infonreaioeal
9593.1:1990) 153:1992 (Approved)

GPC NIST FORTRAN binding to OKS FIPS PUB 120. Inforatzionsl
1:1994 (Approved)

NPC ANSI PH1GS FORTRAN binding (X3.144.1) X3.144.1 Infonnalionsl
(Approved)

NPC ANSI FORTRAN binding to OKS X3.124.I-1985 Inionnatioal
(R1991) (Approved)

NPC IEEE FORTRAN-90 bindings to POSIX 1003.19 I(Dfooot)ioaj

3.2.4.3.2 Standards conformance. Conformance to the ISO/ANSI 1539-1990 standard or FIPS
69-1 is required.

3.2.4.3.3 Alternative specifications. No other specifications are available.

3.2.4.3.4 Standards deficiencies. Many standards lack a FORTRAN binding, even in draft form.

3.2.4.3.5 Portability caveats. Portability problems related to the existing bindings are unknown.

3.2.4.3.6 Related standards. Other related standards are unknown.

3.2.4.3.7 Recommendations. No standards are recommended for FORTRAN. Work on IEEE
1003.19 has been suspended. FORTRAN bindings should be used only in the absence of an
equivalent Ada binding. A layered Ada to FORTRAN binding approach should be taken to allow
rapid migration to the Ada binding when it becomes available.
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3.2.4.4 Bindings to COTS products. These standards and specifications are for bindings for
COTS products to a programming language (i.e., Ada).

3.2.4.4.1 Standards. Table 3.2-31 presents standards for bindings to COTS products.

TABLE 3.2-31 Bindings to COTS products rtandards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC 0SF OSFMoW fWdi& to Ads TRD-OSFft.df Infomat
hin 8to A& (Am-oved)

IPC ISQOIEC SQL Ada Mod Daifiw on Logfe (SAMeDL), Fint 12227:1995 lasotmattonal
Eakjo (Approved)

TBD TBD Tranmission Cntrol ProtoolAstw Protocol (TCP/P) TED-Tcrsmirosn Infomadtonal
Ads bings (binding for Ada-83) Coat•l (Fonimfive)

Pwtocolflnteoet
Pwoocol CTCAPO)

Ada bindinge
(bNdiag for Ada.

83)

3.2.4.4.2 Alternative specifications. A number of Ada bindings to Microsoft Windows. These
are proprietary, as is Microsoft Windows, and should be used only to support legacy products.

3.2.4.4.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.4.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.2.4.4.6 Related standards. No other specifications are known.

3.2.4.4.7 Recommendations. No standards are recommended for COTS Ada bindings.
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3.2.5 Software Engineering Security Services. Security engineering activities are critical
processes during the software development life-cycle, as well as during system operation and
maintenance. Concentration on the analysis and allocation of security requirements is the major
goal to be accomplished. Once developed, software systems must take into account operational
concerns such as certification and accreditation, risk management, and accountability functions.
For users of the ITSG who are not familiar with security terminology, study of the followi'ng
references is suggested:

a. National Information Systems Security (INFOSEC) Glossary, National Security
Telecommunicatfons and Information Systems Security (NTISSI) No. 4009, 5
June 1992.

b. Glossary of Telecommunications Terms, FED-STD- 1037B, 3 June 1991.

c. Dictionary of Information Systems, ANSI X3.172, 1990.

d. Security in Open Systems - Data Elements and Service Definitions, ECMA
138:1989 (based on ECMA TR46:1988).

e. Glossary of Computer Security Terms, NCSC-TG-004, version 1, 21 October
1988.

3.2.5.1 Security models and architectures. (This BSA appears in part 2 and part 10.) Security
models provide the necessary basis for the development of security-related protocols and security-
related protocol elemnnts.

3.2.5.1.1 Standards. Table 3.2-32 presents standards for security models and architectures.

TABLE 3.2-32 Security models and architectures standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

[PC ISO OS1 Basic Reference Model, Pat 2: Secrity Architeadue 7498-2:1989 Infomrsaional
(,nte as CCI1r X.800: 1991) (Approved)

CPC CENiCENELEC/ Tauonomy of Secunity Standardization ITAEOV N69 Ver leformational
rTAEOV 2 of 4/30/1992 (Approved)

[PC ECMA Seouity in Open Systems - Data Element and Service 138 (1989) [ifonrationsl
Definitions (Approved)

[PC I)CMA Security in Open Syitems - A Securty Frareswork TR/46 (1988) Informational
(Approved)

GPC NIST Guideliane for Swcrity of Computer Applications FIPS PUB 73:1980 Infoonational
(Approved)

[PC ITU-T Security Architcre for OSI for CCfT Applications: X.800 (1991) lnfornational
Security, Structure, and Application. (Approved)

CPC X5Ope Security Guide (Second Edition) G010 (2/91) Informational
(Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

_________ _________ ____________________________ __________ (Lifeccle)
[PC flhi-T Reference Model of OSE for CCirr Aplcalions-Data X.200 (1939) folmodnatiald

Communicatzions Networka-OSI Model and Notalion (Approved)
______________ ______________Services Defaition _______ ________

WPC ISO 051 Basic Reference Model, Paut 3: Nameint and 7493.3:1999 Infoanloa
AddesingU (Approved

IPC ISO OS! Baoic Reference Model. Pact 4: Mmnaleeorn 7498-4:1989 lnfo~MatorAl
Franewock (Approved)

IPC ISO/IEC OSI lhDircory: AbstactServie Defitdaon:(tamase 95"43:1993 (or Info calajo
ITt).TX.S1l (1993) 1994) (Appmoed)

IC ISO/IEC OSI Mwe Directory: Procedures for Distrieted 9594-4:1993 (or Informational
Opeoeliona:(samne as ITI.T X.519(1993)) 1994) (Appe-ed

weC ISO/iEc 051 TheDircory: Autimotcation Freamework (satnoas 9594-8:1993 (or Informational
1TU.T X.509 (1993)) 1994) (Approved)

ICISO OS! UJpper ayer SoauitY Model 10745:1993 Iftfortooonoal
(Approved)

CPC X*Vpen Distributed Security Frarnewodk 0410 (12,94) Infornusjoeal
(Approved)

IC CCEB Commoon Criteria for lefoagention Tedeaology Securiity CC versonos 1.0: Fineeqiog
Elvaluation, (CC) Voviore 1.0 1996 (Draft)

NPC IEEE Wode tothe POSIX Open System survircemneot -A P1003,22: 1995 lofoennational
security Peanoework (Draft)

IPC ISOdIEC 031 Securtly Framneworks for Open Systroa. Poat 1: 10181-I lofornaltiool
Overview (Draft)

IPC ISO/IEC Guide to Open Systemse Securtiy 7R by rofoinativonal
JTCI/SC21INB333 (Draft)

IC ISO/IEC Mufatnegent Plan forSecurity JTCI/SC2I SD-? lofomtafliveol

I ~(Draf)

3.2.5.1.2 Alternate specifications. There are no alternate specifications.

3.2.5.1.3 Standards deficiencies. FIPS PUB 73 does not include information on modern security
concepts.

3.2.5.1.4 Portability caveats. Portability problems with tlee existing standards are unknown.

3.2.5.1.5 Related standards. There are no related standards.

3.2.5.1.6 Recommendations. The DGSA, Volume 6 of the TAFIM, is the abstract and generic
security architecture of the TAFIM. The DGSA provides security principles and target security
capabilities to guide system security architects in creating specific security architectures consistent
with the DGSA. The DGSA should be used by system security architects to develop logical and
specific security architectures.
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3.2.S.2 System development security. (This BSA appears in part 2, part 9, and part 10.)
Development of secure systems requires that security engineering be a key discipline in
conjunction with other system, software, and hardware engineering activities.

3.2.S.2.1 Standards. Table 3.2-33 presents standards for system development security.

TABLE 3.2-33 System development security standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

_________________________Lifecycle)

DISC DOD 7Ue DOD Trseold CrnspuerSyslovs EvaluationCriteria DOD5200.28. Mandated
STD: 1985 (Approved)

DISC DOD Trussed Network Insterpretation NCSC-TG-W5, MWaMdWe
Version 1: 1997 (Approved)

DISC DOD Trusted Database, Mansagemnst Systemn lmetpreulalen of the NCSC-TO-021. Mandate
Trusted Compumter Systemn Evaluation Criteria Version 1:199 (Approved)

CISC OSP Distributed Comsputinag Enviornoent (DCE) Secristy DCE 1.1 Secrsity Mandateod
Semi=ie Serviesa: 1994 (Approved)

DISC DOD POR1EZA Cryptologic Prograommen'Dwlde MD100DSSOI- MaodatodI
1.52: 1996 (Approved)

DISC DOD PORTIS2ZA Applicatioen Impesonton'DOude MD4002101-1.S2: Mwoodae
1996 (Approved)

DISC DOD Software Developmomn and Docusmoetation MIL-STD-498 Informatioesl
(Approved)

IISC ISO/IEC Sewate Life Cycle Processes 12207:1995 Iofoooatioe&]
(Approved)

NISC EMA Trial Use StaodW -t Standard for ldoforstion Technology E1AAEEE J-STD- teloooationatl
-Software, Lifo-Cycte Prcocresssa . Software Development - 016: 1995 (Approved)

Acouirer-SwuplicrAirrsement
CISC OSF Distibuterto Comnputing Environment (DCE) Rev. 1.2.2 IJCE Rev. Informational

1.2.2:1996 (Approved)

[PSC ISO 051 Basic Reference Model, Put 2: Security Architecture 7498.2:1989 Inforoational
(coame " CC17T X.800: 1991) (Approved)

dISC NIST Guidelina for Secuiy ofCompusterAppications M1' PUB 83:1980 tnfooostional
(Approved)

[PC ISO/IEC OSI The Diroctory: Abstract Servie Definition: lsame so 9594-3:1993 (or loifooosejen
ITU-T X.511 (1993)) 1994) (Approved)

IPC ISO/IEC 051 The Directory: Procedures for Distributed 9594-4:1993 (yr Ioformational
Operatiosrs(same so ITUT X.5 19(1993)) 1994) (Approved)

WPC ISO/tEC 05I11The Directory: Authrenticatioe Pramework (snneat s 9594-8:1993 (or ioforetntona(
ITU.T X.509 (1993)) 1994) (Approved)

CISC X/Opo G~eonetc Security Service API (O55-API) Boase C441 ((2/95 Informational
(Approved)

NISC IEEE IS0SIXIPant 1: Syrian APIt- Amoendmenton:Protection, IS1
0
03.1e; 1995 Legacy

Audit. and Control Iterofaceo (C Language). Draft 15 (Draft)

NISC IEEE ISOSIX Part2: Shell and Utilities.- Amoendmenot n: IS1003.2c: 1995 Erreergiog
P'rotection and Conrol1 ttilities. Draft IS (Draft)

CISC tE7h Geoneric Secrsity Semi"ce. Application P~regramo Interface. RISC 2018: (9f7 Esoergiog
Versto 2 (Draft)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
cc WITF Indeprow& Daoe Unit Phoerion Geneic Swotky dmftVidWFAnWp- Emeifng

Al:ication Promg Interface (IDUP-GSS-API) g.-06.tct. 26 (Draft)
November 1996

NPC IEE Stadard for lofogewrn Tednchogy - Software Life Cyde [JA Ifomao MW
I lonr 12207US-dde (Draft)

NPC IEEE Guide for lIformaiuo Tednology - Softwam Life clyde 1 nfonontio= l
Pmcee -Life Cyde DMt 12207.11US-dane (Draft)

NPC IEEE a Grde for Iformation Tedawolo. - Soaftwa Life Cyde IEEEJEIA Informatioe
Pwoere - apkwlnataaim Cnaideultr 12207.2US-di (Draft)

3.2.5.2.2 Alternative specification. There are no alternative specifications.

3.2.5.2.3 Standard deficiencies. Deficiencies in the existing standards are unknown.

3.2.5.2.4 Portability caveats. There are no portability caveats.

3.2.5.2.5 Related standards. DOD Directive 5200.28 "Security Requirements for Automated
Information Systems (AISs)," provides the DOD-wide program for AIS security. It provides
mandatory, minimum AIS security requirements for systems processing classified, sensitive but
unclassified, and unclassified information. For intelligence systems, Director, Central Intelligence
Directive (DCID) 1/16, "Security Policy for Uniform Protection of Intelligence Processed in
Automated Information Systems and Networks," and "Security Manual for Uniform Protection of
Intelligence Information Processed in Automated Information Systems and Networks," should be
used in conjunction with DOD 5200.28-STD. The following guidelines also are for use with
DOD 5200.28-STD:

a. NCSC-TG-006, Version 1, 28 March 1988, A Guide to Understanding Configuration
Management in Trusted Systems

b. NCSC-TG-007, Version 1, 2 October 1988, A Guide to Understanding Design
Documentation in Trusted Systems

c. NCSC-TG-008, Version 1, 15 December 1988, A Guide to Understanding Trusted
Distribution in Trusted Systems

d. NCSC-TG-018, Version 1, July 1992, A Guide to Understanding Object Reuse in Trusted
Systems

e. NCSC-TG-023, Version 1, July 1993, A Guide to Understanding Security Testing and
Test Documentation in Trusted Systems

3.2.5.2.6 Recommendations. The standards listed as mandated are recommended.
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Standard Sponsor Standard Standard status
Type Reference DoD

_______ Lifec dcL
CPc IHIF In~ndquead D~a wPteUnt aediaGood-, Sevent dmft-4d-csA-qt- nneqmg

Awiciw Program laeatwme (IUP-Gss-API gas.06.W. 26 (Draf)
______ ~Novemaber 1996 _ _ _

NPC WMS standard for Informadwo Tedumnoo - Softwar Life Cyde 113MIA loforraiuaboAl

IProcessed 12207US-dale (Draft)

NPC om Oil for tWormed= Todmology - Softwoune .i Cyde MIEESSA ldof~onoato
Prociesse -Life Cydo Oda 122DM.US-duee (Draft)

NPC WE UWde for teormeoomo TedUiozy . Software Li&e Cyde MEP41A lofmaoewaio
Procueeo - heploaemewsbo Cowarldajoos 12207.2US-date (Draft)

3.2.5.2.2 Alternative specification. There are no alternative specifications.

3.2.5.2.3 Standard deficiencies. Deficiencies in the existing standards are unknown.

3.2.5.2.4 Portability caveats. There are no portability caveats.

3.2.5.2.5 Related standards. DOD Directive 5200.28 "Security Requirements for Automated
Information Systems (AISs)," provides the DOD-wide program for AIS security. It provides
mridatory, minimum AIS security requirements for systems processing classified, sensitive but
unclassified, and unclassified information. For intelligence systems, Director, Central Intelligence
Directive (DCII)) 1/16, "Security Policy for Uniform Protection of Intelligence Processed in
Automated Information Systems and Networks," and "Security Manual for Uniform Protection of
Intelligence Information Processed in Automated Information Systems and Networks," should be
used in conjunction with DOD 5200.28-STD. The following guidelines also are for use with
DOD 5200.28-STD:

a. NCSC-TG-006, Version 1, 28 March 1988, A Guide to Understanding Configuration
Management in Trusted Systems

b. NCSC-TG-007, Version 1, 2 October 1988, A Guide to Understanding Design
Documentation in Trusted Systems

C. NCSC-TG-008, Version 1, 15 December 1988, A Guide to Understanding Trusted
Distribution in Trusted Systems

d. NCSC-TG-O 18, Version 1, July 1992, A Guide to Understanding Object Reuse in Trusted
Systems

e. NCSC-TG-023, Version 1, July 1993, A Guide to Understanding Security Testing and
Test Documentation in Trusted Systems

3.2.5.2.6 Recommendations. The standards listed as mandated are recommended.
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MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. MIL-STD-498 contains requirements for security and privacy for software
development and documentation. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640)
is based on MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use
standard. It is anticipated that J-STD-016 will be upgraded from trial use to full use and issued as
an ANSI standard in 1997. It is also anticipated that IEEF/EIA 12207US, the U.S. adaptation of
ISO/IEC 12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a
base standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service approval, until organizational processes
for IEEE/EIA 12207US are in place.

If FORTEZZA services are used, the following two guidelines should be consulted:

a. MD4002101-1.52, 3/5/96, FORTEZZA Application Implementors' Guide

b. MD4000502-1.52, 1/30/96, FORTEZZA Cryptologic Programmers' Guide,
Revision 1.52
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3.2.5.3 Personal authentication. (This BSA appears in part 2, part 3, part 9, and part 10.)
Personal authentication supports the accountability objective of being able to trace all security
relevant events to individual users. In addition to supporting unique identification, standards are
provided to authenticate the claimed identity.

3.2-9.3.1 Standards. Table 3.2-34 presents standards for personal authentication.

TABLE 3.2-34 Personal authentication standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecyde)

cPC 05p Dui~btmed Conmpwing Envigromen" M SDC'S DM' 1.1 5ecwity' Mw~daed
Srv Services: 1994 (Ap'roved)

GPC NIST Pauvwwd U.•a. FPS PUB ';" Mamd.d
19W5 (Aproved)

c OSF DinWAAbtd Cowpatng Envirwmmd (DCE) Rev. 1.2.2 DCI 4tV. 1o10MAMD6a
1.2.2:1996 (Approved)

OPC NIST Guidefim on Ev.aluion of Th.a4 for Awenutd FIPS PUB 48:1977 Infweonraonu
Ponal Idenudikabon (Approed)

IPC ISO/IEC lformnmon Tedmolo. - Open ystcm Ieftreo.m.etiw,. 9594-8.2:1993 Infonmsadol
Tho Direcory: Auhrdc.atiw Fruaewo k editio 2 (Same (Appmeed)

aw rTU.T X.509:1993)
GPC NIST Guid~ne for Us of Advamced Awuhroofiot• Tedwology FIPS PUB IafonansooMd

Aljtfives 190:1994 (Approved)

CPC 1 A One-Time Pas.wod Systas RFC 1938:1996 F.giag(Draf)

IPC CCEB Comman Criteria for Infomradon Tedwology Seurity CC Vertsio 1.0: Emegieg
Evaluaion,. (CC) Verion 1.0 1996 (Draft)

CPC MEWF The Ketbena Network Auowmicmoe c.'-"ic (WS) RFC 1510:1993 Infombnalo,
(Drdt)

3.2.5.3.2 Alternate specifications. There are no alternative specifications.

3.2.5.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.5.3.4 Portability caveats. OSF DCE Version 1. I's authentication service is based on
Kerberos Version 5 (RFC 1510), but is not totally compatible with RFC 1510. DCE 1.2.2 adds
testing and official support for Kerberos Version 5.

3.2.5.3.5 Related standards. The following standards are related to personal authentication
standards (particularly TCSEC):

a. DOD 5200.28-STD, DOD Trusted Computer Systems Evaluation Criteria

b. NCSC-TG-017, Version 1, "A Guide to Understanding Identification and
Authenticatien in Trusted Systems
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c. CSC-STD-002-85, "Password Management G0tideline"

d. NCSC-WA-002-85, "Personal Computer Security Considerations"

e. ITU-T X.509 (1993) (same as ISO 9594-8), The Directory: Authentication
Framework

3.2.5.3.6 Recommendations. The mandated standards are recommended.
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3.2.5.A Certification and accreditation. (T7his BSA appears in part 2, part 9, and part 10.)
Certification and accreditation constitute a set of procedures and judgments leading to a
determination of the suitability of the system to operate in the targeted operational environment.

Accreditation is the official management authorization to operate a system. The accreditation
normally grants approval for the system to operate (a) in a particular security mode, (b) with a
prescribed set of countermeasures (administrative, physical, personnel, communications security,
emissions, and computer security controls), (c) against a defined threat and with stated
vulnerabilities and countermeasures, (d) within a given operational concept and environment, (e)
with stated interconnections to other systems, (f) at an acceptable level of risk for which the
accrediting authority has formally assumed responsibility, and (g) for a specified period of time.
T'he Designated Approving Authority(s) (DAA) formally accepts security responsibility for the
operation of the system and officially declares that the specified system will adequately protect
against compromise, destruction, or unauthorized modification under stated parameters of the
accreditation. The accreditation decision affixes security responsibility with the DAA and shows
that due care has been taken for security in accordance with the applicable policies.

An accreditation decision is in effect after the issuance of a formal, dated statement of
accreditation signed by the DAA, and remains in effect for the specified period of time (varies
according to applicable policies). A system processing classified or sensitive unclassified
information should be accredited prior to operation or testing with live data unless a written
waiver is granted by the DAA. In some cases (e.g., when dealing with new technology, during a
transition phase, or when additional time is needed for more rigorous testing), the DAA may grant
an interim approval to operate for a specified period of time. At the end of the specified time
period, the DAA must make the final accreditation decision.

Certification is conducted in support of the accreditation process. It is the comprehensive analysis
of both the technical and nontechnical security features and other safeguards of a system to
establish the extent to which a particular system meets the security requirements for its mnission
and operational environment. A complete system certification must consider factors dealing with
the system in its unique environment, such as its proposed security mode of operation, specific
users, applications, data sensitivity, system configuration, site/facility location, and
interconnections with other systems. Certification should be done by personnel who are
technically competent to assess the systems ability to meet the security requirements according to
an acceptable methodology. The resulting documentation of the certification activities is provided
to the DAA to support the accreditation decision. Many security activities support certification,
such as risk analysis, security test and evaluation, and various types of evaluations.

Ideally, certification and accreditation procedures encompass the entire life cycle of the system.
Ideally, the DAA is involved from the inception of the system to ensure that the accreditation
goals are clearly defined. A successful certification effort implies that system security attributes
were measured and tested against the threats of the intended operational scenarios. Additionatly,
certification and accreditation are seen as continuing and dynamic processes; the security state of
the system needs to be tracked and assessed through changes to the system and its operational
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environment. Likewise, the management decision to accept the changing system for continued
operation is an ongoing decision process.

Standards for certification and accreditation services provide definitions and procedures for the
testing and -accreditation of computer systems in so far as their conformance with security
standards is concerned.

3.2.5.4.1 Standards. Table 3.2-3. presents standards for certification and accreditation.

TABLE 3.2-35 Certification and accreditation standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycde)
GPC DOD DOD C p Sysgwu Ev&Wbm Cnea DOD 5290.25- Mmdad

STD: 1985 (AW'awed)

arc NIST , idne for Compw Seamey Ceafficfiwu od FIPS PUB Wfom
Aocgdkaw 102:1983 (Approved)

IPC CCEBn moCntoa for lfomwojion Twednoho owey CC velo 1.0: EMOeqiog
Evaluatim, (CC) Veion 1.0 1996 (Daft)

GPC DOD DOD Informnion Teduwoogy Cdfiaduon wd DrIsCAP: 1996 lWfoona hol

AoooCw Prooen Io to)

3.2.5.4.2 Alternate specifications. No other consortia or de facto specifications are available.

3.2.5.4.3 Standards deficiencies. Because of its age, FIPS PUB 102 does not include services
for the certification and accreditation of all modem security concepts. No known up-to-date
standards exist for certification and accreditation.

Certification and accreditation evaluation criteria that address current information technology,
such as distributed computing and networking, are needed. As new criteria such as the Common
Criteria emerge, revision of existing certification and accreditation guidelines may be required.

3.2.5.4.4 Portability cavzats. Portability problems related to the existing specifications are
unknown.

3.2.5.4.5 Related standards. NCSC-TG-029, "Introduction to Certification and Accreditation,"
January 1994, discusses basic concepts related to certification and accreditation and is the first of
a series of guidelines in the "Rainbow Series" supporting the Trusted Computer System
Evaluation Criteria (TCSEC) standard.

3.2.5.4.6 Pecommendations. The mandated standard is recommended.

Procurements that require that an AIS be certified and/or accredited must reference DOD
Directi-ie 5200.28 and applicable designated approving authority guidance. DOD Directive
5200.28, "Security Requirements for Automated Information Systems (AISs)," requires
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certification and accreditation of AIS. FIPS PUB 102, Guidelibes for Computer Security and
Accreditation provides Federal guidelines for certification and accreditation. Because of its age,
this FIPS PUB does not include services for the certification and accreditation of all modem
security concepts. DOD 5200.28-STD provides criteria to assess security assurances of trusted
systems to specific classes. DCID 1/16 provides security requirements for systems processing
intelligence information.

The DISA CISS and NSA are each developing documents that will standardize the certification
and accreditation process within DOD. Each document is in draft form; final documents are
expected to be issued in 1997. The NSA doct.ment, "Certification and Accreditation Process
Handbook for Certifiers," will be published as a "Rainbow" series document supporting the
TCSEC standard. This NSA handbook focuses on certification and accreditation of standalone
systems. The DISA CISS document, "DOD Information Technology Certification and
Accreditation Process" (DITSCAP), will be published as a DOD publication. The DITSCAP
focuses on certification and accreditation in conjunction with the programmatic aspects of the
DII.
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3.2.5.5 Security risk mnanagemnent. (This BSA appears in part 2, part 7, part 9, and part 10.)
Security risk management supports accreditation through a risk analysis of an information system
and its operational environment, and the steps taken to manage the risk requirements.

3.2.5.5.1 Standards. Table 3.2-36 presents standards for security risk management.

TABLE 3.2-36 Security risk managenment standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_Lifecyde)

GPC DOD Th DOD TnmdComulr Sytms Evaludioo Crtesia DOD 520D.28- Moodgad
STD: 1925 (App-ovd)

OPC NMST idelim for the Amdyis of Lo*W Am Network Sanuiy FFS PUB Wdomniin
191:1994 (A p p rove d)

GPC NIST Goddeline for Aukmagod Dat Proceuing Risk Anmlyss FIPS PUB 65:1979 Infomulio"a
(Amwoed)

GPC NIST Oeidesh.. for Autro Ila Pmceuing PhysaJ FIPS PUB 31:1974 latormoaional
Sew*ty wd Risk Mmagement (Appoved)

3.2.5.5.2 Alternate specifications. No alternative specifications are known.

3.2.5.5.3 Standards deficiencies. Because of its age, FIPS PUB 31 does not include information
of all modern security concepts.

3.2.5.5.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.5.5.5 Related standards. The following standards are related to the TCSEC standard:

a. CSC-STD-003-85 25 June 1985, Computer Security Requirements - Guidance for
Applying the Department of Defense Trusted Computer Security Evaluation
Criteria in Specific Environments

b. CSC-STD-004-85, 25 June 1985, Technical Rationale Behind CSC-STD-003-85:
Computer Security Requirements - Guidance for Applying the Department of
Defense Trusted Computer Security Evaluation Criteria in Specific Environments

3.2.5.5.6 Recommendations. The mandated standard is recommended. Office of Management
and Budget (OMB) Circular A-I130, "Management of Federal Information Resources,' provides
guidance on effective security risk management of federal information systems. NIST Special
Publication 800-12, "An Introduction to Computer Security: The NIST Handbook" provides
additional guidance on risk management. DOD Directive 5200.28 requires a risk analysis of an
information system be conducted in its operational environment to support accreditation of the
information system. System implementors should perform the risk analysis in accordance witt.
CSC-STD-003-85 and CSC-STD-004-85 to determine the appropriate DOD-5200.28-STD cliss.
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3.2.5.6 Detection and notification. (This BSA appears in part 2, part 9, and part 10.) Detection
and notification objectives ensure that a secure system has the capability to recognize that it is:
under attack; may potentially enter a non-available state; has been compromised; or has failed in a
potentially compromising manner. Guidance in this area focuses on reporting detected security
critical conditions to proper authorities, and implementing predetermined corrective actions.

3.2.5.6.1 Standards. Table 3.2-37 presents standards for detection and notification.

TABLE 3.2-37 Detection and notification standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

amO DOD Mw DOD Trtd Complter Systems Evaluation Cnltaia DOD 520.289 Madated
STD: 1985 (Aprpmved)

[PC CCEB Common Citeria for Infomation Todmioioy scui CC Vamsion 1g0 Eiegig
Evaluation. (CC) version 1.0 1996 (D.)ft

3.2.5.6.2 Alternate specifications. No alternate specifications are known.

There are no alternative specifications.

3.2.S.6.3 Standards deficiencies. No standards deficiencies are known.

3.2.5.6.4 Portability caveats. No portability caveats are known.

3.2.5.6.5 Related standards. NSA's C-Technical Report-00 1, Computer Viruses: Prevention,
Detection, and Treatment, and NIST SP 800-5, A Guide to the Selection of Anti-Virus Tools and
Techniques, provide guidance on computer viruses. The following specifications support the
TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation

b. NCSC-TG-0 15, Version 1, October 1989, A Guide to Understanding Trusted
Facility Management

C. NCSC-TG-0 16, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.2.5.6.6 Recommendations. The mandated standard is recommended.
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3.2.5.7 Security recovery. (This BSA appears in part 2, part 9, and part 10.) Recovery guidance
defines provisions to allow system personnel or processes with the proper authorizations to repair
or eliminate the cause of security relevant failures, isolate compromised portions of the system,
and revalidate proper operations prior to returning the system to a fully operational secure state.

3.2.5.7.1 Standards. Table 3.2-38 presents standards for security recovery.

TABLE 3.2-38 Security recovery standard,
Standard Sponsor Standard Standard Status

Type Reference DoD
1 (Lifecycle)

GTC DOD DOD Tmed Computer Systems Evalatios Criteia DOD 520D.28. Mandated
STD: 1985 (Approved)

ire CCEB Common Crilmia for Indbrmouoo Tadanology Serity CC Venion 10 Eieglng
Ivvluation, (CC) Vensim 1.0 1996 (Draft)

3.2.5.7.2 Alternate specifications. No alternative specifications are known.

There are no alternative specifications.

3.2.S.7.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.2.5.7.4 Portability caveats. Portability problems with the existing standards are unknown.

3.2.5.7.5 Related standards. The following specifications are related to the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation

b. NCSC-TG-022, Version 1, December 1991, A Guide to Understanding Trusted
Recovery in Trusted Systems

c. NCSC-TG-015, Version 1, October 1989, A Guide to Understanding Trusted
Facility Management

d. NCSC-TG-016, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.2.5.7.6 Recommendations. The mandated standard is recommended.
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3.3 User interface services. User interface services define how users may interact with an
application. Depending on the capabilities required by users and the applications, these interfaces
may include window management, dialog support, and user interface security.

NOTE: throughout Part 3, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
C. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.3.1 Introduction. The user interface is a combination of menus, screen design, keyboard
commands, command language, and help screens, which create the way a user interacts with a
computer. The use of mice, touch screens, and other input hardware are included as part of the
user interface. A welt-designed user interface is vital to the success of an application.

A graphical user interface (GUI) lets users initiate, enter, and exit applications and manipulate the
commands in those applications primarily by the use of a pointing device (often a mouse). A GUI
uses a visual metaphor (icons) representing actual desktop objects. The user can access and
manipulate these icons with a pointing device on the display.

User Interface Services (UIS) provide a consistent way for the people who develop, admidnister,
and use a system to gain access to applications programs, operating systems, and various system
utilities, UIS standards define the multi-tier environment which exists between applications and
the operating system and hardware of the computer platform.

Historically, software applications interfaced directly to the operating system and even to the
platform hardware. The advent of the GUI and the desire for easy to use, platform-independent,
uniform interfaces for user applications have led to a layered approach to interfacing well
behaved, user friendly applications to operating systems and platforms. Modem GUI based
applications predominately interface through a high level Windowing Application Programming
Interface (API) which provides a common look and feel to users across applications via a supplied
toolkit of functions and data structures. This interface is explicitly designed to be platform
independent. The Windowing API interfaces to a Basic Windowing Toolkit which provides
middle level windowing functionality. At this level, the emphasis is also on platform
independence, but look and feel is not as tightly controlled as at the higher level. This basic toolkit
interfaces to a set of toolkit primitives which supplies an operating system and platform specific
interface. Thus, it should be possible to write cross-platform applications using Windowing API
calls and require implementation of platform and operating system specific tailoring at the
primitives level. These three intervening layers between the platform and the operating system are
the areas of concern for UIS.
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The Adopted Information Technology Standards (AITS) and ITSG recognize Institute of
Electrical and Electronics Engineers (IEEE) POSIX operating systems and hardware as the open
system of choice for the Department of Defense (DOD). Graphical user interface oriented
applications and environments are emphasized over character-based interfaces. This emphasis
arises from the realization that, for modem computer systems, GUIs can provide consistent, easy-
to-use software to users and thereby lower training time and expense and enhance individual
productivity. An information system architecture must address not only the technical features of
the user interface but also the human engineering considerations. Thus, many of the UIS standards
discussed in this part of the ITSG address the specification of aspects of a GUI environment
layering on a POSIX operating system.

The major UIS standards issues facing DOD is the widespread use within DOD of Microsoft
Windows (MS Windows) GUI platforms. This usage mirrors the 85% commercial market
dominance of MS Windows. While POSIX systems are the adopted DOD standard, the vast
majority of DOD systems are based upon MS Windows. Commercial users may accept the
proprietary MS Windows as a de facto standard, but 1-. DOT) OSE mandate does not allow the
adoption of this single vendor product as a standard: , ,, ... *: ': -,, total reliance of the US
defense establishment on the caprice of a single co) f- ; ,-,. .......... v:ke to economic and
office automation compatibility reasons, these platfor'ii, are commonly pi ..-.. !,r DOD
agencies and services in circumvention of the OSE utandards.

A solution to this issue ýs being sought in the current consortium deveiopme.tt activity by a
working group within the European Computer Manufacturer's Association (ECMA) to produce
an ISO standard for an Applications Programming Interface for Windows (APIW). The APIW
will be an open specification based upon key MS Windows 3.1 functionality. This ECMA/ISO
standard will allow eventual adoption, of the APIW by DOD as a GUI windowing API, thus
legitimizing existing Windows platforms and encouraging other vendors to develop alternate,
compliant UIS windowing products.

There are several standards defining organizations which are significant contributors to UIS IT
standards. To aid the reader in following the standards discussions in this chapter, these
organizations are briefing described in the following paragraphs.

The Nationkl Institute of Standards and Technology (NIST), part of the Department of
Commerce, is the primary standards defining agency for the US government. NIST, formerly the
National Bureau of Standards, produces the Applications Portability Profile (APP) and Federal
Information Processing Standard (FIPS). NIST Standards in this chapter are labeled as GPC.

The Institute of Electrical and Electronic Engineers (IEEE) is an open, non-profit standards
making body composed of over 10,COO engineers, scientists, and students in electronics and
related fields. IEEE produces telecommunications and computing standards include those for and
relating to the POSIX operating system. Adopted IEEE standards for UIS are noted as NPC.

The Open Software Foundation (OSF) is a non-profit organization which emphasizes the
development of open computing environment standard products. Motif and the Distributed
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Computing Environment (DCE) are their primary UIS standard specifications. r=S adopted
OSF standards ar CPC.

X/OPEN is a consortium of computer manufacturers which promotes the development of
information technology specific ins based on UNIX and provides a program for product
branding. X/OPEN standards are denoted as CPC.

The Common Open Software Environment (COSE) was a consortium of six UNIX vendors.
COSF ;n now defivct and its prin'axy standard specification, the Common Desktop Environment
(CDE) is now being developed by X/OPEN.

The Organization for International Standards (ISO) sets a broad range of international standards.
For information technology, ISO has established the Joint Technical Committee for Information
Technology (JTCl). ISO UIS standards are labeled as IPC.

Several standards, particularly those which relate to GUIs, are referenced by a number of base
service areas discussed i.i the following sections. Additionally, while ea:h set of standards
associated with a base service area are summarized in a table in each section, there is significant
overlap between these common standards. A summary of these key standards, the various base
service areas addressed by each, and the overlap of the standards is presented in the following
discussion.

FtPS 158-1, The User Interface Component of the Applications Portability Profile, October 8,
1993, adapts the X Protocol, Xlib Interface, Xt Intrinsics, and Bitmrrp Distribution Format (BDF)
specifications of the X Window System, Version 11, Release 5 (Xl 1R5). (See following
paragraph.) This current version supersedes the original FIPS 158, X-Windows User Inte.face,
May 1990, which was based upon X Windows System, Version 11, Release 3 (X 11R3) and
compatible with XI 1 R4. (The name of the older standard differs from the current standard as it
predated the existence of the NIST APP.) A new version, FIPS 158-2, is being developed to
adopt the new -A1 I1R6 windowing standard. Whenever FIPS 158-1 is referenced in a base service
area, it is the adcpted standard in the AITS. Components of this standard are referenced in the
following base service areas (BSAs):

3.3.3.1 Data stream encoding
3.3.3.2 Data stream interface
3.3.3.3 Subroutine foundation library
3.3.3.4 Raster data interchange
3.3.3.6 User Interface Management System
3.3.3.7 Data interchange format for GUI-based applications
3.3.4.4 Three-dimensional appearance

The original FIFS 158 is noted in these base service areas as a superseded standard which
supports legacy systems based upon X 11R3 and XI IR4. FIPS 158-2 is noted as a formative
standard in the base service area called Communications between GUI client applications.
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X11R6 is the current release (May 1994) of the X-Windows standard developed by the MIT X
Consortium. It is a GUI standard which provides portability of information across hardware and
operating systems and allows applications and resources to be distributed across a network, based
upon a client-server architecture. XI IR6 implements advanced windowing concepts and support
"thread safe" multi-threading. As no significant products are as yet available for the newly
released X11R6, the previous version, XI IR5, as adopted by FIPS 158-1, remains as the
accepted secondary reference standard for many UIS BSAs, including all BSAs noted above,
except Raster data interchange and User Interface Management System. Additionally, X 1IR5 and
XI IR6 are referenced independently in the following base service areas:

3.3.4.6 Customization to local norms
3.3.5.1 Independent window management services

XI R6 is listed as the primary standard in base service area cai!.J -. windows over Open Systems
Interconnection (OSI) at 3.3.3.11. Xl IR5 does not address this BSA.

OSF/Motif Version 2.0 is the cfrrent version (June 1994) of the Open Systems Foundation
specification for GUI behavior and screen appearance for applications running on systems that
support X 11R5. It includes an API consisting of a toolkit (adopted by IEEE MTE, 1295), a User
Interface Language, the Application Environment Specification (AES), and a style guide. It is
somewhat incompatible with the multi-threading implementation in the new XI 1R6 standard. As
no significant products are as yet available for the newly released Motif 2.0, the previous version.
Motif 1.2 remains as the reference standard for many UIS BSAs. Adoption of Motif 2.0 as an
ITSG standard will be delayed until an appropriate threshold of Motif 2.0 products is available
and until potential conflicts between Motif 2.0 and XI IR6 are resolved. Components of the
Consortia Public Consensus Motif 2.0 and 1.2 standards are referenced in the following base
service areas:

3.3.3.1 Data stream encoding
3.3.4,.2 Data stream interface
3.3.3.3 Subroutine foundation library
3.3.3.6 User Interface Management System
3.3.3.7 Data interchange format for GUI-based applications
3.3.3.8 X Logical Font Description
3.3.3.9 Compound text encoding
3.3.4.1 Application programming interfaces
3.3.4.2 User Interface Definition Language
3.3.4.3 GUI style guides
3.3.4.5 Interchange format for design tools
3.3.4.6 Customization to local norms
3.3.4.7 Language bindings for GUNs
3.3.5.1 Independent window management services
3.3.5.2 Multiple displays
3.3.5.4 On-line help
3.3.5.5 Drivability
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3.3.5.6 Commands, menus, and dialog services

The IEEE Modular Toolkit Environment (IEEE MTE. 1295) is a standard for GUI applications
and user interfaces to open systems and defines the application interface to display objects
(widgets) built upon the X Window System X Toolkit Inuinsics. It adopts the software interface
toolkit associated with OSF/Motif Version 1.2. As with Motif, the MTE definer. a C language
binding. It is referenced as an approved standard in base service areas Application programming
interfaces, 3.3.4.1, and Language bindings for GUIs, 3.3.4.7.

The Human-Computer Interface (HCI) Style Guide, Version 3.0, is a DOD publication that
provides a common framework for HCI design and implementation with particular emphasis on
standard look and feel for GUI based applications. It is currently published as volume 8 of the
Technical Architecture Framework for Information Management (TAFIM). This DOD style guide
is adopted as the AITS standard in the following base service areas:

3.3.2.2 Human factors for video -lisplay terminals
3.3.2.3 Human factors for keyboards
3.3.2.4 Human factors for non-keyboard input devices
3.3.2.5 Human factors for the physical environment
3.3.4.3 GUI style guids
3.3.4.6 Customization to local norms
3.3.4.9 Color use
3.3.5.4 On-line help
3.3.5.5 Drivability
3.3.5.6 Commands, menus, and dialog services
3.3.8.1 User interface security labeling

UIS standards must be consistent with other ITSG service areas. It has already been noted that
UIS standards are consistent with the DOD mandate of the POSIX operating system standard.
Three other base service areas discussed in this part of ITSG have a direct overlap with other
service areas. These areas and the overlapping service areas are listed below:

3.3.8 Security base service areas, cloned from the equivalent base service areas in
Security Services.

3.3.3.4 Raster data interchange, cloned from the BSA in Data Interchange Services
and coincident with the BSA in Graphics Services.

3.3.6.3 Electronic forms, cloned from the BSA in Data Management Services and
coincident with the BSA in Data Interchange Services.

Modern systems and applications are and will be based upon graphical user interfaces and the
associated standards for such systems. However, many legacy systems still include a large number
of character-based terminals. Base service areas for character-based display terminals discuss
standards which can be applied to such systems. No recommendations are made as to the use of
these standards on legacy systems, since such recommendations may be inappropriately or
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uneconomically applied to such systems. Should a new system be developed employing such
technology, the appropriate character-based standards should be used.
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3.3.2 User inteface hardware. User interface hardware deals with all forms of hardware used
to provide an interface between humnans and computers. These devices include, for examnple,
keyboards.

33.2.1 Keyboard device layout. (This BSA appears in both part 3, User Interface, and part 14,
Internationalization.) Keyboard device layout standards specify the arrangement of keys on a
keyboard.

3.3.2.1.1 Standards. Table 3.3-1 presents standards for keyboard device layout.

TABLE 3.3-1 Keyboard device layout stda rds _____

Standard Sponsor Standard Standard status
Type Refeirence DoD

[PC SOJEC bord eyvan fr~e dctfic Sylens - (Lifecyde)
IPC ISOMC Keyoar Iyou fo~et ad OfmSysem 95S.L,,8:1994 Mandated!

OPC DOD Melaty Standart! Keyboard Aeeangamntse ML471D.I280. infomlal
INotice 1,1969 (AM-rovd)

NPC ANSI Allocationof Letterto dKeysofNumericKeypads TI.703 (1995) Infnormaonn.J
(Approved)

NPC ANSI Coded Caracear Sets for Keyboad Ananjgement in ANSI X3. 114-1934 111fomoasionall
X4.23.1982mand X4.22-1983 (8.1991) (Approved)

NPC ANSI Keyboard Arrangem~eet X3.154-1988 loifornationsl
(Approved

NPC ANSI Alternate Keyboard Arrangement X3.207.191 lfniomadionall
(Approvd)

CpC XI2Pee Key Values (in Window Management, lIsse 3) XP'03 Vol,.6 C216 Informational
(Approved)

[PC ISO Keyboard Layouea for Nmreric Applicaeions 3791:1976 Informational
(Approved)

[PC ISOJIEC Nuoro Keyboard for Home Electronic Systems (HI(S) 946:1989 Infonoatlineal
(Approved)

[PC ECMA Commnon Secondary Keyboard Layow for IAnguagea 115 (1986) Informational
Using a Latin Alpleabot (Canceled)

IPC ISO ErgonomsicReeqsdramenlforOffice Work with Vintal 9241-4 lnforrmstional
Display Termoinals (VDTs) pauo 4: Keyboard reqnirnemeut (Draft)

[PC ISO Keyboard for International Informution P.ocrsing 2530:1975 Infnnonational
Interchange Using [he ISO 7-Bit Coded Chearacter Set - (Superseded)

Alphaonueric Ame________ ________

[PC ISO Keyboard LAynnA for TexVA~ficSystema 3243:1975 efooarmiona)
(Superseded)

[PC ISO Keyboard LAyouts for TextA~fie System ~ 3244:1984 lotfonoational
(Superseded)

[PC [so Keyboard Layoet for TextA~foc Systems 8884:1987 Informational
(Superseded)

NPC ANSI Keyboard Arransegnot X4.23.1982 Iefomsational
(Seperseded)
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3.3.2.1.2 Altemative spedfications. The only other available specifications are proprietary.

3.3.2.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.3.2.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.2.1.5 Related standards. No standards are related to keyboard device layout standards.

3.3.2.1.6 Recommendations. Conformance to all ISO and ISO/IEC keyboard specifications
conforming to DIS or IS levels is recommended. This is especially important for equipment that
will interoperate with that of U.S. allies (e.g., NATO).
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3.3.2.2 Human factors for video display terminals. (This BSA appears in both part 3, User
Interface, and part 13, Human Factors.) This base service area addresses the human factors
requirements for all types of video displays, and includes safety concerns.

3.3.2.2.1 Standards. Table 3.3-2 presents human factors standards for video display terminals.

- TABLE 3.3-2 Human factors for video display ter 'rnalls standardis
Standard Sponsor Standard Standard status

Type Reference DoD
- - amsaCour HCI Stye Goda1 (Lifecycle)

OPC DOD Husnosue nfwCC)SyeGie TAFlM Vohure , Mandatedi
Version 3.0: 1996 (Approved)

IPC ISO Eqwi.ionnkRo wr~seenmra forOffoe Work with Viousa 9241-1:1992 woafoansiasl
Display Temesinala (VDrrs) Pust 1: Introductison (Approed)

[PC ISO ErgossonseicRalienssiz sforOffice Work with Visual 9241-2: 1992 waosmationas
Display Terminals (VDrs) Pot 2: Task Itdureaseat (Amp-avd)

use ISO Ergonomic Raqeirwasnesr forOffice Work with Visual 9241.3:1992 Informiatiussl
Display Termsinals (VDTs) Pant 3: Visual Diply (Approed

____________ ____________ Reooiresrece.________ ______

NPC ANSt/HF AmericsanNational Standard for HuranFators IOD-1988 Informational
Engineering of Visual Display Termitnal Workstations (Approved)

Gpc DOD HusanaaEmgnceeoing Desip Criteria for Nilitary Sysuneor, NMI-STD-1472D Infoaft"lloesl
Equsipmnent usd Facsilites Notice 2, 30 Junse (Approved)

______________ _____________1992 ________

11
5
C ECMA Ergonomnics - Roedrimnesels for Non-CRT (Cathode Ray 136 (1989) Insformatlionsal

Tube) Visual Display Units (Apprved

IPC ISO EricoaomicPrinciples inthe Dcsigeof Work Syswons 6385:1981 Wnormotioesal
(Appvenvr)

NPC ANSI/IDAI Eloectronic Imaging Output Displays IR19-1993 lnfonnational
(Approved)

CI'C NSC Gaide to Working Sofely with Compuaters - Manuel (relates 13068-0000 lefomrstional
to VDTs) (Approved)

[PC ECMA Procedure for Moassossnoent of Emnissions of Electrio sad 172 (1992) intformational
Magnetic Fields fromt VDIJs from 5 Ho to 400 kHz' (Approved)

IPC ISO Ergonomic Requirementes for Office Work with VDTs Putn 9241.8 Intfomeesional
8: Requiremnents for displayed colors (Draft)

[PC ISO ErtionornicRequirements foroffice Work with VDTs Part 9241-7 Intforrossivoal
7: Display reqoiremoents with reflections (Draft)

IPC ISO FIN Pawl Display Ergonoric Requirermens 13406 wnomrstiorrat
(Draft)

NPC ANS[iMFS Hun= Factors E~ngineonog of Visual Display Temninol 100. 1988 (Revision Inormational
Workstations (Rev, 1) 1) (Draft (W D))

!PC ECNIA Ergonorrocs - Requiremenots for Colour Visual Display 26 (1987) Informationall
Devices (Canceled)

IPC ECMA Eroononicsr- Reqoiremensrt for Mmocooduoraitic Visual 110 (1985) taforroational
Display Devicro (Canceled)

3.3.2.2.2 Alternative specifications. There are no alternative specifications available.
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3.3.2.2.3 Standards deficiencies. The performance-based test described in ISO 9241-3
adequately discriminates between a display that meets the physical requirements of the standard
and one that does not. However, timing scores may be badly affected by the effects of testing
practice. Changes to the test method and metrics are under consideration. ISO 9241-3 does not
adequately address flat panel displays. ISO 13406 is intended to remedy this situation.

3.3.2.2.4 Portability caveats. No portability problems are known with the above specifications.

3.3.2.2S Related standards. The following standards are related to human factors standards for
video display terminals:

a. ISO CD 10075-2, Ergonomic principles related to mental work load, Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect t3 health and
safety, well-being, performance, and effectiveness.

b. MIL-STD-1908 (1992) Definition of Human Factors Terms.

c. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

d. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems (Air Force published, but rarely used, duplicates MIL-STD- 1472).

e. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

f. MIL-HDBK-761A(1989) Human Engineering Guidelines for Management
Information Systems.

g. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

h. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

i. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

j. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.2.2.6 Recommendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for computer displays. Display
characteristics include brightness and contrast, character legibility, image stability, glare, and the
use of color.
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Note, however, that ISO human factors/orgonomics standards are either normative or informative.
An informative standard contains no mandatory requirements. A normative standard contains one
or more requirements that must be met in order to achieve conformance with the standard.

ISO 9241-1 presents an overview of the content and usage of the multipart ISO 9241 standard. A
revised version of ISO 9241-1 is currently at the Committee Draft (CD) level and will soon be
released for Draft International Standard (DIS) ballot. ISO 9241-2 presents an overview of
factors that should be considered when designing tasks to be performed in a specific computing
environment.

Parts 1 and 2 of the ISO 9241 standard are informative. Part 3 of the ISO 9241 standard is
normative; parts 2-9 are expected to be normative on completion. Conformance requirements for
each normative part are embedded within that part. Conformance with the overall ISO 9241
standard is based on conformance with all normative parts that apply to a particular product.

Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative and normative parts should be required
for the best implementation of modem human factors/ergonomic thinking. In general,
conformance tests for informative parts will not be available.

The ISO and ISO/IEC standards cited in the gray area of the table are being balloted and revised
at a rapid rate. Interested parties should monitor the progress of these standards at six month
intervals to ensure they have the latest information. Offerers of products meeting existing or
emerging standards should be required to provide a migration plan to ensure compliance of the
products with the final standards documents.

The DOD HCI Style Guide is recommended, in particular section 3, which deals with hardware.
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3.3.2,3 Human factors for keyboards. (This BSA appears in both part 3, User Interface, and
part 13, Human Factors.) This BSA covers keyboard layout, including specific directions for
layout of regions of the keyboard, and keyboard design. Ease of use and correct ergonomic design
also are a part of this BSA.

3.3.2.3.1 Standards. Table 3.3-3 presents human factors standards for keyboards.

TABLE 3.3.3 Human factors for keyboards standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

UPC DOD Human-Comptator Intosfao (H styl Iawdie TAR volme , e

[PC ISOrlSC KeyboWs LAyose forTont and Office Sydtowa Part 1: 9995. 1:1994 Informatisonal
Genersal pinciples Sovemssni keyboard layout (Approvedl)

[PC ISO/IEc Koyboued!Layout for Text and Offie Systemss Past 2: 9995-2i1994 Infoesoastonsta
Allsbaewsumoo asetison (Approved)

[PC ISO,'EC Keyboard! Layout for Toxt and Office Sydowm Put 3: 9995-3:1994 lesfosmational
Commnon secondary layout of &ts alphsanumeric section (Approved)

[PC 150/IEC Keybosard Layout fo; Text aned Office Systems Purt 4: 9995.4:1994 Informational
Numerico secton (Approved)

IPC ISc/IEC Keyboard Layout for Text and Office Systems Pust : 9995.5:1994 Infotrmational
Editing section (Approved)

[PC ISO/IEC Koyboardi Layout forTeot and Office Systems Past 6: 9995.6i 1994 Insformationsal
Functiton seesteo (Approved)

[PC ISO/SEC Koyboord Layout forText and! Office Syeedow Pust 7: 9995.7:1994 Informationsal
Symbols usued to rtpre"oofunctions (Approved)

[PC ISO/SEC Koyboard Layout for Text Wn Offioe Systems Purt 8: 9995.8:1994 Issfo1Mttioesall
Allocation of Ledsons to tire Keys of a Numeroic Keyboar (Approved)

NPC ANSIIS8 American National Standard for Humanu Focters 100. 1988 tofsioenonol
Eegineering of Visual Display Teerminal Workstations (Approved)

NPC ANSI Coded Citsractor Sets for Keyboard Arrangesnent in ANSI X3.1 14-1984 Idnforateonal
X4t.23- 1982 and X41.22- 1983 (R1991II (Approved)

NPC ANSI Keytboard Arranegmont X3.154-1988 Intfoeoationsl
(Approved)

NPC ANSI Alternate Keyboard Arvanganmet X3.207-1991 Ioroeotooal
(Approved)

U]PC DOD Nfilitasy Standard Keyboard Arrangemoents MIL-STID-12t0, Inf atoional
Notice 1, 1969 (Apprved)

OPC DOD Husman Fegioreriog Design Criteria for Mfilitary Syscems, MIL-STD- 1472D "noraIol
Equipmoent sod Facilities Notice 2, 30 June (Approved)

1992 _______

[PC IEC Mon-Machine Interface (MMI) - Actuating Principles 447:1993 informational
(Approved)

CPC NSC Csonuhitivr Triuno Disorders: a Manuel for 12221-0000 Informationoal
Muaculoskeletal Dioeaseo of the Upper LimsI, (Approved)

[7PC ISO Ergonomoic Principles in thse Design of Work Systems 1 6385:1981 neoiol
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
NPC ACOIH Eloomie Inrtvmeons to Prtven Mutwlokelula 9000:1987 lo&mioieal

kwsinjiel Intaausy (Apnumd)

C'C NSC Bvaluatlg Yar Wora Hmda & Amsi -Ertoomio 12557.3004 Info"nattomal

IIC g s Ma ra ud (Appucwd)

U'c ISO Eooeowimmenms forOfflo. Woek with Visai 92U-4 14 omnadoo
Disply Tuernul (V•ra) paat 4: KIbod reqom ema (Dmaft)

Npc ANSUW• fuman FaoreEngineern of Vial Display Tomoloal 100.19U (Revision InfomoatQUAl
Woduasaoma lRov. I) I) (DmP (WD))

3.3.2.3.2 Alternative specifications. There are no alternative specifications available.

3.3.2.3.3 Standards deficiencies. MIL-STD-1472D is in need of a comprehensive revision to
update technical material so that it is reasonably consistent with the state of the art and to ensure
that the two commands not currently using the standard can do so.

3.3.2.3.4 Portability caveats. No portability problems are known with the above specifications.

3.3.2.3.5 Related standards. The following standards are related to human factors standards for
keyboards:

a. ISO 9241-1:1992, Ergonomic requirements for office work with visual display
terminals (VDTs), part 1: Introduction, presents an overview of the content and
usage of the multipart ISO 9241 standard. A revised version of ISO 9241-1 is
currently at the CD level and will soon be released for DIS ballot.

b. ISO 9241-2:1992, Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, presents an overview of factors that should be considered
when designing tasks to be performed in a specific computing environment.

c. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

f. MIL-STD- 1800A (1990) Human Engineering Performance Requirements for
Systems.

g. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)
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h. MIL-HDBK-761A(1989) Human Engineering Guidelines for Management
Information Systems.

L DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

j. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

k. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

I. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.2.3.6 Recommnendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for keyboards. Keyboard
characteristics include keyboard height, slope, profile, surface properties, adjustability, bounce
and character repeat, key positioning, key displacement and force, keytop shape, and keytop
legends.

Parts 1 and 2 of the ISO 9241 standard (see related standards) are informative. Parts 2-9 are
expected to be normative on completion. Conformance requirements for each normative part are
embedded within that part. Conformance with the overall ISO 9241 standard is based on
conformance with all normative parts that apply to a particular product.

Parts 1-8 of the ISO/IEC 9995 standard are normative. Conformance requirements for each
normative part are embedded within that part. Conformance with the overall ISO 9995 standard is
based on conformance with all normative parts that apply to a particular product.

The DOD HCI Style Guide is recommended, particularly for section 3, which covers hardware.
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3-3.2A4 Human factors for non-keyboard input devices. (This BSA appears in both part 3,
User Interface, and part 13, Human Factors.) This section presents human factors standards for
input devices other than keyboards. These devices include trackballs, pens, and tablets among
others.

3.3.2.4.1 Standards. Table 3.3-4 presents human factors standards for non-keyboard input
devices.

TABLE 3-3-4 Human factors for non-keyboard input devices standards
Standard Sponsor Standard Standard status

Type Reference DoD
_________________________ass_ (Lifecycle)

WP DOD Hwssus-Compuer ssleefawe(HCI) Style Gude TAPIMIVolumse , Mandated
Version 3.0: 199 (Approved)

[PC ISOAEC Keybovd Layout forTextanjd Office Systenie Put?7: 9995-7:1994 Informational
Symbol# used to repteseeo fusmdcions (Approved)

NC ANS1I1/5 Amoejicas Naiejon Standard for Humans Facters I00-l999 Informationalj
Engineering of Visual Display Tenninall Worlustations (Approved)

[pc ISC Man-Machdea Insatiate (MMI) - Actuainsg Principles 447:1993 [doftoenulice
(Aprooved)

Ipc ISO IEmononti vPrndpleoam Dnohenigo of Work Systems 6385:1991 Informations]

3..24. Alenativ spc Cations.v Threum Disrderno alternuativ spciicrn available. Reserarchiona
auclsa Dimolee in obvou deriatio froms mouseov).

3..24, St narS de vacienies. Deuricienlcies iand th cited stargndards are7D notknown.

3..24. Relte stndmu.lhefolo ing sTrandard are9DO reaeIohma atrtndorardsiora

non-kyboar inpu devices:ppmed
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a. ISO 9241-1:1992, Ergonomic requirements for office work with VDTs, part 1:
Introduction, presents an overview of the content and usage of the multipart ISO
9241 standard. A revised version of ISO 9241-1 is currently at the CD level and
will soon be released for DIS ballot.

b. ISO 9241-2:1992, Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, presents an overview of factors that should be considered
when designing tasks to be performed in a specific computing environment.

C. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. MIL-STD- 1794 (1986) Human Factors Engineering Program for ICBM Systems.

f. MIL-STD- 1800A (1990) Human Engineering Performance Requirements for
Systems.

g. MML-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

h. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management
Information Systems.

i. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

j. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

k. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

1. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.2.4.6 Recommendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for non-keyboard input devices.
Ergonomic issues for non-keyboard input devices include keyclick, tracking speed, and on-screen
ghosting of the pointer.

Parts I and 2 of ISO 9241 are informative. Parts 2-9 are expected to be normative on completion.
Conformance with the overall ISO 9241 standard is based on conformance with all normative
parts that apply to a particular product. Parts 1-8 of ISO/IEC 9995 are normative. Conformance
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with the overall ISO 9995 standard is based on conformance with all normative parts that apply to
a particular product. Part I of the ISO/IEC 10741 standard is expected to be normative on
completion.

Procurement.s must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative end normative parts should be required
for the best implementation of modern human factors/ergonomic thinking. In Seneral,
conformance tests for informative parts will not be available.

The DOD HCI Style Guide is recommended particularly for section 3, which covers hardware.
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3.3.2.5 Human factors for the physical environment. (This BSA appears in both part 3, User
Interface, and part 13, Human Factors.) Procurements that require computing environments to be
addressed by ergonomic standards can require conformance with standards for illuminance, glare,
acoustic noise, the thermal environment, electromagnetic emissions, computer workspace design
and furniture design.

The effects of low-level non-ionized radiation, particularly from CRTs, on humans have been a
controversial topic. Over the years there have been articles advising pregnant women who have a
prior history of miscarriage to stay away from working in computer areas. During the cold war,
the Soviets were suspected of secretly bombarding foreigners with non-ionized radiation to study
long term effects. People who live near high voltage power lines and have developed cancer are
suspected victims of electromagnetic radiation. While there are no hard theories to describe the
relationship between health problems and this kind of radiation, let alone a standard established.
Some VDT vendors have made claims regarding the emisbions of their products and there are
aftermarket shields available that may pFavide some protection against this form of radiation.

Laser printers are said to emit ozone during the printing process. In an enclosed area, high levels
of ozone can be unhealthy or even toxic. This issue is still unclear. It remains to be seen how
much ozone is emitted and what concentrations are hazardous.

3.3.2.S.1 Standards. Table 3.3-5 presents human factors standards for the physical environment.

TABLE 3.3-5 Human factors for the physical environment standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

OPC DOD Hwuan-Computer Interface (HCI) Style Guide TAFIM Volume 8. Mandated
Versimo 3.0:1996 (Approved)

CpC OSp Motif Style Guide Motif SO Rev. Mandated
1.2:1992 (Approved)

(CN.C Micosoft The Windows Interface: An Application Design Guide, API Design Guide Mandated
Microsoft Pres. 1992 (Approved)

NPC ANSI/HFS American National Standard for Human Facors 100-1988 Infonnational
Engineering of Visual Display Terminal Workstations (Approved)

("PC DOD Noise Limits for Miliatry Material MIL.STD-1474C lnfonrnational
of 8 March 1991 (Approved)

OPC DOD Human Engineerng Design Critgri for Military Systems, M1L-STD- 1472D Informational
Equipment sad Facilities Notice 2.30 Jane (Approved)

1992
GPC DOD Physical Ear Noise Attenuation Testing MIL-STD-912 of lnformational

I I December 1990 (Approved)

[PC ISO Ergonomic Principles Related to Mental Work Load - 10075:1991 Informational
General Terns and Defnitions (Approved)

IPC ISO Principles of Visual Ergonomics - Lighting of Indoor Work 8995:1989 Informational
Syutses (Approved)

I,) ISO Expression of Users'Rqurements Part 1: Thermal 6242- 11992 Informational
Requ-rmenst (Approved)
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Type Rdefeence DoD

_________~~~~~~~~~~ _____________________ Llfecycle)
IPC ISO Expsreseion of liasm Raquimmemn Pano I~ Air P y 6242-2!1992 Infamsaea

B ISO Expmnesion of Usam Rasiomasom Putn3; Acostcl 624.3IM9 lafmsse
R6Tndsmants; (Appmsli Id

NPC Cesimale Usd in Esueblsfslng the X-Stadiallon 1WP 194, Aced I Informational!
Ratoins of Monodsrama and Color Dirmi~et-w Television 1997. Amed 2 1911 (Approv4s

_________ _________ ~Picturemuad Daut Display Tuleo _____ _____

C1
5
C NSC Ergonomics in comutpserizedOffices, 1223.9900 Inouatiosal

(Apptov4d

aCC NSC Gusido oworkingSafely wdthComptes -enMamal(relatea 13MSODDD90 kdonfoaiona
to VDTA) (Approval)

aCC NSC GulasoWorkngSfelybh tConsrolee 13608-0000 Infonnudtioa
(Approved)

CC NSC Wories Sflnoy with Your Computer 15223-9D00 Informational
(Approved)

WPC BCMA Ergonomsics- Recommnendations for VDU (Vinual Display TR/2 (1904) Informational
Unita) Work Piaces (Appov4d

[PC ECMA Appiato f Human Wine ng to Advanced Aircrew 3994(1984) ninjornailonal
Sysionas (Approved)

]PC ECMA Mesnarement of Aiutrnoe Noise Emitted by Comoputer and 74 (1992) informational
Bualnean Eqalpmsnwt (Approved)

[PC ECMA Meaasuement of fghFrequency Nosn Emitted by 1068(1989) inousntional
Cemonrrp arsd Bosineaa Equipmceit (Approved)

[PC ECMA Declared NouseoEmission Values of Computer and 109 (1992) Informational
Buainess Eqolyoneot (Approved)

IPC ECMA DeterminationtofSound Power Lcvelsof Comeputer aid 160(1992) - lnfoartioesil
Buaineaa Fquipmeru Using Sound Intensity Meaaooeaenont (Approved)

________ oaneing Method irk Controlled Roomo ____

[PC ISO7 EHrgoorresn Roqiesooints for Office Work wMt Visual 9241.5 informational
Diaplay Terminals (VDTs) Part 5: Workpace requibementa (Draft)

[PC Iso Egonu ; Requrmints for Offien Work with VDTs Part 9241-6 Iniformoational
6: Hovirosnrentat reapsimusents (Draft)

[PC ISO ErgonomRequrm entsfor Offie Workwih VITs Put 9241-7 Informational
7: Display requiremsents woith reflections (Draft)

NPC ANSIIHP Human Factors Engineering of Viaual Diaplay Terminal 1W01988 (Revision Intfossnational
LWorkstations (Rev. 1I ) 1 mttm L fWO))

3.3.2.5.2 Alternative specifications. MPR 111990:8 (Test Methods for Visual Display Units,
Section 2.0. 1) is a Swedish document containing recommended values for electronic emissions
from visual display units. While not an ISO standard, it serves as a de facto electromagnetic
emissions standard for displays in most other countries. Many vendors of monitors claim
compliance with this or a similar specification. After-market radiation and glare shields are also
available,

3.3.2.5.3 Standards deficiencies. Deficiencies in the existing standards are not known.
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3.3.2.5.4 Portability caveats. MIL-STD- 1474C's criteria are more stringent than those of the
Occupational Safety and Health Administration and al3o covers additional topics such as
nondetectability. This standard may be incorporated into the next revision of MIL-STD- 1472,
eliminating the need to retain MIL-SITD 1474C.

3.3.2.54 Related standards. The following standards are related to human factors standards for
computer environments:

a. ISO 9241-1:1992, Ergonomic Requirements for Office Work with VDTs, part 1:
Introduction, presents an overview of the content and usage of the multipart ISO
9241 standard. A revised version of ISO 9241-1 is at the CD level and will soon be
released for DIS ballot

b. ANSI/ASHRAE 55, Thermal Environmental Conditions for Human Occupancy,
1992.

c. ANSI S 12.10-1985, Method for Measurement and Designation of Noise Emitted
by Computer and Business Equipment.

d. ANSI S 1.13-197 1, Med.ods for the Mcasurement of Sound Pressure Levels.

e. ANSI X5.1-1985, Tests for General Office Chairs.

f. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

g. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems.

h. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

i. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management

Information Systems,

j. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

k. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

1. MIL-STD-740-1 (1986) Airborne Sound Measurements and Acceptance Criteria
of Shipboard Equipment.

m. MIL-STD-740-2 (1986) Structureborne Vibratory Acceleration Measurements
Acceptance Criteria of Shipboard Equipment.

n. MIL-STP-1294A (1985) Acoustical Noise Limits in Helicopters.
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o. An ISO work.item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.2.5.6 Recommndations. The approved standards in this section are recommended where
they are applicable. Parts 2-9 and 12-17 are expected to be normative on completion.
Conformance with the overall ISO 9'41 standard is based on conformance with all normative
parts that apply to a particular product.

The DOD HCI Style Guide is recommended particularly for section 3, which covers hardware.
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3.3.3 GUI dient-server operations. Graphical client-server operations define the relationships
between client and server processes operating within a network; in particular, graphical user
interface display process-s. The program that controls each display unit is a server process, while
independent user programs are client processes that rNquest display services from the server.

3.3.3.1 Data stream encoding. Data stream encoding provides a client-server protocol to

interface between the local windowing system and the outside world.

3.3.3.1.1 Standards. Table 3.3-6 presents standards for data stream encoding.

TABLE 3-3-6 Data stream encoding standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-, i d- Lifec cde)

OPC NIST UFFr5otfe Conpwo ofdte Am" Pollity PIPS PUB 155. Mandated
Profile (Adopts toe X Polocol. Xlb Intadm, Xt inuindc, 1:1993 (Aproved)

mad Bitav DiA-`-bgonFo-matof X 1R5
CIc XipO X Window ystm Protocol (X Protosol) CISO(7191) Infomultonmd

(Apperved)

CPC OSP Motif Motif 1.2 Informautoaol
(Approved)

cpc MirX W&Lo Srem Encding (X Protocol) XIIR6 (1994) informational
Consortium (Approved)

(PC OP Motif Motif 2.0 Infomrutloal
(Approved)

OPC NIST X-Windows Usterfac (same as in XllR3) PIPS PUB 158 Woooattonal
(Superseded)

3.3.3.1.2 Alternative specifications. The Sun Microsystems Xl I/NeWS specification is also
available for appropriate legacy systems. Users of Xl I/NeWS need Sun's proprietary "libcps"
library instead of Xlib. (See Data stream interface.)

3.3.3.1.3 Standards deficiencies. A formal standards effort is no longer in progress for the X
Protocol because the American National Standards Institute (ANSI X3H3.6) X Protocol effort
has been disbanded. Efforts to resume its work have failed and there will be no A, ISI X Protocol
standard. If the X Protocol is required for a procurement, reference Federal Information
Processing Standard (FIPS) 158-1 (which references the MIT X Consortium).

As no significant products are as yet available for the newly released X I1R6, the previous
version, XI I R5, as adopted by FIPS 158-1, remains as the accepted secondary reference
standard.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2,0 will be delayed until an appropriate
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threshold ofMotif 2.0.products is available and until potential conflicts between Motif 2.0 and,
X11R6 are resolved.

3.3.3.1A Portability caveats. System V Interface Definition (SVID) users with Sun's XI I/NeWS
(instead of the X Protocol) need Sun's proprietary "libcps" library instead of Xlib (see Data stream
interface).

333..1. Related standards. The following standards are related to data stream encoding or data
stream encoding standards:

a. ISO/IEC JTC 1/SC18/WG9: Working on a Voice Messaging User Interface
Forum (VMUIF). (This effort moves the ANSI work of X3VI.9 to Internationai
Standard (IS) status.)

b. ANSI X3VI.9 User-System Interfaces and Symbols committee: Working on a
Voice Messaging User Interface Forum (VMUIF).

c. X Consortium: Data Stream Interface (Xlib).

d. X Consortium: Inter-Client Communications Conventions Manual (ICCCM).

33.3.1.6 Recommendations. The MIT X Consortium Xl IRS Data Stream Encoding (X
Protocol) is recommended in all procurements using a client-server computing architecture in a
networked environment. It is specified in FIPS 158-1 and the NIST APP (NIST Special
Publication 500-187). FIPS 158-1 is the current release of the government standard which adopts
the MIT X Consortium XI IR5 specification. If the X Protocol is required for a procurement,
provision should be made for hard copy output systems to be delivered in a portable manner or
for such systems to be developed in-house.

FIPS 158 is the original version of this standard and adopts the X 11R3 specification. It is included
in the table for support of legacy systems. Motif 1.2 is the reference version of the OSF
specification for GUI behavior and appearance and programming and data interfaces.
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3.3.3.2 Data stream interface. The data stream interface is a library of interfaces to the data
stream and the graphical object library. It is not to be confused with a library of subroutines which
implements graphical objects (e.g., Xt Intrinsics).

3.3.3.2.1 Standards. Table 3.3-7 presents standards for the data stream interface.

TABLE 3-347 Data stream Interface standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,,3 (4LifecYde)

GPC NO1ST U1 iorfa Cotpof of•e Ac PoriliyPrfl (Adopt dw X Protoool,)(i Xb l~dma, Xt Wauioii, 1:1993 (Approv&J)
and Bita DiwobuFio•al moXIIRS1

0P OSF Motif 1.2 Motif 12 hmni~co1
(Aproved)

CPC XiO XLIB - C LAnguoe Binding C140 (5 I) 1f
(Awvead)

CPC MITX DMA stmn mInef•W(Xlb) XI IR6 (1994) Infommroudoli
Conmniaam (Appmred)

CPC OSP Motf Motif 2.0 Infomrniouhl
(Approved)

OPC NIST X-Windows User laee (aa u in X IlR3) FIPS PUB 158 jInmfonamW.n
(Supend )

3.3.3.2.2 Alternative specifications. The following specifications are available only to support
legacy systems:

a. Sun's X l l/NeWS, which uses Sun's proprietary "libcps" library. This library is not
compatible with the X Consortium's Xlib.

b. Application Programming Interface for Windows (APIW).

c. Systems Application Architecture (SAA)'s Presentation Manager.

These specifications are referenced here for completeness and are not recommended for use in
systems which do not require support of legacy components.

3.3.3.2.3 Standards deficiencies. As no significant products are as yet available for the newly
released X11R6, the previous version, Xl 1R5, as adopted by FIPS 158-1, remains as the
accepted secondary reference standard.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
XI IR6 are resolved.
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MA33.24 Portability cavetsa. Sun Microsystems "libcps" library, included in X1 I/NeWS, is not
compatible with the X Consortium's Xlib.

3.3.32.5 Related standards. The following standards are related 'z diata stream interface or data
stream interface standards:

a. X Consortium: X Protocol.
b. X Consortium: Xt Intrinsics.

3.3.3.2.6 Recommendations. The MIT X Consortium XI IR5 Data Stream Interface (Xlib) is
required in all procurements using a client-server computing architecture with a graphical user
interface in a networked environment. It is specified in FIPS 158-1 and NIST Special Publicatior.
500-187, Application Portability Profile (NIST APP). FIPS 158-1 is the current release of the
government standard which adopts the MIT X Consortium XI IR5 specification.

FIPS 158 is the original version of this standard and adopts the XI IR3 specification. It is included
in the table for support of legacy systems. Motif 1.2 is the current version of the OSF
specification for GUI behavior and appearance and programming and data interfaces.
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3.33.3 Subroutine foundation library. The subroutine foundation library is a library of basic
objects to use in implementing or customizing a graphical user interface.

3.3.3.3.1 Standards. Table 3.3-8 presents standards for the subroutine foundation library.

TABLE 3-3.8 Subroutine foundation library, standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycde)

(pc NIST User Witeram Compomem of b Aplpicaiom PoaWi PIS PUB 158- Madued
Profie (Adopts th X Protocol M IWofeas, Xt Wmmriscs, 1:1993 (Approved)

and Bitmw Diatribution Formeu of X I I RS)
'c XiDpe X Toolkit lWrinucs (Xt Intrmics) CI60 (7N9I) Ilfotmatiorl

(Approved)

CPC OSF Motif Motif 1.2 Infomuotlon
(Approved)

Cpc MITX Sbmutime Foundution Libruy (Xt latrinics) X11IR6 (1994) infomational
CrDnaoeu (Approved)

a'c OSF Motif Motif 2.0 InfounRSUorAj
(Approved)

GPC N1ST X.Windows User Iterfe (smw a in X 11R3) FnFS PUB 158 IonofWomratuj 1 (Siporeded)

3.3.3.3.2 Alternative specifications. The following proprietary specifications are available for
support of legacy systems:

a. XI I/NeWS, which uses Sun Microsystems Xview Intrinsics, instead of the X

Consortium's Xt Intrinsics.

b. Applications Pn(,.amniming Interface for Windows (APIW) Intrinsics.

c. IBM Presentation Manager.

3.3.3.3.3 Standards deficiencies. As no significant products are as yet available for the newly
released XI IR6, the previous version, X IIR5, as adopted by FIPS 158-1, remains as the
accepted secondary reference standard.

Motif 2.0 is somewha& incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X 11 R6 are resolved.

3.3.3.3.4 Portability caveats. Sun's Xview Intrinsics included in X I /NeWs, is not compatible
with the X Consortium's Xt Intrinsics.
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Inuinsics from proprietary but widely-used offerings from Microsoft Windows' Presentation
Manager, IBM's SAA Presentation Manager, and Apple Computer's Macintosh interface. are not
compatible with one another or with Xt Intrinsics.

33.3.3.5 Related standards. The following specifications are related to the subroutine
foundation library or subroutine foundation library standards:

a. Open Software Foundation (OSF): Motif High-Level Toolkit.
b. X Consortiwn. Xlib.
c. Xview.
d. The News Toolkit (TNT).

3.3.3.3.6 Recommendations. The MIT X Consortium XI 1R5 Xt Intrinsics Subroutine
Foundation Library is recommended in all procurements using a client-server computing
architecture with a graphical user interface in a networked environment. It is specified in FIPS
158-1 and the NIST APP. PIPS 158-1 is the current release of the government standard which
adopts the MIT X Consortium X1 IR5 specification.

FIPS 158 is the original version of this standard and adopts the Xl1 R3 specification. It is included
in the table for support of legacy systems. Motif 1.2 is the reference version of the OSF
specification for GUI behavior and appearance and programming and data interfaces.
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3.3.3.4 Raster data interchange. (This BSA appears in part 3, part 5, and part 6.) Raster data
interchange MIL. SPEC identifies the requirements to be met when raster graphics data
represented in digital, binary format are delivered to the government. Raster graphics standards
are standards for pixel-by-pixel representation of images. (See still image compression, section
3.5.8.2, for more facsimile standards suitable for raster data interchange.)

3.3.3.4.1 Standards. Table 3.3-9 presents standards for raster data interchange.

-TABLE 3-3-9 Raster data intercangedards
Standard Sponsor Standard Standard Statuis

Type Reference DoD
opc wlnndan~enpoeiof~pploaona~~a~y ~(Lifecycle)

Profile (Adopta u,. X Protocol, 2(16 lnldface. Xi hoinsiracs 1:1"93 (Approved)
________ and Bi~pWaDitribtin F~ormal of X I R5) ____

NPC/IPC ANSI/I5OIIEC Intnerlacng Tndinlqan for Dialogues woith Orapitical %636-6:1991 Mandated
Devices (COI) - P ntdlonal Specification - Part 6! Rooter (Approvred)

anc Don (NIMA) Raster Product Pormat (RPP) MIST'D- Mandlated
2411:1994 (Approvetfl

FPC ISO/IEC Standard for the Eodteetge of Product Modal Data (STEP), 10303-I:1994 Informational
Paut 1: overview and Fundamntonal Principles (formetly (Ap~proved)

Product Deam ExchangeSpecification (POBSI)
CPC X/OPan X Window Sysema Pile Formata and Appdlation C170(17191) Intformataion&]

Conventions (Bilmanp Distribteion Format (SDP)) (Approved

OPC NIST General Aspecta of Group 4 Poeseolle Apparatos (Adopts PIPS PUB Informational
HIA-536-1988) 149:1989 (Approved)

OPC NIST Facsimile Coding Schemoes and Coding Contbol Panctiona FIPS PUB Informational
for Group 4 Facsimile Apparatus (Adopta BIA 538-1988) 150:1988 (Approved)

OPC NIST Ioltial Graphics EodtAngeSpeclificaion ODGES) (adopts FI5 PUB Informational
ASMdE/ANS I Y 14.26M. 1989) (IDES vor. 4) 177:1"92 lApproved)

OPC DOD Digital Representation for Commounication of Product MILPRP.2Mi0 Infonoational
Data IdES Applicatioo Sabaetsanod IDES Application (Approved)

_ _ ~Protocol$ _

DPC DOD Requireoenta for Roater Griaphics Represerttaion in Bioary MIL.PKlP.280 Inforoational
Format (Droop 4 Rasier Scanood Images) (Approved)

(IPC DOD Digital Reprnesetatioo for Commouoicatioo of Illustration MIL.PRF.28003 Ioformatiooal
Date. COM Application Profile (bnaud on IP11S 128) lApprovrd)

NPC ANSI/AIIM1 Recommronded Practice: File Foroat for Storage and MS53- 1993 loforoaaiooal
Exchanoge of Images: Bi-Level Imaoge File Ponoat: part I (Approved)

Gt'C NIST Standard for the Interchange of Large Fonoot Tiled NISTIR 88-4017 Ioforoational
Deoumeoto (Approved)

[PC NATO Analogue Video Standard for Aircroft Syatem Applications STANAG 33)50 Inforoatiooal
(Approved)

[PC NATO Eochaoge Specifications for ARC Standardized Raderr STANAG Iofoomational
Oraphica IASRIJI 4387:1996 lApprovedi

IPC NATO Specifications for IJTM/IJPS Standardized Raoter Prodocts STANAG 7077 ioformational
(((SRI') (Approvd)

[PC TIlT Ilocworot Applicatioe ('rfile for the Interchange of T.501 119891 ioforoational
F~ormatted Mixed Mode IDocoroevi Terminal -iqoiporot lApp-oed)

rod Protocl, for lelenoooc Service, _________
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Standard Sponsor Standard Standard status
Type Reference DoD

_______ __________________________________ (Lifecycle)
IPC MTUT DocoooApficelw Proftl for d idneraeof Grew T.503 (1991) Wnormulonal

4 IFacrnmae Doca~maf (AWsiovd)

NPC AIDA Ithego of Tild Ruler Domaleo 7R14:19S198 maioa
I (Apwoo4d I

IPC NATO Exodaua p~mefiuor ARCDigiinzedRuler STANAG 7108 114fosooloa
Grarkics (ADRO) (DcafI)

Gpc DOD Dilim~lo aonmforCowmunoiadonof~roadoo ML-D-28000A(I Infolmoaliolu
Ddata, IGES Applic~dla subsets and IGES Appilculion of 12/14/92 (SIwbrodcd

OPC DOD Rnqianoromm forRularOampcs Ropranitaion in Bionay MI1L.-282BOl) Iftfounatioml
F~orma (Group 4 RulerSc-mnd Imaf oa) of 9/20/1993 (supe*.Oded)

3.3.3.4.2 Alternative specifications. Currently IGES is the most mature and widely implemented
standard for conveying product data information. Other bitmap formats include proprietary
formats such as GIF, PCX, TIFF, RLE, and TGA. Except for support of legacy products, these
formats are not recommended.

3.3.3.4.3 Standards deficiencies. Raster graphics files require enormous amounts of storage and
must be supplemented by compression standards.

3.3.3.4.4 Portability caveats. A standard technique for raster data interchange should be selected
for use throughout the DOD and applied wherever possible.

3.3.3.4.5 Related standards. The following smindards are related to raster data interchange or
raster data interchange standards:

a. ASME/ANSI Y 14.28M- 1989, which describes product design and manufacturing
information.

b. ITU-T, facsimile transmission standards.

C. Raster compression standards.

3.3.3.4.6 Recommendations. The mandated standards are recommended for raster data
interchange.

MIL PRF-28002 (Raster) can be used in a Computer-Aided Acquisition and Logistic Support
(CALS) environment, and, when needed, supplemented by National Institute of Standards and
Technology Interim Report (NISTIR) 88-4017 (tiling). FIPS Pub 150 can also be used, With
only the CALS Raster standard available, no real tailoring guidance is possible. This version
(MIL-PRF-28002) supports engineering drawings and technical manual illustrations. The
previous CALS Raster standard (MIL-R-28002B) can be used for in-place and unrevised legacy
data. Tiling (as in NISTIR 88-4017) and compression are desirable for very large raster graphics
files. (See the Still image compression BSA, part 3.5.8.2 of the ITSG.) MIL-PRF-28003 (CGM)
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offers the capability for having raster and vcctor graphics in the same file. The approved BDF
provides conventions for font conversion/interchange between external and internal X Windows
fonts and can be used in procurements using a client-server computing architecture with a
graphical user interface in a networked environment. BDF can be compiled in Server Normal
Format to be optimized for a particular server.
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3.33S5 Communication between GUI client applications. Communications between GUI
client applications is a functionality of a windowing system wli ch includes the dynamic exchange
of data and manual exchi. ge via cut-and-paste operations between windows.

3.3.3.5.1 Standards. Table 3.3- 10 presents standards for communication between GUI client
applications.

TABLE 3-3.10 Comxmunicrion between GUI dient applications standlards
Standard fSponsor Standard Standard status

Type IReference DoD)
- - (Lifecycle)

CC 0SF ICCZ"CMU~adw aveds UA ccm Venwan Ma~damcj (CCCKt I.0 (A1Pved

CPC OTX I~e-liaiL ,m~ui"&sc~iconv-i-Gp Mwamm McC. version Iftfwrnadoaljcadooroz (ICCCH) 1.0 (AMM4ed
cpW X10PUM lager-Chat cou"uunicon. Coaiveaimon Manual i~cm WiDDUfOmrmj ______(ICCM) (Appswed)

6PC NIST 11w lged"c Cmpconat of the APP Inier-Ciian FP1S PUB 158-2 SdtormauionaICý,4uimanz havendansmuMma,- I (IcccM) (Fomrangve)

3.3.3.5.2 Alternative spedfrications. The only other available specifications are proprietary (e.g.,
Dynaaiidc Data Exchange (DDE), Object Linking and Embedding(OLE)), and should be used only
to support legacy produ,. is.

3.3.3.5.3 Standards de~ficiencies. Deficiencies in the existing standards are unkcnown.

3.3.3.5.4 Portability caveat-. Portability, problems related to the existing specifications are
unknown.

3.3.3.5.5 Relateti .jtandards. The X Cc'nso-tiumns X Protocol is a standard which is related to
interclient co~nununications and interclient communications.

3.3.3.5.6 Recommendations. The OSF ICCCM is recommended in all procurements using a
client-serner computing architecture with a graphical user interface in a networked enviro~iment.
It will be specified in FIPS 158-2. Note that this area E~ not covered in FIPS 158- 1. FIPS 158-2 is
a formative release of the govtrnment stanviard which adopts the MIT X Consortium X11 IR6
specification.
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3.3.3.6 User Interface Management System. The User Interface Management System (UIMS)
ig a CASE-like GUI building tool, which can be used to develop GUI-based applications that are
portable across platforms with different appearance and functionality.

3.3.3.6.1 Standards. Table 3.3-11 presents standards for the user interface management system.

TABLE 3.3-11 User Interface Management System standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifec'de)

OpC NIST Ulwtao Compont of the a PWbiity Pips PUB 152- MWdAd
Pmi (Adoptg the X Prooo. ffib hareace, Xt bait~mi, 1:1993 (Aproved)

md BitmwDigtbutiwicFgmofX11R5)
CaC OSF MotiifUma ldwf MmaneaM Systmi tUlMS) Motif 1.2 inolmiudooa

(Appmoe

CIc OSF Momif Motif 1.2 InfomItionao
(Ap,•-ed)

co uSF mo Motif 2.0 Inionatahom
(Approved)

3.3.3.6.2 Alternative specifications. The following specifications are also available to support
legacy systems:

a. Carnegie Mellon University (CMU) Software Engineering Institute's (SEI) Serpent
UIMS (unsupported).

b. NASA/Goddard Space Flight Center's (NASA) Transportable Application
Environment (TAE+) (for Motif, based on XI 1R5).

3.3.3.6.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
implementation in X1 IR6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X I I R6 are resolved.

3.3.3.6.4 Portability caveats. OSF's Motif User Interface Management System (UIMS) and
USL's Xt+ user interface management systems are not compatible with one allother.

3.3.3.6.5 Related standards. There are no related standards.

3.3.3.6.6 Recommendations. If a CASE-like GUI applications prototyping tool (set) is required
for a procurement, a UIMS should be acquired that works with the proprietary product to which
it is matched. No formal st'andards efforts are in progress.
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FIPS 158-1 is recommended. It is the current release of the government suandard that adopts the
MIT X Consortium XI IR5 specification. Motif 1.2 is the reference version of the OSF
specification for GUI behavior and appearance and programming and data interfaces.

April 7, 1997 3.3-33 Version 3.1



Information Technology Standards Guidance User Interface Services

3.3.3,7 Data interchange format for GUI-based -pplications. A data interchange format for
GULi-based applications allows data to be exchanged via a standard format between applications
using different GUls.

3.3.3.7.1 Standards. Table 3.3-12 presents standards for a data interchange format for GUI-
based applications.

TABLE 3.3-12 Dat interchange format for GUI-based aplications standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- - (Lif ,eyle

CPC OSF iceW-CccftCOMMOG Coveaiod MMAW IcccM Ve"mo Modated
OcccM.) 1.0 (Apved)

CPc MIT X IdFW.Clieat Commduin c coveno MmNd ICCCm Veargon Inl'oaiiomCo~molw OccCM 1.0 (App-ew,/

SMcrX In1r-Cl11401 C Cmonu Calvw oas MintAd ICCCM (XIIR6) W~omMiowl
Cornolr (ICCZM) (Approved)

McCCf Motif 1.2 Infomudiona
(AppwQ)

c'C OSF Motif Motif 2.0 Lnfonomworw
(Atproved)

OPC NIST User InooeraceCmnent of the APP Inhr-CliMt FIPS PUB 158-2 infonmoCoW=uabaMi CoenDtoos MmIUA (ICCCM) (Fomialive)

3.3.3.7.2 Alternative specifications. The legacy supporting specification available is the
Application Programming Interface for Windows (APIW): Dynamic Data Exchange (DDE).

33.3.7.3 Standards deficiencies. The MIT X Consortium's ICCCM provides incomplete
coverage, but now defines interapplication drag and drop.

As no significant products are as yet available for the newly released X11R6, the previous
version, X IR5, as adopted by FIPS 158-1, remains as the accepted secondary reference
standard.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
XI IR6 are resolved.

3.3.3.7.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.3.7.5 Related standards. The X Consortium's X Protocol is relatid to data interchange
formats for GUI-based applications.
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3.3.7.6 Recommendations. The OSF ICCCM is recommended in all procurements using a
client-server computing architecture with a graphical user interface in a networked environment.
It will be specified in FIPS 158-2. Note that this area is not covered in FIPS 158-1. FIPS 158-2 is
a formative release of the government standard which adopts the MIT X Consortium XI IR6
specification.

If a standard data interchange format for data to be exchanged between applications using
different GUIs is needed, no complete specification is available. Some capability is provided in
MIT~s ICCCM for X Windows-based systems, while APIW-based applications can exchange data
between conforming applications using MS's DDE software.
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3.3.3.8 X Logical Font Description. The X logical font description is a format for fonts in use in
the X Windows System.

3.3.3.8.1 Standards. Table 3.3-13 presents standards for X logical font description.

TABLE 3.3-13 X Loaical Font Description standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

cpc X/Open X LoW Foat Donpflm M M•) X D Vealou 1.3 Adopd
(Approved)

CdC MrTX X Lo•iu Fort Deudlton (XLED) XLFD Vemion 1.3 Infozmadooa
cowotimn (Appmo-d)

CrC OSF Motif Motif 1,2 lnfounwooal
(Appoved)

c Motif Motif 2,0 Wbomw"oada
(Apprvd)

3.3.3.8.2 Alterp•tWve specifications. The only other available specifications are proprietary.

3.3.3.8.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
implementation in XI IR6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X11R6 are resolved.

3.3.3.8.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.3.8.5 Related standards. The X Consortium's X Window System is related to X Logical
Font Description.

3.3.3.8.6 Recommendations. The X Logical Font Description (XLFD) is recommended to
provide standardized conventions for client applications to query and access fonts across all X
servers in a procurement. Motif 1.2 is the reference version of the OSF specification for GUI
behavior and appearance and programming and data interfaces. This standard equivaltntly
includes the X Logical Font Description.
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3.33.9 Compound text encoding. A compound document is composed of a variety of data
types and formats. Each data type is inked to the application used to create it. A compound
document might include audio, video, images, text, and graphics.

3.3.3.9.1 Standards. Table 3.3-14 presents standards for compound text encoding.

TABLE 3.3-14 Campound text encoding standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifeccle)
C~c X- Comoocl Tewt Fmedi (CM C) venre .1 Adop11d

(App-vd)

Cgc MITX Compound Text Encoding (ClE) Cl! Verson 1, Ifo.m1,iond
Coaou-n I (Appnoved)

cpc OSF Motf Motif 1.2 InfomuOAoel
(AReod)

cpc caP Motf Motif 2.0 Infonmatihon
(Approvad)

3.3.3.9.2 Alternative specifications. No other specifications are available.

3.3.3.9.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
.implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
XI IR6 are resolved.

3.3.3.9.4 Portability caveats. OSF's Motif support of two CTEs can result in portability
problems.

3.3.3.9.5 Related standards. The X Consortium's X Window System is related to compound text
encoding.

3.3.3.9.6 Recommendations. The CTE for a standards-based X Windows interchange format for
multiple character sets in a procurement is recommended. Motif 1.2 is the current version of the
OSF specification for GUI behavior and appearance and programming and data interfaces. This
standard equivalently specifies a Compound Text Encoding standard.
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3.3.3.10 Uniform API. A uniform GUI API toolkit is a software library defining a layer between
application specific code and a system specific GUI code, as defined by a platform or system
specific toolkit (API). It does not directly provide window or graphics support, but it should
allow software developers to write their applications to one common interface regardless of the
underlying (native) GUI of a particular system or platform.

3.3.3.10.1 Standards. Table 3.3-15 presents standards for a uniform API.

TABLE 3.3-15 Uniform API standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

N/A N.A. Nonw N.A. !nfoomadoti
(N.A.)

33.3.10.2 Alternative specifications. The following specifications are available:

a. Planning Research Corporation's (PRC) THINGS (The Higher-Level Interface-
Non-GUI Specific): A public domain specification developed under a U. S. Air
Force Contract.

b. TAE Plus (Transportable Applications Environment Plus): A public domain
window programming tools specification developed by the NASA/Goddard Space
Flight Center and Century Computing, Inc.

33.3.310.3 Standards deficiencies. No standards exist for UAPls.

3.3.3.10.4 Portability caveats. All existing UAPIs are proprietary products. There are no
standards for their implementation.

3.3.3.10.5 Related standards. The following standards are related to GUI uniform toolkit APIs:

a, IEEE P1201.2: Drivability (recommended practice, in ballot).
b. OSF: Motif.

3.3.3.10.6 Recommendations. The IEEE P1201.1 working group, which was attempting to
produce a standard in this area, has disbanded. There is a lack of interest in this area by the
commercial software community. A number of proprietary products are available for the
development of cross-platform applications based upon a uniform API. All existing UAPIs are
proprietary products. There are no standards for their implementation. If a proprietary UAPI
toolkit must be selected, one supporting Ada should be chosen.
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33.3.11 X Windows over OSI, (This BSA appears in part 3 and part 11.) These are standards

for implementing the X Window System in an application running on the Open Systems

Interconnection (OSI) protocol stack.

3.3.3.11.1 Standards. Table 3.3-16 presents standards for X Windows over OSI.

TABLE 3.3-16 X Windows over OSI standards

Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

C Y X xWindowOverOSl X11 R6 b&fotmali
Coaramrnr (Foreadve)

3.3.3.11.2 Alternative specifications. The only other available specifications are proprietary.

3.3.3.11.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.3.3.11.4 Portability caveats. Portability problems related to the existing specifications are

unknown.

3.3.3.11.5 Related standards. The following standards are related to implementing X Windows

over the OSI stack:

a. X Consortium: X Window System.
b. ISO: OSI Stack.

3.3.3.11.6 Recommendations. No formal standard is available to support a procurement for X

Windows running on the OSI stack and none is in progress. The MIT X Consortium intends to

incorporate a version of the European Workshop for Open Systems (EWOS) X Windows over

OSI specification in a future XI I release (X I1R6), which probably will be adopted by X/Open

and appear in a future version of FIPS 146, the Government Open Systems Interconnection

Profile. The manner in which XI 1R6 handles "safe threading" to support multi-threaded

applications is inconsistent with the Motif 2.0 standard, which is based upon Xl 1R5. Motif 2.0

will execute on X11R6, but thread-safe operation is not assured. X 11R6 is the current version of

the X Windows Version 11 GUI standard.
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3.3.4 Object definition and management. GUI object definitions are display objects
specifications that define characteristics of display elements such as color, shape, size, movement,
graphics context, user preferences, interactions among display elements.

3.3.4.1 Application programming interfaces. An application programming interface (API) is a
library of predefined higher-level objects which defines a programming "layer" to facilitate
development of applications. A GUI API usually is designed to implement a GUI for a particular
environment and, therefore, may not produce portable applications. A uniform GUI API supports
common functionality across operating systems and platforms specifically to promote portability.

3.3.4.1.1 Standards. Table 3.3-17 presents standards for application programming interfaces.

TABLE 3.3-17 Application programming interfaces standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

C XIOP Comm De~top Fnvlmwitmt (CDE); XCDE Servicew C323 (4195) MWndaed
and App~iim ~ (Appmoed)

CPC XIOpe CoDnin Desktop Environenag (CDE): XCDE Defiritioon C324 (4195) Mandoed
and Iofmrudumr (Approved)

NPC IEEE Modulr Tookit Enviromnat (M7E) 1295:1993 InfonMironal
(Approved)

IPC ECMA Appatioo Progrnmming lnterfn for Wdows (APIW) 234(1995) .ofmaionali
(Approved)

CPC OSF Motif Motif 1.2 lnformntionjl
(Approved)

CPC OSF Motif Motf 2.0 Informational
(Approved)

CPC OSF CDEmnt/Motif (CDEPMotif under OSF Preneoauted CDEWMotif PST EerFging
Tcmhnology (PST)) (Fonnative)

3.3.4.1.2 Alternative specifications. The only other available specifications are proprietary and
should only be used to support legacy software.

3.3.4.1.3 Standards deficiencies. Formal and government standards will not be available in the
near-to-medium term.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 wiU be delayed until an appropriate
threshold of Motif 2,0 products is available and until potential conflicts between Motif 2.0 and
XI IR6 is resolved.

3.3.4.1.4 Portability caveats. Portability problems with the existing standards are unknown.
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3.3.4.1J5 Related standards. The following standards are related to APIs or API standards:

a. ISO/IEC JTC 1/SC 18/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3VI.9 to ISO status.) The group also is developing standards for user
interfaces and symbols associated with text and office systems.)

b. ISO DIS 11730 FIMS.

C. ANSI X3V 1.9 User-System Interfaces and Symbols committee: Working on a
VMUIF.

3.3.4.1.6 Recommendations. The Common Desktop Environment (CDE) is recommended.
CDE is a unified UNIX interface based on a highly customized Motif toolkit. Initially developed
by the Common Open Software Environment (COSE), it is now part of a unified, vendor-neutral
development of CDE, Motif, and the X Window System under the X Consortium. CDE provides
a more modern and robust GUI interface than Motif for POSIX platforms as well as a more
robust development environment, CDE is found in two companion documents, C323 and C324.

The IEEE 1295 standard is based upon a C language binding to Motif. A number of products are
available which support the development of applications usi.ig an IEEE 1295 like Ada API
interface. An IEEE study group is currently beginning the process of specifying an Ada-95
binding to MTE (IEEE 1295) and Motif. IEEE 1295 adopts the C language toolkit defined by the
OSF/Motif 1.2 specification. Motif 1.2 is the current version of the OSF specification for GUI
behavior and appearance and programming and data interfaces.

An ECMA wo;'king group has developed an API specification for Windows based upon MS
Windows 3.1 functionality. This specification will provide an ISO open standard for interfacing to
MS Windows and similar alternate GUIs.
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3.3.4.2 User Interface Definition Language. A User Interface Language (UIL) is a rapid
prototyping tool that simplifies programming of GUI-based applications. It allows application
developers to create a file containing a high-level description of an interfaces graphical objects
and resources.

3.3.4.2.1 Standards. Table 3.3-18 presents standards for user interface definition language.

TABLE 3-3-18 User Interface Definition Lanluate standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-(Lifecycle)

CPC OSP Motif Uwr Inteftm Luaiage (UIL) Motif AES 1.2 MdA&e
(App-ed)

CPC OSP Motif Motif 1.2 Infomatoalo
(Approved)

CPC OSF Motif Motif 2.0 fdm-J
(A::•ed)

33.4.2.2 Alternative specifications. The only other available specifications are proprietary and
are not recommended except in support of legacy systems.

3.3.4.2.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
implementation in X11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2,0 and
XI IR6 are resolved.

3.3.4.2.4 Portability caveats. The OSF Motif User Interface Language (UIL)/User Interface
Management Services (UIMS) and the USL Xt+ user interface definition languages are not
compatible with one another,

3.3.4.2.5 Related standards. The only other available specifications are proprietary.

3.3.4.2.6 Recommendations. Motif UIL is recommended. A UIL usually is contained within a
UIMS. A UIMS may contain a UIL with additional tools. Motif 1,2 is the current version of the
OSF specification for GUI behavior and appearance and programming and data interfaces. It
includes the specification of the UIL.
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3.3.4.3 Graphical user interface style guides. A GUIJs style guide, which is part of the
presentation management layer in the NIST's User Interface Reference Model, specifies a
standard "look' for the GUI of an application to the user.

3.3.4.3.1 Standards. Table 3.3-19 presents graphical user interface style guides.

TABLE 3.3-19 Graphical user interface style guides standards____

Standard Sponsor Standard Standard status
Type Reference DoD

aCC asF Metif Style Orrda Motif S0 Rev. MMAndWe
1.2:1992 (Approved)

NPc ANSIMs Anserican National Standard for Hirreran Factors 100-1989 bifoanrlronrw
Enrgineerinrgof Visual DisplayTermoinal Wei k tatins (Approved)

li'C NATO Principles ofPfeerentation of Information inAiecrw STANAG 3705 Informational
Stations (Approved)t

OIPC DOD Useritompaite nurlntdn MILSTD-1801 29 Inrformational
May 1987 (Approved)

OPC DOD Human Eagirserirng Performance Iteqromeanrts for MIL-STD-1800A Iunformational
systema 10 Oct. 1990 (Approved)

OPC DOD DODHrandbook, wmntan Etiering Guidelines for MIL-HDBK.76]A Informational
Misalleemeat In~formationt Systems 30 Sep. 1999 (Approved)

Opc DOD Guideliser for Desigaarg User interface Software FSD-IR-96-278 Informatrerral
(Approved)

UKP DOD Air Forme Irseiligaoaa Data tiandlialg Systrro (IDIOS) Style 1DHS Style uorade Informational
Guide 1990 (Approved)

Gpc DOD Humain Factor. Guidelines for the Army Tactical ATCCS Guidelines Informations]
Commeand red Control Syrtear (ATCCS) Soldier.Madtinte v.1.0 and v.2.0, (Approvrd)

__________ _________ _________ Inlterface 1990 and 1992 _______

OPC DOD 'rhe Us"e Interface Spyctinr~onalos fo, Navy Commrand aed Navy CCS, Version Informational
Cootr.teosystems 1.1,1992 (Approved)

GPC DOD Humoan Eagrocoriag Design Criteria for Military Systems. MIL-STD-1472D informational
Equipmeot aed Facilities Notice 2, 30 Jane, (Approved)
____________________________________ l"2 _______

GPIC DOD Humrvos Engineering Gnidelines for Managnement DOD-tlDtK-7IA lofornoatioeni
loformoaeion Systemsr (DOD 19890l (Approved)

([PC DOD Ileroan Fsrgineterirg Requirerments for Military Systems. MIL.STD-46855H Informational
lEqoipmnet. and Facilities 26 May 1994 (Approved)

CPC OSF Motif Motif 2.0 lnfvortaionsl
(Approved)

GpC DOD Departmrentof Defense Intelligence Information Systems DODIIS Style noatol
Style Guide Guide. 10191 (Approved)

[PC ISO Ergonomnic Requirements for Office Work with VDTs Paut 9241-10:1996 infoortrlonal
10: Dialogue pnri-iple. (Approved)

[PC ISO Ergonoorr Requirements for Office Work with VDJTs Pail 9241-11 inrforrmational
11: fl uidance on usablility srenficarrons and measrures (D~raft)

[PC ISO Ergonomaic Requirvements for Office Work wrth VD2Ts Putr 9241-12 Informational

1(2; Pereoetation of information )Drtoft
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC ISO Ergonomoic Reqiuimnonr for Office Work with VDTs Put 9241-13 Iofonhliacoal

13: User Sirdoace (Draft)

IPC ISO Ergonomic Raeqcrremenra for Office Work with VDTs Put 9241-14 Informational
14: Menu dalog. (Draft)

[pc ISO Ergonaomc Requremensm for Offico Work with VDTo Port 9241-15 Iofomooriafol
IS: Coensand language diologs (Draft)

'pC ISO Ergonoonc Requitoroent for Offleor Work with VDTs Part 9241.16 IonfomAoiooa
16: Dimot manipubolion dialogs (Draft)

[PC ISO Ergonomic Requirenoens for Office Work with VDTz Put 9241-17 Irfooawtioeal
17: Folm.filliny dialogs (Draft)

[pC ISO/IEC Orsqlrcal Symbols Used on Scmoers: Intaoorive [oons 11581 Latonaflional
(Dr•ft (CD))

NPC ow Recommended Practice for O raolic.J Uwer Interface P1201.2 Idolooltioeal
Drivabiliry (Draft (Project

bei cn.ooled, lack
of eroetr)

KPC DOD Joint Saleilite Control (JSC) Hlman Conupater lnterfaot JSC HCI Sid., 1.0 Infonnational
Stamndrd, Version 1.0 (Draft)

3.3.4.3.2 Alternative specifications. Several applicable consortia or de facto style guides are
available for software user interfaces. These style guides promote consistency in user interface
design across applications. However, conformance with one or more the style guides listed below
does not guarantee conformance with ergonomic standards (e.g., ISO 9241). These style guides
include:

a. The Windows Interface: An Application Design Guide (Microsoft)

b. Object-Oriented Interface design: IBM Common User Access Guidelines (IBM)

c. Macintosh Human Interface Guidelines (Apple Computer)

d. SAA Presentation Manager Style Guide/ Common User Access (CUA) (IBM)

e. Standard User Interface Style Guide for Compartmented Mode Workstations
(Defense Intelligence Agency (DIA))

f. Compartmented Mode Workstation Labeling: Source Code and User Interface
Guidelines (DIA)

g. Air Force Standard Systems Center GUI Style Guide, SSCR 700-10, Vol I

h. User Interface Specifications for the Global Command and Control System
(GCCS), Version 1.0, draft, October 1994

i. Theater Battle Management Style Guide (U.S. Navy)
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j. Army Theater Battle Management HCI Specification

k. Navy JMCIS.

3.3.4.3.3 Stardards deficiencies. Currently, conformance to parts 12-17 of the ISO 9241
standard is on a part-by-part basis. There is concern that the overall standard may thus fail to
address potential ergonomic problems arising from interactions between the user interface
elements covered by the individual parts.

There is concern that ISO/IEC 11581 may contain overly rigid specifications for the set of icon
shapes that can be used to represent different user interface parts.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X11R6.

As no significant produc' s are as yet available for Motif 2.0, the previous versio.,, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X11R6 are resolved.

3.3.4.3.4 Portability caveats. NIST FIPS 158-1 (User Interface Component of the Applications
Portability Profile) mandates the use of the X Window protocol, X library, and X toolkit
intrinsics. IEEE P 1201.2, when completed, is intended to increase the level of user interface
consistency (and thus user interface portability) across X Windows-based envirot ments. There are
potential conflicts here.

DOD HCI Style Guide is based on (and intended to supersede) the Army, Navy, Air Force, and
DODIIS style guides cited in the table above. The goal of this effort is to minimize unnecessary
user interface diversity across DOD systems. There are potential problems wi6h systems designed
to accommodate different style guides.

MIL-STD-1800 is an Air Force-only standard that duplicates MIL-STD-1472D ,nd is largely
ignored in Air Force acquisitions. It has been recommended that MIL-STD- 180C be canceled and
any value added material be added to MIL-STD-1472D.

3.3.4.3.5 Related standards. The following standards are related to user interface style guides:

a. ISO 9241-1: 1ý2, Ergonomic requirements for office work with VDTs, part I:
Introduction, presents an overview of the content and usage of the multipart ISO
9241 standard. A reviF ý version of ISO 9241-1 is currently at the CD level and
will soon be released for DIS ballot.

b. ISO 9241-2:1992, Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, present an overview of factors that should be considered when
designing tasks to be performed in a specific computing environment.
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c. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work s. irns in general, with
the intention of providing optimal working conditions widt respect to health and
safety, well- being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. 1NIST FIPS 158-1, User Interface Component of the Applications Portability
Profile.

f. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

9. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

h. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

i. DOD-HDBK-743A (19S 1) Anthropometry of U.S. Military Personnel.

j. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

k. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.4.3.6 Recommendations. A style guide is necessary for development of all GUIs. There are
no formal standards efforts in this area. A style guide is part of the Presentation Layer in NIST
FIPS 158-1. Procurements that require software user interfaces to be addi ,ssed by ergonomic
standards can require conformance with standards for menu structures, command languages,
direct manipulation dialogs, forms-based dialogs, windowing, icons, screen formatting,
information coding, and user guidance.

It is recommended that the practices of the DOD HCI Style Guide, TAFIM, Volume 8 be
followed. It provides a commo- framework for HCI design and implementation with emphasis on
standard look and feel for GU, .ased applications. As many aspects of standard GUI style are
application specific, application area style guides should also be used when available. Motif 1.2 is
the current version of the OSF specification for GUI behavior and appearance and programming
and data interface,:. It includes a style guide for GUI interfaces and is also recommended.

Parts I and 2 of the ISO 9241 standard are informative; parts 10 and 11 are expected to be
informative on compkition. Parts 12-17 are expected to be normative on completion.
Conformance with !he overall ISO 9241 standard is based on conformance with all normative
parts that apply to a particular product. The ISO/IEC 11581 standard is expected to be normative
on completion.
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3.3.4.4 Three-dimensional appearance. Modem, color GUI applications make use of a three-
dimensional appearance which is more pleasing to the user than the older two-dimensional
appearance of monochrome GUIs.

3.3.4.4.1 Standards. Table 3.3-20 presents standards for three-dimensional appearance.

TABLE 3.3-20 Three-dimensional appearance standards

Standard Sponsor Standard Standard Status
Type Re:rence DoD

(Lifecycle)
Gpc NIST Uer nme. Comp ohe .wA4kamsPotWability FF5 PUS PUrB '% Nda

Pifiie (Adopu the X Prtowco1, Xlib Iwzffda, Xt kIxiasa. 1:1993 (A-poed)
md Bitiw Dimibwio nRM..t ofXl IIRS

M cX X Cimrirmls PHpGS-h d 3-D Extiom th. X X 11 R5 iafo-masoi
Comoium Window Sytm (PEX) (Appoved)

c MITX X Cogrfoa,.'s PHIGS1bned 3-D EBtniion to X Window X11R6 Infonmmional
Conmoaw= Symmn (PEM (Aptnned)

3.3.4.4.2 Alternative specifications. The only other available specifications are proprietary.

3.3.4.4.3 Standards deficiencies. As no significant products are as yet available for the newly
released X11R6, the previous version, X 11R5, as adopted by FIPS 158-1, remains as the
accepted secondary reference standard.

3.3.4.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.4.4.5 Related standards. The standard related to integration of 3-D graphics with GUIs is
ISO 9592-1, -2, -3: PHIGS (Programmers Hierarchical Interactive Graphics System).

3.3.4.4.6 Recomn-;"' Jions. Conformance to FIPS 158-1, which subsumes PHIGS Extension to
X (PEX), is requi.td. ,-D extensions to X Windows based on the PHIGS graphics standard
(ISO 9592) are needed. FIPS 158-1 is the current release of the government standard which
adopts the MIT X Consortium XlI R5 specification. These standards specify the PHIGS
Extension to X Windows (PEX).
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3.3.4.5 Interchange format for design tools. A common, GUI-independent Interchange Format
for Interactive Design Tools (IDTIF) would allow different tools for developing interactive
graphical windowing applications to exchange graphic objects and basic screen information.

3.3.4.5.1 Standards. Table 3.3-21 presents standards for interchange formats for design tools.

TABLE 3.3-21 Interchange format for design tools standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPCe Conio Dokap Environvet (CDE); XCDO Seic C323 (4/95) Mandated
and Apkaionrs jApmv-d)

CPC X*pn CononAnon p Envokpavuznt (CDE); XCDF Definitions C3L4 (4/95) Muidded
nWd Inftmalvaatla (ApprovieO

SOSF Motf Moif 1.2 hnformadionai
(Airoxv4d)

CPC osF Motif Motif 2.0 Infomiatmal
(Appioved)

CPC OSF OSF User Intodam Maaanomaen Systen (UIMS) Workdig UIMS wo Infomuatiool
Group (Formative)

CPC OSF CD~owxt/Motif (CDEJMotif under OSF Prestctwured CDE/MotifPST Eiervfing
Tedhnology (PST)) (Foratuive)

3.3.4.5.2 Alternative specifications. No other consortia or de facto specifications are available.

3.3.4.5.3 Standards deficiencies. Interactive Design Tools (IDT) that want to interchange
graphic objects and screen information need a common GUI-independent Interchange Format
(IF). There are few of these tools (IDTs), and they do not have a common IDTIF. Deficiencies in
the standards are unknown, since these services are not part of any formal standard.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X1 1R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential convicts between Motif 2.0 and
X11R6 are resolved.

3.3.4.5.4 Portability caveats. Portability problems with the existing specification are unknown.

3.3.4.5.5 Related standards. No standards are related to design tool interchange format
standards.

3.3.4.5.6 Recommendations. Consortia work on IDTIF specifications is in the early stages.
Tools must be procured for specific GUls, and these cannot work with tools for other GUIs.
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The Common Desktop Environment (CDE) is recommended. CDE is a unified UNIX interface
based on a highly customized Motif toolkit. Initially developed by the Common Open Software
Environment (COSE), it is now part of a unified, vendor-neutral development of CDE, Motif, and
the X Window System under the X Consortium. CDE provides a more modem and robust GUI
interface than Motif for POSIX platforms as well as a more robust development environment.
CDE is found in two companion documents, C323 and C324.
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3.3.4.6 Customization to local norms. (This BSA appears in part 3, User Interface, part 13,
Human Factors, and part 14, Internationalization.) Customniation to local norms involves
modification of the key mapping to accommodate the local language and disp!ay of data in the
commoily-used format (e.g., numbers, dates, time).

3.3.4.6.1 Standards. Table 3.3-22 presents standards for customization to local norms.

TABLE 3.3.22 Customization to local norms standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD Huan.Computer Interface (HCI) Style Guide TAIM Volaue 8, Mandated
Version 3.0:1996 (Approved)

CC XAPt Itntesationaliation Guide, version 2 G304 (7/93) Infomsational
(Approved)

CPC X/ipe Locale Registry Poedums G303 (1993) lnfonmational
(Approved)

CPC OSF Motif 1.2 (cosnsstent with XAOpon's NIS specifications & Motif 1.2 Informational
alto do bl-byte draer sets) (Approved)

CPC MIT X X Window System (X font manager- includes double-byto XI IR5 Informational
Cotansutiwn dsacter sets) (Approved)

NPC ANSIF Amerinem National Standard for Hurna Factors 100-1988 Intoumstional
Engi-nteng of Visual Displna Terminal Workstations (Approved)

GPC DOD Military Standard Keyboard Arrangements MIL-STD-1280, Irfonnational
Notice 1. 1969 (Approved)

GPC DOD User o ttpuer Interface MILSTD- 1801 29 Infornational
May 1987 (Approved)

GPC DOD Human Engineering Performunce Requirements for MIL-STD-1800A ofo.mational
Systems 10 Oct. 1990 (Approved)

GPC DOD DOD Handbook, Human Engineering Guidelines for MIL-HDBK-761A Informational
Management Information Systems 30 Sep. 1989 (Approved)

GPC DOD Guidelines for Designing User Interface Software ESD-TR-86-278 Infoemational
(Approved)

GPC DOD Department of Defense intelligence information Systems DODIlS Style Informational
Style Guide Guide, 10/91 (Approved)

OPC DOD Air Force Intelligence Data Handling System (lDHS) Style iDHS Style Guide informational
Guide 1990 (Approved)

GPC DOD Human Factors Guidelines for tlhe Anmy Tactical ATCCS Guidelines informational
Conouand and Control Systemo (ATCCS) Soldier-Machine v.1.0 and v.2.0, (Approved)

interface 1990and 1992
GPC DOD The User Interface Specifications for Navy Cotvoand and Navy CCS. Version informational

Control Systems 1.1.1992 (Approved)

GPC DOD Humuan Engineering Design Criteria for Military Systems, MIL-STD- 1472D Inforraticoal
Equipment and Facilities Notice 2, 30 Junr (Approved)

1992
GPC DOD Human Engineering Guidelines for Management DOD-HDBK-7 IA Informatinoal

Infonration Systems (DOD 1
9 8

9c) (Approved)

CPC X/Open Distribsted Interoationalisauion Services S213 (11/92) Inforrottonal
(Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

___________(LifecivceL

cpC XIOPen IOtOMAiOnWuliOAzo Of I11teretWoekiFog Sprtelfriono111 S302(4/93) lnfororadlieal
(Approved)

c'c X/Opeft File Systeme Safe UCS Teassuormation Forums 0;5S-lfl1M P316 (1993) Infolmtoatitn
(Approved)

cPc X/lpen System lntofac ard Headers. Isour 3 C212 (3W92) [afotmaticalu
(Approved

cite XIOPa Su'; ye efinitions~lutsel C213 (3/92) laforoatioeai
(Approved)

CitC X/Open Doaversu Multipl.0e-OCodedChinara er Setcoexistence, B401 (3/94) Informutional
and Migration (Approved)

NPC ANSJ/9AE Humoan loterfaro Deaign Methodology for Integrated ARP 41355(1990) ltformattiortal
Disply Syrohology (Approved)

UPC DOD Humran Engionering Requirsameset for Militaty Systema, MILS`h-416855B3 Informational
Fquipment. and Ncifities 26 May 1994 (Approved)

cpc X/tlpon Single Unix Specification (Spec. 1170), Systemo Iotearfe C434 (9/94) lnformatiortul
Definitions, Issue 4, version 2 (put of XP04) (Approved)

Cpc XjOPen Single Unix Specification (Span. [170), Systemo Interfaesa C435 (9/94) Informational
and Headers. Issue 4, Version 2, (Pant of XP04) (Approved)

cpC X)Open Locale Registry Procedareas, Version 2 (G502 (5/95) Infornoozionid
(Approved)

cpC OSF Motif Motif 2.0 lfotfotatiotual
(Approved)

CPC X,9)Pe Iotemationalization Guide, Version, 3 (0503 (11/95) Infortotioeal
CrBD)

[PC ISO Ergonoroie Reqarententa for Offier Work with VDTs Put 9241-11I Infonstoarorl
11: Guidan No utahility specifications and meoaaurea (Draft)

[PC ISO Ergonomoic Requreements for Office Work with VDTs Pant 9241-12 Infonoational
12: Preoarwouno of infortmation (Draft)

NPC [222 Roeommended Practice for Grsplical lUser lororfaco P1201.2 lofooinational
Drivahitity (Draft (projant

being mcaect, lar&
____________ ____________of Proem$))l

UPC DD oitSatellite Cootrol(1C) HarnoCorpotr lterfacc I S ClId 3d.. 1.0 loforrnaiioea]
7 7 0 Stkudnd. Veto/on 1.0 (Draft)

3.3.4.6.2 Alternative specitications. Several applicable consortia or de facto style guides are
available for internationalization. However, conformance with one or more the style guides listed
below does not guarantee conformance with ergonomic standards:

a. The Windows Interface: An Application Design Guide (Microsoft)
b. Object-Oriented Interface design: IBM Common User Access Guidelines (IBM)
C. Macintosh Human Interface Guidelines (Apple Computer).

3.3.4.6.3 Standards deficiencies. Currently, conformance to parts 12-17 of the ISO 9241
standard is on a part-by-part basis. There is concern that the overall standard may thus fail to

April 7, 1997 3.3-51 Version 3.1



Tnfiwmaiukn T~ehnnlngy Stnrdarda Ouidlnnr Uw Intfine S"vi•

address potential ergonomic problems arising from interactions between the user interface
elements covered by the individual parts.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
XI R6 are resolved.

3.3.4.6.4 Portability caveats. Although Motif supports the X/Open Native Language System, it
also supports a number of its own internationalization extensions which makes it incompatible
with some legacy specifications.

NIST FIPS 158-1 (User Interface Component of the Applications Portability Profile) mandates
the use of the X Window protocol, X library, and X toolkit intrinsics. IEEE P1201.2, when
completed, is intended to increase the level of user interface consistency (and thus user interface
portability) across X Windows-based environments. There are potential conflicts here.

The DOD HCI Style Guide is based on (and intended to supersede) the Army, Navy, Air Force,
and DODUS style guides cited in the table above. The goal of this effort is to minimize
unnecessary user interface diver-ty across DOD systems. There are potential problems with
systems oisigned to accommodate different style guides.

3.3.4.6.5 Related standards. The following standards are related to cultural convention services:

a. X/Open Internationalisation Locale: L001 (1994): ja_JP - Japanese for Japan.

b. X/Open Internationalisation Locale: L002 (1994): daDK - Danish for Denmark.

c. X/Open Intemationalisation Locale: L003 (1994): deAT - German for Austria.

d. X/Open Intemationalisation Locale: L004 (1994): enDK - English for Denmark.

e. X/Open Intemationalisation Locale: L005 (1994): foFO - Faroese for the Faroes.

f. X'Open Internationalisation Locale: L006 (1994) is-IS - Icelandic for Iceland.

g. X/Open Intemationalisation Locale: L007 (1994) kI_GL -Greenlandic for
Greenland.

h. X/Open Intemationalisation Locale: L008 (1994) ItLT - Lithuanian for Lithuania.

i. X/Open Internationalisation Locale: L009 (1994): IvLV - Latvian for Latvia.

April 7, 1997 3.3-52 Version 3.1



Information Technolnv Standards Guidance User Interface Services

j. X/Open Intemationalisation Locale: L010 (1994): deCH - German for
Switzerland.

k. X/Open Internationalisation Locale: LO 1(1994): deDE - German for Germany.

L X/Open Intemationalisation Locale: L012 (1994): enGB - English for Great
Britain.

m. X/Open Internationalisation Locale: L013 (1994): enjE - English for Ireland.

n. X/Open Internationalisation Locale: L014 (1994): enUS - English for the U.S.A.

o. X/Open Internationalisation Locale: [.015 (1994): huHU - Hungarian for
Hungary.

p. X/Open Internationalisation Locale: L016 (1994): itIT - Italian for Italy.

q. X/Open Internationalisation Locale: L017 (1994): nlNL - Dutch for the
Netherlands.

r. X/Open Internationalisation Locale: L0'8 (1994): plPL - Polish for Poland.

S. X/Open Internationalisation Locale: L019 (1994): ptPT - Portuguese for
Portugal.

t. X/Open Intemationalisation Locale: L020 (1994): roRO - Romanian for
Romania.

u. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

v. MIL-STD- 1908 (1992) Definitions of Human Factors Terms.

w. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

3.3.4.6.6 Recommendations. Procurements that require software user interfaces to be addressed
by ergonomic standards can require conformance with standards for menu structures, command
languages, direct manipulation dialogs, forms-based dialogs, windowing, icons, screen formatting,
information coding, and user guidance.

Parts I and 2 of the ISO 9241 standard are informative; parts 10 and II are expected to be
informative on completion. Part 3 of the ISO 9241 standard is normative; parts 2-9 and 12-17 are
expected to be normative on completion. Conformance with the overall ISO 9241 standard is
based on conformance with all normative parts that apply to a particular product.

April 7, 1997 3.3-53 Version 3.1



Informaton ' Chnomo.. St.nda. S '% Guidance User Interface Services

Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative and normative parts should be required
for the best implementation of modern human factors/ergonomic thinking. In general,
conformance tests for informative parts will not be available.

The DOD HCI Style Guide is recommended for customization to local norms.
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3.3.4.7 Language bindings for GUIs. These are specifications for language bindings for the
display, manipulation, and management of objects in windows on a raster graphics screen.

3.3.4.7.1 Standards. Table 3.3-23 presents standards for language bindings for GUIs.

TABLE 3-3-23 Language bindincs for GUIs standards
Standard Sponsor Standard Standard Stas

Type Reference DoD
_(Lifecycle)

NPC Imm Modual Toolkit Eavitme TE) 1295:1993 idomiwtiua
(AppM4ve)

CPC OSP Motif biin&g to C Motif 1.2 Indtomahaiow
(Apprvd)

CPC F MW Moti 2.0 Inomloi

3.3.4.7.2 Alternative specifications. The following specifications are also available for support
of legacy systems:

a. Rational Systems implements Xlib with an Ada binding.
b. The Software Technology for Adaptable, Reliable Systems (STARS) program has

an Ada binding for Xlib and Xt Intrinsics.
c. APIW.
d. Ada bindings for Motif.

3.3.4.7.3 Standards deficiencies. The X Window system was designed with the C language in
mind. Ada code can interface with the X libraries, which are written in C, but fundamental
semantic incompatibilities exist between the Ada and C programming languages.

No open-standard bindings are present from Ada to any GUI or GUI toolkit, so an Ada
application will have to be written to a GUItoolkit using a nonstandard binding with portability
severely compromised.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X 11 R6 are resolved.

3.3.4.7.4 Portability caveats. Although Ada compiler vendors are required by the Ada Language
Reference Manual to provide the capability for Ada to call routines written in other languages,
they are not required to provide a capability that allows routines written in other languages to call
Ada programs. The result is reduced portability, interoperability, and integratability between the X
Window system and Ada systems.
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3.3.4.7.5 Related standards. GUI standards and language otandards are related.

3.3.4.7.6 Recommendations. An IEEE study group has begun work on the specification of an
Ada-95 binding to IEEE 1295/Motif. Several proprietary products are available which supply an
Ada-83 binding to Motif. Most of these interface to C function libraries (Xlib, Xt Intrinsics),
although at least one such product has directly reprogrammed these libraries into Ada-83. If an
Ada application must be interfaced via an IEEE 1295 C binding, a layered approach should be
taken which limits the direct calls of C functions by the application. This will allow a smoother
transition to a future standard Ada binding to Motif. Program managers for procurements
specifying graphical windowing interfaces should take a practical and realistic approach in view of
the current lack of a standard for Ada bindings to GUIs. Choice of an existing library which takes
this layering approach is desirable.

IEEE 1295 adopts the C language toolkit defined by the OSF/Motif 1.2 specification. Motif 1.2 is
the current version of the OSF specification for GUI behavior and appearance and programming
and data interfaces.
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3.3.4.8 Visualization. (This BSA apptarg in part 3, User Interface, and part 13, Human Factors.)
Visualization is the method of displayinf. ,ta in a graphical manner to aid in recognition of
patterns and trends in data and to give the viewer -. depiction of a physical system that has been
modeled by data points (e.g., finite element analysis (FEA) and comp'itational fluid dynamics
(CFD)). Another technique is the visualization user interface (VU1), a GUI that interprets text and
numbers as pictures to show their relative scales and other relationships. A VUI remodels data so
that text and r anbers are hidden behind a picture expressing their complex relationships.
Engineerin, visuaiization is a term freely applied 'o almost any intersection where the engineering
process meets image creation technologies.

. .8.1 Standards. Table 3.3-24 presents standards for visualization.

TABLE 3.3-24 Visualization standards

Standard Sponsor I Standard Standard Status
Type IReference DoD

(Lifecycle)
NPC ANSUdSAE Aeowdynmic Flow Vimafizafion Tedmiquw4 *ad HS J1566 - 1996 lomaoioto1

Pooocoe. (Approved)

3.3.4.8.2 Alternative specifications. There are no alternative specifications available, but
extensive academic research on this topic is taking place, particularly in the University of
Maryland's Human- .omputer Interactk n Laboratory and the Software Psychology Society.
Topic-s include using treemaps for visualizing hierarchical information, using statistical distortion
to promote tht detection of outlying data, and use of color coding as a visualization aid.

3.3.4.8.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.3.4.8.4 Portability caveats. Portability problems with the existing standards are unknown.

3.3.4.8.5 Related standards. The following standards are related to visualization standards:

a. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems

b. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems

c. MIL-STD-1908 (1992) Definitions of Human Factors Terms

d. MIL-HDBK-761A (1989) Human Enginecring Guidelines for Management
Information Systems

e. DOD-HDBK-763 (1987) 1 luman Engineering Procedures Guide.

3.3.4.8.6 Recommendations. There are no recommendations for visualization itself, but it does
require the use of power graphics generation if a dynamic system will be shown, rather than a
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seties of static views. Other requirements can include a high degree of mathematical precision and
single-pixel accuracy in rendering.
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3.3.4.9 Color use. (This BSA appears in part 3, User Interface, and part 13, Human Factors.)
The use of color is a vital part of communication with the user of computer applications.
Computer representation of color is done through the use of the Red, Green, Blue (RGB) color
separation method which must be used to approximate color definitions used in graphic
technologies.

3.3.4.9.1 Standards. Table 3.3-25 presents standards for color use.

TABLE 3.3-25 Color use standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD Humi.Computr Inlerface (HCI) Style Guide TAFIM Volume 8, Madated
Venion 3.0:1996 (Approved)

IPC CIE Recommendatio on Uniform Color Spaces, Color- CIE Pub. IS, Suppl. loforma10eeal
Difference Equations, Wnd Psydrometric Color Ternm 2(1986) (Approved)

IPC NATO Aircraft Electronic Colour Display Systerm STANAG 3940 Informational
(1991) (Approved)

IPC ISO Ergonomic Requirements for Office Work with VDTs Purt 9241-8 Infonmational

8: Rcquirnmrntm for displayed colors (Draft)

3.3.4.9.2 Alternative specifications. Alternative specifications include any user interface style
guide that addresses the use and meaning of color.

3.3.4.9.3 Standards deficiencies. Comparison of color defined by the existing standards assumes
identical viewing conditions. There are no standards directly addressing comparisons across
viewing environments, although developers are working on models.

3.3.4.9.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different color definitions
from the CIE. They are CIEXYZ, CIELAB, and CIELUV. These standards have existed for a
long time and are seen as the common basis for any future unifying definitions.

One problem with the use of color is color blindness. To accommodate the color blind, if color is
used to convey important information, then a second method should also be used (such as
brightness of the color).

3.3.4.9.5 Related standards. The following standards are related to human factors standards for
the use of color:

a. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems

b. MIL-STD- 1800A (1990) Human Engineering Performance Requirements for
Systems
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C. MIL-STD-1908 (1992) Definitions of Human Factors Terms

d. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management Info.

Systems

e. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

3.3.4.9.6 Recommendations. The approved standards in this section are recommended where
they are applicable. The DOD HCI Style Guide is recommended, particularly section 4.3 which
addresses the use and meaning of color.
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3.3.5 Window management. Window management specifications define how windows are
created, moved, stored, retrieved, remo° --A, and related to each other.

3.3.5.1 Independent window manage x ?nt services. (This BSA appears both in part 3 and part
9.) Window management services are a necessary part of any windows system to perform
functions such as resizing or moving windows. These services are not to be confused with
services managing individual windows as though they were separate terminals.

3.3.5.1.1 Standards. Table 3.3-26 presents standards for independent window management
services.

TABLE 3.3-26 Independent window management services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPC I Modlar "oolt Environmnt (MTE) 1295:1993 Informational
(Approved)

Cpc (SF Motif Motif 1.2 Iofonnativoli
(Appkrved)

c MIT X X Window oystem (rTb Window Monager) X1IRS Infoooationl
Consortium (Approved)

0c9 O9F Motif Motif 2.0 Ioforruatioo.

L (Approved)

3.3.5.1.2 Alternative specifications. The following specifications are also available for legacy
support:

a. APIW
b. USL/Sun Open Look Wi-dows Manager (olwm)
c. IBM SA. Presentation Manager Window Manager.

3.3.5.1.3 Standards d'.ficiencies. Although all window managers perform functions such as
window resizing and ,noving (window --•ipulation), some do not manage their windows
independently, as if •ach window wei ,arate system. Failure to manage windows
independently may create situations in n an application seizing in one window may propagate
the errors to other windows causing the . seize (lock up). In addition, without an independent
window manager, usually it is not possible to invoke programs that run in graphical mode at the
same time (but in different windows on the same screen) as programs running in character mode.
Certain windows systems running under s.ngle-tasking DOS also do not support independent
window managers.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X I I R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
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threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X11IR6 are resolved.

3.3.5.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.5.1.5 Related standards. No standards are related to independent window management
standards.

3.3.S.1.6 Recommendations. A procurement should specify a Windows Manager that
accommodates window manipulation and application seizure protection. Windows systems using
X Windows operating on protected operating systems like UNIX are more robust (i.e., the failure
of one application will not cause other applications to fail automatically) than some running on the
unprotected DOS operating system.

April 7, 1997 3.3-62 Version 3.1



Information Technology Standards Guidance User Interface Services

3.3.5.2 Multiple displays. Multiple display services allow the use of multiple, possibly
heterogeneous, displays as separate windows within an application.

3.3.5.2.1 Standards. Table 3.3-27 presents standards for multiple displays.

TABLE 3.3-27 Multiple displays standards
Standard Sponsor Standard Standard status

Type Sponsor_ Reference DoD
(Lifecycle)

SOS Mof Motif 1.2 Adopted(Apprwovd

C O Motif Moif 2.0 bnfortational
I I I I ~(Apped

3.3.5.2.2 Alternative specifications. The only other available specifications are proprietary and
should only be used to support legacy systems.

33.5.2.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
implementation in X11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is avaiable and until potential conflicts between Motif 2.0 and
X11R6 are resolved.

3.3.5.2.4 Portability caveats. Portability problems related to the existing specifications are

unknown.

3.3.5.2.5 Related standards. No standards are related to multiple display standards.

3.3.5.2.6 Recommendations. Motif 1.2 is the current version of the OSF specification for GUI
behavior and appearance and programming and data interfaces. Motif 1.2 includes specifications
for multiple physical displays used in the same logical display without downgrading the
performance of the most advanced display to that of the least advanced.
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33.53 Shared screens. Shared screen capabilities enable two or more workstations to display
the same screen simultaneously. Changes made. by one user can be seen by others as they are
made. Shared screens can be implemented in two ways. One way enables people to view each
other's screen, while one person makes changes. The other way enables people to run the same
application on both screens so both users can make changes simultaneously.

3.3.5.3.1 Standards. Table 3.3-28 presents standards for shared screens.

TABLE 3.3-28 Shared screens standards

Standard Sponsor Siandard Standard Status
Type Reference DoD

_(Lifecycle)
N/A N.A. None N.A. Info madio,

(N.A.)

3.3.5.3.2 Alternative specifications. The only other available specifications are proprietary.

3.3.5.3.3 Standards deficiencies. There are no standards to have deficiencies.

3.3.5.3.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.5.3.5 Related standards. Currently, no standard specifies sharing and updating by two or
more users on the same screen(s), and none are anticipated.

3.3.5.3.6 Recommendations. No standards-based way to require that screens be sharable and
updatable by two or more communicating users working on the same screen(s) is available for a
procurement, and no standards are anticipated.
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3.3.5.4 On-line help. On-line help allows the user to access application reference material
directly from the application or system through the computer.

3.3.5.4.1 Standards. Table 3.3-29 presents standards for on-line help.

TABLE 3.3-29 On-line help standards
Standard Sponsor Standard Standard Status

Type Reference DoD
CLifec•cle)

GPC DOD HurmmCompAter Interfam (ICI) Style Guide TAFIM Volume 9, MAIWASWd

venion 3.0:1996 (Appved)

CPC OSF Motif Motif 1.2 Infonrauiocal
(Approved)

CPC OSF Motif Motif 2.0 Informational
(Approved)

NPc IM Reommaded Prabcte for OrGpbucal User Inaefaw P1201.2 Infonnalonal
DrivUlity (Draft (Pmoje-

being canceled. I*&cof pnegs))

3.3.5.4.2 Alternative specifications. The only other available specifications are proprietary.

3.3.5.4.3 Standards deficiencies. On-line help is included in the P1201.2 Drivability
specification. However, this document is a "Recommended Practice" rather than an IEEE
standard.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in XI 1R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X I1 R6 are resolved.

3.3.5.4.4 Portability caveats. There are no known portability problems with the existing
standards.

3.3.5.4.5 Related standards. No standards are related to on-line help standards.

3.3.5.4.6 Recommendations. The only specification for on-line help available for a procurement
is the specificaticn provided by the proprietary GUts. The P 1201.2 effort is not yet available. The
DOD HCI Style Guide, TAFIM, Volume 8, is recommended for its partial specification.
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33.5.5 Drlvability. Drivability refers to the ease with which users may transfer from one GUI
"look and feel" or application to another with minimal interference, errors, confusion, relearing,

or retraining. The intent is to eliminate error provoking inconsistencies, misleading expectations
about the results of user actions, gross inconsistencies in the high-level user model or metaphor,
and incompatible motor control tendencies. This only relates to those aspects for which
consistency is necessary to promote easy transfer among confoiming environments.

3.3.5.5.1 Standards. Table 3.3-30 presents standards for drivability.

TABLE 3.3-30 Drivability standards
Standard Sponsor Standard Standard Status

Type Reference DoD
CLifec cle)

Gpc DOD Huma-Computer Inteface (HCI Style Guide TAFIM Volumne 8, Mandted
Version 3,0: 1996 (Approved)

cpc OSP Motif Style Guide Motif So Rev. Madated
1.2:1992 (Approved)

Cpc Osp Motif Motif 1.2 informiutioel
(Approved)

C OSF Motif Motif 2.0 ifomtotoalt
(Approved)

NPC WE Re'P ended Pfcik for O rapf Use" Interfae P1201,2 Infoemutlonal
Drivsbility (Drft (Project

beiqg woeled, lak
ofproxtes,))

3.3.5.5.2 Alternative specifications. The following specifications are also available:

a. APIW drivability
b. IBM: SAA's Common User Access (CUA).

3.3.5.5.3 Standards deficiencies. Motif 2.0 is somewhat incompatible with the multi-threading
implementation in X 1 1 R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X 1 1 R6 is resolved.

3.3.5.5.4 Portability caveats. The IEEE P 1201.2 Working Group, is producing a
"Recommended Practice" rather than a mandatory standard. This specification uses the best
features from commercial products, as well as features from various ISO standards and hul in-
computer interface research. Its hybridization prevents it from being completely compatible with
any particular commercial product. Portability problems can result if vendors selectively
implement parts of P 1201.2.
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3.3.5.5.5 Related standards. The following standards are related to drivability or drivability
standards:

a. ISO DIS 9995 Parts 1-7: Keyboard Layouts.

b. ISO TC159/SC4/WG5: This software Ergonomics and Man-Machine Dialog
committee is developing parts of ISO 9241 ("Ergonomics of Visual Display
Terminals").

c. ANSI X3VI.9 User-System Interfaces and Symbols committee: Working on a
VMUIF.

d. ISO/IEC JTC I/SC8I/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3VI.9 to ISO status.) The group also is developing standards for user
interfaces and symbols associated with text and office systems.

e. ANSI HFS-HCI: This ANSI committee is working on drafts on the design process,
information presentation, forms-based dialog, and window-based interaction.

3.3.5.5.6 Recommendations. The mandated standards are recommended. IEEE P 1201.2
specifies rccommended practice for drivability of GUI based applications. IEEE P1201.2 will be
recommended for use once completv.
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3.3.5.6 Commands, menus, and dialog services. In any software system it is necessary for
users to command it to perform functions. In a GUI commands are entered either by pointing and
clicking on a menu item, or by entering commands interactively in data entry windows known as
dialogs. Dialog support services translate the data entered for display to that which is actually
displayed on the screen (e.g., cursor movements, keyboard data entry, external data entry
devices).

3.3.5.6.1 Standards. Table 3.3-31 presents standards for command, menu, and dialog services.

TABLE 3.3-31 Commands, menus, and dialog services standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC DOD Hurm•-Compuer Inted- (110) style, Guide TAFM Volume 8. MMdated

vertsia 3.0; 1996 (App•oved)

Cpc OSF Motif Motif 1.2 Infonmaional
(Approved)

cpc OSF Motif MfWif 2.0 Infornnational
(Approved)

[PC ISO Software ErgoEnmi and M m-Mwhine Dialogue TC159/SC4/WG5 Informational

3.3.5.6.2 Alternative specifications. The following proprietary specifications are available for
support of legacy systems:

a. IBM: SAA Presentation Manager
b. Microsoft: MS Windows.

3.3.5.6.3 Standards deficiencies. The emerging ISO standard on Software Ergonomics and
Man-Machine Dialogue (under development in ISO TC159/SC4/WG5) contains only text-based
style information rather than implementable specifications.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X 11R6.

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2.0 will be delayed until an appropriate
threshold of Motif 2.0 products is available and until potential conflicts between Motif 2.0 and
X 11 R6 is resolved.

3.3.5.6.4 Purtability caveats. Because the ISO effort only addresses style, products written to
the ISO standard may not be portable.

3.3.5.6.5 Related standards. The following standards are related to dialog, command, and menu
service standards:
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a. ISO TC159/SC4/WG5: This software Ergonomics and Man-Machine Dialog
committee is developing parts of ISO 9241 ("Ergonomics of Visual Display
Terminals").

b. ISO 11730 Forms Interface Management System (FIMS).

c. ANSI HFS-HCI: This ANSI committee is working on the design process,
information presentation, forms-based dialogs, and window-based interaction.

33.5.6.6 Recommendations. No strong recommendation can be made. For specifying how to
enter commands in graphical menus through dialogs, only proprietary offerings are available for
procurement. The ISO effort is in its early stages and, even when it is complete, it will not offer
implementable specifications but, rather, style information.

The Human-Computer Interface (HCI) Style Guide is recomomended. This style guide provides a
common framework for HCI design and implementation with emphasis on standard look and feel
for GUI based applications.
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3.3.5.7 Input device managemnent and control. Input device management covers the keyboard,
pointing devices, tablets, and touch screens which allow the user to control the application.

3.3.5.7.1 Standards. Table 3.3-32 presentw, standards for input device management and control.

TABLE 3.3-32 Input device nmanagement and control standards
Standard Sponsor Standard Standard Status

Type Reference DoDI (Lifecycle)
N/A N.A. None N.A. Infomsaionad

(N.A.)

33.5.7.2 Alternative specifications. The only other available specifications are proprietary.

3.3.5.7.3 Standards deficiencies. Such input devices as pointing devices, tablets, and touch

screens have no input device service standards, and none are known to be developing.

3.3.5.7.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.5.7.5 Related standards. The following standards are related to input device management
and control:

a. ISO DIS 9995 Parts 1-7: Keyboard Layouts.

b. ANSI X3VI.9 User-System Interfaces and Symbols committee: Working on a
VMUIF.

C. ISO/IEC JTC I/SCI8/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3VI.9 to ISO status.)

3.3.5.7.6 Recommendations. There are no recommendations.

April 7, 1997 3.3-70 Version 3.1



Information Technology Standards Guidance User Interface Services

3.3.5.8 Multimedir input APIs to windows-based systems. Multimedia input refers to the
integration of windows systems with non-traditional computer input, such as audio (digital and
voice) and video (photographic and full motion).

3.3.5.8.1 Standards. Table 3.2-33 presents standards for multimedia input APIs to windows-
based systems.

TABLE 3.3-33 Multimedia in, * APIs to windows-based sstens standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. None N.A. Idomafion.1

(N.A.)

3.3.S.8.2 Alternative specifications. The only other available specifications are proprietary.

3.3.5.8.3 Standards deficiencies. There are no multimedia API standards for windows-based
systems, and none are known to be under development.

3.3.5.8.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.5.8.5 Related standards. The following standards are related to multimedia input APIs or
their standards:

a. ANSI X3VI.9 User-System Interfaces and Symbols committee: Working on a
VMUIF.

b. ISO/JEC JTC 1/SC18/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3V 1.9 to ISO status.)

3.3.5.8.6 Recommendations. There are no standards to recommend.
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3.3.6 Cbaracter-tused user interface. Character-based user interface can be either a command-
line interface or a menu-driven interface similar to a graphical user interface, but it does not use
graphics and may depend solely on the keyboard for user input, i.e., not make use of an explicit
pointing device. Modem systems and applications are and will be based upon graphical user
interfaces and the associated standards for such systems. However, many legacy systems still
include a large number of character-based terminals. The following sections discuss standards
which can be applied to such systems. No recommendations will be made as to the use of these
standards on legacy systems, since such recommendations may be inappropriately or
uneconomically applied to such systemns.

3.3.6.1 Style guide. A style guide, which is part of the Presentation Management layer in the
NIST User Interface Reference Model, determdines the "look" of an interface. Many style guides
for GUIs have application to character-based interfaces.

3.3.6.1.1 Standards. Table 3.3-34 presents style guides.

__ _ _ _ TABLE 3.3-34 Style guide standards_____

Standard Sponsor Standard Standard Status
Type Reference DoD

________ _________(Lifecycle)

NPC ANIMP Amnefican National Standard for Hwuss, Factors 1W01988 sInormationul
Eng~wisnsi of Visual Display Terminal Workualsora (Appm-1u)

1PC NATO Principles of Preosenation of Informatison a, Aircrew STANAG 3705 Informuation~al
Sstaionso (Approved) I

GPC DOD Usr smpter Interface MIL-STD-1801 29 Infonnasional
May 1987 (Approved)

(JPC DOD Hmisau En~gineering Performaanc Requiremn~uts for M1L-STD-1805A - Iuonnstiouai
Systemos 10 Oct. 1990 (Approvod)

(IPC DOD DOD Handbook, HwumsnEngineering Guidelinss for MULHDBK-76]A Infornuatiooall
Managemuent Infonession Systrsu 30 Sep. 1989 (Approved)

GPC DOD GJuidelines for Designing User Interface Software, ESD-TR-86-278 Informational
(Approved)

J3PC DOD Department of Defense lotolligasu Informastion, Systems DODIIS Style Ioformational
Style Guide Guide. 10/91 (Appmvve')

(IPC DOD - Air Force Lotelligeoce Data Handliog Systemo (lDuIS) Style IONS Style Guoide lofo~roaopol
Goido 1990 (Approved)

UIPC DOD HumoanFacators Guaidelines for sthe Amoy Tactical ATCCS Goidelios ldonooational
Comossond and Coulrol Systemo (ARCXS) Soldir-Macoor v. 1.0 sod v.2.0. (Approved)

ioterface 1990 and 1992
(3PC DOD The User Ioterface Specifications for Navy Comorond sod Navy 1CC5, Version Ioformotional

Control Systemos 1.1. 1992 (Approved)

GPC DOD Hsuman Eugineeriog Design Criteria for Miitary Systems. MIL-STD- 1472D Informational
Equipmento aad Facilities Notice 2. 30 JournAe rvd
__________________________________ 1992 (Approved)___

GPC DOD) H-umansaEginerenfGuoidelinseofor Managermeo 1X)D.l-DBK.71A luforoatjonal
Information Systems (DOD 1989c) (Approved)

D1'C Dl)D laornan Eogioereof Requirerments for Military Systems. MIL.STD.46855B Inlfonnstional
Equipmenet. aod Farlities .26 May 1994 (App-oed)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycde)
[PC ISO Emgo.mic Requments for Office Work wth VDIo Past 9241.i0:1996 1afoarariona

10: Dialogue principles (Approved)

IPC ISO EIgonomic Roqcitmenmas for Office Work wtb VDTs Past 9241-11 Iaform 0i04
II O1idwce on usblity spnrofications ad measures (Draft)

[PC ISO ftgonomic Re:uiqroeals for Offic Work with VDTs Put 9241-12 lnofomobonal
12: Presentation of mformalko (Draft)

IPC ISO Ergonomic Requimeanets for Office Work with VDTs Put 9241-13 Inomiatoanal
13: Usergiddance (Draft)

[PC ISO lrgonocmc Reqrdormen for Office Work with VDTs Put 9241-14 Informatlioal
.: Meu dialogs (Draft)

IPC ISO Ergonomic Requiremenso for Office Work with VDTs Put 9241-15 InfomatlioalA
15: Command langie dialog. (Draft)

[PC ISO rgonomio Requirema for Offlcer Work ,,.' VDTs Pat 9241-16 Informaoliood
16: Dirret maniplation dialogs (Draft)

[PC ISO Pnonomic Requiremernt for Office Work wish VDTs Put 9241-17 Irfontmaiodtal
17: Form-filling dialogs (Draft)

[PC ISO/IEC GmphiaL Symbols Used on Screens: Interactive Icons 11581 Information• l
(Draft (CD))

NPC MIM Recommonded Practice forOralhicul User Interfac P1201.2 lnfotmahonl
DrivAility (Draft (Project

br•in sooled, lock

of o•overs))
GPC DOD Joint Solollito Control (JSC) Human Computer Intrrface JSC HCI St&' 1.0 Idoraotioool

Stasndad. Version 1.0 (Draft)

3.3.6.1.2 Alternative specifications. Several applicable consort or de facto style guides are
available for software user interfaces. These style guides promote consistency in user interface
design across applications. However, conformance with one or more of the style guides listed
below does not guarantee conformance with ergonomic standards (e.g., ISO 9241). These style
guides include the following:

a. Defense Intelligence Agency (DIA) Standard User Interface Style Guide for
Compartmented Mode Workstations.

b. DDS-2600-6215-91: Compartmented Mode Workstation Labeling: Source Code
and User Interface Guidelines.

d. The Windows Interface: An Application Design Guide (Microsoft).

e. Object-Oriented Interface Design: IBM common user Access Guidelines (IBM).

f. Macintosh Human Interface Guidelines (Apple Computer).

g. SAA Presentation Manager Style Guide/Common User Access (CUA) (IBM).
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h. Air Force Standard Systems Center GUI Style Guide, SSCR 700-010, Vol. I.

L User Interface Specifications for the Global command and Control System

(GCCS), version 1.0, draft, October 1994.

j. Theater Battle Management Style Guide (U.S. Navy).

k. Army Theater Battle Management HCI Specification.

L Navy JMCIS.

3.3.6.13 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.3.6.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.3.6.1.5 Related standards. The following standards are related to user interface style guides:

a. DOD Human-Computer Interface (HCI)Style Guide, TAFIM Volume 8, Version
2.0, 30 September 1994. The Human-Computer Interface (HCI) Style Guide
provides a common framework for HCI design and implementation with emphasis
on standard look and feel for GUI based applications.

b. OSF Motif Style Guide, Motif SG Rev. 1.2:1992.

C. ISO 9241-1:1992, Ergonomic requirements for office content and usage of the
multipart ISO 9241 standard. A revised version of ISO 9241-1 is currently at the
CD level and will soon be released for DIS ballot. (Parts I and 2 of the ISO 9241
standard are informative; parts 10 and 11 are expected to be informative on
completion. Parts 12-17 are expected to be normative on completion.
Conformance with the overall 1SO 9241 standard is based on conformance with all
normative parts that apply to a particular product.)

d. ISO 9241-2:1992, Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, presents an overview of factors that should be considered
when designing tasks to be performed in a specific computing environment.

e. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

f. MIL-STD- 1908 (1992), Definition of Human Factors Terms.

g. NIST FIPS 158-1, User Interface Component of the Applications Portability
Profile.
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h. MIL-STD- 1794 (1986) Human Factors Engineering Program for ICBM Systems.

L MIL-HDBK-759B(2)(1993) Human Factors Engineering Design for Army

Materiel. (Draft 759C is complete.)

j. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

k. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

L ITU-T E. 134 Human Factors Aspects of Public Terminals: Generic Opening
Procedures.

mi. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.3.6.1.6 Recommendations. No recommendation is made for legacy systems which are based
upon a character-based interface, Modifications of software running on such systems should be
consistent with the existing look and feel of the system. New systems should be based on
equipment which supports GUI applications.
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3.3.6.2 Character-based terminal support. These specifications provide the ability to mimic a
GUI interface on a character-based terminal.

3.3.6.2.1 Standards. Table 3.3-35 presents standards for character-based terminal support.

TABLE 3.3-35 Character-based terminal support standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
SDIA AlpWndows ANpkaWWdow Infomubma

(Appmed)

3.3.6.2.2 Alternative specifications. The following specifications are also available to support
legacy systems:

a. USL's SVID, which provides screen/menu enhancements to Curses, which will be
compatible with Open Look.

b. Some proprietary implementations of Motif and MS Windows on character-based
terminals.

3.3.6.2.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.3.6.2.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.6.2.5 Related standards. Some virtual APIs can provide character terminal support.

3.3.6.2.6 Recommendations. No recommendation is made for legacy system which are based
upon a character-based interface.

AlphaWindows specifies a standard developed by the Display Industry Association for displaying
applications software on low-cost terminals which do not support graphics.
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3.3.6.3 Electronic forum. (This BSA appears in part 3, User Interface, part 4, Data
Management, and part 5, Data Interchange.) These standards specify the functional interface
requirements, transfer of various fields and the interface between programaming languages and
form filling applications for use on a termilnal display.

3.3.6.3.1 Standards. Table 3.3-36 presents standards for electronic forms.

TABLE 3.3-36 Electronic formis standards _ _ _ _

Standard Sponlsor Standard Standard Status
Type Reference DoD

_____________________ _I (Lifecycle)

GPC DOD DOD Standardized Eindrenio Pormo Roquiremnats II50-13-230l Adopted
(Approved)

[PC ISO/IEC Form. loetnerse, Management System O
t
lM5I) 11730:1994 11,10~in.

I (Approved)

GPC NIST Government open Syatenm [ntnronneotion Profile (00SF P11'S PUB 146- Infonrmational
2); virtual Terminoal Forms Clauj Profile 1:1991 (Approved)

CPc X10pon Single UNIX Spedhioicsion (Spec. 1170) commando and C436 (9/94) Emnesinl;
I Utilities, Iasue 4, Veroion 2 (pust of XP04) (Approved)

CPC X/Opre Single Unix Spocifiation: W/pem Conse.. [ssoe 4 (purt of C437 (2/95) Eanemgiog
XKHO) (Approved)

UPC DOD DOD Foams Managemeent Progmaso Ptoceedtre Manosl DOD 7750.7-M4 infornesionill
(Approved)

CPN.C Norneros Query by Forms Query by Fono Infoeosooo.1
vendor. (Approved)

[PC ISOAIEC 051 Vi"to Tenminal Basic class Service. Amoerndent 2: 9040:1990 DAM 2 lofoatfmfional
Additional Functiona! Unit. (forms capability) (Dralt)

[PC IS0/IEC 091 Virtual Terminal (VI) Bauic Class Protocol, Past 1, 9041-1:1990 DAM Inoromational
Asmendmenet 2: Additional Funntions] Unit. (Form.t 2 (Draft)

C-asmkility)
CPC X/Oprn Iotnsotiooalized Terminal Interfaces (XCURSES). an S41294) 1 Ifortrotional

i ~(Superseded)

3.3.6.3.2 Alternative specifications. The Berkeley Software Distribution (BSD) 4.2/4.3 UUNIX
Curses are also available.

3.3.6.3.3 Standards deficiencies. The X/Open Portability Guide 4 (XPG4) Curses is based on
the System V Interface Definition (SVID) Issue 2 Curses version, which does not include the
SVID's forms and menu libraries.

Forms Class Virtual Terminal has bindings in C only.

DOD has developed a specification for electronic forms (JIEO-E-2300). It defines the midnimum
operational requirements for electronic forms software and mandates an interchange file format
based on Forms Interface Management System (FIMS).
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33.6.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.3.6.3.5 Related standards. The Forms Class Virtual Terminal requires the Synchronous mode
(S-mode) of operation and specifies simple delivery control. The following standards are related
to forms query and management:

a. ISO 9075: SQL
b. ANSI X3.135-1992: SQL2
C. NIST FIPS 127-2: SQL
d. NIST FIPS 193: SQL Environments

3.3.6.3.6 Recommendations. The recommended standard is JIEO-E-2300. For User Interface,
FIMS should be considered. For Data Management, make sure the fomis management systems
are compatible with FIPS 127-2 SQL. Database forms management systems should be integrated
with the SQL database language and formats set forth in FIPS PUB 127-2.
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3.3.7 Audio user interface. An audio user interface allows voice cominands as input or voice or
digital sound output.

33.7.1 Voice recognition. Voice recognition is the conversion of spoken words into computer
text. Speech is digitized first then matched against a dictionary of coded wave forms. The matches
are converted into text as if the words were typed on the keyboard. Speaker-dependent systems
must be trained before using by taking samples of actual words from the person who will use it.
Speaker-independent systems can recognize limited vocabularies such as numeric digits and a
handful of words.

3.3.7.1.1 Standards. Table 3.3-37 presents standards for voice recognition.

TABLE 3.3-37 Voice recotnition standards

Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

N/A N.A. None N.A. Infozmadocd
(N.A.)

33.7.1.2 Alternative specifications. The only other available specifications are proprietary.

33.7.1.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.3.7.1.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.7.1.5 Related standards. The following standards are related to voice recognition or voice
recognition standards:

a. ANSI X3VI.9 User-System Interfaces and Symbols committee: Working on a
VMUIF.

b. ISO/IEC JTC I/SC 18/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3V 1.9 to ISO status.)

3.3.7.1.6 Recommendations. There are no standards to recommend.
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3.3.7.2 Speech synthesis. Speech synthesis is the generation of machine voice by arranging
phonemes (e.g., k, ch, and sh) into words. Speech synthesis performs real time conversion
without a predefined vocabulary but does not create human-sounding speech.

3.3.7.2.1 Standards. Table 3.3-38 presents standards for speech synthesis.

TABLE 3.3-38 Speech synthesis standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
N/A N.A. None N.A. bomndatoio

(N.A.)

3.3.7.2.2 Alternative specifications. The only other available specifications are proprietary.

3.3.7.2.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.3.7.2.4 Portability caveats. This is a high portability risk area because no standards exist.

3.3.7.2.5 Related standards. The following standards are related to speech synthesis or speech
synthesis standards:

a. X3V 1.9 User-System Interfaces and Symbols committee: Working on a VMUIF.

b. ISO/JEC JTC I/SC18/WG9: Working on a VMUIF. (This effort moves the ANSI
work of X3V1.9 to ISO status.)

3.3.7.2.6 Recommendations. There are no standards to recommend.
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33.7.3 Voice mnesaging. Voice messaging is the use of voice mail as an alternative to electronic
mail, in which voice messages are recorded intentionally, not because the recipient was not
available. Voice mail is a computerized telephone answering system that digitizes incoming voice
messages and stores them on disks. It usually provides auto attendant capability, which uses
prerecorded messages to route the caller to the appropriate person, department, or mail box.

3.3.7.3.1 Standards. Table 3.3-39 presents standards for voice messaging.

TABLE 3.3-39 Voice messaginR standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ _ _(Lifecycle)

IPC ISO/IEC Uwr Ibods to TephýBed Sevico. Voie 13714:1995 lnWoMnaUAI1
Memging Appfi-,oa (Appmved)

IPC ISO/iEC Voiom Meuagig Umr interne Forum (VMUIF) (re..hwd JTCI/SCI 8/WG9 lafo=mfiontl

to ANSI X3VI.9) (Fonnative)

3.3.7.3.2 Alternative specifications. The only other available specifications are proprietary.

3.3.7.3.3 Standards deficiencies. Deficiencies in the standards are unknown.

3.3.7.3.4 Portability caveats. Portability problems related to the existing specification are
unknown.

3.3.7.3.5 Related standards. No standards are related to voice messaging standards.

3.3.7.3.6 Recommendations. There are no recommendations.
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3.3.8 Security. Security concerns for user interface services concentrate on identifying and
authenticating the access control restrictions placed on system users, as well as the labeling of
data by which those access control decisions can be made.

3.3.8.1 User interface security labeling. (This BSA appears in part 3 and part 10.) User
interface security labeling provides a human readable representation of the internal security labels
associated with data management, data interchange, graphics, data communications, system, and
distributed computing services.

3.3.8.1.1 Standards. Table 3.3-40 presents standards for user interface security labeling.

TABLE 3.340 User interface securit, labeline standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GpC DOD Human-Computer interfam (HCI) Style Guide TAFIM Volume 8 iMadaeld
Version 3,0:1996 (Approved)

GPC DOD Compartmented Mode Worstation (CMW) Evaluation DDS-2600-6243- Adopted
Criteria 92 (Approved)

GPC DOD CAW L.beling: Eneoding Format DDS-260D-6Z16- Inforational
91 (Approved)

GPC DOD CMW Lebeling: Source Code and User lnterfeie DDS-2600-6243- WofmloAiol
Guidelines, Revision I 91 (Approved)

OPC DOD Defense Intelligence Agency Staodard User inteorface Style DIA Style Guide: tofoermalootl
Guide for Cmportmrntod Mode Workstations 1983 (Approved)

3.3.8.1.2 Alternative specifications. There are no alternative specifications,

3.3.8.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown,

3.3.8.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.3.8.1.5 Related standards. DOD 5200.28-STD is a related standard. DOD 5200.1-R,
"Information Security Program Regulation," June 1986, establishes DOD policy for security
classification, declassification, and marking of DOD information. It also contains DOD policy for
safeguarding of classified information, including accountability, storage, transmission, and
destruction of the information.

Security-related interface requirements for workstations operating in System High or
Compartmented Mode are discussed in DDS-2600-6243-91 and the DIA Style Guide, which
provide the basis for the security portion of the HCI Style Guide (TAFIM Volume 8).

3.3.8.1.6 Recommendations. Appendix A of the TAFIM, Volume 8, DOD HCI Style Guide,
outlines security presentation guidelines for workstations and is recommended.
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3.3.8.2 Personal authentication. (This BSA appears n part 2, part 3, part 9, and part 10.)
Personal authentication supports the accountability objective of being able to trace all security
relevant events to individual users. In addition to supporting unique identification, standards are
provided to authenticate the claimed identity.

3.3.8.2.1 Standards. Table 3.3-41 presents standards for personal authentication.

TABLE 3-3-41 Personal authentication standards
Standard Sponsor Standard Standard status

Type Reference DoD

epe 051 Lifecycle)

UPC NIST Password Uas86 FLPS PUB 112: Mandated
1985 (Arp~roved)

CPC 051 Diattibutd Cornptig Piiowoont MM Rev. 1.2.2 3MBRev. LafortnaiosraJ
1.2.2:1996 (Approved)

PCK NIST Gusddrdh t on Evalaisonls of Todh~udrea for Automated M11 PUB 48:1977 lssoroational
Personal Identhificaton (Approved)

[PC I5OflEC Idnloraton Teddawlogy - open Systms Intercoosnnction - 9594-9.2:1993 [tnlonatioiasl
'The Diwedori Atalsentication Pramtework edition 2 (Same (Approved)

_________ ~~~~~as ITU-TX.509: 1993) _ ____ ______
ape NIST Gsddnikw for Use of Advaneod Auietirotaotion Tedasology F115 PUBt Infonnational

Alternatives 190:1994 (Approved)

CPC [[WI A dOe-Time Password Systern RFC 1938: 1996 nesorging
(Draft)

[PM CCB comonoo Criteria for doforoation Teduowlogy, Srcority CC Version [.0: Fsoerging
E~valuation, (CC) version 1.0 [996 (Draft)

CPC [[IR lhe Kerbevs Network Authsenticatioun Service (v5) RFEC 1510:1993 tofoonational

3.3.8.2.2 Alternative specifications. There are no alternative specifications.

3.3.8.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown,

3.3.8.2.4 Portability caveats. OSF DCE Version 1.1 Is authentication service is based on
Kerberos Version 5 (RFC 15 10), but is not totally compatible with RFC 15 10, DCE 1.2.2 adds
testing and official support for Kerberos Version 5.

3.3.8.2.5 Related standards. The following standards are related to personal authentication
standards (particularly TCSEC):

a. DOD 5200,28-STD, DOD Trusted Computer Systems Evaluation Criteria

b. NCSC-TG-U 17, Version 1, "A Guide to Understanding Identification and
Authentication in Trusted Systems
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C. CSC-STD-002-85, "Password Management Guideline"

d. NCSC-WA-002-85, "Personal Computer Security Considerations"

e. ITU-T X.509 (1993) (same as ISO 9594-8), The Directory: Authentication
Framework

3.3.&.2.6 Recommendations. The mandated standards are recommended.
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3.4 Data management services. Data management service standards provide (1) data
dictionary/directory services for accessing and modifying data about data (i.e., metadata), (2) the
database management services for accessing and modifying structured data, and (3) the distributed
data service for accessing and modifying data from a remote database.

NOTE: Th-oughout Part 4, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
C. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Consortia Private Non-Consensus = CPN-C
f. National Public Non-Consensus = NPN-C

3.4.1 Data management system. These standards provide the basic database services needed by
an application using a database. A Database Management System (DBMS) is an application used
to create, store, retrieve, change, manipulate, sort, format, and print the information in a database.

3.4.1.1 Basic database services. Basic database services include data definition, manipulation,
query, and integrity, embedded Structured Query Language (SQL), and dynamic facilities. Data
definition includes create, alter, and delete tables, views, records, fields, classes, objects,
instances, attributes, and data. Data manipulation includes insert, select, update, and delete tables,
views, records, fields, classes, objects, instances, attributes, and data. Data query includes the
ability to specify Search conditions consisting of a combination of select lists, predicates, and
comparison operators. Data integrity includes data locking (to some degree of granularity),
consistency, transaction control (to specify commit and rollback commands and guarantee the
abliity to serialize database transactions), referential constraints (to help ensure data consistency),
and synchronous writing of data. Embedded SQL consists of SQL statements embedded in a high-
level language source program. In a separate compiling phase, the SQL may be optimized and
converted into special function calls. Dynamic SQL is SQL interpreted by the SQL database at
runtime. Dynamic SQL may be generated by programs or entered interactively by the user,
Facilities embedded in application programs generate executable SQL statements during program
execution so control of a database can be turned over temporarily to the end user for interactive
access and manipulation of data.

3.4.1.1.1 Standards. Table 3.4-1 presents standards for basic database services.

TABLE 3.4-1 Basic database services standards

Standard Sponsor Standard Standard Status
Type Reference DoD

OPC NIST Database Laguge SQL (AdoptsANSI X3.135-1992 PIPS PUB 127- Msmdistd
SISO 9075:1992)) 2:1993 (Apovwd)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
OPC NIST SQL Envirents RIPS PUB Informatioml

193:1995 (Approved)

GPC NIST GMdeline for Radionala Spedatiom for Database F-PS PUB Iofomao
MbmngesetSyuoems 124:1936 (Approved)

C XCOpM Embedded SQL (Cobol Wnd Q SQL Developers lofoeannioall
Spedficaion (Approved)

IPC ISO Databae Language - Network (NDL) 8907:1987 Infomational
(Approved)

GPC NIST Database Lnguage - NDL (adopts ANSI X3.133-1986) FPS PUB lIforational
126:1987 (Approved)

NPC ANSI Dasbe l.,aguage-. (NDL) X3.133-1986 Informaional
(Approved)

CPC X$)pen Data Management: Reference Model 0505 (10195) Infoemafioeal
(Approved)

WC ISO/IEC Database Language SQL3 (will replace SQL2) 9075 Emerging(Draf)

GPC NIST SQL3.Bued PIS FS PUB 127-3 Emerging
(Formative)

NPC ANSI DIelabu Language SQL3 (will replace SQL2) X3112 Project Informationsl
0525.R (Doft)

CPc JVOpW Stmceed Query Language (SQL) C201 (9192) Informational

I (Supeeaeded)

3.4.1.1.2 Alternative specifications. The following alternative specifications are available:

a. For data definition, manipulation, query, data integrity, embedded SQL, and
dynamic facilities standards: integrated Database Application Programming
Interface (IDAPI), a specification, published by Borland, IBM, Novell, and Word
Perfect Corporation, will allow DOS, OS/2, and Windows applications to access a
variety of SQL and non-SQL databases transparently.

b. No applicable consortia or de facto SQL integrity constraint specifications are
available.

C. For X/Open SQL and the IBM Systems Application Architecture (SAA) SQL
support Embedded C.

d. For dynamic facilities the only other available specifications are proprietary.

3.4.1.1.3 Standards deficiencies. The following deficiencies in the standards have been
identified:

a. or data definition, manipulation, query, data integrity, embedded SQL, and
dynamic facilities standards:
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(1) No standardized way exists to specify logical database access control,
which is important to database security.

(2) Hashing methods to access data are neither standardized nor in progress.

(3) SQLI is inadequate and has failed to be transportable or standardized to be
very useful. The upcoming SQL-3 provides an opportunity for DOD
requirements to be ir,.ted.

b. For data integrity standards, SQL Integrity Enhancement is a simple capability with
no constructs to help programmers maintain data consistency.

c. For Embedded SQL standards, SQL2 supports Embedded SQL in C and Ada.
However, products will not be available for some time. International Organization
for Standardization (ISO)/American National Standards Institute (ANSI)
Embedded SQL does not support the C programming language. The use of
embedded SQL requires a precompiler for each language in which SQL is
embedded.

d. For dynamic facilities standards, deficiencies in the existing formal standards are
unknown.

e. For SQL environments, the emphasis in this first FIPS for SQL Environments is on
profiles for limited SQL interfaces to non-SQL data repositories. Subsequent
versions of this FIPS may specify more complete profiles for other products in an
SQL environment. The profiles defined by this standard are not complete in and of
themselves. The user is required to add information before this standard can be
successfully used in a procurement.

3.4.1.1.4 Portability caveats. The following portability caveats apply:

a. For data definition, manipulation, query, data integrity, embedded SQL, and
dynamic facilities standards,

(1) SQL 2's segmentation into multiple levels increases the likelihood of
incompatibility between different vendors' SQLs, because different vendors
will implement entry level SQL 2, then choose options from other levels.

(2) The ISO, ANSI, and Federal Information Processing Standard (FIPS)
versions of SQL specify state exception code values (called SQLCODE
parameters) such as 0 for successful execution, 100 for nonexistent data,
and implementation defined code values for partk ular exception
conditions. Different products that conform with SQL have different
SQLCODE values for exception conditions. The set of SQL character
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values for the character data type and collating sequence of characters is
defined by the implementor, and therefore., nonstandard in products.

b. For data integrity the following portability caveats apply:

(1) Most vendors' products contain extensions. To maximize portability,
reduce the use of extensions as much as possible.

(2) Different vendors provide locking to different degrees of granularity.
Portability and/or interoperability of applications result in locking to the
largest degree of granularity.

c. For dynamic facilities the following portability caveat applies: Although the
X/Open and SAA SQLs support dynamic SQL, X/Open SQL is an X/Open-
enhanced specification of the 1986 version of Level 1 SQL, while SAA SQL is not
fully ISO/ANSI SQL compatible, although it will be. Also, X/Open and SAA
dynamic SQL facilities are not fully compatible with each other.

d. For SQL environments, conformance testing for products claiming conformance to
one of the profiles specified by FIPS 193 will be achieved by a suitable
modification of the existing NIST SQL test suite. This FIPS requires the customer
to choose from among the different binding styles already defined by the SQL
standards. Two of these styles (CLI and RDA) are expected to be more popular
than the others. If a programming language binding style is chosen, then FIPS SQL
specifies the parameter passing requirements for each of seven different
programming languages.

3.4.1.1.5 Related standards. The following standards are related to basic database services or
basic database service standards:

(I) ISO 9579-I: Remote Database Access (RDA) (Generic Model, Service and
Protocol)(supports remote database access in client-server environments)

(2) ISO 9579-2: RDA: (SQL Specialization)

(3) SQL Access Group's (SAG's) SQL Access Formats and Protocols (FAP) (1991)

(4) SAG's Call Level Interface (CLI)

(5) X/Open RDA Preliminary Specification (Identical to the SAG's RDA Specification

(6) X/Open's CLI Snapshot Specification (Identical to the SAG's CLI Specification)
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(7) Open Systems Interconnection (OSI) CCR (Commnitmlet Concurrency, and
Recovery): ISO/International Electrotechnical Commission (IEC) 9804-3/9805-3

(8) OSI Distributed Transaction Processing (DTP) Protocol: ISO/IEC 10026 Parts 1,
2, and 3.

(9) ISO 1989:1985: COBOL

(10) ANSI X3.9-1978: FORTRAN-77

(11) ANSI X3.159-1989: C

(12) National Institute for Standards and Technology (NIST) FIPS 021-3: COBOL

(13) NIST FIPS 069-1: FORTRAN

(14) NIST FIPS 119, DOD MIL-STD 1815A:1983, ISO 8652: Ada

(15) NISTFIPS 160: C

(16) ISO/IEC Draft International Standard (DIS) 10032: Reference Model of Data
Management

(17) ISO 12227 SQL/Ada Models Description Language, 1994

(18) X3 SQLIB-I SQL Information Bulletin Number 1 Interpretation of ANSI X.3.135
- 1989

3.4.1.1.6 Recommendations. The following are related to data definition, manipulation, query,
data integrity, embedded SQL, and dynamic facilities standards:

(1) Consult the wording suggested in the October 1991 General Services Agency
(GSA) publication for proposed language for requiring that a database conform to
SQL, and consult FIPS 127-2 for guidance on how to structure a Request for
Proposal (RFP). The FIPS "flagger" (to flag nonconforming extensions) is optional
and must be specified explicitly.

(2) If interactive SQL is required, a procurement must indicate explicitly whether or
not "direct invocation of SQL statements" is required and, if required, which SQL
statements are to be directly invocable. If not specified, the default is "CREATE
TABLE," "CREATE VIEW," "GRANT privilege," "SELECT" with "ORDER
BY" option, "INSERT," "UPDATE:searched," "DELETE:searched," "COMMIT
WORK," and "ROLLBACK WORK."

April 7, 1997 3.4-5 Version 3.1



Information Technology Standards Guidance Data Management Services

(3) Explicitly specify sizing constraints for database constructs. The FIPS 127-2 sizing
specifications are reasonable to expect vendors to deliver, but are fairly minimal.
Since database construct sizing specifications depend on the procurement, a
procurement can override them.

(4) Require the use of NIST conformance tests and/or services to validate
conformance to the SQL-based FIPS for required and optional FIPS 127-2
features. Testing applies only to a specific platform, so call for conformance tests
for each platform bid. Use the quarterly list of processors validated against FIPS
127-2 by NIST to help evaluate bids.

(5) Specify the NIST's Transition Level SQL 2 and the SAG's CLI and RDA interfaces
and protocols for the following reasons. Most DBMS vendors have no intention of
conforming to the Full Level SQL 2:1992 because it is very large and complex. As
a result, the time it will take to add the necessary features will probably exceed the
time before the SQL 3 standard is completed. To ensure portability as well as
functionality, users are encouraged to include the following two specfications in
their procurement:

(a) NIST's Transition Level SQL 2 (specified in FIPS 127-2), which is a hybrid
of Entry Level and higher levels of SQL 2:1992.

(b) SAG's and X/Open's CLI and RDA standards. The SAG specifications are
not segmented like SQL '92 and offer a nice balance between the Full Level
SQL '92 feature set and what users need now. The SAG specifications
include connection management capabilities (which are part of the SQL '93
Full Level), schema manipulation and the CHARACTER VARYING data
type (both of which are part of SQL '93 Intermediate Level), and features
not included in any level of SQL '92 conformance, including the CREATE
INDEX and DROP INDEX statements. SAG's specifications are published
jointly with X/Open as X/Open specifications.

(6) Specify SQL2 (and later SQL3) as soon as possible because SQL2/3 contains
greater standardized functionality than SQL I. This will reduce the use of
nonstandard extensions. SQL2 also standardizes more than 60 SQLCODE
exception code values.

(7) Carefully specify and check all sizing constraints for a procurement to meet
functionality requirements and avoid portability problems.

(8) Avoid the Network Data Language (NDL), if possible, because it is little used and
will not be upgraded.
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(9) Specify the ISO RDA standard, and also the X/Open or SAG's RDA and CLI
specifications in conjunction with SQL/SQL2 to obtain remote data access
capabilities in a distributed environment.

The Integrity Constraint feature is optional in SQL and must be specified explicitly for a
procurement. Failure to do so means the Integrity Constraint feature is not required. Specify FIPS
127-2, especially if any of the services unique to FIPS 127-2 are needed.

In SQL2, the integrity enhancement feature is mandatory, not optional. Also, SQL2 has better
integrity constraints, such as "cascade delete on referential integrity" (in the intermediate SQL
Level) and "deferrable integrity constraints" (in fuln SQL2).

For embedded SQL:

(1) Specify embedded SQL in an RFP, although it is optional in the standard. Indicate
which programming language is to be supported in references to embedded SQL in
a procurement. Failure to do so means that support for any one FIPS language
satisfies the FIPS SQL requirement. Indicate whether the language interface is to
support the Module Language interface style, the embedded language interface
style, or both. Failure to do so mecp-,s that vendors supporting any one interface
style satisfy the FIPS SQL requirzmeLut.

(2) Require the use of NIST conformance tests and/or services to validate
conformance to every one of the embedded interfaces and module interfaces, and
to validate the compilers that will be used with the embedded SQL because SQL
testing is independent of the host programming language testing. Testing applies
only to a specific platform, so call for conformance tests for each platform bid.
Specify FIPS 127-2 if any of the services unique to FIPS 127-2 are needed.
Specify that the character data values and collating sequences coincide with the
character values and collating sequence of the specific programming languages to
be used. Failure to indicate specific character set requirements means that support
for representation of the 95-character graphic subset of American Standard Code
for Information Interchange (ASCII) (FIPS 1-2) in an implementor specified
collating sequence defaults to the minimum requirement, and may not be portable
across other procured systems.

For dynamic facilities, SQL2 is preferred. Dynamic SQL is an intermediate level SQL2 capability.
Either SQL2's dynamic SQL facilities or the SQL2 intermediate level must be specified explicitly
in a procurement.

For SQL Environments, the FIPS is applicable in any situation where it is desirable to integrate
user productivity tools and heterogeneous data repositories into an SQL environment. It is
particularly suitable for specifying limited SQL interfaces to legacy databases or to specialized
data repositories such as geographic information systems, full-text document management
systems, or object database management systems.
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3.4.1.2 Indexed sequential access. The Indexed Sequential Access Method (ISAM) is a
procedure for storing and retrieving data from a disk file. When the programmer designs the file
format, a set of indices is created describing where the records of the file are located on the disk.
This provides a quick method of retrieving the data and eliminates the need to read all data from
the beginning to find the desired information. The indexes can be stored as part of the data file ar
in a separate index file. The sequential order will be the one most commonly used for batch
processing and printing (e.g., account numb.r, name).

3.4.1.2.1 Standards. Table 3.4-2 presents standards for indexed sequential access.

TABLE 3.4-2 Indexed sequential access standards . _..

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CPC Xjpn D"ta Mgagneme. hIme 3 C215 (392) Adopted

(Appeved)

Cpc XiOpe Indexed Sequential Access Method (ISAM): De4eiopei' D1010 (SO) AdOP"

Spe d cOn I (A pp mew d)

3.4.1.2.2 Alternative specifications. Another specification option is Informix Software Inc.'s C-
ISAM, on which X/Open's ISAM is based.

3.4.1.2.3 Standards deficiencies. The greatest deficiency in ISAM standards is the lack of any
formal ISAM specifications or functionality.

3.4.1.2.4 Portability caveats. Consider the use of ISAM carefully as risks are involved in using
an informal standard.

3.4.1.2.5 Related standards. The following standards are related to ISAM or ISAM standards:

a. ISO 9075: SQL
b. ISO 9579-1: RDA (Generic Model, Service and Protocol
c. ISO 9579-2: RDA (SQL Specialization)
d. ANSI X3.135-1992: SQL
e. NIST FIPS 127-2: SQL
f. NIST FIPS 193: SQL Environments

3.4.1.2,6 Recommendations. When specifying ISAM services, all ISAM systems offered as a
result of a procurement's requirements should be integrated with the SQL database language set
forth in FIPS PUB 127-2, and should implement all of the features specified elsewhere in this
document. All ISAM systems offered as a result of a procurement's requirements should be
integrated with ISO 9579-1: RDA (Generic Model, Service and Protocol). If SQL is used, it also
should be integrated with ISO 9579-2: RDA (SQL Specialization). Carefully weigh the portability
risks in specifying ISAM, because only consortia ISAM standards exist.
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3.4.1.3 Electronic forms. (This BSA appears in part 3, User Interface, part 4, Data
Management, and part 5, Data Interchange.) These standards specify the functional interface
requirements, transfer of various fields and the interface between programming languages and
form filling applications for use on a terminal display.

3.4.1.3.1 Standards. Table 3.4-3 presents standards for electronic forms.

TABLE 3.4.3 Electronic forms standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifecycle)

GK DODD OD Stndadized M me Fomis Reqireroe" JIEO-P-2300 Adopted
(Approve

PC ISO/IEC Forms ilaeoas Manmagement Symm 9FWMS) 11730:1994 Iefoemasionas
(Approved)

GPC NIST Govemmlmt Open Sysiem lterconnection Profile (GOSIP FIPS PUB 146- infonatioena
2): Virtual Tenminsl FoPoms Ciass Profile 1:1991 (Approved)

CpC X/Open Single UNIX Specification (Spec, 1170) Coomnaods and C436 (9/94) Pserogn
Utilities, Issue 4, Venlion 2 (pst" of XP04) (Apperoved)

CpC X/Open Single Unix Specifictione: X/Opeon Curnse, Isue 4 (pust of C437 (2/95) Emsesgisg
XP04) (Approved)

OPC DOD DOD Poins Msanaement Program Procedures Manual DOD 7750.7.M InfonrAtional
(Approved)

CPN-C Nuserous Query by Forms Query by Fonms Infonrational
vendors (Approved)

[PC ISOAEC OS Virtual Termio) BtmRos Clus Service, Amen&ment 2: 9040:1990 DAM 2 hifonoatiord
Additional Functional Units (fonms capability) (Draft)

IPC ISO/IEC OSI Virtual Teminal (V'I) Basic Claos Protocol, Purt 1, 9041-1:1990 DAM (doornational
Amendment 2: Additional Fuaelonol Units (Fonms 2 (Draft)

capasbility)
CPC XOpen Intermatiooalized Tennios loteefoces (XCURSES), Issue 4 8422(4/94) Inforeeatiorul

(Supereded)

3.4.1.3.2 Alternative specifications. The Berkeley Software Distribution (BSD) 4.2/4.3 UUNIX
Curses are also available.

3.4.1.3.3 Standards deficiencies. The X/Open Portability Guide 4 (XPG4) Curses is based on
the System V Interface Definition (SVID) Issue 2 Curses version, which does not include the
SVID's forms and menu libraries.

Forms Class Virtual Terminal has bindings in C only.

DOD has developed a specification for electronic forms (Joint Interoperability and Engineering
Organization (JIEO)-E-2300). It defines the minimum operational requirements for electronic
forms software and mandates an interchange file format based on Forms Interface Management
System (FIMS).
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3.4.1.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.4.1.3.5 Related standards. The Forms Class Virtual Terminal requires the Synchronous mode
(S-mode) of operation and specifies simple delivery control. The following standards are related
to forms query and management:

a. ISO 9075: SQL
b. ANSI X3.135-1992: SQL2
c. NIST FIPS 127-2: SQL
d. NIST FIPS 193: SQL Environments

3.4.1.3.6 Recommendations. The recommended standard is JIEO-E-2300. For User Interface,
FIMS should be considered. For Data Management, make sure the forms management systems
are compatible with FIPS 127-2 SQL. Database forms management systems should be integrated
with the SQL database language and formats set forth in FIPS PUB 127-2.
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3.4.1.4 Report writer. A report writer is an application that prints a report based on a
description of the layout. As a stand-alone program or part of a DBMS, it retrieves selected
records from a file and may sort them into a new sequence before printing. Once created, it is
stored in a report file for future use.

Nonprocedurdl forms management includes forms creation, modification, and management,
including screen painting. Procedural forms management includes forms creation, modification,
and management, using procedural methods. A nonprocedural report writer includes
nonprocedural formatted database report definition, modification, and management. A procedural
report writer includes formatted database report definition, modification, and management using
procedural techniques.

3.4.1.4.1 Standards. Table 3.4-4 presents report writer standards.

TABLE 3.4.4 Report writer standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. N- N.A. WnfozMAioew

(N.A.)

3.4.1.4.2 Alternative specifications. The only available specifications are proprietary, such as
IBM's SAA RPG: Common Programming Imerface: Database Reference (SC29-1286-01).

3.4.1.4.3 Standards deficiencies. The lack of procedural or nonprocedural capabilities for
database report writing iz the deficiency in open standards for report writers.

34.1.4.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.1.4.5 Related standards. The following standards are related to report writers or report
writer standards:

a. ISO 9075: 1992 - Database Languages - SQL, Third Edihi.-i
b. ANSI X3.135-1992: SQL
c. NIST FIPS 127-2: SQL
d. NIST FIPS 193: SQL Environments
e. (see also Fourth Generation Language under Software Engineering Services)

3.4.1.4.6 Recommendations. All database report writing systems should be integrated with the
SQL database language set forth in FIPS PUB 127-2 and the SQL Environments of FIPS 193.
The lack of procedural or nonprocedural capabilities for database report writing is a deficiency in
open database standards.
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3.4.1.5 Database administration. (This BSA appears in part 4 and part 9.) Data administration
is the process of the analysis, classification, and maintenance of an organization's data and data
relationshipq It includes the development of data models, data warehousing, and data dictionaries,
which corn. --j~d with transaction processing, are the raw materials for database design.

3.4.1.5.1 Standards. Table 3.4-5 presents standards for database administration.

TABLE 3.4-5 Database administration stantdards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

Dal Eloon Slndedtotio Prm m. Jnnay 193 (Lfecydle)-
GC DOD DtElmnStnadzto rcdrmJaur193 Manual $32D.I-M. Mlodated

GPC NIST Guide (2 Data Entity Naming Conventions NBS SP S00- 1490of Informational
Oct. 1937 (Approved)

GPC DOD Defenseaepomtory Systemo End User Manual Informational
ver. 2.0 of 10 (Approved)
Autuat 1993

[PC 1SO/lEC Specification and Stuandrdization of Data Element.. Parte3: 11179-3:1994 informational
Basic Attrbutea of Data Elements (Approved)

[PC ISO/1EC Specification and Standaudization of Data Elements, Pane4: 111794:1995 infourztional
Rales ansd Gtidelines for tle Foemuolation of Data (Appeoed)

Definitions __

[PC 1SOAlEC Specificaion and Standnrdization of Data Element.. Parte5: 11179-5:1995 Infeborntiml
Nanming end Idantification Principles for Data Eleasents (Approved)

[PC 150/I1)C Specification and Standardization of Data Elemeota, Paet 6: 11179-6 Infornational
Registration of Data Elemntont (Draft)

([C DOD DOD Data Ackniedatrotion DODD 9320.1 of Informational
9/26119,91 (Saperseded)

3.4.1.5.2 Alternative specifications. The only other available specifications are proprietary
database utilities.

3.4.1.5.3 Standards deficiencies. Deficiencies in the standards are unknown, since these service:
are not part of any formal standard.

3.4.1.5.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.1.5.5 Related standards. The following standards are related to database administration or
database admidnistration standardy:

a. ISO 7498-4:1989: Management Framework
b. ISO 9075: SQL
C. ISO 9579-1: RDA (Generic Model, Service and Protocols)
d. IS0 9579-2: RDA (SQL Specialization)
e. ISO 9595:1991: CMIS.
f. ISO 9596-1:1991: CMIP.
g. ISO/IEC 9945-I1: (IEEE P 1003. 1)
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h. ISO 10164-1:1993: Object Management Function
L ISO 10165-1:1991: SMI - Part I Management Information Model
j. ISO 10165-2:1991: SSMI - Part 2 DMI
k. ISO 10165-4:1992: Guidelines for the Definition of Managed Objects (GDMO)
L ANSI X3.135-1992: SQL
m. ANSI X3.168-1989: Embedded SQL
n. NIST FCPS 127-2: Database Language SQL
o. NIST FIPS 146-1: Government Open Systems Interconnection Profile (GOSIP)
p. NIST FIPS 156: URDS
q. NIST FIPS 193: SQL Environments

3.4.1.5.6 Recommendations. DODD 8320.1 is recommended for data administration. Database
administration systems should be comratible with and integrated with the SQL database language
set forth in FIPS PUB 127-2. Furthermore, all database administration systems offered as a result
of this procurements requirements shall be integrated with ISO 9579-1 RDA (Generic Model,
Service and Protocol), ISO 9579-2 Remote Database Access (SQL Specialization) of December
1993, and NIST FIPS PUB 193, SQL Environments.
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3.4.1.6 Menu-driven database access. These standards provide access to a database through a
menu-driven or form-filling interface.

3.4.1.6.1 Standards. Table 3.4-6 presents standards for menu-driven database access.

TABLE 3.4-6 Menu-driven database access standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

UPC DOD DOD Stmdrdizwd EWjwic Foam it"Wo JIEO-0-23M Womuajom
(AWw-cd

IPC ISOAEC Foam kataerho Mmaegnas Systa (FIMS) 11730:1994 Infomalioml
I (Appeov4d

3.4.1.6.2 Alternative apecifications. The only other available specifications are proprietary.

3.4.1.6-3 Standards deficiencies. The FIMS is not specific to database management systems.
Instead, it is a generic programming language for building generic forms. No menu-driven
database access standard either exists or is emerging.

3.4.1.6.4 Portability caveats. When completed, FIMS will apply to many types of applications,
and is related only generically to database forms and menus. Consequently, programs built using
FIMS have a high probability of not being compatible with a particular database, or with
interconnected databases.

3.4.1.6.5 Related standards. The only standard related to menu-driven database access or menu-
driven database access standards is Open Software Foundation (OSF): Motif.

3.4.1.6.6 Recommendations. JIEO-E-2300 is recommended.
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3.4.1.7 Data storage and archiving. Data storage and archiving services provide a database
application with the facilities for temporary storage and long-term data archiving. Archiving files
is a process in which the information contained in an active computer file is made ready for
storing in a nonactive file, perhaps in off-line or near-line storage. Typically when files are
archived, they are compressed to reduce their size. To restore the file to its original size requires a
process known as unarchiving.

3.4.1.7.1 Standards. Table 3.4-7 presents standards for data storage and archiving.

TABLE 3.4-7 Data storaze and archivina standards

Standard Sponsor Standard Standard Status
Type Reference DoD

N/A N.A. Noa N.A. af'omlMfdio
(N.A.)

3.4.1.7.2 Alternative specifications. The only available specifications are proprietary
specifications and database utilities.

3.4.1.7.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.4.1.7.4 Tailoring guidance. No tailoring guidance is available because no standards exist.

3.4.1.7.5 Related standards. The following standards are related to data storage and archiving or
data storage and archiving standards:

a. ISO 9595:1991: CMIS
b. ISO 9596:1991: CMIP
c. Forthcoming UNIX International specification for backup and archive

3.4.1.7.6 Recommendations. There are no standards to recommend.
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3.4.1.8 Multidatabase Application Program Interfaces. Multidatabase Application Program
Interface (APIs) specify the interaction among several heterogeneous databases.

3.4.1.&1 Standards. Table 3.4-8 presents standards for multidatabase application program
interfaces.

TABLE 3.4-8 Multidatabase Application Program Interfaces standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

CON-C Miof Opm Aaabw Coectvty (ODC) 2.0 ODBC Mand"
(Appmod)

tPN.C M99060fi Opm Dntbw Comiivity(ODBC) 3.0 ODBC EmM24

CPN-C SMJva Jane As ComoWvitY(JDBQ JDBC Infonaosdionn

3.4.1.8.2 Alternative specifications. The only other available specifications are proprietary

database utilities.

3.4.1.8.3 Standards deficiencies. Deficiencies in the standards are unknown.

3.4.1.8.4 Portability caveats. Portability caveats in the standards are unknown.

3.4.1.8.5 Related standards. All standards for a single database are related to multidatabase API
standards.

3.4.1.8.6 R%-.mmendations. ODBC is recommended for this Base Service Area.
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3.4.1.9 Models/ProceauWorkflow. Information standards in this BSA address activity models,
data models and workflow. The information requirements identified in the activity model is used
as the basis for developing a fully attributed data model. The data model identifies the IcSical
information requirements and metadata, which forms a basis for physical database schema and
data elements. Workflow defines the functionality required to support interoperabilty between
workflow products.

3.4.1.9.1 Standards. Table 3.4-9 presents standards for models/process/workflow.

TABLE 3.4-9 ModelsiProcess/Workflow standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

OPC NIST Ieration Iegp nition for donmliion Mode* (IDEPIX) F[PS PUB 14 Mandated
(Apmpvod)

OPC NIST olaegratim DWiction for udio ModelqoI (IDEFO) FIPS PUB 183 Mandai

I (Appmvd)

CPC WFMC nIaompeb[ility Abstract Speocation WFMC ••C [nformuioai
1012:1996 (Appmved)

NPC CoMcmopal Schema Modeling for Objec Oriented LDEFIX97 kWoomatimoo

CPC WFMC Interf•.• 5 Audit Specificatio TC 1015 fnmoeadwooa(Draf)

CPC WFMC Apiion Programi Infaec WFMC-TC-1009 idonuitoiorw
rý7 I I(Dmft)

3.4.1.9.2 Alternative specification. The only other available specifications are proprietary.

3.4.1.9.3 Standard deficiencies. Deficiencies in the standards are unknown.

3.4.1.9.4 Portability caveats. Portability problems with the standards are unknown.

3.4.1.9.5 Related standards. No related standards are known at this time.

3.4.1.9.6 Recommendations. The mandated specifications are recommended.
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3.4.2 Data umaagement security. Security for data management services encompasses access
control mechanisms for data that is either stored or manipulated in a database management
system. In addition to access control, labeling and integrity concerns must be addressed. Programs
and data can be secured by issuing identification numbers and passwords to authorized users of a
computer. Passwords can be checked in the DBMS software, where each user can be assigned an
individual view (subschema) of the database. Although precautions can be taken to detect an
unauthorized user, determining whether a valid user is performing unauthorized tasks is extremely
difficult.

3.4.2.1 Database security. (This BSA appears in part 4, part 9, and part 10.) Database security
standards provide protection for stored data from unauthorized access, modification, and denial of
service.

3.4.2. 1.1 Standards. Table 3.4- 10 presents standards for database security.

TABLE 3.4-10 Database security standtrds_____
Standard Sponsor Standard Standard Status

Type Reference DoDl
To aD mrsiM mest y~a preada ofS,- (Lifecycle)

GPC DOD Trslid Dalaw angemst ysem ntrprtatonof he NCSC.TO0421. Misidezed
TradedComputerystemn Evalaionsss Cuismi Version 1: 1991 (Approved)

ipc ISO 051 Busc Referenece, Model, Part 2: Security Amdlectsme 7499-2:1989 Informational
(same s ccrr X.800: 199) (Approved)

OPC NIST ODealssa . Aenaage SQL (Adopts ANSI X3.135-19IM PEPS PUB 127. Inoromational
(same as ISO 9075:1992)) 2:1993 (Approved)

GPC NIST Information Resource Dicsioeosy System (IRDS) (adopts FTIPS PUB Irdoeetional
ANSI X3.1381I988 aod X3.138A-1991) 156:1989 (Approved)

NPC ANSI Dativab~ase guage SQL X3.135.1992 Iofme'm,aoal
(Approved)

IPC ISO DatbsesissLAogage SQL (sam "s ANSI X3.135-1992) 9075:1992 Informational
(Approved)

fl'C ISO/IEC InofvmsiosResource DiciromraySystem (IRDS) 10027:1990 InfooeAtioeol
Feamewodc (Approved)

[PC 150/IEC 081 Service Definition for sthe Commiotmoent, Coecurrarcy. 9804:1990 Informecionall
and Recovery (CCR) Service Eleerro (Approved)

(PC ISO/IEC OSI Protocol Specificaiosr for thre Commitmentl 9805:0990 Informational
Concuereocy, sod Recovery (CCR) Service Elrement (Approved)

NPC ANSI Inrformations Resource Dictionary System (IRDS) - X3.138-1988 Infoemstional
(Approved)

IPC ISO/SEC Informatrioe Resource Dictionary System (IRDS) Services 10728 AMD Informational
Interface Arrvedment 1: C Iegusje Binding 1:1994 (kdrif)

3.4.2.1.2 Alternate specifications. No alternate specifications are known.
There are no alternative specifications.

3.4.2. 1.3 Standards deficiencies. Deficiencies in i`-existing standard are unknown.
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3.4.2.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.4.2.1. Related standards. DOD 5200.28-STD, 26 December 1995, DOD Trusted Computer
Systems Evalustion Criteria, is related to NCSC-TG-021. The following specifications are related
to DOD 5200.28-STD:

a. NCSC-TG-0 18, Version 1, July 1992, A Guide to Understanding Object Reuse in
Trusted Systems

b. NCSC-TG-025, Version 2, September 1991, A Guide to Understanding Data
Remnants in Automated Information Systems

3.4.2.1.6 Recommendations. The mandated standard is recommended.
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3.4.2.2 System access control. (This BSA appears in part 4, part 9, part 10, and part 11.)
System access control standards provide high-level guidance on access control frameworks and
implementation.

3.4.2.2.1 Standards. Table 3.4-11 presents standards for system access control.

TABLE 3.4-11 System access control standards
Standard Sponsor Standard Standard Status

Type Reference DoD
, (Lifecycle)

OPC DOD The DOD Trwed ComputerSystas Evaluation CAeW DOD 520D.28. MandaMWd
STD: 1985 (Approved)

CpC OSP Dilsibsud Coonpstiog Fnvicent (DCE) Security DCSE 1.1 Security Madad
Seamca Serices: 1994 (Approved)

CPC 0SF Distrud Coputin t (DCE) Rev. 1,22 DCE Rev. Infornationil
1.2.2:1996 (Approved)

IPC ISO OSI Buc Rderance, Model, Past 2: Seocuity Archldectue 7498-2:1989 Informational
(aome as CCITT X".00:1991) (Approved)

WpC ISOAEC 05I Cosmos Mmagtan Informailon Services (CMIS) 9595:1991/ Informational
Deflaition, with Amendment 4: Acces Coentol AM4:1992 (Approved)

C ISO1/IEC OS Syslatea Managernent, Paut 9: Objeca and Attributes 10164-9:1995 lnforematialo
for Access Control (Approved)

IPC CCEB Common Criteria for Infomnlnion TediMology 5curity CC Version 1.0: Eseerging
Evaluation. (CC) Venion 1.0 1996 (Deaft)

IPC ISO/IEC OSI Securlty F1nuneworks in Open Systems, Part 3: Access 10181.3 Informational
Control (Drotl)

3.4.2.2.2 Alternate specifications. No alternate specifications are known.

There are no alternative specifications.

3.4.2.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.4.2.2.4 Portability caveats. Portability problems with the existing standards are unknown.

3.4.2.2.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-003, Version 1, September 1987, A Guide to Understanding
Discretionary Access Control in Trusted Systems

b. NCSC-TG-028, Version 1, May 1992, Assessing Controlled Access Protection

c. NCSC-TG-020-A, August 1989, Trusted UNIX Working Group (TRUSLX)
Rationale for Selecting Access Control List Features for the UNIX System

3.4.2.2.6 Recommendations. The mandated standards are recommended.
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3.4.2.3 Data management security labeling. (This BSA appears in part 4 and part 10.) Data
management security labeling provides a security service for ensuring that data includes labeling
information in support of mandatory access control security services, maridng security services,
handling security services, aggregation security services, sanitization security services, and release
security services. Security labeling services produce and maintain the integrity of the security label
and its binding to the data with which it is associated.

3.4.2.3.1 Standards. Table 3.4-12 presents standards for data management security labeling.

TABLE 3.4.12 Data management security label istandards
Standard Sponsor Standard Standard Status

Type Reference DoD
Ty (Lifecycle)

pc DOD 7ho OD Trted computer Systant Evalution Crieri DOD 5200.28- Modatwd
STD: 1985 (Approved)

GPC DOD CMW LAbelag: Encoding Fonm± DDS.2600-6216. Inozeoationaa
91 (Anwoved)

GPC DOD CMW Labeliog: Seeoa Code wd User Inteface DDS-2600-6243. lefosmations!
Guidelins. Revision 1 91 (Approved)

opc DOD Coqpumeted Mode Wokuautij (CMW) Evaluatiee DDS-2600-6243- Iefonatioeal
Criteria 92 (Approved)

3.4.2.3.2 Alternate specifications. There are no alternative standards.

3.4.2.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.4.2.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.4.2.3.5 Related standards. Data management security labeling should be compatible with MIL-
STD-2045-4850 1, Common Security Label, for any system with a communications interface.

DOD 5200.1-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information, It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.4,2.3.6 Recommendations. The mandated standard is recommended. Data management
security labeling should be based of the operating system security label standards. Data
management security labeling should employ binding of strength equal to or greater than that of
the operating system. Compatible security labeling standards include the ability to perform a one-
for-one mapping or translation between security labeling standards.
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3.4.2.4 Systemns integrity. (This BSA appears in part 4 and part 10.) Systems integrity
objectives ensure the integrity of information and resources by providing a level of protection in
response to the threats of unauthorized modification, manipulation, and destruction which is
commensurate with the importance and priority of the content. These standards provide the high-
level framework with which to view the security service of integrity in open systems.

3.4.2.4.1 Standards. Table 3.4-13 presents standards for system integrity.

"TABLE 3.4-13 Systems integrity stand srds_____
Standard Sponsor Standard Standard status

Type Reference DoD

OPC 00 000Tiedameryuevoniossnl~ie 00520.2- (Lifecycle)
STIOi 1985 (Approved)

Opc D00 TrustedDatabasaae vsagetrot yaersn lssempe~ionoatthe NCSC.TO 021. Maculated
TrustdComposerSydoeha Evalusation Citeria version 1: 1991 (Ansoved,)

D.c ISO OS1 Basic Referensce Model. Pado 2: Sectuity Arclstecessr 7498.2:1989 Inflormational
(urceoas CCITTrX.800.1991) (Approvedl)

weC CC13D Cosoon Critetriaformednraton Tedsoiegy Security CC Versioo 1.0 Hoes~gi
Evaluation, (CC) version 1.0 1996 (Draft)

11.C ISOAEC 001 Secueity Promeworks io Open Sydatns. Pigo 6: 10181-6 Idlosnetlonal
Integrity (same as rni-l X.31S) (Draft)

DC ITU-T Seventy Pruanewoslcs ias Open Systemss: lnIc~tity X.815: 1993 Issloooalional

I weenwork (sme "ea ISO 101811-6) 1, (Drsft)

3.4.2.4.2 Alternate specifications. No alternate specifications are known.

There are no alternative specifications.

3.4.2.4.3 Standards deficiencies. Deficiencies in the existing standard are unknown.

3.4.2.4.4 Portability caveats. Portability problems with the existing standards are unknown.

3.4.2.4.5 Related standards. The following NSA documents supplement the information on
integrity found in the TCSEC:

a. C Technical Report 79-91, September 1991, 'Integrity in Automated Information
Systems:

b. C Technical Report 111-9 1, October 199 1, ' Integrity-Oriented Control
Objectives: Proposed Revisions to the Trusted Computer System Evaluation
(TCSEC), DOD 5200.28-STD."

3.4.2.4.6 Recommendations. The mandated standards are recommended.
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3.4.2.5 Data integrity techniques. (This BSA appears in part 4 and part 10.) Data integrity
techniques provide services that allow data integrity between communicating applications to be
confirmed by means of a cryptographic check function using a block cipher algorithm, by
electronic signature, electronic hashing, and encryption.

3.4.2.5.1 Standards. Table 3.4-14 presents standards for data integrity techniques.

- TABLE 3.4-14 Data integrity techniques standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Stowe Hash Stmndard (SHS) PIPS PUB 1W0- Mandated
1:1995 (Apprved)

OPC NIST Digital Silgnaare Standard (DSS) FIPS PUB MNAdWtd

186:1994 (APmved)

[PC ISO Data Cyqogaic Tedmiqua. - D- Integrity 9797:1989 Infomational
Mediar al Using a Cryptographic Check PRdion (Approved)

Employing a Block Ciw Aihonthhm
CPC ETW IP Authenicaton Header (AM) RFC 1826: 1995 SmeCging

Draft)
CPC 1M IP Eecapsuhating Security Payload (ESP) RFC 1827:1995 Esmoeging

(Draf)
CPC 1WI Domain Name System (DNS) Secouity Extensions RFC 2065:1997 Emerging

(Draft)

OPC NIST Secure Hash Standunr (SHS) FS PUB Ilformational

180:1993 (Supersded)

3.4.2.5.2 Alternate specifications. Alternative de facto specifications include RSA and MD-5.

3.4.2.5.3 Standards deficiencies. Deficiencies in the existing specifications are unknown.

3.4.2.5.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.4.2.5.5 Related standards. There are no related standards.

3.4.2.5.6 Recommendations. The mandated standards are recommended.

FIPS PUB 180-1, which supersedes FIPS PUB 180, specifies a Secure Hash Algorithm (SHA-l)
which can be used to generate a message digest. The SHA- I is required for use with the Digital
Signature Algorithm (DSA) as specified in FIPS PUB 186 and whenever an SHA is required in
federal applications,
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3.4.3 Data dictionary/directory services. Data dictionary/directory services are key computer
software tools that manage data and information resources. Such services provide extensive
facilities for recording, storing, and processing descriptions of an organization's significant data
and data processing resources, and often provide facilities to use metadata (information about
data).

3.4.3.1 Data dtictionary. (This BSA appears in part 4 and part 9.) A data dictionary is a part of
a database management system that transparently provides a centralized meaning, relationship to
other data, origin, usage, and format. It also indicates which application programs use that data,
so that when a change in a data structure is contemplated, a list of affected programs can be
generated. The data dictionary a stand-alone system or may be an integral part of the DBMS and
used to control it. Data integrity and accuracy is better ensured in the latter case.

3.4.3. 1.1 Standards. Table 3.4-15 presents data dictionary standards.

- ~~~TA TBLE 3.4-15 Data dictionary stan rds_____
Standard Sponsor Standard Standard Status

Type Reference DoD
lnlomnlhn Rnooro - (Lifecycle)

OPC NIST IfrainRsucDitoaySse LD)(dps PIP'S PUB Adopted
ANSI X3.138-1988 and X3.138A-l99 1) 156:1989 (Approved)

IPC ISO/IEC Information Resoosr* Dictionary System (IRDS) 10027:1990 Informational
Prunowosk (Approved)

OPC NIST Culde foribe Developmernt. Imrplemntaotion, and P11PS PUB 45:1976 Informational
Mainrnsoance of Standurds for Io Representation of (Approved)

__________ ~Computjer Processed DO&e Slegoets~ I_____
OPC NIST Guoidelioes for Planning and Using a Data Dictiosnary PIP'S PUB 76:190 Informdronioo

systoemS (Approved)l

NPC ANSI Informoation ResoolrmDictionary System (IRDS) X3.138-1988 Informatiional
(Approved)

NPC ANSI Informoation Resource Dictionary System (IRS) Services X3.185-1992 informatiooal
Interface (Approved)

NIT ANSI Information Resource Dictionary System (IRDS) X3.195-1991 Informatlional
IEoport/lmpori File Formal (Approved)

[PC ISO/IEC InformatonlioResourceDictionary System (IRDS)Services 10728:1993 loormaronaiol
Interface (Approved)

CPC Melodala Metudata Interchange Specification (MDIS) MrDIS 1.0:1996 lofooniional
Coalition (Approved)

[PC ISO/SEC Ioformotioo Resooree Dictiooary Systoem (RDS) Services 10728 AM: lofonoslionoll
Interface Amenodmeot 1: C Lsngoage Binding 1:1994 (~nl

IPC ISO/iWC InformationoResource Dictionary System (13RDS) JTCI/SC2IrVd;53 Ifmocon
l/oporl~hopotl Sopport for SOL:1989 with loteeoty Nxxx (Fovtie

_____________linhantuxuent

[IN, 180/11:C Iofoooniioo R-sorv Diciio.say, Systmo (IRDS) IDerigo JTC'I/SC2I/W(103 noasol I
Sopport for SUL. Applicotions Noon (D~raft)

IFC ISO/IEC Information Resource Dirctiooary Systemo (IRDS) Services 10728 WI)AM Informational i
Interface Amoondoment 2: Ada brinding& (binding for Ada-83) 2:1993WL) (Draft) -
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3.4.3.1.2 Alternative specifications. No applicable consortia or de facto specifications for the
data dictionary are available.

3.4.3.1.3 Standards deficiencies. The following deficiencies have been identified in the available
standards:

a. APIs with the IRDS are not currently defined.

b. There are no IRDS bindings to Ada.

c. lRDS does not support the development of active functionality.

d. IRDS does not support object-oriented data structures. An upcoming major IRDS
revision is expected to add support for object-oriented data structures and
communications between data management tools. Computer Aided Software
Engineering (CASE) tool proponents are lobbying for this revision.

e. IRDS does not support information communications among data management

tools.

f. IRDS conformance tests do not exist, although they are being developed.

9. While DOD 8320.1-M-1 Data Element Standardization Procedures, January 1993,
provides procedures for the approval and maintenance of data elements. The
standard governing the design, definition, and naming rules for data elements
comes from Integration Definition for l:,formation Modeling (IDEF1X), Corporate
Information Management Process Improvement Methodology for DOD Functional
Managers (1992). This has been adopted as FIPS 184.

h. There are no implementations.

3.4.3.1.4 Portability caveats. The ANSI and ISO services interface standards have diverged and
are not compatible. All attempts to converge these standards have failed because the ANSI and
ISO IRDS specifiers have different data dictionary interests. As a result, the ISO model is geared
toward developing an underlying interface between the dictionary and the DBMS. U.S. Federal
agencies, the NIST, and ANSI focus on user interfaces.

One example of how ANSI and ISO IRDS diverge is concerned with whether or not relationships
are permitted to have attributes. ISO says no, on the grounds that its simpler model, without
attributes, is more easily integrated with SQL tables. ANSI says yes, claiming that even though a
model permitting attributes is mort complex and difficult to use, it provides greater flexibility for
more IRDS users. People using IRDS for system planning processes, for example, might need to
store certain items in the dictionary that would not necessarily be applicable for interfacing with
DBMSs.
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3.4.3.1.5 Related standards. The following standards are related to data dictionaries or data
dictionary standards:

a. International Telecommunications Unim - Telecommunications Standards Sector
(ITU-T) (formerly International Telegraph and Telephone Consultative Committee.
(CCIFI))/ISO X.500: Directory Services

b. Standard Textual Language (STL): IEEE 1175 (particularly for use with CASE
tools)

C. Many CASE tools, because the IRDS acts as a focus for sharing data and metadata

and can be applied to them.

d. NIST FIPS 183: IDEFO

e. NIST FIPS 184: IDEFIX

f. Data element standards in the datz dictionary BSA, above.

3.4.3.1.6 Recommendations. IRDS, FIPS 156, is recommended. Most computer vendors laim
that they are committed to IRDS, but few have it now. If specific IRDS documents are not
specified explicitly in a procurement, vendors most likely will propose products that are not
compatible with IRDS.

If a procurement is targeted at a traditional database environment and a simpler- to-use IRDS is
desirable, consider the ISO specification. If other environments are at stake and attributes on
relationships, or many-to-many relationships are needed to represent the relationships between
hardware and programs, as well as between programs and data, then choose FIPS 156 IRDS and
use ANSI IRDS wherever FIPS 156 has not specified certain rapabilities. Whether the choice is
for ISO, ANSI, or FIPS IRDS, be prepared to lock yourself in for other procurement, rather than
mixing ISO and ANSI IRDS because of the incompatibilities.
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3.4.3.2 Distributed directory services, (This BSA appears in part 4, part 9, and part 1 1.) A
directory or naming service provides a standardized naming scheme, a stanidardized interface with
the naming facilities, and the ability for the interface to provide transparent access to a variety of
naming schemes and mechanisms (e.g., DCE).

Directory service applications convert a name into a physical address on a network, providing
logical to physical conversion. Names can be user names, computers, printers, servers, or files.
This enables users to find these resources without knowing their locations. The transmtitting
station sends a name to the server con ilining the namling service software, which sends back the
actual address of the user or resource.

3.4.3.2.1 Standard. Table 3.4-16 presents standards for distributed directory services.

TABLE 3.4-16 Distributed directory services standards _ _ _ _

Standard Sponsor Standard Standard Status
Type Rlerence DoD

(GWWand ell SericeDireordy: 994 (Approede)

EPC [SO Opm System Ieaoror ..soSeom SerieDefiniton 3326:1987 [arftom o[
I (Appreved)

EPC [SO Open Systrem nermeanCweenO~ae 8327:1987 11111111W01111
session Protocol (Approved)

EPC ISO Opeer Systm at.[reortnectonr-BusicComrcction Ouiented 8822:1988 [ofominationta
Presentationr Servie Defnimdon (Approved)

[PC ISO Open Systero Inercoroonedioo-Coerterion.Olienned 8823:1988 ienfomaeutional
Prosentaiour Protocol (Approved)

[PC flhi.T The Directory: Models IX-rE ISO09594-2) X.501 (1993) )ntfo~rcutonaj
(Approved)

[PC ITU.T The Directory: Authe~nrjeeriors Fresroework (X-rof. [SO X.509. Verolon 3: Iolornogional
9594-8) 1993 (Approved)

[PC [TU-T The Dietory: Abarsta SrovrcDefoiniiono)X-r[ISO X.[11([993) [ofonoeariono)
9594.3) (Approed)

[PC [TIJ-T The Directory: Prvceduree for Distributed Operahive (X. X.518: 1993 (oforsroarionst(
red: [SO 9594-4) (Approved)

[PC ITIJ.T The Directory: protocol Specificstivor IX-rof: ISO 9594-5) X.5 19 (1993) (vfonoationaI
(Approved)

[PC ITU-T 'Ne Dimecory: Selected Attributes Type. )X-rcf: ISO X.520 ([993( )oforrootion.)
9594.6) (Approved)

[PC 1TIJ.T The Directory: Selected Object Clasoses IX-ref: ISO 9594. X.521 ([993) Iofomunvoiol
7) (Approed)

[PC 1T)).T The [Dimtcory: Replication )X-ref: [SO 9594-9) X.525 ((993) )oforrotico[a
(Approved)

CpC XJOperr Fedrootd Narirug: (beý XPN Specifiw~ion C403 (7,95l - )ofooorsoalj ___________ Approved)

NC - IEFE -Directory sericoe/Nome sysc APN [224.2:1993 Irofvnvtivnal
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecyde)
(3PC DOD Dmuain Now• service Profile (Iteeamom LAB3 STD 13 IM[I-37D-2045. Wn~mlOm

(RFC 1034,1035)) 17505:194 (Approved)

3.4.3.2.2 Alternative specification. Thlere are no alternative specifications available.

3.4.3.2.3 Standard deficiencies. Deficiencies in the existing specifications are unknown.

3A.3.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.4.3.2.5 Related standards. There are no related standards.

3.4.3.2.6 Recommendations. OSF DCE directory services are recommended for DCE
applications. For more information on non-DCE directory services, see the Host Application
Support BSA in part 7, Communication Services.
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3.4.3.3 Universal syntax. With the creation of a DOD Data Element Dictionary, an opportunity
exists to create a universal syntax for the exchange of those data elements. This syntax will
address the entire set of DOD information exchange requirements without regard to its current
form. It would meld such diverse formatting approaches as the Tactical Digital Information Link
(1ADIL), United States Message Text Format (USMTF), and Electronic Document Interchange
(EDI).

3.4.3.3.1 Standards. Table 3.4-17 presents universal syntax standards.

TABLE 3.4-17 Universal syntax standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. No"e N.A. [nfom.u

(N.A.)

3.4.3.3.2 Alternative specifications. No other consortia or de facto specifications are available.

3.4.3.33 Statidt.rds deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.4.3.3.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.3.3.5 Related standards. No standards are related to universal syntax standards.

3.4.3.3.6 Recommendations. There are no standards to recommend.
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3.4.3.4 Data repository. A repository provides a place and method to store metadata. It
generally is broader and supports more kinds of data than a data dictionary.

3.43.4.1 Stantards. Table 3.4-18 presents data repository standards.

TABLE 3.4-18 Data repository standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPfP ANSUMS ladoamtle Ran=me Dkiam Syd= 2 (HR)62) n1• /21.06.04,5: 116afiorwlet

(Reqmody ,mndurd revw•o wil idude i&tedace with ANSI X3H4 (Fomnive)
CASEu,•s) Pmject 0754-D (or

'c Vajiow Vaioti grwS of cnamacton worknq inc Pesommw wth PrmLCSE.STARS lkomomatsoml
the us Navy WdAr o•(ofale

3.4.3.4.2 Alternative specifications. The only other available specifications are proprietary.

3A.3.4.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.4.3.4.4 Portability caveats. The following portability problems have been identified:

a. There is a substantial overlap, and possible conflict, between the Portable Common
Tool Environment (PCTE) and the ISO 10728 (IRDS) for data dictionary
interfaces.

b. There is a high portability risk associated with repositories because no standards
exist

3.4.3.4.5 Related standards. The following standards are related to data repositories or data
repository standards:

a. ISO 10027:1990: IRDS Framework. Current IRDS standards are covered only in
the data dictionary sections because they are limited in their ability to handle
metadata. However, IRDS work is underway to change the IRDS standards into a
full fledged repository that can handle a variety of types of metadata.

b. ANSI X3.138 1988: IRDS Command Language and Panel Interface

c. ANSI X3.195-1991: IRDS Export/Import File Format

d. ANSI X3.185-1992: IRDS Services Interface

e. NIST FIPS 156: IRDS Base Document: Requirements, and Command Language
and Panel Interface
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f. ISO Draft Proposed (DP) 8800- 1: IRDS Command Language and Panel Interface

g. ISO DIS 1072C.X: IRDS Services Interface Module for C Language Binding

h. All the SQL standards (e.g., ISO 9075:1992 SQL; ANSI X3.135-1989 SQL;
ANSI X3.168-1989. Embedded SQL; FIPS 127-2; FIPS 193)

L Emerging standards for PCTE

j. Object Management Group's (OMG) Common Object Request Broker
Architecture (CORBA) specification

3.4.3.4.6 Recommendations. There are no standards to recommend.
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3.4.4 Distributed data. These services support applications that use a partitioned uatabase
acting like a single coherent database.

3.4.4.1 Remote data acees. (This BSA appears in part 4 and part 1 .) RDA specifications are
extensions of a data access (RDA) language to allow remote access to a database in a client-
server environment. RDA refers to the interfaces, protocols, and formats needed to allow remote
database access in a client-server environment, where the databases may be heterogeneous and
from multiple vendors.

3.4.4.1.1 Standards. Table 3.4-19 presents standards for remote data acc as.

TABLE 3.4-19 Remote data access standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

E0 ISO/IEC 05l Rmoe Databse Awns (RDA). Pu h Gewric 9579-1:1993 Adofed
Model. Servlo uad Protool (Approved)

IPC ISOilEC OS1 Reeno.e Dolabue Acoess. Put 2: SQL Spedalization 9579-2:1993 Adopied
(Approved)

CPC Xiopen Date Manegemeet: SQL Reemote Databese Acoes, C307 (8193) Inform Aedel
(Approved)

cpc X` Data Mautenneet: SQL Call Level Intelace (CLI) C451 (4/95) lnfonmelorAe
(Supereede• P303) (Approved)

CPC SAO Delsese Langsuae SQL, Access Foems & Protocols SQL Acces FAP Iefeme'ione. l
(PAP) Speficallon: 1991 (Based on SQL) Spece: 1991 (Approved)

CPC SAG Databue 1 ,agtag SQL Call Level Interfece (CLI) SQL-89 Infoecatioes
(Approved)

3.4.4.1.2 Alternative specifications. The only other available specifications are proprietary.

3.4.4.1.3 Standards deficiencies. RDA specifies the service and protocol between only a single
client and server. This is one reason that caused the formation of the SAG to put more distributed
functionality into RDA. RDA does not consider multiple connections and, therefore, does not
specify distributed database access. APIs and Ada bindings to the RDA standar,.' are not defined.

RDA is aligned closely with the SQL-2 Entry Level. However, the integnty enhancement is
optional. Also, RDA is not aligned currently with the FIPS 127-2 Transition Level, which the
NIST considers very important for SQL use.

The ISO RDA and CLI are only a subset of the SAG's RDA and CLI.

3.4.4.1.4 Portability caveats. RDA's use of ISO Remote Operations Service Elements (ROSE)
hinders precision, adds needlessly to the text and Abstract Syntax Notation (ASN). 1, and
incorporates assumptions that limit the usefulness of RDA. Furthermore, an implementation
conforming to ISO 9545 (the OSI standard that refines the basic OSI Reference Model to provide

April 7, 1997 3.4-32 Version 3.1



A

Infnr lnn Technolngy BtmX~ nrds Guidance Data Mn ment Sevir

a fEramewok for coordinating the development of existing and future application layer standards)
could not use ROSE, since they both claim to be application service elements.

RDA's optional integrity enhancement and the lack of alignment with the FIPS 127-2 Transition
Level can result in differences among systems compliant with RDA that impede portability and
interoperability.

3.4.4.1.5 Related standards. The following standards are related to remote data ac -ess or
remote data access standards:

a. ISO 9072: ROSE
b. ISO 9075:1992: SQLThird Edition (same as NIST FIPS PUB 127-2:1993)
c. ISO 10026-1..3: Distributed Transaction Processing Model, Service, & Protocol
d. ANSI X3.135-1989: SQL
e. ANSI X3.168-1989: Embedded SQL
f. X/Open C193: Distributed TP: The XA Specification

3A.4.1.6 Recommendations. The first choice for a standard would be RDA, ISO 9579, and
RDA: SQL Specialization, ISO 9579-2, unless the additional functionalities provided by the SAG
are needed.

Where RDA lacks desired capabilities for a procurement, consider SQL Access Formats and
Protocols Specifications or the X/Open RDA. The SAG and X/Open are tracking the RDA
standard and both support RDA extensions that are being adopted by the emerging RDA
standard. Consider the X/Open specified ASN. I replacement module that eliminates the use of
ROSE.
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3.4.4.2 Database recovery. (This BSA appears in both part 4 and part 9.) Database recovery
refers to the ability to detect a failure in a system, recover from failure, and permit a slave copy to
become a master copy, assuring data integriq ano consistency.

3.4.4.2.1 Standards. Table 3.4-20 presents standards for database recovery.

TABLE 3.4-20 Database recovery standards
Standard Sponsor Standard Standard Status

Type Reference 1ý;)
(Lifecycle)

[IC ISO/EEC C• I Servce Defindifm for the Ccraritmact, Conciarnacy, 9W0, 1990 infonnad"at

and Reoveay (CCR) Servie Elemnt (Approved)

IC ISO/AEC OSI mProcol Spedfic.fmi for the Cogoitmea. 9805:1990 Infornational
- I Coactuncy, and Reovery (CCR) Servie ElemetI (Approved)

3.4.4.2.2 Alternative specifications. No other consortia or de facto specifications are available.

3.4.4.2.3 Standards deficiencies. Deficiencies in database recovery standards are unknown.

3.4.4.2.4 Portability caveats. At present, CCR is not widely implemented, although most
vendors intend to implement it. Therefore, one should make no assumptions about the degree of
portability and interoperability existing for any database recovery utilities.

3.4.4.2.5 Related standards. The following standards are related to database recovery or
database recovery standards:

a. ISO/IEC 10026 Parts 1, 2, and 3: Distributed Transaction Processing (DTP)
protocol

b. X/Open XA Interface specification, which includes CCR's two-phase commitment

3.4.4.2.6 Recommendations. If CCR is desired (and it is necessary for multivendor, distributed
database and distributed transaction processing), it must be referenced specifically in procurement
specifications. Otherwise, vendors probably will propose products that do not meet this
specification.

For the greatest portability, design applications as if CCR were not present.
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3.4.4.3 Distributed database. Distributed database services allow partitioning (including
physical partitioning) and, possibly, partial replication of a database so that the partitioned
database, which is distributed at different sites, still behaves like a single, coherent database. If
redundant data are stored in separate databases to meet performance requirements, updates to one
set of data will update the additional sets automatically in a timely and controlled manner. A
Client-Server Data Management Model for Distributed Processing, such as the Distributed
Computing Environment (DCE), also is required.

3.4.4.3.1 Standards. Table 3.4-21 presents standards for distributed databases.

TABLE 3.4-21 Distributed database standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISOAEC OSl Remote Dldataks Access (RDA): Some dstrNbsted 9579 (futre) Infol
4alsi, capabilities in fwure RDA revision (Formative)

NPC/IPC ANSISO InforemaionoRetonu. lictimay System 2 (IRDS2) JTCI/21.06.04,5; wormaaiold

Repoeitory stendard rmisim will includ. an intedac with ANSI X3H4 (Formsfive)
CASE tools) Project 0754-D (orDTr)

-J.4.4.3.2 Alternative specifications. The only other available specifications are proprietary.

3.4.4.3.3 Standards deficiencies. No standards exist to ensure data integrity across data residing
at multiple locations. The term distributed databases does not have a standarj definition.
Databases ranging from traditional databases that are accessed from distributed locations to
databases that support distributed query and distributed query and update, are called distributed
databases.

3.4.4.a.4 Portability caveats. Vendors' SQLs are not exactly the same. Distributing such not-
quite-the-same databases can cause portability problems. If the meaning and identity of the data
administered at different sites and on different systems are different, users will lose portability,
Worse, they will receive wrong answers to their queries and will not be able to recognize that the
answers are wrong.

3.4.4.3.5 Related standards. The following standards are related to distributed databases or
distributed database standards:

a. ISO 9075:1992: SQL Third Edition (same as NIST FIPS PUB 127-2:1993)

b. ISO 9804/9805: CCR

c. ISO 10026-1,2,3: Distributed Transaction Processing Model, Service, and
Protocol

d. X/Open C193 (1992): Distributed TP: The XA Specification
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3.4.4.3.6 Recommendations. There are no standards to recommend. Distributed database
products must support ISO 9804/9805 CCR (for the two-phase commit specification).
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3.4.5 Object database. An object-oriented database is one that holds abstract data types
(objects). It can store objects directly from an object-oriented programming language. Because
any type of data can be stored (the rules for processing the data are part of an object), the object
database promises fully integrated databases that will hold data, text, pictures and voice,
essentially an endless variety of ever-changing formats. It is capable of handling complex queries
about objects that would be difficult in relational database programs.

3.4..1 Object-oriented database management. (This BSA appears in both Part 4 and Part 9.)
Standards for object-oriented database management provide facilities and interfaces to manage
object databases (databases that store, manipulate, and retrieve data represented as objects).

3.4.5.1.1 Standards. Table 3.4-22 presents standards for object-oriented database management.

TABLE 3.4-22 Object-oriented database management standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CPC ODMG Object D&tsbae Mafefent Group (ODMO)- 93 ODMO-93, Release nlfomadoeal

1.1 (Apprved)

CPc ODMO Object Dhtoba. Managemnt Group (ODMG) 9x ODMO-g2 Energing
(Foonnaive)

NPC ANSI X3 Dubase System Study Group (DBSSG) X3 Study Inforional
(Fornntive)

CPC OMtO etieinay wo"d on objec-orieted &L max" renetm TBM-Prelimimay Infoma•inlI
work on object. (Fomilive)

oriented
nwm~qement

3.4.5.1.2 Alternative specifications. Microsoft's Object Database Connectivity (OBDC) API
specification for MS-Windows applications is also available.

3.4.5.1.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard, but the Microsoft specification has insufficient drivers
available.

3.4.5.1.4 Portability caveats. This is a high portability risk area because no standards exist, and
many Microsoft PC products do not comply with most Unix- and Portable Operating System
Interfaces for Computers (POSIX)-based systems.

3.4.4.1.5 Related standards. No standards are related to object-oriented database management
stL ,lards.

3.4.5.1.6 Recommendations. There is no recommendation at this time.
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3.4.6 Transaction processing. Orders, purchases, changes, additions, and deletions are examples
of transactions recorded in a business information environment. Queries and other requests are
also transactions to the computer, but usually are just acted upon and not recorded in the system.
A transaction is a completed event that can be assembled in chronological sequence for an audit
trail. Transaction processing systems, also called on-line or real time systems, update master files
as soon as they are entered at terminals or arrive over conmmunications lines. Contrast this with
batch processing, which stores transactions and updates the necessary files at a later date.

3.4.6.1 Protocol for interoperability in heterogeneous transaction processing systems. These
specifications support Transaction Processing (TP?) systems containing components from diverse
sources and between dissimilar transaction processing systems.

3.4.6.1.1 Standards. Table 3.4-23 presents standards for protocols for interoperability in
heterogeneous transaction processing systems.

TABLE 3.4-23 Protocol for interoperability In heterogeneous transaction processing
systems standards __ ________

Standard Sponsor Standard Standard Status
Type Reference DoD

051t116b~draiuadi~P 5 Oil'.PatI:(Lifecycle)
U'C I5O/EC 06 itiue 1utW roesn;(I)-Pg1 O26-1:1992 Adopted

081II'ModI (Approved)

Ipc ISOAE1c 081 Distributed Tranadion prcessuinig (Dil'). Part 2: 10026.2:1996 Adopted
05111' Service (Approved)

Epc ISO/uS1C 081 Distibued Trauadionproessaing (OIl').- Part 3: 1W026-1:1996 Adoptd
Iprot~ocol Spoiealion (Approved)

1PC 150/uSC OSI Distributed Traiaiietion rmcessing (DIP'), Putl 4: 10026-4:1995 Information&]
protocol ImlreaieCeifomrnane st~atement (PICS) (Approved)

______________ Profomia_______
[PC 150/uSC 081 Distributed Troosactioe processrin (ODl'), Paul 6: 10026-6:1995 Inlonoational

Unstructured Data Transafer I(Approved)

MP 150/uSC 081 Distributedi Trumaaction promising (DIP'). Pail 5: 10026-5 brfonoationa)
Application Cootext Proformau aW Guoidelioe. Wher, Usnog (Droll

__________________Os'," _____

[PC ISO/uSC 081 Distributed Triatouajo Prooeasiog (Mil). N'rt 1: 10026-7 l/onrratio"Al
Message Qoteelg (Draft)

3.4.6.1.2 Alternative specifications. No other consortia or de facto specifications are available.

3.4.6.1.3 Standards deficiencies. Thie following deficiencies have been identified in the available
standards:

a. No standardized API to the ISO DTP protocol.
b. No Ada binding to the ISO 10026 services or protocol.
C. The ISO 10026 DTP model does not address the overall environment,
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3.4.6.1.4 Portability caveats. Portability problems for the ISO TP protocol are unknown. The
IEEE P1003.1 I Group is disbanded. P1003.11 draft documents and current work are being
transferred to the P1003.0 Group.

3.4.6.1.5 Related standards. The following standards are related to interoperability in
heterogeneous TP systems:

a. ISO 904 1-1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9075:1992: SQL Third Edition (same as NIST FIPS PUB 127-2:1993)

c. ISO 9579-1: RDA (Generic Model, Service and Protocol)

d. ISO 9579-2: RDA (SQL Specialization)

e. ISO 9594 Parts 1-8: Directory Services

f. ISO 9804/9805: CCR

g. ISO DIS 10148: RPC

h. ISO Working Draft (WD) 10181-1: Security Frameworks in Open Systems: Part
I:Overview

i. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framework

j, ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

k. ISO 11578: RPC

I. ITU-T Recommendation X.500: Directory Services

m. IEEE P1003,1b: Real-Time Extension to POSIX

n. IEEE P1003. lc: Threads Extension to POSIX

o. IEEE P1003,17: Directory Services API

p. European Computer Manufacturers' Association (ECMA) 127: RPC

q. ECMA Technical Report: Support Environment for Open Distributed Processing
(SE-ODP)

April 7. 1997 3.4-39 Version 3.1



Information Technolov Standrds Gidrance Data Management Services

r. OSF: DCE RPC

s. X/Open C193, S423: XA and XA+ Interfaces

3.4.6.1.6 Recommendations. ISO 10026, parts 1, 2, and 3, is recommended.
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3A.6.2 Transaction nanager-to.resource manager interface. These standards specify the
interface from the transaction manager to the resource manager. In some models, only transaction
managers can communicate.

3.4.6.2.1 Standards. Table 3.4-24 presents standards for the transaction manager to resource
manager interface.

TABLE 3.4-24 Transaction manaer-to-resource manaz Dr interface standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycde)

SXipe. Dioutaned 7P: T1m XA Speicdkeit C193 (2A92) AdorAod
(Approved)

CPC X/ope Didhihud TP: Reference Model, Vernion 2 G307 (1 1j93) Ieiomjteoai

(Apovd)
CPC XOpeo Diorebiedd TR Rdreoe Modot. Vmee 3 G504 (2,96) Iffomaeoed

(Approved)

3.4.6.2.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.2.3 Standards deficiencies. No Ada binding to the X/Open XA Specification exists. The
XA interfaces do not address, or directly accept hash values for global transaction identifiers.
(Hash value handling capabilities were addressed in the preliminary specification, but were
dropped in the final specification.) The comparison of global IDs is indirect and convoluted,
rather than explicit.

3.4.6.2.4 Portability caveats. In the X/Open distributed transaction processing model, the major
and most ac'vepted model to date, the transaction manager is bundled with the communications
manager. Although this can enhance transaction communications efficiency, it also makes it more
difficult to define a portable and interoperable interface with a multitude of communications
systems, including legacy systems.

3.4.6.2.5 Related standards. The following standards are related to transaction manager-to-

resource manager interface standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9075:1992: SQL Third Edition (same as NIST FIPS PUB 127-2:1993)

c. ISO 9579-1: RDA (Generic Model, Service and Protocol)
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d. ISO 9579-2: RDA (SQL Specialization)

e. ISO 9594 Parts 1-8: Directory Services

f. ISO 9804/9805: CCR

g. ISO 10026: DTP Model, Services, and Protocol

h. ISO DIS 10148: RPC

L ISO WD 10181-1: Security Frameworks in Open Systems: Part 1: Overview

j. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framework

k. ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

L ISO DP 11578: RPC

M. ITU-T Recommendation X.500: Directory Services

n. IEEE P1003.lb: Real-Time Extension to POSIX

o. IEEE P1003. Ic: Threads Extension to POSIX

p. IEEE P1003.17: Directory Services API

q. ECMA 127: RPC

r. ECMA Technical Report: SE-ODP

s. OSF: DCE RPC

3.4.6.2.6 Recommendations. Open distributed TP systems must support X/Open XA interfaces,
because no other specification exists for transaction manager-to-resource manager interfaces.

Unless the communications manager is decoupled from the transaction manager, be very careful
about any distributed transaction processing systems that claim to provide portability with legacy
communications systems.
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3A.6.3 Transaction manager-to-communlcations manager interface. These standards specify
the interface from the transaction manager to the communications manager. In some specifications
the communications manager was part of the transaction manager. These specifications cover the
case in which the communications manager has been extracted and decoupled from the
transaction manager.

3A.6.3.1 Standards. Table 3.4-25 presents standards for the transaction manager to
communications manager interface.

TABLE 3.4-25 Transaction manager-to-communication mpnazer interface standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

Cpc X/01i Distuibuted TM The TRPPC Spe•ificatn C505 ( 1,95) Adogded
(Approved)

Cpc X/Opo Distributed TP; lTie XATMG Specificado C506 (11/95) Adopted

(A -owed)

CPc XOpee Distibuted TP: The XA, SpecifiaAon, Verson 2 (Bsed S423 (7/94) Adoped
w CPI.C. Verion 2) (Approved)

X$ )pr DistirTPWM TfPRL Specificaton (Sued m X10pm P305 (7193) Infonrah:el
OCE 'PC pr"Vam) (Superseded)

CPC X/Ope Distrbulted TM: XATII Spedicaimin (Sued on Tuxedo P306 (793) IftfofnaMoa.
ATNO I rfd") (Supe•eded)

3.4.6.3.2 Alternative specifications. The following specification is also available:

a. Transarc: Encina

3.4.6.3.3 Standards deficiencies. No Ada binding is being developed for the XA+ Interface.

3.4.6.3.4 Portability caveats. The XA+ Interface is highly controversWial because although
decoupling the communications manager from the transaction manager makes it easier to
integrate different communications systems and paradigms, such decoupling can result in a loss of
communications efficiency and performance. Consequently with good reason, various vendors
may bundle the communications and transaction managers together with the resulting loss of
portability because of the need to write different communications interfaces.

3.4.6.3.5 Related standards. The following standards are related to transaction manager-to-
communications manager interface:

a. ISO 9041- I: Basic Class Virtual Terminal Protocol Specification

b. ISO 9594 Parts 1-8: Directory Services

c. ISO 9804/9805: CCR
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d. ISO 10026: DTP Model, Services, and Protocol

e. ISO DIS 10148: RPC

f. ISO WD 10181-1: Security Frameworks in Open Systems: Part 1: Overview

g. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framework

h. ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

L ISO DP 11578: RPC

j. ITU-T Recommendation X.500: Directory Services

k. "P1003.1b: Real-Time Extension to POSIX

L 1b.ý AI3Y ,hreau., Extension to POSIX

m. IEEE P100., ectory Services API

n. ECMA 12 . -r V.'

o. OSF: DCE RPC

p. X/Open C193: XA Interface

3.4.6.3.6 Recommendations. If it is desirable to decouple the transaction manager from the
communications manager, such decoupling, as well as the XA+ specification, must be specified
explicitly in procurement specifications. Otherwise, vendors probably will propose products that
do not meet this specification. X/Open S423, P306, and P305 are recommended.

For ease of integration with legacy communications and transaction processing systems, be sure
the communications manager is decoupled from the transaction manager. If performance is an
issue, at least for the near term, require the communications and transaction manager to be
bundled together.
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3.4.6.4 Application.to-communications resource manager interface. These specifications
define the interface between the application and the communications manager, which is a type of
resource manager.

3.4.6.4.1 Standards. Table 3.4-26 presents standards for application to communications resource
manager interfaces.

TABLE 3.4-26 Appieation-to-communications resource mana, er interface standards

Standard 1 Sponsor Standard Standard Status
Type I Reference DoD

______ ______ ___________________ ______ (Lifecycle)
CPN.C UI CM Rderetw, e Specificio m'rP Standuds Infauow~tm

Stmgy White (Approvd)
___ __Pw•_, Rev. 4.0J OP/t CM Spedficui,, Wodetig Pope- Imt ortiis

(Formative)

3.4.6.4.2 Alternative specifications. The following specifications are also available:

a. Transarc: Encina
b. NCR: Top End

3.4.6.4.3 Standards deficiencies. Neither an Ada nor a Cobol binding is being developed for the
Communications Manager (CM) interface, although the architecture of the CM interface is easily
adaptable to the Ada language.

3.4.6.4.4 Portability caveats. The CM Interface is controversial because it implies that the
communications manager is decoupled from the transaction manager. This is controversial as
explained further in the section on the XA+ interface. For example, AT&T/USL's Tuxedo bundles
the transaction manager with the communications manager. Thus, Tuxedo is not likely to be
compatible with the CM interface.
The number of vendors committed to implementing the CM interface probably will make it a de
facto standard once it is adopted by X/Open. This may create portability problems with Tuxedo,
which is currently the most widely used transaction manager.

3.4.6.4.5 Related standards. The following standards are related to application-to-
communications resource manager interface:

a. ISO 904 1-1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9594 Parts 1-8: Directory Services

c. ISO 9804/9805: CCR

d. ISO 10026: DT-' Model, Services, and Protocol

April 7, 1997 3.4-45 Version 3.1



Information Technology Standards Guidance Data Manageeng t Services

e. ISO DIS 10148: RPC

f. ISO WD 10181-1: Security Frameworks in Open Systems: Part 1: Overview

g. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framtwork

h. ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

i. ISO DP 11578: RPC

j. ITU-T Recommendation X.500: Directory Services

k. IEEE P1003.1b: Real-Time Extension to POSIX

L IEEE P1003. lc: Threads Extension to POSIX

m. IEEE P1003.17: Directory Services API

n. ECMA 127: RPC

o. OSF: DCE RPC

p. X/Open C193: XA Interface

q. X/Open S423: XA+ Specification

3.4.6.4.6 Recommendations. If it is desirable to decouple the transaction manager from the
communications manager, such decoupling, as well as the emerging CM specification, must be
specified explicitly in procurement specifications. Otherwise, vendors probably will propose
products that do not meet this specification.

For ease of integration with legacy communications and transaction processing systems, be sure
the communications manager is decoupled from the transaction manager. If performance is an
issue at least for the near term, require the communications and transaction manager to be
bundled together.
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3.4.6.5 Communications manager.to-protocol stack interface. These specifications define the
interface between the communications manager and the underlying protocol stacks. They allow a
single communications manager to interface with multiple, independently provided protocol stack
implementations, and multiple CMs to be integrated with a single protocol stack implementation.

3.4.6.5.1 Standards. Table 3.4-27 presents standards for the communications manager to
protocol stack interface.

TABLE 3.4-27 Communications manager-to-protocsk Interface standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_(Lifecycle)

CPc XOxpen -AMcSF•ascttiw,: Tmnsawbm Promesg API (XAP-TP) - C409 (4195) lifom•ation
(Appved)

NPC I•E XAP-TP Spedficatio (Bu odn X0Opaen XAP-YP Number nMyet y Ifoimationd
spedficahmo) asuigied (Dcaft)

3.4.6.5.2 Alternative specifications. No other consortia or de facto specifications are available.

3.4.6.5.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.4.6.5.4 Portability caveats. This is a high portability risk area because no standards have been
completed.

3.4.6.5.5 Related standards. The following standards are related to communications manager-to-
protocol stack interface standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9594 Parts 1-8: Directory Services

c. ISO DIS 10148: RPC

d. ISO WD 1018 1-1: Security Frameworks in Open Systems: Part 1: Overview

e. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framework

f. ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

g. ISO DP 11578: RPC

h. rru-T Recommendation X.500: Directory Services
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L IEEE P1003.1b: Real-Time Extension to POSIX

j. IEEE P1003.1c: Threads Extension to POSIX

k. IEEE P1003.17: Directory Services API

L ECMA 127: RPC

n. OSF: DCE RPC

S4.6.5.6 Recommendations. The X/Open ACSE/Presentation - Transaction Processing API
(XAP-TP) specification must be referenced specifically in procurement specifications, and a
requirement to move to the XAP-TP specification as soon as it is adopted by X/Open also must
be stated there specifically. Otherwise, vendors probably will propose products that do not meet
this specification.

To maximize interoperability and portability, the emerging XAP-TP interface should be used
when it is adopted by X/Open for the interface between the communications manager and the
protocol stack(s) being used.
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3.4.6.6 Transaction demaircation. These specifications define the interface between the
transaction manager and the application, taking transaction demarcation information from the
application and delimiting the transaction to the resource manager.

3.4.6.6.1 Standards. Table 3.4-29 presents standards for transaction demarcation.

TABLE 3.4-28 Transaction demarcation standlards
Standard Sponsor Standard Standard Status

Type Reference WDo

cpc XAOpen Ditiue P wI rautonemarcation) C504 (0,95) Adopted
spodficaion (Approved)

CPC XAopov Distsibuted i: Mme XA Specification C193 (2/92) lefo~rmana~ioo
I (Approved)

cpc x$oen Strucuted Transaction Definition LAnguage (STOL) P536 (12/95) informational
(Approved)

cpc MIA Ceomooti standadeeized Tranomction Dedleine 1nguage (STOL) TB1D-Sthfidardized Inforoalio"Al
Transamton (Approved)
Deriniton

CN.C U1 ATMI (Application to Trarmaetien Manager Interface) Trats. Monitor IN9 informational
specification 

5
pec Vor. 1.0:1991 (Approved)

CPC Open Dietribeted TF: The TX (Transaction flemorotion) P209 (11192) tnomeeiwae
Speofioaioo Superseded)

3.4.6.6.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Enemna
C. NCR: Top End

3.4.6.6.3 Standards deficiencies. The TX specification does not support traditional transaction
monitor functions such as screen management and terminal management.

3.4.6.6.4 Portability caveats. Unlike the XA interface, which had no installed base to displace,
every transaction process; g system has its own interface between the application and the
transaction manager that ouimits a transaction. Therefore gains in multivendor portability for new
systems are offset by a decrease in portability across legacy TP systems.
Without a standard API between transaction processing applications and transaction managers,
portable formal and dc facto standardized Fourth Generation Languages (4GLs) are unlikely to be
developed. Furthermcre, vendors will develop and port their 4GLs only to the most popular, best-
selling transaction processing platforms.

The IEEE P1003.11 group, which was developing a profile for transaction processing
environments, has been disbanded. The P1003.11 draft documents and current work are being
transferred to the P1003.0 group.
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3.4.6.6.5 Related standards. The following standards are related to transaction demarcation or
transaction demarcation standards:

a. ISO 9579-h: RDA (Generic, Model, Service and Protocol)

b. ISO 9579-2: RDA (SQL Specialization)

c. ISO 9594 Parts 1-8: Directory Services

d. ISO 10026-1, -2, -3: DTP Protocol

e. ISO DIS 10148: RPC

f. ISO WD 10181-1, -2, -3: Security Frameworks in Open Systems, Part 1:
Overview, Part 2: Authentication Framework, Part 3: Access Control Framework

g. IS0 11578: RPC

h. IEEE P1003.1b: Real-7ime Extension to POSIX

i. IEEE P1003. 1c: Threads Extension to POSIX

j. IEEE P1003.17: Directory Services API

k. ECMA TR/SE-ODP

1. ECMA TR/29: Open Systems Interconnection - Distributed Interactive Processing
Environment

M. ECMA 127: RPC

n. OSF: DCE RPC

o. X/Open S423: XA+ Interfaces

3.4.6.6.6 Recommendations. The TX specification is recommended and must be referenced
specifically in procurement specifications. Otherwise, vendors probably will propose products that
do not meet this specification.

Plan for at least two interfaces: the TX interface for new multivendor, distributed systems and the
legacy TP interface for existing TP systems. The TX Specification and XA Specification are
complementary specifications the MIA consortia's STDL (Standardized Transaction Definition
Language) However, may provide great acceptance by certain large vendors.
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3.4.6.7 Transaction monitoring services and interfaces. Transaction management systems
monitor network transaction flow and workload balance.

3.4.6.7.1 Standards. Table 3.4-29 presents standards for transaction monitoring services and
interfaces.

TABLE 3.4-29 Transaction monitoring services and interfaces standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecydele

N/A N.A. Nufe N.A. Infonmabaoal
(N.A.)

3.4.6.7.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3 4.6.7.3 Standards deficiencies. A requirement has been identified for a standardized
transaction management system to manage network transaction flow and workload balancing.

3.4.6.7.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.6.7.5 Related standards. The following standards are related to transaction monitoring or
transaction monitoring standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9075:1992: SQLThird Edition (same as NIST FIPS PUB 127-2:1993)

c. ISO 9579-1: RDA (Generic Model, Service and Protocol)

d. ISO 9579-2: RDA (SQL Specialization)

e. ISO 9804/9805: CCR

f. ISO DIS 10148: RPC

g. ISO WD 10181-1, -2, -3: Security Frameworks in Open Systems: Part 1:
Overview; Part 2 Authentication Framework; Part 3: Access Control Framework

h. ISO 11578: RPC

i. IEEE P1003.1b: Real-Time Extension to POSIX
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j. IEEE P1003.1c: Threads Extension to POSIX

k. ECMA 127: RPC

L OSF: DCE RPC

M. X/Open C193: XA Interfaces

3.4.6.7.6 Recommendations. USL's Tuxedo and Transarc's Encina show signs of becoming de
facto standards. Tuxedo is the only DTP system that is not beginning to emerge and has field
experience (e.g., Version 4.X is offered, rather than Version I.X). Tuxedo also formed the base
document for X/Open's XA and TX interfaces. On the other hand, Encina is designed to be
integrated more easily integrated with legacy T? systems. Therefore, Encina is central to the TP
directions and strategies of several major TP vendors, however, there are no standards to
recommend.
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3.4.6.8 Terminal communications. These standards provide support for terminal
communications in a transaction processing system.

3.4.6.8.1 Standards. Table 3.4-30 presents standards for terminal communications.

TABLE 3.4-30 Terminal communications standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. None N.A. Info mutmi

(N.A.)

3.4.6.8.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.8.3 Standards deficiencies. Deficiencies in the standards are unknown.

3.4.6.8.4 Portability caveats. This is a high portability risk area because no standards exist
The IEEE P1003.11 group, which was developing a profile for transaction processing
environments, has been disbanded. The P1003.11 draft documents and current work are being
transferred to the P1003.0 group.

3.4.6.8.5 Related standards. The following standards are related to terminal communications or
terminal communications standards:

a. ISO 9041- 1: Basic Class Virtual Terminal Protocol Specification

b. ISO 9075:1992: SQL Third Edition (same as NIST FIPS PUB 127-2:1993)

c. ISO 9579- I: RDA (Generic Model, Service and Protocol)

d. ISO 9579-2: RDA (SQL Specialization)

e. ISO 9594 Parts 1-8: Directory Services

f. ISO 9804/9805: CCR

g. ISO DIS 10148: RPC

h. ISO WD 10181 -1: Security Frameworks in Open Systems: Part I: Overview
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i. ISO DIS 10181-2: Security Frameworks in Open Systems: Part 2: Authentication
Framework

j. ISO DIS 10181-3: Security Frameworks in Open Systems: Part 3: Access Control
Framework

k. ISO 11578: RPC

L ITU-T Recommendation X.500

m. IWEE P1003.1b: Real-Time Extension to POSIX

n. IEEE P1003.1c: Threads Extension to POSIX

o. IEEE P1003.17: Directory Services API

p. ECMA TR/SE-ODP

q. ECMA TR/29: Open Systems Interconnection - Distributed Interactive Processing
Environment

r. ECMA 127: RPC

s. OSF: DCE RPC

t. X/Open C193: XA Interfaces

3.4.6.8.6 Recommendations. USL's Tuxedo and Transarc's Encina have interfaces in this area.
Both show signs of becoming de facto standards. Tuxedo also formed the base document for
X/Open's XA and TX interfaces. On the other hand, Encina is designed to be integrated more
easily with legacy TP systems including IBM mainframes. Therefore, Encina is central to the TP
directions and strategies of several major TP vendors. There are no standards to recommend.
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3.4.6.9 Transaction program scheduling. These standards provide scheduling support for
transaction processing.

3.4.6.9.1 Standards. Table 3.4-31 presents standards for transaction program scheduling.

TABLE 3.4-31 Transaction program schedulin standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I(Lifecycle)

N/A N.A. Now N.A. [ofomaoio"a
(N.A.)

3.4.6.9.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.9.3 Standards deficiencies. Deficiencies in the emerging IEEE standard are unknown.

3.4.6.9.4 Portability caveats. This is a high portability risk area because no standards exist.
The IEEE P1003.11 group, which was developing a profile for transaction processing
environments, has been disbanded. The P1003.11 draft documents and current work are being
transferred to the P1003.0 group.

3.4.6.9.5 Related standards. The following standards are related to transaction program
scheduling or transaction program scheduling standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification
b. ISO 9075: 1992: SQL Third Edition (same as NIST FIPS PUB 127-2: 1993)
c. IEEE P1003.lc: Threads Extension to POSIX

3.4.6.9.6 Recommendations. There are no standards to re( imend.
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3.4.6.10 Transaction message queuing. These standards provide specifications for a message

queue in a transaction processing environment.

3.4.6.10.1 Standards. Table 3.4-32 presents standards for transaction message queuing.

TABLE 3.4-32 Transaction message queuing standards

Standard Sponsor Standard Standard Status
Type Reference DoD

T (LReefle)
N/A N.A. Nom N.A. lnfomation.l

(N.A.)

3.4.6.10.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.10.3 Standards deficiencies. Deficiencies in the emerging IEEE standard are unknown,

3.4.6.10.4 Portability caveats. This is a high portability risk area because no standards exist.
The IEEE P1003.11 group, which was developing a profile for transaction processing
environments, has been disbanded. The P1003.11 draft documents and current work are being
transferred to the P1003.0 group.

3.4.6.10.5 Related standards. The following standards are related to transaction message
queuing or transaction message queuing standards:

a. ISO 9041-1: Basic Class Virtual Te,..... - Irotocol Specification
b. ISO 9075:1992: SQL 3rd edition
c. IEEE P 1003.1 b: Real-Time Extension to POSIX
d. IEEE P1003. lc: Threads Extension to POSLX

3.4.6.10.6 Recommendations. There are no standards to recommend.
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3.4.6.11 Recovery and restart services for long running transactions. (This RSA appears in
both part 4 and part 9.) Checkpoint and restart is provided for interactive transactions on
centralized systems via the SQL "comnit" and "rollback" commands, and for short-running
transactions on distributed systems via the 2-Phase Commit specified in the ISO CCR standard.
However, long running transactions require standardized checkpointing, restarting, and migration
services and interfaces to prevent the loss of the transaction if a system fails or shuts down. Two
APIs must be standardized for this purpose. One will allow application control of the checkpoint.
The other will allow the transaction manager to control the checkpointing and restart activity over
a range of heterogeneous resource managers.

3.4.6.11.1 Standards. Table 3.4-33 presents standards for recovery and restart services for long
running transactions.

TABLE 3.4-33 Recovery and restart services for long runni E transactions standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ (Lifecycle)

NPC IEEE Portase Opetnrg System Interdac (POSIX) - Pant 2:Shell i(03.2d: 1994 Infommatio-al
.ad Utilities - Ame~ntant 1: Bath Envsiroamat (Applved)

NPC [EEE POS DPast I: ysytm APIN- AmeMment 1: system API P1003.1a Infomationai
Extamios (C laguage) (Draft)

NPC E POSIX, Put 1: system API - Amendment 1: P1003.1m Itfomatjional
Checkpoint/Restat Interfaces (C Language) (Formaive)

3.4.6.11.2 Alternative specifications. The following specifications are also available:

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.11.3 Standards deficiencies. Based on a requirement from the P1003.15 Batch Queuing
Extensions Standards Group, the POS EX. I revision will specify application control of
checkpointing. But this specification is geared to batch environments, and does not address the
transaction manager's control of checkpoint, restart, or migration of services needed for a
transaction processing environment. This need is not being addressed other than by de facto
solutions.

P1003.2d specifies some capabilities needed for checkpointing and restart in batch environments,
but as a standard geared to batch environments, it does not address the transaction manager's
control of checkpoint, restart, or migration of services.

3.4.6.11.4 Portability caveats. Without standardized interfaces to allow application control of
checkpointing and transaction manager's control of checkpointing and restart activity, portability
and interoperability across heterogeneous resource managers are nonexistent, except for short-
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running transactions (which are controlled via SQL's "commit" and "rollback" commands and via
ISO's CCR standard).

3.4.6.11S Related standards. The following standards are related to recovery and restart
services or standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification
b. ISO 9075:1992: SQL 3rd edition
c. IEEE 1003. lb: 1993: Real-Time Extension to POSIX
d. IEEE 1003. lc: 1995: Threads Extension to POSIX

3.4.6.11.6 Recommendations. There is no recommendation for recovery and restart services.
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3.4.6.12 Interface to resource manager device drivers. For on-line transaction processing
(OLTP) environments, device driver interfaces are needed for devices commonly requiring
transaction control (e.g., ticket dispensers, automated teller machines (ATMs)). This will require
two types of APIs. One API type would be extensions to the XA and XA+ interfaces, so these
interfaces can support device drivers as though they were resource managers. The other API is
the interface between the application and the device driver-resource manager.

3.4.6.12.1 Standards. Table 3.4-34 presents standards for interfaces to resource manager device
drivers.

TABLE 3.4-34 Interface to resource manager device drivers standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-(Lifecyele)

N/A N.A. No-e N.A. lafomafio•]a
(N.A.)

3.4.6.12.2 Alternative specifications. The only other available specifications are proprietary.

3.4.6.12.3 Standards deficiencies. Deficiencies in the standards are unknown, since these
services are not part of any formal standard.

3.4.6.12.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.6.12.5 Related standards. The following standards are related to resource manager device
driver interfaces:

a. X/Open C193: Distributed TP: The XA Interface
b. X/Open S423: Distributed TP: The XA+ Specification, version 2

3.4.6.12.6 Recommendations. There are no standards to recommend.
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3.4.6.13 Distributed queuing. Distributed queuing is the waiting for services in a distributed

computing environment.

3.4.6.13.1 Standards. Table 3.4-35 presents standards for distributed queuing.

TABLE 3.4-35 Distributed queuine standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- ' 2(Lifecycle)

NPC am Pob, Opemn System lEeS ('POIX). Pumt 2 .Sba 103.2d:1994 MMIdAWd
md Utfilnije. -Aenm h Ba1Rt Envuanmt (Approved)

c XOP- Distibhed TP: Rderawe Model, Venoio 3 G504 (2t6) lnfomdiorAl
(Approved)

3A.6.13.2 Alternative specifications. The following specifications are also available:

a. AT&TIUSL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.4.6.13.3 Standards deficiencies. The 1003.2d standard is geared to batch requests, not
transactional requests with associated persistence and rollback capabilities.

3A.6.13.4 Portability caveats. Most internally built recoverable messaging and queuing facilities
depend upon the underlying transport mechanism.

3.4.6.13.5 Related standards. The IEEE P1003. Ia: POSIX. 1 Revision is essential to the use of
IEEE P1003.2d.

3.4.6.13.6 Recommendations. Use the P1003.1a (POSIX.l Revision) checkpoint and restart
interface with IEEE 1003.2d.

At present, building a recoverable messaging and queuing facility on top of whatever transport
scheme is used to perform peer-to-peer communications may be necessary. Where applicable, use
the emerging P1003.la (POSIX.I Revision) checkpoint and restart interface. If possible, establish
an internal standardized interface that is independent of the underlying transport mechanism.
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3.4.6.14 Modeling services. Modeling service standards simulate a condition or activity in a
transaction processing system by performing a set of equations on a set of data. A model is a
mathematical representation of a device or process used for analysis and planning.

3.4.6.14.1 Standards. Table 3.4-36 presents standards for modeling services.

TABLE 3.4-36 Modeling services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I(Lifecycle)

N/A N.A. None N.A. lnformational
(N.A.)

3.4.6.14.2 Alternative specifications. The only other available specifications are proprietary.

3.4.6.14.3 Standards deficiencies. Deficiencies in the modeling services standards are unknown.

3.4.6.14.4 Portability caveats. This is a high portability risk area because no standards exist.

3.4.6.14.5 Related standards. The following standards are related to modeling services or
modeling services standards:

a. ISO 9075:1992: SQL 3rd edition

b. ISO 10027:1990 (IRDS Framework)

c. ISO DP 10728 (IRDS Services Interface)

d. ANSI X3.138-1988 (IRDS Requirements and Command Language & Panel
Interface)

e. ANSI X3.185-1992 (IRDS Software Services Interface)

f. NIST FIPS 156 (IRDS)

3.4.6.14.6 Recommendations. There are no .tandards to recommend.
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3.5 Data interc.N'nge services. Data interchange services provide specialized support for
representing, storing, accessing, and transmitting data (primarily through defining formats).

NOTE: Throughout Part 5, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.5.1 Characters and symbols. The characters and symbols (not symbology) midlevel service
area includes standards for services such as character sets and typefaces.

3.5.1.1 Coded character sets. (This BSA appears in both part 5, Data Interchange, and part 14,
Internationalization.) A character set is a subset of all letters in different alphabets, numbers,
punctuation marks, mathematical symbols, and other characters used by computers. These
services include the capability to input, store, manipulate, retrieve, communicate, and present data
independent of the coding scheme used.

3.5.1.1.1 Standards. Table 3.5-I presents standards for coded character sets.

TABLE 3.5-1 Coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I(Lifecycle)

IPC ISO/IEC Coded Grnphic Character Set for Text Coemmucation. 6937:1994 Adopted

LUtin Alpihbet Second Edition (replaces 6937 pt. 1 & p4. 2) (Approved)

[PC ISO/IEC Coded Grapic Charter Set for Use in the Prqo adioenf 1286:1995 Inefoirational
Docuone md in Electotechnology and for Infonm8tion (Approved)

Exchangte

[PC ISO/IEC Coded Graphic Character Set for Text Corraemicatioe 6913 Infosmnational
(Draft)

IPC [SO Matihensical coded character set for bibliographic 6862 Infonational
inforation inte•ichange (Draft)

1PC ISO Hebrew aip•phe" coded character sets for bibliographic 8957 Infornatimoai
infornatioo int "ýhcge (Draft)

"PC !SO Armenitn alphabet coded character set for bibliographic 10585 Inforoational

infornatio interchdtoge (Draft)

[PC ISO Georgia alphabet coded character set for bibliographic 10586 I[fonrational
infornttaio inoerchaoge (Drafit

[PC ISO/1EC Coded [haracter Sets for Text Comoounication. Parts 0. 3. 6937-0.3.7,8:1994 Infonrational
7,8 (raft)

[PC ISO/[EC Coded Charater Sets for Text Coeouocation. Parts 4, 5. 6937-4.5,6 onfo ional
6 (Fo-rative)
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3.5.1.1.2 Alternative specifications. Alternative character coding schemesoinciude Encoded
Binary Decimal (EBCDC) and the Macintosh character set

3.5.1.1.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single applicition or language or no standard means of translation from set to
set.

3.5.1.1.4 Portability caveats. Character sets are generpUly portable, but there are sometimes
questions about conversion between sets.

3.5.1.1.5 Related standards. The following standards are related to coded character set
standards:

a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. Optical Character Recognition (OCR) Character Code Sets:

(1) SO 1073-1:1976: Alphanumeric character sets for optical recognition- Part
1: Character set OCR-A -- Shapes and dimensions of the printed image

(2) SO 1073-2:1976: Alphanumeric character sets for optical recognition- Part
2: Character set OCR-B -- Shapes and dimensions of the printed image

(3) SO 1831:1980: Printing specifications for optical character recognition

(4) SO 2033:1983: Information processing -- Coding of machine readable
characters (MICR and OCR)

c. Magnetic Ink Character Recognition (MICR) Character Sets

(1) SO 2033:1983: Information processing -- Coding of machine readable
characters (MICR and OCR)

(2) SO 1004:1995: Information Processing - Magnetic ink character
recognition - Print specifications

3.5.1.1.6 Recommendations. ISO 6937 is recommended for ordinary English-only alphabetic
applications.
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3.5.1.2 Font information interchange. (This BSA appears in part 5, Data Interchange, and part
12, Multimedia.) Font information interchange standards specify the encoding of font resource
information for use in document processing envirornments. Font interchange deals with the
exchange of character fonts, such as Times Roman or Helvetica, and related information as
opposed to simple exchange of character encodings, which do not include font information.

3.5.1.2.1 Standards. Table 3.5-2 presents standards for font information interchange.

TABLE 3.5-2 Font informiation interchanae standards _____

inad Sponsor Standard Standard Status
.i'ype Reference DoD

Pontlofrmaton neorhia. Pu I:Aeddudae - (Lifecycle)
IP IOI1EC Fr ontoInecagPt1 cteum 9541-1:1991 Adopted

(Comgoodiaom 1- 1992, Corrgeoddwo 2-1994) tAppmoed)

[PC 150/IFC Pont laforoafio, 1nterdwngo6 Put 2: Inteerchange Format 9541-2:1991 Adopted
(Corrigaoodwa 1.1993) (Approved)

[PC I5O/EC Font lafoonttaion lowerlugo, Pud 3: Glyphe Shape 9541-3:1994 Adopted
Reprrennution (Approved)

[PC 1SOAEC Port Wonromueon [nteardotge - Procenhu for Retisantion 10036:1993 Infomrolional
of 0I51dh and Glyd, Collection Identillen (Approvod)

GPC NIST Guideline for Optical Chuaader Roeogition Print Quality PIPS PUB 90:1983 lefoemaaional
(adopts ANSI X3.99-1983) (Approved)

CPN-C Adob~e Po.Lutipt Typo 1-Outlints PS Tech. Manuals lfonoautional
(Approved)

CI'N-C Microsoft T=uTyp .Outline. IT Tech. Manuals Intonoational
(Approved)

[PC ISO/IEC Foot loformation Inedtaage.Part 4!Chartaer Collections 9541.4 Informational
(Draft)

[PC ISO/IEC Foot Infornatiio hoterdngo. Part 5: Font Anrtibote anod 9541.5 Infoooaiional
OrCactar Model (Draft)

[PC [SOAEC Foot doforrouion lolerdenage, Put 6: Foot and Churarer 9541-6 tofoottlionall
Attribute Subset, nod Application (Draft)

[PC ISO/IEC Foot brdonnation ntemlirdtue, Pan 7: Foot Itotrdlutoer 9541-7 [nofooatiooall

LFornoa (tDraft)

3.5.1.2.2 Alternative specifications. Alternative specifications include TrueType and PostScript,

3.5.1.2.3 Standards deficiencies. There is and wilt be very little standardization of font names,
because of copyright concerns. None of the existing font interchange standards accurately enable
font substitution. However, many systems are attempting font substitution, that is t cing a
specified font with one that is similar, such as substituting TrueType Anial for Post-- pt
Helvetica.

No standard exists for three-dimensional font families, although such text is becoming popular in
display text applications, such as advertising and presentations.

April 7, 1997 3.5-3 Verson 3.1



In'ormation Technnlogv Standards Guidance ,,ata Interchange Services

3.5.1.2.4 Portability caveats. Target presentation systems and viewers -nay not have the required
fonts to construct the called-for text in a presentation system. Font subsutution may result in an
unexpected text presentation. Outline font geometry also can be represc ed as two-dimensional
graphics geometry, which eliminates the need to support a specific font on a target platform.

3.S.1.2.5 Related standards. Standards related to font information interchange standards are:

a. ISO 8632: Computer Graphics Metafile (CGM)
b. X Logical Font Description (see part 3)
c. PostScript Level 2 (starting to be used for colored text)

3.5.1.2.6 Recommendations. If CGM is being used, then ISO 8632-1 DAM 3 also is needed for
font information exchange along with ISO 9541. The ISO 9541 specifies the architecture and
format for various shape descriptions to be used in document processing environments that
recognize Abstract Syntax Notation (ASN). 1 or SGML parsing algorithis. ISO 9541 uses Adobe
Sys,-m's PostSrript Type-I font technology and file formats. The ISO 9541 is recommended for
font information exchange.

For some applications, such as view-only kiosks and presentations, convert text to a graphics
format to avoid unknown font resource issues. Use fonts that are in commion usage for cross-
platform work.
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3.5.1.3 Date and time representation. (This BSA appears in part 5, Data Interchange, and part
14, Internationalization.) Date and time representation and storage require consideration and
standardization. Problems include representation of twelve or twenty-four hour time, the order in
which the day and month are presented, and dropping of the century digits from the year.

3.5.1.3.1 Standards. Table 3.5-3 presents standards for date and time representation.

TABLE 3.5-3 Date and time representation standards

Standard Sponsor Standard Standard Status
Type Reference DoD

GPC DOD Defeo" Dat Dictionary System (DDDS), Version 3.2, DDDS Ver, 3.2 Mdiecc
May 1996 (Appeoved)

GPC NIST Repemoel~omt of Calendar Date and Orinal Due for RPS PUB 4- Infom~.tional
lanfornmiation Intedcange (adopts ANSI X3.30. 1:1988 Change (Approved)

1985/R1991) Notic. 3W2.6
OPC NIST Repterentation of Local Time of the Day for Infomaltion FIPS PUB 58. Informatlional

Exchange (adopts ANSI X3.43-1986) 1:1988 (Approved)

GPC NIST Representalioen of Universe! Time, Local Time FIPS PUB 59:1979 Infonmeoiowal
Diffetentals, mid US Time Zone Refemoce; for (Approved;

Information Interien• e (Adoept ANSI X3.51-1979)
IPC ISO Rotepiraiom of Daite and Times 8601:1988 Informational

(Approved)

NPC ANSI Repreien"lmi of Calendar Dat and Ordinal Date for X3. 30-1985 Infonrmaional
Infornmaion Interdchage (R1991) (Appsoved)

NPC ANSI Representloion of Local Time of Day for Information X3. 43.1996 Informataional
Intericange (11992) (Approved)

NPC ANSI Representations of Universal Time, Local Time X3, 51-1994 Informational
Differentials. md US Tien Zone References (Appoved)

NPC ANSIAIIA Source an Due Code Making 476-A: 1987 Infonnational
(Approved)

3.5.1.3.2 Alternative specifications. There are no other available specifications.

3.5.1.3.3 Standards deficiencies. In the early days of computer technology, information storage
space was at a premium. Engineers saved space by using only the last two digits of the year rather
than using full four-digit year representation since they did not anticipate that existing systems
would still be in operation in the year 2000. This is a problem to be kept in mind during data
design for information systems and their databases. The internal representation of the year and
dates is expected to cause enormous difficulties as the year 2000 arrives.

3.5.1.3.4 Portability caveats. The difference between a little-endian (i.e., II May 1995), a big-
endian (i.e., 1995 May 11), and mixed mode (i.e., May 11, 1995) date representation can be a
portability problem for systems. The stated DoD data element for date format is
"YYYYMMDD" where YYYY is the year, MM is the month, and DD is the day. NIST highly
recommends that four-digit year elements be used and that two-digit year elements NOT be used
for data interchange. On March 25, 1996 NIST published a change notice to FIPS 4-1 that highly
recommends four-digit year elements, and states that two-year elements specified in ANSI
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X3.30:1985 (R1991) should not be used for the purpose of any data interchange among U.S.
Government agencies.

The eight-digit date format is required for all system interfaces and data exchanges in DoD. The
Defense Data Dictionary System (DDDS) Generic Element Name: Date is mandatory in the
design of DoD databases (DoD Directive 8320.1, Sept 26, 1991). The DoD data standard is
required to be used in new systems developments, including commercial off-the-shelf
replacements; migration systems; and any system receiving major changes.

3.5.1.3.5 Related standards. The following standard is related to date and time representation:

a. NIST FIPS 34, Guide for the Use of International System of Units in FIPS PUBS

3.5.1.3.6 Recommendations. For purposes of data interchange, DoD requires that year, month,
and day be represented as 'YYYYMMDD'.
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3.5.1.4 Seven-bit coded character sets. (This BSA appears in part 5, Data Interchange, and part
14, Internationalization.) Character sets which contain only as many characters as can be uniquely
identified using a seven-bit number (ime., 128 characters numbered 0 to 127).

3.5.1.4.1 Standards. Table 3.5-4 presents standards for seven-bit coded character sets.

TABLE 3.5-4 Seven-bit coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_____________________________ Lifecy'cle)

GPC NIST Code for Infomrteon tWerchamge, Its Represerteties, FIPS PUB I- Adopted
Subsets, and Extesions (ASCII) (adopts ANSI X3.4- 2:1994 (Approved)

1986QR 19"2, X3,32,.1990, X3.41-1974)

[PC ISO ISO 7.Bk Coded Owoietr Set for Infoneldon Excihage 646:1991 Adopted
(Approved)

IPC so tforation Processing - Represoetsdoe of the 7-Bit Coded 1113:1979 Informatioeal
Character Set on Pnched T"e (Approved)

NPC ANSI Code Extension Tedntqlueo for Use wit, the 7-Bit Coded X3.41-1974 Informstixonl
Chrancter Set of American Nationd Stondaý d Code for (Approved)

[PC ISO Information Processing - Arbic 7-Bit Coded Chsmtter Set 9036:1987 Infon, nional
for lefoenalion Ieteahdege (Approved)

IPC NATO Pseetele and Practices for the Use of the NATO 7-Bit STANAG 5036 Imformsmsonal
Code (Approved)

[PC NATO Iteropereble Chaosett for Teleprinters Using NATO 7- STANAG 5045 Informational
Bit Code (Approved)

ISO 646 describes a set of 128 control, alphabetic, digit, and symbol characters. It includes the
use of the control characters and describes the option of national replacement characters. It is the
standard that formed the basis for creating additional standards that extend the character set to
include many languages. A variant, Ic) 646:1991 IRV, left open an additional 128 codes to be
used to represent symbols for other languages.

3.5.1.4.2 Alternative specifications. Alternative character coding schemes include Encoded
Binary Decimal (EBCDC) and the Macintosh character set.

3.5.1.4.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.5.1.4.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets. FIPS 19-2, a catalog of widely used code sets that lists
and briefly describes code sets in wide use in the United States and might be used in Federal data
systems, may be helpful to consult.

3.5.1.4.5 Related standards. The following standards are related to seven-bit coded character
sets:
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a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. Optical Character Recognition Character Code Sets

C. ISO 3275:1974-- Implementation of the 7-bit coded character set and its 7-bit and
8-bit extensions on 3,81 nun magnetic cassette for data interchange

d. ISO 6586:1980 -- Implementation of the ISO 7-bit and 8-bit coded character sets
on punched cards

e. ISO 1113:1979 -- Representation of the 7-bit coded character set on punched tape

3.5.1.4.6 Recommendations. FIPS 1-2, which adopts the ASCII character set, is recommended
for common applications. ISO 646 is also recommended.
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3.5.1.5 Eight-bit coded character sets. (This BSA appears in part 5, Data Interchange, and part
14, Internationalization.) Character sets which contain only as many characters as can be uniquely
identified using an eight-bit number (typically, 256 characters numbered 0 to 255).

3.5.1.5.1 Standards. Table 3.5-5 presents standards for eight-bit coded character sets.

TABLE 3.5-S Eight-bit coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NICC ANSIiISO/EC ISO 8-Bit Code for Iofonmiuion lhiatdaeo - Strctur and 4873:1991 Adopttd
Rule for Ih alatim (t-Bit ASCII) (Revisio wd (Approved)redesimation of ANSI X3.134.1) ,

'PC ISO/IEC Standardized Coded Graphic ChaamrSeu for Ue in 8- 10367:1991 IofonmoionAl
I Bit Code (Approved)

IPC ECMA 8-Bit Coded haama"d set 6(1991) Infom'lional
(Appoved)

'PC ECMA S-Bit Coded Chatcter SetStmcdre and Rule. 43 (1991) Ioformatona
(Apprved)

3.5.1.5.2 Alternative specifications. Alternative character coding schemes include EBCDC and
the Macintosh character set.

3.5.1.5.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.5.1.5.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.5.1.5.5 Related standards. The following standards are related to eight-bit coded character
sets:

a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. OCR Character Code Sets

c. ISO 3275:1974-- Implementation of the 7-bit coded character set and its 7-bit and
8-bit extensions on 3,81 mm magnetic cassette for data interchange

d. ISO 6586:1980 -- Implementation of the ISO 7-bit and 8-bit coded character sets
on punched cards

3.5.1.5.6 Recommendations. ISO 4873 is recommended.
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3.5.1.6 Eight-bit single byte character sets. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) Character sets which contain only as many characters as can be
uniquely identified using an eight-bit number in a single byte (typically. but not always, 256
characters numbered 0 to 255).

3.5.1.6.1 Standards. Table 3.5-6 presents standards for eight-bit single byte character sets.

TABLE 3.-6 Eight-bit single byte character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecy'cle)

ISO 8-Bit Sigle-Byte Coded Grdphi Chter Setu: Parse U59.1 to9:1987. Licle)
1-9 1989 (Appoved)

[PC ISO/IEC ISO 8-Bit Single-Byte Coded Grahi Charncter Sets: Pan 8859.10:1992 Informational
10: Latin Alpdabet Set No. 6 (Approved)

IPC ECMA 8-Bit Single-Byte Coded Graphic Chsaeer Seu, Latin 94(1986) infortrtinoel
Alpl•abes No. I to No. 4 (Approved)

IPC ECNMA 8-Bit Single-Byta Coded Graphic Character Sts. 113 (1988) Informational!
LahtiKyriUic Alphabet (Approved)

"IPC ECMA 8-Bit Single-Byte Coded Graphich aracter Seu - 114(1986) inforroational
LaWArabic Alphabet (Approved)

IPC ECMA 8-Bit Single-Byte Coded Orap•tic Charater Seu - 118 (0986) Infornational
Latneraeek Alphabet (Approved)

IPC ECMA 8-Bit Single-Byte Coded Graphic Cthracter Set - 121 (1987) Informational
Latin/Hebrew Alphabet (Approved)

EPC PCMA 8-Bit Single.Byte Coded Graphic character Set, Latin 128 (1988) ro 'tational
Alphab~et No. 5 ,,Appmoed)

[PC ECMA 8-Bit Single-Byte Coded Graphic Charcter Sets - Latin 144 (1992) Informationel
- Alphabet No. 6 (Approved)

ISO 8859 defines a set of 191 graphic characters with a single 8-bit byte. It uses the characters
0x20 through Ox7F to represent those used in the US-ASCII (ISO 646) set.

3.5.1.6.2 Alternative specifications. Alternative character coding schemes include EBCDC and
the Macintosh character set.

3.5.1.6.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.5.1.6.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.5.1.6.5 Related standards. The following standards are related to eight-bit single byte
character sets:
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a. NIST FIPS 19-2: Catalog of Widely Used Code Sets
b. Optical Character Recognition Character Code Sets

3.5.1.6.6 Recommtadations. ISO 8859, parts 1-9, is recommended.
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3.5.1.7 Control functions. (This BSA appears in part 5, Data Interchange and part 14,
Internationalization.) This service area is for definition and coding of control functions for
inclusion in charicter sets.

3.5.1.7.1 Standards. Table 3.5-7 presents standards for control functions.

TABLE .5-7 Control functions standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISOAEC C0nW l wtins for ISO 7.Bit &W &Bit Codd Charwer 6429:1992 Adopted
Set (Approved)

-f -GPC NIST Addil Controls for Use wit Amterican NatoWal PS PUB 86:1981 lofomnuional
StodAud Codo for Infouaotion hWercvhmge (edopto ANSI (Appmoved)

I X3.64-1979/RI990)
IPC ISO Infomnalion Proceoing - Graphical Reteentaeio for he 2047:1975 Infon•mtoiio

Control C neraoe of tde 7-Bit Coded Charnctr Set (Approved)

IPC ISO Bibliographic control dchracers 6630:1986 Inforathonel
(Approved)

IPC ECMLA Control PFuctiom for Coded Charoroer Sets 48(1991) Idorfnational
(Approved)

[PC BCMA Graic etprese•totio of the Contrao Chocoero of dte 17(1968) Woomotieo"ni
ECMA 7-Bit Coded Charador Set for lofonnraion (Canceled)

Interchange

ISO 6429 defines a 7-bit, 7-bit extended, 8-bit, and an 8-bit extended character set control.

3.5.1.7.2 Alternative specifications. There are no alternative specifications.

3.5.1.7.3 Standards deficiencies. Dlficiencies in the existing standards are unknown.

3.5.1.7.4 Portability caveats. Portability problems with the existing standards are unknown.

3.5.1.7.5 Related standards. There are no related standards.

35.1.7.6 Recommendations. ISO 6429 is recommended.
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3.5.1.8 Character set conversion. (This BSA appears in part 5, Data Interchange, and part 14,
Internationalization.) Character set conversion deals with the problem of translating from one
character set to another.

3.5.1.8.1 Standards. Table 3.5-8 presents standards for character set conversion.

TABLE 3.5-8 Character set conversion standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO Convenion Between the Two Coded Caacter Seou of ISO 6936:1988 Irfoundeional
646 and ISO 6937.2 and then CCITT Intemional (Appeoved)

Teletoph Alidedet No. 2 (ITA2)
IPC ISO Convemon Between the Two Coded donaderSets of ISO 6936 Roviion Infeononlional

646 and ISO 6937.2 ned die ccrrr ITT na i (Fonnrteve)
-Tende Alphaet No.2 aTA2i: Revieloe _

ISO 6936 specifies conversion between the 58 character ITA2 set and the 128 character ISO 646
set.

3.5.1.8.2 Alternative specifications. There are alternative specifications that are sometimes
necessary:

a. Mac to ASCII
b. EBCDC to ASCII

3.5.1.8.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.5.1.8.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.5.1.8.5 Related standards. The following standards are related to character sets conversion:

a. Transliteration standards.

3.5.1.8.6 Recommendations. There are no recommendations. Character set conversion standards
depend on which sets are involved.
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3.5.1.9 Code extension techniques. (This BSA appears in part 5, Data Interchange, and part 14,
Internationalization.) There is also a need to define standard techriques for expanding the number
of characters represented by a character set Switching between character sets in mid-string is
done by escape sequences.

3.S.1.9.1 Standards. Table 3.5-9 presents standards for code extension t, -.hniques.

TABLE 3.5-9 Code extension techniques st udards _ _ _ _

Standard Sponso0t Standard Standard status
Type Reference DoD

[PC Ot or odeSem and nio Teddqea - (Lifecycle)
150IS/EEC Chrce oeSrcueadEtninTcn~s 2022:1994 Adopted

(Approved)

[PC ISO Iefontalon Procesaing. -epemtt of the 7-Bit 3275:1974 Ialomllatioeoi
Coded Character Set sind lea 7-B= an8-Bki Botonaona on (Apperred)

_________ ~~~3.1 meon Magneic Tae Coasee fr Data Interchaaoe ______

[PC ISO Extensilon of the Latin Alphabeet Coded Character Set for 5426:1983 lafomantional
Bibliographic Inforsation Interchange (Approved)

[PC ISO Exutenion of the Cyrilic Alphabet Coded Chaactcer Set for 5427:1984 tlofneational
Bibliograpddc Information Interchange (Approved)

[PC 150 Greek Alphabet Coded Chunoder Set for Ribliognspdc 5428:1984 lafoonotationol
Infornation Interchattle (Apperoved)

pc [so tiocnasnet~ation - African Coded CharacterSet for 6438:1983 lafotmational
Bibliographtic Information Itnterchange (Approved)

[PC ECMA Code Extensioe Tedultoies 35 (1994) loforenatioetol
(Appmeed)

[PC ISO Extension of the Cyrillica&Ijdhe o~deddecharaceset for 10754 Irtfomisational
eson-S lxvfoic languages for bibliographic information (Draft)

_________ ooinerchaneo______
WPC ISO/TEC tSP for Code Steructres Baad on ISO/IEC 2022 Poet 1: 12070-1:1995 loftormationol

PCS111-2022 Option I (Draft)

[PC ISO Extonsion of the Wain Alphabtet Coded Character Set for 5426-2 leefoeoational
Bibliographeic Idofotation Intoerhange: parte 2: L-atin (Deaft)

dharacters used in mainor European nttaegoea and obsoldet
_____________typographey

[PC ISO) Extrnsions of the Amaico alphabet coded character see for 11822 Iafoeetinl
bibliographic infonmation interchange (D Il

WPC ISO/TEC ISO 7-Bit aed 8-Bit Coded Character Set, - Code 2022:1986 fotaitl
Extrenson TechnoiqresSpred

3.5.1.9.2 Alternative specifications. Alternative specifications would include other, larger, forms
of character sets (8-bit instead of 7-bit, or multiple-uutet sets instead of 8-bit).

3.5.1.9.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.l.!.4 Portability caveats. Few systems support the ISO 2022 encoding architecture because
escape sequences present difficulties to processing.

3.5.1.9.5 Related standards. There are no related standards.
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3.5.1.9.6 Recommendations. ISO 2022 is recommended.
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3.5.1.10 Universal character sets. (This BSA appears in part 5, Data Interchange, and part 14,
Internationalization.) Universal character sets are an approach to defining the broadest possible
character set. This involves using more than an 8-bit code. Use of a 16-bit code allows for a
character set of 32,768 characters, which is sufficient to cover several complete alphabets,
including accented letters. The object of UCS is to represent the written form of world languages
unambiguously to facilit -t information interchange

3.5.1.10.1 Standards. Table 3.5-10 presents standards for universal character sets.

TABLE 3.5-10 Universal character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle

IPC " o•e Universl Mutiple-OclCoded CharacteSet UCS),Pan 10646-1:1993 Mandated
I: Arititecture an Basic Mudliingual Plane (with (Approved)

Technical Corsigendurn 1:1996)
CpC X/Open Universal Musitple-Ociet Coded C o SeCoexistenee E401 (3)94) Informaion.I

and Migration (Approved)

CpC Un Untoode version 1.1 UCS-2 Infomantonal
CoDWogi= (Approved)

IPC ISO/IEC Universal Mtltiple-O"et Coded Character Set. Part 1: 10646-1. Am I- inlormations]
Archit are and Basic Multifini•ga Plane, Amend 1: 4:1993 (Draft)

Transform Formst for 16 Planes of Group 00 (JTP- 16).
Amend 2: UCS Transfom Format 8 (UTF-8), Amend 3:

ontrol dwraeaers, Amend 4: remove UTF. I to a I
[PC ISO Univera Ma6tipIe.O'ee Coded character Set, Pant 1: 10646-1: DAM 5-9 Informationr l

Architecasre and Basic Moitilingoal plane. Amend 5: (Draft)
Koremn Hanged, Amend 6: Tibetan additions. Amend 7,

Amend 8: Ha. unification

ISO 10646 is an extension of ISO 8859. A separate part of 8859 is defined for a variety of
character sets. The 10646 is multiple-octet character set that can be encoded using 8-, 16-, or 32-
bit character sizes. All existing character sets in 8859 are included as pages in the 10646
encoding, along with virtually all known characters on the planet. The 10646 is effectively the
dictionary of coded character sets.

3.5.1.10.2 Alternative specifications. There are no alternatives for a universal character set.

3.5.1.10.3 Standards deficiencies. Only a small number of modem languages are unrepresentable
by these standards, but are expected to be supported soon.

3.5.1.10.4 Portability caveats. The portability problems with universal character sets involve
their multi-byte nature. Translation to and from single-byte sets is full of chances for errors.

3.5.1.10.5 Related standards. There are no related standards.

3.5.1.10.6 Recommendations. If multiple-octet representations (16- or 32-bit) of characters are
required, ISO 10646 is recommended.
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3S5.1.11 External data representation. External data representation standards specify the
encoding for commron, low-level data typs to resolve the differences in data type representation
between platformis and applications.

3.5.1.11.1 Standards. Table 3.5-11 presents standards for external data representation.

TABLE 3.5-11 External data representation standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

W KJ-T Essential Data Repsenueiatio (3WR) for usee wit X.40 (.409ecyled
(Approvtd)

NPC WEE Open Systems Iasaercoursedtion (081) Abstrac Data 1224:1993 Infonmational
Matipsistion.- ApIicatims Progmuse lutedoier (API) (AM-aovd)

NPC MME Ted Methods dfo easmuringConfouam teosoOpen - 1326:1993 Informatlional
Systems [ntecsonnection (O081 Abstsees Dats Manipulation (Approvd)

- Application Prognevo Interfaer (APT) (Language
_ Independent)

NPC IEM Open Syseesos Istercoonectioct (OSI) Abased Data 1327:1993 Infonostatonal
Manipuslation C Language Ilterfeos.- Bioding for (Approed)

Awlication Proermr Interface (API) _______ ______
NPC IEEE Test Methsods for Meutaning Conforrmasce to Open 1329:1993 Intfonouational

Sysems Iotameonnectim o st0) Abstract Data Manipualation (Approved)
C Lanuaoge Interfaces . Binding for Applicaition Pregran

_________ ~interface (API) _____
IPC ISO Specification for.a Data Descriptive File for Infornoation 8211:1985 infoeoational

Isstehdasge (DDF) (Approved)

IPC ISO/IEC 081 Specification of Abesrodt Syotax Notaion One 8824:1990 lefounatlonal
(ASNI1) (Approved)

[PC ISO/IEC 051 Abstract Syntax Notation One (ASN.1): Specification 8824-1:1995 Infonnaaioeol
of Basic Notation (Apprved)

[PC ISO/IL'C 081 Abstract Syntsx Notation One (ASNI1): lonomatioe 8824-2:1995 Inoromotional
Obj~ect SpeMcisio (Approved)

[PC ISO/IEC 081 Abstract Syntax Notation One (ASNI ): Constraiet 8824-3:1995 Inouooatiomil
Specification (Approved)

[PC ISO/IEC 051 Abstract Syntax NotationoOne (AS N.l1): 8824-4:1995 Infomiations)
Pasuoeterization of ASN.I Specifications (Approved)

[PC ISO/IEC OS1 Specilestion of Basic Enscodiog Roles (HER) for 8825: 1990 lofoneational
Abstract Syotax Notatioe One (ASNI ) (Approved)

[PC ISO/IEC 031 -- ASN.lI encoding odles: Specification of Basic 8825-1:1995 loonootionol
Encoding Roles (HER), Canonical Peccdiog Roles (CER) (Approved)

_______ _______ asd Distinguishod Honcodinog Roles (DER)
[PC ISO/IEC 051.-- ASN.lI encoding mles: Specification ofPacked 8825-2:1996 lofonnations)

Encoding Kolea (PER) (Approved)

CPU XIOPro Potocols for X/Open PU loternetscosbing; (PU)NFS D030 (8/90) lofonnadional
(Approved)

CPU OSF Eoterral Dat. Representation DXOR) (For ose %cuds DUF, DUE XDR lotnos-islo)
RPC) (Approved)

UPU NIST Catalog o( Widely Used Cod, Sets FP11S PUB8 I9- Ws(e.sMioo.)
2:1992 (Approved)

("PC NIST Specification or ar Dos. Dscriplive File for lofonnoaton FP11S PUJB lofovosivos)l
lnterclancg lI)DFI Isslpto ANSI/iSO 8211):1985/R 1992) 123:1986 (Approved)
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3.5.1.11.5 Related standards. The following standards are related to external data representation
or external data representation standards:

a. X/Open C180: OSI-Abstract-Data-Manipulation API (XOM), which provides an
easier-to-use canonical representation and tools for manipulating ASN. 1 objects

b. RPC: ISO DIS 11578, Parts 1-4, which will need a standardized external data
representation for use in open-client server computing and cooperative processing

3.5.1.11.6 Recommendations. Specification of the 1987 versions of ASN.1 and BER (ISO IS
8824/8825) is not advisable. These standards have been revised. The earlier standards are
specified in GOSIP 2 because nothing else was available when GOSIP 2 was defined. X.409 is
recommended. OSF DCE XDR is recommended for use in distributed computing environments.
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3.51.12 Character set registration. (This BSA appears in part 5, Data Interchange, and part
14, Internationalization.) Character set registration provides a mechanism for identifying and
defining graphic character sets

3.5.1.12.1 Standards. Table 3.5-12 presents standards for character set registration.

TABLE 3.5-12 Character set registration stndards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifec•,cle)
Ipc ISO/IEC RegitaoofRwpeaoifof Gripaph sct6from 7350:1991 (oifafiloal

ISI/IEC 10367 (Approvei)

[PC ISO Pmcedaie for mximon6w of cAue sequences 2375:1995 lnforrm!4a6
(Apxpmed)

ISO 7350 specifies procedures for preparing, registering, publishing, and maintaining the register

of graphic character sets and procedures for assigning identifiers to the sets.

3.5.1.12.2 Alternative specifications. There are no alternative specifications.

3.5.1.12.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.1.12.4 Portability caveats. Portability problems in the existing standards are unknown.

3.5.1.12.5 Related standards. The following standards are related to character set registration:

a. Character set standards
b. Localization standards
c. Symbo!s for use with data such as currency, date, time, numerical values

3.5.1.12.6 Recommendations. There are no recommendations.
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3.5.1.13 Currency add funds representation. (This BSA appears in part 5, Data Interchange,
and part 14, Internationalization.) Covers characters for and the representation of currency and
monetary values.

3.5.1.13.1 Standards. Table 3.5-13 presents standards for currency and funds representation.

TABLE 3.5-13 Currency and funds representation standards

Standard Sponsor Standard Stadard Status
Type Reference DoD

(Lifecycle)
M ISO Codes for dbe Repmsenweon of CwTecie and Furs 4217:1990 InfonUniotol

(Approved)

3.5.1.13.2 Alternative specifications. There are no alternative specifications.

3.5.1.13.3 Standards deficiencies. Deficiencies in the standard are unknown.

3.5.1.13.4 Portability caveats. Portability problems in the standard are unknown.

3.5.1.13.5 Related standards. Numerical value representation standards and internationalization
locale specifications are related.

3.5.1.13.6 Recommendations. ISO 4217 is recommended.
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3.5.1.14 Country name representation. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) These standards provide for a short character combination that can
be used to represent the names of countries.

3.5.1.14.1 Standards. Table 3.5-14 presents standards for country name representation.

TABLE 3.5.14 Country name representation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Cnmwc, Dqopwd=, Arme ofSpeaW Sovyerigntyw d FIPS PUB 10-4 Informasolnal
theirPim-ipal Adnmihve Division April 1995 (Approved)

OPC NIST Ame.im Nota St AWd oods for Reprmaiandon of FIPS PUB 104-1 Infomational
Naute of Counties, Dedes, Ams of Special (Apprved)

Sove.ignty ad their Princial i Ad ttnatlive Divisions
IPC ISO Code for Reprwntoion of Nu•o of Comtriea 3166:1993 Irfonmational

(Appyoved)

ISO 3166 define-. L 2-letter, a 3-letter, and a numeric code for each country. The 2-letter names
are well-known and accepted as internet domain names. The 3-letter codes are often used in
international sports.

3.5.1.14.2 Alternative specifications. Alternative specifications would include the international
codes to designate the country of registration of automobiles,

3.5.1.14.3 Standards deficii zacies. Deficiencies in the existing standards are unknown.

3.5.1.14.4 Portability caveats. Portability problems with the existing standards are unknown.

3.5.1.14.5 Related standards. There are no related standards.

3.5.1.14.6 Recommendations. There is no recommendation.
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3.5.1.15 Representation of human sexes. This BSA concerns the uniform representation of
human sexes for the interchange of information.

3.5.1.15.1 Standards. Table 3.5-15 presents standards for representation of human sexes.

TABLE 3.5-15 Representation of human sexes standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
IPC ISO Ra5 eeMntvaon of Human Sexes 5218:1977 InfomrtmonI

(Apppmvd)

3.5.1.15.2 Alternative specifications. There are no alternative specifications.

3.5.1.15.3 Standards deficiencies. ISO 5218 does not meet the requirements of specific medical
or scientific applications.

3.5.1.15.4 Portability caveats. ISO 5218 does not prescribe file sequences, storage, media,
programming languages, or other features of information processing to be used in its
implementation.

3.5.1.15.5 Related standards. No related standards have been identified.

3.5.1.15.6 Recommendations. ISO 5218 is recommended for use.
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3.5.1.16 Representation of names of languages. (This BSA appears in part 5, Data
Interchange, and part 14, Internationalization.) This BSA presents standards for code to represent
the names of languages.

3.5.1.16.1 Standards. Table 3.5-16 presents standards for representation of names of languages.

TABLE 35-16 Representation of names of lanh u es standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC [SO Code for the Reresew"von of Nanes of Lansuae 639:1988 Infomuiomd
(Approved)

NPC ANSIMNISO Code for Ropreatadon of Lanpago for hnfomadon Z39.53 IW3omw0io,
IIrendhange (Approved)

3.5.1.16.2 Alternative specifications. Alternative specifications may include abbreviations in
common use in entomology.

3.5.1.16.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.1.16.4 Portability caveats. Portability problems in the existing standards are unknown.

3.5.1.16.5 Related standards. The following standards are related to representation of names of
languages:

a. ISO 9:1995: Transliteration of Cyrillic Characters into Latin Characters - Slavic
and Non-Slavic Languages

b. ISO 233-2:1993: Information and documentation - Transliteration of Arabic
Characters into Latin Characters - Part 2: Arabic Language - Simplified
Transliteration

c. ISO 3602:1989: Documentation - Romanization of Japanese (kana script)

d. ISO DIS 14962: ASCII encoded English

3.5.1.16.6 Recommendations. ISO 639 is recommended.
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3.5.1.17 Numerical value representation. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) Numerical value representation deals with the presentation of
numerical values as character strings ;n machine- and human- readable form.

3.5.1.17.1 Standards. Table 3.5-17 presents standards for numerical value representation.

TABLE 3.5-17 Numerical value representation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I (Lifecycle)

IPC ISO Reprtserdon of Numericl Value in Cawragr S'•tn•s 6093:1985 infoimatonal
for nfomutlon Intardtrane (Approved)

ISO 6093 specifies three presentations of numerical values as character strings in machine-

readable form for data interchange.

3.5.1.17.2 Alternative specifications. There are no alternative specifications.

3.5.1.17.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.1.17.4 Portability caveats. Portability problems in the existing standards are unknown.

3.5.1.17.5 Related standards. The following standards are related to numerical value
representation:

a. Representation of currency

b, Representation of date/time

c. Localization

d. ANSI X3.50 1986/R1992: Representation for U.S. Customary, SI, and other Units
to be used in Systems with limited character sets

e. ISO 2955:1993 - Representation of SI and other Units in Systems with limited
Character Sets

3.5.1.17.6 Recommendations. ISO 6093 is recommended.
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3.5.2 Hardware applications. The following base service areas deal with hardware-based data
interchange, data storage issues, and hardware design support.

3.5.2.1 Printer data interchange. Printer data interchange is performed by using page
description languages to describe a page to be printed so the printer processor can convert the
representation directly into a page image for any printer.

3.5.2.1.1 Standards. Table 3.5-18 presents standards for printer data interchange.

TABLE 3.5-18 Printer data Interchange standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

tPC 1S0/1EC Standard Page Decription Lanutgage (SPDL) 10180:1992 IWfonaional
(Approved)

IPC ISO/MEC Standard for the Exchange of Produc Model Do (STEP), 10303.46:1994 lofoneetionAl
Pat 46: lItegrated Generic Resourcet: Visual Poetation (Approved)

CPN-C Adobe Encapselated PostScript Foinat (EPSF) EPSP Level I Infonnational
(Approved)

CPN-C Adobe Portabe Docuement Format (PDP) Pop lnfonnattienl
(Approved)

IPC ISO/IEC lnformation Technology - Text nd office tystrnes - 10175-2:1996 Intfoeetiooal
Docunteet Printing Application (DPA) - Part 2: Protocol (Approved)

(PC ISO/JEC Inforration Tedctology - Text and office eys"res - 10175.1:1996 Infonnttiona[
Docietton Printing Application (DPA), Put 1: Abstrct (Approved)

mrvice definition and precezea _

3.5.2.1.2 Alternative specifications. The following de facto specifications are available:

a. Adobe: PostScript and Display PostScript
b. Hewlett-Packard: Hewlett-Packard Page Description Language (HPDL)
c. Xerox: Interpress

3.5.2.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.2.1.4 Portability caveats. ISO 10180, SPDL, combines the best of Adobe PostScript and
Xerox Interpress, along with enhancements and extensions developed by ISO. However, it is not
a superset of the PostScript and Interpress page description languages. The inclusion of parts of
each vendor's page description, as well as the ISO extensions, render it incompatible with either
PostScript or Interpress.

Although it is a proprietary standard, EPSF is widely supported for importation of display text.
However, care should be taken to ensure that tools used to deliver titles support importation of
EPSF. Many raster image formats are candidates for this purpose.

3.5.2.1.5 Related standards. No standards are related to page description exchange standards.
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3.-.2.1.6 Recommendations. If specifying SPDL in a procurement, the specification of a
converter box that converts formats such as PostScript, Interpress, or HPDL to SPDL is
recommended. SPDL is a standard with no commercial following. The proprietary specifications,
such as PostScript and PDF, are dominant. If used, EPSF or PDF should be considered as an
interim solution only until a public standard is available. Adobe PDF is being used frequently in
DOD for formatting documents where revisions are not required. However, PDF suffers by the
fact that it has not been endorsed by an open consensus standards body.
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3.5.2.2 Bar coding. Bar code is an array of parallel lines of varying width used to represent data.
The bar code is designed to be read optically by a data capturing device. Traditional one-
dimensional bar codes use the bar's width as the code, and typically encode just an identification
or account number. Two-dimensional systems hold 1,800 characters in an area the size of a
postage stamp.

3.5.2.2.1 Standards. Table 3.5-19 presents standards for bar coding.

TABLE 3.5-19 Bar codins standards
Standard Sponsor Standard Standard Status

Type Reference DoD

GPC DOD Standard DOD Bar Code Symbology (Code 39 Adopted MIL-STD- 189B A-. c-d
for the DOD) of s/10/19t9 (.,proed)

CPC UCC Serial Shippir•g Container Code Based on Cod j 128 UCCWEAN- lformatioAl
algorithm 129:1989 (Approved)

[PC NATO NATO Slandoot Bar Code Symbology Printing aad STANAG 4329 Iformational
Applying Bar Code Labels (R) Ittcomnuncded Pn=die for 1992 (Approved)

BEar.Coded "Vedie Emitsron Configuratiom Lael,
Reonmmeodod Practice: Odber 1993

NPC ANSI Bar Code Print Qtity.Guideline X3.182-1990 loforriatioutl
(Approved)

NPC AIM Uniform Symbology Specification (USS).I.215 (Interleaved XS5-:1993 Informational
2 of 5) (Approrrd)

NPC AIM Uniform Symbology Specificotion (USS).39 Code 39 X5-2:1993 InformationAl
(Approved)

3.5.2.2.2 Alternative specifications. The only other available specifications are proprietary.

3.5.2.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.2.2.4 Portability caveats. Various bar code standards were developed by one industry
organization and adopted by other industry organizations who modified them slightly for specific
application areas or market segments. This has led to many different specifications that have
incompatibilities.

3.5.2.2.5 Related standards. The following standardi are related to bar coding or bar coding
standards:

a. ISO 9735:1988-1992, Electronic Data Interchange for Administration, Commerce,
and Transport (EDIFACT)

b. ANSI X. 12-1986, Parts 1-22: Electronic Data Interchange (EDI)

c. ITU-T Recommendation X.435, and F.435
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3.5.2.2.6 Recommendations. The recommended bar coding standard varies with the market
sector and the amount of information to be squeezed into the code. For example, Codabar is used
extensively in retail price-labeling. Intermec Corp.'s Code 49 is a stacked code of bars and spaces
in horizontal rows. One information-squeezing code is Symbol Technologies Inc.'s PDF 417
which is a matrix-style code that compresses up tr, 1,750 characters per symbol. For code 39 bir
coding, MIL-STD- I 189B is recommended.

April 7, 1997 3.5-29 Version 3.1



jafnrmadon Tachnologv qtnad Ouidance Dafta ntierchanse Services

3.5.2.3 Physical interface. Physical interface standards deal with physical 1/0 connections and
storage systems.

3.5.2.3.1 Standards. Table 3.5-20 presents standards for physical interface.

TABLE 3.S-20 Physical Interface standards____
Standard Sponsor Standard Standard status

Type Reference DoD

GPC IST Intrfae btwee DT an DC fo Oprabot wth IPSPUBIft Adopted
1'SDN, or betweent Two D'TEs by Dedicated Circuit 1:1991 (Approved)

(adopts, ANSI X3.IOO-1989)
((PC NIST 4900 and960W Bits parSeconsdTwo-Wiee Duplex FIPS PUB Adopted

Modena for Dats Commuications Uie on Telephone- 166:1992 (Approved)
Iype Circuits (adopts CCIrr V.32. Supersedes IP11S 134-

1)
((PC NIST 9600 bps Pour-Wire Duplex Modems for Dama FP1S PUB Adopted

Co~mssissoo Ue n Whdsor-Type Cinisk (adopts 167:1992 (Approved)
ccxmnk rrrUV.2m9.Sqtusosde P1PS 135)

((PC NIST 1200D and 14400 bps Pour-Wit. Duplex Modems for Daft FP11S PUB Adopted
Commnxsications Use 00 Telephone-Type Circusts 169:1"92 (Approved)

(3PC NIST Error Correction in Modem. Emtploying Asyodhronous-to- FP11S PUB Adopted
Synchronous Conversion 169:1992 (Approved)

GPC NIST Data Comepeession in Modems Emiploying CCM ~ FP11S PUB Adopted
Recommesnedation V.42 Error Coteedtio 170:1992 (Approved)

((PC NIST Synchronous Sigsslutg Reset Between Dsta Terminlos sodl FP1S PUB 22- Adopted
Due Commsunication Equipment (sdopts ANSI X3l.1 1:1977 (Approved)

______________ ~1976) ________

CPC PCMCIA Persoinsl Computer Memory Curd Industry Ausoaoliout PCMCIA Release Adopted
(PCMCIA) PC Cud Stsndard 2.1 July 1993 (Appeoved)

[PC 17ThT Fmcimile Modemn Speed Reductions snd Traensaction Time, 0452 (1993) Informational
- Telephsone Network end ISDN - Quslity of Service, (Approved)

_______ __ _____ Network Manag~ement sod Traffic Estuineerinst
NPC ANSI/EEE Standard Moltivslue Logic System for VHDL Model 1164:1993 Inforeatiosn&[

tmeropeooltility (Approved)

((PC NIST 2400 Bits per Secoond Two-Wire Dusplex Modems for Dsta FP11S PUB Iofoemationtal
Cormmsnicstions Use on Telepdhone-Type Circuito 163:1992 (Approved)

________(Supersedes P1' 33/Fed-Std.1005A)
((PC NIST 1200 bps 2-Wire Duplex Modems for Dasta P11S PUB Informational

Cotemunicstions use or Telephone-Type Circueits (adopts 162:1992 (Approvved)
__________ ~~~~~CCITT V.22, Suptersedes FIPS 136) _ ____ ______

((PC NIST 2400 Bits per Second Poor-Wire Duplex and Two-Wire FP1S PUB Informationsl
HuMf-Duplex Modemns for Data Communtoications Use ort 164:1992 (Approved)

Telerdhooe-Tvtpe Circuits (adopts CCITT V.22 his) ______

((PC NIST 4800 Bits per SecontdFour-Wire Duplex and Two-Wire IP11S PUB lfrtloo
HuW-Duplex Modemusfor DataCoesunisdxtton& Use on 165:1992 (Approved)

__________Telrehone-Type Circuits (Supersedes FP11S 134-I1)
IPC IT`U-T Telegrsph Modemo for Subscriber Lunes -Telegropht R.20 (1989) Ioformtosional

Tratwuissior (Approved)

[PC ITIJ-T 2-Wire Modem for Faorsimile Applications woith Rates op to V. 17 ( 199 1) Informational
14 4W0 biLs (Approved)

[PC ITUJ-T 300 Bits per Second Duplex Modem Stndsardlioed for Use V.21 (1989) Intformstional
m the Generod Swditced Telepdhone Network - Data (Approved)

Commrunicstion over the Telepdhone Network
[PC lTtl-T (200 Bits per Seonud Duplex Modem Stsandardized for Use V.22)(1989) Informaotionsl

inothe GJeneral Smoitelted Telephone Network sod on Point- (Approvvd)
to-Poisnt 2-Wire Looted Telephtone-Type Circolts ' Date

__________Conusooniculion Over the Teletphonc Network
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Standard Sponsor Standard Standard Status
Type Reference DoD

__________(Lifeciycle)

[pc ITIJ-T 2400 Bits per Second Denims Modem Using the Frequency V.22 BIlS (1999) lnfODonnAtro
Divisonn Technique Standardized fer Use on, the Gerealne (Approved)

Switched Telephone Netwoth sand! on Foist-to-Point 2-Wie
Lessed Tolejdmnne-Tyrpe Circuits - DNAa Contnsesuakatoa

________ Ovr the Teloemhone Network ___

[pc IIU.T 600/12OD-Eoo ,oe Stanadizedd for Uien in tdo V.23 (1989) infeooutonal
Cenesica Smwidd Telephonne Network - Data (Approved)

________ ________ communnication ovea do Telephtone Network
IPC ITU-T 240D Bits per Secoond Modem Stedadndized for Uien ott 4- V.26 (1999) Ietorrmntionall

Wire Loaned Telqdene.mType Ciorcuts- Deta (Approvedt)
_____ __ __ ___ _ Cnaoniuclanion over the Telephonte Netweotk

IPC rTU.T 2400/120D Bite per Second Modem Standucdized for Uien V.26 BIlS (1989) [nfounotioeoal
en the Gencall Switchted Telephtone Network - Data (Approed)

Oowicion over the Telepthone Netwotk
[PC [T[J-T 2400 Bitb perrSecontd Duplex Modem lising the Ed.n V.26 TER ([989) Informiational

Cancellaton Tecdouqee Stnairedized for lien ont the (Appeoved)
Gleneral Switched Telephone Network endl wt Pount-to
Point 2-Wire 1 -4e Telqden-howrye Cicuits - Data

Coemunocetion over the Telephone Network
[PC [Tli-T 4800 Bits per Second Modem with Manoual Equalizer V.27 (1989) Iofounntioeo[l

Staracdaertzed for lien on Lessed Tetephone-Type Circutstt - (Approved)
Data Commnocataoion over ttte Telephone

WP IT- 4800/2400 Bite per Second Modem with Automoatic V.27 BIS (1989) [nformeational
Equalizer Suecldndized for lien on Lea"o Telophone-Type (Approved)

Cicuitt - Deam Communicatiton overthe Tetephtone
Netwodc

[PC [TU-T 4800(240 Bitt We Second Modem Standardized for lien V.27 TER (1989) Ltoforetntion.&t
itt the General Switchend Telephone, Network.- Data (Approved)

______ _ cormmoeication over the Telephone Network
[PC ITli-T 9600 Bite per Second Modemn Stmandeaized for line en V.29 (t989) [ndotrmational

Poinw~o-Poiat 4-Wtre Lootsed Telephone - Type Circuits - (Approved)
Data Commwdicatio over the Telephrone Network_____

tPC FTI.-T Duplex Modemn Operating at Data Signaling Rates of op to V.32 BIS (199 1) Informntioea
14400 lops for line on the Gen"m Switchted Trlephoene (Approved)

Network mid on Leased Foret-to-Point 2-Wire Telephone.
Type Circuits

[PC [Tli-T 14400 Bits per Second Modem Stuoodooized for Use on V.33 (1989) [ofotteatiottol
Poiot-to-Foint 4-Wire Leaned Telephone -Type Circuits - (Approved)

_________ ~Deja Comotetodotion over the Telephonte Network ______ _____

[PC [TU-T Error.Corredittg Procedueseafor DCE&lUsing V.42 (1989) [ttfoeoatiottI
Asyndteonous-to-Syatdtronooo Convection.- Data (Approved)

Commnruication over the Telephrone Network ______

[PC [TIJ-T Data Comopression Procedures for Data Ciecuit V.42 BIS (1990) Woronatiottal
Termnatoting Equipmeont (Ct)) Usineg Error Correction (Approved)

procedures _ _

[PC ITU-T Duplex Moderm Operatiug at Data Signtaling Raste. of up to V.32 (1993) Informational
14400 bpsp for Use ott the Geversl Switched Telephonre (Approved)

Network and on Leaned Pointo-wPoont 2-Wire Telephonee-
Type Circuit.

[PC ITIJ.T Error.Correrurg Procedures foe DCEs Using V.42, Rev. I informational
I Asyodhreonoooto.Sydon o~us Conversion (1993) (Approved)

[PC NATO Sopremec High Freqoency (SHP) Mdlirty -Satetlite STANAG 4376 lefoenstiott
(MlISATCIOM) isn it.Rreirot Modemn (Draft)

3.5.2.3.2 Alternative Specifications. ND alterrnative specifications are applicable.

3.5.2.3.3 Standards deficiencies. Deficiencies in the existing standards are not knowfl.

3.5.2.3.4 Portability caveats. Portability problems with the existing standards are not known.
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3.5,2.3.5 Related standards. Magnetic tape storage standards are related to physical interface
standards.

3.5.2.3.6 Recommuendations. For their individual areas of applicability, the adopted FIPS for
physical interface are recommended. DOD policy requires all personal computers to include at
least one PC Card (formerly Personal Computer Memory Card Industries Association
(PCMCIA)) slot to allow the use of security devices.
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3.3.3 Optical digital technologies. Optical Digital Technology (ODT) represents technologies
that use the reflective properties of light and an optical recording surface to capture, encode,
decode, and store data. ODT predominantly encompasses optical media, optical drives, and
scanners.

3.3.3.1 Optical digital technology. This optical digital technology base service area
concentrates on optical scanning and image quality, excluding optical character recognition.

3.5.3.1.1 Standards. Table 3.5-21 presents standards for optical digital technology.

TABLE 3.5-21 Optical digital technoology st ndards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

NPC ANSI/AIIM RooonumnatddPratuicefor Qualty Contol oflImatl M5U.19111 Adopted~amwde (R1993) (Apiopved)

NPC ANSI/AIIM RecmmetodpmdPrcicefor MonitoringImageQuality of ?449-1993 Adopted
Roll Mirroflmh andl romfidw Satn. (Approved)

NPC ANSI/AIIMA Rocommoded Psaioisfor MonitoringImageQuality of MS50-1994 Adopted
Aperture Cued FiliIm age Scanoer with Srooos.Test (Approved)

________ ________Target Sot
NPC ANSI/AIM Reoonitonded Practice for the Reqwuremertu sod MS52-1991 Adopted

characteristic. of original Docummets Intended for optical (Approved)
___________ ___________Scanning

GPC NIST GuidelineforQuwlityControloflmageS~cnor. IEEE FPS PUB Adopted
SWd 167A-1987 l7IS989 (Approved)

NP EM IDEE Standar Pacimile Test Chatn I67k 1987 Adopted
(Approved)

NC ANSI/AIIM Application Psograrmntetg Interface (API) for Scaumrs int MS61 lofoirmatioooa
Document Imaging Syaema (Draft)

MS44 is used with the IEEE Scanner Test Chart, IEEE 167 A.
FIPS 157 adopts MS44.
IEEE 167A is also known as AIIM Scanner Test Chart #2.

3.5.3.1.2 Alternative specifications. No alternative specifications are known.

3.5.3.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.3.1.4 Portability caveats. Portability problems of the existing standards are unknown.

3.5.3.1.5 Related standards. The following standards are related to optical digital technology:

a. ISO/IEC 9316:1995 - Information Technology - Small Computer Systems
Interface 2

b. American National Standards Institute (ANSI) X3.131-1994: Small Computer
System lnterface-2 (SCSI-2)
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c. NIST FIPS 131, Change Notice 2: 1990 - Information Systems - Small Computer
System Interface-2 (ANSI X3.131-1986), 1987

d. ISO/IEC 12087 Information Technology -- Computer graphics and image
processing -- Image Processing and Interchange (IPI) -- Functional Specification --
Part 1:1995: Common Architecture for Imaging; Part 2:1994: Programmer's
imaging kernel system application programming interface; Part 3:1995: Image
Interchange Facility (IF)

e. ISO/IEC 13346:1995, Information Technology - Volume and File Structure of
Write-Once and Rewritable Media Using Non-Sequential Recording for
Information Interchange, Part 1: General, Part 2: Volume and Boot Block
Recognition, Part 3: Volume Structure, Part 4: File Structure, Part 5: Record
Structure. (ECMA 167-1992)

f. ISO/IEC DIS 12089:1994, Information Technology -- Computer graphics and
image processing -- Encoding for the Image Processing and Interchange Standard
(IPI) -- Encoding for the UF

g. ANSI/Association for Information and Image Management (AIIM) MS53-1993:
Standard Recommended Practice - File Format for Storage and Exchange of
Images - Bi-Level Image File Format: Part 1. (NIST FIPS PUB 194:1995, MIL-
STD-188-196)

h. ISO/ANSI 9318-3:1990, Information Technology - Intelligent Peripheral
Interface - Part 3: Device Generic Command Set for Magnetic and Optical Disk
Drives (Revision and Redesignation of X3.132:1987)

i. ANSI X3.201-1992, Information Systems - Intelligent Peripheral Interface -
Enhanced Physical Level

j. MIL-STD-I 189A: Standard Department of Defense Bar Code Symbology, 1989

k. ISO/IEC 10646-1:1993 (Amendments 1-5), Information Technology - Universal
Multiple Octet Coded Character Set (UCS) - Part I: Architecture and Basic
Multilingual Place. Standard adopted by The Frankfurt Group to enhance the
Orange Book Compact Disc specifications. ISO/IEC 10646 is a standard for using
the many character sets of the world

I. ANSI/National Information Standards Organization (N1SO) Z39.2-1994:
Information Interchange Format

m. ANSI/NISO Z39.18-1995, Scientific and Technical Reports - Elements,
Organization, and Design
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n. ANSI/NISO Z39.50-1995: Information Retrieval Application Service Definition
and Protocol Specification for Open Systems Interconnection

o. ANSI/NISO Z39.58-1992: Common Command Language for Online Interactive
Information Retrieval

p. AIIM TR2-1992, Glossary of Imaging Technology

q. ANSI/AIIM TR15, Planning Considerations, Including Preparation of Documents
for Image Capture Systems

r. ANSI/AIIM MS59-1996, Media Error Monitoring and Reporting Techniques for
Verification of the Stored Data on Optical Digital Data Disks.

s. ANSI/AIIM TR41-Proposed, Technical Report on Optical Storage Standards.

3.5.3.1.6 Recommendations. Evaluate and select the adopted standards appropriate for the
organization's application.
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3J.3.2 Optical character recognition. Optical character recognition (OCR) standards define
optically scanning a document to identify the text it contains and convert it from bitmaps to
characters.

3.S.3.2.1 Standards. Table 3.5-22 presents standards for optical character recognition.

- ~~~TABLE 3.S-22 Optical character recofnition standards ____

Standard Sponsor Standard Standard status
Type Reference DOD

__________ (Lifecycle)
OPC NIST Character Setu for Optical Ch~ecars Recognition (OCR) lP11S PUB 32- Infortnalioval

(adopts ANSI X3,2-97C6R1976, X3,17-198 l/RI989. 1:1982 (Approved)

GPC NIST Caraeaor Set for Huedprinfing (adopt. ANSI X3.45-1982 M-P PUB 33. Informational
1:1984 (Approved)

OPC NIST Guidelineofor Optical Caracteer Recognitioon oras M1 PUB 40:1976 Idownut~ioeial
(Approved)

OPC NIST Optical Caract~erReowgnition (0(X) lark (adopts ANSI IP11S PUB 85:1990 Irfonoatioarall
X3.86-1980) (Approved)

OPC NIST Optialhaacter Rcognition (OCR) Ch~aracter IP11S PUB 89:1991 Informational
Positioning (adopts ANSI X3.93M.1981) (Approved)

GPC NIST Guideline foe Optical Chractaer Recognition Print Quality PIP'S PUB 90:1983 Inflonoationall
(adopt. ANSI X3.99-1983) (Approved)

(PC NIST Optical Chamacter Recognition (OCR).- Dot Matrixj FP11S PUB Idonoational
ChamracerSets for OCR-MA (adopts ANSI X3.111-1986) 129:1987 (Approved)

[PC ISO Alphtanumeric ChractderSets foraOptical Recooetioo - 1073.1:1976 ofrdomtaional
Part 1: Charact Set OCR-A.- Shope" and Dimhensions of (Approved)

"th Printed Imsae; (Arneoohoont Slip, 1978) 1______
IPC ISO A1ldtummoeric Character Set. for Optical Recognition, Pail 1073-2:1976 ldofoeoaioeal

11: Character Set OCR-B-Shae and Dimensions of the (Approved)
Printed Image, (Atoterded 1978) ________

IPC ISO Coding Machine Readablte Chraocters (MICR and OCR) 2033:1983 Infoeoetiooo)
(Approved)

NPC ANSI Chancicer Set for Optical Character Recognition (OCR-A) X3. 17-1981 Informational
(R1989) (Approved)

NPC ANSI Character Set for OpticaltCharancter Recognitivon OCR-B) X3. 49-1975 Intfoeoetiooa)

NPC ANSI Optical Character Recognitione (OCR) Inks X3. 86-1980 Informational
(111993) (Appmved)

NPC ANSI Optical Characier Recognition (OCR) Character X3. 93M- 1981 Inonoetieeal
Positioning (R1999) (Approvedt

NPC ANSI Op
t i
cal Character Recognition (OCR) - Guidelines for X(3. 99-1983 lofoonotivoal

OCR Print Quality 0(1991) (Approved)

NPC ANSI Optical Chtaracter Recognition (OCR) - Matixe C-haracter X3. 111-1986 Infonoational
Sets for OCR-MA 0(R1992) (Approved)

NPC ANSI Optical Characier Recognition (OCR) - Matixe Character 33.209 Iofoeoational
Set. for OCR-MB (Approved)

IPC ECMA Alphanumereic Character Set OCR-B for Optical 11(1976) lofoooaiioenl
Recognition (Approved)

1197 ECMA Nootnion Characier Dimensions of the Neoteric OCR-A 8(1977) lofoneetiona)
IP ort (Canceled)
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Standard Sponsor Standard Standard Status
Type Reference DoD

_Lifecyde)
IPC ECMA unOta .NrPouidonflt m OCR Journa Tape 21(1969) lItmiotial

(Cauwed)

[PC ECMA OCR-B Subieu for Nimewc Aa)h a 30(1976) Infornaltoaa

I I (CInRIMed)

ICC MA I neapgiea of ithe NueriOCR*-A Fot wit 9X9 51 (1977) 1Inufoarfwl
letgnx PNNW (Cmceled)

3.5.3.2.2 Alternative specifications. No other specifications are available.

3.5.3.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.3.2.4 Porlability caveats. Portability problems are unknown at this time.

3.5.3.2.5 Related standards. ODT is most beneficial in application of mass storage which is
usually necessary with scanned documents. Raster data interchange standards, imaging standards,
and compression standards are related to ODT.

3.5.3.2.6 Recommendations. The FIPS for OCR are preferred.
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3.S.4 Office automation document interchange. The following base service area deal with
data formatting and exchange standards for different typeE of documents in an office automation
environment.

3.5.4.1 Document interchange. (Th1is BSA appears in part 5, Data Interchange, and part 12,
Multimedia.) Document interchange standards allow the transfer of formatted documents across a
k.'etwork so they can be reproduced exactly and worked on at their destinations.

3.5.4.1.1 Standards. Table 3.5-23 presents standards for document interchange.

TABLE 3X-.23 Document interchanze sta dards _____

Standard Sponsor Standard Standard status
Type Reference DoD

StsaaedOewllza MakupLeqiega(SU ) -(Lifecycle)

IPC IS tnad eeaie Mru .ngae0aL 8879:1986 Macdied
(Amendrwadm t I - 1988) (Adopted by PIPS PUB 152:1999) (Approved)

CPC 10FF HyperText Makup tAcicege (HnhI) v.210 RFC 1866:1995 Mandate
I ~(Approved)

GPC DOD MarkpRequremns andGees ricStyle Specifcatonfor MIL-PRtP-28001 [aformatonael
Electronic Printed Output and Excrhange of text (based ow (Approved)

____________ ____________ISO 889 _______ _______

IPC [SO/EC [Distibuixted Office Applications Model (DOAM), Part 1: 10031.1:1991 Informational
Geoneral model (Approved)

[PC ISOAbC Distributed Office Appliceations Model (DOAM), Pesn 2: 10031-2:1991 Informationall
Distint~tisehd Object Reference and Associated Proceduree (Approved)

[PC IS0/EEC Document Filing and Retrieval (DIR), Padt 1:Abstract 10166.1:1991 [oforrotional
Service Definition aod Procoeduern (coooigandurn 1- 1994, (Approved)

________corrizanrdum2- [994. corriaeetlran 3-1994)
[PC ISOISEC [Document Piling rnd Retrieval (DFR), Part 2: Protocol 10166.2:1991 Inoooaliooal

Specification (corrigendumo 1-1994) (Approved)

[PC ISO Toxt and Office Systemor- Roferenced Data Trasefer - Past 10740.1 Infonnatlcotal
1: Abstract Service Defiritixo (Approved)

[PC ISO Tauaand Office Systemos -ReferencedfDutaTransfer - Panr 10740-2 Informratiooal
2: Protocol Specillcah .on (Approved)

[PC ITUJT Documeont Transafer and Meersprdseims (DTASO - Services T.431 (1992) Intformatiooal
and Protocols- Iotrodoctiorl and Genoeral Principles (Approved)

[PC ITIJT Docrument Transfer sand Manipuslation (DTAM) - Service T.432 (1993) loonmuoatcal
Defintition (Approved)

[PC [T[JT DocotoemTransferand Manipulation (DTAM) - FrotocI T.433 (1993) Informational
Specification (Approved)

[PC [TIJ-T DocuroentTransfersand Manipulationo)DTAM) - T.441 ([989) [nfonmational
Opserational structrer (Approved)

NPC ANSI Toot Informastion [ntrchdange in Page Image Format (P0it X3. 98-1983 [Informatioo&[
(Approved)

[PC [so StsoandarGeneralizedMarkup Language (SOML) 9069:1988 [nformational
D~ocumernt [nterchange Formral Suporro Facilities )SDIF) (Approved)

[PC ISO/Il/C Documenetatioo Style Serosoic. sad Specýificticon 10179:1995 Intonoational
Lanrguage (USSSLI (Approved)

CFN-C AT&T TROFF - Markop Language Ironi BSD 4.3 I~nforational

I (Appnmved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

________ ________ __________________________(Lifecy'cle)

(YN-C Mkmooft Riich Text Forma (RM) RTF Tadi. Madtoalt Izrkrmitona
(Approved)

CPN.C Adobe PostScdFt 1•Fw I. Olutine PS Tch,. Muwala lfomritolaal

I ~(Approved)I
CIN.C Addob Pordtle Docamamot Feoin (PDF) PP IfoumAoal

(Apprved)

CPC WW HyperText MaMkUp LaMga@J (HTML) HNL v.3.2 Ernoring
(DaifU

amC DOD Mokup RoqWrnI.UO* and Oeaaric Style Speciateadton for MIL.M.2800IB of lnfoasAionoal
ESionsaC pdnted OUCpA Od E•thaaga of teat (based on 6/26/1993 (Superseded

-s I 1388O9) __ (CALS)O

3.5.4.1.2 Alternative specifications. The following specifications are also available:

a. ANSI/NISO Z39.59-1988 (to represent the logical structure of books and articles)

b. The Association of American Publishers (AAP), the Text Encoding Initiative
(TEl), and the DOD Continuous Acquisition and Life Cycle Support (CALS)
program have designed alternate nonproprietary architectures with SGML
encodings

c. Microsoft's Dynamic Data Exchange (DDE)

d. Microsoft's Dynamic Link Libraries

e. ANSI/NISO Z39.2-1994: Information Interchange Format

f. ANSI/NISO Z39.18-1995: Scientific and Technical Reports - Elements,
Organization, and Design

. ANSI/NISO Z39.50-1992: Information Retrieval Application Service Definition
and Protocol Specification for Open Systems Interconnection

h. ANSI/NISO Z39.59-1992: Common Command Language for Online Interactive
Information Retreval

3.5.4.1.3 Standards deficiencies. There is very little standardization of font names when handling
fonts represented by tagged-text data types. However, many systems are attempting font
substitution, that is, replacing a specified font with one that is similar, such as substituting
TrueType Arial for PostScript Helvetica. Not all tagged text systems are able to specify colored
text.
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The following are recognized gaps in the Office Document Architecture (ODA)/ Office Document
Interchange Format (ODIF) standards:

a. Revision collection, status, rationale, and author information

b. Document annotations

c. Automatic content generation of listings such as table of contents, lists of figures,
indexes, glossaries, and cross-references

d. Business charting, including the ability to derive business graphics from tabular,
spreadsheet, or other data in the document or referenced by the document; the
ability to derive part of a document from external business graphics, and the ability
to include a business graphic in a document in such a way that the processing
specific to business graphics can be performed by the recipient of a document

e. Data in documents, such as spreadsheets

f. Exchange of documents based on hypertext

g. Exchange of documents that include voice and audio information (Hyper ODA)

3.5.4.1.4 Portability caveats. At present, portability using ODA/ODIF is limited, because it is
not in widespread use or widely available, although SGML is widely available.

3.5.4.1.5 Related standards. The following standards are related to document exchange:

a. ISO 8824:1987 and ISO 8825:1987 -ASN.I/BER

b. SGML for documents that are not predefined

C. TeX by Donald Knuth of MIT and LaTeX macros are widely used for typesetting,
especially for documents that include mathematics

3.5.4.1.6 Recommendations. In keeping with the ongoing shift from literal page appearance to
electronic transfer of document content (as exemplified by the electronic commerce and CALS
programs) we recommend the use of SGML for document interchange. Alternative standards -
Adherence to CALS specifications and standards should be maintained to the maximum e:atent
possible, as use of CALS provides maximum interoperability. In the event that a CALS standard
cannot convey the technical information of a particular application, only then is the use of a non-
CALS standard justified. On March 25-26, 1993, the Defense Information Systems Agency
(DISA) convened a Document Interchange Symposium. The symposium featured a panel of
ODA and SGML experts to deliberate on SGML/ODA issues. The panel reached the following
conclusions:
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a. SGML has been adopted by a wide range of government and private industry
initiatives for document interchange.

b. Few commercially viable ODA products are found in the U.S. marketplace.

c. Distinctions between office and publishing documents are diminishing (making the
need for unique office document architectures less acute).

d. SGML has been adopted by the publishing community.

In addition to the panel's conclusions, it should bc noted that NIST has decided not to develop a
FIPS for ODA. The DOD SGML standard (MIL-PRF-28001) is based on ISO 8879. MIL-
HDBK-28001 for SGML is being developed.

For documents intended for distribution on the Internet, particularly the World Wide Web, HTML
should be used. HTML is a document type definition (DMM' .90GML for Internet documents.

Adobe PDF is being used frequently in DOD for formattf*: a :,.; ):..v;ins are not
required. However, PDF suffers by the fact that it has not yc. oeen endorsed uy ... ;, ::
consensus standards body. Efforts need to be taken to mv e PDF from the de facto, p:rcy.

realm to be an open standard.
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3.5.4.2 Spreadshcet data interchange. Spreadsheet data interchange is the exchange of tabular
alphanumeric data (i.e., data found in spreadsheets).

3.5.4.2.1 Standards. Table 3.5-24 presen - tandards for spreadsheet data interchange.

TABLE 3.5.24 Spreadsheet data interchanie standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecele)

[PC ISOAEC Open Doammnt AxdiUetwe (ODA) mWd 1wA+nAcge 9613.11:1996 (lfomciyce)m I
Fwma~t T&halumlm w.ad T&Wulw Layowt (Appved)

3.5.4.2.2 Alternative specifications. The follow de facto specifications are also available:

a. SoftArts, Data lnterchange Format (DIF) for exchanging data between tables
b. Microsoft, XLS spreadsheet format
C. Lotus Development, WK4, WK3, WKI, and WKS spreadsheet formats

3.5.4.2.3 Standards deficiencies. The de facto DIF and the WK3, WKI, and WKS formats
mostly allow the contents of spreadsheet cells to be imported into a document, separated by tabs.
Most major spreadsheet products allow the import and export of XLS and WKx data values and
common formulas. Unless the vendor of a document creation product has made a specific custom
interface to the spreadsheet package whose data is to be imported, all lines, shading, graphics, and
many other spreadsheet features are lost. No standards, de facto or otherwise, exist for arranging,
interpreting, or otherwise processing the spreadsheet after it has been imported into a new
document.

3.5.4.2.4 Portability cav',e&ts. The de facto DIF standard and WK3, WKI, and WKS formats
provide limited portability and interoperability. Although they allow a spreadsheet's cell contents
to ke interchanged and imported into another spreadsheet separated by tabs, depending on the
packages or the cell contents, the data may be interchanged as a stream of numbers or strings,
without clear beginnings or endings.

3.5.4.2.5 Related standards. The following standards are related to spreadsheet data exchange
or spreadsheet data exchange standards:

a. ISO 8613: ODA/ODIF.
b. ISO 8879: SGML.

3.5.4.2.6 Recommendations. If a particular agency has many existing spreadsheet packages, the
quest for portability, interoperability, and data interchange will make it advisable to require an
open interface to access each of these existing systems, rather than having a common format such
as "DIF."
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3.5.4.3 Cuelom definitioin of document types. These standards provide the ability to custom-
define a document type when predefined document types are not applicable.

3.5.4.3.1 Standards. Table 3.5-25 presents standards for custom definition of document types.

TABLE 3.5-25 Custom definition of document Do~e standards _ _ _

Standard Sponsor Standard Standard status
Type Reference DoD

________________________1 (Lifeci'cle)
[PC ISO Stuandarc Gonesolsod Markup LangWg (SGML) 8879:1996 Mnoe

(Aoomendut I - 1933) (Adoyledy F[PS PUS 152. 199) (Appsroved),

[PC ISO Standard Generalized Markusp Langag (SGML) "069:1993 Infonamsen
Doossassene Inteordmngto Foonat Support Facilities, (SDIF) 1 -(Approved)

[PIC ISO/IEC Standard ~resulized Markup Language (SGML) Support 9070:1991 Infoamatiossol
Pocililien: Registration Procedures for Public Text Ownser (Approved)

_ _ Idaalht _ _

[PC IS0 SGME, Support Facilities.- Tedinqaes for Using SGML TR 9573:1988 Infosmaobsel
(Approved)

[PC ISO/INC SGML Support Facilities.- Techniques for Using SGML - IX 9573-13:1991 Inftomoatiossal
Paut 13: Public Hastiy Sets for Mathemsatics end Science (Approved)

_________ ~~~~~(Replace. ISO 8879 Amuo ID (lin part)) ______ _____

[PC ISO/EEC SGMI elldToolsEntey Systems- GuidelinesnforSGIML TR 100137:1991 Infoenationai
Synban.Disocted Esditng Systems (Approved)

[PC ISO/IEC IlyPoednfllineBwR s~dStuctrng IAsgisege (HyTen) 10744:1992 lnforniatiennl
(Approved)

NPC ANSI/IISO Eletonic ManuascriptPreparationard Markup 2.39.59:1989 Infonmasional
(Approved)

NPC ANSI C~onfoenoance Testing for Standard Generalized Markupi X3.190-I99 Infomsnational
Language (SowL) Systm (Approved)

GPC DOD Markupr Reqsuireeenss and Generic Style Specification for MIL-PRF-28001 informational
Electronic Printed Outpot and Eoxchange of text (baerd on (Approved)

ISO 8879)
[PC i8O/IEC Docurnentation Style Sneantirec and Specification 10179:1995 Infoeostioeal

Language (DSSSL) (Approved)

GPC DOD Maskuep Requirrý cots end Generic Style Speeiilamioe for MIL-N4-28000B of Irfomsalioena
Electronic Printed Ortpust end Exchsange of toxt (brased ool 6/26/1993 (Superseded

_______ _________ISO_8879) __________

9PC ISO/INC Tent and Office Syste ns.- Confo rmunoce Testing for 13673:1993 lofor ationss
L - IIStendard Genreralized Markup Languagr (SGML) Systems I(D~raft)

3.5.4.3.2 Alternative specifications, The following specifications are also available:

a. ISO 8824:1987: ASN.1I

b. Thbe AAR, the TEI, and the DOD CALS program have designed alternate,
nonproprietary architectures with SGML encodings.

3.5.4.3.3 Standards deficiencies. SGML does not deal with the meaning of the markup, so
additional standards are needed. Markup consists of the common sets of document formatting
codes used in classes of document types.
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Technical manuals may use a different markup from management guideline documents to
accommodate the audience, content, and publishing layout styles commonly used for each
document type. Since SGML does not deal with the markup's meaning, it does not specify what
to do after the document has been processed by a program that recognizes SGML.

SGML does not deal with hypermedia/time-based document interchange, although standards in
that area are being developed.

SGML does not use object-oriented methods, although such work is underway in the
Multimedia/Hypermedia Experts Group (MHEG).

3.5.4.3.4 Portability caveats. A lot of disagreement still exists on the particular markup to be
employed in document types. This can result in incompatible and misinterpreted markups.

Use SGML in conjunction with selected, stable, draft specifications from the MHEG to handle
multimedia objects, as well as other objects.

3.5.4.3.5 Related standards. The following standards are related to custom definition of
document types and definition standards:

a. ISO 8613: ODA/ODIF Parts 1-10 and amendments and addenda. ODA Part 5
specifies a method of representation and interchange using the Office Document
Language and SDIF. ODL may be used to represent a document structure in
accordance with ODA in SGML.

b. ISO DIS 10180: SPDL

C. ISO DIS 10179: DSSSL, an application of SGML; includes a document
architecture for typographic presentation style.

d. ISO 10744/ANSI X3VI.8M (Project 749-D): Hypermedia/Time-based Structuring
Language (HyTime). HyTime, a notation to describe hypermedia, is an extension
of SGML to deal with hypermedia/time-based document interchange.

e. ISO 10031:1990: Distributed Office Applications Model (DOAM), Parts 1-2. ISO
10031 provides guidelines for defining Distributed Office Application objects, such
as documents, object attributes, and abstract operations, for use in a client-server
environment.

f. MIL-STD- 1840B (11/3/1992): Automated Interchange of Technical Information
(Life cycle logistics support for weapon systems)

3.5.4.3.6 Recommendations. The following two ISO technical reports include supportive SGML
tips and guidelines. Their use in learning about SGML and to achieve portability is valuable.
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Use specifications, such as Electronic Manuscript Preparation and Markup (EMPM) or ODA, to
determine the markup's meaning in order to decide what to do after the document has been
processed by a program that recognizes SGML.

a. ISO Technical Report (TR) 9573: SGML Support Facilities: Techniques for Using
SGML

b. ISO TR 10037: SGML and Text-Entry Systems-Guidelines for SGML Syntax-
Directed Editing Systems

SGML contains multiple languages and applications, each of which must be specified explicitly in
a procurement.

SGML has several advantages. It is used by CALS, more commercial products are available for it
than for ODA/ODIF/ODL, it is human-readable, preserves user file divisions, and is extensible to
other architectures. Moreover, it transcends ordinary office documents and supports graphics and
multimedia now.

However, CALS uses the more restrictive SGML standard (MIL-PRF-28001), minimizes markup,
and uses fewer SGML features to provide a "DOD profile" of SGML. MIL-HDBK-28001 for
SGML is being developed to aid users of the standard.
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3.5.4.A Bibliographic system text retrieval. Bibliographic system text retrieval standards
specify the representation of the logical structure of books, articles, and serial publications and a
common command language far managing bibliographic systems.

3.5.4.4.1 Staindards. Table 3.5-26 presents standards for bibliographic system text retrieval.

TABLE 3.5-26 Bibliographic system text retrieval standards
Standard Sponsor Standard Standard Status

Type Reference DoD)
_________(Lifecycle)

NPC ANSUMISO Infnrmation Retrieval Service De~inion andi Protwiu Z9.30-.195 Infoimotional
Specification forOpen Syatemo Interconnection (Approved)

NPC ANSIMISO Cotmmon Cornmand L.anguage for On-Line Interactive Z39.58:1992 Infoanotional
Information Retrieval (Appmoed)

[PC ISO/IEC 051 Snardi and Retrieve Applicition, Service Definition 10162:1993 Informational
(Approved)

[PC ISOAEC 051 Search and Retrieve Application Protocol 10163-1:1993 Informsitooot
Specification Puit I: Protocol Specification (Approved)

[PC ISO Coomoanda for Interactive Text Smerlting 9777:1993 Inifomtetiorul
(Approved)

OPC Commetrce CD-R~x (A query standard for comroog-erIsd retrieval of CD-R~x iniomnntionill
CD-ROM pelirication) CTrtt)

NPC ANSI Stimtonred File Query L.anguagre (SPQL) (A query X31-1-DesguigUed Informational
language, based on SQL. with eotension to supporot full oteober to be (Drofl)
text, and using SOML Doconseot1 Type Definitions, to assigned
defin metsidofortmtion about a table er documnent) _____

CI'C ATA Structured File Query Language (SFQL) (A query SPQL InfootI~tiont~k
lanuage, based an SQL, with extnensions to support full (Fomiuative)
teot, and using 501,11 Docurneot Type Definitions to

______________ define rnretairfonoation abwot a tutte or docurnent) _______ ________

3.5.4.4.2 Alternative specifications. The wiAlowing specifications are also available:

a. Thinkdng Machines, Inc.s, Wide-Area Information Server (WAIS), a protocol for
transmitting query and retrieval information, which has been adopted by a number
of major vendors and runs on a wide variety of platforms and networks. (NOTE:
WAIS is an extension to the Z39.50 standard to allow discrete portions of
documents to be retrieved. WAIS is currently running in about 80 sites.)

b. Information Dimensions Inc.'s OpenAPI, a callable API, which is a low level
toolkit interface for developers to use in building Graphical User Interface (GUI)-
based text retrieval applications that run on MS Windows, MAC, VMS, and UNIX
desktops and connect to servers, over a variety of transports.

3.5.4.4.3 Standards deficiencies. The CD-RDx is considered by many in the government to be
less robust and reliable than the Structured File Query Language (SFQL). which is more accepted
and will become an IEEE standard,

April 7, 1997 3.5-46 Version 3.1



Information Technology Standards Guidance Data Interchanne Servi=es

3.5.4.4.4 Portability caveats. The standards developed by NISO are in widespread use in
libraries and bibliographic systems, but are not compatible with the more widely accepted DFR
and DTAM standards in the general office and document world.

3.5.4.4.5 Related standards. The following standards are related to bibliographic system text
retrieval or retrieval standards:

a. ISO 10166: Document File and Retrieval (DFR)

b. ITU-T T.431, T.432, T.433, and T.441: Document Transfer and Manipulation
(DTAM)

3.5.4.4.6 Recommendatins. The ISO text/data retrieval protocol is recommended for OSI
applications. For library applications in client-server environments ANSI/NISO Z39.50-1988 is
recommended in conjunction with the command language in ANSI/NISO Z39.58-1992,
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3.5.4.5 Electmoic forms. (This BSA appears in part 3, User Interface, part 4, Data
Management, and part 5, Data Interczhange.) These standards specify the functional interface
requirements, transfer of various fields and the interface between programming languages and
form filling applications for use on a tenminal display.

3.5.4.5.1 Standards. Table 3.5-27 presents standards for electronic forms.

TABLE 3.5-27 Electronic formns; standar~ds _ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DOD

DOD Suedaread - (Lifeciycle)
GPC DO DO Sndadied lorolo orut quresens IEO-11,2300 Adorie

(Approved)l

EPC ISOIIEC Formas Isnterae Managerenut Systm (lP1MS) 1 1730:1994 infonoatleeal

I (Approved)

OPC NIST Govesaumert Open Syste hoontermeson Profile (005WP FIPS PUS 146. Isefmateonall
2): Vurtual Terminal Penn. Clax. Profile (:1991 (Approved)

CPc XIOPee Single UNIX Spec~ifiilon (Spec 1170) Coorsoands and C436 (9/94) EmergIng
Wtiliesa Issue 4, Version 2 (pat of XP04) (Approved)

CPc Xflopa Single Unix Specification: X00pen Cures, Issue 4 (peAt of C437 (2/95) Emerging
3U'04) (Approved)

OPC DOD DOD Pornns Mainagemnent Program Procedern Maneal DOD 7750.7-M Infomteatienal
(Approved)

CPN.C Narnerous Query by Form Qeery by Form Infomr"WonaI
vendors (Approved)

(PC ISOAEC 051 VIeaal Termainsl Basic Clues Service, Amendenont 2: 9D40:1990 DAM 2 lotformartienal
Additional Frirctionad Units (forms capability) (Draft)

(PC ISOIIEC OSI Virteal Tennleal (VT) Basic Class Prtoacol. Paut 1, 9041-1:1990 DAM informational
Ameerinoent 2: Additional Fretedonal Unite (Formas 2 (Draft)

______ ___________ Caprabtityl ______

CPC X,~pnn Internationaluced Terminal Intesfaoea (XCURSES), Isaue 4 S422(4/94) lelormsfilrral

I I (Supermeded)

3.5.4.5.2 Alternative specifications. The Berkeley Software Distribution (BSD) 4.2/4.3 UUNIX
Curses are also available.

3.5.4.5.3 Standards deficiencies. The X/Open Portability Guide 4 (XPG4) Curses is based on
the System V Interface Definition (SVID) Issue 2 Curses version, which does not include the
SVID's forms and ienu libraries.

Forms Class Virtual Tenm-nal has bindings in C only.

DOD has developed a specification for electronic forms (Joint Interoperability and Engineering
Organization (JIEO)-E-2300). It defines the minimum operational requirements for electronic
forms software and mandates an interchange file format based on Forms Interface Management
System (FIMS).
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3.5.4.5.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.5.4.5.5 Related standards. The Forms Class Virtual Terminal requires the Synchronous mode
(S-mode) of operation and specifies simple delivery control. The following standards are related
to forms query and management:

a. ISO 9075: SQL
b. ANSI X3.135-1992: SQL2
C. NIST FIPS 127-2: SQL
d. NIST FIPS 193: SQL Environments

3.5.4.5.6 Recommendations. The recommended standard is JIEO-E-2300. For User Interface,
FIMS should be considered. For Data Management, make sure the forms management systems
are compatible with FIPS 127-2 SQL. Database forms management systems should be integrated
with the SQL database language and formats set forth in FIPS PUB 127-2.
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3.i.5 Technical data interchange. The technical data interchange midd-level service are
includes vector graphics, product data, and electronic commnerce standards areas.

3.5.5.1 Product data interchange. These standards establish data formnats for interchanging
product description data. These data include not only a graphical depiction, but also
manufacturing process information such as materials and surface finishing.

3.5.S.1.1 Standards. Table 3.5-28 presents standards for product data interchange.

TABLE 3.5-28 Product data interchanges stndards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

NPC ANSI/US MOD Digital Reprommlation for Commomlootion ofPout ANSI/US PRO/ Adopted
DflodidomDoet(revson and redesignationof [P0 100-1996 (Approved)

OPC NIST Initial Oamshics Exchange Specification (IGES) (adopta FF5S PUB Adopted
ASME/ANSI Y 14.26M- 1989) (ICES ver. 4) 177:1992 (Approved)

IPC ISO/IEC Standard forth. Exchange ofProduct Model Data (STEP), 10303-1:1994 Adopted
Part 1: ovreview smad lPandarneetai Principles (formwerly (Approved)

[PC ISO/IEC Standard for th. Exchange of Product Model Data (STEP), 10303-11:1994 Adopted
Part 11: The EXPRESS Language Referenece Manuel (Approved)

1PC ISO/IEC Standurd for the Exchange of Product Model Data (STEP), 10303.21:1994 Adopted
Put 21: Irmploeolatraton Methods: Cleam Toxl Encoding of (Approved)

[PC ISO/IEC Standard for the Exchaneo of Product Model Dato (STEP), 10303.31:1994 Adopted
Purt 3 1: Conformanco Teating Moth dology/IFrorowortr: (Approved)

[PC ISOIIEC Stnadfor the Exchange of Product Model Datm (STEP), 1W030341:1994 Adopted
Parl 41: Integrated (booneri Reouorces: Pedundlrentall- of (Approved)

[PC ISOAEHC Standard for the Exchange of Product Model DOat (STEP), 10303-42:1994 Adopted
Part 42: lelegratod Gbeneric Resoureso: Deomrotic and (Aprproevd)

_________ ~~~~~Togoloorcal Reporesentation _____ _____
[PC ISO/IEC Standard for the Exchange of Product Model Data (STEP), 10303-43:1994 Adopted

Put 43: Iotegrated GAcori Rosoures.: Representaeion (Approved)
__________ ~Steicturet ______

IPC ISO/IEC Standard for the Exchtange of Produrct Model Data (STEP), 10303.44:1994 Adopted
Purt 44: integrated Orewric Reaooroe: Product Structure (Approved)

_______Configuration

[PCI ISOA/EC Standard forIthe Exchangeoof Product Model Data (STEP), 103034t01:1994 Adopted
Pail 101: Integrated! Application Resources: Droughtieg (Approved)

[PC ISO/IEC Stanidaed..orthe Ernhange of Product Model Data (STEP), 10303-201:1994 Adopted
Put 201: Application Protocol: Expticit Draugttting (Approved)

[PC ISO/IEC Slanldard for the Exchange of Product Model Data (STE(P). 10303-203:1994 Adopted
Put 203: Application Protocol: Configuration Controlled (Approved)

([PC DOD Digoal Representationefor Cormmunication of Product MIL-PRF-2100) Adopted
Date: [IGES Application Subsets end IC/ES Application (Approved)

U[PC DOD Automaeted interchange ofTechnical lofornoatine (Life MIL-STD- 1840B Adopted
cycle logistic suppovrt of weapon syrtero) of 11/3/1992 (Approved)

([PC DOD Requireorentafor Raster (raphica Representation ill Binary WIL.PRF.28002 tofonnationat
Fonoa (Group 4 Rooter Scanned Images) (Appmavd)
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Standard Sponsor Standard Standard Status
Type Reference DoD

I (Lifecyde)
NPC ANSI/US PRO IGES 5.2, IU GOr*cs Ediaq 5pedficaid US PRO/IP.100 lnfWomgional

(Rq1ww ANSI/ASME Y 14.26M- 1919) (Nov 1993) (Approved)

IPC ISOAEC Put Limuies, Abmt 10 Puls in Progrs If35S4-.XXo woak in lnfomn"Woea
TCIS4/sC04 (3rTW)

GPc NIST ndal Gmple EladamVge Spei•ca (IGOS): v. .2 OR FIPS PUB 177-1 Imfoandtewd
6.0 (rtine) (FonmtivO)

OPC DOD DigWd Repmwntaa fr" Commurctie of Proadt MILD-2000A(I) Infomuttonsl
Dec IGES Aryieadon Subms &ad IGES AppkCMimo d 12/14/92 (Supmaeded)Pmvteola _

oPC DOD Reumnam for •RaerGmpIal, Repwaiim inBmuy ML-R.2M2a(I) lnfooAional
Foimat (OGm* 4 Ru SeamWed Iaoes) of 9=20/1993 (Supmeded)

NPC ANSI/ASME Diglta Reweaentaiion for Coammnitmim of Pmrd j Y14.26M:1989 Infoamatioeal
Delinaotion Data I(Supmadod)

3.5.5.1.2 Alternative specifications. Standard for the Exchange of Product Model Data (STEP)
is being developed as an advanced alternative to Initial Graphics Exchange Specifications (IGES).

3.5..1.3 Standards deficiencies. IGES does not cover the complete life cycle of manufactured
products. It addresses only the specification of products and not the manufacturing process
relationships. The DOD/CALS IGES standard is preferred for engineering drawings, electronics,
and numerical control. The standard is optional for technical manual illustrations. Version 5.0 of
the NISTIR 4412 does not contain B-rep solids. However, B-Rep solids are contained in Version
5.2.

3.5.5.1.4 Poriability caveats. STEP is an international standard that has been a core set of
Application Protocols that have been implemented. However, interoperability between these Aps
camnot alway be assured. The emerging standard is still unstable and liable to be revised at any
time, thereby creating incompatibilities that limit portability and interoperability.

3.5.5.1.5 Related standards. The following standards are related to product data exchange or
product data exchange standards:

a. ISO 7942: Graphical Kernel System (GKS)

b. ISO 9592: Programmer's Hierarchical Interactive Graphics System (PHIGS)

c. STEP is related to IGES, but was extended to cover the full life cycle of products
from requirements and design through production and installation.

d. MIL-HDBK-1300A, NITFS.

e. MIL-STD-2500A, NITF, Version 2.0 for the NITFS.
f. EIAs Special Report CALS: Harmonizing CALS Product Data Description

Standards
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3.5.5.1.6 Recommendations. ANSI/US PRO/IPO 100-1996 (Formerly IGES) is Year 2000
compliant and is recommended except for cases where STEP provides additional capabilities that
are lacking in IGES and are critical to the accomplishment of the system. STEP includes IGES's
functionality, but is more comprehensive. Moreover, CALS specifies five classes of IGES files:
Technical Illustration (I), Electrical/Electronic (U), Engineering (Ill), Numerical Control
Manufacturing (IV), and 3D Piping (V).

IGES products are implemented widely and are likely to be proposed by vendors whether or not a
procurement specifies it. In contrast, STEP products must be specified explicitly. If STEP is
specified in a procurement, then it should conform to the requirements in the ISO 10303 STEP.

The DOD/CALS IGES standard is preferred for engineering drawings, electronics drawings, and
numerical control. The standard is optional for technical manual illustrations. It defines subsets
for technical illustrations, engineering drawings, electrical/electronic applications, and numerical
control manufacturing, and includes an application protocol for three dimensional piping
information.

The ISO 10303 STEP standard is a set of interrelated standards that define a vocabulary and
syntax for the exchange of product data. The scope of ISO 10303 encompasses all aspects of
product data that may be collected and exchanged for any product throughout the life cycle. In its
current state, ISO 10303 primarily addresses the exchange of material and shape data. ISO 10303
is a standard designed for expansion. As such, a large part of its initial content lays in the
conceptual framework from which any topic area of product data may be standardized to
exchange data.

Two specific applications to be included in the initial version of STEP concern the exchange of 2-
D drafting data and the exchange of configuration controlled 3-D design data.
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3.5.5.2 Business data interchange. Business data interchange, also known as EDI, refers to a
family of national and international standards that support the intercompany, computer-to-
computer exchange of business documents in standard formats. Examples of common business
documents exchanged using EDI are invoices, bills of lading, purchase orders, technical drawings,
business graphics, compound documents, catalogs, price lists, electronic funds transfer
information, and promotional announcements. EDI is gaining prominence for technical data.

3.5.S.2.1 Standards. Table 3.5-29 presents standards for business data interchange.

TABLE 3.5-29 Business data interchange standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

Gpc NIST Hlkareoe Date IlaWeuge (RDI) (adoas fmariies of FIPS PUB 161- Adoed
smandards known " ANSI X 12 and EDIFACT) 1:1993 (Approved)

[PC ISO Trade Dela Eloemeao Dwie/arny (TDED) 7372:1986 Iftomutional
(Approved)

[PC ISO EBldronio Dta Inltermhange for Adalahabtdon, 9735:1988 10Ir4(onalMA

Comweerce, & Trtanpo•t (EDIPACI) Application LAWel (Aperved)
Syft/x Ruint

NPC ANSI Erole i Dota DO&Iatoa (EDI).Many Trmauctio Stu X12.1-3,5-10, 12- lnfoRat1fital
16. 20,22-all 1989 (Approved)

[PC rTU-T Meosage Htsndfing Systems: Electronic Det Intd *e X.435 (19M1) InfornotioM([
(EDI) MesaaLae Sysltm (EDi overX.

40
0-19

1
3 with (Approved)

IPC UN BEen. Comm. United Natons Trade Data [nterdhange Diretory TBD-Unield Infomrnisottl
Por Europe (UNTDID) Natong Trade Dam (Approved)

Itercnhnsge
Directory

(UNTDID)
iC ISO/IEC Recoecilialion of WEE 1175 (CDIF) and STEP JTCI/SC21/WG3 Infomational

(TED)

[PC ISO/IEC EDIPACT+ (Mered ANSI X.12 & CC17T X,435) 9735 (future) Infomsteiontl
(Fomative)

IPC ISO/IEC Proposed EDIFACT/FrAM Document Type JTCI/SC21, W05, -1formstiooe
N6224 (D:rft)

3.5.5.2.2 Alternative specifications. The following specifications are also available:

a. EDI U: EDI functionality that =urrounds applications, rather than having to be
buried within the applications.

b Imaging Technologies that electronically digitize an image of a paper document,
such as an invoice or a purchase order, along with subsequent retrieval and
document processing capabilities,

3.5.5.2.3 Standards deficiencies. EDI for Administration, Commerce, and Transport
(EDIFACT) specifies only an EDI message architecture. X 12 specifies transaction sets for
several business applications, but does not cover all transaction sets needed by government
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agencies. Applicable transaction sets need to be developed. EDIFACT does not currently
support the transmission of binary files or technical data. Adoption of a solution is imminent and
should be included in version 4 of ISO 9735 in the spring of 1995.

ISO 9735 EDI does not provide security. The 1984 version of X.400 is not adequate for EDI.
The 1988 X.400/X.435 version is needed to handle EDI messages. P.edi works only with the
1988 version of X.400. X12 supports the transmission of technical data through transmission set
841.

Up to 85 percent of EDI documents still have to be rekeyed several times by senders and
recipients, largely defeating the purpose of EDI, unless users substantially restructure their
business processes.

3.5.5.2.4 Portability caveats. The ISO EDIFACT standard is not aligned with ANSI X 12,
although work is underway to align the two standards. An estimate of when this alignment is
likely to take place -s difficult to make. EDIFACT and X12 differ in syntax control segments, data
segments, and data elements.

3.5.5.2.5 Related standards. The following standards are related to business data interchange or
business data interchange standards:

a. ISO 646:1991: 7-Bit Coded Character Set for Information Interchange

b. ISO 8571: FTAM

c. ISO 8632:1987: CGM

d. ISO 8824: ASN.I

e. ISO 8825: BER

f. ISO 8879:1988: SDIF

g. ISO 9069:1988: SGML Support Facilities for SDIF

h. ISO Draft Proposed Standard (DP) 10303: STEP

i. Various ISO standards for coded character sets and graphic characters

j. ITU-T X.400: MHS

k. ITU-T X.435: Messaging protocols used to send EDI messages through an X.400
network

1. ISO/IEC DIS 13208: Electronic data interchange messaging system
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In. ISO/IEC DIS 13209: Electronic data interchange messaging service

n. ANSI/ASME Y14.26M-1989: IGES v.4.0

3.5.5.2.6 Recommendations. FIPS PUB 161 recommends the use of X12 standards for domestic
applications, and X12 or EDIFACT for international interchanges. Both families of standards
may be employed to meet organizational needs.

DOD components that implemented EDI systems after September 30, 1991, are required to
conform to FIPS PUB 161. DOD components that implemented EDI systems before September
30, 1991, using industry-specific standards, have until September 30, 1996, to convert to the
standards specified in PIPS PUB 161.

Migration to X.435 is recommended as soon as possible, especially for international operations
because EDI over X.400 is already in production in Europe.

When specifying EDI services, include compliance CCHIT Recommendation X.435 and applicable
portions of NIST Special Publication 500-183 (Stable Implementation Agreements).

To maximize portability and interoperability, procurements must specify the ITU-T 1988 X.400
MHS Recommendations or later and avoid the use of products that conform to the 1984
Recommendation. For partially existing systems, FIPS PUB 161 encourages the "interim" use of
message handling system implementations built in conformance with the ITU-T 1984 X.400
Recommendation.
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33.5.S3 Coniput,! aided software engineering (CASE) tool data interchange. These
standards provide formats for the exchange of data between CASE tools.

3.5.5.3.1 Standards. Table 3.5-30 presents standards for CASE tool data interchartge.

TABLE 3.5-30 Computer aided software engineering (CASE) tool data interchange
___________ ~Standards______________

Standard Sponsor Standard Standard status
Type Reference DoD

____________________________(Lifecycle)

NPC MEE Seiasdsd Roeteunmcie Model fee Computiing Sysin 1175:1"92 1111srens
Enigumereing Tool ielaoonnecdosra (Approved)

NPC IEE Tria-Use Suisoded Referroce Model for Computing Tit 1175:19"2 Infoooaea
Systems Tool tniowomoosneios (Approved (Trial.

NPC MEE Roonurtnodedi prnacice feirris H. vastoion sned Selection of 1209:19"3 Infonnioa
CASE Tools (Appmeod)

((PC EIA CASE ussl inierlsdsage Pomusi (CDIF), Fromewor for IS-9i, iS.82. IS43 kofosooaional
Modeling sod Extensibility; Transfer Format Weinkles: of July. ' 'I (Appmoed (Interim

CASE iseeedsnngi, Mew-rodel SW) ANSI/EIA
__________ Sat Is imminent)

[PC ISO PorisideCornam oTool Enviroanment(PCTE) - Pan 2: C 13719-2:1995 Informnational
programminog Limlgosge Binding (Appmoed)

IPC ISO PorialsloCommonoTool Envirosnment (PCTE) - Put3:Ad& 13719.3:1995 loforroslional
Progrsromig Lsrsgoage Binding (Approved)

NCPC ANSI/ISO Informnation Rosoor~ee Dictioonary Systen 2 (I]RDS2) JTCI/2l.06.04.5; lofR6r1ALIOnAll
(Repository standardl revision will inlude ano uiedrfseie with ANSI X3H4 (Formoative)

CASE) tools) Pojed 0754-D (or

3.5.5.3.2 Alternative specifications. No consortia or de facto specifications are available.

3.5.5.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown. This is a
fledgling standardization area, but it is advancing rapidly.

3.5.5.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.5.5.3.5 Related standards. The following standards are related to case tool data exchange or
exchange standards:

a. ECMA 149 PCTE- (Portable Common Tools Environment)

b. ECMA, European regional standards organizations, and the European Defense
Community: PCT7E+

C. DOD-STD- I838A: Commoni Ada Programming Support Environment (APSE)
Interface Set (CAIS-A)
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d. ECMA TR 55 CASE Refereace Model

e. ISO Draft International Standardized Profile (DISP) 10609-23:lnternational
Standardized Profile TB, TC, TD and TE - Connection-Mode Transport Service
over Connection-Mode Network Service - Part 23: Subnetwork-Type Dependent
Requirements for Network L.yer and Data Link Layer for Data Transfer
Concerning a Packet Switched Mode Integrate

f. ISO DISP 10609-24: International Standardized Profile TB, TC, TD and TE -
Connection-Mode Transport Service over Connection-Mode Network Service -
Part 24: Subnetwork-Type Dependent Requirements for Network Layer and Data
Link Layer for Data Transfer Concerning a Packet Switched Mode Integrate

g. ISO DISP 10609-26: International Standardized Profile TB, TC, TD and TE -
Connection-Mode Transport Service over Connection-Mode Network Service -
Part 26: Subnetwork-lype Dependent Requirements for Network Layer for Call
Control Procedures Concerning the Outgoing Call of a Packet Switched Mode

h. ISO DISP 10609-27: International Standardized Profile TB, TC, TD and TE -
Connection-Mode Transport Service over Connection-Mode Network Service -
Part 27: Subnetwork-Type Dependent Requirements for Network Layer for Call
Control Procedures Concerning the Incoming Call of a Packet Switched Mode

3.5.5.3.6 Recommendations. It is recommended that, for those procurements requiring CASE
tools and exchange of the associated data, systems migrate to IEEE 1175, CDIF, Product Data
Exchange Specification (PDES) or the STEP for CASE tool data exchange.
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3.5.5.4 Circuit desIgn data interchange. Circuit data interchange standards provide a format
for the interchange of hardware circuit design data.

3.5.5.4.1 Standards. Table 3.5-31 presents standards for circuit design data interchange.

TABLE 3.5-31 Circuit desian data interchanhce standards _____

Standard Sponsor Standard Standard status
Type Reference DoD

GP IT VHSIC Hardwarea Description Lanugiage ( ) (adps FP -U Adoptedyl

ANSIAEEE 1076-19n7 172:19512 (Approved)

NPC 1EM Standard VHt5IC Itardwour Descriptions Language 1076ANT-91 Insformational
(VHDL) Ref Manual Ineprelationa (Approved)

NPC ANSVIZIEE Standard VHSIC Htardware Description Language 1076:1987 Informatienal
(VHDL) Reference Manuall IRIOOS) (Approved)

NPC ANSI/IEE Standard Muitivalan, Lgic Systemn for VHDL Model 1164:1993 Informutional
Ieteropeonbility (Approved)

NC ANSWoIA Coanmercill Compsonent Model Specification 5670000:1991 Infontormaioul
(Approved)

Npc EIA IntroductiontoEletrdonic Desg nwi=sgeFoermat EDIF-tI of SepL lnfortuationat
(EDIF), Meonoraph Serese volusme 1 1903 (Approved)

NPC MtA Electronic Dodige Interchange Poennn (EDIF) Connectivity ED[F.2 of Jus,. Infounnaieneal
Monograph Serems Voluame 2 1939 (Approved)

NpC ANSKIAIA Electronic Design Interchange Poemut (EDIF), Version 548:1988 Informationsl
2isas~s (Approend (May
_________________________be suieresedied))

NPC EIA Applicatien Guide Uaing Electrenic Daiu Intedrcange EDIF/AG- I of July Informational
Formnat (EDIRW Y- 2n~sfbtfor Sdhroeatic Tansfer 1989 (Approved (May

________ ____________________________be aoperso& 1)
UPC DOD Digital Representaion for Commnseaication of Product MIL.PRF.28003 Informational

Deem tOES Application Subsets er3 '(ES Application (Approved)
_ _ _____Pe o cola

CPC CAD Pransework procedure Interface (Pl) (for circuit connectivity data) Ptl Informational
Initiative (Approved)

tYN-C open Verilog Vreilog Hlardwrare Deacription LAnguage, (I-IDL) (WEEE Veritog Hot. Informational
Itel. P1364 wreoking on VHDL based Verilog HDL) (Approved)

CPN-C Vendors Graphic Design Systemo 11 (ODSID): CAD) Exchiange (31)31 Informationoal
Foemat (Approved)

UJPC DOD Digital Representation for Commuonication of Product MiL-D-281K10A( I) Informational
DWat: IGES Application Subsetasd tO IES Applicative of 12/14/92 ISupoesdrdl

protocols
Crc CAD Frameweork CAD Design Tool Intedrcange Format (for circuit design) None assigeed yet Informational

Initiative (Plseod to be sutnoitted to ANSI) IFonosativel

NPC IEEE Design Masnagemnret P1077 Informational
(Canceled)

NPC IEEE Infonnation Model for Design Language P1(079 Informational
(Caoceled

NPC IEEE Interface for IEEE VIISIC Hardware Description PI 163 Informational
Language (IEEE Standard 1076-1987) to CAD/CAM (CanIcld)

Tools
NPC IEEE Recommoended Practice for the Interrelationship& betweenr P165 Informational

IEEE 1076 sod EtA standard RS-44 EDIF (Cancelod
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Standard Sponsor Standard Standard Status
Type Rderence DoD

, (Lifecycle)
NPC am StuiAud Delay File Fefm (SDo 7rID-Stafldatd lWemdai",d

Delay F&l Fofast (Draft)

3.5.5A.2 Alternative specifications. The following specifications are also available:

a. Cadence Design Systems' Stanidard Delay File format (SDF), developed for the
Verilog Hardware Design Language (HDL), which has been introduced as the
strawman candidate for the Institute of Electrical and Electronics Engineers
(IEEE) standard delay file format.

b. Institute for Interconnecting and Packing Electronic Circuits (IPC): IPC-D-350,
IPC-D-356.

3.5.5.4.3 Standards deficiencies. VHSIC Hardware Description Language (VHDL) lacks analog
design capabilities, high-level predefine 'ypes (e.g., queues), and explicit notations for finite state
machines. VHDL lacks interfaces with other design and piogramming languages, such as the
Verilog HDL and C. This issue is addressed in the 1992 revision of the standard. VHDL does not
support hierarchical path names. This issue is addressed in the 1992 revision of the standard.

No formal standard or industry-accepted standard practice exists for representing timing data
(e.g., delay values) in VHDL models and libraries. For VHDL to work effectively with ASIC
models, a neutral format for technology-specific data is needed so that data, such as delay
information, can be transmitted independent of the simulator. The IEEE has formed a working
group to develop a methodology for accomplishing this goal.

3.5.5.4.4 Portability caveats. Specialized synthesis tools based on VHDL are emerging, each
requiring a different variation of the input VHDL language. Each tool has its own idiosyncrasies
and limitations, some of which stem from these variations.

Although tools based on the Electronic Data Interchange Format (EDIF) are offered by many
vendors as a way to import or export design data, the EDIF standard is being supplanted by the
Electronic Industries Association's (EIA) CASE Data Interchange Format (CDIF), which is not
totally compatible with the original EDIF specifications.

Tools based on VHDL (the formal standard) and tools based on Verilog HDL (the widespread de
facto standard) do not interoperate. The use of VHDL and Verilog will require users to maintain
incompatible tools for two standards.

3.5.5.4.5 Related standards. The MIT X Consortium's X Window System is related to hardware
data exchange.
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3,5.5.4.6 Recommendations. National Institute of Standards and Technology (NIST) FIPS 172,
VHDL, is recommended. Disregard claims about the level of integration among tools. Focus
instead on using VHDL to generate a design at the highest level to gain the benefits of top-down
design. Probably, you will have to modify some code for each tool.

In any procurement specifying EDIF, require an upgrad#. path from EDIF to CDIF. In any
procurement specifying the VHDL, specify the full VHDL (e.g., a full VHDL simulator) rather
than any subset or superset. This is the only way to be certain that the VHDL will synthesize
correctly.

Vendors delivering VHDL most likely will deliver the 1987 version of the standard. This version
lacks several important capabilities that are addressed in the standard's revision. Therefore, in any
procurement specifying VHDL, require vendors to explain their upgrade paths to the revised
VHDL standard.

VHDL synthesis can produce a high productivity level, only if the designers know how to drive it
and how to write out VHDL files to get that productivity. Since VHDL is relatively new, in any
procurement specifying VHDL, it is advisable to require training from the vendor.
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3.5.5.5 Military logistics and document support, These are standards for creating
documentation of military systems in support of life cycle logistics support.

3.5.5.5.1 Standards. Table 3.5-32 presents standards for military logistics and document support.

TABLE 3.S.32 Military lotstics and document sup porl. standard's
Standard Sponsor Standard Standard Status

Type Reference DoD
_____________________________(Lifecycde)

loPc DOD Lotc SupportAnalysis (UA)Record MIL-STD.1388132 Adopted
(Approved)

opc DOD A~urnumaud Interciulge, of Tedhalea Ionforation (Life t.4L-S'tD1840B Adopted
nyclo logistic support *f(weapon syseetsau of 11/3/1992 (Approved)

OPC DOD Software Developruene and Doormetustien td1L-TD-498 Adopted
(Approved)

Opc DOD Manuals, Tecledeut: Ousnanu Style rand pormaer MIL-M-38784C(3) informational
Requirements of W2//1992 (Approved)

opC DOD Manuals, Iteractive Electronic Technical: Geermal MIL.M-97268 of lofosmatlonall
Content. StykN Format and User interaction i"Reqereennts 11/20/1992 (Approvedt)

Opc DOD DatabasenRevicluaaullIteaive ElectronicTechnical MIL-D487269 of -Informational

Manuals for the Su~ppot of 11/20/1992 (Approved)

GPC DOD Quality Assusonee Progonan interactive Electronic MIL.Q.87270 of Informational
Tecluticsl Manuals (IEnh4 and Associated Teoldcal 11/20/1992 (Approved)

__________ Intformation, Iqurerneemeet for ______

Opc DOD Defense System Software Developarniet DOD-STD2167A Informationall
(Superseded)

OPC DOD DOD Automated Iformation Systuess (Alt) DOD-STD-7935A Inormational
Documentution Standurds (Superseded)

GPC' DOD DOD Requirementsufor aLogistic SupportAntalyuis Reooet MlL-STD- 1388-211 Informational
(tSAR) of 302/1991 (Canceled)

3.5.5.5.2 Alternative specifications. The following specifications are also available:

a. Association European des Constructeurs de Material Aerospatial (AEr:MA)
1000D: Specification for Production of Technical Publications, Utilizirs, a
Common Source Data Base,

b. AECMA 2000M: Specification for Material Management, and Integrated Data
Processing for Military Equipment.

3.5.5.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.5.5.4 Portability caveats. Europe has its own versions of mnilitary logistics support document
interchange, and has stated that it will adapt the CALS versions of the logistics support standards
(MIL-STD-1388), rather than adopt them without change. Although Europe will seek
compatibility, its failure to seek compliance can lead to incompatible areas. North Atlantic Treaty
Organization (NATO) is looking into harmonizing DOD and AECMA logistics standards.
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If hard copies of documents are required, it should be noted that the ISO A4 paper size commonly
used in Europe for international communication on text and facsimile equipment is longer and
narrower than that used in the United States, and does not necessarily work with standard office
eqdipment.

MIL-STDs and DOD-STDs 2167A, 7935A, and 1703 have been revised and consolidated (aka
MIL-STD-,98, Software Development and Documentation). In light of DOD's new policy on
MIL-STDs, the project has been moved into the IEEE standardization process.

3.5.5.5.5 Related standards. The following standards are related to military logistics and
document support or support standards:

a. ISO 8571: FTAM
b. ISO 8649: Association Control Service Element (ACSE)
c. ISO 9066: Reliable Transfer Service Element (RTSE)
d. ISO 9072: ROSE

3.5.5.5.6 Recommendations. The adopted standards are recommended.
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3.5.5.6 Geospatlal data interchange. (This BSA appeai-s in part 5, Data Interchange, and part
6, Graphics.) These standards provide formats and facilities for machine-readable graphics-based
mapping, charting, and geodesy data.

3.5.5.6.1 Standards. Table 3.5-33 presents standards for geospatial data interchange.

- ~TABLE 3.5-33 Geospatial data interchanhe standards-
Standard Sponsor Standard Standard T status

Type Reference j DoD

UPC DOD (NIMA) World Geodetic Systema (WUS 84) M1LSTD-240I of Mandaedyie
21 Mardh 1994 (Approved)

(JPC DOD (NIMA) Rastr Product Format (wl') Mal-slTD Msadided
2411:1"94 (Approved)

UPC DOD (NIMA) Intawfaen Standard for vactar Product Format (VPI') M"'-sD-2407 Manldated
(Am-ravd)

U'C NATO Digital Onoographie Wnomiation Excuiange Sunardd STANAG 7074 Information~al
(ODIEST) Paet I Clearede Stdard Prt 2- Mialinton (Approved)
Stansdards Specifications Put 3- Matuix (Bodiegle, of

________ levatinl'itsodea Part4l-Sp"AtettlVeelor
UPC NIST Spatial Daia Transfer Stsoadard (51715) PIPS PUB 173- Infominatioeal

W:994 (Approved)

[PC NATO Digital Terrain Elevation Data (DiED) STANAG 3809 Informational
(Approved)

UPC NIST Reproaeatation of Gleographic. Point Locations for ITIPS PUB 70- Informational
Information Interchange (adopts ANSI X3.61-1986) 1:1986 (Approved)

CIPC N15T Coda for Identification of Hydrologic Units in the United PU' PUB lofonnational
Stales and the Cauibban Outlyingi Area (adopts USt3S 103:1983 (Approved)

_____________ Circular 878-A and ANSI X3.145-1986) _______

UPC DOD (NIMA) NIMA 001&S List of Ptoducta and Services NIMAL 805.IA, lofontnational
Jao 1997 (Approved)

CIPC DOD (NIMA) Am Digifized Ruler Grapicds Worldwide Map tIoages on MIL-A-89007 of Itofoonational
CD-ROM, 1:5,000 through 1:2,000,000 2)22/1990 (Apptoved)

UPC DOD (NIMA) DIED (Machine readabilo trruan/telvstion deja for the MIL-M-913)0 of ioformational
U.S.. the former USSR, Eorope, Central Asia. Mideast. 2/26/90 MIL-D- (Approved)
Pauts of Soothern Ania. Northern Canada. 3-Am-Sec) 89001 of 2/26/90

MIL-D-89020 of
_________5/28/9

UPC DOD (NIMAk) Digital Chart of the World (DCW) (A coomprerhmnaive M1L-DL890D9 of toformalional
1: :,0090,09-alea digital heao map of the world) 4/13/92 (Approved)

UPC DOD (NIMA) Digital Cities Data Base (DCDB) MIL-D-901 I of Ioforoational

17/2/90 (Approved)

UPC DOD (NIMA) Firrllnder Elevation Data (FED) MIL-D-890l8 of Informatiooal
10/1/92 (Approvd)

UIPC DOD (NIMA) Digital Laodsnaas Blaskiog (DLMB) MIL-D-89021 of Infonmational
6/115/91 (Approved)

UPC DOD (NIMA) Interim Teraini Data/Panoing Ioterim Terrain Data MIL-1.89014 of Ioformational
)ITD/PITD) 11/30/90 (Approved)

((C DOD (NIMA) Video Dinc for Mappiog, Charting and Ureeley MIL.V.093000 (of j ofonoatloosl
(Woedoide Map Imoages on 12 inch Video Diak, 1:5,009I) 1130/92 (Approved)

________ _________ through 1:1. ee000(______

April 7, 1997 3.5-63 Version 3.1



Infor atin 1-7,~ Sadra udne aaItr:h g 7 evie

Standard Sponsor Standard Standard status
Type Refeence Doll

_______ ________________________(Liecy e)
GPC DOD (NIMA) World Veco shoeline (.bosoeg Worldwide Cloudless MIL.W-89012(2) bafommioesl

and hatenetisdone Bosinadoties 1:250,000 seek) of I11/30/92 (Approved)

OPC DOD (NIMA) World Magnotic Model CWMM) MIL-W.&M 0of Informatioeal
6/18193 (Approived)

OPC DARPA SIMNITr eographic Data Model ad Daidsta BBN DARPA hifOutestOstAl
Inteerchaege Specification Roped 7101thsly (Approved)

__________________________________________________ 19899 ___

GPC NaDe Worldwide Coverage for 5 MWn Grid mortps ETOPO 5 Informational
Badhymetrieffilevehio etDsi (Approved)

Gpc USGS LANDSAT: Wouldwide Coversge for 1:1,00D.000 Sege. LANOSAT Infooeszioeall
Mope: Petsiuoene/r GorDel, (Apperoved)

U5C NATO Sco aned PresentationofMidlitary GeographicrInformation STANAG 2251 Ieormatioeal
aed Documentaeionu (Approved)

IPC NATO Roads and Road Stntotde,. STANAG 2253 informatioeal
(Approved)

IPC NATO MOD-Potts STANAO 2255 InffOeeondOft
(Approved)

EPC NATO Indexos to writes of Lend Mapn and Aostonicnl Chart STANAG 3672 Informational
unsd ledeos to Miltssy Geographic Informatihon and (Approved)

_________ _________Dooensotatdoe (MOIDI _____

IPC NATO Preferred Magnetic Tape Standamds for die Exchange of STANAG 3985 Informationtal
Digital Geographic Intformation (Approved)

IPC NATO Digital Dato File Transmttlal Foe. for Geographic STANAG 3986 Informational
Information (Approved)

GPC USGS Spedhboution for Ropreo~eo1AllM of GeotlighiC Point USGS Cirosla loformasesoesi
Locations for Intformation leteteltasgo (adopts ANSI 878-B of 1983 (Approved)

_____________ ~~X3,61. 1986) _______

GPC USGS Digital Elevation Models USGS Circolar lofonoujoosal
895-B of 1983 (Approved)

GPC USGS Digital Line (lsigte from 1:24,000 Scale Maps USGS Circular Info, .oo
895-C of 1983 (A, ~ved)

OPC USGS Digital Li.. Grapits from l:2,000(XlO Scsle Mops USGS Circular Informational
895-D of 1983 (Approved)

OPC USGS Loand Use sod Land Cover Digital Duoa USGS Circular Informational
895-E of 1983 (Approved)

OPC USGS Geographtic Nsames loforr~onto Systetm USGS Circular Infotrmstional
895-P ot 1983 (Aprooved)

Opc CIA World Data Bo" UI: Wotldtoide Covrrge for I1:2,000,000 World Date allk II informational
Scale Mars ("ies of Communosication, Coaotlioes. (Approved)
Waterways, Intemsationsliolitical Boundrsieuis) _______

GPC DUD (U~SAF) Arm Digital Raster Imeagery (ADRI) Formalt MIL-STD-2406 Ioformational
(F'inal)

GPC DOD (NIMA) Stsandard Linear Formaet (SLF) Digital Cartographic MdIL-HDBK-854 Intformtieonal
Featore (Fittal)

GPC- IXSD (AFMC1 Registered Dato Valuer for Rastrr/Gridded Produo Fotetot MIL-IIIBK-856 informoational
(Fiooi)

GPC DOD (NIMA) Trot product Formt (IPP) MIL-STD-2400 Informational

GrP(- GuI) (NIMAF[ Ms-7 in Clatngsd (irodesy Symbology Giraphics MIl,-STG-6(l0"2 Inrformational
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC NATO HeaarsaW Fdmw foarExdclraol Digital Clonhaic STANAG 3984 rdtmtantoal

n (Dra)

IPC NATO Digital Geognplic Infomomtia Daa SWt Sam. STANAG 7070 Wadmuanl

I mttbari (Drift)

OPC DOD (NIMA) DPAD (MwdTo-rmdWbl featare dda oft do U.S.. Eamp. WI3"D-89005 lnfonmaatl
the foumer Wuiia USSR. = A re of F. Ead and (Draft)

Wetem AW 1:250.0f0 aeak8)
OPC DOD (NIMA) Tactical Terrain Dta: Digital Daitam for h:S0,00 Scale TMD-Tsdical lafomttiaal

MA. Terra Data: (Fornrotve)
Digital Data.e

for 1:50,O0(Scalemum

3.5.5.6.2 Alternative specifications. Many existing proprietary map graphics applications vary in
complexity to meet users' needs. These applications serve as the cornerstone of the mapping,
charting, and geodesy areas requiring further investigation for standardization consideration.

3.5.5.6.3 Standards deficiencies. Many of the standards listed in the table accompanying this
section are old. They do not acc~ommodate new sophisticated computerized techniques, and
probably will be replaced in tho next several years. The standards available pertain almost
exclusively to the data rather than the functionality of an application.

3.5.5.6.4 Portability caveats. Portability will be reduced if a Geographic Information System
(GIS) does not allow users to associate their cartographic data independently with relational
database management systems based on SQL.

The use of different file formats by a GIS reduces portability. However, in the production world
several file formats specified by v. 'ors are used so widely that they are considered neutral file
formats (e.g., Intergraph's Standard Interchange Format (SIF), Autodesk's Drawing Exchange
Format (DXF), and Map Overlay Statistical System (MOSS)).

Traditionally, standards governing exchanges among field systems have been the responsibility of
the military system development organization. This leads to substantial interoperability problems,
particularly international. To maximize interoperability, Digital Geographic Information
Exchange Standard (DIGEST) and other map producing data should be exchanged between map-
producing agencies, such as the National Imagery and Mapping Agency (NIMA) and not between
operational units, and the systems development organizations should use the standards set by such
agencies as the NIMA.

Portability difficulties may exist between the Vector Product Format (VPF) and the Spatial
Transfer Specification (SDTS).

Because too many standards exist, the situation is equivalent to having no standards.
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3.5.5.6.5 Related standards. The following standards are related to map graphics exchange or
exchange standards:

a. ISO 646: 7-bit Coded Character Set for Information Interchange

b. ISO 1001: File Structure and Labeling of Magnetic Tapes for Information
Interchange

c. ISO 2375: Non-Latin Alphabets

d. ISO 6937: Supplementary Characters (for accents to the text)

e. ISO 8211:1985 Specification for a Data Descriptive File for Information Exchange

f. ISO 8824/8825: ASN. I

g. ISO 9292: Picture Coding

h. ISO 9660:1988 Volume and File Structure of CD ROM for Information Exchange

i. ANSI/ASME Y14.26M-1989: IOES (Neutral file format)

j. Intergraph Corporation, Huntsville, AL: SIF

k. Autodesk, Inc., Sausalito, CA: DXF

1. Autometric, Inc., Lakewood, CO: MOSS

m. The various data compression standards listed earlier in the section on data
compression

3.5.5.6.6 Recommendations. OIS specifications in a procurement should require SQL
compatibility so that cartographic data can be associated independently with relational database
management systems based on SQL. In each case, consideration of the scale of data and
geographic region needed will be a primary determinant in selection. The standards in the table
above labeled mandated are recommended. The VPF is preferred.

If a packaged GIS is to be purchased, if possible, it should be standardized around a single GIS
file format. If a GIS is to be used on workstations and PCs, this may not be possible. Then the
agency's focus will have to be on the use of interoperability protocols and designing applications
for portability. GIS specifications should require SQL compatibility so that cartographic data can
be associated independently with relational database management systems based on SQL.
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3.5.5.7 Symbology graphics. (Th1is BSA appears in part 5, Data Interchange, and part 6,
Graphics.) These are standards for the symbology to be used in geospatial applications such as
hardcopy mapping products and computer-generated displays. DoD st.-ndards provide definitions
for the representation of military and intelligence information.

3.5.S.7.1 Standards. Table 3.5-34 presents standards for symbology graphics.

TABLE 3.S.34 Symbology graphics saards
Standard Sponsor Standard Standard Statuls

Type Reference DoD
_________________________Lifec le)

OPC DOD (US Army) Humn Factor EnisteulaaDesimnCrksslfor Helicopter MIL-ID1295A Adopted
Cockpit Elecdm-Optical Display Symobology of 6/26/1984 (Approved)

OPC DOD (UISAF) AicrftDislySymbology MIL.5SM.1797B Adopted
of 6193 (Appeared)

OpC DOD (NIMA) Mapping, Cassing; and Geodesy (MCUG) Symbology for M[L-SMD2402 of Adoptard
Orsplsl Prosducs 2/95 (Approved)

OPC DOD (DISA) Common Warsgtlinilg Symbology, version I MIL-STD2525 Adopted
(Approved)

UPC WMO Technical Regulation VoID,1 Merolomical Services for WMO Dosminau Adopted
blsgsatoaal Air Navigation #49 of 1998 (Approved)

GPC DOD Mfititazy Symbols Q.STAO 509 of tsuforroutional
31511979 (Approved)

NPC ANSI/SAE Humoan lntedac Design Methodology for Integrated ARP 41553(1990) Informations]a
Display Symbology (Approved)

OPC DOD (US Amty) Symbols for Asmy Air Defense System Displays MIL-STD-1477B Iafomtstional
of 2/1/1993 (Approvrd)

OPC DOD (DISA) Comooo Warfighting Symbology, Versiont 2 MIL-STD-2525A Informatuional
(Approved)

OPC DOD (US Asoy) Army Field Manuel (FM): Operational Trem. andSymnbols FM 101-5-1 informsaotionl
SNUOS (Symbols (Approved)

___________ ____________________________________ of Oct._1985) _______

NPC ANSI/SA iosbmortomwion Symbols and Idestlification S5.1-1994 (Ri992) Information&[
(Approved)

NPC ANSI/SA Graphtic Symbol, for Froom.. Displays S5.5-1985 Informastional
(Approved)

[PC NATO NATO Eoptemootal Tactics and Amaplifying Tactical STANAO 1125 Ioforoational
instructions - AXP-5(1tl (Navy/Air) (Approved)

lPC NATO MiUlitry Symbols for Loand Based Systemos IAPP-6. Ed 3) STANAO 201911) lofortoosivonl
of 11/26/1990 (Approved)

lpC NATO Electronically aodior Optically Oroersted Aircrmft Displays STANA0 36498of Ioformational
for Fixrd Wit9 Aircraft 6/29/1990 (Approved)

IPC NATO Symbols on Load Maps, Armoautical Charts sod Special STANAG 3675 informotiooal
Naval Charts (Approved)

PC NATO Symbols for Useron Maps of Traioing Amoas for 1,and STANAO 3833 Information&[l
Forces (Approved)

tIC CICS Jloit Symbols and Oraphics Joiot Fob (.06 Ioformational
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Standard Sponsor Standard Standard Statuls
Type Reference DoD I

_________ _____________________________________ (Lifecycle)
ape DOD (US Army) Army Renl Manual (FM): Opsr~stisal Tosms mud Symbos FM 101-54IA ilofmuusonal

SNUOS (Dsnft)

OFC DOD (NIMA) VedorhroualorSmtymbology MILPRF-5945 latnssngiosl

PCK DOD (ASPO) Symbol Aviomstos MELSTD-2526 1nfowmatiorAl

(Draf)

OPC DIA Smasdard Military Graplika Symbols (SIOGS) DIAM 65-x lnfionsassooal

IC NATO Display Symbology Wn Colors for NATO h~maiin Units STANAG 4420 Infounsinaisll
(Fonnuilve)I

3.5.5.7.2 Alternative specifications. No other consortia or de facto specifications are available.

3.5.5.7.3 Standards deficiencies. Draft MIL-ST7D-2525A does not currently contain weather,
geospalial (mapping/charting), cockpit display, and engineering design symbology. T'herefore
NIMA MEL-STD-2402, 2412 should be used for geospatial symbology until such time as a
decision is made to modify MIL-STD-2525A to accomodate these symbols.

3.S.5.7.4 Portability caveats. Portability will be reduced if a GIS does not allow users to
associate their cartographic data independently with relational database management systems
based on SQL. Only government standards are available. Most commercial products will not
comply with these standards.

3.5.5.7.5 Related standards. The following standards are related to symbology graphics or
symbology graphics standards:

a. ISO 6937: Supplementary Characters (for accents to the text)
b. ISO 9292: Picture Coding
C. Autometric, Inc., Lakewood, CO: MOSS
d. Map graphics standards.

3.5.5.7.6 Recommendations. The adopted symbology standards are recommended, as applicable:
MIL-STD 2525 is the recommended standard for warrior symbology.
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3.5.5.8 Continuous Acquisition and Life-Cycle Support. Continuous Acquisition and Life-
Cycle Support (CALS) standards specify the digital exchange of documents. CALS is one part of
a broad Electronic Commerce (EC) initiative within the DOD that has the potential for
converging CALS standards and enabling technologies within the Open Systems Environment
(OSE). CALS has begun to emerge from its legacy as support for weapon systems technical
documents. Current and projected CALS standards will rationalize their native standards and
emphasize the use of external Open Systems standards for their products, permitting format
conversion and extensions to deal with complex documents.

3.5.5.8.1 Standards. Table 3.5-35 presents standards for continuous acquisition and life-cycle
support.

TABLE 3.5-35 Continuous Acquisition and Life-Cycle Supot tadards
Standard Sponsor Standard Standard Status

Type Reference DoD
_____________________________(Lifecycise)

DPC DOD Automatesd Issadiarlngo of Toclrlscal Information (Life MIL-5I1840B Adopted
cycle logistic support of wespon systems) of 11(/3992 (Approved)

GPC DOD Contractor Intelgratod Teduljosi Insformation Service, MILSTD.974 Adopted
(CmnS) (Approved)

DPC DOD DepartmetofDefenscontinuoous Acqyuisiton land Life- MIL-HDBK.59B Adopted
Cycle Support (CALS) Pingrant Imnplementation Guade (Approved)

DPC DOD Manuals, Interactive Electronic Teehnicai1z General MIL-M-97268 Adopted
content. Style, Pornesan td User Intoeraction Roiieqrnente 11/20/1992 (Appeoved)

GPC DOD Distaboese Revislblodriteraictive Electronic Tedtnicsl MIL-D.87269 of Adopted
Manuals for sthe Support of 11/20/1992 (Approved)

GPC DOD Quality Aurseineo Peegeie Interactive Electronic Ml-Q-87270of Adopted
Technical Manuel. (MIEWh and Asaodisted Technical 11/20/1992 (Approved)

I Iformation, Requoirements for_______
GPC DOD Digital Represenetatioe for Cornimanicatioen of Product MIL-PRF.2WW Informationol

Dama, ICIEs Application Subsets anid IDES Application (Approved)
_____Prtotools

OPC DOD Markup Requsiremeets aod Generic Style Specification for MIL-PRF.28001 Informational
Electronic Printed Output and Exchanrge of text (buord on (Apporved)

______________ ~ISO 8879) ________

OPC DOD Requirmenets for Ruler Graphics Representation in Bualmiy MIL-PRF.2800)2 hifonoationall
Formatl (Droop 4 Ruler Scasrited Imasges) (Approved)

((PC DOD) Digital Repeesentation for Communsicaioem of Illustratioe MIL-PRF-28003 Inforoatiooal
Data: CDM Application Profile (based on PIPS 128) (Approved)

((PC DOD Hlandbook foruse of MlL-M-2801EB MIL-tIDBK.28001 Inforeational
(Formative)

DPI' DOD [igital Representatioo for Coromunicalioe of Prroduct MIL-D.28000A1 I) Iofonrmational
Douer IDES Applicaiioo Subsets arld IDES Application of 12/14/92 (Supeltded)

((PC 1)01 Madcap Requirementrs and Deerric Style Specification for MIL-M-28001B of loformnvaiovl
Filectroojo Printed fOutput arid Exchaner of text (hused on 6/26/1993 (Suprerded

_______ _______ ISO 08791 _________ CAIS)
((PC 1DOI) Reqoirerorots for Ruter~rsadtics Repraesetation in Bieary MlL-R-28M2B of Informoational

Formal (Droop 4 Ruler Scaonrd Images) 12/14/1992 (superserded

("PC 1)01) Digital Represeeotatioo for fonooornicatioo of [I ionlato MIL-I).28003A1 I efnotica
Data: fCM Application Profile (based on PIPS 128) of 8/14/1992 (Superseded)
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3.5.5.&2 Alternative specifications. The AAP TEl has designed an al ,rnative nonproprietary
architecture with SGML encodings.

3.5.5.8.3 Standards deficiencies. Markup consists of the common sets of document formatting
codes used in classes of document types. Each document type commonly uses a particular
publishing style. Technical manuals may use a different makeup frum management guideline
documents to accommodate the audience, con%. .1, and publishing layout styles. Since SGML
does not deal with the markup's meaning, it does not specify what to do after the documei.t has
been processed by a program that recognizes SGML.

SGML does not use ooject-oriented methods or deal with hypermedia/time-based document
interchange. Standards in both areas are under development.

MIL-PRF-28001 cses relatively few SGML features and, therefore, restricts and minimizes the
effectiveness of the markup. However, the standards can be used to transfer revisable documents.
However, the DOD/CALS standard mainly is used for weapon system technical support
doc-nments, with limited application tw business office environments.

3.5.58.4 Poetability caveats, The DOD CALS have. limited functionality when compared with
ODA/ODIF apd other standards used in sapport of business operations. Users should treat
complex and/or compound docurr: nts with care to ensure upward compatibility with ev .Aving
standards.

Euror =n decisions to adapt ratter than full: adopt CALS standards may lead to incompatibilities.

3.5.5.8.5 Related standards. The following standards are related to CALS standards.

a. ISO 8879: SGML
b. ISO 8632: CGM
c. IGES V/ersion 4.0, 5.2
d. ISO 8879:1988: SDIF
e. ISO 9069:1988: SGML Support Facilities for SDIF
f. MIL-STD 974: Contractor Integrated Technical Information Service (CITIS)
g. MIL-HDBK-59: CALS "'rogrank Implementation Guide

3.5,5.8.6 Recommendations. The CAL . standards are recommended where they apply. The
DOD SGML standard (MIL-PRF-28001) is based on ISO 8879. In the meantime ise DOD
SGML ;n coniunction with other specifications that determine the markup's meaning (such as the
EMPM of the ODA (ISO 8613). Refer to the document exchange BSA for further SGML
recommendations.

IGES is recomnm..ended when multivendor product data exchange capabilities are needed. The
DOD/CALS IGES standard is prefenred for engineering drawings, electronics, and numerical
control. The standard is optional for technical manual illustration, and the CGM standard is more
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appropriate. The more comprehensive STEP will provide more comprehensive functionality than
IGES.
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3-5.6 Graphics data interchange. Graphics data interchange is a collection of service areas that
form the basis for creating graphics. Special graphics applications such as found in Technical Data
Interchange are not included.

3.5.6.1 Raster data interchange. (This BSA appears in part 3, part 5, and part 6.) Raster data
interchange MIL SPEC identifies the requirements to be met when raster graphics data
represented in digital, binary format are delivered to the government. Raster graphics standards
are standards for pixel-by-pixel representation of images. (See still image compression, section
3.5.8.2, for more facsimile standards suitable for raster data interchange.)

3.5.6.1.1 Standards. Table 3.5-36 presents standards for raster data interchange.

TABLE 3.5-36 Raster data interchanave stndards ____

Standard Sponsor Standard Standard Status
Type Reference DoD)

______________________________(Lifecycle)

owC NEST UserInerfae,thoComponent of d-o Appliuodion Portbloity FPEES PUB 152. MumiWdtd
Profle (Adopts the X Protocol. XEib Interfc.. Xt Inthaic.i. 1:1993 (Approved)

NPCAPC ANSEfisO/EC infcindg Techiques or Dhlogueswith Graphical %636-6:1991 Masmdaed
Devices (CGO). Functional Specification - Pat 6: Ratter (Approved)

(PC DOD (NEMA) Rader peroduct Ponnal (SWF) MEL-STD- Mandate
2411:1994 (Approved)

EPC ISO/IEC Standard forethe Exchangeof Product Model Data (STEP). 10303-1:1994 Ettomramona(
Part 1: overview and Pudoedmala Principles (fonneary (Approved)

Prodeet Data Excife.. Specification tpDESII
CPC XIOPen X Window Symeor File Pornams; uad Application C17O (7t91) Eto~mmtional

Contventions (Mutnap Ditrtibutaos ot Pnoat (BDP3) (Approved)

UPC NEST Getneral Aspects of G~roup 4 Pacsimtile Apparatus (Adopts ppBs PUB Eofom onaoiel
BEA.536-E198) 149:1998 (Appoveod)

(JPC NEST Pactimok Coding Schsse. and Codieng Coetrol Pwtociora FPBS PUB Iefonnationol
for Greoup

4 
Pacsimtilo Apparaimo (Adopts EIA 5311-1988) 150:1998 (Approved)

aPC NEST Iniia re.1 
lrocs Exchange Specirwssion (1(7051 ldopo IPiES PUB Eetfonmteioeal

ASME/ANSI Y14.26M- 1989) ICGES verr. 41 177:1992 (Approved)

GPC DOD Digital Reprsentation for Cornitoaroation of Prodact MIL.PRF.28000 Eofometatjonal
Duo: IaES Application Suheets &Wd ICES Application (Approved)

Prvtovol, _ _ _ _ _ _
UPC DOD Reqoovanicots for Ramer Gap1 hic; Represoenation io Binary MIL.PRF-28=0 Iofornnatiooal

Porinot l(Group 4 Rooter Scanned Images) (Approved)

aPC DOD Digital Representatioo for Coowoaieof Illustration MEL.PRF.28003 inoforoatioanl
Duo: CaM Applicatioo Profile (based oo PIPS 128) (Appornod)

NPC ANSI/AIM Reconuonnded Practice; File Forma for Storage aed M853- 1993 lof-Aorratal
Eixchtange of Inages: Bi-Level Irooge File Fomiat: Part I (Approevdl

aPV NIST Standard for the Interdtenge of Laref Fomiot Tiled NESTER 88,4017 lefomm'atol
Do-onmoto (ApprovedI

We NATa A-ltog. Video Standard for Aextoft Symerne Applications STANAG 3350 El~etoo
lA lrord)

IPC NATO F%.draoge Speetiamtino for ARC Stooadied Raoter STANAG -oo Ieto~

I Graphics IASRGI 43K7:1996 (Approvedl
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
PC NATO Specificahions forU JP Stadardind Raster Products STANAG 7077 Infonmu0ions

(TJSRP) (Approved)

EPC ITU-T Documnt Aplicion Profile forlhe Intuodanage of T.501 (1989) WnfomrAfionol
Fonawded Mized Mode Domonen. • Tenirma Equimulan (Approved)

ad Protocols for Tawmatic Seovioco
IPC IU-T Doamatt AppIldo Profi for d,- Inunchange of Group T.503 (1991) IWomotlional

4 Facsimile Doaraaos (Approved)

NPC AHiM Interchange of Tied dR Documents TR14:1988 Informatonal
(Approved)

PC NATO Edage SpecdIfaions for ARC Digitized Raster STANAG 7108 Informatiooal
Orapiic. (ADRO) (Draft)

OPC DOD Digitd Reprentation for Comomuication of Prod•ct MIL-D-280A(t) Infomuationl
Deata ICES Applicaion Subsets and ICES Application of 12/14/92 (Superseded)

Prolozool
GPC DOD Roquireamoo s for Ror~raplGics Reproo ono in Biasy MIL.R.202(1I) Idfomnatiooal

Format (Group 4 Rawter Santed Images) of 9/20/1993 (Sperseded)

3.5.6.1.2 Alternative specifications. Currently IGES is the most mature and widely implemented
standard for conveying product data information. Other bitmap formats include proprietary
formats such as GIF, PCX, TIFF, RLE, and TGA. Except for support of legacy products, these
formats are not recommended.

3.5.6.1.3 Standards deficiencies. Raster graphics files require enormous amounts of storage and
must be supplemented by compression standards.

3.5.6.1.4 Portability caveats. A standard technique for raster data interchange should be selected
for use throughout the DOD and applied wherever possible.

3.5.6.1.5 Related standards. The following standards are related to raster data interchange or
raster data interchange standards:

a. ASME/ANSI Y14.28M-1989, which describes product design and manufacturing
information.

b. ITU-T, facsimile transmission standards.

c. Raster compression standards.

3.5.6.1.6 Recommendations. The mandated standards are recommended for raster data
interchange.

MIL PRF-28002 (Raster) can be used in a Computer-Aided Acquisition and Logistic Support
(CALS) environment, and, when needed, supplemented by National Institute of Standards and
Technology Interim Report (NISTIR) 88-4017 (tiling). FIPS Pub 150 cai. aiso be used. With
only the • ALS Raster standard available, no real tailoring guidance is possible. This version
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(MIL-PRF-28002) supports engineering drawings and technical manual illustrations. The
previous CALS Raster standard (MIL-R-28002B) can be used for in-place and unrevised legacy
data. Tiling (as in NISTIR 88-4017) and compression are desirable for very large raster graphics
files. (See the Still image compression BSA, part 3.5.8.2 of the ITSG.) MIL-PRF-28003 (CGM)
offers the capability for having raster and vector graphics in the same file. The approved BDF
provides conventions for font conversion/interchange between external and internal X Windows
fonts and can be used in procurements using a client-server computing architecture with a
graphical user interface in a networked environment. BDF can be compiled in Server Normal
Format to be optimized for a particular server.
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3.5.6.2 Image data interchange. Image data interchange is the exchange of imagery data,
metadata, and attachments to the images. (See still image compression and raster data interchange
for more standards suitable for image data interchange.)

3.5.6.2.1 Standards. Table 3.5-37 presents standards for image data interchange.

TABLE 3.5-37 Image data interchange standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lif ycle)
IPC ISOAMEC Me8fiio for StoralTra ferofPictoral Dwption 8632.1,2,3.4:1992 Mandated

Information (COM) (as profiled by FIPS PUB 128.1 aed (w/Amd 1&2) (Approved)
MIL.STD-2301 L

IPC ISO/EC Digital Compreasion aend Coding of Coetieuao - Torte Still 10919.1:1994 Mandated
Images, Par I: Requitrowettt end Guidefines (a pnofiled (Approved)

b MIL-STD.t 18-198A - JPEG)
OPC DOD Bi.l.vel Image COmpISeoe MIL-S1D-8.- 196 MMaodad

(Approved)

GPC DOD Vector Quaeeztioe (VQ) Docomproseio for the NITFS MIL-STD-188-199 Mandated
of 6/27/1994 (Approved)

GPC DX(U National Imagery Trnaeiasion Format version 2.0 MIL-STD-2500A Mandated
(Approved)

THD TBD JPEO Fitoe booae Formatl (JF•). Version 1.02, C- WIF Mandaled
Cobe Microsyems for ratter gtnde data (Approved)

GPC DOD National Imagery Trsmiution Format Steeoatd MIL-HDHK- beformatioAl
1300A (Approved)

3.5.6.2.2 Alternative specifications. No alternative specifications exist.

3.5.6.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.S.6.2.4 Portability caveats. Portability problems with the existing standards are not known.

3.5.6.2.5 Related standards. The remaining National Imagery Transmission Format Standard
(NITFS) documents are related.

3.5.6.2.6 Recommendations. The mandated standards are recommended.
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3.5.6.3 Vector graphics data interchange. (This BSA appears in part 5, Data Interchange, and
part 6, Graphics.) These standards provide file formats for the storage, exchange, and
import/export of raster or vector graphical drawings and images.

3.5.6.3.1 Standards. Table 3.5-38 presents standards for vector graphics data interchange.

TABLE 3.S-38 Vector graphics data interchant e standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

n~c ~ ~(Lifecycle)
____________ ~MIL-STD-2301)_______

NPCAWC ANSI/ISOIIEC Programmedee Hierarchicslatseemive (lrapitics System 9592-l.2.3,4:1989 Marmdated
(PHIGS and P!HIOS PLUS) (as profiled by FP11S PUB 153. with AN4DI:I992 (Approved)

1 1)
OPC NIST Initial Graphislc Eixcissge Specification (ICES) (adop: FPDS PUB Intormationai

ASME/ANSI Y14.26M-1989) (ICIES ver. 4) 177; 1992 (Approved)

NPC ANSI/US PRO IGES 5.2, Irestial Grasphics Exdmage Specification us PRO/11PO-I0 Informational
(Replaces ANSU1ASME Y14.26M-I989) (Nov 1"93) (Approved)

11-C ANSIINPESA Prepreas Digital Data Exchange - Tag Image Pile Foreset 1TS8. InfoeeoatiorA)
for Image Technology CrIHT) (Approved)

OPC DOD Dgtl Reroeaneation forConmemuicationof Prodosc MIL-PRJF-2IO Iotformationa)
Dams IDES Application Subsets Wn IDES Applc~iclo (Approved)

Protoools
GPC DOD ReqeWronoeois for Raster~raphica Represerstationut inae;y- MIL-PRP.2S002 Iseormational

Format (Group 4 Raster Sesesed Im~age) (Approved)

OPC DOD DigsiW Reprosetaio for Coromosttcatiese of Illustateies MIL-PRF'.29003 Informational
Data: CGM Aptplication Profile (based on FP11S 129) (Approved)

OPC DOD Coenputer (JephicsivMotatl (CCaM) Ispleoeotation MIL-STD.2301A Informational
Standard for National Lnsagety Traoafer Format Standard (Approved)

(N 
0

))bOwedomnPIPS 129) _ _ _ _
NPC ANSI/AIIM Recomeoonded Practice; Pile Formsat for Storage sand MS53-1993 Ioforoational

Excliango of Images; Bi-Level Imoage File Foermat: Part I (Approved)

(3PC DOD Digital Representation for Comeominscation of Product MIL-D.2S(EOA(I) lrnformatiool
Data: 1(185 Applicative Subtsets and IGES Applicatiort of 12/14/92 (Sopetseded)

Protocols________
(tPC DOD Reeqoirernoents for Raster Clesplides Reprenrtetioo is Emerty MIL-R-2tfll2B(l) Informational

Formttos(Group 4 Raster Scanned Itoages) of 9/20/1993 (Superseded)

(Ipc DOD Digital Representstioo for Communaication of Illurstraion MIL-D-28003A))) Informations!
Data: CGM Applicationt Profile (based! on FP11S 128) of 8/14/1992 (Superseded)

NPC ANSIIASMI/ Digital Represeotatioo for Cormmunicatioo of Product Yl4.26M: 1989 inforomational
Definition Data (Sup-endld

3.5.6.3.2 Alternative specifications. The following specifications are also available:

a. BMP (Windows Bitmap) - Proprietary,
b. CGt (Computer Graphics Interface)
C. GIF (Graphics Interchange Format) (Used by CompuServe)
d. NAPLPS (North American Presentation Level Protocol Syntax)
e. PDL (Page Description Language) - Proprietary
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f. TIFF (Tagged Image File Format) - Proprietary
g. VDM (Virtual Device Metafile)
h. VDI (Virtual Device Interface)

3.5.6.3.3 Standards deficiencies. The COM standards have limited capabilities for handling 3-D
geometries, providing fine control over line drawing details, and using font resource references
enabling reasonably accurate font substitution (the latter is an understatement), and describing
color. Several addenda and amendments are being developed. The addenda would add a global
symbol capability, 3-dimensional geometry extensions, and improved engineering drawing
capabilities (such as better control over fine details of line drawings). The amendments listed in
table 3.5-20 are concerned with fonts and color. These CGM changes are intended to be
upwardly compatible with existing versions of the specification.

3.5.6.3A Portability caveats. Portability problems for existing versions of the CGM standard are
unknown. Potential portability problems exist for the CGM addenda and amendments, as with
any new version of a specification or product, even thnugh the standards groups are developing
their specifications with upward compatibility in mind.

3.5.6.3.5 Related standards. The following standards are related to graphics data exchange or
graphics data exchange standards:

a. ISO 9281: Identification of Picture Coding Methods.

b. ISO 10918-1: Digital Compression and Coding of Continuous Tone Still Images,
Part 1: Requirements and Guidelines.

C. ISO 10918-2: Digital Compression and Coding of Continuous Tone Still Images,
Part 2: Compliance Testing.

d. ISO CD 11172: Coding of Moving Pictures and Associated Audio.

e. ISO SC21/WG5, N4192: Proposed FTAM Document Type to Support CGM.

f. ISO SC21/WG5, N5165: FTAM Constraint Set and Document Types for CGM.

g. MIL-HDBK-1300A, NITFS

h. MIL-STD-2500A, National Imagery Transmission Format (NITF) Version 2.0 for
the NITFS.

3.5.6.3.6 Recommendations. The mandated standards are recommended.

The following wording from the APP is recommended for specifying data interchange standards:
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"All computer graphics metafiles acquired to describe, store, and/or communicate graphical
(pictorial) information in vector format among different devices, systems, and installations should
comply with the requirements set forth in FIPS PUB 128-1. Computer Graphics Metafile
(COM)."

The use of CGM is widespread, and many (most) off-the-shelf products for graphics data
interchange are compatible with it.

It is important to consider the specification of CGM conformance in procurem:-.its because CGM
is important to the integration of PC applications with the enterprise. Most PC graphics, word
processing and desktop publishltng programs support the importing and exporting of pictures,
bidirectionally to other PC programs and between PC and server/minicomputer/ workstation
applications.
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3.5.6.4 Color definition. (This BSA appears in part 5, Data Interchange, part 12, Multimedia,
and part 13, Human Factors.) Color definition deals with establishing a reference base for
identifying colors to aid in the matching and exchange of color. Color definition standards apply
to definting color in general, and not only to color definition for information technology systems.

3.S.6.4.1 Standards. Table 3.5-39 presents standards for color definition.

TABLE 3.5-39 Color definition standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

_________ __________ (Lfecycle)
NPC ASTh4 StansdardTest Medodfor Comuing st Colonsof Objed. E308(1990) Irtforrnatioeol

by Using the CIE System (Approved)

NPC EMA 1976 CIE-UCS Chromaticity Diagram with Color T5B26 (1988) Information~al
Bouncarisdu (Approved) I

[PC ISO CIEStandadColonmsetrioIllumjoarus CIE 10526 (1991) Informationsal
(Approved)

[PC ISO CIE Standard Colonematsc Observers CIE 10527 (1"91) informational
(Approved)

IPC CIE Recosommeedulions on Uniform Color Space, Color, CIE Pub,. 15. Soppd. Infooastio~at
Difference Equsations. and Psychrometrzic Color Terms 2(1986) (Appreoved)

NPC NPESA Urslic Tedsnolopy - Input Dmal forcsuadsoeizadon of 4- 1`1.78,3 (1993) Informoational
Color Process printing (Approved)

NPC NPESA Graphtic Arls Peepreos Definition of Default ROB Do"e for 1711.7/4 Informations]
Use in the OsuphIc Arts Isohilsty (Approved)

N/A SMPIMMSAMV Unrefemuesd 24.bit ROB TechnkiclReport& Ioformational
SA/ISO (Approved)

IPC ISO/IEC Teot and Office Systems Coloor Aecitilodotre (OSCA) JTCI/SCIBAW05 ftofoemtoscjoo.
(Draft)

CPC ICC Definition of Named Color TBD lofossostioena
(Fvormutive)

NPC ANSI MT sod SpeMcsicruio for Web Offset pubhlications (SWOP) TBD Informational
COATS (Fonvojive)

The CIE (international Commission on Illumination) is the principal international standards
writing body for agreements for color, vision, and illunii -ation. Under ANSI1, four bodies work on
color-related standards, ANSI X3 works on office docu; tent automation and information systems.
ANSI IT8/CGATS is concerned with graphic arts. ASTM deals with color metrology and
standard practices, and SMPTE handles standards for color television and color monitors.

ANSI's Committee for Graphic Arts Technology Standards (CGATS) has eight subcommittees
working on topics such as materials handling, process control, and color data definition. NPESA
is the National Printing Equipment and Supply Association.

3.5.6.4.2 Alternative specifications. The following alternative specifications are also available:

a. Pantone Matching System
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b. RGB (Red, Green, Blue) - the method directly used by color video display

terminals

c. CMYK (Cyan, Magenta, Yellow, Black) - used in four color printing

d. HSV (Hue, Saturation, V.)

e. HSL (Hue, Saturation, Luminescence)

f. HVC

g. SWOP (Specifications for Web Offset Publications)

h. HSB (Hue, Saturation, Brightness)

L TIFF (Tag Image File Format)

3.5.6.4.3 Standards deficiencies. Comparison of color defined by the existing standards assumes
identical viewing conditions. There are no standards directly addrer-Ing compari&)ns across
viewing environments, although models are being worked on. Strict adherence to correct
presentation and output standards will require color calibration equipment.

3.5.6.4.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different color definitions
from the CIE. They are the CIEXYZ tristimulus values, and the CIELAB and CIELUV color
spaces. These standards have existed for a long time and are seen as the common basis for any
future unifying definitions. There are also the problems of color matching. For example, of 1012
Pantone colors for coated paper, 70 cannot be reproduced in the CMYK definition. CIEXYZ is
useful in comparing colors under identical viewing conditions CIEXYZ has a rigorous definition
and by itelf does not necessarily constitute a complete color specification. CIEXYZ is a
standardized set of primaries which are not physically realizable but can match all possible colors
with entirely positive tristimulus values. A new form of color definition is emerging, known as
high-fidelity color. The idea behind high-fidelity color is the use of five to seven different colors in
the printing process to widen the range of colors that can be printed. Two such models that have
appeared are the Kupper set which increases the number of printed colors in the blue region by
80%, and the VSF model which provides better performance in deep red and green colors. These
processes are very non-standard and should be avoided at present.

Common systems typically do not support colorimetric calibration.

3.5.6.4.5 Related standards. The following types of standards are related to standards for the
definition of color:

a. color matching standards
b. color data exchange standards
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c. color use standards
d. style guide standards

3.5.6.4.6 Recomnendations. The approved standards in this section are recommended where
they are applicable. Maintain original copies of source material so that revisions can be produced
for next generation systems that will allow the inclusion of calibration information.
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3.5.6.5 Color data interchange. (This BSA appears in part 5, Data Interchange, and part 13,
Human Factors.) This BSA deals with the specific problems of interchanging data about color in
computer graphics.

3.1.6451 Standards. Table 3.5-40 presents standards for color data interchange.

TABLE 3.5-40 Color data Interchanze stndards ____

Standard Sponsor Standard Standard status
Type Reference DoD

________ _________(Lifecivcle)

[PC ISOIIEC OroTechnoilogy -Prepross Digital DataExchange.- 1075541992 Infomxational
Colour Picetue Data on Magnetic Tape (ANSI M1. I. 19U) (Approved)

WPC ISO Glraphi~c Technology - Preprer. Digital Date Exchange.- 10756:1994 lefotnational
Colou Lime Art Die on Magnetic Tape (Appro~v-)

[PC ISO Graphtic Technology - Preperea Digital Data Exchange - 10759:1994 lnfooeatioeoll
Online Tranafer ftoem Electroi Prawnet Syateena to (Approved)

______ ______ Colour Huadcoev, Deviees_ __ _

NPC NPESA Graphic Technology - lapelt Data for Characterization of 4- ITS.7/3 (1993) lnfoumatioeal
Color Peictot Printing (Approved)

NPC NPESA Graphic Arut Proprear Definition of Default ROB Data fur ITS.714 Infomtational
Use in the Graphic Arta Inouhtty (Approved)

WP ISO/IEC Genetic Architecture for Colour Dat& loturdtang .'ITSClCl1WO5 Wonfoatioeal
(OACDI) (Draft)

The Generic Architecture for Colour Data Interchange (GACDI) standard is a color architecture
standard that will provide a consistent color framework across document-related standards. This
standard will enable users to interchange color information in an open systems environment
through the use of color data and transform representations.

3.5.6.5.2 Alternative specifications. No altemative specifications are available.

3.5.6.5.3 Standards deficiencies. There are no standards directly addressing comparison across
viewing environments, although models are being worked on.

3.5.6.5.4 Portability caveats. Portability problems with the existing standards are unknown.

3.5.6.5.5 Related standards. Data interchange standards are related to standards for color data
exchange.

3.5.6.5.6 Recomirrendations. The approved standards in this section are recommended where
they are applicable.
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3.5.6.6 Color miatching. (This BSA appears in part 5, Data Interchange, and part 13, Human
Factors.) This BSA deals with the problem of matching displayed and printed colors in computer
Systems.

3.5.6.6.1 Standards. Table 3.5-41 presents standards for color matching.

TABLE 3.5-41 Color matchina sstandards_ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifeccle)_
IPC [so Graphic Technology -Preprens Digital Onts Excheange- 10758:1994 Informational

Online Transfro from Eloetonic Preprenn System. to (Approved)
Wolwu Hrdcoono Devimv _ _ _

NPC ASTh4 Standard Teat MitdW for Cocnsopsing thte Colon of objects E309(1990) Informational
by Using the CIE Systm (Approved)

IPC CIE Recomsme;odaiona a Uniform Color Spaces, Color- CME Pub. 15, SuppI. Informational
Difference Fquations. and Psychrometreic Color Terror 2(0986) (Approved)

NPC NPESA Graphic Tednoelogy - impt Dma. for Characerization of 4- n1S.713 (1993) Informatioeal
color Promns Printting (Approved)

NPC NPESA Graphic Arta Preprean Definition of Defaualt ROB Dtam for IT8.7/4 Informational
Us~e in the Gtaphic Aia Intduatry (Approved)

II ver, 3, 1994 1 (Approved)

[PC ISOAIEC Text and Office Systems Colour Archtitedctur (TOSCA) JTCUi5CIA/Was Inormoational

The ICC was formed in March, 1994, by Apple, Adobe, Silicon Graphics, Taligent, Agfa, Kodak,
Microsoft, and Sun for the purpose of defining profiles for color handling. The ICC Profile format
has no preferred color space, and provides for more than four input colors.

ColorSync Profile Consortium has adopted the CGATS.5 specification as its definition of
colorimetry and color measurement.

The Open System Color Association (OSCA) has taken on the role of providing industry with a
centralized, stable, reliable, and common source of certified color-calibration data. OSCA consists
oIf Agfa, DuPont, Fujifilm, Kodak, Radius, 3M, and 24 other non-founding member companies.
OSCA's work is in harmony with the ICC Profile format.

3.5.6.6.2 Alternative specifications. The following alternative specifications are also available:

a. Pantone Matching System (PMS)

b. RGB (Red, Green, Blue) - the method directly used by color video display
terminals

C. CMYK (Cyan, Magenta, Yellow, Black) - used in four color printing
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d. Apple ColorSync 2.0 (supports ICC and CMYK)

e. Kodak Precision Color Management System (CMS)

f. Electronics for Imaging (EFI) Inc., EFIColor

g. Hewlett-Packard ColorSmart

h. Microsoft Independent Color Matching (ICM) in future versions of WindowsNT
and Windows 95. (accepts ICC Profile Format).

i. Pantone Open Color Environment (POCE) (overshadowed by CMS and
ColorSync)

j. Panto., c ColorDrive (to standardize color palettes)

k. Trumatch SwatchPrinter

1. Tektronix TekColor

m. Agfa-Gevaert FotoFlow

3.5.6.6.3 Standards deficiencies. Comparison of color defined by the existin' standards assumes
identical viewing conditions. There are no standards directly addressing comparisons across
viewing environments, although models are being worked on. the issue of where and how to
correct color remains unresolved.

3.5.6.6.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different .;olor definitions
from the CIE. They are CIEXYZ, CIELAB, and CIELUV. These standards h,.ve existed for a
long time and are seen as the common basis for ary future unifying definitions

Because of their display orientation, all standards that are defining computer generated graphics
color, use ROB models. Most programmers assume that the RGB values they are using are linear
with display intensity and that may be approximately true depending on the response of the
graphics system. The acth..! colors produced vary according to the graphics system used.

3.5.6.6.5 Related standards. Color definition standards are related to human factors standards
for color matching.

3.5.6.6.6 Recommendations. The approved standards in this section are recommended where
they are applicable.

April 7, 1997 3.5-84 Version 3.1



hfrnlnTechnology Standards Guidance Data Intechsingi Services

3.5.7 DOD messaging. The following base service area deal with e'%ecialized topics of message
exchange in real time tactical systems.

3.5.7.1 Interchange of formatted military messages. These standards specify military fixed and
variable format messages used in the exchange of tactical information. Most of the standards for
formatted military messages are not open syst-.ms standards and, therefore, do not conform to the
design requirements for open systems.

3.5.7.1.1 Standards. The following table presents the major DOD joint standards for the
exchange of preformatted tactical military messages. Not all the standards listed below are open
systems compliant and, therefore, fall outside the purview of this document. They have been
included for completeness.

Table 3.5-42 presents standards for interchange of formatted military messages.

TABLE 3.5-42 Interchange of formatted military mr saes standards
Standard 1 Sponsor Standard Standard Status

Type IReference DoD
I - (Lifecycle)

GCP DOD Message Text Pomtnat (MTh) (NOTE 1) Interim MIL-STD- Mandated~
6040 nedl CJCSM (Appeeved)

6120.05 _______
GCP DOD Joint Tactical Infoanaijee Distribution Syatem (7005) JlE0 MTDP-TE) Mandated

TeDes n esfcei~gn Plan - Teat Edition COIDP-TE) (Approved)~DIIL I MesauuxeStandard)_____
GCP DOD National Imagery Tranamission Format veraion 2.0 MRL-TD-2500A Mandated

(Approved)

IPC NATO ADSIA Interopenabi~liy Standards and Allied Operating Procedores STANACI 5516 & Mandated
for NATO Link 16 ADAIP.16 (Approved)

GCP DOD Tactical Digital Infoenations Link (TADIL) Message MIL-SMO6011I Infoenatiorual
Standarda (TADIL A, B, and C) (NOTES 3 and 4) (Approved)

[PC NATO ADSIA Interiom Joint Tactical [nfornation Diattilsttion System UMS Decision Lifon"nuioex)
(ITIDS) Mesaoge Specification (SIMS) Paper 4 and 5 (Approved)

[PC NATO ADSIA Interim Joint Tactical Inforrouaion Diatribution Systemn IMS Decision Informational
(JTIDS) Mossage Speciication (IJMS) Standing Operating Pasper 6 (Approved)

________Procedures (SOP)
([PC DOD (lIED) Muiti-TADIL Data Extraction and Reduction Guide JIEO DERD-Doid. Informational

WOERD) (Approved)

([PC CICS Joint Molti-TADIL Operating procedores (NOTE 8) Joint Pub 3-56.20 (oforoatliona
thru 23 (Approved)

OCP DOD Army Tactical DATA Link- I (AMOL-1) Mesaege MIL-STD-6013 hcfonarona)'4Standard (Not. 6) (Approved)

"1f .F) ADSIA NATO Petfoenance Standurda and Allied Operating STANAD 5601 & Infourrnsional)
Proceduena for Ship-Shor-Ship Buffer ADAIP- 12 (Approved)

[PC- (TO ADSIA NATO Mesange Trot Format: (MMl and Allied Operating STANAD 5500 & Informational
Procetharr ADAfl'.3 (Approved)

IK NATO ADSIA Interoperability Standards and A~lled Operating procedores STANAG 5501 &k Infornational
foe NATO Link)) ADATP-31t (Approved)

NATO ADSIA Ioteroperabtilty Standard. and Allied Operating Proocdurra STANAG 5504 & InfonoatNioon)
for NATO Link 4 ADATP.4 (Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
EpC NATOADSIA Intwpnnbky StnmDnbu ndAWWndOponm&ng mnodan STANAG 5511 & Infonnjoa

for NATO Link II and I IIB ADAIP- I I (Approved)

[PC NATO ADSIA Data FonvAding Standuds for NATO Data Link STANAG 5616 W11onnaioad(Draf)

[PC NATO ADSIA lnteoperability Standuds for NATO Link 22 STANAG 5522 Eanging
(Draft)

GPC DOD Varislle Mnnage Forma (VMF) Inmerface Opermng VMF (lOP) Emerging
Pocedures OOP) (Patial Draft)

GPC DOD Tactical Digital Infonmalion Link (TADIL C) Meange interim Mn-ST- ldormational
Standard (NOTE 5) 60M4 (Draft)

Notes:

(1) United States Message Text Formats (USMTF) provide a structured format for
use by the military services and other government agencies. It is a character-
oriented message (COM) and can be transmitted in record or voice formats. It is
used to transmit down-channel, lateral, and up-channel information.

(2) Variable Message Format (VMF) messages are bit-oriented messages (BOM) that
are used to exchange information that is time sensitive (but not real-time), requires
a response or action, and are machine readable. The structure of VMF messages
are designed to provide specific information consisting of specific fields. The VMF
standard continues to expand under configuration control. This expansion is
expected to continue through FY96.

(3) Tactical Data Information Link (TADIL) A is a secure, netted data link using
parri,-' transmission frame characteristics and standard message formats at either
725 ' , 1364 bits per second. TADIL A operates in the high frequency (HF) and
ulti,-aigh frequency (UHF) frequency range. TADIL A is interoperable with
NATO Link 11.

(4) TADIL B is a secure point-to-point data link utilizing serial transmission frame
characteristics and standard message formats at a basic speed of 600 or 1200 bits
per second. This data "nk interconnects tactical air defense and air control units.
Message formats are the same for TADIL B and TADIL A. TADIL B is
interoperable with NATO Link II B.

(5) TADIL C is a time di- "ion data link between control station and controlled
aircraft. It provides the capability for automatic transmission of orders, status, and
other information. Datm exchange is accomplished on a fully automatic link at
5000 bits per second, using serial transmission. TADIL C uses the UHF frequency
range. TADIL C will be updated and republished in a separate MIL STD in FY96.
TADIL C is interopet le with NATO Link 4.

April 7, 1997 3.5-86 Version 3.1



Informntir• Technonog Standardg Guidance Data Interchanae Services

(6) The Army Tactical Data Link (ATDL-1) is a point-to-point digital data link using
serial transmission frame characz..ristics and standard message forraats at a basic
speed of 600 or 1200 bits per second. This data link connects tactical air control
and defense-oriented systems.

(7) TADIL J is a high capacity, secure, jam-resistant, nodeless broadcast-type RF data
link that uses a time division multiple access (TDMA) protocol. It provides
information distribution, position location, and identification capabilities in an
integrated form for tactical military operations. TADIL J uses the Joint Tactical
Information Distribution System (JTIDS), and the protocols, cowventions, and
fixed word message formats defined by the JTIDS Technical Interface Design Plan
- Test Edition (TIDP-TE). JTIDS operates in the upper ultrahigh frequency Lx
band. TADIL J is interoperable with NATO Link 16.

(8) Joint Multi TADIL Operating Procedures are currently undergoing a rewrite. The
existing four Joint Publications will be replaced by CJCSM 6120.01 with
anticipated distribution in late FY96.

3.5.7.1.2 Alternative specifications. No other specifications are available.

3.5.7.1.3 Standards deficiencies. These standards have no known deficiencies. Since these
standards are configuration managed, any desired or required changes to them must be approved
through a formal configuration process and approved by a configuration control board (CCB).

3.5.7.1.4 Portability caveats. Portability caveats are not applicable to these systems.

3.5.7.1.5 Related standards. No standards are related to these tactical, preformatted military
messages.

3.5.7.1.6 Recommendations. Any program manager considering using one of the above
standards should contact JIEO, Code JEBC, for additional information. These standards are not
subject to tailoring.
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3.S.7.2 Tactical communications. Tactical communication is a method or means of conveying
information of any kind, especially orders and decisions from one command, person, or place to
another within the tactical forces, normally by means of electronic equipment (including
communications Security equipment).

A tactical communication system is a system configured by various types of fixed-size, self-
contained assemblages; switching, transmission, and terminal equipment; and interconnect and
c.ontrol facilities used within or in support of tactical military forces. The system provides
securable voice and data communications among mobile users to facilitate command and control.

3.5.7.2.1 Standards. Table 3.5-43 presents standards for tactical communications.

________ TABLE 3.S-43 Tactical communications standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

- - ooted o~muniaioeProoco 2 (ACO) fr - (Lifecycle)
OPC DOD TciaComnctoPrtcl2(A0)frhe MIL-5TD-204S. Mandated

National Imnagery Transmission Pormat Standard (Nfl'S) 4450D of (Approved)
6/18/1993 _______

OPC DOD I nteoainlityStandardfor DigitalMessageTransfer MEL-5TD-IflS- MWandte
Device (DM10) Si~ubystaoe, July 27, 1995 220A (Approved)

OPC DOD Interoperonslity and Performance Standurds for Tactical NWISTD-I1fi. Inlononiional
Digital Information Link (TADIL) C (NOTE 5) 203.3 of 10/5/88 (Approved)

GPC DOD Iteotrpenddility and PerformanceStand"zd forTactical MIL-STD-IU. lefeoaional
Digital tnformation Link (TADIL) A (NO0TE 3) 203A-1 of 1AS/1988 (Approved)

GPC DOD interopersoidjl and PerformanuceStandards for Tactical M1L.STD-.189.212 Informational
Digital Inform~ation Link C1'ADIL) B (NO0TE 4) of 10/17/1992 (Approved)

OPC DOD Transport Profile: Reliable End Systemn Teansport for DOD NMI-STh).2045- Infonnationul
Comemicaioea14500 Pure (Approed)

_________ :Murch 1994
(IPC DOD SIMPLEX Transport Profile: CLIh over CLNS ML-STD-2045- Iofonatiooul

14501 (Approved)

GPC DOD Commono Mvemualling MIL-STD.2045. loformation"l
17501 (Approved)

(IPC DOD Mfility Messaging MIL-Sr-i-2045. Infoevational
(7502 (Approved)

(IPC DOD DoD Standardized Profile. -PFile Transfer, Access anod M[L-STD.2045. lefornoalioual
Mmaugerorot (FTAM) - Pans. 1.4, and 5 (References ISO 175080. Parts 1.4, (Approverd)

8571 partts 1-5) nod 5: 7/94
GPC DOD National Imagery Transmeission FormatStandard (NITFS) NITM V.1.1 lofM.1ovativl

I I(sop-eoded)

NITF standards are mandatory for secondary imagery systems.

3.S.7.2.2 Alternative specifications. The following specifications are also available:

a. ISO 8802/3 (same as IEEE 802.3)
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b. ITU-T 1.441: Integrated Services Digital Network (ISDN) User Network
Interface, LAP-D Data Link Layer specification

3.5.7.2.3 Standards deficiendes. The Tactical Communication Protocol-2 (TACO2) protocols
perform well in half-duplex mode using low-speed and/or dedicated resources and circuits that
have long turnaround times. This limits them to tactical environments that often have these
features. But the TACO2 protocols are not a substitute for high-level packet switching protocols
typically found in networked environments. FED-STD-1037B defines point-to-point transmission
(i.e., transmission between two designated stations). X.25 also supports point-to-point
transmission.

3.5.7.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.5.7.2.5 Related standards. The following standards are related to tactical communications or
tactical communications standards:

a. ISO/IEC International Standardized Profile (ISP) 10607: Information Technology
- ISP - FTAM Protocol

b. ISO 8571-5: FTAM Protocol Implementation Conformance Statement (PICS)

C. ISO/IEC ISP 10611 (Draft): Information Technology ISP - Message Handling
System Comm Messaging

d. MIL-HDBK-1300A, NITFS

e. MIL-STD-2500A, NITF Version 2.0 for the NITFS

3.5.7.2.6 Recommendations. MIL-STD-2045-44500 is recommended. When specifying
communication products to be used in the tactical environment, procurements should require
products that support a commercially available communication protocol that perform; file
transfers and/or message transfers with a variety of systems, rather than developing a unique
capability specific to a site.
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3.5.8 Compression. These standards specify algorithms for compressing data for storage and
exchange over a network. Data compression can reduce communications loading by as much as
80 percent without affecting the form of transmitted data. Compression requires application of
the same algorithms at the sending and receiving locations. Compression algorithms for data must
be "lossless" so that the expanded output exactly matches the original input. Compression
algorithms for images and audio may be "lossy," where some data may be lost, but the expanded
output is not noticeably different from the originel input.

3.5.8.1 Text and data compression. This service supports general purpose compression of any
data, including text files, data files, and executable programs. For these applications, the
compression must be "lossless."

3.5.8.1.1 Standards. Table 3.5-44 presents standards for text and data compression.

TABLE 3.5-44 Text and data compression standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CpC X/Opm Single UNIX Specification (Spe 1170) Commands and C436 (9J94) Adopted

Utilities. Isse 4. verson 2 (pat ofXPO4) (Approved)

[PC ISO/IEC Data Comepresion for lnformation Interchange - Adaptive 11558:1992 Informational
Coding with Embedded Dictionary - DC.Z Algorithm (Appmoved)

IPC ISOAEC Procedure forthe Registratlon of Algorithms for the 11576:1994 Informational
Lossles Comeression of Data (Approved)

IPC ISO/IEC Data Compesion for Information Interchange - Binary 12042:1993 Informationas
Arithmetic Coding Algorithm (Approved)

NPC ANSI Compsction Algorithm. Binary Aridhneeic Coding X3.225 Informational
(Approved)

IPC ECMA Dta Compmeaion for Information lnterchange - Adprie 151 (1991) Informational
Coding with Embedded Dictionary - DCLZ Algorithm (Approved)

IPC ECMA Data Compression for Information Intechange - Binary 159(1991) Infomealioeal
Arithmetic Coding Algorithm (Approved)

[PC ECMA Adaptive Losless Data Compression Algorithm 222(1995) Informational
(Approved)

Huffman coding is a statistical data compression technique that substitutes bit strings for character
strings based on the frequency distribution of their occurrence. Strings that occur more frequently
are replaced by shorter strings. Huffman coding is optimal when all symbol probabilities are an
integral power of 1/2, which rarely occurs.

Arithmetic coding uses a similar technique for coding character strings based on their frequency of
occurrence, and can achieve very close to the theoretical maximum reduction in message size.
However, it can consume large amounts of computing resources in terms of CPU power and
memory.
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Substitutional compressors replace an occurrence of a particular phrase or group of bytes in a
piece of data with a reference to a previous occurrence of that phrase. There are two main classes
of schemes, named after Jakob Ziv and Abraham Lempel, who first proposed them in 1977 and
1978. The LZ78 based schemes work by entering phrases into a dictionary, and replacing repeat
occurrences with an index into the dictionary. The most well known of the Lempel-Ziv algorithms
is Terry Welch's LZW scheme, which he designed in 1984.

A second Lempel-Ziv compression scheme, called LZ77, keeps track of the last N bytes of data
seen, and when a repeated phrase is encountered they output a pair of values corresponding to the
position of the phrase in the buffer and the length of the phrase. In effect, the compressor moves a
fixed-size "window" over the data.

(Note: Much of the material in this section was derived form the Frequently Asked Questions
(FAQ) in the Usenet newsgroup comp.compression. This file can be found on the World Wide
Web at http://www.cis.ohio-state.edu/hypertext/faq/usenet/compression-faq/top.html.)

ISO 11558 describes an LZ78 algorithm, while ISO 12042 and ANSI X3.225 describe arithmetic
coding algorithms. The "compress" utility uses the LZW algorithm. The "pack" utility uses static
Huffman coding. The "zip" utility and the compatible MS-DOS product PKZIP use LZ77
compression followed by static Huffman coding of the result. The "gzip" utility uses a similar
scheme. In addition, the "gunzip" utility can uncompress files created by "gzip", "zip" "compress",
or "pack."

3.5.8.1.2 Alternative specifications. The following specifications are also available:

a. Utah Run Length Encoding (RLE): University of Utah.
b. IFF: Electronic Arts.
c. Sun Rasterfile: Sun Microsystems.
d. Other proprietary specifications such as ARC, AR7, ARJ, LZH, PAK, and ZOO.
e. GNU data compression utilities: (gzip) Free Software Foundatiun.
f, ZIP, version 2.0.1

3.5.8.1.3 Standards deficiencies. None of the ISO standards have been implemented in products.

The Arithmetic algorithms use excessive amounts of computer resources, and therefore have not
been implemented in any widely-used products or utilities.

The LZ78 schemes can require more memory than LZ77 schemes, which require only a fixed
buffer.

Huffman coding schemes, such as used in "pack," are not as efficient as Lempel-Ziv coding.
Huffman coding requires that a substitution table be transferred before the compressed data so
that the receiving end can do the decompression. This adds overhead, particularly for short files.
An alternative is to use a fixed substitution table, perhaps based on the frequency of English
letters, but this is inefficient for non-text files. In contrast, the Lempel-Ziv substitution algorithms
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allow the receiver to decompress the output without receiving any advance overhead tables. The
dictionary, if used, can be constructed "on the fly" from the received data stream.

Several Arithmetic and Lempel-Ziv schemes are covered by multiple, overlapping patents. Of
note, the LZW scheme, used in UNIX "compress," CompuServe GIF graphics compression, and
the V.42bis modem standard, is covered by patents owned by IBM and Unisys. The developer of
the PKZIP product owns the patent for one LZ77 scheme. Several Arithmetic schemes are
covered by IBM patents, including the scheme used in JPEG image compression. Most of these
patents cover algorithm implementations rather than the output format.

3.-.8.1.4 Portability caveats. Although many compression utilities use the same basic algorithms,
individual manufacturers, soft ware developers, and computer services have adopted their own
options and internal storage formats. This has led to many different specifications that have
incompatibilities. A unifying standard is needed.

3.5.8.1.5 Related standards. The following standards are related to text and data compression:

a. ITU-T T.8 1, Joint Photographic Expert Group (JPEG) standard

b. FIPS 170:1992, Data Compression ir. Modems Employing CCITI'
Recommendation V.42 Error Correction.

3.5.8.1.6 Recommendations. X/Open C436 "compress" and "uncompress" are recommended.
These utilities are provided with almost all UNIX implementations, and are readily available for
other platforms. The "pack" and "unpack" utilities were recommended, and are still included in
the X/Open C436 specification, but X/Open plans to remove them in a future version. Systems
using "pack" should migrate to "compress."

The Free Software Foundation "gzip" is also recommended. It is widely available without charge
for a variety of platforms. It has been specified for use as a standard for software distribution by
several DOD software programs.

The zip file format is widely used, especially in MS-DOS environments. Only properly licensed
copies of the PKZIP utility or the compatible "zip" utility should be used. Creators of compressed
files to be exchanged between MS-DOS systems are encouraged to create "self-extracting" files
that can be distributed and automatically decompressed on other MS-DOS systems without
license restrictions.
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3.5.3.2 Still image conmpresslon. (This BSA appears in part 5, Data Interchange, and part 6,
Graphics.) Still image compression standards provide the capability of reducing storage needed
for raster graphics files. This compression can be either exact (loss-less) or approximate (lossy)
upon reversal, depending upon the algorithm. The JPEG is interested in developing standards
covering compression and decompression of still-frame, continuous tone, photographic (gray
scale or color) digitized images by facsimile.

3.5.8.2.1 Standards. Table 3.5-45 presents standards for still image compression.

TABLE 34545 Still image compression standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

_____________________________ __________ Lifec: cle)
]PC ISOMIC Digital Coirnprenaion and Coding of Cordinwoun -Tone Still 10918-1:1994 Mandated

Images, Past 1: Re raemntsl and Otiddelinnos (an profiled (Aproved)
________by MIL-SID-I8- 198A - JPEG)

GPC DOD Bi-L-vee Imnage Compression for the National Imagery MaL-STD-I88-I9 (eA~deed
Transmisuion Por"atStandards (NrTPS) of 6/11/1993 (Appeoved)

GPC 00D VectorQuatzto (Voj Deonpression for the NrrpS MIL-STD-18I-199 Mna
of 6/2711994 (Approved)

GPC NIST Greup 3 Foenreile Apparatus for Documente Tranasmission M1' PUS Inoromational
147:1981 (Approved)

((PC NIST Procedures fvr Docume~nt Facsimile Tranasmission (Adopts FP1S PUB Intformataonal
EIA.RS.466) 148:1982 (Approved)

UPC NIST Gen"ea Aspects of Group 4 Pacsimile Appareatu (Adopts PHIS PUB Informational
EIA-536-1985( 149:1988 (Approvd)

(]PC NIST Pacsimile Coding Schneme and Coding Control Functions IP11S PUB lofomiarionall
for Group 4 F~acimile Appareatu (Adopt. EIA 538-1988) 150:1988 (Approved)

(PC ITU-T Swtsdaisdjration of Groupr 3 Facsimile Appartusa for T.4 (1993) laformutiona.(
Document Transmdesion: Terminal Equipment and (Ar reoved)

Protocols for Telearrtic Services
(PC ITU-T Pau Coding Sdwneme & Coding Control Praretiona for T.6(0989) Ioformational

Greup 4 Fao Atpparatus - Tneedoal Equipment & Protocol. (Approved)
for Teltrootic Services

(PC ITU-T Digital Comepression and Coding of Coetinnona - Tone Still T.81 ((9,93) Ioformntiotro(
Images.- Req~rdreMn and Guiddelines -Terminal (Approved)
Bquien and Protocol& for Telenootic Servicres_____

(PC (SO/IEC. Digital CompressioondwWCoding of CvrnineoutTone Still 10918-2:1993 otf~orw~ioe.(l
Imaese- Paen 2: Compilance Tettiog (Approved)

(PC ISO/SEC Progressive 81-Lord Image Comrpression (BIGK) ((544 Informational
Corepmseion Algoridhe for 8(al".and.White Imangeo (Cortig rodeo (Approved)

____________ ___________ _____________________________________ 1):1995 _______

(PC ISO/IEC Dat. Comopression for leforreaton (eterehanger. Adaptive 11558:1992 Ioformatioeal
Coding with, Embledded Dictioenay - DCILZ Algorithm (Appraovd

[PC (SO/SEC Proedure for tire Registrleaio of Algorithmrs for the 11576:1994 Inforrmational
L~osslest Compression of Data (Approved

[PC (SO/SEC Data Compreession for Infoormation (orerohange - Binary 12042:1993 Informational
Aridhmetic Codong Algotither (Approved)

(PC I'lli-T Comm-rroComoponentsfor[.age Comresseeion and T.800(992) Intformativnal
Communeoication - Baoic Principles.- Terminal Eqoipmect (Approved)

and Protocol for Teleroatic servicea
[PC (TILT Coded Represeontaionof Piarore&W Audio Infoeeation. T.82 (1993) loformatonallo

P'rogressive 81-Level (tImage Corepreoion - Terminoal (Approved)
________ iorrrarid Prnorolt for Teleeratic Serviceri
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Standard Sponsor Standard Standard Statuls
Type Reference DoD

________(Lifecycie)

GPC DOD eqIraounorae for Red" Grplace Represntation us Binary MIL-PRF-2WM0 lanfonndonal
Foeame (Group 4 Roster Scanned Images) (A peoved)

amC DOD Adaptive Recus~ive Iffiespotneed Diffee ittial pulse, Code ML-Sn)- 188- IýMatsfonnl
Moduslation (AR3DPCM) for the National hmagosy 197A of (Approved)

_______ Tranhaniono Form Standurid. (NflFs) 10/12.'1994
NPC ANSI Comp-.eio Algorithm. Binary Auiinew- Codling X3.225 lstomiationel

(Approved)

[C ISOIIEC Digital Conrpraoio and Coding of Coaninuous.Trrte Still 10919-3:1995 tnfoonationni
knave . Part 3: EMOtUsoe (Draft)

IPC ISOAEr DigitLW Croepneafion and Coding of Conatinwem-Tof. Still 10913-4:1996 Inforntatioeal
Images . Rogelttreil Procadure. for JPEG profile. APPo (Draft)

I____ osofth, end SPEFF Proftle ID masker
[PC ISCAEC Ceding of Movintg Pidturen and Aeaedeied Audio for 11172-5 Iranmfiosatiel

Diglital Storage Media ape to bou 1.5 Mbil/wo (MPEG 1), (Draft)
PutS5: Technikal Ropoit en Softwarte for L50/IEC

11172:1993
[PC ISOAEC Generic Moding of Moving pictures and Associsied Audio 1 3918-4 Broftsieg

Inormation (MPE02) Pest 4: Compliance Testing tDrah)

GPC DOD Requrmees.forRmierdmpdsicRepmmeesatienin Bieey M[L-R-20092B(I) Ioornatonaeeel
Foneat (Oroiqi 4 RaneeeScnnned Inmages) of 9t201993 (Supaterded)

NITFF standards are mandatory for Secondary Imaging Systems.

3.5.8.2.2 Alternative specifications. The following compression methods are also available:

a. LZW compression algorithm.
b. Fractal transforms.

3.5.8.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.8.2.4 Portability caveats. The DOD NITIFS Adaptive Recursive Interpolated Differential
Pulse Code Modulation (ARIDPCM) compression scheme for eight-bit gray scale images
eventually will be replaced by the ISO/JPEG standard in the broader community, thereby
providing the potential for incompatibilities with existing ARIDPCM-based systems. Fractal
transforms are still in a preliminary stage and continue to present many problems.

Motion Pictures Expert Group (MPEG) is a joint development project of ISO and ITU -T. The
same organization is responsible for the JPEG standard. Coordination of the standards in this
area, ITU-T H.261, JPEG, and MPEG will depend on ISO and ITU-T.

3.5.8.2.5 Related standards. The following standards are related to non-text data compression
standards:

a. MIL-HDBK- 1300A, NITIFS
b. MIL-STD-2500A, NITF Version 2.0 for the NITFS
C. Various multimedia standards
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d. ast.r graphics standards
e. ISO/IEC 11172, MPEGI
f. ISO/IEC 13818, MPEG2

3.5.8.2,6 Recommendatio. The standards listed as mandated are recommended. If the DOD
ARIDPCM compression scheme defined in the NITFS is specified in a procurement, a migration
strategy to the ISO/ITU-T/JPEG standard also should be required. NITFS only supports ITU-T
Group Il compression, while CALS only supports Group IV.

Use the NITPS compression standards or CALS compression standard, as applicable. The
MPEG and Joint Bi-Level Imaging Group (JBIG) standards should be considered for their
specialized areas of use. The NIST and ITU-T standards for facsimile are recommended also.
Lossless versus lossy compression: Group 4 facsimile is compatible with Group 3, but Group 3
facsimile is not necessarily compatible with Group 4. NITFS supports group 3, and CALS MIL-
PRF-28002 supports group 4. If a file is compressed using group 4 facsimile, it will not be
readable by a group 3 facsimile system, but a file compressed using group 3 facsimile will be
readable by a group 4 facsimile system.

The JPEG standard can be implemented in hardware or software, and is already available in
commercial products. However, sites purchasing JPEG products based on the draft versions of
the standard should require vendor assurance that the products will comply with the international
standard.

ITU-T H.261 is recommended for applications that require a 64-Kbit/second line rate. JPEG is
recommended for still image applications when its data loss does not impact on the system
function. MPEG is recommended for moving image applications when its elimination of
redundant information between frames does not impact on the system function.
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3.5.8.3 Motion image compresion. ý. )tion imagc compression standards deal with moving
pictures coding and associated audio for digital storage media.

3.5.8.3.1 Standards. Table 3.5-46 presents standards for motion isnage compression.

TABL~E 3.5-46 Motion image compression stnkdards _____

Standard Sponsor Standard Standard Status
Type Referenee DoD

________________________ ________ (Lifecycle)
[PC [50/IEC Codioo of Moving Picture; tind Associated Audio for 11172-1.2,3:1993 Mandate

Digia storage Media up to ntabot 1.5 Mbintse (MPBG 1). (Approved)
Pus) 1: Systems, Pust2: Video. Putt 3: Audio (woith

Technical Cotetegendurn 1:1996)
[PC [5O/[PC (InsanerCoding of Moving Pitsis.o and Associated Audio 13818-1:1996 Mandated

Information (MPEG 32).PlRA 1: Systems (Approved)

EIPC ISO/IEC Genetric Coding of Moving Pictures and Associated Audio 13818-2:1996 Mandated
Information (MPEG2). Pat 2: Video (Approved)

[PC ISO/EEC Coding of Moving Pidctres and Associated Aodio for 11172-4:1995 lnfoesnabsonai
Digitol Storage Media up to about 1.5 Mbtotsec (l`aFEG 1). (Approved)

Pnat4: Confonnanoceoine ____ ______ _____

[PC ISO/IEC Peogrnaaivn Hil-l"ve) mage Coupo .cirUB1130) 11544 Infoermational
Compreasion Algortidm for Black-and-Whine Images (Coreigendurn (Approved)

1):1993 ________
[PC ISO/IEC Data Coctupesalon foreInfornation Interchsange - Adaptive 11558:1"92 Infonnazional

Coding oi*'. Enmbedded rlictionuay - DCLZ Algoeithmn (Approvd)

[PC [SO/IEC Procedure for dhe Registration of A~gorislan for the I I576: 1 "4 Informativnal
Loaaleaa Compression of Data (Approved)

[PC ISO/IEC Data Coropreanen for Informatison Interchange - Binaty 12042:1993 lsi'tmationa[
Aritonetic Coding Algorithmr (Approved)

[PC [5O/IEC Gisnoric Coding of Moving Pictures and Assoiated Aodio 13818-9:1996 Informational
Infoeemation (MPEG; 2). Purt 9: Eutenaisa for Re.l Time (Approved)

Interface fer Systemsa Decoders _____ _____

([PC NIST Video Teleconferencing Seroices at 56 to 1. 920 KB/a 19P5s PUB Informutional
(adopts CC[TT H4.221,1H.230.1H.242.1H.261. anid 14.320 178:1992 (Approved)

(.11_1990)) _____ _____
[PC [TU-T FramoeStruscture for a 64 o 1920 kltit/s Channel in H4.221 (1993) Inforronionsal

Audiovisual Teleanevices - Line Transiniasion of Non. (Approved)
Telephsone Signast________ ________

WPC ITU.T Pracor-Sysetteenous Conitrol sod Indicntion Serviesa foe H4.230. Rev I [n.orietional
Audiovisual Systems.- Line Tranismission of Non- (t990) (Approved)

_________Telephone Signals
[PC ITU-T System for Establishing Comeunussactton between 14.242 (1993) Informautional

Audiovisual Terminals Using Digstal Chaunnels op to 2 (Approed)
Mbit/1

[['C lTh-T Video Codec for Audiovisual Services at p x 64 kbit/s - 1H.261 (1993) Informational
Line Truesmittion on Non-Telephone Signals (known, as (Approved)

__________PX64)

WPC ITIJ.T Naeeow-Band Visual Telepdhone Systems anid Terminal H4.320(11993) [nf..rmstionat
Fquipsoot - Line Trassmission of Non-!tlettho::e Signals (Approved)

[PC ITU-T Cortooon Components for Itnage Cempresion and T.80 ([992) [nformational
Cororosncation - Busi "tisciptes.- Termnoina tquiptmet (Approved)

__________anid Protocols for Telemnatic Seivices
[PC tTtJ.T Digits) Compression and Coding of Continuous -Tone Still T.81 ()1993) Informationat

Itnagest- Requirenents soid lisidelines -Terminal (Approved)
____________ ___________ omemnt arid Proteowls for Telematic Services

]PC ITI).T Coded Representatios of P~icture anid Audio Informeation - T.82)(1993) leInf -- t-eon.l
Progressive Bi-Levet Ismage Compression -Terminal (Approvd)

____________ __________ I Equirimest and Protocols for Trlreontic Services
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifec )de
NPC ANSI Compaction Algorithm - Binary Aritme•tic Coding X3.225 Infomateonal

(Approved)

IPC ISO/IEC Coded Repeeatation eof Multimedia ad Hypernedia nrfltlf ovjes Inflom"Iional
Informatioe Objedt (MyEOG). Multimedia Synchronized 29.06.01,29.06.02 (Fortnalive)

ad Hypermedia objecs & 29.07
(SC29/W012)

NPC ANSI Digitl Prolcesng of Video Signals. Video Coder(Dnoder T1.64 Infoenaioenal
for Audiovisual Services at 56 to 1.536 kbit (Draft)

IPC ISO/IEC Coding of Moving Pictuee and Assciated Audio for 11172-5 Infoooatioeal
Digital Storage Media up to about 1.5 Mbit/u (MPEG I), (Draft)

Pat 5: Technical Report on Software for ISOAEC
11172:1993

IPC ISO/TEC Generic Moding of Moving Pictnce and Ausociated Audio 13818-4 Emerging
Information (MPEG2) Put 4: Compliace Teating (Draft)

IPC ISO/IEC Generic Coding of Moving Picomr and Aaociated Audio 13818-5 informational
Information (MPEG 2), Part 5: Software Simulation (D131t)

1PC ISO/IEC Generic Coding of Moving pctures and Associated Audio 13818-6 [ofomoationeu
Inforoniiue (MPEG 2). Part 6: Extenriona for DSM-CC (Draft)

[PC ISO/IEC Generic Coding of Moving Picturea and Associated Audio 13318-7:1993 Informational
Information (MPEG 2). Pan 7: Audio Extensions (Draft)

3.5.8.3.2 Alternative specifications. The following specifications are also available:

a. Microsoft and Aldus: TIFF.
b. Apple: PICT Version 2.
c. Truevision, Inc.: TGA.
d. Sun Microsystems: Sun Rasterfile.
e. Intel, IBM, and AT&T: Digital Video Interactive (DVI).

3.5.8.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

.8.3.4 Portability caveats. MPEG is a joint development project of ISO and ITU-T. The
same organization is responsible for the JPEG standard. Coordination of ',e standards in this
ari.,, ITU-T H.261, JPEG, and MPEG will depend on ISO and ITU-T.

ISO/IEC 11172-1 addresses synchronization and multiplexing of multiple compressed audio and
video bit streams. ISO/IEC 11172-2 addresses compression of video signals at 1.5 Mbits.
ISO/IEC 11172-1 addresses compression of digital audio signals at rates of 64, 128, and 192
kbit/s per channel.

3.5.8.3.5 Related standards. The following specifications are related to motion image
compression standards:

a. Other compression and graphics format standards.
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3.5.&.3.6 Recommendations. MPEG is recommended for moving image applications when its
elimination of redundant information between frames does not impact on the system function.
Selection of the standard will depend on the type of video-still frames or full motion and the line
rate for transmission. ITU-T H.261 is the international standard for video encoding and decoding
at a 64-Kbit/second line rate. It is designed primarily for use in the ISDN and can operate over
existing digital networks. MPEG compresses video using a process called intraframe encoding,
and it loses some of the video during the encode-decode cycle. Compression ratios of up to 25 to
I can be used without a noticeable loss of image quality. MPEG is designed specifically for video
and takes an asymmetrical approach to compression, dividing the world of compressed videos
into publishers-producers and consumers-viewers. MPEG uses interframe encoding to eliminate
redundant information between frames. ITU-T H.261 is recommended for applications that a
require a 64-Kbit/second line rate.
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3.5.&.4 Audio compression. Audio compression standards deal with the special needs of audio
data in compression.

3.5..4. Standards. Table 3.5-47 presents standards for audio compression.

TABLE 3.5-47 Audio compression standards _ _ _ _

Standard Sponsr Standard Standard Status
Type Reference DoD

- - endng f eovag pctue. ad uuaaed tade fr - (Lifecycle)
[PC ISoJIEC FjDn fioigpcue n soitdadofr 11172-3:1993 Mandated

digital storage meda at up to &auet 1.5 Mbit./ -. (Approved)
__________ ~~~~~Pozi3:Audic- ____________

[PC ISOQ1EC Faoding of moving pctures and assuodaed audio for 11172- Mandated!
digital "rugme& at up to about 1.5Mbitas/e--Pan 3i 3:1993/Cer.1:1995 (Apprved)

_________ ~~~Audio Tedeumcal Comctaoedor_____ ____

[PC I30/IEC Generic Coding of Moving Pictures end Amndosate Audio 13918-3:1995 with Mandated
Informnationt (MPEG 2). Puat 3: Audio Arnd I (Approved)

[PC ISO/IEC Progreshive Bi-Level Unage Comepression (JBIO) 11544 infountoitonal
Contpresaioo Aigoodera for Blad-sod-Whlel kimae. (Conrigoothait (Approved)

___________ ____________________________________ 1)1:995
[PC fl71.T Chamacteristicsof Comnpndors for Teleptoey.-Geneva G. 162 (1989) lofornoational

Chrotuerittiecs of International Tdeplsone C sietoee (Approved)
_________Circuit$

[PC ITU-T Otbam~swiatics of Syllabi Coinpandoru forTaoephony on G. 166 (1999) ln=o96001e.
lligh Capacity Long Distance Systemts -General (Approved)

Characteristics of International Telephone Conenctions and
_________Circuits

[PC ISO/IEC Generic Modiog of Moving Picture. and Associated Audio 13181-4 Pmn .ieg
lnfonoation (MPEG2) Paut 4: Caomplianco Testing (Draft)

3.5.8.4.2 Alternative specifications. Refer to other compression BSAs for alternatives.

3.S.8.4.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.8.4.4 Portability caveats. Portability problems with the existing standards are unknown.

3.5.8.4.5 Related standards. Other compression standards are related.

3.5.8.4.6 Recommendations. The mandated standards are recommended.
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3.5.9 Data interchange media. Data interchange media is a collection of service areas for
physical mecdia used for data intercba..je.

3.5.9.1 Read-only optical disks. TI~se standards are for optical disks used for read-only data
storage. Read-only disks are a growing means of distributing software.

3.S.9.1.1 Standards. Table 3,5-48 presents standards for read-only optical disks.

TABLE 3.5-46s Read-only optical disks standards ____

Standard Sponsor Standard Standard Status
Type Reference DOD

[PC Vaasusand191 abausr ofCD-RM fr [sforasin -(Lifecivcle)
IC ISO/IEC VumnFiesrcseoC RO ol nsaw 9660!1988 Adopted

Intassedrstan (sunm as ECMA 119) (Approved)

[PC IS0/AEC 9m.OpL ". Disk Catidges, Rewuitalsleand Read I009:1992 Adapted
Oinly, for Desw Insuedsnge (128MB) (oft ECMA 154. (Approved)

_________ ______________1994) ________

[PC [SO/TEC Daa ntrchangeon Read-onsly 120nm OpticalData 10149:1995 Adopted
Disks (CD-ROM) (sme ECMA 130. 1988) (Approved)

[PC ISO/IEC Djssfter.L W ons [30 nunoptical disk cartridges - 13549:1993 Adopted
capacity 1.3 tGkytes per eartridge, CC Servo Formtat (Approved)

(EC 84 a9nd X3BI IProjct 001-LI ______

UPC ISO/IEC [afornatien Todisvolasy 130 man OpticalDisk Cartridges 13942:1995 Adopted
Capacity: 2 Obywa perCartrislge For Wanomsaios (Approved)

IPC HCMA Volann asa File Structure of CD-ROM for Infonssoaion 119 (1987) [oforsratiossal
intetdsarsie (Approved)

[PC VCMA Data [otemhittag om Read-onsly 120mot Optical Data 130(1988) lafoetrostial
Disks (CD-ROM) (Appwoed)

[PC _EN'A Duaclaleresango son 99 ros Optical Disk Casisidges. Read 154(1991) Informational
Only and Rewuitalsle. M.O. (Approved)

[PC ECMJ volume mid..e Structure of Read-Only and WriteOnce [68 (1994) [ofonoatioos[
Compact Disk Media for Isfersoslion Interchansge (Approved)

[PC ECMVA Dstalssterehanit onr 130mso Optical Disk Cartridges . 184(1992) [srfonnationul
Capacity: 1.3 Gigabytes per Cartridge (Approved)

WPC FE';MA [Due Isslr: 'soo onr l3Oos Optical Disk Cartridgrs. - [95 (1995) ksonntonstiou
':2 Olgaflytesper C*aesdge (Appavoed)

[PC EC-MA DtInsuem i90nses Optical Disk Cartridge - tS-I1 239 ([996) [ofoeonational
Foonat -Cat- 650 Megabytes per Cartridge (1SO/IEC (Approved)

-DIS [5498)
[PC ECMA Data iuterchange on 20soroOptical Disk Cartridges usieg 240(1996) [ofounotivoal

phrase Chrange P'D Fornost. Capacity:650 Mbytes per (Alpopvedl
Cartridge

NW_ ANSI 86mm. 90sosn asae. Rewsitable and Read Ondy Optical X3.213-1994 brfororafiooul
Disk Castridge Using the Discrete Block Fosmart (DBFI (App-oed)

_________ ~~~~Method f &_JAitial Enformation Interchangee ([[13M]B) _ ____ ______

NPC Aý'Sil Test Methrods for Media Otararnteristics of 90rnso (3.5") X3.244-1995 [oforneatisonlI RewritahleRead-Ordy Oprtical Digital Data Disks %ids (Approved)
Contieuous Cosnosite Servo ICCS)

NPC ANSI Tesn Methrods for Media Charactderistics of 90 no"' Read X3.246-1994 [oforatirasal
Only and Reseritalde M.O. optical Disk D"t Storage (Approed)

______ _________ t'ritdee aith Discrete Block Formt DBf) _____

CPC Various Digital Vidro Disk (DVD) DVD [oonoatiooull
(Apprved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecyde)
U__ ISO/IEC Volum and pile Strlacm of Read.Only and Write-Once 13490:1995 lnfosmasiossa

Compact Disc Media for lofomuaion lIercdusage (This is (Daft (DIS))
ECMA-163)

IPC ISOfIEC Procediues for do Registrotion of Ideniiers sad Attiboles 13St:1994 0efom
for Volurne sod File Stoctdae (Draft)

[PC ISO/IEC loformatisn Intendote for 130rm Optical Disk 14517 Infosostional
Cartrdge, Capact: 2.6 Oigabytas Per Csrtuidge, (Draf)

Rewritable td Read.Onl, MO, 1,7 Modalatios ZCAV
(Mixed mod media)

IPC ISOAEC Data Interchange on 90 own Optical Disk Cautisdges (640 15041 Inlfomnatiesal
MB, MO. intcldes DOW) (Draft)

IPC ISO/IEC Iafoonatios Intercange on 90am Overneitable sod Road 14760 lofomuIottnA
Only Optical Disk Cartridges Using Phase OChage. (Fora.ave)

Capcity:1.
3 
Gbyte. per Caridge (ANSI X3B1I Project

1159.1)
NPC ANSI 130sam Optical Disk Cartridges, Rewritalde sod WORM X3.281 Informssimsal

Using Phase Change Technology and Embossed Read-only (Draft (Work
for lnfomston loteehage 20B) _Suspended))

3.5.9.1.2 Alternative specifications. No other consortia or de facto specifications are available.

3.5.9.1.3 Standards deficiencies. It is doubtful there will be support for discrete Block Format
(ANSI X3.213-1994 and ANSI X3.246-1994) in the future. Other deficiencies in the existing
standards are unknown.

3.5.9.1.4 Portability caveats. The following portability problems have been identified:

a. ISO/IEC 9660 covers the logical format that makes a Compact Disc readable (see
also the "Yellow Book"). ISO/IEC 9660 is being revised by Japan's National Body.
ISO/IEC 10149 covers the physical characteristics of a Compact Disc (see also the
"Red Book").

b. ISO/IEC DIS 13490 (also known as The Frankfurt Proposal) removes many
ISO/IEC 9660 restrictions, but is compatible with ISO/IEC 9660 at the directory
and file structure level. DIS 13490 includes directory information required to
support Unix, supports ISO 10646 (a new standard supporting all the character
sets of the world), and is extendible to support future file systems, like Windows
NT, It also addresses the logical structure of data on a Compact Disc - Write Once
(CD-WO, Orange Book - Part 2) disc, and is designed to support both the CD-
ROM (Yellow Book) and CD-WO conforming media. DIS 13490 has been
accepted by ECMA, under ECMA 168 CD-WO. (Note: ECMA 168 will be used
for the future CD-E (Compact Disc-Erasable)).

c. ISO/IEC 13549:1993 introduced the concept of "mixed mode" media; i.e., can
combine read-only, write once, and rewrite functionality on the same disk.
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d. ISO/IEC 13842:1994 allows for a reverse spiral on Side B; allowing for both sides
to be read or written to simultaneously.

e. ISO/IEC DIS 13800 is being designed to be used with ISO DIS 13490.

f. ANSI is recommending cancellation of X3.281. There is little or no industry
interest in continuing work on this standard. Products conforming to an approved
2GB Magneto-optic cartridge already exist in the marketplace, and the active work
being done by X3B 11 is for higher capacity.

g. Trends in read-only optical disk standards are for higher capacities and
performance, and alternate technologies. The read-only version of high density
CDs (Digital Video Disc-Read Only (DVD-RO)) have a capacity of 4.7 GB.
DVDs store information in data sectors, instead of along a spiral as in the original
Red Book audio. All versions of DVD (read-only, rewrite, erasable, video and
games) will share a common file format, a subset of the Optical Storage
Technology Association (OSTA) Universal Disk Format (UDF).

3.5.9.1.5 Related standards. The following standards are related to read-only optical disks:

a. Red Book - The standards for CD-Digital Audio, developed by Philips and Sony,
are defined in the "Red Book."

b. Yellow Book - The standards for CD-ROM, developed by Philips and Sony and
the standards for CD-ROM/ Extended Architecture (XA) developed by Sony,
Philips, and Microsoft are defined in the "Yellow Book." This document defines
the physical properties of the disc, how data is stored and indexed, and how errors
are corrected.

c. Orange Book - The standards for CD-Recordable (CD-R), developed by Philips
and Sony, are defined in the "Orange Book." This document standardizes the
physical media into two modes: Part I describes CD-Magneto-Optical (MO) and
part 2 describes CD-WO. The Orange Book specifications re -r to the physical
standard, while ISO/IEC DIS 13490 refers to the logical structure of data or a
CD-WO disk.

d. Green Book - The standards for CD-Interactive (CD-I), developed by Philips and
Sony, are defined in the "Green Book." The Green Book not only covers the CD-I
disc format, it also defines the hardware specifics of the player as well, including
the CPU memory, operating system (CD-RTOS-Compact Disc Real-Time
Operating System, based on OS-9, the official disk operating system of the Tandy
Color Computer). The CD-I format synchronizes sound, video, graphics, and text
so that they play together in a smooth, realistic way.
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ISO/IEC 10646-1:1993 (amendments 1-5), Information Technology - Universal
Multiple Octet Coded Character Set (UCS) - Part 1: Architecture and Basic
Multilingual Plane. Standard adopted by The Frankfurt Group to enhance the
Orange Book specifications. ISO/IEC 10646 is a standard for using the many
character sets of the world.

3.5.9.1.6 Recommendations. ISO 9660 (Volume and file structure of CD-ROM) is the standard
recommended for compact disc.
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3.5.9.2 Write-once optical disks. These standards are for optical disks that a user uses to write
data to disks, and aliows read-only access to the recorded data.

3.5.9.2.1 Standards. Table 3.5-49 presents standards for write-once optical disks.

TABLE 3.5-49 Write-once optical disks standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

- - (Lifecycle)
IPC ISO/lEC 30m5.nOptical Disk Cartridge.- Wnlo.-Once, for 9171-1:1990 Adopted

Informtations Interchange - Part 1: Unrecoarded Optical Disk (Approved)
____________Cartridge

Ipc ISO/IEC l30mms Optical Disk Cartridge, Wrien Once, for 9171-2:1990 Adopted
Information, hateedsatrgo. Pat 2: Recording format. Forrat (Approved)

A.- Continuous Corepoallo (CC) (ISOiIEC version of
ANSI X3.21 1) FoDrmatBS- Sampled Servo (SS) (ISO/IEC

version of ANSI X3.214) _______
IFC ISOiIEC 3

5
6mm Optical Disk Cartridge, for informatsion interchaogo 10885:1993 Adopted
-WriteoOnce (ISO/IEC version of ANSI X3.2W- 1992.) (Approved)

IPC ISO/lEC DiialIformation Interchangeoon IS3rmm Optical Disk 11560:1992 Adopted
Cartridge. of rhe Write Onoc., Road Multiple (WORM (Approved)
Type, Usinrg tire Magreto.Opticall Effort (ECMA. 153

JUN 1991. ISOAIEC version of ANSI X3,220.) _____

IC ISO/IEC Volumoonsd Fie Strrrdoe of Writo-Oncs sard Roewrstairlo 13346:1995 Adopted
Media Using Non.Soqeimesil Recording for Infocrmation (Approved)

_________ ~Inoerchoaree. (ECMA 167) _____
IPC ISO/IEC InformtonaiTechdnology - nfooastiooaInterchnrgeon tr3 13403:1995 Adopted

rrme Optical Disk Cartridges of thre Write Once, Road (Approved)
Multiplo (WORM) Type using ltre MCS Me"ho. (ECMA

190) _ _ _
[PC ISO/IEC Data interchange on 130 mmoptical diskcartridges - 13481:1993 Adopted

capacity I Ohytes per coartridgo, CC Servo Formast. (Approved)
(ECMA-183 and X3BI I Project IODD-L.( _____

IPC ISO/IEC Dam interchangeono 130 mm optical disk cartridges - 13549:1993 - Adopted
capacity 1.3 Ohytes per cartridge, CC Servo Forrest. (Approved)

)ECMA-184 ard X311 II Project 10 IjL _____ _____

IPC ISO/IEC Iniformataion Tacdriology - Ioforrstion lInterchrange on 300 136 14:1995 Adopted
rntn Optical Disk Cartridges of V'v Write Ornce, Read (Approved)

Multiple (WORM) Typo usaingtrho 8SF Methrod. (ECMA
189) ________

NPC ANSI )S5euo (14.00 inch) WORM optical Disk Ce tridge, Fort *243,2(33-I992 Adopted
I and 2 (Approved)

NFCc ANSI l3000o (5.25') Write-Once optical Disk Cartridge Using X3.21Itm-1992 Adopted
Continuous Servo RILL 2,7 Encoding and LCD (Approved)

NPC ANSI 130rmWrit~ne O proteical Disk Cartridge Using Sampled X3.214-19 Adopted
Servo sod 4/I5 Encoding (ppred

NFC ANSI 130ror Optical Disk Cartridge of tire Write-Once Read X3.220-19 Adopted
Muli ple (WORM) typo Using tire Magneto-Optical Effect App-d

NPC ANSI Recorded Optical Media Unit for Digitajl Inormoation X3.191-19 Infnorsmatoa
Interchrango .1 30mto (5.253) Write Once Sasmpled Serve (Appro d

RZ Selectakrle Pirchr DOpical Disk Cartindge _Declining))

NFC ANSI 356 non) (14) Optical Disk Cartridge (Write-Osac) Test X3.199.-1991 Informoational
Methrod, for Media Obrarctesttcs (Approvd)

(PC ECMA Voloume sod File Structure of Read-Only and Write-Once 1668(1994) ttforrationsl

IConmpact Disk Media for tnfonnation Interchange (Approved)
[PC FCMA Data Interchange en 130nu Optical Disk Cartridges of 2380(996) Intonnational

Type WORM (Write Once Read Mm'yl using irreveraible (Approvd)
Ieffects -Capacity: 2,6 fihyter per caojidce(f/E
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Standard Sponsor Standard Standard Status
Type Reference DoD

________ _________ Lifecycle)
15486)

EWC BCMA DaeItaerchrdange on 120mos Opticoll Disk rAdds"sdo wins 240 (1996) Idofomadsosnl
Phases Cangae PD Format - Capacity:650 Mbylas per (Approved)

Ipc ISO/SEC Volume and N Srutue lofRItad.Only ad WsiI.-Oa 13490:19"5 Issfolmsiioss
Comipact Disc Media (ee Information Inleedsaige (This is (Draft (DIS))

___________ ~~~~~ECMA-I68.)______________
EPC ISO/SEC Procedshes. for th. Registrations of Identlifiers and Atuibtases 13800:1994 Infomusonsl

for Volume and MleSltructure (D)rift)

[PC ISO/IEC injornsisos Intomdsssge for 130m oOpticsl Disk 14517 Iaofoatmsiooal
Casisidges. Capsdet 216 Gigabyt4es Per Csssidle, (Deaft)

Rewuimsitle and Read-Only, MO. 1.7 Modsslstica ZCAV
(mixed msode, media) _____

NPC ANSI 130m.osOplical Disk Cartrige., Rewritable and WORM X3,291 wormoatiostal
Using Phase Chsange Technology sand Esabosand Read-OnlY (Draft (Work

for Ittformation Iautoieedsss a Sspndd)
NPC ANSI 356 minoOptical Disk Cartridge, Extended CapacitY. Using X3BI I Project Informationaol

Phnase Choasge Techtology, For Isiossiosso Inlotdhsage 1029-D (Formative)
L~,aoa stse - W~titOnsce Rood Many, PC-WORM) ______ _____

(PN-C Toshiba Digital Video Disk-Rnecodable (DVD).R) (3.90B) D)VD-It insforastion~al
(Ponoasive)

3.5.9.2.2 Alternative specifications. No other consortia or do facto specifications are available.

3.5.9.2.3 Standards deficiencies. Data interchange through physical distribution of optical disks
cannot be assured with write-once technology. ISO/IEC 9171 (130mm) allows for two
incompatible format types, continuous composite servo (CCS-Format A), and sampled servo
format (SS or SSF-Format B). A CCS disk cannot be exchanged with an SS disk nor can it be
read by an SS optical drive. Because of this ANSI established two separate standards; X3.21 Ii for
Format A, and X3.214 for Format B. If system requirements demand the interchangeability of the
physical disk, specify the appropriate ANSI standard. There are currently no commercial
manufacturers producing 300mm (12") write-once optical disks that conform to either of the two
newly ISO adopted standards, 150 13403:1995 or ISO 13614:1995,

ANSI X3B I I recommended reaffirmation of X3.199:1991 during its five-year review; however,
drives are no longer being manufactured, and this standard should be considered declining.

3.5.9.2.4 Portability caveats. The following portability problems have been identified:

a. A standard technique for write-once optical disks should be selected for use
throughout the DOD and applied wherever possible.

b. ISO/IEC 13346:1995 is a new file system standard developed through ANSI,
ECMA, and ISO. It supports both write-once and rewritable functionality and
allows for unlimited file and volume sizes. It is also operating system independent.
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C. ISO/IEC 13403:1995 and ISO/IEC 13614:1995 (300mm, 12") both have the
potential for a 12GB total capacity.

d. Standards for 130ram optical cartridges, ANSI X3.21 1, ANSI X3.214, ISO/IEC
9171, and ISO/IEC 11560, all specify a storage capacity of 325MB per side
(650MB total).

e. A new ANSI project has been approved (Project 1158-D) to develop the standards
for 130mm Rewritable and Read-Only Optical Disk Cartridge, Capacity: 5.2 OB
per Cartridge (8X), for Information Interchange. An "'I status (International) is
being requested so that ANSI and ISO efforts will work in parallel. The new
standard will likely provide backward read and write compatibility with ISO/IEC
DIS 14517 (2.6GB), and read compatibility (at a minimum) with ISO/IEC 13549
(1.3GB), and ISO/IEC 10089 (650MB). Backward compatibility to ISO/IEC
13842 (2GB) is not expected to be included in the proposed standard. Project
1158-D also allows for three sector sizes, 512, 1024, and 2048 bytes per sector.

f. ANSI X3.191 specifies a storage capacity of 1.28GB for a double sided disk. The
cartridge dimensions of ANSI X3.191 are different from those of other 130mm
Write-Once Read Many (WORM) standards, and optical drives are no longer
being produced. Although this standard has been reaffirmed during its five-year
review, optical drives are no longer being produced, and it should be considered
declining.

g. ANSI X3B 11 Project 1029-D, secon"' jeneration 356mm (14") media standard,
will include both 14.8 and 25GB capacities and will include backward read
compatibility to ISO/IEC 10885 (6.8GB). ISO 10885 is expected to be reaffirmed
at its upcoming five-year review.

h. ANSI X3.281 (X3B 1I Project 985-D) uses zone bit recording (ZBR) to achieve
its capacity of 2.0GB per double sided cartridge. Due to lack of industry interest,
ANSI is recommending cancellation of this standard.

i. There are two ISO write-once standards for the 12" (300mam) optical disk, ISO
13403:1995 specifies the CCS format method and ISO 13614:1995 specifies the
SS.

j. ECMA has approved its own version of a 130mam write-once media type based on
that described in ISO/JEC DIS 14517 (ECMA 238 (1996)) and has submitted it
through the Fast Track procedures as ISO/IEC DIS 15486.

3.5.9.2.5 Related standards. The following standards, proposed standards, and technical reports
are related to write-once optical disk standards:
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a. ISO/IEC TR 13841:1995 - Information Technology -Guidance on Measurement
Techniques for 90mm Optical Disk Cartridges.

b. ISO/IEC TR 10091: Information Technology -Technical aspects of 130mm
Optical disk cartridges - Write-once Recording Formats. (Technical Report,
complement to ISO/IEC 9171-2 for the Type A and B formats.)

C. AIIM TR 21-1991 -Recommendations for the Identifying Information to be
Placed on Write-Once-Read-Many (WORM) and Rewritable Optical Disk (OD)
Cartridge Label(s) and Optical Disk Cartridge Packaging (Shipping Containers)

d. AIIM TR 28-1991 -Expungement of Information Recorded on Optical WORM
Systems.

e. A new ANSI project has been approved (Project 1158-D) to develop the standards
for 130Grm Rewritable and Read-Only Optical Disk Cartridge, Capacity: 5.2 GB
per Cartridge (8X), for Information Interchange. An "I" status (International) is
being requested so that ANSI and ISO efforts will work in parallel. This standard
will likely provide backward read and write compatibility with ISO/IEC DIS 14517
(2.6GB), and read compatibility (at a minimum) with ISO/IEC 13549 (1.3GB),
and ISO/IEC 10089 (650MB). Backward compatibility to ISO/IEC 13842 (2GB)
is not expected to be included in the proposed standard.

3-5.9.2.6 Recommendations. The recommendation is to apply the standards shown above as
"adopted" that may suit to the circumstances of data communication in the system.
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3.S.9.3 Rewrltable optical disks. These standards are for optical disks that allow the user to
read, write, and change data.

3.5.9.3.1 Standards. Table 3.5-50 presents standards for rewritable optical disks.

TABLE 3.5.50 Rewritable optical disks standards ____

Stanldard Sponsor Standard Standard Statuls
Type IReference DoD

I~ta r~otingriotmdon(Lifecycle)

1WC ISOAEC 90me optical dis castsidges, rewresaltsk sod toad only, for 10090:1992 Adopted
data lntesdsangc (Same as ECMA- 154) (Appovod)

1WC ISO/IEC Volume aNd file Structure of Wriwan-Onennd Rawvinlable 13346:1995 Adopted
Media Using Non.Seaestnial Rucoeding for Infoermetion (Approved)

Interchange. (ECMA 167) _______

1W ISO/IEC Dao ntnerchange an 130 mesop"icdisk cartridge*s. 13481:1993 Adopted
capacity I tGbyteapercarshde, CC Servo Sonnet. (Approved)

[PC ISOdIEC Dateainterchangeon 130 mns optical disk castidges 13549:1993 Adopted
capacity 1.3 Ckylos percasuiioge, CC Servo Pormant. (Approved)

EPC ISO/IE.C Information Tedansology I3Onvn Optical Disk Casuidget 1-3 -$42:195 Adopted
Capacty: 2 Gbyte. perCactridge, Po Information (Approved)

IPC ISO/IUC Data lmerchange on 90 man Optical Disk Cartridges - 13963:1995 Adopted
Capacity: 230 MB per cartridge (ECMA 201) (Apprtoved)

NPC ANSI 130mm Reatritable Optical Disk Cartuidge, Using Magneto X3.212. 192 Adopted
Optical Effect snd Continuous Composite Servo Poenat (Apipnoved)

we ECMA DauItelrchlange on90tmm Optical Disk C~aeodgSf- 223 (1"95) Infoematioe&[
Capacty: 385 MByte. per Cartridge (Approved)

IPC ECMA Data Interchange on 90tos Optical Dick Cartridge - HS--I 239 (1996) Ifoormteionall
Formal - Capacity: 650 Megabytes per Cartridge (ISOIIEC (Approved)

_____________ ~DIS 15498)________
1W ECMA DuteInterchange on l2Ooo Optical Di*. CAfiridoea using 240(1996) lofoeetatirAll

Phsae Change PD Formsl -Capacity:650 Mbytes per (Approved)
_____________ _____________Cartridge________

NPC ANSI 86mm, 90eon case, Reweitairle and Reed Only Optical X3.213-19914 Informational
Disk Cartridge Ustng the Ditscrete Blork Forera (I3BFi (Apptmvrd)

_________ _________ Meathod for Dieltal Inantion Interchtange (I I3MH) ____

NPC ANSI rest Methods for MedieCharactceristics of 130 mm X3.234- 1993 Informational
Rewreitahic. Optical Disk Data Sterage Cartridge% oith (Approved)

Continouos Composite Sero IccsI
NPC ANSI Teat Methods for Maedi Characteristics of 90=%c 13.5") X3.244-1995 Ioforerlstiol

Rewroitabeiefead. Only Optical Digita Dae Disks with lAppmý,'d)
Continotust Compsite Servo (CI'S _______

NPC ANSI Teat Methods for Media Characteristics of 90 nun Read X3.246-1994 lofounrroat0oc
Only and Reatritalrle M.O. Optical Disk Date Storage (App.cvedl

________ _________ Cartridaer with Discrete Block Fotrma (DBF) _____

[PC lSO1/C Data Interchange on090 mm Optical Disk Cartridges 1640 15041 Infonoational
MO. MO. oncludes DO0W) (Draoft)

P ISO/IlI: Informrstion Ioterchsnge for 130ins Optical D~isk 14517 Informastional
Cartridges, Capacity: 2.6 Gigabrytes Per Csstridg2. (Deaft)

Rewrotairle and Read-only, MO, I.7 Modulation ZCAV
(mixed mode medial

PCK 180/111C lofoeration Iotorcatnge on S0evo Overwritshl and Red 460 lfomastooI
Only Optical Ilick Cairindge slaing Phse :`hasrge IForrative

Capacity: 0 1.7hyltr per Cartridge (ANSI X3R I It Proec
II o9. 1) _________ _________

April 7, 1997 3.5-109 Version 3.1



Infornmtinn Technnlngy ,-tandards Clidhnce .- Dt Snterhnnae Rervices

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)-PC ANSI 13om • OticlDik.a• , d an.d,- WORM X3.221 ledmudna
Usaeg Mehh Omio Tedmoo& a•a mbwoed RaMd.OaWy (Omit (Wýk

for lnoqmuiaioo tourdwo (2GB) Suvended))
CPN-C To"jbi ligtal Video Disc.Rewdtaido (DVD-RAM) (2.601) DVD-RAM IWon

I (Fomive)

3.5.9.3.2 Alternative specifications. No other consortia or de facto specifications are available.

3.5.9.3.3 Standards deficiencies. It is doubtful there will be support for Discrete Block Format
(X3.246-1994) in the future. ANSI is recommending cancellation of X3.28 1. There is little or no
industry interest in continuing work on this standard. Products conforming to an approved 2GB
magneto-optic cartridge already exist in the marketplace, and the active work being done by
X3.Bl 1 is for higher capacity.

3.5.9.3.4 Portability caveats. The following portability problems have been identified:

a. Data interchange through physical distribution of rewriteable optical disks is more
standardized than with write-once, but still cannot be assured.

b. All single-sided 90amm (3.5 inch) rewritable optical disks use the CCS (Continuous
Composite Servo) formatting. However, there are two methods for rewritability,
magneto-optic (MO) which requires a separate crase pass before rewriting, and
phase-change rewrite (PCR) which allows for direct overwrite. Two draft
international standards, ISO/IEC DIS 14517 and ISO/IEC DIS 15041 both allow
for Direct Overwrite (DOW).

C. ISO/IEC 10089:1991 has been reaffirmed by ANSI X3BI I technical committee as
a valid standard during its five-year review.

d. ISO/IEC 13549:1993 introduced the concept of "mixed mode" media, i.e., read-
only, write once, and rewrite functionality can be combined on the same disk.

e. A new ANSI project has been approved (Project I 158-D) to develop the standards
for 130mm Rewritable and Read-Only Optical Disk Cartridge, Capacity: 5.2 GB
per Cartridge (8X), for Information Interchange. An "I" status (International) is
being requested so that ANSI and ISO efforts will work in parallel. This standard
will likely provide backward read and write compatibility with ISO/IEC DIS 14517
(2.6GB), and read compatibility (at a minimum) with ISO/IEC 13549 (1.3GB),
and ISO/IEC 10089 (650MB). Backward compatibility to ISO/IEC 13842 (2GB)
is not expected to be included in the proposed standard.
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f ANSI X3 Project 915-I (ISO/IEC DIS 15041), Extended Capacity 90mm
Rewritable Optical Media (640MB, 5X), should be able to read and write to
230MB (2X) disks (ISO/IEC 13963:1995).

g. Japanese manufacturers state they can produce a "bridge drive" which can
accommodate both the ?20MB 90mm Magneto-Optic and Phase Change Rewrite
(PCR) optical disk cartriaces; however, the 1.3GB PCR drive will not
accommodate 230MB 1V disks.

h. A request has been made to make ECMA 195 compatible with ISO/IEC
13842:1995.

i. ANSI X3.213 and ISO/IEC 10090 specify a capacity of 128MB per side. ANSI
X3.212,ISO/IEC 10089, and ISO/IEC DIS 15498 specify a capacity of 325 MB
per side. ANSI X3B 11 Project 915-I will specify a capacity of 640MB per
cartridge.

j. A standard for a phase change multifunction dual drive (PD), which combines
phase change rewritability (650MB capacity) with quad-speed CD-ROM read
funtionality in a single unit has been approved through ECMA (ECMA 240
(1996).

k. Double sided 90mm optical disks are being proposed by industry, which will have
capacities of 1.3GB and 2.6GB.

I. ISO/IEC 10089 allows for both CCS and SSF formats, which are incompatible
with each other. An organization may have to use ANSI X3.212 to specify CCS
only.

3.5.9.3.5 Related standards. The following standards, proposed standards, and technical reports
are related to rewritable optical disks:

a. ISO/IEC TR13561:1994 Information Technology - Guidelines for Effective Use
of ODCs Conforming to ISO/IEC 10090 First Edition.

b. ISO/IEC TR13841:1995 Information Technology - Guidance on Measurement
Techniques for 90mm ODCs.

C. A new ANSI project has been approved (Project I 158-D) to develop the standards
for 130mm Rewritable and Read-Only Optical Disk Cartridge, Capacity: 5.2GB
per Cartridge (8X), for Information Interchange. An "I" status (International) is
being requested so that ANSI and ISO efforts will work in parallel. This standard
will likely provide backward read and write compatibility with ISO/IEC DIS 14517
(2.6GB), and cead compatibility (at a minimum) with ISO/IEC 13549 (1.3GB),
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and ISO/IEC 10089 (650MB). Backward compatibility to ISO/IEC 13842 (2GB)
is not expected to be included in the proposed standard.

d. X3B 11 Paper 95-096. Planning Guide for Third Working Draft for 90mm Phase
Charge Optical Disk Cartridge, Capacity: 1,3GB per Cartridge. An 'I'

(International) Project is being requested.

e. AIIM TR 21-1991 - Recommendations for Identifying Information to be Placed on
WORM and Rewritable Optical Disk (OD) Cartridge Label(s) and OD Cartridge
Packaging (Shipping Containers)

3.5.9.3.6 Recommendations. The recommendation is to apply the standards shown above as
"adopted" that may suit the circumstances of the system. ISO/IEC 10090 and 10089 and ANSI
X3.212 are recommended for rewritable optical disk cartridges; however, future trends for higher
capacity and performance, as well as new technologies, will soon cause lower
capacity/performance disks to be outmoded. Reaffirmation of ISO/IEC 10089 has been
recommended by ANSI X3B 11 technical committee during the standard's five year review.
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3S.9.4 Support for software distributed on CD-ROM. These standards provide the formats
for data on CD-ROM and the specifications for drivers to read them. these formats are designed
to deliver finished software products to a broad range of platforms.

3.5.9.4.1 Standards. Table 3.5-51 presents standards for support for software distribution on
CD-ROM.

TABLE 33.551 Support for software distributed on CD-ROM standards
Standard Sponsor Standard Standard Status

Type Reference DoD
Vo m an Flleaactm o CD-OM or oenatin - (Lifecycle)

[PC ISO/IEC Vlm n iesrcueoC-O o~frs 9660:1999 Adopted
Inteedisoie, (sumase 2CMA 119) (Approved)

[PC ISO/IEC Dwa. itertargle, on Read-only 120nerOreic*1 Data 10149:1995 Adopted
Dik CD-ROM) (twECMA M30ISM9) (Approved)

Crc X/Opeo CD-ROM (XCDR) C519 ([2t95) Informwitiona
(Approved)

CPC [MA Recomomrnded practice for Data Exchange (adopta Berneo IMA.RP, 950701.1 Informationtal
and an OMF1 subset) (Approved)

GPC DOD (DISA) Depatent of Defeare Handlook,DOD-Ptnduced CD- MIL-HDBK- Informational
ROMd products, lit Revision 9660A (1996) (Approved)

CPC Various UNIPACK (formalaiterface) P`18.0l-DO.141 uormrational
(5/93) (Approved)

CPN-C Apple Berto (Formal and APO) lOdS, 1992 Informational
(Approved)

CpN.C Avid Open MediaFramvework hrlerdtange (OMFfl formal and OMFI, V. 1.0,.1993 Informational
API (Approved)

[PC IsOaIC Coding of Multimedlia and ilypermedia Informution - Put 13522-1,4:1995 Informational
1: MHEC objects representationi - base notation (ASH. 1). (Approved)

_______ Pat 4: Registration procedure for WHO10 format identifier
CPN-C Apple CD-WO (Write Once) (media interface for interchange) Orange Book. 1993 Inrformational

(Approved)

CPN-C Microsoft CD-XA (Extenided Aercliwtease) (media interface for CD-XA. [986 Informrational
interchange) (Approved)

CpC Various CD-Rom standard Yellowo Book. 1984 Informational
(Approved)

CPC Various Digita1 Video ((irk (((VD) DVD Iofoeeaioou
(Appved)

CPC XflOprr CD-ROM SupportComeponent (XCDR) P120:5/91 Inforrmational
(Soprxvdrcl(

3.5.9.4.2 Alternative specifications. No other specifications are available.

3.5.9.4.3 Standards deficiencies. ISO 9660 does not support long filenames such as those used
on UNIX systems.

3.5.9.4.4 Portability caveats. The IMA's Recommended Practice for Data Exchange has only
recently been published. Therefore, it is not broadly supported. It is designed to be a platform and
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content-neutral recommendation for the exchange of multimedia data for content and title
developers.

Digital Video Disc (DVD also known as Digital Versatile Disc) will come in read-only,
recordable, and rewritable forms. DVD-RO will have a 4.7GB capacity in the single layer version
(a second layer will allow for ISO 9660 files). DVD-R will have 3.9 GB and DVD-RAM wiP be
2.6GB. DVD will not use the ISO 9660 file format, will support packet writing and will write in
secters instead of a spiral. Transfer rates for DVD will be about 1.4MBps.

3.5.9.4.5 Related standards. The following standards are related to CD-ROM:

a. CD-R is a standard and technology that allows a user to write to and read from a
Compact Disc.

b. CD-ROM is a compact disc format used to hold text, graphics, and stereo sound.

C. CD-ROM/XA is a CD-ROM enhancement that allows audio to be interleaved with
data. It also functions as a bridge between CD-ROM and CD-I, since CD-
ROM/XA discs will play on a CD-I player. CD-ROM/XA uses a standard CD-
ROM player, but requires a CD-ROM/XA controller card in the computer.
Although it is not a video specification limited video can be included on disc. To
use it, you must have a drive that reads the audio portions of the disc and an audio
card in your computer that translates the digital data into sound. Not all drives can
recognize the extensions.

d. CD-Video (CD-V) is a format for putting five minutes of video on a three-inch
disc.

e. CD-WO is a CD-ROM version of the WORM technology. CD-WO discs conform
to ISO 9660 standards and can be played in CD-ROM drives.

3.5.9.4.6 Recommendations. ISO 9660 and 10149 should be used for all CD-ROM applications.
ISO 9660 describes the logical structure of information on a CD. ISO 10149 describes the
physical structure of the CD. In addition, MIL-HDBK-9660A, Department of Defense Handbook,
DOD-Produced CD-ROM Products, 1st Revision, 30 September 1996, which gives DOD labeling
and security requirements along with other information, should be followed.

MHEG (ISO 13522) will define an interchange format for real-time multimedia information
interchange. Its goals are platform independent interchange of interactive multimedia content,
robust time-space composition and synchronization, real-time interchange, and incorporation of
arbitrary monomedia formats.
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3.5.10 Data interchange security. Securing the storage, access, and transmission of data to
ensure confidentiality employs a variety of techniques. These techniques encompass encryption,
data security labeling, and electronic signatures which provide non-repudiation services.

3.5.10.1 Systens confidentiality. (This BSA appears in part 5 and part 10.) These standards
provide the high-level framework with which to view the security service of confidentiality in
systems.

3.5.10.1.1 Standards. Table 3.5-52 presents standards for systems confidentiality.

TABLE 3.5-52 Systems confidentiality standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPc DOD Ma DOD Trmus Co'apuar Systems Evaluaton Critera DOD 5200.28- MwA&Wa

STD: 1985 (Approved)

IPC ISO OSI Bsic Refe mno Model, Plat 2: Soeilty AeddIltceln 7498-2:1989 WnfoimationOl
(iume tt CCITT X.00: 1991 ) (Approved)

GPC NIST Comter Secuity Guidelines for Iiplementing the 1TIPS PUB 41:1975 Ilfortmtional
Privacy Act of 1974 (Approved)

IPC CCEB Common Crteria for Infonnuilio Tedaslogy Security CC Vension 1.0: Eretig
Evaluation, (CC) vemion 1.0 1996 (Draft)

IPC ISO/IEC 08I Security Frameworks in Open Sysems. Pat 5: 10181-5 Informational
Confidentiality (Draft)

3.5.10.1.2 Alternative specifications. There are no alternative specifications.

3.5.10.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.10.1.4 Portability caveats. Portability problems in the existing standards are unknown.

3.5.10.1.5 Related standards. DOD 5200.1-R, "Information Security Program Regulation," June
1986, establishes DOD policy for security classification, declassification, and marking of DOD
information. It also contains DOD policy for safeguarding of classified information, including
accountability, storage, transmission, and destruction of the information. DDS-2600-6243-92,
Compartmented Mode Workstation Evaluation Criteria, Version 1 (final), defines minimum
security requirements for workstations to be accredited in the Compartmented Mode under the
policy set forth in DCID 1/16. Public Law (PL) 93-579, Privacy Act of 1974, and PL 100-235,
Computer Security Act of 1987, contain confidentiality requirements. FIPS PUB 41 provides
guidance for conformance with PL 93-579.

3.5.10.1.6 Recommendations. The mandated standard is recommended. The DGSA, Volume 6
of the TAFIM. provides security principles and target security capabilities to guide system
security architects in creating specific security architectures consistent with the DGSA. The
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DOSA should be used by system security architects to develop logical and specific security
architectures.
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3.5.10.2 Data encryption security. (This BSA appears in part 5, part 7, part 10, and part 11.)
Encryption is the cryptographic transformation of data to produce cipher text. Standards for data
encryption security services describe services such as definitions/algorithms, modes of operation,
and guidelines for use for those systems that require their data to be encrypted using data
encryption security services. None of these standards are for systems processing classified
information.

3.5.10.2.1 Standards. Table 3.5-53 presents standards for data encryption security.

TABLE 3.5-53 Data encryption security standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecyele)

GPC NIST Esceowed Eneoo Staidaed (EES) FIPS PUB 185: (icled
1994 (Approved)

GPC NIST Data Enrption Standrd (DES) (melatd to ANSI X3.92- FIPS PUB 46- IWomato,,•ad
1981/RI987/RI993) 2:1%93 (Roffiemed (Approved)

Until 1998)
GPC NIST Guidelines for Implneemttio and aeog the NBS Deta FIPS PUB 74:1981 Informational

Encwrypioan SInde (Approved)

OPC NIST Data Ecyptioan Sldard (DES) Modes of Operation RPS PUB 81:1980 lnfom•atioeal
(rolad to ANSI X3.106-1983) (Approved)

OPC NIST Secuity Roqoireqomene for Crypeogapidc Moduele PIPS PUB 140. lefonratio"l
1:1994 (Approved)

Ipc ISO Modes of Operation for a 64-Bit Block Cipher Algorithm 8372:1987 lnformalionas
(Related to ANSI X3.106) (Approved)

NPC ANSI Data Enctyption Algoritdh X3. 92-1981 Inlforational
(R1993) (Approved)

NPC ANSI -Digiut Eoyrpioe Algorithm - Mode of Operatiom X3.106-1983 informational
(RI990) (Approved)

GPC NIST Advanoced Encry/ion Standard FIPS PUB III Infonmational
(Formative)

3.5.10.2.2 Alternative specifications. The only other available specifications are proprietary, for
example, RSA.

3.5.10.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.10.2.4 Portability caveats. DES applications are not portable to non-DES systems.
Portability problems related to EES are unknown. The U.S. controls export of cryptographic
technologies, products, and related technologies as munitions. On October 1, 1996, a new federal
policy allowing U.S. vendors to export products using up to 56-bit encryption, provided the
vendors sign an agreement to make their 56-bit encryption technologies key-recovery-compliant
within 24 months.

3.5.10.2.5 Related standards. FIPS PUB 113, Computer Data Authentication, is related to D t:S
security mechanisms and their standards.
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3.5.10.2.6 Recommendations. The mandated standard is recommended. FIPS PUB 185, EES,
supports lawful authorized access to the keys required to decipher enciphered information for
systems requiring strong encryption protection of sensitive but unclassified information. EES
provides stronger protection than DES against unauthorized access. Devices conforming to EES
may be used when replacing Type 11 and Type III (DES) encryption devices owned by the
Government. Implementations requiring use of EES shou!d --quire conformance with FIPS PUB
140-1.

On 2 January 1997, NIST announced pl-.is to develop a FIPS, Advanced Encryption Standard,
incorporating an advanced encryption algorithm to replace DES (FIPS PUB 46-2).
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3.5.10.3 Data interchange security labeling. (This BSA appears in part 5 and part 10.) Data
interchange security labeling provides a security service to define the format and correctly parse a
security label into the security attributes used by other security services.

3.5.10.3.1 Standards. Table 3.5-54 presents standards for data interchange security labeling.

TABLE 3.5-54 Data interchanae security label'igz standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

OPC DOD Coumon Security LAe (CSL) MIL-STDM2045. Nded
48501:1995 (Apprmved)

GPC DOD CMW L diug: Enodie Fon DDS-26M0-6216- Infomatioonl
91 (Approved)

GPC DOD CMW LAbeing: Sourc Code and User Interfhoe DDS.2600-6243- Infonmationa
Guideline, Revinon 1 91 (/pproved)

GPC DOD Coreparmented Mode WoftktWon (CMW) Evaluation DDS-2600-6243- Informational
Criteria 92 (Approved)

GPC NIST Standard Security Label (SSL) for InformAtion Tmnsfer IPS PUB Informational
188:1994 (Approved)

IPC M-T Mersago Handling Sydate: Memmge Tenuder Sy"er: X.411:1992 boforrtotiono)
Abatbnt Seavice Definitio and Procedutw (Approved)

CPC TSIG Trote Security Infornation Exdamgo for Reitited T5[X (RE) 1.1 Emerging
Envifronaea (Draft)

3.5.10.3.2 Alternative specifications. There are no alternative specifications.

3.5.10.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.10.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.5.10.3.5 Related standards. DOD 5200.28-STD is a related standard.

DOD 5200.1-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information. It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.5.10.3.6 Recommendations. The mandated standard is recommended. TSIG TSIX(RE) 1. 1
includes options compatible with MIL-STD-2045-48501.
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3.S.10.4 Syateum nan-reipudiatIon. (This BSA appears in part 5, part 7, part 10, and part 11.)
These standards provide the security services for non-repudiation in systems.

3.5.10.4.1 Standards. Table 3.5-55 presents standards for open systems non-repudiation.

TAB E 3.5-55 Systems non-rep~udiation starndards
Standard Sponsor Standard Standard status

Type Reference ,DoD

NIST~~~~~ DiCa lhs Lifecycle)
186:1994 (Approved)

OPC DOD Information Techniology -DWe- Saneldurdized Prot)Ja MIL-STD-2045- MWAdAWe
AMHW(nD)- Message Handlinig Systemss- Message 18500: 1993 (App-oed)

Secuitsiy Protool (MIW) Pami 1-5
GPC NSA Meusage securityProtocol (MSP) SDN.70I. Rev. 3.0! Legacy

1994 (Approved)

Gpc NSA Message Socasity Protocol (MWP) SDN.701. v. 4.0. Esnerging
Rev, A: 1997 (Approved)

[PC [so Generic Upper Leya Securtdy (OULS).-Part 1: Overview. 11586-1:1994 (nformaisonal
Models, anid Notation (Approved)

[PC ISO Generic Upper L~yerScussriy (GULS) - Pant 4: ProleciLasg 11586-4:1994 informational
Trassofer Synwa Specification (Approved)

[P0 ISO 51 Basic Referensce Model, Purt2: Security Architecture 7499.2:1989 Informational)
(tame as CCITT X.900: 199 1) (Approved)

CPC uny P Auth~entication Header (Ato RFC 1826:1(995 Finerging
(Draft)

CPC 0MG Commson Object Re~quest Brokcer Aedtitoctore (CORBA) 0MG 95.12-I1: Emerging
Security 1995 (Draft)

CPC 12W SIMIMH Message Spe~ciftcio: PKCS Security Services drsft-dtasc-mime- Informational
for MOME msgl-spec.(03.toi. (Draft)

I______ _____________________ September 1996

(PC (SO/IEC (051 Security Frameoworkts in Open Systems, Past 4: Non- 10101.4 Irofonvatiooo)
Rrpudiation (same as IT(J.TS X.813) (Draft)

(PC ISO Non.Rqosdiation Meeltanievi Por 1:Generaul Mode) 13888-1:1992 infonsriiona)
)SC27 N868 (Draft)

(Project
1.27.06.01)) _______

1PC ISO Noe-Repatdietion Mechanisms Part 2:Using Symmoetric 13888-2:1994 Infonmational
Encipherorot Algorithoms )SC27 N864 )1Draft)

(Project
___________ ___________1.27.06.02))

[PC [so Non-Repudiatiot Mechanisms Pait3: Using Asymetsrric 13888-3:1992 Iofonostiova)
Tediotqurs )SC27 N869 )(1roft

(Pnojeot
____________1.27.06.03))

(PC IS0 051 Distributed Transaction Processing (DT') - Draft WDAMs )SC21 N Ioforomatioona)
Amendsmeots to Ports I to 3: Transaction Processing 5232 to SO (D~raft)

ISoctoity 10026.1,2,3)1(991

3.5.10.4.2 Alternative specifications. There are no alternative specifications.

3.5. 10.4.3 Standards deficiencies. FIPS 186 is for electronic signatures for unclassified but
sensitive information. It cannot be used for classified information.
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3.5.10.4.4 Portability caveats. The Secure Hash Algorithm (SHA-1) in FIPS 180-1 supersedes
the SHA in FIPS 180. SHA-1 and SHA are not interoperable; therefore, implementations of FIPS
186 using SHA-I and SHA are not interoperable.

3.5.10.4.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.5.10.4.6 Recommendations. The mandated standards are recommended for non-repudiation.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

MSP provides for signed receipts. S/MIME, an Internet Draft specification, does not provide for
signed receipts.
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3.5.10.5 Electronic signature. (This BSA appears in part 5, part 7, and part 10.) Electronic
signature is the process that operates on a message to ensure message source authenticity and
integrity, and source non-repudiation. Electronic signatures are composed so that the identity of a
signatory and integrity of the data can be verified.

3.5.10.5.1 Standards. Table 3.5-56 presents standards for electronic signature.

TABLE 3.5-56 Electronic signature standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

OPC NIST Digital Signature Stadard (DSS) IPS PUB Mnwdated
186:1994 (Approved)

IPC ISO Digital Signastu Schete Givng Message Recovery 9796:1991 Ifonentioa
(Approved)

cPC IFTF Privacy E men for Interet Electronic Mail RFC 1421.- Iformational
1424:1993 (Draft)

IPC ISO Digital SignMAuen with Appendix Put 1: General SC27/WG2 N294 Iflonmatioeal
(Project (Ponnative)

1.27.08.01)
IPC ISO Digital Signatu. with Appendix - Pan 2: Identity-Baued SC27/WG2 N295 Inforn. coal

Medmustrno (Projec (Forom vol
1.27.08.02) 1

IPC ISO Digital Signature with Appendix. Part 3: Ceotificato.B•ed SC27/WG2 N296 Ilfomnrrnwonal
Meduuanim (Project (Fomnoive)

1,27,08,03) ________

3.5.10.5.2 Alternative specifications. Rivest-Shamir-Adelman (RSA) Public Key Algorithm RC-
5 was developed and published in 1994. It is proprietary, but RSA Data Security is working to
have it included in numerous Internet standards. At present, RC-5 is not recommended for DOD
use because it is proprietary.

3.5.10.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.5.10.5.4 Portability caveats. DSS applications are not interoperable with non-DSS systems.

3.5.10.5.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.5.10.5.6 Recommendations. The mandated standard is recommended. FIPS PUB 186 is
implemented in the FORTEZZA cryptographic card, a PC card (formerly called a Personal
Computer Memory Card International Association (PCMCIA) standard card) that can be
integrated into personal computers and workstations to provide security in commercial
applications. FORTEZZA is being used in the Defense Message System. FIPS PUB 186 is the
government-wide key cryptographic signature system.

April 7, 1997 3.5-121 Version 3.1



Information Technnolog Standards Guidance Data Interchange Serie

3.5.10.6 Electronic hashing. (This BSA appears in part 5, part 7, partS8, and part 10.)
Electronic hashing services compute a condensed representation of a message or a data file, often
used as a measure of data integrity checking.

3.5. 10.6.1 Standards. Table 3.5-57 presents standards for electronic hashing.

TABLE 3.5-57 Electronic hawshing stan'hrds____
Standard Sponsor Standard Standard status

Type Reference DoD
- - - (Lifecycle)

amP NIST Soacit Hubi Stardlud (5HS) FW1P PUB IMO Mandsaid
1:199s (Approved)

[PC ISO HubahPsindions. Put : General Model 101 18-10194 lnfennaiionfil
(Approved)

iPC ISO Hash Piucglons, Pat 2: Haush IPanctions Using an N-Bit lo0118-2:1994 Iniomnstionfil
Block Ckilsor Aigonllun (Appeoved)

GPC NIST Swya. Haah Sividard (SHtS) RIPS PUB tosmadoonal
180:1993 (Supersededl)

5'C ISO Hsahl Pcmctons, Part 3: Dedicated! Hulh Functlions WI t10118-.3 Infosmational
JTCI/5C27 N8113 (Draft)

(Project
__________ _________________________________ 1.27.09.03)

SC ISO Hubl [Asocionu. Part 4: Hnuh PAnconstUsing Modl~uj WI) 10118-4, -1n-forM-&ut-on-&l-
Arlklrmcdc JTCI/SC27 N884 (DraNt

(Project
__________________________________ 1.27.09.064)

3.5.10.6.2 Alternative specifications. There are no alternative specifications.

3.5.10.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown,

3.5.10.6.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.5.10.6.5 Related standards. FIPS PUB 180-1 supersedes FIPS PUB 180 and is required for

use with FIPS PUB 186, Digital Signature Standard.

3.5.10.6.6 Recommendations. The mandated standard is recommended, FIPS PUB 180-1
specifies SHA, which can be used to generate a message digest. SHA is required for use with the
DSA as specified in FIPS PUB 186 and whenever an SHA is required for federal applications.
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3.6 Graphics services. Graphics services provide functions required for creating pictures and
importing them by scanning or photography. These services include definition and management of
display element and graphical object attributes. This includes defining multidimensional graphics
objects in a form that is independent of output devices and managing database structures,
including hierarchical and object-oriented structures containing graphics data.

NOTE: Throughout Part 6, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.6.1 Raster graphics. Raster graphics is a technique for representing a picture image as a matrix
of dots. Raster graphics images are created by scanners and cameras and are generated by paint
packages. The simplest monochrome bitmap uses one bit (on/off) for each dot. Gray scale bitmaps
(monochrome shades) represent each dot with a number large enough to hold all the gray levels.
Color bitmaps require sufficient storage to hold the intensity of red, green, and blue as would a
grey scale equivalent.

3.6.1.1 Raster data interchange. (This BSA appears in part 3, part 5, and part 6.) Raster data
interchange MIL SPEC identifies the requirements to be met when raster graphics data
represented in digital, binary format are delivered to the government. Raster graphics standards
are standards for pixel-by-pixel representation of images. (See still image compression, section
3.5.8.2, for more facsimile standards suitable for raster data interchange.)

3.6.1.1.1 Standards. Table 3.6-1 presents standards for raster data interchange.

TABLE 3.6-1 Raster data interchange saindards

Standard Sponsor Standard Standard Status
Type Reference DoD

-PC NIST User Interface Compotent of the Application" Portability FIPS PUB 158- Mandyled

Profile (Adoput the X Protocol. Xlib Interface, Xt Intrinsict, 1:1993 (Approved)
and Bitmap Distribution 1orrnat of X I I RS)_

NPC/IPC ANSIIISO/IEC Interfacing Tecdhiqre for Dialogue with Graphical 9636-6:1991 Mandated
Devices (CI) - Functional Specification - Par 6: Raster (Approved)

DPC DOD (NIMA) Ruler Product Pomat (RPF) MIL-STD- Maidaied
2411:1994 (Approvrd)

IPC ISO/IEC Standard for the Exchange of Product Model Data (STEP), 10303-1:1994 LInformational
Part 1: Overview and Fundamental Principles (fonrerly (Approved)

Product Data Exchange Specification (PDES))
CPC XJOpen X Window Systemt File Forsout and Application CI70 (7/91t) informational

Conventions (Bitmap Distribution Format (BDn)) (Approved)
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Standard Sponsr Standard Standard Status
Type Reference DoD

________ ________(Lifecycle)

(PC NIST Goeuerl Aspects of Group 4 PactimrleApparatus (Adepts FF5S PUB infomtoa
EIA.53&.19U3) 149:1989 (Approvedf)

UPC NIST Famasudie Colin Sdeeoawa and Codlin Coasro IManedoa PIPS PUB Inf ion
for rouap 4 Facs~mile Apprrout (Adopts MTA 538-19U) 1500893 (Approved) I

GPC NIST Wntial Geapitics Eau=& sepecification TOGES) (adopts FF5 PUB Iaforroatioaal
ASMEANSI Y14.26M-1919) (UBES ver. 4) 177:1"92 (Approed)

Opc DOD Digital Represarutalon forConuounisaicno of Product MlL-PRF.230W Infomauatioewal
Daca TOES Application Subsees and IGES Applinatoa (Approved)

prolooso~ _

GPC DOD Reonmens lfor Rusat~arupidesRpresadation inBinay MILPRF-2800 Informational
Forroat (Group 4 Rauler Scanned kirage.) (Approved)

opc DOD Digital!Represenation for CommunicationofIllustration NMf-PRF-23003 Infomostional
Dala: COM Application profile (buedeon FF1S 123) (Approved)

NPC ANSI/ATIIA Raooomlended practice; File Peorous (orSt e or ad MS53-l993 Informatirooll
Bodulrage of Integes: Bi-Level Imagie, File Format: Pant I (Approved)

opc NTST Standaird for the lntoerduage of Urge Fonsmat Tiled NISTIR 88.4017 Inormationall
Daarrrntam (Approved)

EPC NATO Analogue Video standard for Airurft Systemo Applicatiools STANAG 3350 Inforratiortal
(Approved)

Ipc NATO Eidmang specifications for ARC Standardized Raster STANAG Infounationall
Graphrics (ASRO) 4397:1996 (Approved)

TPC NATO Specificatiorls for UTWM/T Standardized Raster Products STANAC 7077 Infoeoeatioamal
(USRP) (Approved)

[PC ITU-T Docuraneat Application profile forthe Interclrange of T,501 (1989) Inftormtional
Foezasird Mfixed Mode Docurneot.- Termniial Equipaterit (Approved)

and protocols for Teleroatic services
TPC ITTJ.T Decurnent Application Profile for thre Inerchdange of Group T.503 (199 1) Inforatationall

4 Facsintile Docuotents (Approved)

NPC AIIM Intrchane sgofTiled Raster Docuteorits TR14:1988 Ilfommorarieo
(Approved)

TPC NATO Excdraige specifications for ARC Digitized Rauler STANAG 710 lO foroastitoal
Graphics (ADRG) (Draft)

UFc DOD Digital Repreasentation forConurnrnication of Product MIL.D.280IOA( I) lofooxarioxal
Data: TOES Application Subsets aod IGES Application of 12/14/92 (Superseded)

protoonls _

OPt DOD Requireroeoro for Raster Gmrplo Repruesontatio in Binary MTL.R.28002Bl) I) lfonoatioeoll
Forroat (Group 4 Raster Scantned Imagre) of 9/20/1993 (superseded)

3.6.1.1.2 Alternative specifications. Currently IGES is the most mature and widely implemented
standard for conveying product data information. Other bitmap formats include proprietary
formats such as GIF, PCX, TIFF, RLE, and TGA. Except for support of legacy products, these
formats are not recommended.

3.6.1.1.3 Standards deficiencies. Raster graphics files requirc enormous amounts of storage and
must be supplemented by compression standards.

3.6.1.1.4 Portability caveats. A standard technique for raster data interchange should be selected
for use throughout the Department of Defense (DOD) and applied wherever possible.
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3.6.1.1.5 Related standards. The following standards are related to raster data interchange or
raster data interchange standards:

a. ASME/ANSI Y14.28M-1989, which describes product design and manufacturing

information.

b. ITU-T, facsimile transmission standards.

c. Raster compression standards.

3.6.1.1.6 Recommendations. The mandated standards are recommended for raster data
interchange.

MIL PRF-28002 (Raster) can be used in a Computer-Aided Acquisition and Logistic Support
(CALS) environment, and, when needed, supplemented by National Institute of Standards and
Technology Interim Report (NISTIR) 88-4017 (tiling). FIPS Pub 150 can also be used. With
only the CALS Raster standard available, no real tailoring guidance is possible. This version
(MIL-PRF-28002) supports engineering drawings and technical manual illustrations. The
previous CALS Raster standard (MIL-R-28002B) can be used for in-place and unrevised legacy
data. Tiling (as in NISTIR 88-4017) and compression are desirable for very large raster graphics
files. (See the Still image compression BSA, part 3.5.8.2 of the ITSG.) MIL-PRF-28003 (CGM)
offers the capability for having raster and vector graphics in the same rile. The approved BDF
provides conventions for font conversion/interchange between external and internal X Windows
fonts and can be used in procurements using a client-server computing architecture with a
graphical user interface in a networked environment. BDF can be compiled in Server Normal
Format to be optimized for a particular server.
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3.6.1.2 StiN image compression. (This BSA appears in part 5, Data Interchange, and part 6,
Graphics.) Still image compression standards provide the capability of reducing storage needed
for raster graphics files. This compression can be either exact (loss-less) or approximate (lossy)
upon reversal, depending upon the algorithm. The JPEG is interested in developing standards
covering compression and decompression of still-frame, continuous tone, photographic (gray
scale or color) digitized images by facsimile.

3.6.1.2.1 Standards. Table 3.6-2 presents standards for still image compression.

TABLE 3.6.2 Still image comression standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

[PC SO/EC ~ gtal esopeanon nd odig ofConianun Toe -(Lifecycle)
[PC ISOMC Digta Cor~estoc ws Cdin o Cnmw - on Stll 10912-1:1994 Mandlate

Images, Padt 1: Requirementts and Guidelines (as profiled (Approved)
________ ________by MIL-5ThI183-1198A - JPEG)

UPC DOD Bi.Level Image Compressionfor tseNationa Imangery MI-STD188-196 Mandated
Timnad~son Format Standards (NITFS) of 6/11/1993 (Approved)

GPC DOD Vodor Quandzadon (VQ) Decomepreasion for thse NIFl MML-5TI-188-199 Mandated
of 6/27/1994 (Approved)

GPC NIST Group3 Pacsimile Apparatus for Dectamneo Transmission RPIP PUB [nfornational
147:1991 (Approved)

GPC NIST Prmoondiren for Docurreet Facninile Teawunisedun (Adopt. PIPE PUB Informatioenal
BI1A.RS-466) 148:1982 (Approved)

GPC NIST General Aspects of Group 4 Facranule Apparatus (Adopt. P11 PUB Informational
EIA-536.1988) 149:1988 (Approved)

GPC NIST Pseajele Coding Schemoes and Coding Control Ponceons FP11S PUB Idnfotationitl
for Group 4 Facsimile Apparatus (Adopeo EIA 538-1988) 150:1988 (Approved)

[PC ITU-T Standardieneionof Group 3Pncamile Apparatus for TA4 (1993) latfonoational
Documsent Tesanosnision: Teroviral Equipenee and (Approved)

Protocols for Telemenic Services _____

[PC IT-T Par Coding Sctiounes & Coding Control Prendions for TA6 ([989) Informational
Group 4 Pax Apparatus - Terminal Equipmoent & Protocols (Approved)

__________ ~~forTelesnaticService. ______

[PC ITU-T Digital Compression and Coding of Continuous - Tone Still T.81 (1993) infoonntiorol
iranges.- Requtremeot and Gusidelines - Tenninsl (Approved)
Equipmrent and Protocola for Telemsfnic Services ______

[PC [SO/IEC Digital Compression sad Coding of Continuous-Tone Still 10918-2:1993 Information&[
Images - Pust 2: Crompliance Truting (Approved)

IPC ISO/SEC Progresnive Bi-Level image Conpre~sion (JB1G) 11544 Inforeational
Comopression Algoidthm for Blacli-and-White Irogsgo (Corrigendumn (Approved)

1):1995
[PC [SG/tEC Dara Compression for Information Inrerchrange - Adspivr 11558:1992 Infoormational

Coding weidh Erobedded [3ictionsty - DCLZ Algorithme (Approved)

IPC ISO/SEC Procedure for thte Registration of Algorithmos for the 11576:1994 Laformational
L~ossless Compreaico of Data (Approved)

[PC ISO/IEC Dora Compression for Information Interchange - Bioary 12042:1993 inforeationsl
Arillonelic Coding Algorithm (Appeovod)

[PMT-T Croronon Components for [rouge Cosmpression ned T.80 (1992) Informational
Ciommunication - Basic Principles - Termnoio Equipreror (Approved)

- aned Proto~cols for Trlesoslic Srrvices _______ ________

PC ITU-T Coded Representation of Picture and Audio Information - 1.82 (1993) Informational
Progressive 81-Level Image Comropession - Terminal (Approved)

_____________ _____________ Equipmrent ned Prorocols for Teleroaric Servicers ________ ________

April 7, 1997 3.6-4 Version 3.1



Information Technology Standard- Guidance Gra hics Services

Standard Sponsor Standard Standard Status
Type Reference DoD

_________ ________ ____________________________ __________ (Lifecycle)
UPC DOD RinWrasersmta for Rastroraiphics Represntation in Binary lrfiPRP-23=0 Inf~fonnuAIi

Formar (oroup 4 Raster Scanned Images) (Appov4d

UPC DOD Adaptive Recursve Inermpolated Differential prulse, Codb MILATSID-1. infomuidona
Modulation (ARIDPCM) for tine National Imagery 197A of (Apporovd)

Troasrmiassio Foumnd Stondards (NITFS) 10/121194
NPC ANSI Conspmndon Algoddusn - Biarmy Aridminieic Codking X3.225 Idnfmaltiosail

(ApprovedO

EC ISO/IEC Digital Comresrsuion end Coding oftContinuous-ToneStill 10918-3:1995 Informational
Inugos - Pad 3: Extrusions (Dmhf)

EPC ISO/IEC Digital Cosupreubon end coding of Coosinrrous-TonoS611 10918-4:1996 Infourrational
images - Registration Procedureso for JPEG profile, APPII (Draft)

mariter. and SP1Fr Profie ID marker _____ _____

IPC ISO/IEC Coding of Moving Isiclamm and Associated Audio for 11172-5 Inonoaionsl
Digira Storago Moefi ao oa1.Min/sea (MPEG 1). (Draft)

Part5: Texissical Report on Software for ISO/IEC
11172!1993 ________________

Ipc ISO/IEC GenoritModing of Movingpictures and Associated Audio 13818-4 Emnerging
Irionnasion (MPE02) Part 4: Cornpliance Tooting (Draft)

UPC DOD R"Oqairemeosfor Italer~rapldcaRepresentation in Binary MIL-R-280=2(l) I0nlstormAail

P _ ormart (Group 4 Rester Scummed IWages) of 9120/1993 1 (Superseded)

3.6. 1.2.2 Alternative specifications. The following compression methods are also available:

a. LZW compression algorithm.
b. Fractal transforms.

3.6.1.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.6.1.2.4 Portability caveats. The DOD National Imagery Transfer Format Standards (NITFS)
Adaptive Recursive Interpolated Differential Pulse Code Modulation (ARIDPCM) compression
scheme for eight-bit gray scale images eventually will be replaced by the International
Organization for Standardization (ISO)/JPEG standard in the broader community, thereby
providing the potential for incompatibilities with existing ARIDPCM-based systems. Fractal
transforms are still in a prelimiinary stage and continue to present many problems.

Motion Pictures Expert Group (MPEG) is a joint development project of ISO and ITU-T. The
same organization is responsible for the JPEG standard. Coordination of the standards in this
area, ITU -T H.26 1, JPEG, and MPEG will depend on ISO and ITU-T.

3.6.1.2.5 Related standards. The following standards are related to non-text data compression
standards:

a, MIL-HDBK-1300A, NITFS
b. MIL-STD-2500A, NITF Version 2.0 for the NITFS
C. Various multimedia standards
d. Raster graphics standards
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c. ISO/IEC 11172, MPEGI
f. ISO/IEC 13818, MPEG2

3.6.1.2.6 Recommendations. The standards listed as mandated are recommended. If the DOD
ARIDPCM compression scheme defined in the NITFS is specified in a procurement, a migration
strategy to the ISO/ITU-T/JPEG standard also should be required. NITFS only supports ITU-T
Group Ill compression, while CALS only supports Group IV.

Use the N1TFS compression standards or CALS vompression standard, as applicable. The
MPEG and Joint Bi-Level Imaging Group (JBIG) standards should be considered for their
specialized areas of use. The NIST and ITU-T standards for facsimile are recommended also.
Lossless versus lossy compression: Group 4 facsimile is compatible with Group 3, but Group 3
facsimile is not necessarily compatible with Group 4. NITFS supports group 3, and CALS MIL-
PRF-28002 supports group 4. If a file is compressed using group 4 facsimile, it will not be
readable by a group 3 facsimile system, but a file compressed using group 3 facsimile will be
readable by a group 4 facsimile system.

The JPEG standard can be implemented in hardware or software, and is already available in
conmmercial products. However, sites purchasing JPEG products based on the draft versions of
the standard should require vendor assurance that the products will comply with the international
standard.

ITU-T H.261 is recommended for applications that require a 64-Kbit/second line rate. JPEG is
recommended for still image applications when its data loss does not impact on the system
function. MPEG is recommended for moving image applications when its elimination of
redundant information between frames does not impact on the system function.
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3.6.2 Vector graphics. Vector graphics are a method of representing graphical objects as sets of
endpoints for lines, curves, and other geometric shapes with data about width, color, and spaces
bounded by lines and curves. The entire image commonly is stored in the computer as a list of
vectors called a display list. Vector graphics are used when you need geometric knowledge about
the object created. Geometric shapes keep their integrity: a line always can be picked, extended,
or erased. Today, most screens are raster graphics displays (composed of dots), and the vectors
are put into the required dot patterns (rasters) by hardware or software. Vector graphics systems
must be supplemented by data interchange standards such as Initial Graphics Exchange
Specification (IGES), CGM, and the Standard for the Exchange of Product Model Data (STEP).

3.6.2.1 Vector graphics APIs. The Programmer's Hierarchical Interactive Graphics System
(PHIGS) is a graphics system and language allowing programming of two-dimensional and three-
dimensional graphical objects to be displayed or plotted on appropriate devices in interactive, high
performance environments, and managing hierarchical database structures containing graphits
data. PHIGS is a device-independent interface between the application program and the graphics
subsystem. PHIGS manages graphics objects in a hierarchical manner so that a complete assembly
can be specified with all of its subassemblies. The Graphical Kernel System (GKS) is a graphics
system that is independent of the operating system and provides basic primitives and constructs
for drawing two-dimensional objects to be displayed or plotted on appropriate devices (raster
graphics and vector graphics devices). The GKS extensions add three-dimensional abilities. The
application programming interfaces (APIs) allow graphics applications to be developctcd on one
system and easily moved to another with minimal or no change.

3.6.2.1.1 Standards. Table 3.6-3 presents standards for vector graphics APIs.

TABLE 3.6-3 Vector graphics APIs standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
NPC/IPC ANSIJISO/IEC Prorammetherarchical Interactive Grphics System 9592.1,2,3,4:1989 Mandated

(PHIGS and P14GS PLUS) (as profiled by FIPS PUB 153- with AMDI:1992 (Approved)
I )

1PC ISO/IEC Information Tedmoiogy-Computer G rtohi-Interfadng 9636:1991 Mandated
(Cal) Techniques for Dialogue with Graphics Devices (Approved)

[PC ISO/IEC Graphical Kmel System (OKS) fncdional dewfiption API 7942:1985 Mandated
(ANSI X3.124:1985 ss profiled by FIPS PUB 120-1:1991) (Approved)

IPC ISO OKS for 3 Dimensions (OKS-30) Functomal Deadrtilio 8805:1988 Information"I
(Appmved)

3.6.2.1.2 Alternative specifications. No consortia or de facto specifications for vector graphics
are available.

3.6.2.1.3 Standards deficiencies. Some features are added to PHIGS implementations to
compensate for perceived deficiencies in the standard (e.g., adding the PHIGS Plus Lumiere und
Surfaces (PLUS) standard). The is well-established and well-supported by the computer industry,
but it is minimal and other capabilities are needed.
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3.6.2.1.4 Portability caveats. Most implementations of PHIGS provide extra features that are
not part of the PHIGS standard and often are unnecessary. These features must be avoided if
possible, since unique features limit portability. As with graphics implementations based on
PHIGS, many nonstandard additions in the implementation can impede portability.

3.6.2.1.5 Related standards. The following standards are related to vector graphics API
standards:

a. ISO/International Electrotechnical Commission (IEC) 9593-1:1990: PHIGS
Language Bindings - Part 1: FORTRAN (corrigendum 1:1993, 2 1994).

b ISO/IEC 9593-3:1990: PHIGS Language Bindings - Part 3: Ada (Amd 1 1994,
Corr 1 1993.

ISO/IEC 9593-4:1991: PHIGS Language Bindings - Part 4: C (Amd 1 1994 Corr
1 1994).

3.6.2.1.6 Recommendations. The -mandated standards are recommended. The PHIGS standards
must be used without allowing extra features, and the use of options must be controlled. The
GKS functionality (and GKS-3D's functionality) is 1otally subsumed and extended by PHIGS.
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3.6.2.2 Vector graphics data interchange. (This BSA appears in part 5, Data Interchange, and
part 6, Graphics.) These standards provide file formats for the storage, exchange, and
import/export of raster or vector graphical drawings and images.

3.6.2.2.1 Standards. Table 3.6-4 presents standards for vector graphics data interchange.

TABLE 3.6-4 Vector graphics data interchanze standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

- - eesileor~trael'mf~iootlh - (Lifecycle)
EPC ISO/IEC MeafefrSoai3rnerfP~r ecito 632-1,2.3.4:1992 Mandated

InfIormation (COM) (as profiled by PIP'S PUS9 128-1 and (wlAsnd 1&2) (Approved)
IM1-STD-2301)

NPc1IPC ANSI/I5OAEC Programmers' Hiemdichiul Interactive Orapirica Systemn 9592.1,2,3,4:1999 Min~dst
(PHIOS and PHiGS PLUS) (asa profiled by FP11S PUB 153- with AMDI:19IM (Approved)

OPC NIST Initial Graphics Eodtainge Specificationt (OGS) (adopts FP11S PUB Informations!
ASME/ANSI Y 14.26M- 1939) (1055 ver. 4) 177:1992 (Approved)

NPC ANSI/UsPRO lOBS 5.2. intitial Graphics Exchange SpecificAtten US PROllPO-l00 Informations]
(Replaces ANSI/ASME Y14.26M.193) (Nov 1993) (Approved)

Ipc ANSIJNPEA PFerejss Digital D~ata Exchange -Tag Image Pile Format IT8.8 informations]
for Image Technology2 METlPrT) (Approved)

GPC 5OD DigitalReprsettioneforConmmuiction of Produsct MlL.PRF.23O= Infornational
Dete IGES Application Subsets aod 11)25 Application (Approved)

_ _ _ _Proteocol

ape DOD Respdromnets for RoatrOmptica Representation to Binary MILPRP-2W00 Informational
Formis (Group 4 Raster Scanned Images) (Approved)

ape DOD Digitul Representation for communication of illusatration MIL-PRF-2S003 Informational
DM&s: COM Aprplication Peofile (based on P11' 128) (Approved)

aIpe DOD Comiputrorarnlco Meteijle (COM) Implementation MIL-STD-2301A Ioformational
Standard for National Imagery Tesesfer Formnal Standard (Approved)

(NrIFS) (based on ITPS 129) _ _ _ _

NPC ANSI/AIIM Recommsended Prmcice; Pile Format for Storage and MS53-1993 informatioosl
Eodrsongo of Imoges: Bi-LoAvel imasge Pile Formeat: Fart I (Approved)

ape DOD Digital Repreamuition for comnmunication, of Produsct MIL-D-28000A(l) Inforeational
Dat, IGES Application Subsets and IGES Application of 12/14/92 (Superseded)

_____ rotocols
(IFC DOD Requirements for RsstrC~mprdckRepresentation in Binary MIL-R-28002B(l) lofornitionol

Format (Greep 4 Raster Scanned Images) of 9/20/1993 (Superseded)

Opc DOD Digital Repwienaettion for communeication ofllus~tration MIL.D.28003A~l) Inofrmational
Data: COM Application Profile (boased on F1PS 128) of 8/14/1992 (Soprede~d)

NFC ANSI/ASME Digital Represotnttion for Communication of Product Y14.26M: 1989 Inoromational
Defbiotion Dots (Supemcrdd)

3.6.2.2.2 Alternative specifications. The following specifications are also available:

a. BMP (Windows Bitmap) - Proprietary.
b. CGI (Computer Graphics Interface)
C. GIF (Graphics Interchange Format) (Used by CompuServe)
d. NAPLPS (North American Presentation Level Protocol Syntax)
e. PDL (Page Description Language) - Proprietary
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f TIFF (Tagged Image Fide Format) - Proprietary
g. VDM (Virtual Device Metafile)
h. VDI (Virtual Device Interface)

3.6.2.23 Standards deficiencies. The CGM standards have limited capabilities for handling 3-D
geometries, providing fine control over line drawing details, and using font resource references
enabling reasonably accurate font substitution (the latter is an understatement), and describing
color. Several addenda and amendments are being developed. The addenda would add a global
symbol capability, 3-dimensional geometry extensions, and improved engineering drawing
capabilities (such as better control over fine details of fine drawings). The amendments listed in
table above are concerned with fonts and color. These CGM changes are intended to be upwardly
compatible with existing versions of the specification.

3.6.2.2.4 Portability caveats. Portability problems for existing versions of the CGM standard are
unknown. Potential portability problems exist for the CGM addenda and amendments, as with any
new version of a specification or product, even though the standards groups are developing their
specifications with upward compatibility in mind.

3.6.2.2.5 Related standards. The following standards are related to graphics data exchange or

graphics data exchange standards:

a. ISO 9281: Identification of Picture Coding Methods.

b. ISO 10918-1: Digital Compression and Coding of Continuous Tone Still Images,
Part 1: Requirements and Guidelines.

c. ISO 10918-2: Digital Compression and Coding of Continuous Tone Still Images,
Part 2: Compliance Testing.

d. ISO CD 11172: Coding of Moving Pictures and Associated Audio.

e. ISO SC21i/WG5, N4192: Proposed FTAM Document Type to Support CGM.

f. ISO SC21/WG5, N5165: FTAM Constraint Set and Document Types for COM.

g. MIL-HDBK- 1300A, NITFS

h. MIL-STD-2500A, National Imagery Transmission Format (NITF) Version 2.0 for
the NITFS.

3.6.2.2.6 Recommendations. The mandated standards are recommended.

The following wording from the APP is recommended for specifying data interchange standards:
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"All computer graphics metafiles acquired to describe, store, and/or communicate graphical
(pictorial) information in vector format among different devices, systems, and installations should
comply with the requirements set forth in FIPS PUB 128-1, Computer Graphics Metafile
(CGM)."

The use of CGM is widespread, and many (most) off-the-shelf products for graphics data
interchange are compatible with it.

It is important to consider the specification of CGM conformance in procurements because CGM
is important to the integration of PC applications with the enterprise. Most PC graphics, word
processing and desktop publishing programs support the importing and exporting of pictures,
bidirectionally to other PC programs and between PC and server/minicomputer/ workstation
applications,
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3.6.3 Device interfaces. An API is a set of formalized software calls and routines that can be
referenced by an application program to access underlying network services. The vector graphics
standards mid level service area also fall into this category. Graphical user interfaces are closely
related to this area.

3.6.3.1 Device interface API. Device interface API standards provide the capability to write

graphics device drivers.

3.6.3.1.1 Standards. Table 3.6-5 presents standards for device interface APIs.

TABLE 3.6-5 Device interface API standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,T r- (Lifecycle)

NQ ANSI/ASO/IEC Interfacing Todiniques fo r Dialogue with Graphika %36-1:1991 MWdAW•Devices (IO1) Fnereal specificaon pan 1: (Approved)

Overvew, Profiles, did Confomance

NPCAPC ANSI/ISO/•IC Tediiques for Dialogues with Grao" 9636-2:1991 Mondaled
- , . &'i'dSpecifion-Pa2:Cont~rol (Approved)

NPCAIPC ANSI/ISO/ICf . .. ,, .. ,• ewith Graphical %36-3:1991 Mandated
-.vicosP(COu)-- ',,- , Pa3:Output (Approved)

NPC/IPC ANSIIISOA•C Inteaadcig Ted iqo lor Vit.,:, • .. v, 9636-4:1991 Maoan
Devices (CG[) - Funcntonal Spevh -o - T,• 4i (Approved)

seernenl ________________

NPC/IPC ANSI/ISOflEC Watedkeing Tedimiqoue for Diijngue, with GrapticWl 9%36.5:1991 Mandated
Devices (COl). - untioaIl Spadilcatio - Po. 5: nr0t (Approved)

_a Echoing,
)'PC/IPC ANSIISO/IEC Interfacing Tedoiqus for ialogue with Gtiical 9636-6;1991 Mandated

Devices (CI) - Functional Specification- Part 6: Rasder (Approved)

1P ISO/IEC Inteefacing Tedmique for Dialogues with Graphdcal 9637- :1994 Iafoineauional
Devies "01) -Data Stream Bindie6 - Paut 1: Clharactr (Approved)

FEnodint
IPC UISO/EC lotedacing Tedudquea for Dialogues with Graphical 9637-2:1994 Ioformational

Devices (CO )- Data Stream Binding - Part 2: Binary (Approved)
_ _ _Encoding

3.6.3.1.2 Alternative specifications. Numerous unique proprietary API aret av-iiable for specific
vendor devices.

3.6.3.1.3 Standards deficiencies. A single standard and many implenv,.,,<:" a. device
interface API may add features desirable in future standards.

3.6.3.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.6.3.1.5 Related standards. The following standards are related to device interface API
standards:

a. ISO/IEC 9638-1: CGI Language Bindings - Part I
b. ISO/IEC 9638-2: CGI Language Bindings - Part 2
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c. ISO/IEC DIS 9638-3:1993 CGI Language Bindings - Part 3: Ada

3.6.3.1.6 Recommendations. CGI is the recommended device interface API for graphics.
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3.6.3. Image procauing API. Image processing ApI standards provide basic facilities and
interfaces foi imaging applications at the machine level.

3.6.3.2.1 Standards. Table 3.6-6 presents standards for image processing APIs.

TABLE 3.6-6 Innaae processina API dt~ ards_ _ _ _

Standard Sponsor Standard StanL- -4 Status
Type Reference Doll

_______ ________________________ (Lifecycle)
[pc ISOIIEC Image Proceast-I and latedeage M[1 Puadieal 12087-1:1995 Idnafemaowa

Specific~ato: Put 1: Common Awchitedare (Approved)

[PC ISOJIEC Imnage, Proceesing and Inteedsatge, MMP1 Pemcdeai [2M17.2:1994 lafemsisiorl
Speefficatini Poet 2i programmers Imagitag Kemel system (Approved)

API__ _

[PC [SO/IEC Image Pin,'.... and Interchange M[t Functional 12087-3:1995 kkfonnanueaa
Spwifiwaýon Part 3: Image [nterchange Facility ([IF) (Approved)

[PC [SOIIEC Image Proceuiag aod [nterchange ([P1) API Lnguage 12089.4:1995 lafeanationa
Bindings Padt4: C (Approved)

[PC ISO/TEC image Proceassig sod Interdiange ([Pf) Functional 12087-3 DAM [nsfeimational
Specification Put 3: Image Inteadsange Facility ([IM 1:1994 (Draft))
Amenmenmt 1: 7ype Delinsition. Seeping, and Log1cal

Views fer elInierehant eFacilit
[PC ISO/IEC Erscdiag forthe Image Proteaaamg and [alerduarge 12089:1994 Iafetmationai

Standard ([P1).- Encoding for the hmage atterdwage (Draft)

(JpC NIST Image Peacesain sod Interctange ([PI) Fvwsdional 'B.Iag Ilemaiea
Specifiolion: Programme.s, imaging Kernel system API Prommasing and (Formative)

I____ I______________ Interdiange ([PI) 1____ 1_

3.6.3.2.2 AMternative specifications. The only other available specifications are proprietary.

3.6.3.2.3 Standards d~ficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.3.2.4 Portability caveats. Deficiencies in the existing IPI standards are unknown.

3.6.3.2.S Related standards. The language interface bindings for INI (ISO 12088) are related.

3.6.3.2.6 Recommendations. Use the current version of IPI, including the most current drafts of

the unfinished parts, and implement a transition to the final standard.
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3.6.4 Geospatial (MC&G). Standards for geospatial (Mapping, Charting, and Geodesy)
products such as maps, charts, and computer displays include graphics symbols and formats for
information storage and processing.

3.6.4.1 Symbology graphics. (This BSA appears in part 5, Data Interchange, and part 6,
Graphics.) These ame standards for the symbology to be used in geospatial applications such as
hardcopy mapping products and computer-generated displays. DoD standards provide definitions
for the representation of military and intelligence information.

3.6.4.1.1 Standards. Table 3.6-7 presents standards for symbology graphics.

TABLE 3.6-7 Symbolozy araphics standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DC: (US Amy) Hamm Factors Engineering Design Criteria for Helimor MIL.STD-1295A Adopted
Codki EMectl.Opticsl Display Symbology of 6/26/1984 (Approved)

OPC DOD (USAF') Aircraft Diqslay Symbology ML-STD- 1787B Adopted
of 6/93 (Approved)

aPC DOD (NIMA) Mapping. Charting and Geodesy (MC&G) Symbology for MILSTD-2402 of Adopted
GrapldcProducs 2J95 (Approved)

GPC 00 (DISA) Coommo Warsighting Symbology, Verion I M1L.STD-2525 Adopted
(Approved)

OPC WM0 Technical Regulation Vol 11, Metnrologival Services for WMO Document Adopted
Inee•esmion Air Navigation #49 of 1988 (Approved)

GPC DOD Millsty Symbols Q-STAG 509 of Informational
3/5/1979 (Approved)

NPC ANSIWSAE Huanes Interffce Design Methodology for integrated ARP 4155 (1990) lnformational
Display Symbology (Approved)

GPC DOD (US Asmy) Symbols for Army Air Defense System Displays MIL-STD-1477B InfotmflioIal
of 2/1/1993 (Approved)

GPC DOD (DISA) Common Willgbting Symbology, Verion 2 MIL-STD-2525A Informalional
(Approved)

OPC DOD(USAmny) Army Field Mnual (FM): Operaiol Terms and Symbols FM lOt-5-1 Informational
SMIOS (Symbols (Approerd)

of Oct. 1985)
NPC ANSI/iSA Insatrmentation Symbol. and Identification S5.1-1984 (1R19921 Informational

(Apprverdl

NPC ANSIISA Graphic Symbols for Process Displays S5.5-1985 Inforotsional

(Approvedl

IPC NATO NATO Experimenstal Tacics and Amplifying Tactical STANAG 1125 Infoomational
Insotruions - AXP-5(B) (Navy/Air) (Approved)

IPC NATO Militay Symbols for Land Based Systems (APP-6. Ed 3) STANAG 20190I) Informational
of 11/26,1990 (Approved)

[PC NATO Elecronically and/or Optically Generated Aircraft Displays STANAG 3648 of lnformstional
for Fixed Wing Airvraft 6/29/1990 (Approved)

]PC NATO Symbols on Land Maps. Aeronautical Chatos and Special STANAG 3675 Informational
Nsol ('harls (Appnrord)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecyde)
IpC NATO Symbols for Use on Mop of Thanl Aren for Land STANAG 3833 Infanoli

Form (Approves)

CES JointSymbols and Grapbis Joint Pub 1-06 lfon4muonal

I (Draft)

UPC DOD (US Army) Amy F Maml (FM): OpnmionA Torms ad Symbols FM 101.5-1A Infonmatlomnl
SMIUS (Dish)

GPC DOD (NIMA) Vedor Prdct Formn Symbology ML-PRFS-9045 Informtlooiai
(Drft)

OPC DOD (ASPO) Symbol Auonatlon MIL-STD-2526 Infomnational
(Draft)

OFC DIA Ssanr dMhlituay Gramphics Symbols (SMIGS) DIAM65-nx IsfonstUioans

[PC NATO Display Symbology sod Colors for NATO Maitlimn Units STANAG 4420 Lafonamsiond
(Formalive)

3.6.4.1.2 Alternative specifications. No other consortia or de facto specifications are available.

3.6.4.1.3 Standards deficiencies. Draft MIL-STD-2525A does not currently contain weather,
geospatial (mapping/charting), cockpit display, and engineering design symbology. Therefore
NIMA MIL-STD-2402, 2412 should be used for geospatial symbology until such time as a
decision is made to modify MIL-STD-2525A to accomodate these symbols.

3.6.4.1.4 Portability caveats. Portability will be reduced if a Geographic Information System
(GIS) does not allow users to associate their cartographic data independently with relational
database management systems based on Structured Query Language (SQL). Only government
standards are available. Most commercial products will not comply with these standards.

3.6.4.1.5 Related standards. The following standards are related to symbology graphics or
symbology graphics standards:

a. ISO 6937: Supplementary Characters (for accents to the text)
b. ISO 9292: Picture Coding
c. Autometric, Inc., Lakewood, CO: MOSS
d. Map graphics standards.

3.6.4.1.6 Recommendations. The adopted symbology standards are recommended, as applicable:
MIL-STD 2525 is the recommended standard for warrior symbology.
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3.6.4.2 Geospatiall data Interchange. ('This BSA appears in part 5, Data Interchange, and part
6, Graphics.) These standards provide formnats and facilities for miachine-readable graphics-based
mapping, charting, and geodesy data.

3.6.4.2.1 Standards. Table 3.6-8 presents standards for geospatial data interchange.

- ~TABLE 3.6-S Geospatial data interchange standards-
Standard Sponsor Standard Standard Statuis

Type Reference DoD

(PC DOD (NIMA) World Geodedtic System (WGS 114) WMIL51-401of (Lifedcle
21 March 1994 (Approved)

(PC DOD (NIMA) Raste Product Ponna (RSW) MH-ISMD Mandated
2411:1994 (Approved)

OPC DOD (NIMA) Inerace gtwdanifor VwrPmdud FormaoO(VP1 MIL-STD-2407 Mandwedl
(Appmoved)

IPC NATO Digital Geographic lnfmommatossEadan~ge Stanas STANA0 7074 Informational
(DIGEST) Pate I - Genetic Standad Pat 2 - Minimu,, (Approved)
StandarsdaSpecllcaboioe Prt 3- Matria(Exldine of

elevation of data) P*At4. -Soaujbti Vector
GPC NIST Spatia Deja Transfer Stwadaid (SDTS) FP11S PUB 173- Informational

1:1994 (Approved)

IPC NATO Digital Terrain Elevation Data (DTED) STANAG 3809 Inormational
(Approved)

OPC NIST Reproesetation of Geograpldo Point Locations for PIP'S PUB 70- Informational
laformaion Interchatnge (adopts ANSI X3.61-1986) 1:1986 (Approved)

GPC NIST Codes for Identification of Hydrologic Units in the United FP11S PUB lofoooAtional
Stat esnd die Cetildo Oustlying Area (adoplea USGS 103:1983 (Approved)

__________ Circulata 878-=n ANSI X3.145-1996) _____

GPC DOD (NIMA) NlldA ooaS ListofProducts astdServices NIMAL 805-I A, Informational
Ion 1997 (Approved)

(PC DOD (NIMA) Amc Digitized Pieater Orajdics Wotldwide Map Images on MIL-A-89007 of informational
CD.ROMK t:5,0O0througb 1:2.000.00 2/22/1990 (Approved)

OPC DOD(NtMA) DIED (Machine resodse tenoin/elevation dote for the M1L-D-8W~0of inormoational
U.S., the formter USSR. Eorope. Ceotral Asia, Mideast. 2/26/90 MIL.D- (Approved)
Pauts of Southern Asia. Northern Cmaods. 3-ArcSect 89001 of 2/26/90

MIL-D-89020 of
_________ ~5/28/93 _____

GPC DOD (NIMA) Digital Chuate of the World (DCW) (A comrepihenuive MIL-D-89009of lofrozeativoat
1:I1,000.00&scale digital base map of the world) 4/13192 (Approved)

I3PC DOD (NIMA) Digital Cilias DNAt Boor (DCDB) MIL-D-8901 I of lofonmfo"tins
7/2/90 (Approved)

(PC DOD (NtMA) Firelioder Elovatjoo Data (FED) M1L-D-5018 of toforoatiooal
10/1/92 (Approved)

CIPC DOD (NIMA) Digital LAndroess Blanking (DLMB) MIL-D-9021 of loifoooatioeal
6/15/91 (Approverd)

GPC DOD (NIMA) Interim Terraio Data/Pannng Inetrimo Terrain Data WIL-1-89014 of Ioformastiooal
(ITD/S'ITD) 11130/90 (Approved)

GPC DOD (NIMA) Video Disc for Mopping,Ctsating snd Geodesy MIL-V-89100(i) of lofo--ostiooal
(Worldwide Map Imagrs on 12 oinc Video Dialk. 1 :50,000 11/3092 (Approved)

________ _________ ~throogh_1L1,000,000)______ _____
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Standard Spwnsr Standard Standard status
Type Reference DoD

___ ___ ___ __ (Ufecyde)
OKC DOD (NIMA) WooddVeeusSltoml (shoinoag Wslwd.oaie II--91() Ifnstea

end ataaBodue. I:250,O00scale) Of I 130,9 (Approvetd)

([PC DOD) (IMA) World Magneetic Model MWk0 NEIL-W-2950W Of lfnio
6113193 (Apro0ved)

WIC DARPA SM~OW~ OsGrapldo Dafta Model end Detainees BBN DARPA Ifmaoa
IatrdsngepnliealonReoprt 7101duly (Approved)

19899 ________

([pc NODC Worldwide Coverage for 5 Mini G[rid mape: STOPO S Inf~fsnworAl
Bawtlsynsieiglevation Data (Approved)

([PC USGS LANDSAT: Worldwide Coverage for 1:1,~38000OScale LANDSAT Inrformational
Maps: Poaturltremsin Data (Approved)

[PC NATO Soepso and Presentation of Military Geographice Informatio STANAG 2251 Inrformational
and Documnentation (Approved)

UsC NATO Road-s Wn Road Streodares STANAG 2253 Inrfornational
(ApM-ovd)

[PC NATO MOD-Ports STANAG 2255 Ieoonatioaal
(Approved)

[PC NATO Indnuon to series of Land Maps and Aerensatlabl Chart STANACI 3672 Isnformatonaloe
and Indexes to Willowry Gaongrqdde Information And (Approved)

Docunmentation (MOlD) _____

[PC NATO Preferred Magnetic Tap Standarda for the Exchanage of STANAG 3985 Inforoational
Digital ([oogrsjdrc kdmsrfrrtioe, (Apiproved)

[PC NAMO Digital Data File Trnuassoea Foon for Geographric STANAG 3986 Informantiontal
Issformailo (Approved)

([PC USGS - Specification for Raprewtstaion of'Goograodie Point USGS Circular Informational
Locationrs for lefoneatwIonterchangego (adoprt ANSI 878-B of 1983 (Approved)

____________X3.61- 1986)
([PC USGS Digital Elevation Models USGS Circular Informational

895-B of 1983 (Approved)

GPC USGS Digital Line anspds from 1:24,330D cale Mops USGS Circular Informational
895-C of 1983 (Approved)

UPC USGS Digital Line ramphs freem 1:2,000,000Scale Maps USGS Circular Informational
895-Dl of 1983 (Approved)

OPC USGS Land Use and Land Cover Digital Data USGS Circular lofornasioeal
895.E of [983 (Aprprovrd)

OPC USGS Geographic Newor lefonoation Systemn USGS Circular Infeorational
895-F of 1983 (Approved)

apC CIA World Dsta Bank 11: Worldwide Coverage, for 1 :2,0t0O000 World Datfa Bkiti inforoational
Scale Maps (Lines of Commounication, Coastlines, (Approved)
Waterways, lotentatiortalioltfical Boundaries) _______ ______

ape DOD (USAF) Are Digital Raster Imagery (ADRI) Forotat MIL-STD-2406 Inforoational
(Final)

GPC DOD (NIMA) Standarrl Linear Format (SLF) Digital Cartographtic MIL-HDBK.854 Informational
Feature (Final)

OPe DOD (APMC) Registered Data Values for Raster/Gridded Product Foroat MIL.HDBK-856 Infoenatienal
(Final)

(Final)

Ot DD (NIMA) Mapping Chatting anid Gcrdey Syretlogy G(iraphiri MIL-STD.6)3X872 InforneatreaI
(Draft)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
[PC NATO Heasr Recoid Foami for Eaxdw at DisiW OGvagedic STANAG 3934 Infonmudma

lafamatwio (Draft)

I'C NATO Digilts OwagbMc IW oaitif Data Sds Sales STANAG 7070 In$asaaaol
Nmberig (Draft)

GPC DOD (NIMA) DFAD (Madaln- ble feasur dda of the U.S., Eera MI.D-89005 fonrmateota
the fosmtr Weimc USSR, Limited Amu of Far E#ated (Draft)

Wteem AMils 1:250 090 s4cale)
GPC DOD (NIMA) Tw,.W Te.din: otma d D=igta for 1:50,900 ScW) TBD-Tdtal Jafomwatl

MNN Tenvit D"n: (Foarnave)
Digita Dtuaue

for 1:50,000 Scade

3.6.4.2.2 Alternative specifications. Many existing proprietary map graphics applications vary in
complexity to meet users' needs. These applications serve as the cornerstone of the mapping,
charting, and geodesy areas requiring further investigation for standardization consideration.

3.6.4.2.3 Standards deficiencies. Many of the standards listed in the table accompanying this
section are old. They do not accommodate new sophisticated computerized techniques, and
probably will be replaced in the next several years. The standards available pertain almost
exclusively to the data rather than the functionality of an application.

3.6.4.2.4 Portability caveats. Portability will be reduced if a GIS does not allow users to
associate their cartographic data independently with relational database management systems
based on SQL.

The use of different file formats by a GIS reduces portability. However, in the production world
several file formats specified by vendors are used so widely that they are considered neutral file
formats (e.g., Intergraph's Standard Interchange Format (SIF), Autodesk's Drawing Exchange
Format (DXF), and MOSS).

Traditionally, standards governing exchanges among field systems have been the responsibility of
the military system development organization. This leads to substantial interoperability problems,
particularly international. To maximize interoperability, Digital Geographic Information Exchange
Standard (DIGEST) and other map producing data should be exchanged between map-producing
agencies, such as the National Imagery and Mapping Agency (NIMA) and not between
operational units, and the systems development organizations should use the standards set by such
agencies as the NIMA.

Portability difficulties may exist between the Vector Product Format (VPF) and the Spatial
Transfer Specification (SDTS).

Portability can be especially difficult in an area where so many standards exist.
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3..4.2.5 Related Atandrds. The following standards are related to map graphics exchange or
exchange standards:

a. ISO 646: 7-bit Coded Character Set for Information Interchange

b. ISO 1001: File Structure and Labeling of Magnetic Tapes for Information
Interchange

c. ISO 2375: Non-l.tin Alphabets

d. ISO 6937: Supplementary Characters (for accents to the text)

e. ISO 8211:1985 Specification for a Data Descriptive File for Information Exchange

f. ISO 8824/8825: ASN.I

g. ISO 9292: Picture Coding

h. ISO 9660:1988 Volume and File Structure of CI) ROM for Information Exchange

i. ANSI/ASME Y14.26M-1989: IGES (Neutral file format)

j, Intergraph Corporation, Huntsville, AL: SIF

k. Autodesk, Inc., Sausalito, CA: DXF

L Autometric, Inc., Lakewood, CO: MOSS

m. The various data compression standards listed earlier in the section on data
compression

3.6.4.2.6 Recommendations. GIS specifications in a procurement should require SQL
compatibility so that cartographic data can be associated independently with relational database
management systems based on SQL. In each case, consideration of the scale of data and
geographic region needed will be a primary determinant in selection. The standards in the table
above labeled mandated are recommended. The VPF is preferred.

If a packaged GIS is to be purchased, if possible, it should be standardized around a single GIS
file format. If a GIS is to be used on workstations and PCs, this may not be possible. Then the
agency's focus will have to be on the use of interoperability protocols and designing applications
for portability. GIS specifications should require SQL compatibility so that cartographic data can
be associated independently with relational database management systems based on SQL.
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3.6.5 Editors. An editor is a software program used to modify programs or files while they are
being prepared, or after they are complete. A textual editor is a very rudimentary word processing
program. The following editors provide the services for creating and editing nontextual data.

3.6.5.1 Graphics editor. A graphics editor provides an interactive editor to create, edit, and

compose drawings, symbols, and maps.

3.6.5.1.1 Standards. Table 3.6-9 presents standards for graphics editors.

TABLE 3.6.9 Graphics editor standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifec€cle)
N/A NA. None N.A. 1ofwmadow

(N.A.)

3.6.5.1.2 Alternative specifications. The only other available specifications are proprietary.

3.6.5.1.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.5.1.4 Portability caveats. This is a high portability risk area, because no standards exist.

3.6.5.1.5 Related standards. The following standards are related to graphics editor standards:

a. ISO 9592:1989 PHIGS.
b. ISO 7942:1985 GKS.
c. ISO 10918- 1-994 JPEG.
d. ISO 11172: MPEG.
e. ANSI X3H3.8: PIK.
f. ISO 10918-2.

3.6.5.1.6 Recommendations. Carefully match specific requirements for a graphics editor to the
capabilities offered by any appropriate implementation.

April 7, 1997 3.6-21 Version 3.1



Information Technoloav St-rds uind e Oa•phs Services

3.6.5.2 Image processor editor. Image processing editors analyze a picture using techniques that
can identify shades, colors, and relationships not perceptible by the human eye. These editors also
perform image improvement, such as refining a picture in a paint program that has been scanned
or entered from a video source.

3.6.5.2.1 Standards. Table 3.6-10 presents standards for image processor editors,

TABLE 3.6-10 Image processor editor standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. Nonw N.A. Idfomniowl

(N.A.)

3.6.5.2.2 Alternative specifications. The only other available specifications are proprietary.

3.6.5.2.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.5.2.4 Portability caveats. This is a high portability risk area, because no standards exist.

3.6.5.2.5 Related standards. The following standards are related to image processor editor
standards:

a. ISO 9592:1989 PHIGS
b. ISO 7942:1985 GKS
c. ISO 10918-1:1994 JPEG
d. ISO 11172: MPEG
e. ANSI X3H3.8: PIK
f. ISO 10918-2

3.6.5.2.6 Recommendations. There are no standards to recommend. It is suggested that
requirements be specified to anticipate future needs.
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3.6.13 Videoprocessor editor. Videoprocessing editors provide an interactive editor to capture,
scan, create, and edit live, full-motion video.

3.6.5.3.1 Standards. Table 3.6-11 presents standards for videoprocessor editors.

TABLE 3.6-11 Videoprocessor editor standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecyele)

N/A N.A. None N.A. InfomffAdoew
(N.A.)

3.6.5.3.2 Alternative specifications. The only other available specifications are proprietary.

3.6.5.3.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.5.3.4 Portability caveats. This is a high portability risk area because no standards exist,

3.6.5.3.5 Related standards. The following standards are related to videoprocessor editor
standards:

a. ISO 9592:1989 PHIGS
b. ISO 7942:1985 GKS
c. ISO 10918-1:1994 JPEG
d. ISO 11172: MPEG
e. ANSI X3H3.8: PIK
f. ISO 10918-2:JPEG

3.6.5.3.6 Recommendations. See the Image Processor Editor BSA.
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3.6.6 Graphics search and sort. Graphics search and sort standards provide capability and
standardized interface to search for and access graphical objects based on file attributes.

3.6.6.1 Graphics search. Graphics search standards provide the capability and standardized
interface to search for and access graphical objects based on file attributes.

3.6.6.1.1 Standards. Table 3.6-12 presents standards for graphics searches.

TABLE 3.6-12 Graphics search standards

Standard Sponsor Standard Standard Status
Type Reference DoDS.. . . (Lifec•,€le)

N/A N.A. Nome N.A. InformuAowal
(N.A.)

3.6.6.1.2 Alternative specifications. The only other available specifications are proprietary.

3.C.6.1.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.6.1.4 Portability caveats. This is a high portability risk area because no standards exist.

3.6.6.1.5 Related standards. The following standards are related to graphics search or graphics
search standards:

a. ISO 9592:1989 PHIGS
b. ISO 7942:1985 GKS
c. ISO 10918-1:1994 JPEG
d. MIL-STD-188-198: JPEG
e. ISO 11172: MPEG
f. ANSI X3H3.8: PIK
g. ISO 10918-2 JPEG

3.6.6.1.6 Recommendations. Without standards, specifications should reflect current needs and
anticipate future changes.
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3.6.6.2 Image query and search. Image query and search standards provide the capability and
standardized interface to search for and access image data based on file attributes.

3.6.6.2.1 Standards. Table 3.6-13 presents standards for image queries and searches.

TABLE 3.6-13 Imace query and search standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle).
N/A N.A. None N.A. J1omahiood

(N.A.)

3.6.6.2.2 Alternative specifications. The only other available specifications are proprietary.

3.6.6.2.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.6.2.4 Portability caveats. This is a high portability risk area because no standards exist.

3.6.6.2.5 Related standards. The following standards are related to image query and search
standards:

a. ISO 9592:1989 PHIGS
b. ISO 7942:1985 GKS
c. ISO 10918-1:1994 JPEG
d. ISO 11172: MPEG
e. ANSI X3H3.8: PIK
f. ISO 10918-2

3.6.6.2.6 Recommendations. No standard is available to recommend. Only a proprietary solution
that best fits the requirements of the system or a custom-developed implementation is possible.
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3.6.6.3 Graphical object sorting. Graphical object sorting standards provide the capability and
standardized interface to arrange graphical objects and information in a specified order.

3.6.6.3.1 Standards. Table 3.6-14 presents standards for graphical object sorting.

TABLE 3.6-14 Graphical object sorting standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N/A N.A. Ne N.A. Infouionai

(N.A.)

3.6.63.2 Alternative specifications. The only other available specifications are proprietary.

3.6.6.3.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard.

3.6.6.3.4 Portability caveats. This is a high portability risk area because no standards exist.

3.6.6.3.5 Related standards. The following standards are related to graphical object sorting
standards:

a. ISO 9592:1989 PHIGS.
b. ISO 7942:1985 GKS.
c. ISO 10918-1:1994 JPEG.
d. ISO 11172: MPEG.
e. ANSI X3H3.8: PIK.
f. ISO 10918-2

3.6.6.3.6 Recommendations. No standards are available to recommend. See the Image query and
search BSA.
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3.6.7 Graphics security. Graphics security services include graphics security labeling.

3.6.7.1 Graphics security labeling. (This BSA appears in part 6 and part 10.) Graphics security
labeling provides a security service for ensuring that graphical data includes labeling infornation
in support of mandatowy access control security Services, marking security services, handling
security services, aggregation security services, sanitization security services, and release security
services. Security labeling services produce and maintain the integrity of the security label and its
binding to the data with which it is associated.

3.6.7.1.1 Standards. Table 3.6-15 presents standards for graphics security labeling.

TABLE 3.6-15 Graphics security labeling standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- - , Lifecycele)

GFC DOD The DOD Trusted Computer Sytems Evaluatio Criteia DOD 520D.23- Madated
STD: 1985 (Approved)

GPC DOD CMW -',ip EoL ngFormat DDS-2600-6216- Infonnriomd
91 (Appeoved)

GPC DOD CMW Ubtag;: Sewc Code Md Uftt rLIaNcta DDS-26-D.6243. infowmmiiop
Guidelines, Rtevion 1 91 (Appro,tJ)

GPC DOD Camparotmaetd Mode Workstauion (CMW) Evaluation DDS-260X-6243. Inlfomtlional
Crtlria 92 (Appboved)

3.6.7.1.2 Alternative specifications. There are no other specifications.

3.6.7.1.3 Standards deficiencies. Deficiencies in the existi.ig standards are unknown.

3.6.7.1.4 Portabifity caveats. Portability problems with the existing standards are unknown.

3.6.7.1.5 Related standards. Graphics security labeling should be compatible with MIL-STD-
2045-48501, Common Security Label, for any system with a conlmunications interface.

DOD 5200.1-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information. It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.6.7.1.6 Recommendations. The mandated standard is recommended. Graphics security
labeling should be based on the operating system security label standards. Graphics security
labeling should employ binding of strength equal to or greater than that of the operating system.
Compatible security labeling standards include the ability to perform a one-for-one mapping or
transiation between security labeling stand,'rds.
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FOREWORD

The ITSG is the foundation document for the Technical Architecture Framework for Information
Management (TAFIM), Volume 7, the Adopted Information Technology Standards (AITS) and
provides more detailed information about the standards adopted by the AITS.

The ITSG aligns with the major service areas of the reference model identified in the TAFIM,
Volume 2, Technical Reference Model. It is divided by major service areas into separate parts.
See part I of the ITSG for the table of major service areas and associated ITSG part numbers
along with the POC for each major service area. This document, ITSG part 7, addresses the
Communications and Network Services Major Service Area.
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3.7 Conmnunleations and network services. Provision of communications and network services
for DOD users requires a set of information transfer standards encompassing all end systems and
the subnetworks that interconnect them. Most end systems for data use the TCP/IP suite of
internet protocols, which support internetworking operations over differing subnetwork
technologies. Other end systems support voice, fax, messaging, and video services. This part of
the ITSG identifies the base standards which support these communicating end systems, as well as
the subnetwork technologies, the transmission systems, and the interworking protocols used to
interconnect those end systems.

3.7.1 Base standards. Base standards supporting each of the BSAs are listed ,ik tables provided
in 3.7.2 to 3.7.9. The tables provide the standards organization numbers, titles, standards types,
and base standards categories. Some of the most used standards types will appear in abbreviated
form throughout this part. These types and their abbreviations are: Corporate Private Non-
Consensus (CPN-C), Consortia Public Consensus (CPC), Government Public Consensus (GPC),
International Public Consensus (IPC), and National Public Consensus (NPC). The ITSG, part 1,
provides more information on these standards types. Some base standards are referenced more
than once. For example, a base standard applicable to the user-to-network interfaces (UNI) may
be referenced once as it applies to the end-system side of the UNI and again as it applies to the
network side of the UNI.

3.7.1.1 Base standards categories. Base standards supporting each of the BSAs are categorized
as mandated, adopted, legacy, emerging, and informational. These categories are in addition to
the life-cycle status information usually presented. Each of these new categories is described in
3.7.1.1.1 to 3.7.1.1.5.

3.7.1.1.1 Mandated standard. The DOD status "Mandated" is used for those standards
mandated by the JTA. A standard is mandatory in the sense that IF a service/interface is going to
be implemented, it shall be implemented in accordance with the mandated standard. Although
these standards are mandated for C41 only, they should be treated as recommended standards for
non-C41 applications.

3.7.1.1.2 Adopted standard. The DOD status "Adopted" is used to mean that the standard in
the ITSG is approved by DOD for use in satisfying a function of the BSA where there exists no
JTA mandated standard where joint interopetability is impacted. Adopted standards may be
implemented but shall not be used in lieu of a mandated standard. Adopted standards also appear
in the top rows of the standards tables in the ITSG and are bordered with heavy black lines.

3.7.1.1.3 Legacy standard. A "Legacy" standard is a standard necessary to achieve or maintain
interoperability with legacy systems. Legacy systems are systems that are in current use:. Legacy
standards are not recommended for future procurements. Legacy standards may be supported
until the legacy system is no longer being maintained. Examples of legacy standards are X.25
packet switching standards and TRI-TAC/Mobile Sibscriber Equipment (MSE) System standards
such as MIL-STD-188-256.
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3.7.1.1.4 Emerging standard. According to the JTA, a DOD "Emerging" status denotes a
candidate standard to be added as, or to replace, a mandated standard. This includes standards
required to capitalize on new technologies. These candidates will help the program manager
determine those areas that are likely to ch tu,.: ;n the near term (within three years) and suggest
those areas in which "upgradability" should be a concern. The expectation is that emerging
standards will be elevated to mandated status in the JTA when implementations of the standards
mature. Emerging standards may be implemented but shall not be used in lieu of a mandated
standard.

3.7.1.1.5 Informational standard. Informational standards include those remaining rt,7,dards
that fall outside the official DOD status of "mandated", "adopted", "emerging", and "legacy".

3.7.1.2 IAB standards. A number of standards mandated in this part are published by the
Internet Architecture Board (lAB), which is responsible for the Transmission Control
Protocol/Internet Protocol (TCP/IP) suite and which documents these standards. A list of lAB
standards cited in this part of the ITSG and the Request For Comments (RFCs) that make up
these standards is given in Table 3.7-1. lAB standards can be obtained via electronic mail from
FTP.ISI.EDC by using the RFC-INFO service. Address the request to "rfc-info@isi.edu" with a
message body of:

Retrieve: STD
Doc-ID: STDnnnn (where nnnn refers to the number of the STD, e.g., STDO002 for

lAB STD 2)

lAB standards, and other Internet documentation, can also be obtained via a WWW browser from
URL http://ds.internicnet/ds/dspg0intdoc.html.

TABLE 3.7.1 IAB Standards and RFCs

lAB STANDARD RFC NUMBER

lAB NAME
STD

3 Host Requirements 1122,1123

5 Internet Protocol 0791, 0950, 0919,
0922, 0792, 1112

6 User Datagram Protocol 0768

7 Transmission Control Protocol 0793

8 TELNET Protocol 0854,0855

9 File Transport Protocol 0959

13 Domain Name System 1034, 1035

15 Simple Network Management Protocol 1157
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IAB STANDARD RFC NUMBER

lAB NAME
STD

16 Structure of Management Information 1155, 1212

17 Management Information Base 1213

33 Trivial File Transfer Protocol 1350

35 ISO Transport Service on Top of the TCP 1006

37 An Ethemet Address Resolution Protocol 0826

38 A Reverse Address Resolution Protocol 0903

41 Standard for the Transmission of IP Datagrams over Ethernet 0894
Networks

43 Standard for the Transmission of IP Datagrams over IEEE 1042
____802 Networks ________

51 The Point-to-Point Protocol (PPP) 1661, 1662
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3.7.2 Communications for end systems. End systems may be host computers [data terminal
equipment (DTE)], video teleconferencing (VTC) terminals, facsimile terminals, secondary
imagery terminals, or telephone terminals.

3.7.2.1 Host application support. Hosts are end-user computer systems that connect to a
network. They perform numerous functions corresponding to all layers of the International
Standards Organization (ISO) reference model. Host standards for internetwork routing and the
higher layers are required so that communicating hosts can interoperate. Lower-layer standards
depend on the particular network interface. Base standards for host applications are presented in
table 3.7-2.

3.7.2.1.1 Standards. Base standards for host applications are presented in table 3.7-2.

TABLE 3.7-2 Application support standards for hosts
Standard Sponsor Standard Standard Status

Type Reference DoD
--- (Lifecycle)

D1C LAB Host Requirements Standard 3/W.C- Mandated
I122ItFC-1123 (Approved)

[PC lAB MThNET protocol Standmad 8/PFJC. MAi"dW
S54/RFC-855 (Approved)

[PC lAB Pile Trander Protocol Stamdard 9WRFC- Mandated
959 (Approved)

CpC MW Network Tune Protocol (V3) RFC 1305:1992 Mandated
(Approved)

CPC IEM'F Hyperext Transfer procol .. HTIP'/.0 RFC 1945:1996 Mandated
(Approved)

GPC DOD Common Messaging Smloegy and r .s, November ACP 123 US Mandated
1995 Supplement No. I (Approved)

IPC ITU-T Th Directory- Overvew of Conceps, Models ad X.500 Mandated
Services. Data Cormmunication Networks Directory. 1993 (Approved)

OPC DOD Connectloele.s D"a Transfer Application Layer Standard, MIL.STD-2045- Mandated
July 27, 1995 47001 (Approved)

3.7.2.1.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.1.3 Standards deficiencies. The Directory Implementor's Guide, Version 9, April 1996,
provides reported defects and their resolutions to the 1988 and 1993 editions of the ITU-T
Recommendations X.500. It also includes all approved and draft corrigenda to both editions of
the directory specification.

3.7.2.1.4 Portability caveats. X.500 implementations based on 1988 and 1993 specifications will
not interoperate if the resolution of defect 052 to the 1988 specification, which provides for
version negotiation and rules for extensibility, has not been incorporated.
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3.7.2.1.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. lAB STD 27, Teinet bin'try transmission, 5/1/83.

2. tAB STD 28, Telnet echo option, 5/1/83.

3. lAB STD 32, Telnet extended options: List option, 5/1/83.

4. RFC 1495, Mapping between X.400 and RFC-822 Message Bodies, 8/26/93.

5. RFC 1415, FTP-FTAM gateway specification, 1/27/93.

6. RFC 1708, NTP PICS PROFORMA for the Network Time Protocol, Version 3,
10/26/94.

7. lAB STD 10, SMTP service extensions, 11/6/95.

8. RFC 1830, SMTP Service Extensions for Transmission of Large and Binary
MIME Messages, 8/16/95.

3.7.2.1.6 Recommendations. The following base standards should be used in support of related
procurements:

a. The standard for electronic-mail support, used by the Defense Message System
(DMS), is the International Telecommunications Union - Telecommunication
Standardization Sector (ITU-T) X.400-based suite of military messaging standards
defined in Allied Communication Publication (ACP) 123, U.S. Supplement No. 1.
The U.S. Supplement contains standards profiles that define the DMS "Business
Class Messaging" (P772) capability and the Message Security Protocol (MSP).
The DMS will interface to SMTP by using multifunction interpreters (MFI). Some
loss of functionality will occur when a gateway is used.

b. The X.500 protocol supports individual and organizational directory services and
is mandated for use with DMS. X.500 supports directory services that may be
used by users or host applications to locate other users and resources on the
network. X.500 also supports security services used by DMS-compliant X.400
implementations.

C. The File Transfer Protocol (FTP) will be used in support of basic file transfer.
FTP provides a reliable, file transfer service for text or binary files.

d. Basic remote terminal services are supported by the Telecommunications Network
(TELNET) protocol. TELNET provides a virtual terminal capability that allows
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users to log on to remote systems as if the user's terminal were directly connected
to the remote system.

e. IAB STD 3, an umbrella standard, references other documents and corrects errors
in some of the referenced documents, lAB STD 3 also adds additional discussion
and guidance for implementors.

f RFC 1305 specifies the mechanisms to synchronize time and coordinate time
distribution in a large, diverse internet.

g. RFC 1945 specifies methods for search and retrieval within the World Wide Web.

h. MIL-STD-2045-47001 supports VMF message transmission using a
connectionless application layer.
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3.7.2.2 Information transport. Information-transport services provide host-to-host
communications capability for application-support services.

3.7.2.2.1 Standards. Base standards for information transport are shown in table 3.7-3.

TABLE 3.7-3 Host standards for informatio transport

Standard Sponsor Standard Standard Status
Type Reference DoD

-- - (Lifecycle)
I lAB [DHut Requiwmenat Stadaed 3ft - MWaMWi

1122.tFC-1123 (Approvnd)

IPC IAB Intmrnet Protocol StMdard 5WRF- Madat
791A/FC- (Approved)
954W8.C.
919/RF'c-

92Z5fC.
792S.FC-1 112

IPC lAB Utser Ditagram Protocol Standhrd 6WR- Mandaed
768 (Approved)

WVc IAB TnarsTnoisaon Control Protocol Standad 7W-PC. MAndad
793 (Approved)

Ipc LAB ISO Tinnsport Service on top of dte TCP StrW 35/RFC- Mandated
1006 (Approved)

UJPC DOD Internet Tranport Profile for DoD Conoenication.- MIL-STD-2045- Mrdateda
Transport and Internet Services 14502-1A (Approved)

Wpc ISO Connectien Oriented Transport Layer Specification (for ISO 8073 Laacy
Tw only) (Approved)

IPC ISO X.25 Packet Level Protocol for DTE ISO 8208 Legacy
(Approved)

IPC ISO Use of X.25 to Provide the CONS ISO 8878 Legacy
(Approved)

CPC 19 IM6 Specification RFC 1883:1995 FPmeroing
(Approved)

CPC IET ICMPv6 for [Pv6 RFC 1885:1995 Emerging

(Approved)

3.7.2.2.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.2.3 Standards deficiencies. IPv4 does not provide security features such as authentication
and privacy.

3.7.2.2.4 Portability caveats. There are many RFCs that specify extensions to TCP. Most
vendors' products contain extensions. To maximize portability, reduce the use of extensions as
much as possible.

3.7.2.2.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.
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1. RFC 1693, An extension to TCP: Partial Order Service, 1I/1/94.
2. RFC 1644, T/TCP -- T 7P Extensions for Transactions Functional Specification,

7/13/94.
3. RFC 1323, TCP Extensions for High Performance, 5/13/92.
4. RFC 1144, Compressing TCP/IP headers for low-speed serial links, 2/1/90.
5. RFC 1072, TCP extensions for long-delay paths, 10/1/88.
6. RFC 1240, OSI Connectionless Transport Services on Top of UDP - Version 1,

5/26/91.

3.7.2.2.6 Recommendations. The followi, o base standards should be used in support of re!ated
procurements:

a. IAB-STD-7 specifies the Transmission Control Protocol (TCP). TCP is the
standard transport-level protocol most commonly used and is the protocol upon
which many application-support protocols depend. TCP, as mandated by JTA,
implements the PUSH flag and the Nagle Algorithm defined in IAB-STD-3.

b. IAB-STD-6 spucifies the User Datagram Protocol (UDP). UDP is an alternative
traiýsport-!evel protoc,71 that provides an unacknowledged, connectionless,
datagram transport stivice.

c. IAB-STD-5 specifies the Internet Protocol (IP). RFCs corresponding to this
standard are referenced in table 3.7-1. Both TCP and UDP use the IP to transport
information across intemetworks. IP supports connectionless dwcari =m service.
All protocols within the IP spxite use IP datagrams as the basic data transport
mechanism. Two other protocols axe considered integral parts of IP: the Internet
Control Message Protocol (ICMP) and the Internet Group Management Protocol
(IGMP). ICMP is used to provide error reporting, flow control, and route
redirection. IGMP provides multicast extensions for hosts to report their group
riiern.oership to multicast routers. In addition, all implementations of IP must pass
received type-of-service (TOS) values up to t:ie transport layer.

d. MIL-STD-2045-14502-1A specifies a military-unique IP option field that must be
used for hosts that are required to transmit or receive multiaddressed datagrams
over combat net radio (CNR).

IAB-STD-35 supports interworking between Transport Protocol Class 0 (TPD)
and TCP transport service when it ; necessary for Open Systems Interconnection
(OSI) applicatiors to operate over IP-based networks. TPO is defined by ISO
8073.

f. ISOs 8208 and 8878 are layer 3 standards for legacy X.25 network interfaces.

g. RFC 1883 specifies a new version of IP (IPv6), which has been approved by the
Internet Engineering Task Force (IETF). The current version of IP (lPv4)
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provides only 32 bWL of address space and is facing an inability to provide unique
addresses at all entities that require them. RFC 1885 specifies a new internet
control message protocol for IPv6. The changes from IPv4 to IPv6 are primarily
in the following categories:

* expanded addressing capabilities
* header format simplification
* improved support for extensions and options
* flow labeling capability
* authentication and privacy capabilities.

h. RFC 1933 specifies 1Pv4 compatibility mechanisms that can be implemented by
IPv6 hosts and routers. These mechanisms are designed to allow IPv6 nodes to
maintain complete compatibility with lPv4.
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3.7.2.3 Domain name system and internet protocol addressing. Domain Name System
(DNS), an on-line distributed database system, is used to map human-readable machine names
into IP addresses. DNS servers throughout the interconnected internet implement a hierarchical
name space that allows sites freedom in assigning machine names and addresses.

3.7.2.3.1 Standards. Base standards relevant to Domain Name System (DNS) and IP Addressing
are presented in table 3.74.

TABLE 3.7-4 Domain name system and IP addr.ine standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC LAB noro Nmi Symon Stmndard 13fit. Maidad
1034/ftPC-1035 (Approved)

CIc wrF Bouap Proitocol RrEC 951:1985 Modawld
(Approved)

CIC 13M DHCP Options d B00TP Vmdor Bawosioom RFC 1533:1993 Mumied
(Approved)

CPC arm Dywnroc Hos Configuoinou Pmolrwol (DCHP) RFC 1541:1993 MadiM
(Approved)

CpC MW ladificatlim &d Eatemioa for de d Bool [•p olo RFC 1542:1993 Madaled
(Approved)

CpC 15W Uniform Resource Loodoe RFC 1738:1994 MWAdted
(Approved)

CPC IEM Reloative Umiform Resoure mLocau RFC 1808:1995 Madted
(Approved)

CPC MW 1v6 Addreodeg Atchhermee RFC 1894:1995 Emergiog
(Appr~oved)

CC FETW DNS Extauiocu to Support INv6 RF'C 1886:1995 Emealing
(Approved)

CIC EM W Mobility Support RFC 2002:1996 Fierging

3.7.2.3.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.3.4 Portability caveats. There are many RFCs that specify extensions to DNS. Most
vendors' products contain extensions. To maximize portability, reduce the use of extensions as
much as possible.

3.7.2.3.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. RFC 1887, An Architecture for lPv6 Unicast Adiress Allocation, 1/4/96.
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2. RFC 1971, IPv6 Stateless Address Autoconfiguration, 8/16/96.

3. RFC 1912, Common DNS Operational and Configuration Errors, 2/28/96.

4. RFC 1664, Using the Internet DNS to Distribute RFC 1327 Mail Address
Mapping Tables, 8/11/94.

5. RFC 1536, Common DNS Implementation Errors and Suggested Fixes, 10/6/93.

6. RFC 1534, Interoperation Between DHCP and BOOTP, 10/8/93.

3.7.2.3.6 Recommendations. The following base standards should be used in support of related
procurements:

a. IAB-STD-13 supports computer-addressing services and is mandated for IP-based
services. The DNS translates between host names and IP addresses.

b. RFC-951 specifies the Bootstrap Protocol (BOOTP), which a&signs IP addresses
to workstations with no current IP address.

c. RFCs 1533, 1541, and 1542 specify the Dynamic Host Configuration Protocol
(DHCP), which provides an extension of BOOTP to support the passing of
configuration information to internet hosts. DHCP consists of two parts, a
j)rotocol for delivering host-specific configuration parameters from a DHCP server
to a host and a mechanism for automatically allocating IP addresses to hosts.

d. RFCs 1738 and 1808 specify th. Uniform Resource Locator (URL) for locating
resources on an internet.

e. RFC 1884 defines the addressing architecture of the IP Version 6 protocol (lPv6).
RFC 1886 defines the changes that need to be made to the Domain Name System
to support hosts running [Pv6.

f. RFC 2002 specifies protocol enhancements that allow transparent routing of IF
datagrams to mobile nodes in the Internet. "Mobility Support in lPv6" is an
internet draft that specifies the operation of mobile computers using lPv6.
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3.7.2.4 Network management for bosts. The objective of network management is to support
the establishment, reconfiguration, and maintenance of a stable signaling and user-to-network
environment.

3.7.2.4.1 Standards. Base standards for network management of hosts are presented in table
3.7-5.

TABLE 3.7-5 Host standards for network _na__ient

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IP 1AB Simple Network lmemnmt pruotocl (SNMP) Standrd 15ARIC. Mandated

1157 (Approved)

IPC LAB Stmoture of Management infolrnauion (SMI) Standard 16fRFC- Mudated
II1155YiC-1212 (Appoved)

nPC LAB Msaoeremt nformaleon Bale Standard 17iA-R. Mandated
1213 (Appmoved)

CpC I5Th Structoe of MaoAm eL lnfomualo for Voson 2 of the RFC 1902:1996 Inkfoionoml
Simple Network Matiement Protocol (Approved)

cPC ""I Fri, - Coefonrucm Stateoroe for Verslon 2 of the Simple RFC 1904:1996 InlormaioolI
Network Manneaent Protocol (Approved)

Cpc IL M _ " "T .ol forOperomforVeioe 2oftheSimple RFC 1905:1996 Infomfatio"Al
Network Manageaew Protocol (Approved)

Cpc TF r oagement Informatioo Bne for Versioa 2 of the Simple RFC 1907:1996 Lnformaiocal
; Network Managemoent Protocol (Approved)

3.7.2.4.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.4.3 Standards deficiencies. The chief disadvantage of SNMPvl is the fact that its
simplicity severely limits the protocols ability to satisfy users' requirements for event reporting,
sufficient control, and extensibility. Because SNMPvI is so simplistic and limited, it provides
more of a monitoring and data gathering capability than a management function.

The SNMPv I accommodates only limited event reporting by means of the "trap" mechanism.
Other events must be discovered by the managing node by means of periodic polling. Its
simplicity compromises its ability to support consistent or extensive addressing. It has limited
security capabilities, and does not support threshold-driven performance notification except
indirectly through side effects or "set" operations on MIB items. SNMP cannot be extended
easily.

3.7.2.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.4.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

April 7, 1997 3.7-12 Version 3.1



S. .. ..... ....

-Jfm on TechnnInt*h1 qURadWlt Guidance Cnlm l nnit And N m'ok Spt.-i

1. RFC 1908, Coexistence between Version I and Version 2 of the Internet-standard
Network Management Framework, 1/22/96.

2. RFC 1461, SNMP MIB Extension for Multiprotocol Interconnect over X.25,
5/27/93.

3. RFC 1449, Transport Mappings for Version 2 of the Simple Network
Management Protocol (SNMPv2), 5/3/93.

4. RFC 1446, Security Protocols for Version 2 of the Simple Network Management
Protocol (SNMPv2), 5/3/93.

5. RFC 1445, Administrative Model for Version 2 of Simple Network Management
Protocol (SNMPv2), 5/3/93.

6. RFC 1443, Textual Conventions for Version 2 of Simple Network Management
Protocol (SNMPv2), 5/3/93.

7. RFC 1441, Introduction to Version 2 of the Internet-standard Network
Management Framework, 5/3/93.

3.7.2.4.6 Recommendations. The following base standards should be used in support of related
procurements:

a. Hosts will use the Simple Network Management Protocol (SNMP) set of network
management protocols. SNMP vI is specified in IAB-STD-15, -16, and -17.

b. SNMP v2 adds security and authentication capabilities and a new manager-to-
manager relationship for distributed management. SNMP v2, which is backward-
compatible with SNMP vI, is specified in RFCs 1902, 1904, 1905, and 1907.
SNMP v2 has not been accepted by the industry, and few vendors include SNMP
v2 in their products. The main complaints focus on the complex design of the
security and administrative framework. The IETF is presently working on a next
generation version called SNMPng. The first set of internet-drafts are expected in
the Spring of 1997.
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3.7.2.5 Video teleconferencing. DOD and the video teleconferencing (VTC) industry have
developed a profile to provide a standards-based reference document for users as an aid in
defining procurement specifications for VTC equipment.

3.7.2.5.1 Standards. Base standards for VTC are presented in table 3.7-6.

TABLE 3.7-6 VTC standards
Standard Sponsor Standard Standard status

Type Reference DoD
(Lifecycle)

opc DOD tndo"a Prodilo for Viw TelewmocftO vrcoI. Raviswm Mow"aga
1. April 25,1995 (Appmved)

Ipc ITUT Terminal for Low BitRut Mo~dnie&&Convudmionso H.3U Mcao
Much 1,1996tApprwvd)

11C rruT VTC wer ATM( H.321 EAn-rui
tAppovod)_

Wpc MlUT VTC over durmne H.323 Emquar
(AWooved)

3.7.2.5.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.5.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.5.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.5.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I . FIPS PUB 178, Video Teleconferencing Services at 56 to 1,920 Kb/s. 1992.

2. ANSI TI1.314, Digital Processing of Video Signals - Video Coder/Decoder for
Audiovisual Services at 56 to 1536 kbits/s, 199 1.

3. ANSI T1.801.01, Telecommunications - Digital Transport of Video
Teleconferencing/ Video telephony Signals - Video Test Scenes for Subjective and
Objective Performance Assessment.

4. RFC 1890, RTP Profile for Audio and Video Conferences with Minimal Control,
1/25/96.

3.7.2.5.6 Recommendations. The following- base standards should be used in support of related
procurements:
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S VTC 001 applies to video teleconferencing terminals. VTC 001 is based on the
H.320 and T.120 series of recommendations and is independent of the type of
underlying network service.

b. FIPS PUB 178 is based on the H.320 series of recommendations but lacks the
additional DOD requirements contained in VTC 001. The new version of FIPS
PUB 178 includes these DOD requirements. Appendix A of the FIPS PUB 178-I
contains VTC 001. FIPS PUB 178-1 is awaiting final approval from NIST. FIPS
PUB 178-1 will replace VTC 001 as the DOD mandated standard.

C. ITU-T H.321 and H.323 are emerging standards that support VTC over ATM and
Ethernet networks.

d. ITU-T H.324 has been mandated by the JTA for VTC terminals that operate at
low bit rates (9.6 to 28.8 kbps).
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3.7.2.6 Facsimile. Facsimile terminals may be procured with either a standard analog interface or
a standard digital interface.

3.7.2.6.1 Standards. Base standards for facsimile are presented in table 3.7-7.

TABLE 3.7-7 Facsimile standards

Type Reference DoD

c EMA/UrA Orup 3 Fa..mi App,--. for DOoW T. i. 465-A MMdicl
MrdM 21, 199I (Approved)

CPC EIA/MIA Pmeorww for Domomew Facimile Tmnawison 466-A MMdated
(App-vd)

UKV DOD Ilsaopsrubtly ted Pefodmme SmAdmadas fo. Digit MIL-STD- U. Modaled
6ammie Eqeipm4at J*Aay 10,1995 161D (Approved)

3.7.2.6.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.6.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.6.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.6.5 Related standards. Related standards are informative documer Is related to the base
standards. Normative references are included in the base standards.

I. MIL-STD-188-114A, Electrical Characteristics of Digital interface Circuits,
12/91.

2. STANAG 5000, Interoperability of Tactical Digital Facsimile Equipment.

3.7.2.6.6 Recommendations. The following base standards should be used in support of related
procurements:

a. Facsimile requirements for analog output shall comply with ITU-T Group 3
specifications given in Electronics Industries Association/Telecommunications
Industry Association (EIA/TIA) Standards 465-A and 466-A.

b. Digital facsimile terminals operating in tactical, high bit error ratio (BER)
environments shall implement digital facsimile equipment standards for Type I.
Type [1, or both, modes specified in MIL-STD-188-161D. Facsimile transmissions
requiring encryption shall also use this military standard.
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3.7.2.7 Secondary imagery dissenination. National Imagery Transmission Format (NITF)
Standards (NITFS) define the standard formats for digital imagery and imagery-related products
to be exchanged between members of the Intelligence Community, DoD), and other departments
and agencies of the United States Government. The NITFS includes supporting standards for
imagery, image compression, other imagery-related requirements, and the Tactical
Communications 2 (TACO2) protocol. The document structure for current and anticipated
NITFS documentation is described in MIL-HDBK-1300A.

3.7.2.7.1 Standards. Base standards for secondary imagery dissemination are presented in table
3.7-8.

TABLE 3.7.8 Secondary imagery dissemination standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

OPC DOD National Imagery' Transmisiwon Standard (NnFS) Tactics] MIL-SMD204S. Marndated
Ceommunications protocol 2 (TACO2), June 18, 1993 44500 (Approved)

(pc DOD National Imagery Tansmiazion Format (version 2.0) for MEL.STD-2500A Mandi~atd
file fenoso (Approved)

OPC DOD Bi.Lvevl ImageCeompression MaL-STD-185-196 Mandated
(Approved)

(PC DOD Joint Phetographit &ipmrl Gresap (JPEG) Image M3L-5TD-1(U. MAndted
Compressien for the N~rl;S (for~ray Scale and Still Color 198A of (Approved)

____________Imagnes) 12/15/1993 ____

GPC DOD vectorQatzation (VQ) Deomopresnen MIL.STD-lt5-199 Mandated
(Approve 1)

(C DOD AdapivoeRecurive It"ed Differential Plo Code MIL-5Th-I8S- LegacModulation (AR1DPCM) for lthe Nationsl Imagery I91A of (Approved)
r______ I_____ Tmanurosajee Format Standards (NIIFS) 10/12/1994 ______

3.7.2.7.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.7.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.7.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.7.5 Related stat lards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

MIL-HDBK-1I300A, National Imagery Transmission Format Standard, 10/12/94.

3.7.2.7.6 Recommendations. The following base standards should be used in support of related
procurements:

a. MIL-STD-2045-44500 is the standard mandated for Tactical Communications
Protocol 2 (TACO2). TAC02 is the communications component of the National
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Imagery Transmission Format Standard (NITFS) suite of standards used to
disseminate secondary imagery. TACO2 supports operation over point-to-point
tactical data links in high BER communications environments. TACO2 applies
only to users that have simplex and half-duplex links as their only means of
communications.

b. MIL-STD-2500A is the NITF Standard that provides a detailed description of the
overall structure of the file format, as well as specification of the valid data content
and format for all fields defined within a NnTF file.

c. The MIL-STD-188-196/199 series defines compression algorithms for imagery.
For more information on JPEG standard see ITSG, part 5, Data Interchange
Services.
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3.7.2.8 High.level data link control protocols. Link-layer protocols based on high-level data
link control (HDLC) protocols are used by packet-switched networks, hosts, routers, and for
Narrowband-Integrated Services Digital Network (N-ISDN) signaling messages.

3.7.2.8.1 Standards. Base standards for high-level data link control (HDLC)-based link-layer
protocols are presented in table 3.7-9.

TABLE 3.7-9 HDLC.based link-layer prot l standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
[PC ITU.T ISDN Use.Netwerk InQerfue - D Link LAyer Q.921 Mandated

Specification - Digital Subscriber Signaling Systmn No. 1, (Appmrved)
1993

IPC ISO HDLC Prune Struwres 3309 Legacy
(Approved)

IPC ISO HDLC Elemants of Pfoc.&res 4335 Legacy
(Approved)

IPC ISO X,25 LAPB-Compstible DE D" Link Procedures 7776 Legacy
(Approved)

[PC ISO HDLC Pw daes, Dan-Link LAyer Address 8471 Legacy
Resoliue/Negonide-n in Switched Enviments (Approved)

IPC ISO HDLC Procedures, General Pacpoae 30 Frame 8885 Legacy
Information Field Consent end Fermat (Approved)

3.7.2.8.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.8.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.8.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.8.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

ISO 7809, Information Technology - Telecommunications and Information Exchange
Between Systems - High-Level Data Link Control (HDLC) Procedures - classes of
procedures, Third Edition.

3.7.2.8.6 Recommendations. The following base standards should be usted in support of related
procurements:

The X.25 link-layer protocol, known as link access procedure balanced (LAPB), is a subset of
HDLC and uses the frame structure and procedures specified in ISO 3309 and 4335. LAPB for
hosts is specified in ISO 7776. Link-layer address resolution and XID procedures for legacy
packet-switch networks is supported by ISO 8471 and 8885, respectively.
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LAPD is specified in ITU-T Q.921. LAPD is used as a data link control for ISDN. LAPD differs
from LAPB in the following ways:

1. LAPD is designed for multiple access on the link. LAPB is intended for point-to-

point operating.

2. LAPD and LAPB use different timers.

3. The address structures are different.

4. LAPD implements HDLC unnumbered information frame (IUI). LAPB uses only
sequenced information frames.

April 7, 1997 3.7-20 Version 3.1



Information Technology Standards Guidance Communications And Network Services

3.7.2.9 Record traffic protocol. Legacy formal record traffic systems are based on legacy
interoperability standards. These standards shall be supported until the legacy systems are
replaced by the Defense Message System (DMS).

3.7.2.9.1 Standards. Base standards for record traffic protocols are presented in table 3.7-10.

TABLE 3.7-10 Record traffic protocol standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD Inteopembility Stndard, for lnformaion And Record MIL-STD.188-171 l.gacy
Tniffic Exduinge, Mode! (Approved)

Gpc DOD Inb ity Standuds for Infonmatlon ari Record MIL-STD-185-172 Legacy
Traffic Eodcange, Mode 1 (Approved)

Gpc DOD Intewobity Stmdud for Iformation aid Record MIL-STD- 18-173 Legacy
Tnffic &dcimoe, Mode V (Approved)

opc DOD lnteroperobity Stamdu&d for Infonooton Wd Record MIL-ST•-188.174 Legacy
Traffic EBdamge, Mode VI (Appived)

3.7.2.9.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.9.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.9.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.9.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. JANAP 128 Joint Army/Navy/Air Force Publication 128: AUTODIN Operating
Procedures, March 1983.

2. ACP 127 Message Relay procedures.

3. Digital Equipment Corporation (DEC) Digital Data Communications Message
Protocol (DDCMP).

3.7.2.9.6 Recommendations. The following base standards should be used in support of related
procurements:

a. MIL-STD-188-171 will provide the Mode I channel coordination procedure for
synchronous, simultaneous, duplex data transfer over terrestrial links.

b. MIL-STD- 188-172 will provide the Mode II non-ARQ channel coordination
procedure for asynchronous, simultaneous, independent, duplex data transfer.
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C. ML-STD-188-173 will provide the Mode V ARQ channel coordination procedure
for asynchronous, simultaneous, independent, duplex data transfer.

d. MIL-STD-188-174 will "ovide the Mode V ARQ channel coordination procedure
for asynchronous, simultaneous, iuplex data transfer.
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3.7.2.10 Voice encoding for end systems. Several different voice digitization algorithms may be
used to support digital voice applications. The method used depends on available bandwidth and
type of interface.

3.7.2.10.1 Standards. Base standards for voice encoding are presented in table 3.7-11.

TABLE 3.7-11 Voice encodina standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ITT 0PCI Coda Modato (PC" of voice frequencies G.711:1939 Adopted
(na'rvwbamd) (ARpoved)

[PC ITU-T 32 kbiu/s Adaptive Differeatial P01w Code Modiatieo G.721:1989 Adopted
(ADPCM)- Genenl Aspects of Digital Transmission (Approvd)

GPC NCS Linear Predictive Coding (LPC) FED-STD- 1015 Adopted
(Approved)

GPC NCS Artalog-to-Digital Convenion of RAdio Voice by 48&-bpe FED-STD- 1016 Adopted
Code Excited Limear Prediction (CELPO (ARproved)

OPC DOD Analogfto. Digital Convernion Techtniques (for CVSD MIL-STD-188-113 Legacy

IModulion) (Approved)

3.7.2.10.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.2.10.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.2.10.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.2.10.5 Related standards. Related standards are informative documents related to the base
standards. Noniiative references are included in the base standards.

I. ANSI TI.302, Telecommunications - Digital Processing of Voice-Band Signals -
Line Format for 32-kbits/s Adaptive Differential Pulse-Code Modulation
(ADPCM).

2. ANSI T1.310, Telecommunications - Digital Processing of Voice-Band Signals -
Algorithms for 5-, 4-, 3-, and 2-bit/Sample Embedded Adaptive Differential Pulse-
Code Modulation (ADPCM).

3. ANSI TI.501, Telecommuniications Njetwork Performance - Tandem Encoding
Limits for 32 kbits/s Adapfive Differendial Pulse-Code Modulation (ADPCM).

3.7.2.10.6 Recommendations. The following base standards should be used in support of related
procurements:
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a. rrU-T G.71 1 specifies 64-kbps pulse-code modulation (PCM) for both mu-law
and A-law companding.

b. MEL-STD-188-113 specifies 16-kbps continuously variable slope delta (CVSD)
modulation.

c. FED-STD-1015 specifies 2.4-kbps linear predictive coding (LPC).

d. FED-STD-1016 specifies 4.8-kbps code-excited linear prediction (CELP).

e. ITU-T G.721 specifies 32-kbps adaptive differential pulse-code modulation
(ADPCM).
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3.7.3 Communications services for networks. This section addresses standards for different
types of networks and other network-related topics. Networks include router networks, local area
networks (LANs), packet switch, point-to-point, combat net radio, N-ISDN, broadband-ISDN
(B-ISDN), and the asynchronous transfer mode (ATM). Network-related topics include voice
.dgitization, timing and synchronization, network management, interworking, and personal
communications services.

3.7-3.1 Routers. IP routers perform intemetwork routing. They also perform interface functions
needed to pass packets between different networks. IP routers route packets based on destination
subnetwork addresses, not destination end-system addresses. IP routers may exist any place
within the Defense Information Systems Network (DISN) as either interior or exterior gateways.
For the purpose of routing, a group of networks and gateways controlled by a single
administrative authority is called an autonomous system, which uses interior gateway protocols.
Gateways between autonomous systems use exterior gateway protocols.

3.7.3.1.1 Standards. Base standards for routers are presented in table 3.7-12.

TABLE 3.7-12 Router standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC IAB Internet Pmtoool Standard 5MRFC- Mandated
79I/RPFC (Approved)
950/RFC-
919/RFC-
922/RFC-

792/RFC-1112
IPC lAB User Daagnum Protocol Standa~rd 6/KI- Mandated

768 (Approved)

[PC LAB Transmission Control Protocol Standard 7/RFC- Mandated
793 (Approved)

WPC LAB TMLNET Protcol Standard MRFC- Mand.Ld
954/RFC-855 (Approved)

W lAB Domnain Name System Standard 13/RFC- Mandated
l034/RPFC- 1035 (Approved)

IPC LAB Simple Network Manag•rnent Protocol (SNMP) Standard 15/RFC. Mand.atd
1157 (Approved,

[PC LAB Smcture of Management Iforomation (SMI) Standard 16/RFC- Mandated
1155/RFC-1212 (Apprved)

[PC LAB Manageroent information Base Standard L7/RFC- Mandated
1213 (Approved)

IPC LAB Trivial FTP O(ITP), to be twed forinitializalion only. Standard 33/RFC. Mandated
1350 (Approved)

CPC IETF Bootstrap Protocol RFC 951:1985 Mandated
(Approved)

CPC IETF DHCP Options and BOOT? Vendor Extensions RFC 1533:1993 Mandated
(Approved)

(PC IETF D)ynamic Hlost Configuration Protocol (IXDHP) RFC 1541:1993 Mandated
(Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CpC ETF Cltafiomeu and Extension for the Bootsrap Protowol RFC 1542:1993 Mandated

(Approved)

C9 l Open Shont Path Fira Rout&4 Vendee 2, for nicast RFC 1583:1994 Mandated
routin (Approved)

Cp• 1ETf Multiat Exteruiorut to OSPF for multikat routing RFC 1584:1994 Mandated
(Approved)

CPC IETF Border Gateway Protocol 4 RFC 1771:1995 Mandae
(Approved)

cpC IEF Application of BOP In the Internet RFC 1772:1995 Mandated
(Approved)

(7C LEM Requiremnenot for lP Vernion 4 Roueo RFC 1812:1995 Mandated
(Approved)

CpC IFTFD IV6 Specification RFC 1883:1995 Erner&ing
(Approved)

CpC IE'r IPv6 Addressing Ardcitecture RFC 1884:1995 oteqging
(Approved)

CPC IETl ICMKP6 for IPv6 RFC 1885:1995 Feterging
(Approved)

CPC METW DNS Entonuione to Support IPv6 RFC 1886:1995 Peqrg.ing
(Approved)

3.7.3.1.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.1.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.1.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. RFC 1970, Neighbor Discovery for IP Version 6 (IPV6), 8/16/96.
2. RFC 1933, Transition Mechanisms for lPv6 Hosts and Routers, 4/8/96.

3.7.3.1.6 Recommendations. The following base standards should be used in support of related
procurements:

a. The following standards and RFCs that were mandated for hosts in section 3.7.2.1
also apply to routers: IAB-STD-5, -6, -7, -8, -13, -15, -16, and -17, ar'I RFCs
0951, 1533, 1541, 1542, 1883, 1884, 1885, and 1886.

b. IAB-STD-33 specifies the trivial file transport protocol, which is used by routers
for initialization only.
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C. RFC 1583 specifies the open shortest path first (OSPF) version 2 protocol for
unicast interior gateway routing; RFC 1584 specifies multicast OSPF (MOSPF) for
multicast interior gateway routing.

d. RFCs 1771 and 1772 specify the gateway protocol used by routers for exterior
gateway routing.

e. RFC-1812, an umbrella standard, references other documents for IPv4 and
corrects errors in some of the reference documents.
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3.7.3.2 Local area networks. Local Area Networks (LANs) provide connectionless subnetwork
service to support information exchange between end systems. The information transfer can be
point-to-point, multicast, or broadcast. The link layer consists of two sublayers, logical link
control (LLC) and media access control (MAC). Link-layer addresses are used to exchange
information between end systems on the same LAN. IP-layer addresses are required for
information to be exchanged with end systems on LANs connected to other networks.

3.7.3.2.1 Standards. Base standards for LANs are presented in table 3.7-13.

TABLE 3.7-13 LAN standards

Standard Sponsor Standard Standard Status
Type Reference DoD

-Lifecycle)
[PC ISO/EC carrier Sam Mulple A- with olision Detction 8802-3:1993 Mandated

(CSMAiCD) Aeess Method and Physical Layer (Approved)
Speicaitiom, 10 BuseT Mediwu-Acceas Unit CMAU) _

[PC lAB An Ethernet Address Resollion Protocol Standard 37IRFC- Mandated
826 (Approved)

[PC IAB Standard for the Transmission of IP Datagrams Over Standard 4I/RFC- Mandated
Ethernet Networks 894 (Approved)

[PC ISO Logical Link Control 8802-2 Adopted
(Approved)

IPC [AD A Reverse Address Resolution Protocol (RAMP) Sandard 38/RPFC- Adopted
903 (Apporved)

IPC ISO Fiber Distributed Dat Interface (FDDI) 9314 Adopled
(Approved)

NPC ANSI Fool Station Management X3.229 Adopted
(Approved)

[PC ISO Token Bus Media Access Control 8802-4 Legncy
(Approved)

IPC ISO Token Ring Media Ac-e.s Control 8802-5 Legacy
(Appeoved)

NPC IEEE Fast Ethernet 802.3u Emerging
(Approved)

3.7.3.2.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.2.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.2.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.
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1. ISO 8473-2, Information Technology - Protocol for Providing the Connectionless-
Mode Network Service - Part 2: Provision of the Underlying Service by an
ISO/IEC 8802 Subnetwork, First Edition.

2. ANSI/IEEE 802. 1B, Information Technology - Telecommunications and
Information Exchange Between Systems - Local and Metropolitan Area Networks
- Common Specifications - Part 2: LAN/MAN Management.

3. IEC 847, Characteristics of Local Area Networks (LAN), First Edition.

4. ISO ISP 10608-4, Information Technology - International Standardized Profile
TAnnn - Connection-Mode Transport Service over Connectionless-Mode
Network Service - Part 4: Definition of Profile TA53, Operation over a Token
Ring LAN Subnetwork, First Edition.

5. ISO ISP 10608-6, Information Technology - International Standardized Profile
TAnnn - Connection-Mode Transport Service over Connectionless-Mode
Network Service - Part 4: Definition of Profile TA54, Operation over an FDDI
LAN Subnetwork, First Edition.

6. ISO ISP 10609-11, Information Technology - International Standardized Profiles
TB, TC, TD, and TE - Connection-Mode Transport Service over Connectionless-
Mode Network Service - Part 11: CSMA/CD Subnetwork - Dependent, Media-
Dependent Requirements, First Edition.

7. ISO TR 10178, Information Technology - Telecommunications and Information
Exchange Between Systems - the Structure and Coding of Logical Link Control
Addresses in Local Area Networks, First Edition.

3.7.3.2.6 Recommendations. The following base standards should be used in support of related
procurements:

a. ISO-8802-2 specifies the LLC protocols used in LANs such as ISO 8802-3
(CSMA-CD), ISO 8802-4 (token bus), and ISO 8802-5 (token ring). The link
service provided over ISO-8802 LANs shall be a Type- I connectionless network
service, as defined in ISO-8802-2. The LLC generates command packets (or
frames) called protoco! data un';s (PDU) and interprets them.

b. The MAC sublayer handles the methods for allowing a particular node to transmit
on the specific data transmission media available to it. A LAN can be configured
as either a bus or a ring topology. Two primary methods are used to control
access: carrier sense multiple access/collision detection (CSMA/CD) and token
passing. The ISO 8802-3 standard addresses CSMA/CD, ISO 8802-4 addresses
token-passing buses, and ISO 8802-5 addresses token-passing ring. ISO 9314
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addresses Fiber Distributed Data Interface (FDDI) LANs. For interoperability
reasons, the JTA mandates support for only one type of LAN.

c. ANSI X3.229 specifies the Station Management standards for FDDI LANs.

d. IAB-STD-37 and IAB-STD-38 specify the Address Resolution Protocol (ARP)
and Reverse ARP (RARP), which are needed for resolution of IP-layer and link-
layer addresses.

e. IAB-STD-41 specifies a standard method of encapsulating IP datagrams on an
Ethernet.

f. For high-speed LAN requirements, 100-Mbps Ethernet technology may be
implemented in accordance with IEEE 802.3u. This standard supports auto-
negotiation of the media speed, making it possible for dual-speed Ethernet
interfaces to run either at 10 or 100 Mbps automatically.

g. The IEEE 802.11 Committee is developing emerging standards for wireless LAN
services across three transmission media: spread-spectrum radio, narrowband
radio, and infrared. Wireless technology is useful in environments requirng user
mobility or flexible network establishment and reconfiguration.
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3.7.3.3 Packet-switch services. Packet switch services are supported by both wide area packet-
switched network standards and internet standards.

3.7.3.3.1 Standards. Base standards for packet switches are presented in table 3.7-14.

TABLE 3.7-14 Packet-switch standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPC ANSI CoreAspects ofTFraeProIoc foUse with From Relay T1.618 Adopted
Bearer Service (Approved)

IPC TtU.T Interface Between DTE and DCE for Tesminals operatng X.25 LAgaY
in the Pdcket Mode and Connectd to Pbfic Date (Approved)

Networks
IPC IM-T Paceot-Swkided Signaling Systne Between Public X.75 Legacy

Networka Pmoviding Data Tranmeisaion Sevior. (Approved)

IPC rMT-T Internaioenal Numnbering Plan for Pblic Dua Networks X.121 Legacy
(Approved)

CPN-C Belloore G Switching Requintents in Support of SMSS TR.TSV-000772 Informational
(Approved)

3.7.3.3.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.3.4 Portability caveats. Portability problems related to the exirting specifications are
unknown.

3.7.3.3.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. 1SO 8878, Information Technology - Telecommunications and Information
Exchange Between Systems - Use of X.25 to Provide the OSI Connection-Mode
Network Service, Second Edition.

2. ISO 10588, Information Technology - Use of X.25 Packet Layer Protocol in
Conjunction with X.21/X.21 is to provide the OSI Connection-Mode Network
Service, First Edition.

3. ISO 8881, Information Processing Systems - Data Communications - Use of the
X.25 Packet Level Protocol in Local Area Networks, First Edition.

3.7.3.3.6 Recommendations. The following base standards should be used in support of related
procurements:
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a. ITU-T X.25 specifies the legacy packet-switch interface to DTEs for both the link
and packet layers.

b. ITU-T X.75 specifies the link and packet layer interface used to interconnect
legacy packet-switch networks.

c. ITU-T X. 121 specifies the numbering plan format used by packet-switch
networks.

d. ANSI TI.618 specifies frame relaying of packet-switch data using an ISDN
packet-mode bearer service.

e. Bellcore TR-TSV-000772 specifies the interface used to bransport packet-switch
data using switched multi-megabit data service (SMDS).
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3.7.3.4 Point-to-point service. Point-to-point protocolc (PPP) support full-duplex, synchronous
or asynchronous, communications between end systems. Point-to-point systems include physical-
layer interfaces and a link-layer protocol.

3.7.3.4.1 Standards. Base standards for point-to-point systems are presented in table 3.7-15.

TABLE 3.7-15 Point-to-point standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

EPC tAB "h POi-ala-PoilP Newel (PPP) Stadad 5/'RFC Manda"d
1661 (Approved)

CPC EMF PIPP Intemet Protocol Control Protocol (IPCP) RFC 1332:1992 Mtandated
(Approved)

CPC WEMF PPP Link Quality Monitoring RFC 1333:1992 Mandated
(Appoved)

Cpc ITF PPP AWeat'icalion Prtocol. RFC 1334:1992 Mandated
(Approved)

CPC MET PPP Link Control Prowol (LCP) Extnuijons RFC 1570:1994 MandaWe
(Approved)

NPC EIA Intreafce Between Date Teeminal Equipment and Dae 232E Mandatd
Circuit Teeninating EquipeneAt Ernploying Serial Binary (Approved)

Dat Interchtnge, J!l& 1991
NPC EIA General Purpoae 37-Postion aad 9-Positon llerface for 449 Mandated

Data Tearinal Enuipmreen and Data Circuit Tenninaling (Approved)
Equipment Enploying Serial iHueaay Date lntnrduange,

Februoea..1980 1

NPC EIA High Speed 25-Position Inteaface for Data Temaeial 530A Mandat
Equipment a Date Circuit-Teoniudhng Equipment. June (Appeoved)

1992, Including, Alternate 26-Position Connector, 1992
IPC ITU-T Dat Transmission at 49 kbps Using 60-108 kHz Group V.35 Adopted

Band Ciecuits (Section on NRZ Interface) (Approved)

3.7.3.4.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.4.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.4.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

RFC 1841, PPP Network Control Protocol for LAN Extension, 9/29/95.

3.7.3.4.6 Recommendations. The following base standards should be used in support of related
procurements:
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a. IAB-STD-51, RFC-1332, RFC-1333, RFC-1334, and RFC-" -70 specify link-layer
protocols for point-to-point systems.

b. EIA-232E, EIA-449, EIA-530A, and ITU-T V.35 (section on NRZ Interface)
specify physical-layer interfaces for point-to-point systems.
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3.7.3.S Combat net radio. Combat net radios (CNRs) provide voice or data communications for
mobile users. These -adios provide a half-duplex broadcast transmission media with potentially
high BERs.

3.7.3.5.1 Standards. The base standard for CNR is presented in table 3.7-16.

TABLE 3.7-16 Combat net radio standards

Standard Sponsor Standard Standard Status
Type Reference DoD

1 (Lifecycle)
GPC DOD loteropembility StaodMd for Digital Mauage Tanefrr MIL-VTD-188- Mandawl

Device (DMTD) Subsysuems, July 27, 1995 220A (Approved)

GPC DOD Inmeet Tranmport Profile for DoD Commnmicadom - MIL-STD-2045- Mwdaad
Tratupoe aud [uteWeuet Seaoce 14502-IA (Approved)

3.7.3.5.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.5.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.5.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.5.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. MIL-STD-188-114A, Electrical Characteristics of Digital Interface Circuits,
12/91.

2. MIL-STD-188-200, System Design and Engineering Standard for Tactical
Communication, 6/83.

3. ISO 8802-2, Information Technology - Telecommunications and Information
Exchange Between Syý- -is - Local and Metropolitan Area Networks - Specific
Requirements - Part 2: Logical Link Control, Second Edition.

4. ISO 8885, Information Technology - Telecommunications and Information
Exchange Between Systems - High-L. -I Data Link Control (HDLC) Procedures -
General purpose XID Frame Information Field Content and format, Third Edition.

5. IAB STD 3, Requirements for Internet hosts - communication layers, 10/1/89.

3.7.3.5.6 Recommendations. The following base standards should be used in support of related
procurements:
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a. MIL-STD- 188-220A specifies the method by which IP packets are encapsulated
and transmitted over CNR subnetworks.

b. MIL-STD-2045-14502- IA specifies a multiaddressed IP option field that must be
used by hosts that are required to transmit or receive multiaddressed datagrams
over CNR.
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3.7.3.6 N-JSDN. Narrowband-ISDN (N-ISDN) is based on a 64-kbps channel structure.
Channels used for user information exchange are called B-channels. Separate channels provided
for common-channel Signaling, called D-channels, are used to set up connections and control
supplementary services (see 3.7.3.7).

3.73.6.1 Standards. Base standards for N-ISDN are presented in table 3.7-17.

_______ TABLE 3.7-17 N.ISDN standards_____ ____

Standard Sponsor Standard Standard Status
Tvne Reference DoD

- NS- Telecommuniatiaons - Inaiersaed Seriese Digital Network -I40 (Liecyl
(ISDN) - Peinraiy, Rale,- Coatomner Insalaltise Metallic (Approved)

________ ~~~Interfaces (LAYer I SOeCifiea6ion). 1990 _____ _ _

NPC ANSI Telecommunrications - Intelprated! Service. Digital Network TI .601 Mandated
(ISDN) - Bmsic Access Infteface for U.. on Metallic loop. (Approved)
for Application on thre Network Side of the NT (Layer I

_____________ __________ ~~~Specification), 1992 _______ ________

weC IU-T Numbering Planfor th~eISDN Em 1991 E.164 Mandatled
(Approved)

(JPC DOD System Interface Crntena (section on WNDP) DCAC 370-175-13 Mandated
(Approved)

[PC IrtJ.T ISDN User-Nelveork Interface - Data Link Layer Q.921 Mandated
Specificetion - Digital Subscriber Signalinrg Systemo No. 1. (Approved)

19913
IPC IThJ-T ISDN User-Neewotlc Inteface, LAyec 3 Specilicaliont for Q.931 Mandaled

basic Call Control.- Digital Subscriber Signaling System (Approved)
No. I (DSS 1), Netwotk LAyer, User-Network

Management, 19699_______
CPC IE11 Multiprosocol Interconnect on X.25 and ISDN in thre RI

0
C 1356:1992 Mandated

Packet Mode (Appeoved)

CPC lED
0  

PPP over ISDN ROCI1618:1994 Mandoled
(Appttoord)

NPC ANSI Sigoaliog Systemn Nomber 7 (SS7) Menaage Transfer Part TIAl I I Adlopted
(WMP) (Approed)

NPC ANSI Signaling System Number 7 (S7) Signaling Conecetion TI.112 Adopted
Control Part (SCCP) (Approved)

NPC ANSI Signaling SystemNuNorberli(SS7) ISDN Uoer Part (ISUP) TIll)3 Adopted
(Approved)

NPC ANSI Sigoaliog System Numober (SS7) Transaction Capabilities Ti.114 Adopted
Application Part (]`CAP) (Approved)

NPC ANSI Basic A;cess loterfývefor Sand TRefetvvoce Points (Layer T1.605 Adopted
I I (Appruved)

NPC ANSI Digital Subscriber SignalingSystemo Number I (DSSI1) TI.608 Adopted
Sigrnalinrg Spec foe X.25 Packet Switchred Biearer Service (Approved)

NPC ANSI Ivierecooddg Between the ISDN 11ser-Netcvvrk Interface T1.609 opted
Protocol and SS7 ISUP ,ecpp-oed)

[PC 11IJ-T Narmberiog Plan for the loteroalivoni Telephrooe Systemo E. 163 Adopted

I (Arpproed)

I3PC NIST Integeated Serices Digital Netwoork (ISDN) I-II' PUB 1152 lomiontionol

L I (Approve~d)
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3.7.3.6.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.63 Standards deficiencies. No deficiencies have been identified in 'ýe existing standards.

3.7.3.6.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.6.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. ANSI Tl.219, Telecommunications - Integrated Services Digital Network (ISDN)
Management - Overview and Principles.

2. ANSI Ti.236, Telecommunications - Signaling System Number 7 (SS7) - ISDN
User Part Compatibility Testing.

3. ANSI Tl.239, Telecommunications - Integrated Services Digital Network (ISDN)
Management - User-Network Interface Protocol Profile.

4. ANSI TI.604, Telecommunications - Integrated Services Digjital Network (ISDN)
- Minimal Set of Bearer Services for the Basic Rate Interface.

5. ANSI TI.603, Telecommunications - Integrated Services Digital Network (ISDN)
- Minimal Set of Bearer Services for the Primary Rate Interface.

6. ANSI TI.234, Telecommunications - Signaling System Number 7 (SS7) MTP
Levels 2 and 3 Compatibility 7.hsting.

3.7.3.6.6 Recommendations. The following base standaros should be used in support of related
procurements:

a. FIPS PUB 182 provides a basic overviev/ of N-ISDN fun ,-ality and bearer
services.

b. N-ISDN standards applicable to the LJNI interface are give& ANSI T1.408,
T1.601, and T1.605 for the physical layer; ITU-T Q.921, for the link layer; ITU-T
Q.93 1, for the network layer when supporting circuit-switched connections; and
ANSI T1.608, for the network layer when supporting packet-switched
connections.

C. N-ISDN standards applicable to the node-to.-network signaling interface are given
in ANSI T1.I1I to T1. 114 and Tl.609.
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d. Address formats for N-ISDN use the numbering plan and format specified in ITU-
T E. 163 and E.164. Defense switched networks will suppoil the worldwide
numbering and dialing plan specified in DCAC 370-175-13.

e. RFCs 1356 and 1618 have been categorized as JTA mandatory standards when
using ISDN packet-switched services to transmit IP packets, and when using the
PPP over ISDN switched circuits configured for clear-channel services.
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3.7.3.7 N-ISDN suppleumentary services. A network supplies supplementary services in
addition to its basic services. The generic procedures applicable to the control of supplementary
services at the user-to-network interface are defined in ANSI Tl.610.

3.7.3.7.1 Standards. Base standards for N-ISDN Supplementary Services are presented in table
3.7-18.

TABLE 3.7-18 N-ISDN supplementary services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPC ANSI T I - Geeric Procedue for te Control of ISDN TI.610 Adopted
Supplementary Service. (Approved)

NPC ANSI ISDN - Mulf.ilvl Preedence mand Preaption (MLPP) TI.619 Adopted
Service, Capabilty (Approved)

NPC ANSI Conerwing calling spplementea y service TI.647 Adopted
(Approved)

NPC ANSI Call Waiting Supplesnentauy Service TI.613 Adopted
(Approved)

NPC ANSI Call Holding Supplementary Svrvice TI.616 Adopted
(Approved)

IPC ITU-T Call Forwarding Supplenentary Services 1.252 Adopted
(Approved)

NPC ANSI ISDN Normal Supplernnetary Service Call Trasnfer TI.632 Adopted
(Approved)

IPC ITU-T Multiparty Supplenentary Services 1.254 Adopted
(Approved)

NPC ANSI ISDN - UJr.-o.Uwer Supplementary Service TI.621 Adopted
(Approved)

NPC ANSI ISDN -Calling Line Identification Presentaion and TI.625 Adopted
Restriction Supplernentary Service (Approved)

IPC ITU-T Completion ofcal to A Busy Subscriber 1.253.3 Adopled
(Approved)

NPC ANSI ISDN - Message Waiting Indicator Control and TI.622 Adopted
Notilication Supplenteeary Service and Associated (Approved)

Swhichine and Signaling SpeciTication
NPC ANSI Explicit Call Transfer TI.643 Adopted

(Approved)

NPC ANSI Call Park T1.653 Adopted
(App.oved)

NPC ANSI Call Deflection Supplee'entary Service T1.642 Adopted
(Approved)

3.7.3.7.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.7.3 Standards deficiencies. No deficiencies have been identified in the existing standards.
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3.7.3.7.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.7.5 Related standard&. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1 . ITU-T 1.250, Definition of Supplementary Services - Integrated Services Digital
Network (ISDN) - General Structure and Service Capabilities.

2. ITLJ-T 1.25 1, Number Identification Supplementary Services - Integrated Services
Digital Network (ISDN) - General Structure and Service Capabilities.

3. ITU-T 1.253, Call Completion Supplementary Services - Integrated Services
Digital Network (ISDN) - General Structure and Service Capabilities.

4. ITU-T 1.255, Community of Interest Supplementary Services - Integrated Services
Digital Network (ISDN) - General Structure and Service Capabilities.

5. ITU-T 1.256, Charging Supplementary Services - Integrated Services Digital
Network (ISDN) - General Structure and Service Capabilities.

6. ITU-T 1.258. 1, Terminal Portability (TP) Supplementary Service - Integrated
Services Digital Network (ISDN) Service Capabilities.

3.7.3.7.6 Recommendations. In addition to basic services, users should specify the required
supplementary services. These services are defined in various ANSI standards and ITU-T
Recommendations referenced in Table 3.7-18. The following base standards should be used in
support of related procurements:

a. Multi-level Precedence and Preemption. The Multi-level Precedence and
Preemption (MLPP) service provides a prioritized call-handling service. This
service has two parts: precedence and preemption. Precedence involves assigning
a priority level to a call. Preemption involves the seizing of resources, which are in
use by a call of lower precedence, by a higher-level precedence call in the absence
of idle resources, The MLPP service is a network provider's option applicable to a
domaiii of the network, that is, all subscribers, the network, and access resources
that belong to the domain. Connections and resources belonging to calls from
MLPP subscribers shall be marked with a precedence level and domain identifier
and shall be preempted only by calls of a higher precedence from MLPP users in
the same domain. Connections and resources belonging to calls from non-MLPP
users and users from other MLPP domains shall not be preempted. The maximum
precedence level of a subscriber will be set by the service provider, based on the
subscriber's need. The subscriber may select a precedence level up to and
including the maximum subscribed-to precedence level on a per-call basis. The
MLPP service shall be mandatory in DoD networks (both fixed and deployed) and
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shall comply with ANSI T1.619. For calls to subscribers in existing deployed
(tactical) networks that comply with Tri-Service Tactical Communications (TRI-
TAC) specifications, the MLPP service shall comply with MIL-STD-188-105.

b. Conference Calling. Mhis service is defined in ANSI T1.647.

c. Call Waiting. The Call Waiting service permits a subscriber to be notified of an
incoming call with an indication that no interface information channel is available.
The subscriber then has the choice of accepting, rejecting, or ignoring the waiting
call. This service is defined in ANSI T1.613.

d. Call Hold. The Call Hold service allows a user to interrupt communications on an
existing call and then subsequently, if desired, reestablish communications. This
service is defined in ANSI TI.616.

e. Call Forwarding. The Call Forwarding service allows a served user to have the
network send to another number all incoming calls for the served user's number.
This service is defined in ITU-T 1.252.

f. Normal Call Transfer. The Normal Call Transfer service allows a user to transfer
an established call to a third party. This service is defined in ANSI TI.632.

g. Multiparty. The Conference Call service allows a user to establish calls to multiple
parties, one at a time, using normal call-handling procedures. The parties may also
communicate among themselves. This service is defined in ITU-T 1.254, the
section titled 1.254.1 - Conference Calling Service Description.

h. User-to-User Signaling. The User-to-User Signaling service allows users to send
and receive limited amounts of user-generated information to and from mother
user-network interface. This information is passed transparently (without changing
contents) through the network. Users can transfer information during the
establishment and clearing phases of calls. The information is transmitted in the
user-user information element. The user-user information element is an optional
element of the following Digital Subscriber Signaling System Number I (DSS I)
types of messages: Alerting, Connect, Disconnect, Progress, Release, Release
Complete, and Setup. This service is defined in ANSI T1.621.

i. Calling Line Identification Presentation. The Calling Line Identification
Presentation (CLIP) service provides the called party with the calling line
identification at call setup on all incoming calls. This service applies to both basic
rate and primary rate interfaces. This service is defined in ANSI TI.625.

j. Calling Line Identification Restriction. The Calling Line Identification Restriction
(CLIR) service notifies the network that the Calling Party Number is not allowed
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to be presented to the called party. This service is defined in ANSI Tl1.625. The
service applies to both basic rate and primary rate interfaces.

k. Call Completion to a Busy Subscriber. The Call Completion to a Busy Subscriber
service allows an authorized user, A, who encounters a busy destination, B, to be
notified when B becomes idle. The network reinitiates the call to destination B if
user A desires. This service is defined in ANSI Drafts T Sl1.l1/92-253 and
TIS 1.2/92-323.

L. Message Waiting Indicator Control and Notifi cation. The Message Waiting
Indicator (MWI) Control and Notification service is provided by the network to a
Message Storage and Retrieval (MSR) system provider. The MSR system may
request the network to provide an indication to one of its client users that
messages are waiting at the MSR system. This service is defined in ANSI TI1,622.

M. Explicit Call Transfer. The Explicit Call Transfer service allows a service user that
has two independent calls to interconnect the distant parties of the two calls. The
served user is thereby released from the call, This service, which is defined in
ANSI T1.643, applies to both basic rate and primary rate interfaces.

n. Call Park. The Call Park service allows a service user to interrupt speech or voice
band data communications on an existing call and then reestablish communications
from the same or different terminal equipment within the same Call Park
Subscriber Group. A Call Park Subscriber Group is designated by the service
provider, who may optionally group together Call Park subscribers into a Call Park
Subscriber Group to provide a measure of security. Call Park is a circuit-switched
voice service with similar characteristics of Call Hold, except for the ability to
reestablish communications from different terminal equipment. This service, which
is defined in ANS I T1.653, applies to the basic rate interface,

a1 Call Deflection. The Call Deflection service permits a served user to respond to
an offered call with a request to deflect the call to another number. As a
subscription option, the subscriber can invoke the deflection request after
answering the call. In addition, the subscriber can limit the time it takes for the
deflected-to user to answer the call. If the deflected-to user does not answer
within a specified time interval, the network stops the deflection attempt and
returns a failure indication to the deflecting user, if the deflecting user is still
associated with the call. Unlike Call Forwarding, Call Deflection allows the
network to redirect a call only after receipt of a specific user request to deflect that
call. This service is defined in ANSI T1.642.
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3.7.3.8 B-ISDN and ATM services. B-ISDN signaling standards are basically N-ISDN
standards enhanced to support higher-speed networks that use ATM as the underlying switching
fabric. B-ISDN standards support all of the N-ISDN 64-kbps transmission services and facilitate
migration from N-ISDN to B-ISDN. ATM is a high-speed switching technology that takes
advantage of low BER transmission facilities to accommodate intelligent multiplexing of voice,
data, video, imagery, and composite input over high-speed trunks. Note that ATM technology is
not limited to support of B-ISDN and data rates that are broadband (rates higher than the primary
rate interface).

3.7.3.8.1 Standards. Base standards for B-ISDN and ATM are presented in table 3.7-19.

TABLE 3.7-19 B-ISDN and ATM standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC ATM Forum UNI Specification V 3. I, Uter-Network lIterface. AF UNI v3.1 Mndated
Septanemr 1994 (Approved)

NPC ANSI ATM Adaptation Layer for Constant Bit Ratw Service TI.630 Mandated
Functionality and Sprdcificfoa, 1993 (Approved)

NPC ANSI ATM Adaptation Laye Type 5 Conmmon Put Futntions TI.635 Mandated
and Spedfictionta. 1994, whidh adopt. ITU-T 1.363, (Approved)

ection 6
CIC Im Classical IP and Addreaa Resolution Protocol (ARP) over RFC 1577:1994 Mandated

ATM (Approved)

NPC ANSI BISDN - ATM Layer Funconality and Specification TI.627 Adopted
(Approved)

NPC ANSI BISDN - ATM Adaptation Layer 3/4 Common Part TI.629 . .opted
Rttooiont & Specification (Approved)

NPC ANSI BISDN - Service Specific Conenedion-Otiented Protocol TI.637 Adopted
(SSCOP) Specification (Approved)

IPC ITU-T B-ISDN UNI - Physical LayerSpecification 1.432 Adopted
(Approved)

[PC ITIJ.T Servict-Specific Coordination Function (SSCF) for Q.2130 Adopted
Signaling at the UNI (Approved)

IPC ITU.T SeSpi Coordinatio Function (SSCF) for Q.2140 Ad)pted
Signaling at the NNI (Approvedi

IPC ITh.T BISDN NNI Network Signaling Requirements Q,2761 to Q.2764 Adopted
(Approved)

IPC ITU-T OISDN DSS2 UNI L-3 Spec for Basic Cali/Connection Q,2931 Adopted
Control (Approved)

IPt? ITU-T Poinmtto-Multipoint Call Connection Control Q.2971 Adopted
(App-,ved)

("PC D)01 Standardized Profile for Asynchroous Transfer Mode MIL-STD-188-176 Adopted
(ATM) (Approved)

CPC ATM Forum Private Network-Network Inteface (PNNI) AF PNNI v 1.0 Emerging
{Approved)

CPC ATM Foruro LAN Emulation AFLANEvL.0 FEnerging
(Approved)
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3.7.3.8.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.8.3 Standards d4 iciencies. No deficiencies have been identified in the existing standards.

3.7.3.8.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.8.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. ANSI Tl.636, Telecommunications - B-ISDN Signaling ATM Adaptation Layer -
Overview.

2. ANSI TI.638, Telecommunications - B-ISDN Signaling ATM Adaptation Layer -
Service-Specific Coordination Function for Support of Signaling at the User-to-
Network Interface.

3. ANSI Ti.645, Telecommunications - B-ISDN Signaling ATM Adaptation Layer -
Service-Specific Coordination Function for Support of Signaling at the Network
Node Interface.

4. ITU-T 1. 150, B-ISDN Asynchronous Transfer Mode Functional Characteristics.

5. ITU-T 1.311 (REVI), B-ISDN General Network Aspects.

6. ITU-T 1.361 (REV 1), B-ISDN ATM Layer Specification.

7. ITU-T 1.363, B-ISDN ATM Adaptation Layer (AAL) Specification - Integrated
Services Digital Network (ISDN) - Overall Network Aspects and Functions.

8. ITU-T 1.610 (REV I), B-ISDN Operation and Maintenance Principles and
Functions.

3.7.3.8.6 Recommendations. The following base standards should be used in support of related
procurements:

a. ATM standards adopted for the Department of Defense (DoD) are given in DoD's
ATM Standards Profile, MIL-STD-188-176. The network access protocols to
connect user equipment t) ATM switches are defined in the ATM Forum's User-
Network Interface (UNI) Specification v3. 1.

b. ATM protocol layers consist of an ATM Adaptation Layer (AAL), the ATM layer,
and a physical layer:
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(1) The role of AAL is to divide the variable-length data units into 48-octet
units to pass to the ATM layer. AAL 1, which supports constant bit rate
service, is specified in ANSI TI.630. AAL 3/4 and AAL5, which support
variable bit rate service, are specified in ANSI TI.629 and T1.635,
respectively.

(2) The ATM layer is specified in ANSI T1.627.

(3) Physical-layer standards for different cable interfaces and rates are specified
in AF UNI v3. 1. Physical media-independent functions are specified in
ITU-T 1.432.

c. Signaling messages to support switched connections specified in ATM FORUM
(AF) UNI v3.1 are based on ITU-T Q.2931 and Q.2971, but the full functionality
of these two standards is not supported. Signaling AAL services are specified in
ANSI T1,635, T1.637, and ITU-T Q.2130.

d. RFC-1577 supports interworking between ATM networks and IP router networks.

e. The ATM Forum is developing Private Network-to-Network Interface (PNNI)
routing and signaling standards to support large, dynamic, multivendor ATM
networks. PNNI routing will automatically disseminate network topology and
resource information to switches in the network, enabling quality-of-service
sensitive routing. Using this information, PNNI signaling will allow calls to
traverse large, dynamic networks.

f. Signaling at the NNI is specified by ITU-T Q.2761 to Q.2764. The signaling AAL
services are specified in ANSI T1.635, T1.637, and ITU-T Q.2140.

g. LANs, such as Ethernet, can be emulated over ATM networks, using ATM LAN
Emulation, Version 1.0.

April 7, 1997 3.7-46 Version 3.1



Information Technology Standards Guidance Communications And Network Services

3.7.3.9 Tactical networks. Existing tactical networks were designed to operate over noisy radio
trunks having limited bandwidth. For this reason, military standards were developed for circuit-
switch signaling methods, channel structure, and voice digitization. Tactical packet-switch
networks, however, use commercial standards (see 3.7.3.3).

3.7.3.9.1 Standards. Base standards developed for TRJ-TAC/MSE are presented in table 3.7-20.

TABLE 3.7-20 Tactical network standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

OPC DOD ln KNty ad Perfomrunm Sttndds for Digid MIL-STD.188-256 Lngacy
Signaog and Superolsion of Tatical Commknitaiou (Approved)

oPC DOD Ineroperability and Performan-e Sanords for Tatical MIL.STD-lA8-202 Legacy
Digital Trnanistion GrOupsI (Approved)

GPC DOD ArAlog-to-Digital ConverAwan Tewhaiqune (for CVSD MIL-STD-18"8-113 Logacy
Modulation) (Approved)

3.7.3.9.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.9.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.9.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.9.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. MIL-STD-188-200, System Design and Engineering Standards for Tactical
Communications, 6/83.

2. FED-STD-10 15, Telecommunications: Analog to Digital Conversion of Voice by
2,400 Bits/Second Linear Predictive Coding.

3. STANAG 4198, Parameters and Coding Characteristics That must be Common to
Assure Interoperability of 2400 bps Linear Predictive Encoded Digital Speech.

4. STANAG 4209, The NATO Multi-Channel Tactical Digital Gateway - Standards
for Analog to Digital Conversion of Speech Signals.

3.7.3.9.6 Recommendations. The following base standards should be used in support of related
procurements:

a. MIL-STD- 188-256 specifies the trunk and loop signaling messages employed in
tactical networks.
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b. MIL-STD- 188-202 specifies the multiplex signal formats used by tactical circuit
switches and multiplexers.

C. MIL-STD-188-113 specifies the CVSD voice-encoding method used in tactical
networks.
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3.7.3.10 Voice encoding for networks. Networks must be able to switch, rate adapt, and
t'anscode different voice digitization algorithms, as necessary, to meet interoperability
requirements.

3.7.3.10.1 Standards. Base standards for voice encoding are presented in table 3.7-21.

TABLE 3.7-21 Voice encoding standards for networks
Standard Sponsor Standard Standard Status

Type Reference DoD
- Lifecycle)

Ipc ITU-T Pulle Cc&Nodulat (PcK) of voice frequeriew G.71*':1939 Adopted
(,wrwbwd) (Approved)

GPC NCS Linea Predictive Coding (LPC) FED.TD-S1015 Adoptd
(Approved)

GPC NCS Anasi-I.-DigitaL Converio of Rodio Voke by 430-bpo FEDD- 1016 Adopted
Code Excited Linea Preictilon (CELPM (Approved)

[PC 'TU-T 32 kbikul Adaptive Differtial Puiac Code Molatlaion 0.721:1989 Adopted
(ADPCM) - Genead Asects of DigiWa Tranmisaion (Approved)

GPC DOD Aniog-toDigW Convaergon Tecitqaea (for CVSD MIL.STD-18.113 Legacy
Modulation) (Approved)

3.7.3.10.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.103 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.10.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.10.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. ITU-T G.712, Performance Characteristics of PCM Channels Between 4-wire
Interfaces at Voice Frequencies - General Aspects of Digital Transmission
Systems; Terminal Equipment.

2. ITU-T G.713, Performance Characteristics of PCM Channels Between 2-wire
Interfaces at Voice Frequencies - General Aspects of Digital Transmission
Systems; Terminal Equipment (Replaced by Recomm. G.712).

3. STANAG 4198, Parameters and Coding Characteristics That must be Common to
Assure Interoperability of 24(X0 bps Linear Predictive Encoded Digital Speech.

4. STANAG 4209, The NATO Multi-Channel Tactical Digital Gateway - Standards
for Analog to Digital Conversion of Speech Signals.
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3.7.3.10.6 Recornniudations. The following base standards should be used in support of related
procurements:

a. ITU-T 0.711 specifies the 64-kbps voice-encoding method used in commercial
and strategic networks.

b. MIL-STD-.,,-113 specifies the 16/32-kbps voice-encoding method used in

tactical networks.

c. FED-STD-1015 specifies the 2400-bps voice-encoding method used in STU-IIfs.

d. FED-STD- 1016 specifies the 4800-bps voice-encoding method used in STU-IIls.

e. rTU-T 0.721 specifies the 32-kbps voice-encoding method used to double the
channel capacity of high-cost T- 1 transmission facilities.
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3.7.3.11 Timing and synchrcnization. In general, bit timing for hosts and end systems will be
slaved to the local network.

3.7.3.11.1 Standards. Base standards for timing and synchronization are presented in
table 3.7-22.

TABLE 3.7-22 Timinz and synchronization standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
Npc ANSI Syr~ndzizoon Lo~fsm Swamu& for Digita Serike T1. 101 dpb

(Axeoved)

OPC NCS Tm. mWd Fraquw Rdefmc Infonm•o in FE3D-STD- 1002 AdoWAe
Tdewaoamm s SySMM (Approved)

GPC DOD Slwards for Comuncwons Timng hl ML.STDs-1S-115 Legc
Syndu duind suuystemI (Apwoved)

3.7.3.11.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.11.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.11.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.11.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

ITU-T G.8 10, Considerations on Timing and Synchronization Issues - Digital Networks,
Digital Sections and Digital Line Systems.

3.7.3.11.6 Recommendations. The following base standards should be used in support of related
procurements:

a. Systems that require time and frequency reference information based on
coordinated universal time (UTC) will comply with FED-STD- 1002.

b. Local-network and wide-network elements provide stratum-I clock accuracy, as
defined in ANSI T1.101, and buffering sufficient to maintain bit count integrity
(BCI) for a minimum of 24 hours.

C. Systems that use bit-timing slaved to the network will comply with MIL-STD- 188-
115.
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3.7.3.12 Network management. Network management includes the capability to control the
network's topology, dynamically segment the network into multiple logical domains, maintain
network routing tables, monitor the network load, and make routing adjustments to optimize
throughput. Network management also provides the capability to review and publish addresses of
network objects; monitor the status of network objects; start, restart, reconfigure, or terminate
network objects; and detect loss of network objects to support automated fault recovery.

3.7.3.12.1 Standards. Base standards for network management are presented in table 3.7-23.

TABLE 3.7-23 Network management standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
GPC NIST Governomet Networic MtaPt1e't profile (GNMP) S PUB 179. Adoptd

1:1995 (Approved)

Ipc ISO/IEC OSI Commion Management Infonnmtion Servoces (CMIS) 9595:1991/ Adopted
Defini6on. wth :Amendm u4:A- Cont•l AM4:1992 (Approved)

IPC ISO/'MC Information Tedinology - Open Systems Interconnecion. 9596-1:1991 Adopted
Comnon Maagement Information Protocol (CMIP) - Pan (Appmved)
1: Specification (Includes amwetdmtent I mad 2 of ISO/IEC

9596.-1:1990•

3.7.3.12.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.3.12.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.3.12.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.3.12.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. ISO 7498-4, Information Processing Systems - Open Systems Interconnection -
Basic Reference Model - Part 4: Management Framework, First Edition.

2. ISO 10165-1, Information Technology - Open Systems Interconnection - Structure
of Management Information - Part 1: Management Information Model, First
Edition.

3. ISO 10 165-2, Information Technology - Open Systems Interconnection - Structure
of Management Information - Part 2: Definition of Management Information, First
Edition.

4. ISO 10165-4, Information Technology - Open Systems Interconnection - Structure
of Management Information - Part 4: Guidelines for the Definition of Managed
Objects, First Edition.
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5. ISO DIS 10165-7, Information Technology - Open Systems Interconnection -
Structure of Management Information - Part 7: General Relationship Model.

3.7.3.12.6 Recommendations. The following base standards should be used in support of related
procurements:

DISN network management communications protocol and services, which provide the
management information-transfer mechanism, are specified in FIPS-PUB-179, the sections titled
Common Management Information Protocol (CMIP) and Common Management Information
Services (CMIS). A complete coverage of CMIP and CMIS can be found in ISO 9596-1 and ISO
9595, respectively.
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3.7.4 Interworking services. Interworking standards are required to ensure interoperability
between differing networks. Interworking requires transformation and comnpatibility at the lower
thre layers.

3.7.4.1 Interworking services. (See the Interworking MLSA, above,)

3.7.4.1.1 Standards. Base standards for interworking are presented in table 3.7-24.

______TABLE 3.7-24 Intemvrk~ing sa rds

IStandard Sponsor Standard Standard Status
Type Reference DoD

[5*f~ ~ [P ad Adres Reohjoat rotcol(ASP ovr - (Lifecycle)
CpC WrF atakalIPanc Adres esouton rooco (RP)ovr FC 1577:1994 MWAndWe

ATM (Approved)

[PC [AB Standard for dre Teanaurnion of [P Datagmiems Over Standard 4[/RFC- MandaWe
Ethernet Networks 894 (Approved)

[PC [AB TranamiuajeeoflP IFsdASP over FUDDI Networks Standard 36/RFC- Adopted
1390 (Approved)

[PC lAB Teaoamiaion of [P Datogramrs over OM802 Networks Standard 43/RFC- Adopted
1042 (Approved)

CPC [ElIF Multlprotoowl ntereeersed onX.25a&,WlSDN ind SE RC 1356:1992 Adopted
Padret Mode (Approved)

NPC ANSI DSSI Sigesiog Specification for Frarne, Relay Beater TI .617 Adopted
Service (Approved)

NPC ANSI Core Aspects of Frare, Protocol for Ulao withr Frare, Relay TI .618 Adopted
Bearer Service (Approved)

NPC ANSI Framne Relaying SearerService Inrerworkarg TI.633 Adopted
(Approved)

NFC ANSI Frame Relaying Service Specific Conveegeoce Sublayer TI .634 Adopted
(FR-SSCS) (Approvd)

IPC ITU-T [oterreorkiog between Signalinrg Syatero No. 7 Broadband Q.2660 Adopted
ISDN User Pano (BISUP) and Narrorobond ISDN User Part (Approved)

INISUPI
CPC Feaere Relay Framne Relay/ATM PVC Network loteereorkiag FRP.3 Adopted

Foesot Implemenataion Agreeaoeot (Approved)

CPC Frrtoe Relay Framne Relay/ATM PVC Service Intrwnorkorg FRF.S Adopted
Foeoon Implemoenatsion Agreernenl (Approved)

CKC SMDS Interest protocol Interface Specification for Ierplernentafioo over an S10-TWGO C9d Ad.prd
GIroup ATM-batd Poblic UNI Appmed

3.7.4.1.2 Alternative specifications. No other consortia or defacto specificatbons are available.

3.7.4.1.3 Standards deficiencies. No deficiencies have been identified in the existig sandards

3.7.4.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.
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3.7A.1.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. ANSI T1.609, Telecommunications - Interworking Between the ISDN User-
Network Interface Protocol and the Signaling System Number 7 ISDN User Part.

2. ANSI TI.656, Telecommunications - Broadbani ISDN - Interworking Between
Signaling System Number 7 Broadband (B-ISUP) and ISDN User Part (ISUP).

3. ITU-T Q.608, Miscellaneous Interworking Aspects - Interworking of Signaling
Systems.

3.7.4.1.6 Recommendations. The following base standards should be used in support of related
procurements:

a. IP level interworking between different LANs is specified in IAB-STD-36, -41,

and -43. IP interworking over ATM is specified in RFC 1577.

b. RFC 1356 specifies the method of interworking IP with X.25.

c. For frame relay interworking with N-ISDN, ANSI T1.617 specifies access
connections on demand, and ANSI Ti.618 specifies the method for multiplexing
multiple subscriber data streams onto a single connection. Frame relay
interworking with B-ISDN is specified in ANSI T1.633 and T1.634. FRF.5
specifies interworking between frame relay and ATM; FRF.8 specifies the
interworking of a frame-relay-service user and an ATM service user.

d. Interworking between N-ISDN and B-ISDN is specified in ITU-T Q.2660.

e. Interworking between SMDS and ATM is specified in SIG-TWG-008.
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3.7.S Personal communications services. Personal communications services (PCS) will support
both terminal mobility and personal mobility. Personal mobility allows users to gain access to
telecommunication services from any convenient terminal with which they choose to associate
themselves. Personal mobility may be provided by either wireline or wireless terminals. Terminal
mobility is based on wireless access. Thus, wireless access standards will govern the protocols and
procedures for establishing connections among mobile terminals and between them and fixed
terminals of a switched network (or mobile terminals of a different cellular system).

3.7.5.1 Wireless access. Cellular mobile systems use wireless access standards to support
terminal mobility. Wireless access allows sLbscribers to place and receive telephone calls over
fixed networks wherever cellular service is provided. Two methods for digital access have
emerged, time-division multiple access (TDMA) and code-division multiple access (CDMA). In
North America the standards for TDMA and CDMA are based on IS-136 and IS-95-A,
respectively. Both of these standards use IS-41-C as the standard signaling protocol.

3.7.5.1.1 Standards. Table 3.7-25 presents base standards used in support of cellular mobile and
PCS systems.

TABLE 3.7-25 Current wireless access standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

cc EIA/HA 800 MNfI'DMA Cellular- Radio Interface - Mobile IS-136 Adopted
Staion- Base St*ion Compatibility Steedaud (Approved)

NPC ANSI Perv'.,I Stdion-Buae Staitor Compatibility Requirement J.STD.-00 Adopted
[,rl .8 to 2.0OHz CDMA Perudl Commuaicadion (Apprved)

NPC ANSI IS. 136 Based Mobile Station Minimum Performrace 1900 J-STD-009 Adopted
Mhz Standard (Approved)

NPC ANSI IS.136 Bawd sse Station Minimum Performance 1900 i-STD-O[O Adopted
Mhz Standard (Approved)

NPC ANSI IS-136 Bed Air InterfaceCompatibility 1900 Mhz J-STD.011 Adopted
Standard (Approved)

CPc EIAMTA Cellular Radio Teleommunicstions Interaystems, IS-41 C Emerging
Operations (Approved)

CpC EIA/IIA Cellular System Dual-Mode Mobile Station Base Station IS-54-B Emerging
Compatibility Stasdaed. (Approved)

CPC EIA/VIA Mobile Station-Base Station Compatibility Standard for IS-95-A IFonerging
Dual-Mode Widebhad Spread-Spectrum Cellular Systems (Approved)

3.7.5.1.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.5.1.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.5.1.4 Portability caveats. Frtability problems related to the existing specifications are
unknown.
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3.7.5.1.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. EIA TSB47 IS-54, Implementation Issues.

2. EIA TSB51, Cellular Radiotelecommunications Intersystem Operations:
Authentication, Signaling Message Encryption and Voice Privacy.

3. EIA TSB56-A, Cellular Application Level Testing for IS-41 Revision B, TSB51
and IS-53.

4. EIA TSB64 IS-41 -B, Support for Dual-Mode Wideband Spread Spectrum Mobile
Stations.

5. EIA TIAJIS-98, Recommended Minimum Performance Standards for Dual-Mode
Wideband Spread Spectrum Cellular Mobile Stations.

3.7.5.1.6 Recommendations. PCS is an emerging technology with the two predominant
competing world-wide methodologies: code-division multiple access (CDMA) and time-division
multiple access (TDMA). Of these, CDMA offers the best technical advantages for military
applications based on its use of Direct Sequence Spread Spectrum (DSSS) techniques which
provide increased channel capacity, low probability of intercept (LPI), and protection against
jamming. The PCS air-interface standard for CDMA is J-STD-008 which is a frequency
upshifted version of IS-95-A, the 800 MHz digital cellular standard fer CDMA. The PCS air-
interface standard for TDMA is IS-136 which is a frequency upshifted version of IS-54B, the 800
MHz digital cellular standard for TDMA. In North America, the standard signaling protocol for
CDMA and TDMA mobile cellular is IS-41-C. It should be recognized that for Operations-
Other-Than-War (OOTW), a user may have to support multiple protocols to access region-
specific international digital PCS/mobile cellular infrastructures.
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3.7.5.2 Future public land mobile telecommunications systems. 1711 is now workcing on
standards for future public land mobile telecommunications systems (FPLMTS) standards. The
aim of this effort is to achieve better compatibility among various cellular systems so that
universal global access supporting temminal mobility will become a reality.

3.7.S.2.1 Standards. The documents shown in table 3.7-26 provide guidance for future
implementation of land mobile telecommunications systems.

TABLE 3.7-26 FPLMTS standards
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6Standard Sponsor Standard Standard Status

i i 

Lifeye

3.7.5.2.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.5.2.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.5.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.5.2.S Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

1. ITU-T E. 173, Routing Plan for Interconnection Between Public Land Mobile
Networks and Fixed Terminal Networks.

2. ITU-T E.201, Reference Recommendation for Mobile Services.

3. ITU-T E.202, Network Operational Principles for Future Public Mobile Systems
and Services.

4. ITU-T E.212, Identification Plan for Land Mobile Stations - Telephone Network
and ISDN - Operation, Numbering, Routing and Mobile Service.

5. ITU-T E.220, Interconnection of Public Land Mobile Networks.

6. ITU-T F. 115, Service Objectives and Principles for Future Public Land Mobile
Telecommunication Systems - Operations and Quality of Service - Mobile Service.

7. ITU-T Q. 1001, General Aspects of Public Land Mobile Networks - Public Land
Mobile Network Interworking with ISDN and PSTN.

3.7.5.2.6 Recommendations. Future Public Land Mobile Telecommunication Systems is an
emerging technology. For additional guidance, users should review ITU-T F.1 15, Service
Objectives and Principles for Future Public Land Mobile Telecommunication Systems -
Operations and Quality of Service - Mobile Service.
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3.7.5.3 Universal personal communications. Universal personal telecommunications (UPT)
allows users to gain access to a variety of authorized services without limiting personal mobility,
terminal mobility, or both. All authorized services will be available to the user, irrespective of
location and limited only by the capabilities of the terminal and the network used.

3.7.5.3.1 Standards. ITU Recommendations (approved or in draft) are listed in table 3.7-27.

TABLE 3.7-27 Universal personal communications standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

weC ITUT UPT Servie Set I F.851 Adopted
(Approved)

IPC ITU-T UPT Nwmbering E. 168 Adopted
(Approved)

Ft ITU-T UGronde-of-Saemioe Concept H.775 Infommatioual
(Appmevd)

3.7.5.3.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.5.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.5.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.5.3.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. ITU-T E.175, Routing Principles and Guidance for Universal Personal
Telecommunications (UPT) - Telephone Network and ISDN - Operation,
Numbering, Routing and Mobile Service.

2. ITU-T F.850, Principles of Universal Personal Telecommunication (UPT) -
Operations and Quality of Service.
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3. ITU-T Q.76, Service Procedures for Universal Personal Telecommunication -
Functional Modeling and Information Flows - General Recommendations on
Telephone Switching and Signaling - Functions and Information Flows for
Services in the ISDN.

3.7.5.3.6 Recommendations. Universal Personal Telecommunications is a new service concept
and it is not totally defined. For more information users should review ITU-T F.850, Principles of
Universal Personal Telecommunication (UPT) - Operations and Quality of Service.
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3.7.6 Tranmissfion media. Transmission media of interest to DoD) communications systems
includes satellite terrestrial radio and fiber and metallic cable. Also included in this section are
standards for multiplexer formats and message formats for tactical digital information links
(TADIL).

3.7.6.1 Military satellite communications. The standards for military satellite communications
(MILSATCOM) can be categorized in accordance with the frequency band of operation, that is,
ultra high frequency (UHF), super high frequency (SHF), and extremely high frequency (EHF).

3.7.6.1.1 Standards. Base standards for MILSATCOM are presented in table 3.7-28.

_______ TABLE 3.7.28 Military satellite communication's standards ____

Stan lard Sponsor Standard Standard Sta, .
Type Reference X.ID

_____________________________ __________ (Lifecycle)
OPC DOD loteroperability Stwandd for Dedicated 5.kHz end 25.kHt MKI-STD-liS-181 mandated

UHF Satelit Comeunicationa. September 1S, 1992 (Apperoed)

(IPC DOD lateeaperaklity Standardi for 5kLHz UHF DAMA Terminal M1LSTD-lRS-182 Mandatesd
Wtvefotra Septembter 18, 1992 (Apperoed)

011C DOD Ioieeapeeablrity Standard for 25k~z UtIFITDMA/DAMA M1L-STD-188-183 MWadAte
Terminal Waveformt, Septnmber 1B. 1992 (Approved)

OPC DOD Iateropemrsilty and Peafomiance Standard for the Ddat M1L.STD-1SS-lS4 Mandated
Control Waveform, Augusat 20. 1993 (Apperoed)

OPC DOD Itttempeeakritity and Performanoe~ndaeda for C-Band X. NMILSD- 189-164 Mandated
Bend and Ku-Band SHF Satellite Conmtmuications Earth (Appeared)

________ ~~~~Teaminenls.artuary 13.1995 _______ _______
GPC DO!) SliP ltteeopeaoidtity and PeaformantceStvandaed for SHF ML-STD.188-165 Mandated

Satelle Communicationa PSK Modems (Frqeqanoy (Apperoed)
Diviaion Multiplr Accesa (FDMA) Opeeatioea). Janany

______ _______13, 1995_ _ _ _
GPC DOD SlIP LDR uplieksaand Dowelinks, D-erorr 10, 1992 MIL.STh.I582 Mandated

3...14P railt cavats Portambility po blm relte tISTOMDM ontherol si MLSpeTD iattons amrein

unknown.l no
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3.7.6.1.5 Related standards. Related standards are informative docunmnts related to the base
standards. Normative references are included in the base standards.

1. Intelsat Earth Station Standard (lESS) 308, Performance Characteristics for
Intermediate Data Rate (IDR) Digital Carriers (Standard A, B, C, E, and F Earth
Stations).

2. lESS 309, QPSK/FDMA Performance Characteristics of INTELSAT Business
Services (IBS).

3.7.6.1.6 Recommendations. The following base standards should be used in support of related
procurements:

a. UHF SATCOM Standards:

(1) The parameters defined in MIL-STD-188-181 provide for the
interoperability and performance of UHF SATCOM terminals that use
nonprocessed 5-kHz (narrowband) and 25-kHz (wideband) channels. The
dedicated/phase-shift keying (PSK) mode is used for narrowband channels.
The dedicated/ frequency-shift keying (FSK) mode, or optional PSK
modes, are used for wideband channels.

(2) The parameters defined in MIL-STD- 188-182 provide for the dynamic
sharing of one or more nonprocessed narrowband (5-kHz) UHF SATCOM
channels i.i demand-assignment multiple access (DAMA) mode.

(3) The parameters defined in MIL-STD-188-183 provide for the dynamic
sharing of a nonprocessed wideband (25-kHz) UHF SATCOM channel in
the TDMA/DAMA mode.

(4) The parameters defined in MIL-STD- 188-184 provide for data
compression and adaptive error-coriection processing of user data.

(5) The parameters defined in MIL-STD- 188-185 will provide for centralized
control and decentralized management of 5-kHz and 25-kHz UHF military
satellite communications (MILSATCOM) resources.

b. SHF SATCOM Standards:

(I) MIL-STD- 188-164 defines minimum mandatory rf and IF requirements to
ensure interoperability of SATCOM earth terminals operating over C-band,
X-band, and Ku-band channels.
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(2) MIL-STD- 188-165 defines minimum mandatory requirements to ensure
interoperability of PSK modems operating in the FDMA mode with SHF
SATCOM earth terminals.

(3) MIL-STD-188-166 will define the communications link characteristics
required to control and manage access to SHF SATCOM transponders.

(4) MIL-STD-188-167 will define the communications protocols required for
assignment of SHF satellite space resources in accordance with demand.

(5) MIL-STD-188-168 will define the formats, protocols, and other
communications techniques required for transferring multiple-user
information over a single SATCOM link.

C. EHF SATCOM Standards:

(1) MIL-STD-1582 defines a common waveform for low-data-rate (75 to
2400 bps) EHF satellite data links.

(2) MIL-STD- 188-136 defines a common waveform for medium-data-rate (4.8
kbps to 1.544 Mbps) EHF satellite data links.
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3.7.6.2 Radio communications. Radio communications standards cover the frequency range
from low freq'iencies (1,1) to ultra high frequencies (UHF). They provide service to fixed and
mobile applications.

3.7.6.2.1 Standards. Base standards for radio communications are presented in table 3.7-29.

TABLE 3.7.29 Radio communications sta~ndards ____

Standard 1  Sponsor Standard Standard Status
Type Reference DoD)

DOD adaw aaa F - (Lifecycle)
GPC DO Meiu ad Nh roqeecyRado quimet tanar, MIL-ID.IU. MAnWdued

September 10. IM9 141A (Approved)

GPC DOD lateropemiiuIystandard And-Jam Comsouications(2-30 MEL..T-lSM . MWanaWe
liar) 148A (Approved)

GPC DOD Daft Madam. Iteroablity andperormaance Standards, MIL-STD-18l. Mansdated
September30. 199I I IA (Approved)

GFC DOD Tootcml Single Orairel (VHF) Radio Equipment, June 20, MIL-TD-589-242 Mandated
1985 (Approved)

GPC DOD Tuakal SW&g~ Cmawel (UHF Radio Commnicateions. M1L-SID-188-243 Mandate
Mari 15. 1989 (Approved)

OPC DOD DgtlLinfýSijtt(OS) hierowve Rdo Equeipmenat MIL-SM-1).I-145 MWAMdMe
July 28, 1992 (Approved)

OPC DOD Equipmoent Tedsoical Design Stansdards for Common Long; MIL-STD-U. LCIVIoY
Hai~rd/rcia Radio Coaonoinicaeions in & LF and Lower 140A (Approved)

___________ ~~Frequoency Band _______

OPC N115 Inteoperablity Requiemeantsfor Meiow Burst Rado FED-STh-105S Legacy

3.7..2.3Stanardsdefcinc nceies. N deficience hanventoa beenoier fei heitn strAndarovds.

3..62. Potailt IntaveatPrtability pRobiemens fr elated tinof Mtheo ExiSting 6 spciiatos

3.7.6.2.5 Relat&nstandards.qRelatedt ndars forMetinormaurtiveadiocuet related to5 thebas

s.... tandard s eiinis. Normtv referiencies aree includetifed in the basein standards.
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1 ML-STD-188-200, System Design and Engineering Standards Tactical
Communication.

2. MIL-STD-449, Radio Frequency Spectrum Characteristics, Measurement of.

3. MIL-STD-461, Electromagnetic Interface Characteristics, Requirements for
Equipment.

4. MIL-STD-462, Electromagnetic Interface Characteristics, Measurements of.

5. MIL-STD-463, Definition and System of Units, Electromagnetic Interface and
Electromagnetic Compatibility Technology.

6. STANAG 4204, Technical Standards for Single Channel VHF Radio Equipment.

3.7.6.2.6 Recommendations. The following base standards should be used in support of related
procurements:

a. LF radio communications standards: Parameters for radio subsystems operating in
the low frequency (LF) and lower bands are defined in MIL-STD- 188-140A.

b. MF and HF radio communications standards: Parameters for radio subsystems
operating in the medium frequency (MF) and high frequency (HF) bands are
defined in MIL-STD- 188-141A. Standards for HF radio automatic link
establishment (ALE) and HF automatic operation in stressed environments are
provided in MIL-STD-188-141A.

C. HF radio communications standards: Parameters for HF radio anti-jam (AJ)
transmission systems are defined in MIL-STD-l 88-148A and MIL-STD- 188-
1 10A. Emerging standards for HF store-and-forward service and for automatic
HF networking to multiple transmission media will be in FED-STD- 1047 and
FED-STD- 1048, respectively.

d. Meteor burst radio communications standards: Meteor burst radio
communications relies on the billions of meteors that enter the earth's atmosphere
daily, are vaporized by atmospheric friction, and produce ionized trails. A high
percentage of these trails lasts less than one-half second, although some trails last
up to several seconds. Trail occurrence and duration are random events. FED-
STD-1055, FED-STD-1056, and FED-STD- 1057 are intended for use by systems
that use meteor burst communications.

e. VHF radio communications standards: Parameters for radio subsystems using
frequencies between 30 and 300 MHz are defined in MIL-STD-188-242.
Parameters for VHF radios requiring transmission security are defined in Joint
Interoperability and Engineering Organization (JIEO) Specification 9001.
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f. UHF radio communications standards: Parameters for radio subsystems using
frequencies between 300 and 3000 MHz are defined in MIL-STD-188-243.
Parameters for UHF radios requiring transmission security are defined in
Standardization Agreement (STANAG) 4372.

g. SHF radio subsystems: Parameters for radio subsystems using frequencies
between 3 and 30 GHz are defined in MIL-STD-188-145.
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3.7.6.3 Cable interfaces. Cable interfaces apply to terminal access and user-to-network
interfaces (UNI). They also apply within networks for truniking between switches.

3.7.6.3.1 Standards. Base standards for cable interfaces are presented in table 3.7-30.

TABLE 3.7-30 Cable interfaces standards_ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD

- - (Lifecycle)
NPC ANSI Digital Hiesrarcy - Optical Intaerfce, Speciicationssc TI. 117 andtedim

(SONETl) (Single Mode.- Short Reaub), 1991 (Approved)

[PC rIV.T Physlca~ledtrical chaaceristics of tlierardsical Digital G.703 Informaslosai
IInterfaces OForE-I) (Approved)

cpc ATNI Forurn AIM Physical Meditss Dependent Interface Specification AF-PHY-00I5.OD Informational
for 155 Mbpss over Twusted Pair Cable (Approved)

CPC ATMI Foran DS 1)- Physical L.Ayer Specification AF.PHY-00I6.OD Informational
(Approved)

CPC ATM Poeae Mid-range Physical Layer Speciflcalloe. Category 3. ARtPHY.0918.0 Informational
Unshielded Twisted Pair (Approved)

NPC ANSI Digital Hlieraercy - Optical Interface Specifications (Sinigle TI. 106 Informatiosnal
Mode) (Approved)

ISPC DOD Joint Interoprrability via Fiber Optic Cable JIEO Spec 9109 LagacY
(Approved)

(PC DOD Sabsystem Deaign and Engineering Standards for Common MLL.STD-1 88.112 Lagoy
Long HauVracdical Cable sad Wireless Commnewicationa (Approved)

OFC DOD System Design anid Engineering Standards for Tactical MIL.STD-188-200 Legacy
Commuanications (Conditionsed Diphsaa) (Approved)

3.7.6.3.2 Alternative specifications. No other consortia or & facto specifications are available.

3.7.6.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.6.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.6.3.5 Related standards. No related standards have been identified.

3.7.6.3.6 Recommendations. The following base standards should be used in support of related
procurements:

a. AF-PHY-00 15.00, AF-PHY-00 16.00, and AF-PHY-00 18.00 are the ATM
Forum's physical-layer base standards that apply to the UNI.

b. ANSI T1. 106, ANSI T1.l 117, and ITU-T G.703 standards apply to optical and
metallic cables used for trunking applications.
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c. Joint Interoperability and Engineering Organization (JIEO) Spec 9109, MIL-
STD-188-112, and MIL-STD-188-200 apply to access, to the UNI, and to
trunking for tactical cable interfaces.
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3.7.6.4 Multiplex format. Where necessary, support of various low transmission rates across a
high-rate connection is accomplished through tie employment of synchronous multiplexing.

3.7.6.4.1 Standards. Base standards for multiplex formats are presented in table 3.7-31.

TABLE 3.7-31 Multiplex format standards

Standard Sponsor Standard Standard Status
Type Reference DoD

s (Lifecycle)
NPC ANSI Teloomwuc'ow - Syrdhron, o Opicl Ndwoik TI. 105 Muadated

(SONET) - Basi Descrplion Incudlin Muldplex (Approved)
Statue, Ras #Ad Formas (AVIS) (Revuisioand

Consolidation of ANSI TI.105.1991 sad ANSI TI.I05A.
1991)0 1995

NPC ANSI Digial Iiewrchy -Porm Spedflcsfions, 1995 TI, 107 Mardeod
(Appmved)

IV ITU-T Syncrosram Starcturem Used at Nmry vad 0.704 • hosmonsd
Seconday Hierarchical Levels (for E-1) (A rsoved)

3.7.6.4.2 Alternative specifications. No other consortia or defacto specifications are available,

3.7.6.4.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.6.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.6.4.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. ANSI TI. 119, Telecommunications - Synchronous Optical Network (SONET) -
Operations, Administration, Maintenance, and provisioning (OAM&P)
Communications,

2. ITU-T G.782, Types and General Characteristics of Synchronous Digital
Hierarchy (SDH) Multiplexing Equipment,

3.7.6.4.6 Recommendations. The following base standards should be used in support of related
procurements:

a. ANSI T1.105 specifies the multiplexing format supported by SONET systems.
SONET multiplexing results in a family of standard rates and formats, which are
multiples of the basic 51.84-Mbps Synchronous Transport Signal Level- I (STS- I)
rate. SONET systems support sub-STS- I rate signals by multiplexing lower-rate
signals onto a SONET format.

b. The multiplex formats applicable to DSI and DS3 interfaces are defined in ANSI
TI.107.
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c. The E I interface uses the basic frame structure defined in ITU-T G.704.
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3.7.6.5 Tactical digital information links. Standard message formats and related information
for tactical digital information links (TADIL) are published in documents called TADILs. A
TADIL consists of a combined information medium and hardware protocol, and a message format
standard. The waveform standard is identified in 3.7.6.5.1. Information exchange standards are
addressed in ITSG Part 5. TADILs are migrating away from unique data links to achieve
seamless information exchange. TADILs will conform to a standardized TADIL family. All
TADILs will migrate to this standard unless granted a migration exemption. The J-Series Family
of TADILs, described fully in the Joint Tactical Data Link Management Plan (JTDLMP), dated
April 1996, enables this migration while accommodating differences in information exchange
requirements.

3.7.6.5.1 Standards. Base standards for TADILs are presented in table 3.7-32.
(Note: STANAGs for TADILs are presented in 3.7.8.7.)

TABLE 3.7-32 TADIL standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

OPC DOD rDS Systeom Segroent Specification (ClaU 2 Terminal) fTIDS Spec Mandied
(Approved)

GPC DOD Intamperalility and Performauo Standard for TADIL A MIL.STD-188. Legacy
203-4 (Approved)

OPC DOD Interojhility and Peelontonnee Standards for Tactical M1L-STD-18-21'2 Legacy
Digital Infornation Link (TADIL) B (NOTE 4) of 10/17/1992 (Approved)

OPC DOD Inteoperability and Perfonmance Standards for Tactical MIL.STD.188- Legacy
Digital Infonnation Link (TADIL) C (NOTE 5) 203.3 of 10/5/88 (Approved)

OPC DOD Manual for Eoploying Joint Tactical Comnunications (for CJCSM 6231 Legacy
ATDL-I) (Approved)

3.7.6.5.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.6.5.3 Standards deficiencies. No deficiencies have been identified in the existing standards,

3.7.6.5.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.6.5.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I. STANAG 4175, Technical Characteristics of the Multi-functional Information
Distribution System (for TADIL J).

2. STANAG 5516, Tactical Data Exchange Link-16 (for TADIL J).
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3.7.6.5.6 Recommendations. The following base standards should be used in support of related
procurements:

a. Technical characteristics of TADIL A subsystems are specified in MIL-STD-188-
203-1.

b. Technical characteristics of TADIL B subsystems are specified in MIL-STD- 188-
212.

c. Technical characteristics of TADIL C subsystems are specified in MIL-STD- 188-
203-3.

d. Technical characteristics of Army Tactical Data Link- I (ATDL- 1) are specified in
CJCSM 6231.

e. Link 22 messages will be used for the exchange of maritime operational data
between tactical data systems using line-of-sight (LOS) UHF radio and HF radio
for beyond LOS. The Link 22 standard is under development.
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3.7.7 Strategic/tactical Interoperabillty. Legacy tactical networks are based on Tri-Service
Tactical Communications (TRI-TAC) specifications. Future tactical and strategic networks will
be based on the same set of commercial standards, eliminating current interoperability problems
that result from using military-unique standards in tactical systems. In the meantime,
strategic/tactical gateway facilities will be needed to achieve interoperability. Gateways will
support five capabilities:

"* Five levels of precedence and preemption
"* Common-channel-signaling message conversion
"* Choice of rate adaptation or transcoding for voice algorithm conversion
"* Direct digital interfacing that preserves bit-count integrity (BCI)
"* Support of end-to-end transmission and reception of secure voice and secure data.

3.7.7.1 Transcoding. A transcoder performs direct digital-to-digital conversion between two
different voice-encoding schemes without returning the signals to analog form. For nonsecure
voice, strategic/tactical gateway facilities will transcode PCM-encoded voice to and from CVSD-
encoded voice. The method of transcoding does not need to be standardized. It is necessary only
to meet the PCM interface standard on one side and the CVSD interface standard on the other
side of the transcoder.

3.7.7.1.1 Standards. Base standards for transcoding are presented in table 3.7-33.

TABLE 3.7-33 Transcoding standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)[PC ITUJ-T Pulso Code Modulaion (PCM) of voice fiquenie 0.711:1989 Adoptied

(n.rwbhnd) (Approved)

GPC DOD Analog-to-Digital Comverwor Techniques (for CVSD MIL-STD-188-113 egacy
Modulation) (Approved)

3.7.7.1.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.7.1.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.7.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.7.1.5 Related standards. Related standards are informative documents related to the base
standards, Normative references are included in the base standards.

STANAG 4209, The NATO Multi-Channel Tactical Digital Gateway - Standards for
Analogue to Digital Conversion of Speech Signals.
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3.7.7.1.6 Recommendations. The following base standards should be used in support of related

procurements:

The standards for PCM and CVSD are ITU-T G.711 and MIL-STD- 188-113, respectively.
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3.7.7.2 Rate adaptation. Information sources that operate at rates of 600, 1200, 2400, 4800,

9600, 16000, 19200, or 32000 bps may be rate-adapted to a 64-kbps channel.

3.7.7.2.1 Standards. Base standards for rat* 4aptation are presented in table 3.7-34.

TABLE 3.7-34 Rate adaptation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

MC ITU.T Suppod of I]IATeumInaI Eqcpaent (DTh.) with V. V.110 Legaqy
senes b&rwf• by ISDN (Approved)

IPC iU-T Multiplexing, Rue Adqapton and Suwort of Existing 1,460 U
inedtaff (A ,,oved)

Gpc DOD Inesoperbiliry Sturddh for Data AdqW Control Mode W.S1-8-216 Legacy
(for mukisaopnlg) (Approved)

3.7.7.2.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.7.2.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.7.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.7.2.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

ITU-T 1.464 Multiplexing, Rate Adaptation and Support of Existing Interfaces for
Restricted 64 kbits/s Transfer Capability - Integrated Services Digital Network (ISDN) -
Overall Network Aspects and Functions, ISDN User-Network Interfaces.

3.7.7.2.6 Recommendations. The following base standards should be used in support of related
procurements:

The rate adaptation of bit rates up to 32 kbps uses the multi-stage approach defined in ITU-T
V. 110, the section titled Adaptation of V-series data signaling rates to the intermediate rates.
Rate adaptation of 8-, 16-, and 32-kbps signals is accomplished in accordance with
ITU-T 1.460, the section titled Rate adaptation of 8-, 16-, and 32-kbps streams. Information
sources, linked to a tactical network, that operate at rates of 75, 600, 1200, 2400, 4800, or
9600 bps, may be rate-adapted to a 16-kbps channel, as described ;.i MIL-STD-188-216, the
section titled Multisampling.
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3.7.7.3 Signaling message conversion. Interoperability between tactical circuit switches and
ISDN circuit switches will occur through appropriate transformation of signaling messages at the
gateway function. The gateway function translates out-of-band signaling messages between the
tactical circuit-switched network and ISDN switched networks for calls initiated in either
direction.

3.7.7.3.1 Standards. The base standard for signaling message conversion is presented in table
3.7-35.

TABLE 3.7-35 Signaling message conversion standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifec cleI

GPC DOD All-Digitil Ttict.to-Straegic Gdeway ME ..fD-18S-105 Lzgacy
(Appved)

3.7.7.3.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.7.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.7.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.7.3.5 Related standards. No related standards have been identified.

3.7.7.3.6 Recommendations. The following base standards should be used in support of related
procurements:

Signaling meý •age conversion for the tactical-to-strategic gateway is defined in MIL-STD-
188-105.
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3.7.8 NATO interoperablllty. NATO standardization agreements (STANAGs) identified in this
section are agreements between NATO nations foi the interoperability of their communications
networks and end systems.

3.7A8. NATO tactical digital gateway. The interface between U.S.-tactical and NATO-tactical
switched networks will comply with the series of STANAGs developed for the NATO Digital
Gateway. This series of STANAGs, is based to a large degree on U.S. legacy tactical circuit-
switch specifications.

3.7.8.1.1 Standards. Base standards for the NATO Tactical Digital Gateway are presented in
table 3.7-36.

TABLE 3.7-36 NATO tactical digrital 2aateway standards _ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD)

___________~~~~~~~~~~ ____________________ ______ Lifecycle)
IPC NATO The NATO MatitaClannoI Tacticail Digital Gateway STANAG 4206 Legacy

Syatemr Standarda (Approved)

IPc NATO The NATO Maiti-Qhannel Tactical Digital Gateway Max STANAG 4207 Legacy
Group Ir-ming (Appmoed)

IPC NATO The NATO Ma .aaamtoj Tactical Digital Gateway STANAG 4208 Legacy
Signalinig Memtgea amd Pioacla (Approed)

[PC NATO The NATO Malo-aranet Tactical IN.'vja Gateway A/D STANAG 4209 Legacy
Coaveonanof Speed. (Appmoed)

[PC NATO The NATO MWOCawt-reel Tactical Digital Gateway STANAG 4210 Legacy
Metallic C01,l0 (Appoved)

111C NATO The NATO Muiti-lteeel Tactical Digital Gateway STANAG 4211 Legacy
Syatea Contrl (Appiovod)

[PC NATO Thie NATO Muti.Chanoel Tactical Digital Gateway Radio STANAG 4212 Legacy
Relay (Approved)

[PC NATO The NATO Mtilti-Cttrutnel Tactical Digital Gateway STANAG 4214 Legacy
Routing (Approed)

[PC NATO ieNATO Multi-Chtianel Tactical Digital Gateway Piber STANAG 4290 Legacy
Optic CAN"e (Appmoed)

3.7.8.1.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.8.1.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.1.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

I . STAN AG 4213, The NATO Multi-Channel Tactical Digital Gateway - Data
Transmission standards.

April 7, 1997 3.7-79 Version 3.1



Information Technology Standards Guidance Communicationm And Network Se'vioes

2. STANAG 4249, The NATO Multi-Channel Tactical Digital Gateway - Data
Transmission standards (Packet Switching Service).

3.7.8.1.6 Recommendations. The following base standards should be used in support of related
procurements:

The interface between U.S. tactical circuit-switch networks and NATO tactical circuit-switch
networks will be based on STANAGs 4206 to 4212, 4214, and 4290.
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3.7.8.2 Packet-switcb networks. ohe network-to-network interface between U.S.-tactical and
NATO-tactical packet-switched networks will comply with STANAG 4249. STANAG 4249
specifies the network-to-network international interface for tactical packet-switch networks. To
achieve DTE-to-DTE interoperability across NATO gateway links requires additional agreements.
This is being worked in several NATO technical working groups. The agreement expected will
use TCP/IP, which is independent of the underlying subnetworks, including LANs, that may exist
in national networks.

3.7.8.2.1 Standards. The base standards for interfacing packet-switch networks across a NATO
Tactical Digital Gateway are presented in table 3.7-37.

TABLE 3.7-37 Packet-switch network standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC NATO NATO Stwdaudized Profile - Cooredtiort-oented Mode STANAG 4249 Legiac
Gateway Between Tactical Packet-Switdhed Data (Approved)

Networks lsing Diatical D" Cirital y3
_PC NATO The NATO Mult-Cha[ml Teal DTai igta irway STANAG 4213 Lap

(Approved)

3.7.8.2.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.8.2.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.2.5 Related standards. Related standards are informative documents related to the base

standards. Normative references are include' in the base standards.

I. IAB STD-35, ISO Transport Service on Top of the TCP.

2. RFC 1356, Multiprotocol Interconnect on X.25 and ISDN in the Packet Mode.

3.7.8.2.6 Recommendations. The following base standards should be used in support of related
procurements:

a. STANAG 4249 supports both switched virtual circuits (SVC) and permanent
virtual circuits (PVC) across NATO gateway links. SVCs and PVCs will support
connectionless IP traffic between terminals on different national subnetworks.

b. STANAG 4213 specifies the forward error correction code applicable to the layer
I interface between tactical packet-switch networks.
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3.7.8.3 NATO data network. Current NATO standards for data networks are aligned with the
OSI reference model. It is expected that NATO standards will be expanded to support IP router
networks.

3.7.8.3.1 Standards. Base standards for NATO data networks are presented in table 3.7-38.

TABLE 3.7-38 NATO data network standards
Standard Sponsor Standard Standard Status

Type Reference DoD
' (Lifecycle)

[PC NATO NATO Referee Model for OSI Lyer I (physilc Layer) STANAG 4251 Letacy
Service Definitio (Appmved)

[PC NATO NATO Reference Model for OSI Layer 2 (Dtir Link STANAt 4252 Legacy
Layer) Service Definition (Approved)

IPC NATO NATO Reference Model for OS[ Layer 3 (Network Layer) STANAG 4253 Legacy
Service Definiton (Approved)

Ipc NATO NATO Refeerce Model for OS[ Layer 5 (Sesuion Layer) STANAG 4255 Legacy
Service Defilniion (Appevod)

[PC NATO NATO Refoence Model forOS[ Layer 6 (Pesentaion STANAG 4256 Legacy
Layer) Service Definition (Approved)

IPC NATO NATO Reference Model for OS[ Layer I (Physital Layer) STANAG 4261 Legacy
Protocol Specification (Approved)

IPC NATO NATO Reference Model for OSI Layer 2 (Drta Link STANAG 4262 Legacy
Layer) Protocol Specification (Approved)

IPC NATO NATO Reference Model for OSI Layer 3 (0. work Layer) STANAG 4263 Legacy
Potocol Specifiewtlon (Approved)

[PC NATO NATO Reference Model for OSI Layer 5 (Seseon Layer) STANAO 4265 Legacy
Peotocol Specification (Approved)

[PC NATO NATO Reference Model for OSI Layer 6 (Preaenrt,,on STANAG 4266 Legacy
Layer) Protocol Specificetion (Approved)

3.7.8.3.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.8.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.
However, there are some NATO efforts to enhance the capability of NATO data network
standards.

3.7.8.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.3.5 Related standards. No related standards have been identified.

3.7.8.3.6 Recommendations. The following base standards should be used in support of related
procurements:

The STANAG 4250 series defines the services that a layer provides to the layer above. The
STANAG 4260 series defines the protocols for operation between layer peers.
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3.7.84 Digital faesinile. Facsimile transmissions requiring interoperability with NATO countries
will use digital facsimile.

3.7.8.4.1 Standards. The base standard for facsimile interoperability with NATO allies is given
in table 3.7-39.

TABLE 3.7-39 Facsimile standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifenycle)
IPC NATO InwopgaWfily for Tac&c DigiSal PFmbile STANAG 5000 L.ga

(Appved)

3.7.8.4.2 Alternative specifications. No other consortia or defacto specifications are available.

3.7.8.4.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.4.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

EIA/TA-466-A, Procedures for Document Facsimile Transmission.

3.7.8.4.6 Recommendations. The following base standards should be used in support of related
procurements:

Facsimile transmissions requiring encryption or interoperability with NATO countries will use
digital facsimile, as defined in STANAG 5000.
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3.7.8.5 Single channel radios. Voice and data may be exchanged between different national
forces using single channel radios.

3.7.8.5.1 Standard. Base standards for single channel radios for NATO are presented in
Table 3.7-40.

- TABLE 3.7-40 SinaI. channel radio standards for NATO
Standard Sponsor Standard Standard status

Type Reference DoD
I (Lifecvcle)

flC NATO Trnanwlaslon aharactasistics for Data Exchange betwoee STANAC 4202 LeaPCY
Land Tactical Data processing Equipmmat over Single (Approved)

_________Channel Radio Witsa
[PC NATO TchnIical Standard for Single Channsel HIP Radio STANAC 4203 Legacy

Eqosmnet(ppovd

[PC NATO Techilcal Standard for Single Chaonnel VHF Radi STANAU 4204 LgaPcy
BqdOnast (Approved)

IFC NATO Technical Standard for Single Chsannel UHF Radio STANAU 4205 'eAMy
equipamot (Approved)

IIPC NATO Soeem and Jam-radstani HF Low Speed Daiu STANAG 4245 L-egacy
Coemmracationa System (Approved)

IPC NATO HAVE QUICK:~ UHF Saosoe and Janmruisatae Low Speed STANAC 4246 LeAgacy
Data Conoonolcations Equlpmoeat (Approved)

I NATO 120D/2400/3600 MODEM for HF Radio Linki STANAO 4285 Legacy
(Approved)

[PC NATO Staodarda to Adilave Coooaanlcasion between Single STANAG 4292 Leac-y
Chanonel Tactical Combat Net Radio Equipmenet and (Approved)

Frequaency Hopping Radios Operating in the VHF Band
___________ ___________(30. 88MHz) ______

IC NATO SATURN, a Put lFroqenqo Hopping ECCM mode for ISTANAO 4372 Leac4y
UHF Radio (Approved)

3.7.8.5.2 Alternative specification. No other consortia or defacto specifications are available.

3.7.8.5.3 Standard deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.5.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.5.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

STANAG 4291, 2400 wireless modem.

3.7.8.5.6 Recommendations. The following base standards should be used in support of related
procurements:

a, STANAG 4202 defines the error detection and correction techniques for DTEs to
exchange information over HF, VHF, and UJHF single channel radios.

April 7, 1997 3.7-83 Version 3.1



lnfwntln Tehnnnv Smvh da dwice Comminnwatinns Apd N~twnwk Sri

b. STANAG 4203 defines the technical characteristics for single channel HF radio
equipment

c. STANAG 4204 defines the technical characteristics for single channel VHF radio
equipment.

d. STANAG 4205 defines the technical characteristics for transmission of
voice/data/teletype over single channel UHF radio equipment.

e. STANAG 4246 defines the technical characteristics for airborne radios operating
at UHF.

f. STANAG 4285 defines the call establishment procedures and modem
characteristics for low speed data transmission over HF radio links.
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3.7.8.6 Satellites. UHF satellites may be used to support exchange of voice and data between
different national forces.

3.7.8.6.1 Standard. Base standards for Satellites for NATO are presented in Table 3.7-41.

TABLE 3.7-41 Satellite standards for NATO
Standard Sponsor Standard Standard Status

Type Reference DoD)
(Lifecycle)

Fc NATO Digital Wmegopenai'ty between UHF Sietfte STANAG 4231 Legacy
C Tmmualwiam kels (Am-eoad)

3.7.8.6.2 Alternative specification. No other consortia or defacto specifications are available.

3.7.8.6.3 Standard deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.6.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.8.6.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

MIL-STD- 188-18 1, Interoperability Standard for Dedicated 5-kHz and 25-kHz UHF
Satellite Communications Channels.

3.7.8.6.6 Recommendations. The following base standards should be used in support of related
procurements:

STANAG 4231 specifies the minimum necessary parameters to achieve interoperability of UHF
SATCOM terminals for teletype, low speed data, or voice.
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3.7.8.7 TADIUA. Standard message formats and related information for tactical digital
information links (TADIL) are published in documents called TADILs. TADIL J has been
standardized for use in NATO.

3.7.8.7.1 Standard. Base standards for TADILs are presented in Table 3.7-42.

TABLE 3.7-42 NATO TADILs standards
Standard Sponsor Standard Standard Status

Type Reference DoD
, , (Lifec•'cle)

EPC NATO TedmiWa hareadersus of the Mutffuar~om STANAG 4175, Mndgcd
iWfomuidon Divuibution System (MIDS) Edte I, August (Approved)

29 1991

3.7.&7.2 Alternative specification. No other consortia or de facto specifications are available.

3.7.8.7.3 Standard deficiencies. No deficiencies have been identified in the existing standards.

3.7.8.7.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.&7.5 Related standards. Related standards are informative documents related to the base
standards. Normative references are included in the base standards.

STANAG 5516, Tactical Data Exchange Link-16 (for TADIL J)

3.7.8.7.6 Recommendations. The following base standards should be used in support of related
procurements:

Technical characteristics and waveform parameters of TADIL J subsystems are specified in
STANAG 4175.
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3.7.9 Communications and network services security. Communications and network services
security protects the information, components, and mechanisms of the communications and
network system. Use of, and compliance with, the security standards identified in this document
does not constitute authorization to process classified data. DOD policy covering the security
accreditation process must still be followed to obtain approval for processing classified data.

3.7.9.1 Network security architecture. (This BSA appears in both part 7 and part 10.) OSI
security architecture defines the general security-related architectural elements, provides a general
description of security services and related mechanisms, and defines the positions within the OSI
Reference Model at which the services and mechanisms may be provided. Open systems security
frameworks address data elements and sequences of operations that are used to obtain security
services.

Note: The security architecture and framework standards are intended to provide guidance and
background information to developers. In general, these standards do not provide implementable
specifications against which conformance can be claimed,

3.7.9.1.1 Standards. Table 3.7-43 presents standards for network security architecture.

TABLE 3.7-43 Network security architecture standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecyele)

aPC DOD Th DOD Tesied CompoterSystens E3vajuaion Criteria DOD 520D.28- M114ae"
STD: 1985 (Approved)

GPC DOD Trsed Network Interpretatioe NCSC.TG005, Mandatd
SVersion 1:1987 (Approved)

IPC ISO OSI Basic Reference Model, Pu r2: Security Amhitecture 7498-2:1989 Infonnutioeal
(sawo as CCITr X.800:1991) (Approved)

IPC ISO7EC OS1 Security F9m 3eworks for Open SysteVrs - Prt 2; 10181-2:1996 nOmatioedAuthlentication Frarrework (Approved)

IPC ISO OSI Upper L~ayer Security Model 10745:1993 Inforrmational
(Approved)

IPC ISO G.eneric Upper Layer Security (GULS) - Pan 1: Overview, 11586- 1:1994 Infornnational
Model.. and Nolation (Approved)

[PC ISO,/IEC Lower Layer Security Model TR 13594:1995 Inforrnalional
(Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

3.7.9.1.2 Alternative specifications. There are no alternative specifications.

3.7.9.1.3 Standards deficiencies. The Upper Layer Security Model (ISO 10745) primarily
addresses FTAM requirements and does not deal with Directory, Transaction Processing, and
X.400.

3.7.9.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.9.1.5 Related standards. NCSC-TG-01 1, Version 1, 1 August 1990, Trusted Network
Interpretation Environments Guideline - Guidance for Applying the Trusted Network
Interpretation is a guideline supporting the TCSEC.

3.7.9.1.6 Recommendations. The standards listed as mandated are recommended.
Implementations involving security services should require conformance to the security principles
and concepts of the DGSA (TAFIM, Volume 6) and supporting standards. RFC 1825 is an
emerging standard that provides the current view of how to implement security functions within
an Internet Protocol (IP) suite network. The Internet Draft document draft-ietf-ipsec-arch-sec-
01 .txt is a "work-in-progress" revision of RFC 1825.
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3.7.9.2 Security risk management. (This BSA appears in part 2, part 7, part 9, and part 10.)
Security risk management supports accreditation through a risk analysis of an information system
and its operational environment, and the steps taken to manage the risk requirements.

3.7.9.2.1 Standards. Table 3.7-44 presents standards for security risk management.

TABLE 3.7-44 Security risk manaffement standards
Standard Sponsor Standard Standard Status

Type Reference DoD
DLifec cle)

GPC DOD DOD Trsed computer Systems Evalution Citern DOD 5200.28. MmASW
STD: 1985 (Appoved)

GPC NIST Gudeline for the Analysi of Local Amea Network Securty M PUB informational
191:1994 (Approved)

OPC NIST Guideline for Automated Ddae Procesuing Risk Analysis FIPS PUB 65:1979 lnformational
(Approved)

GPC NIST Guidelines for Automatic Date Processing Phtyyics FIPS PUB 31:1974 Informational
Security and Risk Mmiagement (Appwoved)

3.7.9.2.2 Alternative specifications. There are no alternative specifications.

3.7.9.2.3 Standards deficiencies. Because of its age, FIPS PUB 31 does not include information
about modem security concepts.

3.7.9.2.4 Portability caveats. Portability problems with the existing standards are unknown.

3.7.9.2.5 Related standards. The following standards are related to the TCSEC •t-',±d:

a. CSC-STD-003-85 25 June 1985, Computer Security Requirements - Guidance for
Applying the Department of Defense Trusted Computer Security Evaluation
Criteria in Specific Environments

b. CSC-STD-004-85, 25 June 1985, Technical Rationale Behind CSC-STD-003-85:
Computer Security Requirements - Guidance for Applying the Department of
Defense Trusted Computer Security Evaluation Criteria in Specific Environments

3.7.9.2.6 Recommendations. The mandated standard is recommended. Office of Management
and Budget (OMB) Circular A- 130, "Management of Federal Information Resources," provides
guidance on effective security risk management of federal information systems. NIST Special
Publication 800-12, "An Introduction to Computer Security: The NIST Handbook" provides
additional guidance on risk management. DOD Directive 5200.28 requires a risk analysis of an
information system be conducted in its operational environment to support accreditation of the
information system. System implementors should perform the risk analysis in accordance with
CSC-STD-003-85 and CSC-STD-004-85 to determine the appropriate DOD-5200.28-STD class.
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3.7.9.3 ýecurity manmageaneuit (This BSA appears in part 7, part 8, part 9, and part 10.)
Security managemeiit is a particular instance of information system management. Security
management provides supporting services that contribute to the protection of information and
resources in open systems in accordance with information domain and inforimation security
policies. The basic elements that must be managed are users, Security policies, intformation,
information processing systems that support one or more security policies, and the security
functions that support the security mechanisms (automated, physical, personnel, or procedural)
used to implement security services. For each of these elements, the managed objects that
constitute them must be identified and maintained. For example, users must be known and
registerzsd, security policies must be represented and maintained and information objects must be
identified and maintained. Security policies, security services and security mechanisms are the first
classes of managed objects.

3.7.9.3.1 Standards. Table 3 7-45 presents standards for security management.

________ TABLE 3.7-45 Security managemnent standards _____

Standard Sponsor Standard Standard j 31atus
Type Referent. DoD

_________________________Lifecycle)

OPC DOD Miu DOD Truded Comusnutr ysteors Evalwoajo, Criteria DOD 5200.28- marsdge
STD: 1985 (Approved)

Grc DOD Trissed Network luloteiretat NCSC.Ta.995. Mwa.,ded
Version, 1: 1987 (Approved)

GrC DOD Trusted Database Muopemein Sysem ner pretation of the NCSC-TG-02 1. Maradmemd
Ttusted Cwurpuer Systenm. Evaloution Criteria Verolon 1: 1991 (Approved)

CPC 051. Distributed Cmuguuing EnviroeuteCE) Security DCE 1.1 Seounty Mandoued
Servies Semvi-c 1994 (Appmoed)

IPC ITII-T The Drecoy:Poouo r utDisriued prtion (X- X.518: 1993 Irdomatiosmal
rot. ISO 9594-4) (Approed)

CPC OSF Distributed Comuig Eu irormont(DCE) Rev. 1.2.2 DCE Re. Itfortaorottuut
1.2.2:1996 (Appmvod)

[PC ISO/IEC 091 Corrsuon Maivagarnet Ionfoonuation Services (CM(IS) 9595:1991/ Infomrotioet.I
Defuidtio,,, with Atucuth,,,,, 4: Access Control AM41:l992 (App-oeil)

IrCI ISO/IEC IfiormmuiontTechology -OprenSysftuut Inuerucio~r.wo 9596.1:1991 Infommuion.I
Corranon Mtoutgerner Wuomaotio Protocol (CMII') - Put (Approved)
1: Specification (Includes amuticodwnt I and 2 of ISO/IEC

____ 9596-1I:0t90)
CPC NMF OMNlPoint I (AdoptsISO ProOt eSets I11I83.X, 12059. OMNIPoint 1:1993 itfommuiont.I

X. and 12060-X, uwlodev ISO/ILC 10164-X) (Approvd)

IPC, ISO/INC OSI System, Muoente~nt, Pant 
7
: Security Al-. 10164.7-1992 Infonfnatioflal

Reportng Function, l.ame as ITU-T X.7W6 (App-oed)

I1C ISO/IrC 091 System. Mnungen,,,,t. Patt 8: Seurnity Audit Trodl 10164-8:1993 inufomntional
P~undioe (univte ns (TU-T X.740) (Approved)

IPC ISO/IEC WS) Systems Mattogerrvol. Putt 9: Objects and Auributes 10164.9:1995 Infon,,uiomul
for Avoss Control IApprueuod(

PIN ISO) 031 Basic Ref-ruv Model. Putt 2: Security Arohitedore 7498.2:1999 infoationaie.
(Saun ts CCI 71 X.80: 19911 (Approvd)

(jP( N45IT ;--oroteo Nm..rot Muorugorrt Profile ((,N64P) FIPS M')I11 (79. Ifrotoo
1:1995 lApproved)
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Standard Sponsor Standard Standard Statams
Typ-, Reference DoD

3.7.9.3.2 Alternative specifications. There are no alternative specifications.

3.7.9.3.3 Standards deficiencies. Deficiencies exist in standardization of security policy rule
representation; key management, including generation, distribution, and accounting; audit
information formats; exchange of security management information; and remote security
management.

The DGSA principle of decision and enforcement separation requires that the functions
determining how to enforce a security policy and the actual enforcement of the policy be
implemented independently. That is, the enforcement mechanisms do not need any knowledge of
security policy. Standards are needed for object class definitions for classes of managed objects
and for methods of representing security policy.

The DGSA calls for a separation mechanism, such as separation kernel, to mediate all calls to
security critical functions to ensure that strict isolation is maintained, Standardization of object
class definitions for management of critical functions used within the separation kernel is needed.

The present ISO/IEC 10 164-7 "Security Alarm Reporting Function," and 10 164-8, "Security
Audit Trail Function," standards were designed with network security in mind. Little work has
been done, either in standards groups or in products, on how to use these standards for general
system management (e.g., computer systems and software).

FIPS PUB 179-I supersedes FIPS PUB 179. The present GNMP specifications require ISO
Common Management Information Service/Protocol (CMIS/CMIP) to communicate management
information and ISO OS networking protocols. Plans are for the GNMP eventually to provide a
capability to integrate the presenf GNMP with Simple Network Management Protocol (SNMP).
One reason for this goal is the widespread use of SNMP.
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No Ada bindings exist for any of the ISO or consortia system management specifications.

The Institute of Electrical and Electronic Engineering (IEEE) POSIX Security Working Group
(formerly P1003.6) is defining security extensions to the base POSIX interface standard (ISO
9945-1), to include support for audit, privilege, discretionary and mandatory access control, and
information labels. These have been redesignated IEEE P1003.1c and IEEE P1003.2c. The draft
standards are still incomplete, and the specifications may change.

The POSIX/UNIX permission bits are inadequate for fine-grained control over exactly which
users can perform specified actions to particular files.

In the IETF, efforts to develop an acceptable security standard for SNMPv2 have been on hold
since September 1995 when the IETF SNMP Working Group failed to agree on the proposals
submitted. Since then, two sets of proposals for providing SNMPv2 security have emerged. The
first set of proposed specifications, the User-based Security Model (USEC), also referred to as
SNMPv2u, consists of two documents: RFC 1909, "An Administrative Infrastructure for
SNMPv2" and RFC 1910, "The User-based Security Model for SNMPv2." Both RFCs were
issued 28 February 1996 and are classified by the IETF as experimental RFCs. The other
proposal is known as SNMPv2*, which its proponents claim is heavily based on USEC, Neither
USEC nor SNMPv2* has been approved for a standards track by IETF.

3.7.9.3.4 Portability caveats. The structure of certain traditional UNIX directories, such as the
familiar "/tmp," "/usr/spool," and "/usr/spool/mail" directories must be expressly managed to
accommodate the P1003.le and P1003.2c security standards. This is because these are
directories to which all users have access and to which many programs write. A change in the
way programs write to directories has the potential for causing software portability and systems
administrator poriability problems.

The traditional UNIX permission bits that have been carried into POSIX are inadequate for
defining exactly which user can perform specific actions on specific files. Eliminating the
permission bits in favor of Access Control Lists could make the secure POSIX systems
incompatible with non-POSIX compliant systems and many applications.

OSF DCE Version 1. l's authentication services are based on Kerberos Version 5 (RFC 1510), but
is not totally compatible with RFC 1510. DCE 1.2.2 adds testing and official support for
Kerberos Version 5.

3.7.9.3.5 Related standards. ISO/IEC 9945-1 as profiled by FIPS PUB 151-2 is related to IEEE
P1003.1e and IEEE P1003.2c.

3.7.9.3.6 Recommendations. The mandated standards are recommended.

All IEEE P 1003. le and IEEE P 1003.2c security systems should incorporate Access Control Lists
as an optional feature in addition to permission bits (not "in place of" permission bits). The
incompatibilities between the two access control methods (permission bits and access control
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lists) are not resolvable. The best method for resolving the overall problems seem to be
incorporation Access Control Lists as an optional feature on top of permission bits. The

permission bits would represent the lowest common denominator of security, showing the
maximum amount of openness possible in a system. Organizations needing only the lowest level
of security could continue to use the familiar permission bits and associated "chmod" command.
Use of access control lists will require a change in security policy such that access is granted if

and iiily if permission is granted and access control permits it
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3.7.9.4 Security assocation and key Mnanagemient. (This BSA appears in part?7, part 9, and
part 10.) A security association is the totality of communication and security mechanisms and
functions (e.g., communications protocols, security protocols, doctrinal mechanisms, security-
critical mechanisms and functions) that securely binds together two security contexts in different
end systems or relay systems supporting the sarwi information domain. A security association is an
application association that includes additional support from security functions and mechanisms.
Key management provides procedures for handling cryptographic keying material to be used in
symmetric or asymnmetric cryptographic mechanisms. It includes key generation, key distribution,
key storage, key archiving, and key deletion.

3.7.9.4.1 Standards. Table 3.7-46 presents standards for security association and key
management.

TABLE 3.7.46 Security association and key mana.-ement standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- - - (Lifecycle)

GPC NSA Key Exclange Aigorithin R21-7EC14-23.94: Manduaed
1994 (Appeseed)

(JPC NSA Swume Data, Netweork System (SDFS) Key Management SDN.903, Version Mandated
Protocol (KMaP) 3.2: 1989 (Approved)

GPC NIST Key Managemeset Using ANSI X9.17 FIPS PUB lofointational
171:1992 (Approved)

IPC ISO Generic Upper LAyer Security (CIULS) - Puat 1: Overview, 11586.1:1994 Infomnatjonal
Models, and Notation (Approed)

1PC ISO Genesic Upper Layer Security (OUL.S) - Pado 2:Seasritv 11586-2:1994 Inforonatjoeal
Exchange Service Elemnto Definition (Approved)

1PC ISO Generic Upper Layer Secourity (CIULS) - Pant 3: Seasrity 1 1586-3:1994 Isftonoationa.I
Eodsiange Service Elerort Protocol Specification (Approved)

[PC ISO Banking Key Managesorot (Whoesale) 8732:1988 lnfornostioonl
(Approvd)

NPC ANSI Finanscial Institutioe Key tosngeret (weholesale) X9.1.I-991 lofonnatjoosl
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3.7.9.4.2 Alternative specifications. There are no alternative specifications.

3.7.9.4.3 Standards deficiencies There is a lack of guidance for establishing a Public Key
Infrastructure (PKI) to automaticalhy manage public keys thror'gh the use of public key
certificates. In April 1994, National Institute of Standards and Technology (NIST), in conjunction
with seven other federal agencies, comple.ed a study on automated management of public keys
and associated public key certificates on a nationwide basis. Based on the recommendations of the
study, GSA is establishing a PKI pilot project to provide public key certificate services for
participating government agencies.

3.7.9.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.7.9.4.5 Related standards. There are no related standards.

3.7.9.4.6 Recommendations. The mandated standards are recommended. In FORTEZZA
applications, the NSA-developed Key Exchange Algorithm, R21-TECH-23-94, must be used.

IEEE P1363, Standard for Public-Key Cryptography, is under development, with the first version
expected to be ready for balloting in 1997.

The !ETF's IP Security Protocol (IPSEC) Working Group (WG) is developing an Internet Key
Management Protocol (IKMP) that will be specified as an application layer protocol independent
of the lower layer security protocol. The IKMP will be based on ISAKMP/Oakley work begun in
the Internet Draft documents for ISAKMP and the Oakley Key Determination Protocol.
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3.7.9.S Security audit. (This BSA appears in part 7, part 9, part 10, and part 11.) Security
auditing is a review or examination of records and activities to test controls, ensure compliance
with policies and procedures, detect breaches in security, and indicate changes in operation
(paraphrased from ISO 7498-2).

3.7.9.5.1 Standards. Table 3.7-47 presents standards for security audit.

TABLE 3.7.47 Security, audit standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle/

GPC DOD The DOD Trutd ConpuerSystems Evatluaon Criteria DOD 5200.28- Mandede
STD: 1915 (Approved)

Cpc NMF OMNIPoint I (Adopt ISOProfie SeU 11183-X, 12059. OMNPoint 1:1993 lnlonnabonal
X, wnd 12%60.X. includes ISOWIEC 10164-X) (Approved)

UIC ISO/IEC (01 Syotem Muasemren, Put 8: Sewrity Audit Trail 10164-8:1993 Infonnutional
Function (sowm u ITIJ-T X.740) (Approved)

CIc X01 security Interface Specifcation: Auditing md S020:1990 lomoA
Audhenticatfion (prvd

3.7.9.5.2 Alternative specifications. There are no alternative specifications.

3.7.9.5.3 Standards deficiencies. ISO Transaction Processing Security work (WDAMs to ISO
10026-1,2,3) is in the early stages. Its content is nut defined, and it cannot be used for
procurement. ISO 10164-8 does not define a security audit, or explain how to perform one. It
does not define implementation aspects, occasions where the use of the security audit trail
function is appropriate, or the services necessary for the establishment and normal or abnormal
release of a managene.-nt association,

There is a need for a standard for programming interfaces to support development of portable
tools for audit trail analysis and configuration.

3.7.9.5.4 Portability caveats. Proposed amendments to ISO 10026 have ceased. This is a high

portability risk area.

3.7.9.5.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation
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b. NCSC-TG-0 11, Version 1, 1 August 1990, Trusted Network Interpretation
Environments Guideline - Guidance for Applying the Trusted Network
Interpretation

c. NCSC-TG-001, Version 2, June 1988, A Guide to Understanding Audit in Trusted
Systems

3.7.9.5.6 Recommendations. The mandated standard is recommended.
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3.7.9.6 Security alarm reporting. (This BSA appears in part 7, part 9, part 10, and part 11.)
Security alarm reporting is the capability to receive notifications of security-related events, alerts
of any misoperations in security services and mechanisms, alerts of attacks on system security, and
information as to the perceived severity of any misoperation, attack, or breach A security.

3.7.9.6.1 Standards. Table 3.7-48 presents standards for security alarm reporting.

TABLE 3.748 Security alarm reporting standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC NMU OMNIPoint I (Adopts ISO Profile Set 11 183.X, 12059. OMNIPoitl 1:1993 lnformaiionaI
X, end 12060.X, includes ISO/IEC 10164-X) (Approved)

IFC ISO/IEC OSI Systans Mmuneenont, Prt 7: Security Alaon 10164.7:1992 ufonmatioral
Reportinag Function (saane as ITU-T X.736) (Approved)

GPC NIST Covernmeet Network Management Profile (ONMP) PIPS PUB 179- lnfomnatioeut
1:1995 (Approved)

3.7.9.6.2 Alternative specifications. There are no alternative specifications.

3.7.9.6.3 Standards deficiencies. FIPS PUB 179-1 supersedes FIPS PUB 179. ISO 10164-7
does not define implementation aspects, specify the manner in which management is accomplished
by the user of the Security Alarm Reporting Function (SARF), define interactions that result in
the use of the SARF, or specify the services necessary for the establishment and normal and
abnormal release of a management association.

3.7.9.6.4 Portability caveats. Portability problems with the existing standards are unknown

3.7.9.6.5 Related standards. There are no related standards.

3.7.9.6.6 Recommendations. There are no recommended standards for security alarm reporting.
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3.7.09.7 Network authentication. (This BSA appears in part 7 and part 10.) Network
authentication services establish the validity of a claimed identity (peer-entity) or origin (data)
(paraphrased from ISO 7498-2).

3.7.9.7.1 Standards. Table 3.7-49 presents standards for network authentication.

TABLE 3.7-49 Network authentication standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

- ~ -- ~ tnomrasusToclssolnj1 (Lifecycle)
GPC OD nfomatin TcholoV- Ddnst SinjudsedProes IL~rI~t204- Mandatdo

AMaO3Xa(D)- Messin Husdal;n Syagstem Message 18500: 1993 (Approved)
_________ _________Security Protocol (MSPI Pants 1-5 _____

usC MI-r Tlt. Directary: Audathw sstco irar P rosw k (X-raf: ISO X.509, Veraioa 3: Manalad
9594-8) 1993 (Approved)

GPC DOD TotAWe Network Interpretations NCSC-T0-005. Miadated
version 1: 1937 (Apiproved)

GPC NIST Digital Slgealssnt Standasrd (DSS) PIPS PUB Mansdatead
186:1994 (Approved)

GPC NIST Secure Huh Standard (SHS) PISPUB 130 Maadated
1:1995 (Aprxoved)

OPC NSA Secora Did. Network System (SDNS) Security Protocol 3 SDN.301, Reavisicon Manadaeal
(SP5) .S: 1989 (Approved)

tjPC DOD FOR12A Itrface Coantol Doosanert rRSRTEZ lCD Msadau'd
Rov P1.5: 1994 (Approved)

GPC DOD 143RIEZA Ploa Interface Coerryr Documenrat FORTEZA Pica Mandated
lCD Rol 3.0:1995 (Approved)

NPC WEEE Standard for Iateropraorl LAN Security.- Part B: secume 802.10br:1992 Loga"
Data Exdsantgr (SDE) (Appovedl

CWC NSA Meaaago Searrity Proocol (MSP) SDN.701, Rev. 3,0: Legacy
1994 (Approved)

CIPC NSA slaage Secusrity Protocol (MSP) SDN.70l, v. 4.0, Enoor~gi
Rev. A: 1997 (Approved)

IPC ISO Informnation Processing Systemns.-OpenSystemo 8649:1992 Infonmational
Itetronnectidon - Service Definition for theo Association (Incorporates AM (Approved)

____ ___Control Service E~lootet (ACSE), Revised Edition 1&2)
IPC ISO laformatiostProcessing Systems -Open Systemos 8650:1992 Inoraioonon&[

Interconnection - Protocol Specification for the ACSE, (locosporotes AM (Approved)
_______Revised EditionII

[PC ISO Gleneric Upper Layer Security (GULS) - Put 1: Ocerview. 11586-1:1994 Infoooational
Models, sod Notation (Approved)

IPC [so Generic Upper Layer Sectrity (OULS) - Part 2:Socurity I11586-2:1994 Informational
Exchasoge Seivice Eleroent Definitioo (Approved)

BIC ISO Gerneric Upper Layer Security (CIULS) - Part : Socurity 11586-3:1994 Wofon-ational
Excuange Service Elesment Protocol Specification (Approved)

(PC ISO Generic Upper Layer Security (GULS) - Part 4: Protecting 11586-4:1994 Infoeoational
Transfer Sytnw Specification (Approved)

[PC ISO Transport Layer Security Protocol (TLSP) (Iocludes 10736:1994 lofoanational
A~rendrort 1) (Approved)

IPC ISO Netwcorki LayerSecitnty Protocol )NLSP) 11577:1994 Inforoatiooal

I I (Aprove~d)

April 7, 1997 3.7-99 Version 3.1



Informstian Technolo&X Standards Guidance ComnctosAdNetwark Services

Standard Sponsor Standard Standerd Statulls
Type Reference .DoD

(Lifecycle)
IPC ISO/EEC OS! Scciaia Frameoworks for Open Sysao= - Pust 2: 10191-2:1996 lntfoormaiowa

Auaoiseciatio Promwork (Apprqoved)
GPC NEST Goveroment Network Masiqanaot Prorde (ONMP FIPS PUB 179- Ino~ikgs

1:1995 (Approved)
CPC WaW Privacy Es ncanoar for IssomeBl elctronic Mail RPC 1421- Infonnadlosll

3.7.9.7.2 Alternative specifications. There are no alternative specifications.

3.7.9.7.3 Standards deficiencies. FIPS PUB 179-1 supersedes PIPS PUB 179. Procurements
requiring authentication in FTAM cannot specify a standard at this time. The ISO FTAM security
effort is in its early stages. Current proprietary FTAM security is based on passwords for
authentication. ISO TP security work is in the early stages. Its content is not defined, and it
cannot be used in a procurement.

3.7.9.7.4 Portability caveats. Proposed security enhancements to FTAM (WDAM4 to ISO
857 1) have ceased, This is a high portability risk area.

3.7.9.7.5 Related standards. NCSC-TG-01 1I, Version 1, 1 August 1990, Trusted Network
Interpretation Environments Guideline - Guideline for Applying the Trusted Network
Interpretation, supports NCSC-TG-005.

3.7.9.7.6 Recommendations. The mandated standards are recommended.
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MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DOD
Standardized Profile (DSP) standard will be replaced by a portion of the U.S. Supplement to
Allied Communications Publication (ACP) 123 or ACP 120, Common Security Protocol, when
the revision to MSP is complete.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is desiglied to
be used at the top of layer 3.

DSS is intended to specify general security requirements for generating digital signatures.
Conformance to this standard does not assure that a particular implementation is secure. The
responsible authority in each Government agency or department shall assure that an overall
implementation provides an acceptable level of security. DSS can be used in electronic mail,
electronic funds transfer, electronic data interchange, software distribution, data storage, and
other applications that require data integrity assurance and data origin authentication. It uses the
Secure Hash Algorithm (SHA) specified in FIPS PUB 180-1, which supersedes FIPS PUB 180.
NIST is developing a validation program to test implementations for conformance to DSS.

The following two documents should be consulted for systems required to interface with the
Defense Message System (DMS):

a. FORTEZZA Interface Control Document, Rev. 1.5, 22 December 1994

b. FORTEZZA Plus Interface Control Document, Release 3.0, I June 1995

SDN.701, Rev.3.0, is used with DMS, Phase 1. It is for use with legacy systems only.

IEEE 802.10b is for use with legacy LANs only.
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3.7.9.8 Network access control. (Ibis BSA appears in part 7, part 9, and part 10.) Access
control is the prevention of unauthorized use of a resource, including its use in an unauthorized
nmaner,

3.7.9.8.1 Standards. Table 3.7-50 presents standards for network access control.

TABLE 3.7-50 Network access control standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

DOD ~(Lifecvcle)
AMKV)WD)- Me-uae HandidngJ Sy- -. Manage 13500: 1993 (Approved)

_________ ~~Security Protocol (MSP) Peuts 1-5 ____

OPC NSA Secure DWAl Network System ISMNS) Security Protocol 3 SDN.301. Revisone Mandoted
(SP3) 1.5: 1989 (Approved)

NPC ImE Stsisdard for Inteeependsle LAN Security -Purt B: Seaem M0 I Ob 1992 Legacy
Dame Exdijege (SDE) (Approved)

(PC ISOAEC OSI Curweton Mamuganerat Infoeommion Services (CM(S) 9595:1991/ IrdomrAtio"Ie
Defirlortog wtoh Armendineat 4: Access Control AM4:1992 (Approved)

[PC ISO TransportLayer Security Protocol aUSP) (ledudes 10736:1994 Irftfeoalioool
Armendnient 1) (Approved)

(PC ISO Network LayerSecurity Protocol (NLSP) 11577:1994 Indonealional
(Approved)

((PC NIST ((ovemnmene Network Maeagernent Profile (ONMP) IP11S PUB 179. Inforroaliona)
1:1995 (Approved)

(3PC NIST GJuidelines for Security of Conputer Applications FP11S PUB 93:1980 Informationarl
(Approved)

((PC NSA Secure Dole Network Syreem (SUNS) Securit- 7eebocol 4 SDN.401, Rev, Inofoeatioeal
(SP4) 1.3:1999 (Approved)

((PC NIST (lovernnient Network Managemenet Profile (((NMP( FP11S PUB Ioforrasticonl
179:1992 (Superseded)

((PC NSA Message Securdty Protool) (MSP( SDN.701,vY. 40, I1Meerweg
Rev. A: 1997 (Approved)

((PC NSA Mesage Security Protocol (MSP( SDN.701, Rev. 3.0: LAegcy
1994 (Approved)

3.7.9.8.2 Alternative specifications. There are no alternative specifications.

3.7.9.8.3 Standards deficien.~es. Deficiencies in the existing standards are unknown. FIPS
PUB 179-1 supersedes FIPS PUB 179.
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3.7.9.8.4 Portability caveats. Proposed security enhancements to FrAM (WDAM4 to ISO
8571) has ceased. This is a high portability risk area because no standards exist

3.7.9.8.5 Related standards. NCSC-TG-005, Version I, July 1987, Trusted Network
Interpretation, and NCSC-TG-0 11, Version 1, August 1990, Trusted Networks Interpretation
Environments Guideline - Guideline for Applying the Trusted Network Interpretation, supports
the DOD 5200.28-STD.

3.7.9.8.6 Recommendations. The mandated standards are recommended.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DOD
Standardized Profile (DSP) standard will be replaced by a portion of the U.S. Supplement to ACP
123 or ACP 120, Common Security Protocol, when the revision to MSP is complete.

SDN.701, Rev.3.0, is used with DMS, Phase I. It is for use with legacy systems only.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to
be used at the top of layer 3.

The work on File Transfer, Access, and Management (FTAM) security (WDAM4 to ISO 8571)
security enhancements has been suspended. Procurements requiring access control for FTAM and
transaction processing should not use these standards.

IEEE 802.l0b is for use with legacy LANs only.
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3.7.9.9 DLlý-a encryption security. (This BSA appears in part 5, part 7, ptrt 10, and part 11.)
Encryption is the cryptographic transformation of data to produce cipher t xt. Standards for data
..ncryption security services describe services such as definitions/algorithms, modes of operation,
and guidelines for use for those systems that require their data to be encrypted using data
encryption security services. None of these standards are for systems processing classified
information.

3.7.9.9.1 Standards. Table 3.7-51 presents standa, Is for data encryption security.

TABLE 3.7-5 1 Data encryption security stndards-
Standard Sponsor Standard Standard Status

Type Reference DoD
(WC Eaoowe~wylioot~euad(FS) - ~(Lifecycle)

GC NIST EsrwdEcyto tn" E) FIPS PUB 195: MAdAted
1994 (Approved)

GPC NIST DataEncryption Standard (DES) (related to ANSI X3.92- fPIPS PUB 46- Informational
1921/R1997/RI993) I2:1993 (ReAffirmed (Approved)

___________ __________________ until 1998)

GOC NIST Guidelines for Implementtation and using the NOS Data FIRS PUB 74:1981 Informational
Emaypumswo Sa,,an (Approved)

GPC NIST Data Pnayption Standard (DES) Modes of Operationt FP1S PUB 81:1980 Informational
(related to ANSI X3. 10&.19S3) (Approved)

GPC NIST Security P"Awrmeatt for Crypiograpkhic, Moduleo FIPS PUB 140- noo o.
1:1994 (Approved)

WC ISO Mod7.-. Oratitotfor a64-Bit BlockCipher Algorithmt 8372:1987 Information&[
(RotaS" to ANSI X3. 106) (Approved)

NWC ANSI Dat EnyprM- Altiondev X3. 92-1981 ymtoI

3.7.9.9.2 Alternative specificaltions. The only other avai~able specifications are proprietary, for
example, RSA.

3.7.9.9.3 Standards deficiencies. Deficie! -les in the euisting standards are unknown.

3.7.9.9.4 Portability caveats. DES applic~aions are not interoperable with non-DES systems.
Portability problemns related to the EB.S are unknown. The U.S. controls export of ciyptographic
technologic s, pro-ucts, and related technologies as munitions. On October 1, 1996. a new federal
policy allowing U.S. vendors to export products using up to 56-bit encryption, provided the
vendors sign an agreement to make their 56-bit encryption technoikgies key-recovery-compli ant
within 1!4 monuts.

3.7.9.9.5 Related standards. FIPS PUB 113, Computer Data Authentication, is related to DES
security mechanisms and their standards.
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3.7.9.9.6 Recommendations. The mandated standard is recommended. FIPS PUB 185, EES,
supports lawful authorized access to the keys required to decipher enciphered information for
systems requiring rtrong encryption protection of sensitive but unclassified information. EE3
provides stronger protection than DES against unauthorized access. Devices conforming to EES
may be used when replacing Type H and Type III (DES) encryption devices owned by the
Government. Implementations requiring use of EES should require conformance with FIPS PUB
140-1.

On 2 January 1997, NIST announced plans to develop a FIPS, Advanced Encryption Standard,
incorporating an advanced encryption algorithm to replace DES (FIPS PUB 46-2).
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3.7.9.10 Traffic flow confidentiality. (This BSA appears in part 7 and part 10.) Traffic flow
confidentiality is a -ervice to protect against unauthorized traffic analysis (ISO 7498-2) by
concealing presence, absence, amount, direction, and frequency of traffic.

3.7.9.10.1 Standards. Table 3.7-52 presents standards for traffic flow confidentiality.

TABLE 3.7-.2 Traffic flow confidentiality standards
Standard I Sponsor Standard Standard Status

Type Reference DoD
I ________(Lifecycle)

(;PC NSA Secue Data Netwook Syiem (SDNS) Sefrity Prlocol 3 SDN.301. Revitiea lnfoKmtWo"l
S(P3) 1.5:1989 (ApWlved)

IPC [so Newoik L~yer Swaitiy Pro&oco (NLSP) 11577:1994 bdnfomaioaml

(Approved)

3.7.9.10.2 Alternative specifications. There are no alternative specifications.

3.7.9.10.3 Standards deficiencies. There are no mandated standards for traffic flow
confidentiality.

3.7.9.10.4 Portability caveats. Work on proposed amendments to ISO 10026 has ceased. This
is a high portability risk area, because no standards exist.

3.7.9.10.5 Related standards. There are no related standards.

3.7.9.10.6 Recommendations. No standards are recommended.

SP3 is the basis for ISO 11577.
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3.7.9.11 Network integrity. (This BSA appears in part 7 Pid part 10.) Network integrity
ensures that data is not altered or destroyed in an unauthorized manner when transmitted across a
network.

3.7.9.11.1 Standards. Table 3.7-53 presents standards for network integrity.

TABLE 3.7.53 Network intearity standards_ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD)

GcW DOD Inafoerostic Tedmology.-Oes uddtdPofo hf._M245 (Lifecyle
AMH~n(D)- M-sag H-adltsr Sy-tem- Message 18500:1993 (Approved)

________security prosocol (trtp) puts 1-5
GPC NSA Secure Dote Network System (SONS) Security Protocol 3 SDN.301, Ravi-ionr Murdated

(SP3) 1.5: 1999 (Approved)

NPC WEl StadrdW for Inetropseolt LAN Security - Past B: Seoson 802.10b:1992 LOgWY
Data Excdsaage (SIDE) (Approved)

[PC ISO Tsransport Layer Seatsoty Protocol (flSP) (Iocludes 10736:1994 Isrfosrnationsia
Amneadmeset 1) (Approved)

[PC ISO Network Layer Security Protocol (NLSP) 1 1577:1"94 Infosmationra)
(Approved)

[PC ISO Generic Upper IAyor Security (UULS) -Past 1: Overview, 11596.1:1994 taonnsroasoes
Motdals. sand Notation (Approved)

Ipc ISO Generic Upper LAyer Security (OULS).- Poet 4: protecting 11586.4:1"94 lofoeoatiooot
Tradear Syreao Specftzose (Approved)

GPC NSA Securte Data Network System (SUNS) Security protocol 4 SDN.401. Reov. linorroosional
(SP4) 1.3:1989 (Approved

OPC NSA Message Sea',ý'y Protocoll (MSP) SDN.7Ot. v.4.'0. Erretgireg
Rev. A: 1997 (Approed)

3.7.9.11.2 Alternative specifications. There are no alternative specifications.

3.7.9.11-3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.7.9.11.4 Portability caveats. Portability probletms related to the existing specifications are
unknown.

3.7.9.11.5 Related standards. ITU-T X.500: 1993 (same as ISO 9594-I1), Information
Technology - Open Systems Interconnection - The Directory - Overview of Concepts, Models,
and Services, is a related standard.

3.7.9.11.6 Recommendations. The mandated standards are recommended.

MIL-STD-2045- 18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701. Secure Data
Network System (SDNS) Message Security Protocol." Revision 1.5, 1 AugL3i 1989. MSP is
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under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to

be used at the top of layer 3.

SP4 is the basis for ISO 10736.

IEEE 802.1Ob is for use with legacy LANs only.
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3.7.9.12 Systenms non-repudiation. (This BSA appears in part 5, part 7, part 10, and part 11.)
These standards provide the security services for non-repudiation in systems.

3.7.9.12.1 Standards. Table 3.7-54 presents standards for systems non-repudiation.

TABLE 3.7-54 Systems non-repudiation standards _____

Standard Sponsor Standard Standard status
Type Reference DoD)

- - - (Lifecycle)
oPC NIST Dialed Sigialusr Slseidard (DSS) FIPS PUB MeeAled

[16:1994 (Approved)

GPC DOD loforantion Tedeology.- noiesoe Stmndutdized Profiles MIL-TD2045. Mersdised
AMHXn(D)- Meuste H-Aftie Sydwm - Messee IM5: 1993 (Approved)

GPC NSA Medieateseaory protocol (M5P) SDN.701, Rev. 3.0: Legacy
1994 (Approved)

GPC NSA Meussge Security Protecol (Msp) SDN.701, v. 4.0, Eesesgissg
Rev. A: 1997 (Approved)

[PC ISO Genesinic pperLayer Security (OUIS) -Put1: Overview. 11586-1:1994 Infeorational
IModels, aod Netaime (Approved)

[PC ISO Gessesic Upper LoAyer Security (OILS) -Pest 4: Protectieg 11586-4:1994 Infonnesloesl
Transsfer Syntax Spedhlcssion (Approved)

[PC ISO OSI Basic Referensce Model, Pout 2: Securitsy Architecture 7498-2:1989 Insfeormaional
(some soCCflTX8mal99) (Approved)

3.7.9.12.2 Alternative specifications. There are no alternative specifications.

3.7.9.12.3 Standards deficiencies. Deficiencies in the existing standards are unknown.
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3.7.9.12.4 Portability caveats. Portability problems in the existing standards are unknown.

3.7.9.12.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.7.9.12.6 Recommendations. The mandated sta.ards are recommended for non-repudiation.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

MSP provides for signed receipts. S/MIME, an Intemet Draft specification, does not provide for
signed receipts.
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3.7.9.13 Electronic signature. (This BSA appears in part 5, part 7, and part 10.) Electronic
signature is the process that operates on a message to ensure message source authenticity and
integrity, and source non-repudiation. Electronic signatures are composed so that the identity of a
signatory and integrity of the data can be verified.

3.7.9.13.1 Standards. Table 3.7-55 presents standards for electronic signature.

TABLE 3.7-55 Electronic signature standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- - - Lifeecycle)

Gpc NIST Digital SignAtm Sandaid (DSS) FHIS PUB MWaAdd
186:1994 (Aplroved)

IPC ISO Digiud Signaure Scheme Givjing Meorn8 Re overy 9796:1991 Intormdatnal
(Appovd

3.7.9.13.2 Alternative specifications. Rivest-Shamir-Adelman (RSA) Public Key Algorithm
RC-5 was developed and published in 1994. It is proprietary, but RSA Data Security is working
to have it included in numerous Internet standards. At present, RC-5 is not recommended for
DOD use because it is proprietawy.

3.7.9.13.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.7.9.13.4 Portability caveats. DSS applications are not interoperable with non-DSS systems.

3.7.9.13.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.7.9.13.6 Recommendations. The mandated standard is recommended. FIPS PUB 186 is
implemented in the FORTEZZA cryptographic card, a PC card (formerly called a Personal
Computer Memory Card International Association (PCMCIA) standard card) that can be
integrated into personal computers and workstations to provide security in commercial
applications. FORTEZZA is being used in the Defense Message System. FIPS PUB 186 is the
government-wide key cryptographic signature system.
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3.7.9.14 Electronic bashing. (This BSA appears in part 5, part 7, part 8, and part 10.)
Electronic hashing services compute a condensed representation of a message or a data file, often
used as a measure of data integrity checking.

3.7.9.14.1 Standards. Table 3.7-56 presents standards for electronic hashing.

TABLE 3.7-56 Electronic hashina standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC NIST Secw,• Hush SmnW (SHS) FIPS PUB IMO- Mud*tad
1:1995 (ApWroved)

IPC ISO Huh Puwons, P* 1: Genenra Model 10118.1:1994 labomatiorsI
(App• ,ed)

IPC ISO HuI Funmctios, PsA 2: Hash Panmdos Uing an N-Bit 10118-2:1994 Inozmatieas
Block Cifhf Algouithm (Apprved)

3.7.9.14.2 Alternative specification. There are no alternative specifications.

3.7.9.14.3 Standards deficiencies. Deficiencies in the existing specifications are unknown.

3.7.9.14.4 Portability caveats. Portability problems with the existing standards are unknown,

3.7.9.14.5 Related standards. FIPS PUB 180-1 supersedes FIPS PUB 180 and is required for
use with FIPS PUB 186, Digital Signature Standard.

3.7.9.14.6 Recommendations. The mandated standard is recommended. FIPS PUB 180-1
specifies SIIA, which can be used to generate a message digest. SHA is required for use with the
DSA as specified in FIPS PUB 186 and whenever an SHA is required for federal applications.
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3.7.9.15 Data communications security labeling. (This BSA appears in part 7 and part 10.)
Data communications security labeling encompasses the application of security labeling, which is
used as the basis for mandatory access control security services and release security services.

3.7.9. 15.1 Standards. Table 3.7-57 presents standards for data communications security
labeling.

TABLE 3.7-57 Data communications security lal'eint standards
Standard Sponsor Standard Standard Status

Type Reference DoD
DOD oomon oewi 5~ (~, - (Lifecycle)

GPC DOomn _euiyA CL MILS'D-2045- Mandated
4850: 1995 (Approved)

IPC ISO Trasport Layer Smiy Protocol (1SP) (Includes 101736:1"94 iodonmsliossai
Amaenavent. 1) (Approved)

[pc ISO Network LayerSecurity Prowwnl (NLSP) 11577:1994 Infornaatioss.I
(Approved)

[PC ISO OSIlBuie Refene Model. Pan 2: SosntiyArchitecture 7498-2:1989 lnonafoisousl
(sarne as CC11T X.8f0 1991) (Approved)

OPC DOD CMW LAielAg: Enooding Fomuim DDS.2600-6216- Inlomisliossal
91 (Approved)

GWC DOD CMW Labeling; Soarve: Code sand User Inledace DDS.2600-6243- soaIol
Gudeline. Revision 1 91 (Approved)

OPC DOD Cosnpaoneased Modle Worbctatton (CKMW Evaluations D05-2606243- Informational
Criteria 92 (Approved)

OPC NIST Standard Security Label (SSL) for Idonfotaion Transfer PIPS PUB Lafomansuonall

3.7.9.15.2 Alternative specifications. There are no altern lye specifications.

3.7.9. 15.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.7.9.15.4 Portability caveats. Portability problems related to the existing standards are
unknown.

3.7.9.15.5 Related standards. DOD 5200.28-STD is a related standard. DOD 5200.l1-R,
"Information Security Program Regulation," June 1986, establishes DOD policy for security
classification, declassification, and marking of DOD information. It also contains DOD policy for
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safeguarding of classified information, including accountability, storage, transmission, and
destruction of the information.

3.7.9.15.6 Recommendations. The mandated standard is recommended and should be used for
new acquisitions. MIL-STD-2045-48501 supports the exchange of security attributes, for
example, sensitivity labels. It provides a means to label and protect data as it passes through
communications systems and implements FIPS PUB 188 for the DOD environment. MIL-STD-
2045-48501 and FIPS PUB 188 apply only to layers 3 and 4. TSIG TSIX(RE) 1.1, "Trusted
Systems Interoperability Group, Trusted Security Information Exchange for Restricted
Environments," includes options compatible with MIL-STD-2045-48501.

IEEE 802.10g is consistent with the SSL and the CSL.

RFC 1108 makes RFC 1038 obsolete. RFC 1108 should be used for legacy systems only. RFC
1038 is not recommended.
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Acronym List

Acmny.•. The acronyms used in Part 7 are defined as follows:

AAL ATM adaptation layer
ACP Allied Communication Publication
ADPCM adaptive differential pulse-code modulation
AF ATM Forum
AITS Adopted Information Technology Standard
AJ anti-jam
ALE automatic link establishment
ANSI American National Standards Institute
ARIDPCM Adaptive Recursive Interpolated Differential PCM
ARP Address Resolution Protocol
ATDL- 1 Army Tactical Data Link I
ATM asynchronous transfer mode

B-Channel bearer channel
BER bit error ratio
B-ISDN broadband-!SDN
BOOTP BOOTSTRAP protocol
bps bit per second

CDMA code-division multiple access
CELP code-excited linear prediction
CJCSM Chairman of the Joint Chiefs of Staff Manual
CNR combat net radio
CONS connection-oriented network service
CPC Consortia Public Consensus
CPN-C Corporate Private Non-Consensus
CSMA/CD carrier sense multiple access/collision detection
CVSD continuously variable slope delta
C41 command, control, communications, computers, and intelligence

DAMA demand-assignment multiple access
D-channel 16- or 64-kbps channel for signaling and data
DCE data circuit-terminating equipment
DEC Digital Equipment Corporation
DHCP Dynamic Host Configuration Protocol
DMS Defense Message System
DoD Department of Defense
DSN Defense Switched Network
DSI Digital Interface Rate 1 (1.544 Mbps)
DS3 Digital Interface Rate 3 (44.736 Mbps)
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DSS1 Digital Subscriber Signaling System Number 1
DSS2 Digital Subscriber Signaling System Number 2
DTE data terminal equipment

EHF extremely high frequency
EIA Electronic Industries Association

FDDI Fiber Distributed Data Interface
FDMA frequency-division multiple access
FED-STD federal standard
FPLMTS future public land mobile telecommunications system
FIPS Federal Information Processing Standard
FTAM file transfer, access, and management
FTP File Transfer Protocol

GPC Government Public Consensus

HDLC high-level data link control
HF high frequency

LAB Internet Architecture Board
ICMP Internet Control Message Protocol
IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
IESS Intelsat Earth Station Standard
IETF Internet Engineering Task Force
IGMP Internet Group Management Protocol
IP internet protocol
IPC International Public Consensus
ISDN Integrated Services Digital Network
ISO International Organization for Standardization
ISUP ISDN User Part
ITSG Information Transfer Standards Guidance
ITU International Telecommunications Union
ITU-T ITU-Telecommunication Standardization Sector (formerly CCITT)

JTA Joint Technical Architecture
JTIDS Joint Tactical Information Distribution System

kbps kilobit per second
kHz kilohertz

LAN local area network
LAP link access protocol
LAPB LAP balanced
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LAPD LAP on the D-rhannel
LF low frequency
LLC logical link control
LOS line-of-sight
LPC linear predictive coding

Mbps megabit per second
MF medium frequency
MIB management information base
MIL-STD military standard
MLPP Multi-level Precedence and Preemption
MSE Mobile Subscriber Equipment
MSP message secudiy protocol
MSR message storage and retrieval
MTP message transfer part

NATO North Atlantic Treaty Organization
N-ISDN narrowband ISDN
NIST National Institute of Standards and Technology
NITF National Imagery Transmission Format
NITFS NITF standard
NNI network-node interface
NPC National Public Consensus
NRI net radio interface
NRZ non-return-to-zero
NSA National Security Agency

OSI Open Systems Interconnection

PCM pulse-code modulation
PCS personal communications services
PICS protocol implementation conformance statement
PNNI private node network interface
PPP point-to-point protocol
PVC permanent virtual circuit

QPSK quadrature phase shift keying

ff radio frequency
RFC request for comment

SCCP signaling connection control part
SHF super high frequency
SINCGARS Single-Channel Ground and Airborne Radio System
SMDS switched multi-megabit data service
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SMTP Simple Mail Transfer Protocol
SNMP Simple Network Management Protocol
SONET synchronous optical network
SS7 Signaling System Number 7
STAN, .G standardization agreement
STU secure telephone unit
SVC switched virtual circuit

TAC02 Tactical Comnmunications Protocol 2
TADIL tactical digital information link
TAFIM Technical Architecture Framework for Information Management
TCP transmission control protocol
TDM time-division multiplexing
TDMA time-division multiple access
TIA Telecommunications Industry Association
TOS typ- of service
TPO transport protocol class 0
TRI-TAC Tri-Service Tactical Communications

UDP user datagram protocol
UHF ultra high frequency
UNI user-to-network interface
UPT universal personnel telecommunications
URL uniform resource locator
UTC coordinated universal time

VHF very high frequency
VMF variable message format
VTC video teleconferencing

WNDP worldwide numbering and dialing plan

XID exchange identification
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Index of Standards

Standard Page

ACP 123 US Supplement No.1I..................................................................... 4, 5
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AF LANE v1.0......................................................................................... 44
AF PNNIvl.0 ......................................................................................... 44
AF UNIv3.1l........................................................................................... 44
AF-PHY-0015.0O ..................................................................................... 68
AF-PHY-0016.00...................................................................................... 68
AF-PHY-0018.00....................................................................................... 8
ANSI/IEEE 802lB ................................................................................... 29
ANSI J-STD-008 ................................................................................. 56, 57
ANSI J-STD-009...................................................................................... 56
ANSI J-STD-010...................................................................................... 56
ANSI J-STD-01I ...................................................................................... 56
ANSIT.1l0l .......................................................................................... 51
ANSI T1.105.......................................................................................... 70
ANSITl.106 .......................................................................................... 68
ANSITl.107 .......................................................................................... 70
ANSITI.Ill...................................................................................... 37,38
ANSI TI.112 ...................................................................................... 37,38
ANSIT1.113 ...................................................................................... 37,38
ANSI T1. 114...................................................................................... 37,38
ANSITI.117 .......................................................................................... 68
ANSI T1.119 ......................................................... ................................ 69
ANSI T1.219.......................................................................................... 38
ANSI TI.234 .......................................................................................... 38
ANSI TI.236 .......................................................................................... 38
ANSI TI.239.......................................................................................... 38
ANSI T1.302.................................................................... ..................... 23
ANSI TI.3I0.......................................................................................... 23
ANSI T1.314.............. .......................................................................... 14
ANSI TI.4J8 .............................................................. ....................... 37,38
ANSI TI.501.......................................................................................... 23
ANSI T.601 -.................................................................................... 37, 38
ANSI T1.603 -......................................................................................... 38
ANSI -I64.. .................................................................................. 38
ANSI T1.605 .......... . ....................... I.................................................. 37, 38
ANSI TI.608-..... ....................................................................... ....... 37,38
ANSI TI.609 ................................................................................. 37, 38, 55
ANSI T1.610.......................................................................................... 40
ANSI T1.613...................................................................................... 40.42
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AN SI Tl.616 ............................................................4 ,42
ANSI T1.617 ...................................................................................... 54, 55
ANSI Tl.618 ............................................................................. 31, 32, 54,55
ANSI T1.619...................................................................................... 40,41
ANSI T1.621...................................................................................... 40,42
ANSI Tl.622...................................................................................... 40,43
ANSI T1.625 ...................................................................................... 40, 42
ANSI T1.627 ...................................................................................... 44, 46
ANSI T1.629 ............................................................... ...................... 44,46
ANSI Tl.630 ...................................................................................... 44, 46
ANSI Tl.632 ........................................................................ ............. 40, 42
ANSI Tl.633 ...................................................................................... 54, 55
ANSI T1.634......................................................................................s'5,,55
ANSI TI.635...................................................................................... 44,46
ANSI T1.636.......................................................................................... 45
ANSI T1.637...................................................................................... 44,46
ANSI TI.638 .......................................................................................... 45
ANSI T1.642...................................................................................... 40,43
ANSI T1.643...................................................................................... 40,43
ANSITI.645 .......................................................................................... 45
ANSI T1.647 ...................................................................................... 40,42
ANSI T1.653 ...................................................................................... 40,43
ANSI T1.656 ........................................................................................... 5
ANSI T1.801.01....................................................................................... 14
ANSI X3.106......................................................................................... 104
ANSI X3.229...................................................................................... 29, 30
ANSI X3.92 .......................................................................................... 104
ANSI X9.17 ............................................................................................ 94
Bellcore TR-TSV-00772 ......................................................................... 31, 32
CCEB CC version 1.0................................................................................. 96
CJSM 6231.......... .......................................................................... 72,73
CSC-STD-003-85 ..... ............................................................................. 89
CSC-STD-004-85 ..................................................................................... 89
DCAC 370-175-13 ............................................................................... 37, 39
DCE 1.1 Security...................................................................................... 90
DCE Rev. 1.2.2........................................................................................ 90
DEC DDCMP ......................................................................................... 21
DOD 5200.28-STD................................................................. 87, 89, 90.,96.,113
DOD DDS-2600-6216-91 ........................................................................... 113
DOD DDS-2600-6243-91 ........................................................................... 113
DOD DDS-2600-6243-92.......................................................................... 113
DOD FORTEZZA lCD Rev P15..5.................................................................. 99
DOD FORTEZZA Plus ICD Rel 3.0................................................................. 99
DOD NCSC-TG-001, version 2...................................................................... 96
DOD NCSC-TG-005............................................................... 87.,90.,96, 99, 103
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DOD NCSC-TG-021 .................................................................................. 88,96,100,103
DOD NCSC-TG-021 ............................................................................................ I....... I........... 90

EIA-232E .............................................................. ................................................................ 34
EIA-449 ................................................................................................................................... 34
EIA-530A ................................................................................................................................ 34
EIA TIA-465-A ....................................................................................................................... 16
ELA/T A-466-A ................................................................................................................. 16, 82
EIA/TIA IS-41-C ............................................................................................................... 56, 57
EIA/TIA IS-54-B ............................................................................................................... 56, 57
EIA IA IS-95-A ............................................................................................................... 56, 57
EIA T[IA/IS-98 ......................................................................................................................... 57
EIA/IIA IS-136 ....................................................................................................................... 56
EIA TSB47 .............................................................................................................................. 57
EIA TSB51 .............................................................................................................................. 57
EIA TSB56-A .......................................................................................................................... 57
EIA TSB64 IS-41-B ................................................................................................................ 57
FED-STD- 1002 ....................................................................................................................... 51
FED-STD-1015 ................... ........................................................................... 23, 24, 47, 49, 50
FED-STD-1016 ..................................................................................................... 23, 24,49, 50
FED-STD-1047 ................................................................................................................. 65, 66
FED-STD-1048 ................................................................................................................ 65, 66
FED-STD-1055 ................................................................................................................. 65, 66
FED-STD-1056 ................................................................................................................. 65, 66
FED-STD-1057 ................................................................................................................ 65, 66
FIPS PUB 31 ........................................................................................................................... 89
FIPS PUB 46-2 ...................................................................................................................... 104
FIPS PUB 65 ........................................................................................................................... 89
FIPS PUB 74 ......................................................................................................................... 104
FIPS PUB 81 ......................................................................................................................... 104
FIPS PUB 83 ......................................................................................................................... 102
FIPS PUB 113 ....................................................................................................................... 104
FIPS PUB 140-1 .................................................................................................................... 104
F PS PUB 171 ......................................................................................................................... 94
FIPS PUB 178 ........................................................................................................................ i4
FIPS PUB 178-1 ............................................................................................................... !4,15
FIPS PUB 179 ................................................................................................... 91,98, 100, 102
FIPS-PUB-179-1 ................................................................................... 52, 53, 90, 98, 100, 102
FIPS PUB 180 .............................................................................................................. 100, 112
FIPS PUB 180-1 ........................................................................................... 100,109,111,112
FIPS-PUB-8182 .................................................................................................................. 37,38
FIPS PUB 185 ...................................................................................................................... 104
FIPS PUB 186 ................................................................................................. 99,107,111, 112
FIPS PUB 188 ....................................................................................................................... 113
FIPS PUB 191 ......................................................................................................................... 89
FIPS PUB JJJ ......................................................................................................................... 104
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FRF.5 ................................................................................................................................. 54, 55
FRF.8 ................................................................................................................................. 54, 55
IAB STD -3 .................................................................................................................. 2,4,7,35
IAB-STD -5 ............................................................................................................ 2,7, 8,25, 26
AB-STD-6 ............................................................................................................ 2, 7, 8, 25, 26

IAB-STD -7 ............................................................................................................ 2,7,8,25,26
IAB-STD-8 ................................................................................................................ 2,4,25, 26
IAB-STD-9 ............................................................................................................................ 2, 4
IA B-STD-10 ............................................................................................................................. 5
IAB-STD-13 ...................................................................................................... 2,10,11,25, 26
IAB-STD -15 ...................................................................................................... 2, 12, 13,25,26
IAB-STD-16 ...................................................................................................... 3, 12, 13,25,26
IAB-STD-17 ...................................................................................................... 3,12, 13,25,26
IA B-STD-27 ............................................................................................................................. 5
IA B-STD-28 ............................................................................................................................. 5
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3.8 Operating system services. Operating system services are the core services needed to
operate and administer the application platform and provide functions for which application
software can access the platform. Application programmers will use operating system services to
obtain operating system functionality. However, implementors of other services may bypass the
operating system to obtain functionality. Operating system services include kernel operations,
commands, utilities, system management, and system security. Throughout section 3.8,
references to IEEE 1003.n, 1003.n, and POSIX.n indicate the same standard and will be used
interchangeably.

NOTE: Throughout Part 8, all tables have abbreviations listed under the column (Standard Type)
as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Consortia Private Non-Consensus = CPN-C
f. National Public Non-Consensus = NPN-C
g. Publicly Available Specifications = PAS

3.8.1 Kernel operations. Basic kernel services are system services that run the hardware. They
provide a virtual machine for the user and programmer and are resident in memory. Kernel
operations provide low-level services necessary to create and manage processes, execute
programs, define and communicate signals, define and process system clock operations, manage
files and directories, and control input and output processing to and from peripheral devices.

3.8.1.1 Process management and core operating system services. (This BSA appears in both
part 8 and part 9.) Core operating system services are basic operating system services and
interfaces, including traditional process management, memory management, time services,
scheduli,,., terminal handling, error and exception management services, file-oriented services,
and generalized input and output.

3.8.1.1.1 Standards. Table 3.8-1 presents standards for process management and core operating
system services.

TABLE 3.8-1 Process management and core operating syystem services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ _ (Lifecycle)

IPC [SO/IEC Portebe Operating System Interface (1'OSIX) Part 1: 9945-I :1996 Mandated
Sysemn API (Rplces ISO 9945- 1:1990 and incorporates (App-rýcd)

IEEE 1003.1b, 103.Ic ,and 1003.1ii)
CPN-C Mirosoft Window Mamutgemnent and Graphics Device Interface,. Win32 APIs Mandated

Voluen. I Mic=osoft Win32 PnrgnouersmReference (App-ved)
Manua, 1993, Mirosoft Prss

CPC XsOpen ingle UNIX Speific6tion, Systm Item fac Definitions. C605 1 2/97) EF ig
Version 2. Issue 5 (Approed)
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Standard Sponsor Standard Standard status
Type Reference DoD

(Lifecycle)
cPc XIOen Single UNIX Spedicadoa.m Systm~ interaces and Headers, C606 (Z97) Ewegin

versioun 2, Issue 5 (Apprved)

NPC am Pon"bi operating System lislaeace (POSIX) - Past I: 100i3.1b:1993 info11MIAaem
System Applicaion Program Inirsafc (API) Amendeonat (Appro-d)

_________ I: R1AAknaeExtensio (Claiwusae) _____

NPC am POSIX Put 1: System Aiipiiadout Proegram Inlriseda 1003.1ic:1995 Informationai
(APT) Amendentkea 2:7Thecads Extessamo IC LAn&LwgeI (Apprved)

3 8 LEM 2OI Aleratv 1:cfcan Oyther consoratian Pogra duefact alte 3.aive99 se ificaioins(uc

(PAPO stndr P10nd: 1ehia arrignd availablepprved

38 11 3 Standards dficienciesEISOn994 1199 i~ncopoaedIEE103lbRalien
IEEE 103 Mhras This resholvs sorMeasofithecdeficincies in theI orgia P03.:S9 IX I, btithe

b.C HasE wekeetPfor, -and exerulbnApplction manageoment srices.1195 nfritoa

Aprilio rorm o~o 7,gg 1997pt 2:1993 Vperson3.
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c. Has weak or no generalized I/O device driver services.

d. Has reentry problems when used for multiprocessing.

e. Reliability and maintainability not reflected in the standard.

f. The tasking model on which Ada is based does not map well to the process model
on which POSIX.I is based.

g. Has tape handling facilities requiring long backup times.

3.8.1.1.4 Portability caveats. Different specifications and implementations conforming with
POSIX (e.g., OSF/1, SVID, SVR4, X/Open, and vendor products) often support the same
function, but support them slightly differently. For example, the names of system calls may be
identical, but unanticipated incompatibilities will arise because of differences in the data types of
the function, the data types of the arguments, the return values, the required header files, and the
symbolic error values.

Implementations conforming with POSIX may require extra header files for function calls that are
ported from a system not requiring header files to another requiring header files. Although the
impact of requiring extra header files is not always clear, differences in header file requirements
can reduce portability. For example, if a program is ported from a system not requiring a header
file for a particular function call, to a system requiring it, the call to that function may be
undefined and generate an error message about the nonexistent header file.

Differences within header files can reduce portability when moving from a system that does not
require a header file to one that does. For example, a header file may define attributes like data
types or symbols conflicting with locally defined symbols.

Implementations of systems conforming with POSIX may refer to devices by logical names,
numeric indicators, data structures, or pointers. Superset functions in implementations
conforming with POSIX are important to have and convenient to use, but they reduce portability.

The meaning of ownership of "symbolic links" is not clear or consistent across different systems.
Only the meaning of owning a file is consistent.

Many system attributes, such as system limits and configuration values limits, are defined by
implementation.

3.8.1.1.5 Related standards. The following standards are related to process management and
core operating system services or their standards:

a. IEEE 1003.2:1992: POSIX - Shell and Utilities.
b. IEEE 1003.2a: 1992: POSIX - User Portability Extension.
c. IEEE P1003.1e: POSLX - Security Interface Extensions.
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d. IEEE P1003.21: POSIX - Real Time Distributed Systems Communications.
e. X/Open Common Desktop Environment (XCDE) - Definitions and Infrastructure.

3.8.1.1.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b: 1993,
IEEE 1003.lc:1995, and IEEE 1003.li:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. IEEE 1003.1 b (section 3) standardized additional functions not in 9945-1:1990 such as
memory management and clocks and timers. Federal Information Processing Standard (FIPS)
151-2 should also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996
version. It specifies many of the implementation-defined system limits related to files and
directories and input/output.

To ensure maximum portability and smooth running information processing functions, 't is
important to determine, at a detailed level (e.g., arguments, order of the arguments, data types of
the function and arguments, return values, symbolic error numbers), the specific areas of
incompatibility between POSIX and the systems bid by vendors.

To ensure that no harm will result if an application is ported from a system that requires and
supports a header file to a system that does not require the "include" statement in the system call,
remove the header file from the application.

Avoid the use of extensions to POSIv However, if extensions to POSIX must be used (they may
be convenient), the applications in which they are used must be designed carefully for portability
(e.g., separate the portable from the nonportable code, carefully document all nonportable code).

Including those header files required by POSIX. 1 will er .,re that properly written programs will
build successfully on all FIPS-certified POSIX. 1, regardless of which header files may be optional
on a given vendor's platform.

Specifying that systems must conform to the X/Open's Single Unix Specification as demonstrated
by a current X/Open Branding Certificate will eliminate the portability problems identified in the
first paragraph of the portability caveats section.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to aligu with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.1.1.2 File management services. File management is the system of rules and policies for
maintaining a set of files including how files can be created, accessed, retrieved, and deleted. The
application program interfaces provide a vehicle for an application program to access and update
a file whether the file is on a local or remote system. Commands and protocols required to access
remote files are covered by the Distributed File Services BSA.

3.8.1.2.1 Standards. Table 3.8-2 presents standards for file management services.

TABLE 3.8.2 File management services standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

IPC Poi~ld (ipnbn 5y~ni niedc (~iX)~ - (Lifecycle)
E 150s/IEC PMCOevigSse nefc PMPa1: 9945-1:1994 MKAndW

Systemn API (Replaces ISO 9945-1:1990 and incorporaie (Approved)
_____________ ~ ~ ~ ~ U _____ I 1 003.Ib, 1003.1c and 1003.1i ________

094 C ?dicoaoti Window Managaseantn and GOsarc Device inazdace. WW32 API% MWandie
voin inotWma32 Progunammev' Pder""'e (Approved)

- - Manluae.11993, Nflamsoft Press--
CPC X)Oie Single UNIX Spedhcication. Ssyem an itedisces and Headers. C606 (Vr

9
7) Emnerging

3 P WE 1 lentv pcfctonse Thertn follwing sptecifa c aton ( Pare al: available9 Ifratoa

Serely tem4 Unpix Uini Filera Systemf (API) (Tahomen f(stpileosstem
bP UnEx CF X fil t forma stemApiainPotm mr" 03 :19 nomtoa

advisory ~ ~ ~ (P lokn thtAmupot ensed: Tcncanlea tor~~ o ac Renal file acescllsosAndprorrped)
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data, unless the processes using the advisory locking cooperate and use the advisory mechanism
before doing input and output operations on the file.

POSIX. I lacks the "seekdir" capability (to set a position in a directory stream) and the "telldir"
capability (to tell a position in the directory stream). These are popular capabilities supported by
X/Open, and System V Interface Definition. They have been proposed for the POSIX.la revision.

POSIX. I lacks the following symbolic link capabilities: "symlinkO" to make a symbolic link,
"readlink0 to read a symbolic link, and "IstatO to get the status of a symbolic link. Symbolic links
are important because they allow users and vendors to provide backward compatibility and
portability for applications, without requiring changes to every line of code in every application
that refers to a file that is no longer in a particular directory. The "symlinkO," "readlinkO," and
"IstatO" are supported by the SVID. They have been proposed for the POSIX. la revision.

POSIX. la lacks all interfaces for mounting file systems and getting file system information about
a mounted file system (e.g., "mounto," "statfso," "statvfsO," "fstatfsO," "vstatvfsO," and
"ustatO"), and does not plan to standardize such capabilities in the future. These capabilities are
included in the Remote File Access base service area.

POSIX.1 lacks the following capabilities supported by the SVID, but are not proposed for the
POSIX.la revision. Of these, "poll()" may be proposed for the POSIX.Ia revision, and "fsynco"
was moved to the POSIX. Ib real time standard under a new and separate option
(.POSIX.FSYNC, ...):

"ftw" Traverse a file tree
"mknodo" Make a special file (for a device)
"mktempo" Make a unique file name
"pol()" Test or wait for file events
"syncO" Synchronize a file's state

POSIX. I lacks the following capabilities to manipulate a binary search tree; "tsearcho," "tfindo,"
"tdeleteO," and "twalkO." These capabilities are supported by X/Open, and the SVID, but are not
proposed for the POSIX. Ia revision.

3.8.1.2.4 Portability caveats. Too many "standard" file systems exist. This significantly reduces
the chances of portability. POSIX does not define the directory tree organization or the files
located in particular directories. Therefore, applications written to different vendors' operating
systems compliant with POSIX may be nonportable. Directory and file organizations are
generally similar in most Unix-like implementations. However, System V.4's directory and file
organization differs from the one in System V.3 and Berkeley Unix and OSF/l (which is based on
Berkeley Unix). The difference in the file and directory organization is one of the major causes of
nonportability across System V.4 and Berkeley Unix.
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3.8.1.5 Related standards. The following standards are related to file management or file
management standards:

a. IEEE 1003.2:1992: POSIX - Shell and Utility Application Interface.

b. IEEE R1003.5: 1992 Ada Language Binding (under revision).

c. IEEE P1003. le: Security Interface Standards for POSIX.

d. IEEE P1387.1: POSIX System Administration - Part l:Overview.

e. IEEE 1387.2:1995: POSIX System Administration - part 2:Software.

f. IEEE P1387.3: POSIX System Administration - Part 3:User and Group
Administration.

g. IEEE P1003.1g: Protocol Independent Interfaces.

h. IEEE 1224.2-1993: Directory Services Application Program Interface (API).

L IEEE P1003.1f: Network Services for Portable Application (former 1003.8).

j. X/Open Common Desktop Environment (XCDE) - Services and Applications.

3.8.1.2.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1 b: 1993,
IEEE 1003.1c: 1995, and IEEE 1003. li: 1995) are all incorporated in the new ISO/IEC 9945-
1:1996. Federal Information Processing Standard (FIPS) 151-2 should also be consulted. It
adopted ISO 9945-1:1990 and is still applicable to the 1996 version. It specifies group ID
settings. IEEE 1003.1b added to file management utilities (truncate and synchronize) found in the
1990 version of 9945-1. The SUS adds capabilities for directories and links.

Directory and file organizations are generally similar across most Unix implementations (e.g.,
System V.3). However, System V.4's directory and file organization differs from the one in
System V.3 and Berkeley Unix. Therefore, standardization probably will be based on a particular
Unix-based variant's file system organization (e.g., X/Open XPG4, SVID) in addition to POSIX.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensi'-ns for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.1.3 Input/Output control. (This BSA appears in both part 8 and part 9.) Input/Output (I/O)
control standards include services such as device initialization, device attachment, asynchronous
operation, error notification, raw I/O, and other services needed to implement logical device
drivers in a system.

Input/output control enables control of different media devices over the network through
software. The media devices include video, .sseftt recorders, laser disc players, video cameras,
CD players, and so on. Control capabilitie. 'sy be available on the workstation through a
graphical user inteerface (GUI). They are similar to the controls on the device, such as play,
record, reverse, eject, and fast forward. Input/output control is important because it enables the
operator to control video and audio remotely without requiring physical access.

3.8.1.3.1 Standards. Table 3.8-3 presents standards for input/output control.

________ TABLE 3.8-3 Input/Output control standards _____

Standard Sponsor Standard Standard Status

Type Reference DoD
____________________________ _________ Lifecycle)

[PC ISO/D.C PortablIeOperating ystem Intedsce (PO5IX) Pad 1: 9945-1:1996 Mandawe
System ANI (Replaces ISO 9945-1:1990 and incorporates (Approved)

ISEES1003.ib, 1003.1c. andIO3.1i) _______

CpC X/Opeo Single UNIX Specifiation, System [aleface Definifions, C605 (2/97) Emerging
version 2. Issue 5 (Approved)

CPC X/Opesr Single UNIX Speiriation, System Ina-Aaces and Headers, C606i (2/97) Emerging
version 2, Issue 5SAprvd

3.81[FEE Alterativ speifiatiins Th sem floIngerfpecificationsart als availab:93 le: ouat-
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a. B-.rkeley 4.2/4.3 Unix.
b. OSF: OSF/I (product implementation).

3.8.1.3.3 Standards deficiencies. POSIX. 1 provides basic input/output primitives, but lacks the
generalized services needed to implement device drivers for many types of devices. POSIX. lb
provides support for asynchronous and synchronized I/O, but also lacks generalized services
needed to implement device drivers for many types of devices.

3.8.1.3.4 Portability caveats. The "ioctl" function, which is associated with the control of an
asynchronous device (including terminal characteristics) has been identified repeatedly as a source
of portability problems. It is an old system call, and during the many years it has been in Unix,
several variants have evolved. The differences appear at low levels. However, it is not always
easy to spot these differences, because each "ioctl" is defined loosely and makes its own
assumptions. As networking becomes more common, the device drivers executing some code
may be located across a network, remote from the source of the system call. The many variants
and interpretations of "ioctl," complicate networking because the same "ioctl" system call possibly
cannot be used across a network to control a remote peripheral. For example, the SVID version
of "ioctr" looks like a completely different call. Because of the difficulty in reaching agreement on
a standardized version of the "ioctl," the POSIX standards groups eliminated "ioctl" from the
standard early. Because the POSIX. lb real time group believes that most devices communicate
using "ioctl," there was a move to reinstate and standardize "ioctl" in the P1003.lb standard. The
final result, however, was the incorporation of specfic "tc" (terminal control) functions to replace
each "ioctl" function.

The use of "ioctl" calls to set certain terminal modes causes problems because a single, standard
terminal interface or portable mechanism to set the modes of an async ,ronous terminal does not
exist. Such a standard has not been defined, because it would require the "raw" (unprocessed)
and "cooked" (processed) modes to be defined. Defining these would create other problems.
However, not defining them could cause application codes to be written in a nonportable way.

The SVID and XPG support the "ioctl" call as part of their device service interfaces. In practice,
this support is different on every different implementation of these specifications. The "ioctl"
function, while deprecated for asynchronous terminal control in favor of the POSIX. 1 "tc"
functions, is still required to control other, less common device types. Unfortunately there is no
standard for programmatic control of video cameras, etc., even though every system which
supports such a device will provide the basic control functionality needed in some way.

3.8.1.3.5 Related standards. The following standards are related to input/output control or
input/output control standards:

a. ISO 10164-7: Security Management.

b. IEEE P1003.1e: Security Interface Standards for POSIX.

c. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.
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d. IEEE P1201.1: Uniform API-GUI.

e, NIST FIPS 179-1:1995: GNMP (Government Network Management Protocol):

Authentication.

f. MIT Consortium: X Window System.

3.81.3.6 Recommendations. The mandated standards are recommended for input/output
control. The operating system standards mandated by the ITA Version 1.0:1996 (ISO/IEC 9945-
1:1990, IEEE 1003. 1 b: 1993, IEEE 1003. I c: 1995, and IEEE 1003. I i: 1995) are all incorporated in
the new ISO/IEC 9945-1:1996. Federal Information Processing Standard (FIPS) 151-2 should
also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996 version. It
specifies read/write functionality. The "tc-functions" were introduced into POSIX. I to solve
portability issues arising from "ioctl" calls. X/Open SUS covers all the core POSIX functions,

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.14 Interprocess communication. Interprocess communication (IPC) facilities enable
different processes to exchange information, either within a single computer, or across a network.
Some communications methods are designed strictly for use within a single computer but others,
while providing local communications, were designed for networked operations. The foliowing
interprocess mechanisms have been standardized:

a. Message Queues. Message queues provide a fast local IPC mechanism well suited
to real time applications.

b. FIFOS. FEFOS, also known as "named pipes", provide the same functionality as
traditional Unix pipes, but unlike traditional pipes, the readers and writers of a
FIFO do not need to have an "ancestor process" in common to prepare the pipe for
use.

C. Sockets. Berkeley BSD Unix 4.2 introduced the concept of the socket as a
protocol-independent method of accessing network functionality. The socket API
provides access to both local and remote processes over a variety of network
protocols including TCP/IP and the OSI protocol family.

d. Xl'!. XTI is X/Open's specification of the System V TLI API, which also
provides a protocol independent method for accessing network functionality.

3.8.1.4.1 Standards. Table 3.8-4 presents standards for interprocess comnmunication.

TABLE 3,8-4 Interprocess communication standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

IPC PoIa~e~peang~y~~nhaceP~nQ~at - (Lifecycle)
IC I5OAEc Pral prtn ytmItrie(OD at1 9945-1:1996 Mandated

System, API (Replaces ISO 9945-1:1990 and incorporates (Appsoved)
IEEE 1003.1b,1003.1c, and 1003.1i)

CPN-C Microsoft Window Manag~ement and Grapitics Device Interfacx. Win32 API. Mand"t,
voweIMcootWin32 Prograromroer Reference (Approved)
Manua` 1 993, KMkroft Press______

CPC I/Open Single UNIX Specification, Networking Service., Version, C523 (2,97) I/mnerging
2, Issue 5 (Approved)

CPC IC/Open Single UNIX Speciication, System Inetrface Definitions, C605 (2N97) Emerging
Version 2,1. Isu 5 (Approvd)

CPC IC/Open Single UNDC Specification, System Interfaces terd Hleaders, ('606 (2,197) Emerging
V,,,)v, 2. Issue 5 (Appnoved)

NPC IEEE Portuable Operating Systemo Interface (POSD)- Pane 1: 1003.1b:1993 Informational
System Application Program, Interfaot (API) Amrendmrent (Approved)

________ ________ 1: Reahtime Extension, (C language)
NPC IEEE POSIX Putr 1: System Application Progrsnm Interface 1003, 1i: 1995 Inforrrrutonal

(API) - Amend: Technnical Conigend., to Real Time, (Appeined
______________ ______________ Extension IC Languagel ________

GPC NIST Portable Operating System [interface (POSIX) -Systemo FIPS PUB 151. Inoromationial
Applroionm Program 1.wnr/aceC Larg-ag, (adopt, 2:1993 (Approvd)

___________ ~~~~ISO/lIC 9945-1:1990) ______ _____
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Standard Sponsor Standard Standard status
Type Reference DoD

3.8.1.4.2 Alternative specifications. The following specifications are also available:

a. Berkeley 4.2/4.3 Unix.
b. OSF: OSF/I (product implementation).
c. SAE ARD 50067 Draft: Avionics Operating System API Requirements.

3.8.1.4.3 Standards deficiencies. The POSIX.Ib message-passing services are minimal and are
designed with emphasis on performance rather than robustness to make the best match of
functions and interfaces of real time kernels used for embedded systems. POSIX. I b only supports
sending messages between processes on a single machine (no network capability is specified).
POSIX. I b does not support the ability to wait on multiple message queues simultaneously and
does not provide a facility to broadcast a single message to multiple queues.

3.8.1.4.4 Portability caveats. The POSIX. lb message-passing interface differs from and is
incompatible with the message-passing interfaces in XPG4, SVID, and Berkeley Unix. However,
XPG3, XT104, SVID, and Berkeley Unix support the same message passing interfaces.
POSIX.Ib message passing interfaces designate separate commands for each function, rather than
following the SVID technique of providing a single command with multiple variables for many
functions.

The POSIX. lb message-passing interface includes asynchronous notification to apprise a task of
the availability of a message on the queue. The receiving task is notified of the time at which a
message was sent, the sender of the message, and the use of pathnames for identifying message
queues. Neither System V nor Berkeley Unix providers such an asynchronous notification.

POSIX. I b message prioritization allows the application to determine the order in which messages
are received. Prioritization of messages is a key facility provided by most real time kernels, is
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used heavily by the applications, and helps to avoid priority inversions in the message system.
Neither System V Streams nor Berkeley Unix sockets supports classification of message and out-
of-order selective receipt according to the classification. This POSIX.Ib capability allows
applications to be designed to eliminate a significant problem with Ada rendezvous in which Ada
queues tasks in strict FIFO order, ignoring priorities. However, it also increases the
incompatibilities between POSIX.lb and the SVID.
3.8.1.4.5 Related standards. The following standard is related to interprocess communication:

a. IEEE P1003. le: Security Interface Standards for POSIX.

3.8.1.4.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003. 1 b: 1993,
IEEE 1003. lc: 1995, and IEEE 1003. l i: 1995) are all incorporated in the new ISO/IEC 9945-
1:1996. If real-time IPC is required on a single computer, then POSIX.lb message queues
(incorporated into ISO/IEC 9945-1:1996) are recommended. Unfortunately, there are as yet, no
internationally approved standards for real-time IPC between computers on a network. However,
both the IEEE Pl003.lg and the IEEE P1003.21 draft standards provide APIs for process-to-
process communication over a network. If a broad range of IPC mechanisms are required, then
X/Open SUS should be considered, since it provides the full range of functions.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.1.5 Environment and internationalization services. Environment and internationalization
(I118N) services provide an application with a variety of attributes and variables to set and retrive
attributes of the operating system environment in which the application is executing. Some of the
environment attributes which are usually available are user MD, group ID, process D), terminal ID,
network node identification, stack size, and current time and date. The I I 8N attributes that are
available are tiniezone, language to be used for messages, currency symbol, and date formnat.

3.8.1.5.1 Standards. Table 3.8-5 presents standards for environment and internationalization
services.

TABLE 3.3-5 Environment and internationalization services standiards
Standard Sponsor Standard Standard Status

Type Reference DoD

IPC 150A5EC PralOprtnSytmItrae(OI)at1: 9945-1:1996 Mandated!
System API (Replacesa ISO M95-1:1990 aod incorporates (Approved)

__________ ______ EP 1003.1b,1003.1c, said I903.1i)
[PC ISOAF( Id oeasio Technology - Portable Operating System 9945-2:1993 Mandated

Inteefasce (POSIXJO- Pat 2: Shell mod Uitiiiea (an profiled (Approved)
_________~ bv, PIPS PUB 189:1994) _____

CPC X,'Open Germano Duktop Enviroanoent (CDE); XCDHFlervicen C323 (4/95) Mand~ated
and Applications (Approved)

CPC XIOpen Commorn Desktop Enoiromont (CDE); XCDE Definitions C324 (4/95) Mandated
wad Infroatrsdab (Approved)

CPC X/Oon Single UNIX Specification. Commnand, and Utilities, lssme C604 (2,97) Fineginig
5, versio 2 (Approved)

CPC W/Pen Single UNIX Specification, System Inetrfoce Definitions. C605 (2,97) Emnerging
Versiont 2, lassue 5 (Approvad)

CPC SC/Opens Single UNIX Specification, Systeso Interfaces and -leaders, C606 (2,97) E~merging
Version 2, Issue 5 (Approved)

((PC NIST Portabrle Operating System Interface (POSISO- System FPBS PUB 151- Informational
Application Programn Interface/ C Language )adopts 2:1993 (Approed)

ISO/IEC 9945-1:1990) _______

((PC NIST C (Adopts ANSI/ISO/IEC 9899:1992) FIPS PUB Wonfoations)
160:1992 (Approved)

(]PC NIST Repreaentahion of Caleodar Date and Ordinal Date for FP11S PUB 4- Informoation&]
Isiforosation Itorechsange (adopts ANSI X3.30- 1:1988 Chsango (Approved)

1985/1R1991ý Notice 3a25196
POD P11:ýY A A 13 st..AI J3

V0 4w ýc Laej9,4td't)na

Apr EE KI, Wl.S 7, 199'7 3.-4 VersionW 3.1 P041 -



Information Technnlngy Standards Guidance Onalindg System Services

Standard Sponsor Standard Standard status
Type IIReference DoD

3.8.1.5.2 Alternative specifications. The following specifization is also available:

a. Berkeley 4.2/4.3 Unix.
3.8.1.5.3 Standards deficiencies. ANSI C defines the base functionality for program
internationalization, but it is lacking in certain areas. X/Open Single Unix Specification (SUS)
provides a full set of internationalization APIs, but its support for multibyte character sets (such
as those used by Asian languages) is based on an old draft of the MSE standard from ISO.

ISO/IEC 9945-1:1996 POSIX. 1 does not support the function "cuserido" to get the control
terminal login-user name, even though this function was specified in the IEEE POSIX. 1:1988
standard.

POSIX.2 lacks several environment variables present in the SVID, such as "SEV_LEVEL" (to set
the severity level for error messages), "MSGVERB" (message format selection control), and
"NETPATH" (network identifiers).

POSIX. 1 does not support the "putenvo" function to add or change an environment variable or
the "clearenvo" variable to clear the process environment, because these functions were
considered to be more oriented toward system administration than ordinary applications.
Objectors have since identified application uses, and the "putenvo" and "clearenvo" finctions
have been proposed for the POSIX. la revision.

3.8.1.S.4 Portability caveats. A number of locale-specific e.,vironment variables associated with
POSIX actually are set in the American National Standards Institute (ANSI) C <locale.h>
headers. As a result, non-POSIX operating systems can provide a certain degree of compatibility
with operating systems based on POSIX. For the same reasons, systems compliant with POSIX
and running Ada, Fortran, and other non-C programs may exhibit areas of incompatibility. The
environment variables and functions related to internationalization face potential application
portability problems.

The function "cuserido" (common terminal login user name) is specified by X/Open (to be
withdrawn), and the SVID, but not POSIX.

The POSIX "getgrpo" function to obtain the process group ID for a specified process is based on
the System V "getpgrpo" function, rather than the more complex Berkeley 4.3 Unix "getpgrpo"
function and is incompatible with the Berkeley Unix function.

The "putenvo" function is specified by X/Open and the SVID, but not by POSIX.
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The "clearenvo" function is specified only by OSF/I.

Because the multibytz character support mandated by X/Open is required to conform to an older
draft of the ISO MSE, there will be portability problems when moving internationalized code
between systems which conform to X/Open SUS and systems which have been tracking the
emerging standards in this area more closely. Once the draft MSE standard has been approved,
X/Open will be aligning SUS with the standard.

3.8.1.5.5 Related standards. The following standards are related to environment services or
environment services standards:

a. X/Open T906:3/95: X/Open Portability Guide (XPG4).

3.8.1.5.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b:1993,
iEEE 1003.1c: 1995, and IEEE 1003.1i:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. Federal Information Processing Standard (FIPS) 151-2 should also be consulted. It
adopted ISO 9945-1:1990 and is still applicable to the 1996 version. It specifies the number of
group IDs. SUS adds I18N APIs. FIPS 160 defines program I18N. Use the function
"getpwuid(geteuido)" to get the information previously supplied by the no longer supported
POSIX.1 function "cuscrido."

Systems requiring the "MSGVERB" environment variable or the Berkeley-style "getpgrp" call
should specify conformance to X/Open's Single Unix Specification (Spec 1170), which includes
POSIIX.1 conforming APIs, as well as the traditional interfaces and functions discussed above.
Regardless, non-POSIX APIs should be avoided, if there is a POSIX interface which provides
equivalent functionality, in order to increase the portability of the application to future platforms.
Systems which will be made available to NATO partners and thus require the ability to support
multiple languages should mandate X/Open SUS conformance.

In a GUI environment, XCDE provides information about screen size, resolution, number of
colors available, and other programs which are active.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Mulibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3A1.6 Login services. To login is to gain access or sign in to a computer system. If restricted,
it requires a user to identify himself by entering an ID number and/or password.

3.8.1.6.1 Standards. Table 3.8-6 presents standards for login services.

TABLE 3.8-6 Lozin services standards

Standard Sponsor Standard Standard Status
Type Reference DoD

3.8.1.6.2 Alternative specifications. The following specifications are also available:

a. Berkeley 4.2/4.3 Unix.
b. OSF: OSF/l.

3.8.1.6.3 Standards deficiencies. The current operating system standards do not specify login.
An operating system must provide a way to login, so implementations provide this service in
nonstandard ways.

3.8.1.6.4 Portability caveats. Because login services are used almost exclusively by users, rather
than applications, the only difficulty caused by the lack of login service standards is one of
drivability. Login was not included in X/Open's Single Unix Specification because login utility is
terminal oriented, not used by application programs.

3.8.1.6.5 Related standards. The following standards are related to login services or login

service standards:

a. IEEE P1201.1: Uniform API-Graphical User Interfaces.

3.8.1.6.6 Recommendations. There are no recommended standards.
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3.8.1.7 Storage device management. (This BSA appears both in part 8 and part 9.) Storage
device management is familiar to most people as "Logical Volume Management." With logical
volume management, a logical volume manager provides disk partition flexibility by allowing the
disk partitions to grow automatically as the system runs, and by allowing files to span physical
volumes. This allows a given file to be larger than any one disk. This flexibility is possible
because the logical volume manager manages the disk space by creating what it calls "logical
volumes." The logical volume manager determines the correspondences between the logical
volumes and the actual physical volumes. A logical drive is an allocated part of a physical drive
designated and managed as an independent unit. Hierarchical storage management and archiving
addresses the ability to handle different levels of storage transparently, such as disks, tapes, and
juke boxes.

3.8.1.7.1 Standards. Table 3.8-7 presents standards for storage device management.

TABLE 3.8-7 Storage device management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycele/

CPC OSF Distributed Cornp•n Envmroment (1C)c Di'stributed DCE 1,1 DFS: 1994 adae

(Approved)

CPN-C Microsoft Window Muafenanst and Graphics Devioe Eter fue, Win32 APIs Mandaoed
Volumse I Micr.oft Wsm32 Progunrned' Referenoe (Approved)

Maual. 1993. Microsoft Pres

CPC osF DistiibuedComputing Eron (DCE): Network Fil OeE I.I NFS:1994 Infomrmalisl
Service (NFS) (Approved)

CPC OISF oSF/I Opstuini Systern OSF/I O.S. Informivo•il
(Approved)

3.8.1.7.2 Alternative specifications. Future releases of SVR4 will support the Logical Volume

Manager, but no other alternative specifications are available.

3.8.1.7.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.8.1.7.4 Portability caveats. Portability caveats are unknown at this time.

3.8.1.7.5 Related standards. No standards are related to storage device management.

3.8.1.7.6 Recommendations. Open Software Foundation's Distributed File Service is
recommended. Logical volume managers are extremely valuable, as many system managers know
who have had to back up a system, take it down, repartiation it to accommodate the growth of
applications and data in certain partitions, and restore the system, only to do the same thing
months later. The logical volume manager eliminates this problem by allowing partitions to grow
dynamically.
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3A1.8 System operator services. System operator services are used by a system administrator
or network manager to monitor a system or network, usually on a console or another computer.

3.8.18. Stalidards. Table 3.8-8 presents standards for system operator services.

TABLE 3.8-8 Sys~tem operator services standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

SystemArN 99epacscISO 9945-1:1990 sd icopratesm (Appsoed)

NPC MEE Portaire Operuing Systemn Interface (POSDQX- Pant 1: lD3. Ib:1993 Informationsal
System Appficatior program Interface (API) Amendrmet (Apprved)

_________ 1: Reafteme Extension (C Language)
NPC IEEE PONSX Part 1: System Application Program hIntedne 1993.1' 1995 Informational

(APO) - Amend: Tecdinical Corrigends. to Real Timea (Approved)

Berkeleym 4,2/4.3 Unix,

POSX has only miiml pericsanding ytemreface to OS aces cofiurtion FiPPB11nformationaolyse

38 8 Potailiy av at.Porablityf problem s nafe Cwth the exdostngsndrs are99 unk pno

3.8.1.8.5 Rlelnatied sta cifdard os. The following stadrsaeirelatedion isyaste opilberao: evcso

3....S tnad eiinis OI ak evcsalwn h ystem operator seric scondards

POI a. o EEE 1m03.:1992 seric s X Shl and Utilityc Apples cn icuation interface. r yse

c.tm prao srieE P1387.1d:POISytmAmnsrto-PatIOvviw

d. IEEE 1387.2:1995: POSIX System Administration - Part 2:Software.
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e. IEEE P1387.3: POSIX System Admini, ration - Part 3: User and Group
Administration.

f. IEEE P1003. lg: Protocol Independent Interfaces.

g. IEEE 1224.2:1993: Directory Services API Language Independent.

h. IEEE P1201.1: Uniform API-Graphical User Interfaces.

L IEEE 1224:1993: OSI Abstract Data Manipulation: API (X.400).

j. IEEE P1238.1: OSI API - FTAM.

k. IEEE P1351: OSI API - ACSE.

L NIST FIPS 179-1:1995 GNMP.

3.8.1.4.6 Recommendations. The mandated standards are recommended. ISO 9945-1:1996
incorporates IEEE 1003.1b which standardizes scheduling functions not in the original POSIX.I.
FIPS 151-2 specifies job control functions. POSIX provides only minimal operator services.
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3.±1.9 Proces cbeckpoint and restart. (This BSA appears both in part 8 and part 9.)
Checkpoint and restart is a method of recovering from a system failure. A checkpoint is a copy of
the computer's memory saved periodically on disk along with the current register settings (e.g.,
the last instruction executed). In the event of any failure, the last checkpoint serves as a recovery
point. When the problem has been fixed, the restart program copies the last checkpoint into
memory, resets all the hardware registers, and starts the computer from that point. Any
transactions in memory after the last checkpoint was taken until the failure occurred will be lost.
Checkpoint restart is helpful in any system running long jobs and requiring more time than' can be
expected between system down-times, and in any job that would be inconvenient to start over in
the event of a system failure.

3.8.1.9.1 Standards. Table 3.8-9 presents standards for process checkpoint and restart.

TABLE 3.8-9 Process checkpoint and restart standards[Standard Sponsor {Standard Stadar Status
Type Reference .DoD I

3.8.1.9.2 Alternative specifications. The only other specifications available are proprietary.

3.8.1.9-3 Standards deficiencies. P1003.la does not specify how files and directories are
identified in the checkpoint file.

3.8.1.9.4 Portability caveats. One checkpoint restart implementation provides a value of
"RESTART_FORCE" to restart a checkpoint file or directory, whether or not it could be
restarted rationally. This behavior cannot be used in a portable way, since no predictable meaning
exists for restarting a process that was in a condition that could not be checkpointed.

3.8.1.9.5 Related standards. ISO IS 9804/9805: CCR is related to process checkpoint and
restart.

3.8.1.9.6 Recommendations. Too many unresolved issues are in the checkpoint restart
specification in the P1003. l m draft standard to specify the emerging checkpoint restart
specification. Issues range from the error codes to how much of the process state to specify
explicitly.

Checkpoint/restart, originally in P1003. la system services as a separate API is now a separate
IEEE project work item under P1003.lm. This work was started by the Super Computer and
Batch processing systems working groups in conjunctior with the P1003. Ia working groups to
provide mechanisms to suspend a long executing job and/or provide checkpoints along the way so
it could be restarted if something happened during execution.
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3.8.1.10 System resource limits. (This BSA appears both in part 8 and part 9.) Resource limits
functionality allows system administrators to control the amount of system resources available to
users.

3.8.1.10.1 Standards. Table 3.8-10 presents standards for system resource limits.

TABLE 3.8-10 System resource limits standards
Standard Sponsor Standard St-ndard Status

Type Reference DoD
(Lifecyale)

C38 X3a pnr Single di NIX Sp.cifiThe SyBel Uix and SystemV, C60t (2/t7) Adopted
Version Iton m 5 (Apptr ved)

NPC po rtOblIXe acosarou lafom. Ap pliAplionsneed tovipnrindt s003.10:1995 InfourationalProfile (Approved)

3.8.1.10.2 Alternative specifications. The following specifications are also available:

a. Berkeley 4.3 Unix.

b. Cray Research, Inc.: "limits" interfaces.
c. OSF: OSF/1 Operating System: "getrAimit/setrlin-tO"

3.8.1.10.3 Standards deficiencies. Ile Berkeley Unix and System V "sUproimit" and "usmit"
interfaces have the limitation that users may act only to make their limits more restrictive.

3.8.1.10.4 Portability caveats. The actual numeric limit values for different resource 9i9-ts arenot portable across various platforms. Applications need to provide some sort of configuration
parameters to specify the actual numeric values for each site.

3.8.1.10.5 Related standards. The following standards are related to resource limits or resource
limit standards:

a. ISO/IEC 9945-1:1996: POSIXM I System Application Programming Interfaces.
b. IEEE Pl003.1e: Security Interface Standards for POSIX
C. IEEE P1387. 1: POSIX System Administration - Part 1 : Overview.
d. IEEE 1003.2d: 1994: POSIX Batch Environment Amendments.

3.8.1.10.6 Recommendations. X/Open Single Unix Specification (SUS) provides
"setrlimit/getrlimit" functionality.
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Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.1.11 Kernel language bindings. These standards provide programming language interfaces
to kernel services.

3.8.1.11.1 Standards. Table 3.8-11 presents standards for kernel language bindings.

TABLE 3.&-11 Kernel Ianguae bindinzastandards _____

Standard Sponsor Standard Standard status
Type Reference DoD

System API (Replame ISO 9945.1:199 and incorporates (Approved)
HM 1005.1b. 1003.1. and 1903.11)

CPC X3pen Single UIX~l Specification. Netwoddeg Services, versio C523 (Z97) Esne~gin
2. lgoe (Aprxoved)

CPC XIDPw Single UNIX Spedhlcation. Systemi lnledisou and Headesa. C606 (297) Esnerging
Version 2. Issue 5 (Approved)

NPC ME Portable Operating System Interface (POSIX) -Pant 1: 1003.1Ib: 1993 Infonnoaijonal
System Application Prepar Interface (API) Asnendnent (Approved)

_________ I~~: Realtime Extension (C lanerstc)______
NPC MM POSIX Punt 1: SystemApplication Program lntesface 1003.1i:1995 Informational

(API)- Asned: Technical Conriganda to Rosal Tonm (Approved)
_________ S~Extenaion WC Lancoagel______

NPC lIBM PSIX Ada IAnguage Inteffaces. Past I: Binding for 1003.5:1992 Infosmelional
Systoem API (Approved)

NPC IEEE POSIX Ada L.anguage Intrefaces -Past l:1indlntg for 1003.5b:1996 Informational
Realtime Exetensions (fonrmer 1003.20) (Approeod)
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3.8.1.11.2 Alternative spedflcations. No applicable consortia or industry specifications for
kemal bindings to C or Ada exist because ANSI C and ISO Ada bindings are provided by the
standard. However, XPG4, SVID, and OSF/I include a C language binding.

3.8.1.11.3 Standards deficiencies. No standard, consortia, or de facto specifications exist or are
in progress for POSIX.1, Unix, or OSF/1 bindings to Cobol, C++, APL, Common Lisp, Modula-
2, PL/I, or Prolog.

3.8.1.11.4 Portability caveats. The Fortran-77 binding uses some nonstandard features, such as
longer names, that the proposers believed will become available soon in compilers and linkers.
Also, under the Fortran-77 binding, all system service calls begin with the characters "F77." In
addition, the Fortran-77 binding uses procedure calls for all interactions with system services,
instead of using traditional Fortran statements like "OPEN" and "READ" to accomplish similar
tasks. Such non-Fortran standard features leave open questions about interactions between the
redundant ways of doing things, and the intermixing of POSIX calls and ordinary Fortran-77
services dedling with the same resources.

The C language bindings have no known problems.

3.8.1.11.5 Related standards. The following standards are related to kernal language bindings:

a. ISO 1539:1991: Fortran-90.
b. ISO 8652, FIPS 119, DOD MIL-STD 1815A:1983: Ada.
c. IEEE 1003.2:1992: POSIX -Shell and Utility Application Interfaces.
d. IEEE P1003.2a: POSIX -User Portability Extension.
e. ANSI X3.9-1978: Fortran-77.
f. ANSI 9899-1990: C Programming Language.
g. X/Open C140:8/91: Xlib - C Language Binding.

3.8.1.11.6 Recommendations. The operating system standards mandated by the JTA Version
1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b:1993, IEEE 1003.1c:199', and IEEE
1003. 1i: 1995) are all incorporated in the new ISO/IEC 9945-1:1996. Federal Information
Processing Standard (FIPS) 151-2 should also be consulted. It adopted ISO 9945-1:1990 and is
still applicable to the 1996 version. ISO/IEC 9945-1:1996 and FIPS 151-2 provide binding
guidance to POSIX. 1. The operating system binding requirement for FIPS 151-2 must reflect the
programming language used in the application. POSIX 1003.5 and 1003.9 provide binding
guidance for other languages. X/Open Single Unix Specification Networking Services covers the
interfaces in the IEEE draft P1003.1g, Protocol Independent Interfaces. The Fortran-77 binding
is quite workable, and undoubtedly will provide the means for making POSIX services more
available to Fortran programs. Some members of the POSIX.9 Group have characterized the
Fortran-77 bindings as a "stopgap" measure while defining the POS IX. I binding for Fortran 90,
an area in which work has begun.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
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Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.&1.12 Threads interface. (This BSA appears in both part 8 and part 11.) A traditional UNIX
process has a single thread of control. A thread of control, or more simply a thread, is a sequence
of instructions executed in a program. A thread has a program counter (PC) and a stack to keep
track of local variables and return addresses. A thread is one transaction or message in a
multithreaded system or an individual process within a single application. Thread interfaces are
specifications for interfacing with these processes.

Thread services provide an underlying service for multiple concurrent executions within a single
computer process. They are designed to allow independent operation and are essential for
functions such as multiple process communications in a distributed computing environment.
Threads provide improved software responsiveness through increased use of the inherent
synchronous execution (i.e., parallelism) of programs. The threads service in DCE allows all
DCE-enabled applications to execute multiple actions simultaneously. Applications can accept
information from users, execute RPCs, and access databases at the same time. The threads
service is used by several DCE services, including the RPC, Security, Directory, and Time
Services. The OSF has designed the threads service to be easily accessible by programmers
wishing to use ii in applications. Services can be accessed through the C programming language,
and through other high-level programming languages.

3.8.1.12.1 Standard. Table 3.8-12 presents standards for threads interface.

TABLE 3.8-12 Threads interface standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO/IEC Poita~e Operting Systen bmdace (POSDI) IPa 1: 994•5-1:1996 Manwdad
Systea API (RIepl. ISO 9945.1:1990 and incorpotres (Apprved)

IEEE 1003. 1b. 1003.1k, sd 1003.1i)
CPN-C Microsoft Window Mn.enwt and Grahics tvice lnterfý, Win32 APIM Mwad.Zd

Volume I Microsoft Win32 Progrmwners Refemrnce (Approved)
Mamutl. 1993. Microsoft PNs --

NPC WIE POSIX Pont 1: Sydm Applicaion Program Intewfat 1003.1c:1995 lofonnaionel
(APO) Amnendment 2: Throads Extooioo [C Language (Approved)

CPC OSF Distibuled Computig Fnvinmtnlent (DC2•) Thruds DCE 1. 1 Infon'mational
(bued on the draft 4 venion of WEEE 1003. lc.) lhinmads: 1994 (Approved)

3.8.1.12.2 Alternative specification. The OSF/l Operating System's Mach-Based Multithreaded
Kernel is also available,

3.8.1.12.3 Standard deficiencies. Because the Pthreads interface is not designed specifically for
Ada, it can impose a great overhead burden on an Ada run-time system. The Ada rendezvous
feature is not supported by Pthreads, which is a major problem for real tnie applications.
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OSF DCE Threads are incompatible with Ada Tasking. Programmers can use one or the other,
but not both. Since DCE Threads underlie OSF RPC, Ada progrmmers should be cautious in the
use of tasking. (Reference: Understanding DCE by Rosenberry, Kenney, and Fisher)

3.8.1.12.4 Portability caveats. Ada83 and, to an even greater extent, Ada9x already contain
many of the capabilities defined in the 1003. Ic standard. This can cause many conflicts with Ada.
Vendors may implement Ada tasks in a way that interferes with the implementation of Pthreads.
Also, if the Ada vendor does not implement tasks as pthreads, conflicts may arise between what
Ada can and cannot do and what pthreads can do. For example, the Ada rendezvous feature is
not supported by Pthreads. On the other hand, Pthreads provides some extended features, such as
dynamic priorities, that have not been standardized by the Ada language, but that are in demand,
especially by real time users.

3.8.1.12.5 Related standards. The following standards are related to threads services:

a. IEEE P1003.1e: Security Interface Standards for POSIX.

b. IEEE P1003.21: POSIX - Real Time Distributed Systems Communication.

c. NIST FIPS 151-2:1993, Portable Operating System Interface (POSIX)-System
Application Program Interface [C Language] (ISO/IEC 9945-1:1990) 1993.

3.8.1.12.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003. 1 b: 1993,
IEEE 1003.lc:1995, and IEEE 1003.1i: 1995) are all incorporated in the new ISO/IEC 9945-
1:1996. The OSF DCE threads is based on a draft version of IEEE P1003.lc Pthreads. OSF
intends to move to the new IEEE 1003. Ic standard in a future version of DCE. In the meantime,
DCE users should specify DCE threads to ensure compatibility with currently available DCE
products. However, they should also specify that these products will be able to migrate to the
new version of DCE when OSF adopts the approved 1003. 1 c standard.

To the extent an Ada runtine system uses standard POSIX interfaces, it will be portable across
operating systems compliant with POSIX. Some of the problems caused by Ada operations not
currently mapped to Pthreads will be resolved by the Ada binding to the 1003. Ic Pthreads
standard.
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3.8.1.13 Threads extension language binding. These standards provide a programming
language interface to POSIX.

3.8.1.13.1 Standards. Table 3.8-13 presents standards for threads extension language binding.

TABLE 3.8-13 Threads extension lan uage binding standards[Standard••~p Sponsor Standard StandardI ierc - Listatus fcDDl N

3.8.1.13.2 Alternative specifications. The POSIX/Ada Real-Time (PART) project (a project at
Florida State University, Tallahassee, FL, which is funded by the Ada Joint Program Office under
the Ada Technology Insertion Program through the U.S. Army Communications-Electronics
Command (CECOM) and Telos Corporation) has developed an Ada binding specification for
P1003.1c (formerly P1003.4a) Pthreads.

Studies show that POSIX Pthreads conflict with Ada. (The Ada-Pthreads conflicts, under
"Portability caveats," are taken from David K. Hughes' (Comcon, Inc., Moorestown, NJ) paper
circulated in POSIX.5 (Ada Bindings)).

3.8.1.13.3 Standards deficiencies. Deficiencies in the standards are unknown, since these
services are not part of any formal standard.

3.8.1.13.4 Portability caveats. Developing an Ada binding for the Pthreads Extension to POSIX
will be more difficult than developing the Ada binding for P1003.1 and P1003.1b because the
overlap between the services provided by Pthreads and the Ada language is much greater. This
can cause model, style, and kernel-level conflicts. Similar problems arising with signals and
process creation in the P1003.5 standard were resolved by reserving certain operations for use by
the Ada run-time system and providing some operations to the application with warnings that they
are unsafe. This approach also can be used with Pthreads, but it will need to be applied to the
whole Pthreads.
The following are some of the Ada-Pthreads conflicts, excerpted from Hughes' paper:

a. pthread-once. Use of pthread-once would affect style adversely.

b. pthread-create. Pthread create is not consistent with elaboration,activation, or
dynamic allocation of task. It is in direct conflict with Ada at the application level.

c. pthread-attr-setlgetstacksize. Without access to pthreadscreate, these functions
can have no effect on an underlying pthread implementation of Ada tasks from the
application level.

April 7, 1997 3.8-29 Version 3.1



Information Technologv Standards Guidance Onerating System Services

d. pthread.join. Pthread-join is not like Ada. It does not conflict with any Ada
construct directly, but can interfere with task rendezvous and task hierarchy. It
requires a link with RTS from the application level.

e. pthreadetach. Pthread.detach may conflict with implementation specific and
implementation-defined pragmas.

f. pthread-exit. Pthread.exit conflicts with scoping rules and Ada task termination
semantics at the application level.

g. pthread mutex*_*.

h. pthread cond*_*. Pthread_cond*_* has an adverse effect on Ada programming
conventions at the application level, with potential for run-time complexity and
conflict. Interference with implementation-defined pragmas is a real danger. The
shared memory semantics are problematic. Its signal effects by priority are also
problematic.

i. pthread_kill. Pthread_kill conflicts with abort at the application level.

j. pthread-cancel.

k. pthread-setintr.

I. pthread-setinirtype.

m. pthread-testintr. Pthreadtestintr is in direct conflict with Ada at all levels.

n. pthread-cleanup-pushlpop. Pthread-cleanup-pushlpop is tied to thread
cancellation. It is fundamentally incompatible with Ada style, because it lacks
pointer-to-function in Ada. Visibility at the application level is hazardous, as RTS
may rely on the content of the cancellation handler.

3.8.1.13.5 Related standards. The following standards are related to POSIX. Ic bindings:

a. ISO/LEC 9945-1:1996: POSIX System Application Programming Interfaces.

b. IEEE P1003.1e: Security Extension to POSIX.

c. IEEE P1003.5b: POSIX - Ada Language Interfaces -- Part 1: Binding for Realtime
Extensions.

3.8.1.13.6 Recommendations. The POSIXIc standard is not ready to be the basis for early Ada
application use. The standard needs an Ada binding, and the Ada binding committee needs a firm
platform to resolve the threads versus tasks issue.
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Most potential portability problems concerning Ada and Pthreads will have to be resolved by the
Ada Binding to Pthreads.
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3.8.1.14 Data typing services. Because POSIX and UNIX files are simple byte streams, with no
structure imposed on them by the O/S, as is common in mainframe environment, the type of data
stored in a file must be tagged in some way. Common methods of tagging data include using the
file name suffix as an indicator (for example, ".c" or "tar") or writing a recognizable header in the
first part of the file (so-called "magic numbers").

3.8.1.14.1 Standard. Table 3.8-14 presents standards for data typing services.

TABLE 3.8-14 Data typing services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,,__. _(Lifecycle)

IPC ISO/IC Infonmiado Tedmology - PoiAble Operating Systam 9945.2:1993 Mandat
Intediso (POSDX). Pea 2: Shell md Utilities (as profiled (Approved)

by FIPS PUB 189:1994)
C'c X/ope Common Desktop Esviromment (CDE); XCDE Semeos C323 (4/95) Mandte

ind Applicasions (Approved)

cpc XK)pe Common Desakop Eavironment (CDR): XCDE Dedinstios C324 (4/95) Mandate
and ldratiudtme (Approed)

3.8.1.14.2 Alternative specification. The following specifications are also available:

a. Berkeley 4.2/4.3 Unix.
b. OSF OSF/1.
c. Mortice Kern Systems' MKS Toolkit ("file" command).

3.8.1.14.3 Standard deficiencies. The "file" command, as defined by POSIX, does not provide
for user definition of new files types.

3.8.1.14.4 Portability caveats. All of the alternative specifications provide for a "magic" file
which allows new file types to be defined. Although the basic format of this file is the same for all
implementations, there are minor differences between them which hinder the sharing of this file.
POSIX.2b is attempting to remedy this by defining a standard format for the magic file, but no
implementations which conform to this draft standard exist.

3.8.1.14.5 Related standards. None

3.8.1.14.6 Recommendations. ISO 9945-2 is recommended. If user configuration is required,
conformance to the draft P1003.2b standard for the format of the magic file is recommended. In
a GUI environment, the XCDE data typing services are recommended. Data typing facilities are
inherent in the format of the OpenDoc "Bento" storage structure.
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3.8.1.15 Large file support. As UNIX systems have become increasingly more powerful, a
number of system vendors and UNIX independent software vendors have developed a
requirement to access files that contain more information than can be addressed using a signed
long integer. A number of system vendors and users have been meeting at the "Large File
Summit" to develop a set of changes to the existing Single UNIX Specification (SUS) that allow
both new and converted programs to address files of arbitrary sizes. This set of changes was
included in the latest version of the SUS. In addition, a set of transitional extensions intended to
permit users to immediately implement large file support on typical 32-bit UNIX operating
systems has been included.

3.8.1.15.1 Standards. Table 3.8-15 presents standards for large file support.

TABLE 3.8-15 Large file support standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifec cle)

CPC XAopa i541e UNIX Spbdf&fioi. Systm lggWedAne and en C606 (2197) Emaging
Vnire 2, tue 5 (Approved)

3.8.1.15.2 Alternative specification. There are no alternative specifications.

3.8.1.15.3 Standard deficiencies. Standards deficiencies are unknown.

3.8.1.15.4 Portability caveats. Portability problems with existing specifications are unknown.

3.8.1.15.5 Related standards. Standards related to large file support are unknown.

3.8.1.15.6 Recommendations. Users with a requirement to create/access large files should
continue to monitor the actions of the Large File Summit.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summrit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.

For current systems, users should ensure that vendors incorporate the set of extensions to the
SUS in their current compliant products.
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3.8.1.16 Dynamic linking. Dynamic linking is a mechanism that allows executable code to be
segmented into distinct modules called dynamically linked libraries (DLLs). An application can,
with some restrictions, directly call the functions provided by a DLL after linking with it.
Furthermore, any given DII can be concurrently linked to and used by multiple applications.

3.8.1.16.1 Standards. Table 3.8-16 presents standards for dynamic linking.

TABLE 3.8-16 Dynamic linking standards
Standard- Sponsor Standard Standard Status

Type Reference DoD
(Lifec cleI

CPC XiOpen Single UNIX Specification, Conmands and Utiltlen. lue C604 (297) Bmreting
5, Venion 2 (Appmved)

CPC XIOpe Single UNIX Specification, Sysern Interlae Definitions, C605 (2/97) Emerging
Venion 2, Iuue S (Approved)

CPC XiOp. Single UNIX Speci.inato• Sydow Inte.wna WAd He;adeo C606 (2t97) Energing
Venion 2, Ishue 5 (Appeeved)

3.8.1.16.2 Alternative specification. There are no alternative specifications.

3.8.1.16.3 Standard deficiencies. Deficiencies in the existing standards are unknown.

3.8.1.16.4 Portability caveats. Portability is a problem in this area because there are no
established standards.

3.8.1.16.5 Related standards. There are no related standards.

3.8.1.16.6 Recommendations. Dynamic linking specifications are being formalized to include in
the next version of the Single Unix Specification.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.2 Media handling. Media handling refers to standards for disk and tape formatting for data
and interchange of data with applications. The concept of layered storage is not described in
standards documents. However, a digital data interchange (DDI) reference model was presented
to ANSI X3/SPC by the NIST representative to X3 media committees. This model is Level 4,
Special application on media; Level 3, Logical format for media; Level 2, Physical format on
media; Level 1, Media.

3.8.2.1 Backup and restore. (This BSA appears both in part 8 and part 9.) Backup and restore
standards provide facilities and interfaces to save data as a precaution to system failure and
restore the system to a previous data state after failure.

3.8.2.1.1 Standards. Table 3.8-17 presents standards for backup and restore.

TABLE 3.8-17 Backup and restore standards
Standard Sponsor Standard Standard Status

Type Reference DoD
OTT (Lifecycle)

[PC isO/E 7 jv", ""f, •:.•meitrm(posX)P. l: 9W45.1:19"6 MWAr, W

S- . '.9945.1:199OalirorporAles (Approved)

IPC ISOAIEC -.v'.omaiei.,'!x{'.!.••'"• ingSystem 9945-2:1993 Musdated
W,4a4 (POSiX) - P 2: l,:- -, roled (Appro ed)

I bFIS PUB t.:'"

cpc XA'pa Single UNIX Specificabo. tic ,i. ',,Ig k, C604 (2,97) smcging
5. Version 2 (Approved)

UPC NIST PoFtAle Operating Syutem inednee (POSIX) - SyMsem "IiS PUt• 151. lfo'maostnl
Applie*ion Program hwrfda(e C l.Anguge (adopts 2:1993 (Approved)

ISO/IEC 99451:1990n)
NPC ANSI Reorded Magnetic Tape for hniormsaon Iterdhaee X3. 39-1996 informtaionea

1600tr qo Phaa Encoded) (R1992) (Approved)

NPC AN' Record Mogneeic Tape for hofoaison tonlteadge X3. 54-1996 lfoorronaoal
(6250 qx, Gto•pCoded Recording) (RI992) (Approved)

Cpc OS(F GSF/I Operating System 0F/1 O.S. hdfom.afioenl
IApproved)

3.8.2.1.2 Alternative specifications. The "dd" utility is useful for data copy with optional
conversion that promotes portability, (e g. ASCII to EPCDIC) or for record conversion with
discrete record sizes, or multiple sector reads/writes to disk. The Berkeley Unix "dump'
command is also available. The OSF's OSFI1 "tar" and "cpio" utilities and USG's System V
Release 4 (SVR4) are also available.
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3.8.2.1.3 Standards deficiencies. Although the "tar" and "cpio" commands can be used to back
up disks, they are very limited in capability. "tar" and "cpio" are copy commands. These
commands do not perform incremental backups. Furthermore, "tar" does not span multiple disks.
No Ada bindings exist for distributed backup and restore standards.

3.8.2.1.4 Portability caveats. The "ustar" format is an extension of the historical "tar" archive
format and, as such, may be read by historical implementation of the "tar" command. The
POSIX.2 "pax" command has been developed as a replacement for both "tar" and "cpio"
commands. It can read and write "ustar" and "cpio" archives, and most implementations have
been extended to read historical "tar" format archives as well.

The "cpio" command can produce two different types of archives: "character"and "binary." The
binary archives are non-portable, and cannot be read except on the same platform on which they
were produced. POSIX documents only the character "cpio" format, and the "pax" command is
only guaranteed to be able to mead the character format.

The Berkeley Unix-based set of "backup" commands (e.g., "dump" and "rdump") are not the
same as the backup commands based on System V (SVID) (e.g., "backup," "bkexcept,"). The
two backup systems have different interfaces and do not work in a compatible manner.

3.8.2.1.5 Related standards. The following standards are related to backup and restore or

backup and restore standards.

a. ISO/IEC 9595: CMIS.

b. ISO/IEC 9596: CMIP.

c. ISO/IEC DIS 11578.2: RPC.

d. Network Management Forum: OMNIPoint 1.

e. Internet RFC 1155: Structure and Identification of Management Information 'or
TCP/IP-based Internets.

f. Internet RFC 1157: Simple Network Management Protocol.

g. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

3.8.2.1.6 Recommendations. ISO/IEC 9945-1 and ISO/IEC 9945-2 archiving services are
recommended. The operating system standards mandated by the JTA Version 1.0:1996 (ISO/IFC
9945-1:1990, IEEE 1003.1b:1993, IEEE 1003.1c:1995, and IEEE 1003.1i:1995) are all
incorporated in the new ISO/IEC 9945-1:1996. Federal Information Processing Standard (FIPS)
151-2 should also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996
version. "Pax" was commissioned for POSIX.2 because "tar" and "cpio" were considered
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inadequate. "Pax" is similar to "tar" and "cpio." The "tar" and "cpio" formats are expected to be
retired from 4 future version of POSIX. I in favor of the newer "ustar" format.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensie',s for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.

April 7, 1997 3.8-37 Version 3.1



Information Technolopy Standards Guidance Operating System Services

3.11.2.2 Floppy disk format and handling. (This BSA appears both in partS8 and part 9.)
Floppy disk format and handling standards provide formats and interfaces for the exchange,
backup, and restoration of data to or from floppy disks.

3.8.2.2.1 Standards. Table 3.8-18 presents standards for floppy disk format and handling.

TABLE 3.&18 Floppy disk format and handlinia standards _____

Standard Sponsr Standard Standard status
Type Reference DoD

_____________________________________ (Lifecycle)
IPC I5OAEC Portable operating Syutemo hteearfe (PIX Part 1: 9%45-1:1996 Muindseld

Sysian API (Replaces ISO 9%45-1:1990 anid incorporate. (Aprproved)
__________OM 10 l03. lb, 1003.1c. anid 1003. 1i)

lIP ISOABC Information Todinoiqgy - Portablei Operating Sysian 99,45-2:1993 Mandated
Iloinface (POSIX) - Past 2: Shel Wn Utilities (as profiled (Approved)

_________bv FPS9 PUB 199:1994)
C'N-C Microroft Window Maserneinat and Graphcs Devine Interface, Wie32 APIs MandAted

Volurne I Microsoft Win32 Progranenei RferaeooeAprvd

3 P 8(P 2ige 2I S lentv pecifications Th Colloingad alternatiies ispesu atosae als 2/7) eoravial
a Su Mirosytem VeOl~lrsisommn b Aprvd

capabltis Most stnarsrelated Oprton flpydisks cocrIoianterfaces thatM peytm FPB15- Ifrmaitothe
interconectio ofora floppyA dis peripherals.:193 Aproed

3.8.2.2.5 Related9%no stnars No stadar s ar relate to flPpyds" omtsadrs

Aprila 7.~ 19970 b.y31 Verio 3.1



hIf•mnulinn TeighnoingX •tnndnrd Glrnnc Oetiu SvzIrSi R

3.8.2.2.6 Recommendatlona ISO/IEC 9945-2 disk format services "pax" are expected to replace
"tar" and "cpio" utilities in POSIX.l.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.2.3 POSIX tape labeling and tape volume processing. (This BSA appears both in part 8
and part 9.) Tape labels are a fixed portion of data stored on tape media and containing certain
types of administrative information automatically readable by tape-handling software. Among the
information typically stored on tape labels are the identification of the media content, ownership
of the media content, access control information for the media content, and the format of the rest
of the information on the media.

3.8.2.3.1 Standards. Table 3.8-19 presents standards for POSIX tape labeling and tape volume
processing.

TABLE 3.8-19 POSIX tape labeling and tape volume [roceasing standards
Standard Sponsor Standard Standard Status

Type Reference DoD

n pc ECMA File Smuchanims LAfoing l Mabelp c Ten for 13t(1985) v lu onmsiot! fonmdon In•:h,•e (Appmwd)

3 PC ECMA Matse. o Tape Cuwe Landling m p bil i Stn ya for 41s(1973) m ntfosneifo
I onf~on~ Igmm:nme (Appmoed)

3.8.2.3.2 Alternative specifications. The only other available specifications are proprietary.

3.8.2.3.3 Standards deficiencies. The PA003.Na draft standard does not address the issue of
processing several fties as if they were a single entity.

Traditional Unix systems do not provide mechanisms for protected access to devices or media,

nor do they .etnerally provide mechanisms for label processing or transparent volume switching.

3.8.2.3.4 Portability caveats. To provide tape handling portability, a standard must specify the
handling of ANSI/ISO labeled tape and IBM labeled tape. IBM labeled tapes, although not a
strict standard, represent vast numbers of labeled tapes already in existence. IBM labeled tapes
are roughly analogous to the ANSI standard, except the labels are written with the EBCDIC
character set rather than with ASCII.

It is not certain, even within the proposed standard, how to process information when some of it

is on 9-track tape and some on 8mm (Exabyte) tape, or some on labeled and some on unlabeled
tape. This may be a limitation of the standard.

3.8.2.3.5 Related standards. The following standards are related to POSIX tape labeling and
tape volume processing standards:

a. ISO/IEC 9945-1:1996: POSIX Part 1: System Application Programming Interface.
b. ISO/IEC 9945-2:1992: POSIX Part 2: Shell and Utility.
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c. IEEE 1003.5:1992: Ada Language Binding to POSIX.
d. IEEE P1003.1e: Security Interface Standards for POSIX.
e. IEEE P1387.1: POSIX System Administration - Part 1: Overview.
f. IEEE 1003.9:1992: Standard Fortran Language Bindings to POSIX.

3.8.2.3.6 Recommendations. There are no recommendations.
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3.8.2.4 Data interchange format. Data interchange file format is the format of files to be copied
from a medium to the file hierarchy and from the file hierarchy to a medium.

3.8.2.4.1 Standards. Table 3.8-20 presents standards for data interchange format.

TABLE 3.8&20 Data interchange format standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
Ipc ISO/IEC PeMe Operting Sy~m Interfme (POSIX) Pant 1: 9945-1:1996 Mandated

Systan API (Rephww ISO 9945-1:1990 and ineorporeles (ApproveO)
IHUM 1003.1b. 1003.1c. and 1003,10I

N aCm Poft"" Operating System Intedee: (POSIX) . Pen 1: 1003. Ib: 1993 Infonaatioeal
Sytem Appicaoe PNgram Intedace (APO) Ameandroat (Approved)

1: Reetbime Extenslee (C Ionanuae)
NP U ME POSIX Part 1: Syeto Appllcation Prormmnlofie 1I03.IM:1995 Infomnntioe•l

(API) - Amned: Tedikcal Coniganda to Real Tine (Approved)
IEtopeon [C Langugee

3.8.2.4.2 Alternative specifications. There are no alternative specifications.

3.8.2.4.3 Standards deficiencies. Standards deficiencies are unknown.

3.8.2.4.4 Portability caveats. The "ustar" format is an extension of the historical "tar" archive
format and, as such, may be read by historical implementation of the "tar" command. The
POSIX.2 "pax" command has been developed as a replacement for both "tar" and "cpio"
commands. It can read and write "ustar" and "cpio" archives, and most implementations have
been extended to read historical "tar" format archives as well.

The "cpio" command can produce two different types of archives: "character"and "binary." The
binary archives are non-portable, and cannot be read except on the same platform on which they
were produced. POSIX documents only the character "cpio" format, and the "pax" command is
only guaranteed to be able to read the character format.

3.8.2.4.5 Related standards. There are no related standards.

3.8.2.4.6 Recommendations. ISO/IEC 9945-1:1996 which incorporates IEEE 1003. 1 b is
recommended.
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3.8.3 Shell and utilities. A user's shell is the interface to the operating system. Simple shells
enable the user to control the environment and run programs. Traditionally, shells have been
command-line oriented, and have provided simple programming facilities, allowing them to double
as "job control languages." Recently, GUI and menu driven shells have become available,
eliminating the need to learn complicated command lines to perform everyday tasks like reading
mail or managing a calendar.

Commands and utilities include mechanisms for operations at the operator level, such as
comparing, printing, and displaying file contents; editing files, searching patterns; evaluating
expressions; logging messages; moving files between directories; sorting data; executing
command scripts; scheduling signal execution processes; and accessing environment information.

3.8.3.1 Commands and utilities used in applications and shell scripts. A shell script is a file
of executable UNIX commands created by a text editor and made executable with the "chmod"
command. These standards refer to the commands and utilities of the operating system used in
the script.

3.8.3.1.1 Standards. Table 3.8-21 presents standards for commands and utilities used in
applications and shell scripts.

TABLE 3.8-21 Commands and utilities used in applications and shell scripts standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_______________ _ tLifec cle/

IPC ISO/IEC Information Tedmology - Portable Opernting System 9945-2:1993 Mandaied
Intedame (POSIX) Part 2: Shell and Utilities (u profiled (Approved)

ay FIPS PUB 189:1994)
CPC X/Open Common Desktop Environment (CDE); XCDE Services C323 (4/95) Mandated

and Applicatlo, (Appeoved)

CPC XiOpen Common Desktop Environment (CDE); XCDE Defititions C324 (4/95) Mandated
M Infsiudtutrle (Approved)

CPC xd~en Single UNIX Specificatfi n, Comodms and Utilities, Issue C604 (2t97) E~merging
5, version 2 (Approvd)

3.8.3.1.2 Alternative specifications. The following specifications are also available:

a. Berkeley 4.2/4.3 Unix.
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b. GNU Utilities (Public domain utilities from the Free Software Foundation).
c. OSF: OSF/I.

d. Mortice Kern Systems Inc.'s MKS Toolkit a toolkit with POSIX.2 and POSIX.2a
compliant shell, tools, and utilities, as well as other traditional Unix language tools
and utilities for Unix and DOS computers, which is being implemented widely on
proprietary operating systems.

3.8.3.1.3 Standards deficiencies. POSIX.2 lacks many of the advanced commands and utilities
present in XPG4, the SVID, and OSF/I, such as "chroot," "col," "cancel," "atq," "dircmp," "fmt,"
"egrep," "line," mktemp, "hi," "passwd," and "curses".

POSIX.2 commands and utilities lack many of the options for the commands also present in
XPG4, the SVID, and OSF/1.

3.8.3.1.4 Portability caveats. POSIX.2 is not quite compatible with many of the supposedly
same utilities in XPG4, the SVID, or OSF/I, because even though the command names are the
same, the commands have different options. The 1003.2 standard is not the same as the Bourme
shell.

Since XPG4, version 2 (the Single Unix Specification) has been aligned with POSIX.2, POSIX.2
may be considered a "lowest common denominator" for future releases of proprietary Unix
platforms like Solaris and HP-UX.

3.8.3.1.5 Related standards. The following standards are related to commands and utilities used
in applications and shell scripts:

a. IEEE P1003.le: S-•curity Interface Standards for POSIX.
b. IEEE 1003.2d: 1994: POSIX Batch Environment Amendments.

3.8.3.1.6 Recommendations. The interfaces to desired commands and utilities, which POSIX
lacks, also must be identified and explicitly specified in procurements. The procurement's
interface specification must include each command's nptions and syntax (e.g., order of the
options, if applicable), in addition to the name of the command and the service it provides.

The following wording is recommended as part of the specification for these services:

"Commands and utilities offered as a result of the requirements of which this is a part shall
conform to the requirements in the NIST FIPS 189 on POSIX Command and Utility Application
Interface for Computer Operating System Environments, defined in ISO/IEC 9945-2 (POSIX:
Part 2: Shell and Utilities)."

In many cases, it will be necessary to supplement the POSIX.2 commands and utilities to meet a
procurement's needs. If possible, identify the most important commands and utilities lacking in
POSIX.2, whose use is anticipated to be widespread across many procurements, and standardize
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around these internally for all procurements. Otherwise, no backward compatibility will be
present with systems not supporting these commands, and no portability across systems
supporting these commands in different ways. If the commands required are part of XPG4, then
conformance to Single Unix should be specified.

Aside from specifying GUI behavior and commands, XCDE also defines comnmand line interfaces
to this functionality (principally in order to "launch" the environment). XCDE is recommended
for environments which require GUI functionality.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.3.2 Shell progmramming language. The shell programmuring language is a high-level
programming language that can use operating system commands and utilities to build applications
and shell scripts.

3.8.3.2.1 Standards. Table 3.8-22 presents standards for shell programming languages.

TABLE 3.8-22 Shell vrogrammina lanowuage standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

~ leoamlienTednetoy -Polahi.Opeulin 5y~ - (Lifecycle)
Ipc IS/MC Emonrdo Teraog - od Oprat Sstrn 9945.2:1993 Mandated

Inerace. (POSIX)- Puan 2: Shell &ad Utilities (am panflled (Approved)
by M sPUB 189:1994)

cpC XMOpe Commoa Desktop Enviroaeneot (CDE): XCDB Services C323 (4/95) MWanAWe
and Appdlcadons (Approved)

CPC X~pn Single UNIX Spedflcuilan Comneanda aind Utilitiesa, laua C604 (21M7 Emeieagi

3.8.3.2.2 Alternative specifications. The following specifications are also available:

a. Berkeley Unix,

b. GNU Bourne Again Shell (Korn Shell Imitation with job control) (Public Domain).

C. Mortice Kern Systems Inc.'s POSIX.2- and POSIX.2a-compliant MKS Toolkit.

d. OSF: OSF/l C Shell (csh), Kom Shell (ksh), Remote Shell (rsh), Restricted Shell
(rsh, Rsh).

3.8.3.2.3 Standards deficiencies. The System V Bourne shell lacks easy arithmetic and substring
manipulation capabilities, the tilde expansion, and easy command substitution nesting,

3.8.3.2.4 Portability caveats. Shell scripts written under different shells are not portable to other
shells. POSIX.2 extended the System V Boumne shell with features from the Korn shell to correct
historical deficiencies (e.g., those listed under standards deficiencies), as well as extending it with
the Korn shell's interactive features for command-line editing.
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38.3.2.5 Related standards. The following standards are related to shell programming languages
or shell programming language standards:

a. IEEE P1003.1e: Security Interface Standards for POSIX.

b. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.

3.8.3.2.6 Recommendations. Several shell features are not required by FIPS 189. These are:

a. Operators (())

b. Reserved words [[I]

C. Substring expansions
$name#pattern
$name%pattern
$name##pattern
$name%%pattern

d. String length expansion $#name

e. Command substitution syntax $(command)

f. Multi digit positional parameters

g. Assigning values with "export" and "readonly"

h. Separation of positional parameters expanded from $* and $@ by the first
character of the IFS. Only the capability to separate parameters by a space is
required.

i. Functions

j. Function option "-f' for the "unset" command

k. The built-in commands "alias" (to define and display aliases) and "unalias" (to
remove the aliases defined)

The following wording is recommended for specifying shell programming language services:

"Shell invocation primitives and built-in commands offered as a result of the requirements of
which this is a part shall conform to the requirements in the NIST 189 FIPS on POSIX Command
and Utility Application Interface for Computer Operating System Environments, defined in
ISO/IEC 9945-2 (POSIX: Part 2: Shell and Utilities)."
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Since portability is the goal, avoid the use of the multiple, historical shells in favor of the POSIX.2
shell.

X/Open Single Unix Specification provides additional utilities. XCDE is recommended for
environments that require GUI functionality.

Issue 5 of the Single UNIX Specification includes the following changes: i-aerfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.l3.3 User-oriented commands and utilities. User-oriented commands and utilities are
mniscellaneous facilities used by end-users, programmers, and system operators to perform an
action on an immediate personal basis.

3.8.3.3.1 Standards. Table 3.8-23 presents standards for user-oriented commands and utilities.

TABLE 3.-23 User-oriented commands and utilities standards
Standard Sponsor Standard Standard Status

Type Reference DoD
Intnmahn T~mndgy ~oiguig satm - Lifecyde)

weC IOC W "o Te & - PoMb& OP."i System 9945-2:1993 Mwdated
lnlafact (POSIX). Put 2. Shell and Utilities (a" profiled (Approved)

by FIPS PUB 189i1994)
CPC X$Jpa Common beabtop Enviumwee (CDE); XCDE Semtes C323 (4095) ManAdd

and A•plicaions (ApproveO

CPC XilPa Single UNIX Specificaion, Cenanc ald Utend M . Iuue C604 (V'97) Onwgin5, Veion 2 Aprvd

3.8.3.3,2 Alternative specifications. The following specifications are also available:

a. Berkeley Unix.
b. GNU Utilities (Public Domain Programs from the Free Software Foundation).
C. Mortice Kern Systems Inc.'s POSIX.2- and POSIX.2a-compliant MKS Toolkit.
d. OSF: OSF/I.

3.8.3.3.3 Standards deficiencies. POSIX.2 lacks many of the utilities present in XPG4, SVID,
and OSF/l, such as "banner," "calendar," "help," "learn," and "spell." POSIX.2 utilities lack many
of the options present in XPG4, the SVID, and OSF/Il.

3.8.3.3.4 Portability caveats. POSIX.2 is compatible with the utilities in XPG4, SVID, or OSF/l
when the commands are used with no options, otherwise, compatibility is not guaranteed. Since
the Single Unix Specification (Spec 1170) has aligned the XPG4 Commands and Utilities with
POSIX.2, it is possible to consider POSIX.2 a "lowest common denominator" among systems
that conform to Spec 1170.

3.8.3.3.5 Related standards. The following standards are related to user-oriented commands and
utilities:
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a. ISO/IEC 9945-1: 1996 POSIX Part 1: System Application Programming
Interfaces.

b. IEEE P1003.le: Security Interface Standards for POSIX.

c. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.

3..3.3.6 Recommendations. The iiterfaces with desired commands and utilities, which POSIX
lacks, also must be identified and specified explicitly in procurements. The procurement's
interface specification must include each command's options and syntax (e.g., order of the
options, if applicable), in addition to the command name and the service it provides.

The following wording is recommended for specifying user-oriented commands and utilities:

"Commands and utilities offered as a result of the requirements of which this is a part shall
conform to the requirements in the NIST FIPS 189 on POSIX Command and Utility Application
Intern..ze for Computer Operating System Environmerts, defined in ISO/IEC 9945-2 (POSIX:
Part 2: Shell and Utilities)."

In many cases, the POSIX.2 commands and utilities will need to be supplemented to meet a
procurement's needs. To maximize portability, identify the most important user portability
extension commands lacking in POSIX.2 whose use is anticipated to be widespread across many
procurements, and standardize around these internally for all procurements. Otherwise, there will
be no backward compatibility with systems not supporting these commands, and no portability
across systems supporting these commands in different ways.

Specifying Single Unix Specification rather than POSIX.2 will eliminate the problems of non-
portable extensions to POSIX.2 by ensuring that all systems procured include the same
extensions.

XCDE provides a variety of user-oriented utilities related to file management, printing, and
editing. The "drag and drop" functionality specified by XCDE is a graphical method of providing
arguments to programs. By dragging a GUI object and "dropping" it on another object, the user
instructs the target object to operate on the dropped object in an appropriate manner. For
example, dropping a file on a printer icon would cause the file to be printed, but dropping a file on
a directory in the file manager would cause the file to be moved, or copied.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3..34 File and program editing services. 2ile and program editing services refer to interactive
editors, strean editors, and utilities for editing files and programs, and specialized programming
languages that often are used for editing.

3.8.3.4.1 Standards. Table 3.8-24 presents standards for file and program editing services.

TABLE 3.8-24 File and program editing services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
WlC IOSIEC kk-b- Te66ooY - IA O SYStL 9i5-11l99

luhmae (POSX). - P 2. SheU mWd U'1tada (u pmfikd (Appoved)
by MPs PuB 189:1994)

CPC XAOp- Comnu Dekdcp Envwmmemi (CDE); XCDE Se•ic. C323 (405) ManWW
ad Appatan (Ammved)

CPC XA)Paa S4ngl UNIX Speafl..b'? C~ommna& &Ad Ubita.. Issue C604 (M9) EMOrin

3.8.3.4.2 Alternative specifications. Dozens of proprietary editors are available, among the
alternative specifications are the follwing :

a. GNU Emacs from the Free Software Foundation.

b. OSF: OSF/I's red (restricted line editor), view (read-only screen editor), vedit
(beginner's version of editor).

3.8.3.4.3 Standards deficiencies. The editors are not deficient. Different users merely prefer
different editors.

3.8.3.4.4 Portability caveats. The portability issue involving editors is a matter of user
portability. Each editor has its own interface that users must learn as they move between editors.
However, editors do not affect application portability.

3.8.3.4.5 Related standards. The following standards are related to file and program editing
services standards:

a. IEEE P1003.1e: Security Interface Standards for POSIX.
b. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.
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3.U.3.4.6 Recommendations. ISO/IEC 9945-2 (as adopted by FIPS 189) is recommended for
text and stream editors to obtain POSIX conforming editing services. (While this is not critical
for application portability, the increase in user portability will save both time and money in
(re)training.)

For GUI environments, XCDE is recommended as well as FIPS 189.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large FiR Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3A83.5 Print management. (This BSA appears both in partg and part 9.) The print services are
used by management and user applications to send a file to the printer, cancel the print job, and
get printer status information. The printing systems program interface is used as the base for the
POSIX printing management standard. Printing nunagement standards also provide services and
interfaces for transparent remote printing, output spooling, spool queue management, and
scheduling.

3.8.3.5.1 Standards. Table 3,8-25 presents standards for print management.

TABLE 3.8-25 Print managentent standards ____

Stanmdard Sponsor Standard Standard Status
Type Reference DoD

- - omuhn Tdxwlgy 5. ~ - (Lifecycle)
iPC ISO/1EC hdnudnTcnlg otbeOeaigSsan 9945.2:1993 Mandated

iniedane (POSIX) - Pad 2: Shell and Utilities (as Profiled (Apprved)
byPP PUB 199:1994)

CPC XIOPa Conamon Desktop Thsvircrument (CDEO: XCDF. Servces C323 (0~5) MWAnAWe
and Appications (Approved)

CPN-C Microsoft Window Manageainent and Graphics Dovic nieraea Wwn32 APIs Manduted
Voilume I Miceosoft Wiw32 Prognrammiers Relemance (Apprsoved)

Siemns/Nxdor PnningMan agemen3- coi ot (the ba i fo- Isdsnue rni
manageme Snt lUI speeiifiation, Cand USL s reernce himplem.Isentat4(2on) keg
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3.8.3.S54 Standards deficiencies. SVID, OSF/I, and Berkeley Unix have no features to control
the formatting or scheduling of print jobs. The SVID, OSF/I, and Berkeley Unix are designed for
centralized environments. No Ada bindings exist for print management standards. POSIX.2
specifies only a minimal "Ip" command, suitable for submitting print jobs; no printer
administration facilities are provided.

3.8.3.5.4 Portability caveats. The System V Unix "Ip" printing system, from which the POSIX
"Ip" command is derived, is not compatible with the Berkeley Unix "lpr" printing system.

The OSF DME distributed print management is based on MITs Palladium. It has a different
interface from UI/USL's distributed print management, which is based on the Siemens-Nixdorf
Xprint program and, therefore, is incompatible.

3.8.3.5.5 Related standards. The following standards are related to print management services
or standards:

a. ISO/IEC 9945-1:1996: POSIX Part I - System Application Programming
Interface.

b. ISO 8824:1990: Abstract Syntax Notation 1 (ASN.1).

c. ISO 8825:1990: Basic Encoding Rules for ASN.1.

d. ISO 9072:1989: Remote Operations Service Element (ROSE).

e. ISO/IEC 9595: 'ommon Management Information Service (CMIS).

f. ISO/IEC 9596: Common Management Information Protocol (CMIP).

g. ISO/IEC DIS 11578.2: Remote Procedure Call.

h. IEEE P1003.1e: Security Interface Standards for POSIX.

i. Internet RFC 1155: Structure and Identification of Management Information for
TCP/IP-based Internets.

j. Internet RFC 1157: Simple Network Management Protocol.

k. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-Il).

1. Network Management Forum: OMNIPoint 1.
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3.8.3.5.6 tecommnendations. The recommendation is to specify POSIX "Ip" only for traditional,
centralized systems for imminent procurements. Then look to ISO 10175 or IEEE 1387.4 in the
long term.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems, X/Open-specific Threads extensions and dynamic linking,
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3.8.3.6 Batch scheduling. (This BSA appears both in part 8 and part 9.) Batch scheduling refers
to the ability to submit jobs to be executed when the system load permits. The "at" command
allows jobs to be executed at a predefined time. Batch queuing refers to the ability to place
multiple jobs in a queue for processing, and to access and manage the queue.

3.8.3.6.1 Standards. Table 3.8-26 presents standards for batch scheduling.

TABLE 3.8-26 Batch schedulina standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,_ (Lifecycle)

[PC ISOIEC Inormsion Tedchology. Portable Opteating System V., S-2:1993 Mandated
Interface (POSMX) - Part 2: Shell an Utilities (w profiled (Approved)

by FIPS PUB 189:1994)
NPC IEEE Portable Operatint System Intedace (POSIX) - pat 2:Shell 1003.2d: 1994 Mandated

and Utilies- Amedasrt 1: Bat"h Environment (ApImved)

IPC ISO/IEC OSI Systems Masaement, Put IS: Schedaling PIlstion 10164-151995 lnfantmsional
(Approved)

CPC XtOpen Single UNIX Spebificstion, Comna•d and Utilities. luen C604 (2/97) Emerging
5, Vrseion 2 (Approved)

CpC OSP OSF/I Operating System OSF/I O.S. Informational
(Approved)

3.8.3.6.2 Alternative specifications. The Berkeley BSD 4.3 Unix "at" and "batch" commands are
also available.

3.8.3.6.3 Standards deficiencies. The POSIX.2 and Unix "at" and "batch" commands are
designed for a single machine, centralized environment. Traditional POSIX and Unix batch
capabilities, such v'; "at" and "batch," are inadequate and inefficient for managing resources and
scheduling jobs in many environments, particularly environments that manage expensive
resources, because they are very limited. For example, "at" allows users only to scl-edule
machines to run jobs at particular times. No Ada bindings exist for the POSIX.2d Batch Queuing
Extensions.

3.8.3.6.4 Portability caveats. Portability problems related to the existing spec!-K, -ations are
unknown.

3.8.3.6.5 Related standards. No standards are related to batch scheduling.

3.8.3.6.6 Recommendations. The mandated standards are recommended, but both provide only
limited batch functionality. For international work, use the POSIX.2 standard's new "-t time"
option for the "at" command to express a time for execution of the submitted job in a way to
support other time conventions more easily.
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Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.

April 7, 1997 3.8-57 Version 3.1



Information Technology Standards Guidance Onerating System Services

3.8.3.7 Language bindings to POSIX.2. These standards provide programming language
interfaces to operating system shell & utilities.

3.8.3.7.1 Standards. Table 3.8-27 presents w,&i.•lds for language bindings to POSIX.2.

TABLE 3.8-27 Lanualge bindings to POSIX.2 standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)

Ipc ISOQ/EC btfomradoc TedAoIosy -Poadb" Opoung Syutem 9945-2:1993 b:r-' ted
laterfa (PM IX) - Put 2: Siell and Utis (as profiled (Apprved)

by Flis PUB 189:1990
CC c XKopc Sinile UNIX pspeficaoe. Sysdee Iterfaces sad Heads, C6•M (2W7) Emerging

Vernioe 2n Isa 5 (Approved)

3.8.3.7.2 Alternative specifications. All other consortia or de facto specifications include C

bindings.

3.8.3.7.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.8.3.7.4 Portability caveats. The interpretation of the C bindings for other programming
languages probably will result in some misinterpretations, which in turn, will result in some
portability problems due to different interpretations and assumptions in the original C language
binding.

3.8.3.7.5 Related standards. The following standards are related to language bindings to
POSIX.2:

a. IEEE 1003.5:1992: Ada Language Binding ror POSIX,
b. IEEE 1003.9:1992: Standard Fortran Language Bindings to POSIX.

3.8.3.7.6 Recommendations. ISO/IEC 9945-2 (as adopted by FIPS 189) is recommended for its
POSIX.2 language binding, although it is limited to C.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.3.8 User-oriented mail services. One of the most important services provided by a computer
system is electronic mail.

3.8.3.8.1 Standard. Table 3.8-28 presents standards for user-oriented mail services.

TABLE 3.8-28 User-oriented mail services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-~ - Lifecycle)

EPC ISOAIEC labme Tbdhe -Poo" Opawi Sykm 9945.2:1993 Madaird
Ilnwe (POSIX) - Pad 2 Shell and Uities (u proriled (Approved)

by M PUB 189:1994)
CPC X/pr1 Comnen Dmnke Eawreamet (CDE); XCDE Soence C323 (4/95) Modad

IId Appaiaw (Am-wd)

cC XVpnim Sinlle UNIX Spedlwfien., Comnwmd wad Utiffies, tune C604 (2,97) smaetiag
5, Venim 2 (Approvd)

3.8.3.8.2 Alternative specification. The following specifications are also available:

a. OSF: OSF/I

b. Berkeley BSD 4.3/4.4 Unix "Mail" command

C. Berkeley BSD 4.3/4.4 Unix, MH message handling system (not related to OSI
MHS functionality)

3.8.3.8.3 Standard deficiencies. None of the stardards listed explicitly discuss inter-machine
communication. The ability to send mail to users on remote systems requires the appropriate
nm twork services standards (see "related standards" below).

3.8.3.8.4 Portability caveats. None

3.8.3.8.5 Related standards. The following standards are related to electronic mail services:

a. Internet STD-l10: Simple mail transfer protocol (SMTP) (RFC 821).

b. Internet STD- 11: Format for Electronic Mail Messages (RFC 822).

c. ISO/IEC 9594 (nine parts plus two draft parts): OSI - - The Directory.

d. ISO/IEC 10021 (nine parts): Text Communication - Message-oriented text
interchange systems (MOTIS) and Message handling systems (MHS).
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3.8.3.8.6 Recommendations. Because the user interface must properly interact with the network
services, making recommendations in this area is difficult. For example, there are no known
implementations of the POSIX.2 mailx command which will properly communicate with an OSI-
based network mail service.

POSIX.2 is recommended for command-line based environments. XCDE Mail Services is
recommended for GUI environments.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8,3.9 Timne management services. Time management services allow both individuals and
groups of people to control their time more effectively by providing functions to schedule
meetings via a simple browsable and updateable interface; access group members schedules; and
create and edit individual, project, or departmental "todo lists". Advanced implementations will
provide privacy and authorization to ensure that people cannot see more information than they're
permitted and to restrict the ability to modify the schedules of other people.

3.8.3.9.1 Standard. Table 3.8-29 presents standards for time management services.

TABLE 3.8-29 Time management services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifec•cle)

CPC XOp Comon Dektop Envirnment (CD; XCDE Servicet C323 (4095) Mmud.ted
&nd Applcaons (Approved)

cpc XJOpm Commio Desktap Envaminannt (CDE); Caendering end C321 (4195) Madaled
SIIedming API (XCS) (Approved)

3.8.3.9.2 Alternative specification. Proprietary software is available for MS-Windows which
provides the same functionality; "Day-Timer" and "Maximizer" are two well-known examples.
Interoperability between such proprietary packages is virtually nonexistent.

3.8.3.9.3 Standard deficiencies. No standard deficiencies are known at this time.

3.8.3.9.4 Portability caveats. None

3.8.3.9.5 Related standards. None

3.8.3.9.6 Recommendations. XCDE is recommended for GUI environments. XCS defines data
structures and interfaces for developers wishing to make applications "calendar-aware." The
XCDE "drag and drop" facility allows users to associate documents with meetings by dropping
them on the calendar.
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3.8.4 Real time extensions. Real time extension standards provide interfaces with a collection of
services designed to support predictable responses to asynchronous events. In data processing or
data communications, real time means the data is processed the moment it enters a computer, as
opposed to BATCH processing where the information enters the system, then is stored and
operated on at a later time.

3.8.4.1 Scheduling. (This BSA appears both in part 8 and part 9.) Scheduling services and
interfaces provide different scheduling policies, such as time-sharing, priority-based, and user-
defined. Scheduling services initiate and terminate jobs (programs) in the computer, maintain a
list of jobs to be run, and allocate computer resources depending on priority. Each process is
controlled by an associated scheduling policy and priority.

Priority and preemptive scheduling standards provide interfaces to scheduling services allowing
the highest-priority process to run first and to completion. Preemptive multitasking shares
processing time with all running programs. For example, background programs can be given
recurrent CPU time no matter how heavy the foreground load. Priority bumping is the process
during a link, trunk, or facility failure where lower priority user access to network services is
interrupted to offer those services or bandwidth to a predesignated higher priority user.

3.8.4.1.1 Standards. Table 3.8-30 presents standards for scheduling.

TABLE 3.8-30 Scheduling standards
Standard Sponsor Standard Standard Status

Type Reference DoD

- (Lifecycle)
IPC ISO/OEC Portbe Operatn8 systm Interface (POSX Pad h 9945-1:1996 Mandated

Syatei API(Replices O09945-I:I990nndhnocnoraple (Approved)
IM 1003.1b, 1003.1Ic, and 1003.10)

CPN.C Mloemoft Window Management end Gapinats Device Interface, Win32 AP~s Mandated
Volume I Mticosoft W '32 Pengrnmaner' Reference (Approved)

Manua 19931 MIcrosoft PresI
PC IEEE Ponetde Operating Systae Inte(face"DPOS. Part : 1003.1b:1993 Informaioal

System Application Progsam Interface (API) Amendment (Approved)1: Reslttme Extension (C language)
NPC MEE POSIX Purt 1: Systm Applicotion Prognrtm interface 1 003.1li:1995 informational

(API) - Amend: Technical Corrigends to Real Time (Approved)
SExtenion [C titngustel

(}PC NIST Portable Operating System Interfae. (POSIX). -systema FIP-S PUB 151. Informational
Applicsiton Program lmarfýc/ C Language (Adopus 2:1993 (Approved)

AP - ~o Y"A JO'. MW1

3.8.4.1.2 Alternative specifications. There are no alternattve specifications available.
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3.8.4.1.3 Standards deficdendes. The POSIX.I standard is not suitable for real time applications,
because it supports only time-sliced time-sharing scheduling and does not allow scheduling based
on the priority of a process.

The POSIX "nice" command for adjusting process priorities is not suitable for real time
applications, because the "nice" function is merely a request to the operating system to favor a
particular process for scheduling. However, in traditional Unix and POSIX.1, the effect of the
"nice" command is tempered by degrading priorities based on CPU usage. In addition, the "nice"
interface specifies an adjustment to a "nice" value, rather than setting it to an explicit value. Real
time applications usually want to set priority to.an explicit value. Finally, "niceo" does not allow
for changing the priority of another process.

POSIX.1 scheduling is not based on absolute priorities. A process's scheduling priority degrades
as it runs. POSIX. I does not allow a system operator or real time application developer to tailor
process scheduling.

POSIX.Ib does not address the priorities of "system" processes. If system processes are not
running in low priority ranges, conflicts with real time processes could result.

POS IX. lb does not address the interaction between priority and swapping because swapping and
virtual memory paging-related issues are extremely dependent on the implementation and nearly
impossible to standardize. However, the POSIX.lb scheduling paradigm fully describes the
scheduling behavior of runnable processes, including the requirement for the working set to be
resident in memory.

POSIX. lb does not address the temporary lending of priority from one process to another by the
system (e.g., for the purposes of affecting the freeing of resources).

POSIX l b does not define the effect of 1/0 interruptions and other system processing activities
because the effect of 1/0 interruptions and system loading is intrinsically nondeterministic.

Influence levels (restrictions on a process's ability to affect other processes beyond a certain level)
are defined by the implementation.

POS IX. lb does not address the mechanisms used to control access to scheduling facilities.

POSIX. b does not address whether a process' handling of an event with a higher priority should
have its priority boosted. This may be addressed later.

POSIX I b provides a minimum of 32 priority levels. While this number conforms to the currently
accepted scheduling theory requiring at least 32 priority levels for predictable responses with
acceptable processor utilization, it is less than the 256 priority levels that many real time systems
need.
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3.8,4.1.4 Portability caveats. POSIX.Ib supports a time-sharing .scheduling policy, a real time
scheduling policy, and a user-defined sch -duling policy, but does not define the default scheduling
policy. This could cause problems in porting the scheduling, and as a result, could cause
problems in the response time behavior of real time applications.

POSIX. l b does not address resource preemption. The lack of resource preemption
standardization could affect the ability to pe't real time applications so that the> maintain the
same behavior be 'veen systems. However, this does not affect source czode portability, because
resource preemption functions lie underneath the POSIX. Ib interface.

The POSDX.lb priority-based scheduling functions are incompatible with the System V.4 SVID
and SVR4 real time extensions' priority scheduling. The System V.4 "priocntl0" interface for
priority scheduling violates POSIX.I b guidelines since it uses an argument to define the system
call function. This increases the complexity of the "priocntl0" system call because it consolidates
a large collection of related but logically separate functions into a single interface. Aiso, the
"priocntl0" interface is less flexible, than the POSIX.lb interface, because "priocntl0" does not
permit separate disjointed or overlapping priority ranges between policies.

The specification of only 32 priority !e, Is could reduce the behavior of some applications that
depend on multiple priority levels to have reduced portability across conforming implementations.

In r. •onforming implementation, the priority ranges for tL., FIFO and Round Robin scheduling
,uhicies (SCHEDFIFO and SCHEDRR) defined in the header <sched.h> must be allowed to

•verlap, because these scheduling policies are identical except for the time inte, i•'. •.iecause the
third scheduli "g policy permitted by POSIX.Ib (SCHEDOTHER) is defined b'- the user or
implementation, any interactions among SCHEDOTHER and SCHEDFIFO or SCHEDRR
also is defined by the implementation. Therefore, any application that depends on this interaction
is not a strictly conforming application, and may not be portable across all systems.

3.8.4.1.5 Related staw,dards. The following standard is related to priority and preemptive
scheduling standards:

a. IEEE Pl003.1e: Security Interface Standards for POSIX.

3.8.4.1.6 'lecommendations. The mandated standards are recommende.d. The operating system
standasds mandated ! /the JTA Version 1.0:1996 (1SO/IEC 9945-lI: 1990, IEEE 1003.1lb: 1993,
IEEE I0OU ,.1c:1995, and IEEE 1003.li:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. Federal Information Processing Standard : PS) 15 1-2 should also be ccnsulted. It
adopted 1S0 9945-1:1990 and is still applicable to the 1996 version. IEEE 1003. lb standardized
additional functions not in the original POS IX. I. FIPS 151-2 specifies many of the
implementation-defined system limits and chooses among incompatible POSIX options.

Each real time functionality in the POS IX. l b standard is an option. If procurements do not call
out the POSIX.Ib Execution Scheduling option explicitly, vendors may provide a system
conforming with POSIX. l b but not including this option.

April 7, 1997 3.8-64 Ver~ion 3.1



Information TechnoloaX Stando' ld• - ., Own System SrMvices

Procurements should require implementations to document the priority ranges in which system
processes run to check that conflicts will not exist between system processes and real time
processes.

If a particular default scheduling policy is desired, a procurement should either specify the default
explicitly or specify the ability for system operators to define one.

System processes always should execute in low priority ranges to avoid conflict with real time
processes.

A portable, standardized interface for locking portions of a process in memory is necessary to
ensure that paging behavior does not affect the scheduling of real time processes.

An organization-wide standard default scheduling policy should be established. Also, applications
should make no assumptions about the default scheduling policy.

Although the POSIX. lb real time standard allows source code portable applications to be written,
it does not guarantee that two such applications can coexist in a single system. To minimize
conflicts, developers should adhere to certain programming guidelines to document the intent,
rather than the syntax, of the standardization issues.

April 7, 1997 3.8-65 Version 3.,



Information Technology Standards Guidance Qi_-rafmno Syq =, Services

3.8.4.2 Kernel preemption. Kernel preemption provides support for the immediate preemption
of running operating system kernel processes to dispatch a higher priority process as soon as
possible.

3.8.4.2.1 Standards. Table 3.8-31 presents standards for kernel preemption.

TABLE 3.8-31 Kernel preemption standardsIStandardl Sponsor IStandard lStan dard I Status

3.8.4.2.2 Alternative specifications. The following specifications are also available:

a. Proprietary real time Unix systems.

b. Proprietary real time executives.

c. "Home-grown" real time kernels.

d. OSF, working in conjunction with the Center for High Performance Computing, to
develop a real-time Mach microkemel.

3.8.4.2.3 Standards deficiencies. Preemption of processes, particularly kernel processes (kernel
preemption), is necessary for many critical real time applications. Kemel preemption is a function
of an operating system implementation, not a standardized interface. Basic Unix does not support
kernel preemption at all.

3.8.4.2.4 Portability caveats. The lack of a standard for kernel preemption can reduce the
portability of real time application behavior across systems. However, it should not reduce real
time application source code portability because the functions responsible for kernel preemption
are underneath the real time operating system interface.
Recently, skinny microkemels have been discussed as the future of real time operating systems. A
real time microkernel can be embedded in a POSIX/Unix system for general real time use. For
critical real time applications, the microkemel can be used as a stand-alone, real time executive.
Many people do not realize that the stand-alone microkemel is not compatible with POSIX or
Unix. The source code of applications or parts of applications written directly to the microkernel
are not portable across POSIX or Unix systems.

3.8.4.2.5 Related standards. The following standard is related to kernel preemption standards:

a. ISO/IEC 9945-1:1996: POSIX Part l:System Applicatin Programming Interface.
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3.8.4.2.6 Recommendattons. There is no specific standard for kernel preemption, but kernel
preemption must cooperate with IEEE 1003. lb. The following wording is recommended for
specifying kernel preemption services:

"Real time systems offered as a result of the requirements of which this is a part shall provide as
full as possible kernel preemption, as opposed to preemption via preemption points. At the same
time, they shall conform to the ýequirements, services, and interfaces specified in the
IEEE 1003.1b standard for all fuatures and functionality specified elsewhere in this document"
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3.8.4.3 Semaphore functions. Semaphore standards provide operating system synchronization.
One type of semaphore is a message sent when a file is opened to prevent other users from
opening the same file at the same time. Its purpose is to preserve th- integrity of data (i.e., stop it
from being unknowingly altered) during use. Semaphores can be implemented as follows:

a. Hardware or software flags used to indicate the status of some activity.

b. Shared space for interprocess communications (IPC) controlled by "wake up" and
"sleep" commands. The source process fills a queue and goes to sleep until the
destination process uses the data and tells the source process to wake up.

3.&.4.3.1 Standards. Table 3.8-32 presents standards for semaphore functions.

TABLE 3.8-32 Semaphore functions standards _____

Standard Sponsor Standard Standard Status
Typi Reference DoD

'E pnnsoaem(O5IPa (Lifecycle)

CPC LNIX Specification. Ssyalm isrterfaus Deinkon, C605 (27) Emerging
Version 2Z Issue 5 (Approved)

CPC X/OPMs x spedffiazioe. Syutemr Intedoam and flaes.k" C606 (2/97) Emerging
vensio 2, Issue 5 (Approved)

((PC IEEE --,A0 OPerating Sysimo bneface& (POSIX) -P16e 1: 1003.1Ib:1993 Informsaaionasl
Aere. Application Program Interface (API) Amnendment (Approved)

_________1 tReahrme Extensio (CItrganoe)_____
((PC IEEE POSIX Paut 1: System Applicatioinr Program Interface 1003.li10995 Inuforroaional[

(API).- Amened: Technical Corrigroda to Real Time (Approved)
Polertalon (C L~tairel

((PC IEEE POSIX Put 1: Systemo Application Prognram Interface 1003.1c:1995 Informraiooat
(API) Amendimet 2: Threads Extension (C Language) (Approved)

((PC IEEE POSIX AdaLanguage Infitfilceg. Part 1: Binding for 1003.5:1992 Informational
System API (Approved)

b. Eventounts Sr icshl and Interaces (rAther tha eapoe)
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c. OSF: OSF/l Application Environment Specification, 1. 1.

3.8.4.3.3 Standards deficiencies. POSIX. lb has no concept of ownership associated with a
semaphore. One process may lock a semaphore, and a second process may unlock it. This lack
of semaphore ownership has many advantages. However, it also means that it is not possible to
implement a facility at the operating system or the library level, whereby the system could track
the ownership of semaphores for error recovery, for example.
POSIX.lb lacks facilities to prevent "priority inversion," a situation occuring when a low priority
process locks a semaphore, thus delaying a high priority process, then gets preempted by one or
more medium priority processes. This can result in unpredictable response time for high priority
processes. This problem usually is fixed by using a priority inheritance protocol. Such a protocol
is not applicable to the general semaphore used in POSIX. I b, because there can be no assurance
that the process unlocking the semaphore is the same one that locks it. Therefore, the
implementation cannot determine who should inherit the higher priority.

The POSIX. lb group does not address a "mutex" facility that allows the process that locks a
semaphore to become the owner of the semaphore; however, such an extension is being included
in the POSIX. Ic Threads standard.

The semaphores specified by the SVID, XPG4, OSF, and Berkeley 4.2/4.3 Unix are too complex
to use for many real time applications. POSIX lb specifies only semaphores whose persistence
implies that a semaphore and its associated state remain valid until the last reference is released.
This is a change from earlier drafts where nonpersistent semaphores could be specified. These
would be unlocked if not actively referenced by a process, even though the name remains.

The semjifpostO function for posting to a binary semaphore has been removed (although it is
standard practice in some contexts), because no convincing rationale was found for keeping it.

3.8.4.3.4 Portability caveats. The number of different, incompatible, nonportable semaphore
specifications is almost equal to the number of different standards groups and consortia specifying
semaphores.

The SVID, XPG4, OSF, and Berkeley 4.2/4.3 Unix specify and/or provide "resource"
semaphores. The POSIX.lb real time extensions specify the simpler "binary" semaphores. Binary
and resource semaphores are not compatible. Furthermore, th- resource semaphores specified by
the SVID and X/Open are not compatible with the resource semaphores specified by OSF/l and
Berkeley 4.2/4.3 Unix.

The POSIX. l b semaphui-e mechanism is unlike the proposed mutex and condition variable facility
of POSIX Ic. Although this problem has been addressed through a substantial rewrite of
semaphores retaining the 1003. 1 b binary semaphore functionality while closely matching the
1003. Ic facilities, p(rtability and incompatibility difficulties still may be present.

April 7, 1997 3.8-69 Version 3.1



Information Technology Standards guidancge _(ratiny System Services

3.8.4.3.5 Related standards. The following standard is related to semaphore standards:

a. IEEE P1003. le: Security Interface Standards for POSIX.

3.1.4.3.6 Recommendations. If the application in question is a critical real time application,
specify ISO/IEC 9945-1:1996 which incorporates IEEE 1003.1b binary semaphores. First, the
simpler binary semaphore is more suited to many critical real time applications. Second,
developers write or customize their own semaphores for many critical real time applications, and
the simpler binary semaphores are easier to learn and customize. The following wording is
recommended for specifying real time semaphores:

"Real time systems offered as a result of the requirements of which this is a part shall provide as
full as possible kernel preemption, as opposed to preemption via preemption points, and, at the
same time, shall conform to the requirements, services, and interfaces specified in the IEEE
1003.1b standard for all of the features and functionality specified elsewhere in this document."

The more complex resource semaphores of System V Unix can be built on top of the POSIX. I b
binary semaphores.

If nonpersistent semaphore behavior is needed, it may be emulated by removing the semaphore
from the name space so that upon the last close of the semaphore, all resources associated with it
will be released. If two unrelated processes want nonpersistent behavior, either they must
synchronize up front, or they must provide for cleanup when they have no further use for the
semaphore. Such methods of achieving nonpersistent semaphore behavior are complex and can
cause portability of behavior problems.

Correctly written conforming implementations should not rely on either persistence or non-
persistence, because persistence and system reboot are terms that mean different things to
different people.

Currently, semaphores cannot be implemented using POSIX.Ic "mutexes" and condition variables
because these are not usable between processes. A reasonably efficient implementation based on
mutexes and condition variables would not be safe enough for the signal handler invocations to
post to semaphores used outside of signal context.

Applications using POSIX.lb semaphores must be careful of their robustness because no facility
exists for determining whether one of the cooperating processes suddenly has become
uncooperative.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-spec;fic Threads extensions and dynamic linking.
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3±L4.4 Memory management. Memory management services provide ways to optimizes
protect, and control memory. These services include shared memory, memory locking and
memory mapping.

Shared memory is the portion of memory accessible to multiple processes. When two or more
processes share some memory, that memory is in two (or more) places at once. It's mapped into
the address spaces of all processes concerned. If one process writes a value into a particular byte
of shared memory, the other processes see it almost immediately (depending on the physical
characteristics of the underlying hardware memory coherence system). Virtual memory combines
physical memory and a swap space, which is the disk space uw-4 for memory overflow. Use of
virtual memory allows different processes to appear to share the same physical page, and it makes
the computer appear to have more memory than it actually does.

Process memory locking standards provide services via an interface allowing a programmer to
lock a program, or part of a program or process, in maln memory instead of letting it be moved to
a disk.

Memory mapped 1/0 refers to the ability of a system to have its data transferred by transferring
pointers to areas of memory.

3.8.4.4.1 Standards. Table 3.8-33 presents standards for memory management.

- ~~~TABLE 3.8-33 Memory management standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

[PC IS/E otbeOoiigSse ~oe(OD a : 9945-1:1996 M11cd"e
System API (Replace. ISO 9945-1:1990 and incorponite. (Approved)

IEM 1003.1b. 1003.1%. and 1003,11)
G'N C Microsoft Window Moanqeman: sd CGrapdcs Device lnterface, W1032 API. Mandawe

Voin irsft Wmr32 Ptgngasmers'Reference (Approved)
-ol - --

CPC XAOpnn Single UNIX Speckicstion. System Interface Definracas. C605 (297) Emnerging
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[Standard TSponsor TStandard Standard T Status 1

3.8.4.4.2 Alternative specifications. The following specifications are also available:

a. Berkeley: Berkeley Software Distribution (BSD) Unix.
b. OSF: OSF/l (product implemenz-'t-on).

7,,8.4.4.3 Standards deficiencies. The SVID, XPG4, OSF/I, and Berkeley Unix consider shared
memory a basic, general purpose, system capability. However, shared memory is not specified in
the POSIX. kernel interfaces, and requires the specification of POSIXib real time extensions for
non-real time procurements.

POSIX.lb leaves the behavior of "reado," "write()," and "Iseeko" on shared memory unspecified.
However, implementations using file mapping can use these functions.

POSIX.Ib specifies only persistent shared memory objects. This reduces the complexity resulting
from specifying nonpersistent objects. However, for processes to share memory, the mechanism
supporting nonpersistent shared memory objects must be emulated by processes sharing memory,
an additional complexity.

The memory mapping functions in POSIX, I include the main memory allocation and deallocation
functions, which are applicable only to the C programming language. POSIX. 1 memory mapping
functions cannot map pages of memory. No de jure or de facto standard Fortran binding for the
POS IX. lb memory mapping is either approved or in progress.

POSIX. lb memory locking does not support "lock stacking," which makes it impractical to use
locking transparently in library functions or opaque modules. POSIX.lb supports no specific
interface for preallocating stack space and locking it down -- a common real time requirement that
prevents page faults from allowing the stack to grow during real time operation. Many
architectures support system-managed stacks that grow automatically when their current extent is
exceeded. A real time application is required to be able to "preallocate" sufficient stack space and
lock it down, so it will not suffer page fault to allow the stack to grow during critical real time
operation.

3.8.4.4.4 Portability caveats. Although shared memory functionality is supported in POSIX. lb,
and the SVID, the process is not quite the same. The shared memory facilities are the same
across OSF, X/Open, and the SVID, but their shared memory semantics are different from
POSIX.Ib's. The POSIX.lb standard uses pathnames, while System V Unix uses a separate
numeric name space for shared memory.
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POSIX.Ib specifies interfaces with designated separate commands to perform individual
functions (e.g., separate commands to remove a shared memory segment, change the shared
memory segment's access pc.missions, and change its owner). In contrast, the SVID tends to
provide a single command for shared memory (e.g., "shmctlo") and use different variables and
flags to indicate different functions.

POSIX. lb's process memory locking requires the behavior of the following POSIX. I function
calls to be modified to support the memory locking mechanisms: "exec()," "'exito," "forko," and
"sysconfo."

Although POSIX. lb has adopted the SVID's "milockall()" and "munlockall()" interfaces for
process memory locking, POSIX. lb has extended the semantics of the SVID interfaces to ensure
that the locked pages are resident when the locking functions return. This is not specified in the
SVID. Besides "mlockallO," the SVID still supports the System V original "plocko" command
because of the many existing applications using it. Applications using the "plocko" command for
memory locking are not compatible with POSIX.Ib's memory locking.

POSIX.lb process memory locking does not apply to POSIX.lb shared memory regions, and the
"MEMLOCKFUTURE" argument to "memlockallO" can be relied upon to cause new shared
memory regions to be locked automatically.

POSDC. lb does not specify the SVID's "memcntl0" interfaces for memory locking control
because the "memcntio" function associates a multitude of functions with a single command, a
practice POSIX. I b shuns.

The POSIX.Ib interface can support extensions, such as mapping objects other than memory or
files, more easily than the System V shared memory interface.

Only systems with hardware supporting protection of mapped data from certain classes of access
can support the POSIX. lb Memory Protection option. POSIX. lb does not address how
implementations that choose to implement memory objects directly would treat them with
standard utilities such as "Is,, on the grounds that utilities are not within the charter of the
POS IX. lb standard.

POSIX. l b memory mapped I/O cannot be mapped literally into Fortran-77 in a portable way
because POSIX.Ib mem y mapped I/O implementations return a process' address by means of a
pointer, and Fortran-77 does not support pointer data types. No POSIX. lb language binding to
Fortran-77 exists to map the shared memory constructs in a standardized manner.

The POSIX. l b "mmapo" and "munmapO" definitions for mapping objects into process address
spaces, and subsequently unmapping them, were adopted from SVR4, and the semantics of the
POSIX.Ib and SVR4 system calls are the same. The OSF Application Environment Specification
(AES) contains a nearly identical interface. The "mmapo" and "munmapO" system calls are part
of X/Open's "Single Unix Specification" (Spec. 1170).
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The "mmap" and related interfaces in the OSF Application Environment Specification (AES) are
trial-use interfaces and, therefore, subject to change, causing potential incompatibilities among
applications written to the trial-use and changed interfaces. The history of "mmapo," which is
printed in Draft 12 of the POSIX. b standard, does an excellent job of pointing out some of the
portability problems that users may run into with different specifications and implementations.
Therefore, this history is reprinted here.

"Berkeley invented and documented, but never built, mmapo. Sun and Berkeley partially
redesigned the mmap0 interface, which Sun then implemented. SVR4 picked up the Sun mmapo.
Meanwhile, Berkeley changed their minds about what some of the mmap0 parameters should be;
they changed the manual page; they didn't implement this either. Now enter POSIX.4, POSIX.4
essentially took SVR4's mmapo, called it "shmmap0," and added the new "default exact
mapping" feature to it. They did this by overloading the address NULL to do something different.
The problem with this is that zero is a valid address on many machines. This effectively precluded
mapping memory at address zero. Furthermore, it has been recognized that this feature added no
new semantic capabilities, and has since been dropped from POSIX,4 entirely. Meanwhile, enter
OSF. The OSF originally picked up the SVID's mmapo, but added the old POSIX.4 NULL
address treatment to "follow POSIX's lead." It is assumed they will now change the (trial use)
AES mmap0 definition to match the rest of existing practice. (Note: This change is particularly
important for program loaders, which may need to map code or data at location zero.)"

Procurement specifications should require that a system not allow default exact mapping to a
"NULL" address, because it may conflict with the ability to map memory to address zero.

3.8.4.4.5 Related standards. The following standards are related to memory management or
memory management standards:

a. IEEE P1003.1a: POSIX - System API Extensions, Language Independent.
b. IEEE 1003. le: Security Interface Standards for POSLX,
c. IEEE R1003.5:1992: ADA Language Binding for POSIX. (Being revised)
d. IEEE 1003.9:1992: Standard FORTRAN Language Bindings to POSIX.

3.8.4.4.6 Recommendations. ISO/IEC 9945-1:1996 is recommended. It incorporates IEEE
1003.1b which standardizes additional functions not in the 1990 version of 9945-1.

The following wording is recommended for use in specifying shared memory services:

"Systems offered as a result of the requirements of which this is a part shall provide shared
memory capabilities conforming to the requirements, services, and interfaces specified in the IEEE
1003. 1 b standard which is incorporated in ISO 9945-1:1996, for all the features and functionality
specified elsewhere in this document."

Most of the System V shared memory functionality can be emulated on top of the POSIX. b
interface. An example of how to do this is given in draft 12 of the PIWX)3.Ib standard.
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Pointer problems also exist with shared memory in the SVID, SVR4, and XPG4. In these
systems, shared memory control operations require the use of a pointer to the shared memory
address space. This pointer operation must be mapped into the non-pointer oriented Fortran-77,
and no portable mapping exists.

When a mapping is established, an implementation may need to map more than is requested into
the process' address space because of hardware requirements. However, an application cannot
and should not count on this behavior. Implementations not using a paged architecture simply
may allocate a common memory region and return its address. Such implementations probably
will not allocate any more than is necessary.

To use POSIX.lb memory mapped I/O with Fortran-77, choose one of the following alternatives.
The first is to use the Fortran-77 binding in P1003.9. The second is to move to Fortran-90,
which does support pointer data types, thereby making it easier to map POS IX. b shared memory
constructs to Fortran. The third alternative, particularly important for Fortran-77 legacy systems
in the absence of a standardized binding mapping the shared memory constructs, is to make public
the name of a COMMON, and then bind the name of the COMMON (make it equivalent) to a
locally defined COMMON area. Such implementations probably will have to place restrictions on
the size and alignment of such structures, or will have to map a suitable region of the process'
address space into the memory object, and thus into other processes.

The following wording is recommended for specifying real time process memory locking:

"Real time systems offered as a result of the requirements of which this is a part shall provide
memory locking capabilities conforming to the requirements, services, and interfaces specified in
the IEEE 1003.1b standard which is incorporated in ISO 9945-1:1996."

The older "plocko" function for process memory locking can be implemented on top of the
optional address range locking, provided the implementation has the means to locate the address
space ranges corresponding to "text," "data," and "stack" segments. The plocko interface in not
specified by XPG4 or the Single Unix Specification.

Although memory mapped I/O is a standard part of the SVID and OSF/I, it is an option in the
recommended POSIX. I standard. If procurements do not specify the IEEE P1003. lb Standard's
Memory Mapped Files option, vendors may provide a POSIX.I b conformant system not including
this option. In a procurement specification, require that a system not allow default exact mapping
to a "NULL" address, because it may conflict with the ability to map memory to address zero.

Issue 5 of the Single UNIX Specification includes the following changes: intc: faces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems, X/Open-specific Threads extensions and dynamic linking.

April 7, 1997 3.8-75 Version 3.1



Information Technology Standards Guidance Operating System Services

3.8.4.S Asynchronous I/O. Asynchronous I/O standards provide the ability to overlap currently
executing processes and I/O operations initiated by the application.

3.8.4.5.1 Standards. Table 3.8-34 presents standards for asynchronous 1/O.

TABLE 3.8-34 Asynchronous 11 standrds
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IP ISO/IEC Potage OPOafift SydMa In"fWO MIOX) P84 1: 9%45.1:1996 Mmalwed
System API (Replic ISO 9945-1:1990 sad tk'pormtes (Apprved)

IEM 10031b.1003. 1cslnd 1003,11)
NPC ME Pouable Opeadtng System Lntemface (POSI05 0 Pan I: 1003.,b:1993 Infomational

syasat Appliation Pmogmr Inlsrfas:c (API) Amweeaut (Approved)
1: Resnme, IExtemion (C Isn"aeIe)

NPC oE POI1X Pao I: System Application Program ltafdec 1OD3,11:1995 Laformstiom
(API) • Amend: Tedauhlsi Coscmda to Redal Time (Appoed)Exteritio [CL ga

3.8.4.5.2 Alternative specifications. For true asynchronous I/O, only proprietary products will
suffice. For nonblocking I/O: System V's "poll() and terminal driver settings, Berkeley 4.3 Unix's
"selecto" and "[SIGIO]" features can be used. Both Berkeley's "selecto" and System V's "poll()"
are required by X/Open's Single Unix Specification (Spec. 1170).

3.8.4.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.8.4.5.4 Portability caveats. Mixing existing nonblocking I/O with the newer asynchronous I/O
can cause portability problems.

The unwise use of signals with the POSIX. Ib asynchronous V/O interfaces can cause a problem
whose cause is difficult to determine, because the blocking function can return with a particular
symbolic error number when another error caused the problem.

3.8.4.5.5 Related standards. The following standards are related to asynchronous I/O standards:

a. IEEE P1003. le: Security Interface Standards for POSIX.
b. IEEE 1003.10:1995: POSIX - Supercomputing Applications,

3.8.4.5.6 Recommendations. The following wording is recommended for specifying real time
asynchronous I/O:

"Real time systems offered as a result of the requirements of which this is a part shall provide
asynchronous I/O capabilities conforming to the requirements, services, and interfaces specified in
the IEEE 1003.1b standard which is incorporated in ISO/IEC 9945-1:1996."
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System V's shared memory and semaphores may be used, albeit at high cost, to perform
asynchronous I/O. Since the POSIX. lb asynchronous I/O supplements but does not replace the

functions of the existing nonblocking interfaces available on most Unix systems, building the older
Unix functions on the new POSIX asynchronous I/O function is not easy.
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3A8.4.6 Asynchronous event notification. Asynchronous event notification is a facility that
notifies a process of different types of ever- - concerning it in a consistent and reliable manner.

3.8.46.1 Standards. Table 3.8-35 presents standards for asynchronous event notification.

TABLE 3.8-35 Asynchronous event notification standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC Isr C Porlue Opermng Syian Intefet" (POSIX) Pa 1: 9945-1:1996 Mandated
System API (Replace ISO 9945-1:1990 and incorpoeee. (AppVed)

1E l003.1b! 1003.1c, ad 1003.10- -
NPC MM Portalwe Opeauing System Interfce (POSIX) - Pan I : 13.lb: 1993 Infon-nabio

Sydem Acplianil P•gm Intieface (API) Am, dmet (Approved)
1: ReaMtme otenaion (C lnee•oee)

NPC IEEE POSIXPaPt 1: Syrm ApplicatinA Pmgu lela•l. 1003.1i19950 Inlfenmalao
(API). Aemd: Tedfitic Coaigwdu io Real Tne(Apped)

3.8.4.6.2 Alternative specifications. No other consortia or de facto specifications are available,

38.4.6.3 Standards deficiencies. The ISO/IEC 9945-1:1996 standard now includes POSIX. lb
real time signals and supports many functions not in the 1990 version of 9945-1. These include
reliable delivery of event notification, prioritized delivery of event notifications, and the
differentiation among multiple signals of the same type.

Many people consider the POSDC.l1b asynchronous event notification to be overly detailed and
complex because it is implemented as part of the signals mechanism. Using a single signals
mechanism to handle ordinary signals and asynchronous event notification requires system
developers to deal with a large amount of complex signals flags, variables, and other details.
Having one interface handle multiple functionalities is con~ary to POSIX. lb's usual approach of
defining a separate, clearly-understood interface for each functionality (e.g., one interface for
signals and another one for asynchronous event notification). In this case opponents of the
separate interface for each functionality approach arguedl that the separate interface approach
would require the implementation and maintenance of interfaces with different names.

3.8.4.6.4 Portability caveats. If POSILX. l b real time signals providing reliable asynchronous
event notification is integrated with the more common unreliable asynchronous event notification,
systent behavior cannot be guaranteed to be portable.

3.8.4.6.5 Related standards. The following standards are related to asynchronous event
notification standards:

a. IEEE P1003. le: Security Interface Standards for POSIX.
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b. IEEE P1003.1g: Protocol Independent Interfaces.
c. OSF: Distributed Computing Environment (DCE).

3.&.4.6.6 Recommendations. ISO/IEC 9945-1:1996 which incorporates IEEE 1003. 1 b is
recommended. Because reliable asynchronous event notification is such an important capability
for real time, no.tworking, distributed management, and transaction processing, procurements
should specify the POSIX. lb Real Time Signals option; otherwise, vendors probably will not
provide it.
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3.&4.7 Synchronized I/O. Synchronized I/0 (also known as synchronous I/0) refers to the
ability of a system to have transferred its data to nonvolatile media by the time the system signals
completion.

3.8.4.7.1 Standards. Table 3.8-36 presents standards for synchronized 1/0.

TABLE 3.&36 Synchronized I/O standards
Standard Sponsor Standard Standard status

Type Reference DoD
5 ~ I: ~ (Lifecycle)

IPC SOAC Prt" pertin Sysem ntel~ac (PSM an 1 9%.1:996 Mandated
System API (Replace. ISO9945-1:1990 and incorporates (Approved)

-~H 1003.1Sb. 1003.le. and IOD3.Ii(
cpc XADPee Single UNIX Specifcatona. Systemo Ieterface Definlaons, C605 (2197) Emervgin

version 2. Issue S (Approved)

cPC XCiPe Single UNIX Specificaetion Systemo Ineereaces and Headers. C606 (Zi)
7
) 11-eeing

3 8 4EE 7otw 2prtn Altsratev spciictin TheSD folwn spciiatns are alsob:99 available

b. OF Syste Application Envrognmentefc SAPOAeificatio (AES) 1.1

3.8.4.7.3~ ~~~~ ~1 Standar deiince.Alhuhthenso P(S IX.l 'snc unto hsbenadpe

looel define POSIX. P fyc untio:Syn Aplction be w unac eptable for .199 rea tie apliatins

3.8.4.7.(PI -otblt caeas.T end P ecSnic.alb Sychonized to intefac ism s (mlaptpbtroted
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"O SYNC" and an "O_DSYNC" flag. The POSIX.lb "OQSYNC" flag is essentially the same as
the "O_SYNC" flag described in the Spec 1170, so the "OSYNC" flag of Spec 1170 and SVR4's
"openo" system call maps directly onto the POSIX.lb "OSYNC" flag. Subsequent output
operations of "writeo" will behave identically in System V and POSIX.lb. The POSIX.lb also
has an "0_DSYNC" flag, which specifies a less stringent form of integrity.

The SVID does not impose synchronized I/O on input operations. The POSIX. lb Synchronized
I/O facility extends the SVID's facility to include input operations.

POSIX. la (the POSIX. I revision) has defined an "fsynco" function abstractly to force a physical
write of data from the buffer cache and synchronize a file's state. The POSIX. I b 'fsync0"
function is more specifically and rigorously defined to meet real time application requirements.
The behavior of the more rigorous POSIX.Ib "fsynco function cannot be counted on to be
portable to the less rigorous POSIX.la "fsynco" function.

Not all file system-ns may support or need to support synchronized I/O. Consequently, when
synchronized I/O is specified on the "openo" or "fcnti0" functions, the function may fail due to
the fact that the file system cannot support synchronized I/O for the specified file.

The operating system cannot protect users from themselves if they bypass the operating system's
protection mechanism and use raw 1/0 (directly address the 1/0 device). Although users may
provide their own mechanisms for ensuring data and file integrity if they use raw 1/0, neither the
protection mechanisms nor the raw I/O can be counted on to be portable to any other platform.

3.8.4.7.5 Related standards. The following standard is related to synchronized 1/0 standards:

a. IEEE P1003.1e: Security Interface Standards for POSIX.

3.8.4.7.6 Recommendations. ISO/IEC 9945-1:1996 which incorporates IEEE 1003. 1 b is
recommended. Procurements involving programs requiring a file to be in a known state, for
example, procurements for transaction facilities, should use the more rigorous POSLX.Ib
"fsynco" functions to ensure that all modifications to a file or files caused by a transaction are
recorded.

If the less rigorous POSIX. Ia synchronized 1/0 facility is used, look to the conformance
document to specify what behavior can be expected from the system. If procurements do not
specify the POSIX. I b Synchronized 1/0 option, vendors probably will provide either a different
and nonportable synchronized (synchronous) I/O facility, or they may provide a POSIX. I b
conformant system not including this option.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.4.8 Real time file system. A real time file system is a high-performance file system (e.g.,
contiguous I/O or preallocated I/O) that optimizes data storage on a disk to minimize the disk
access time when retrieving or writing data on the disk. Real time files refer to the ability to
specify various characteristics regarding how normal file requests, such as "reado" and "write(),.

are handled. File management functions include create, get and set attributes, get cache and
buffer capabilities, and allocate and release data buffers. Real time files are associated most
commonly with contiguous files and preallocated files minimizing disk access time when reading
or writing data on a disk.

3.8.4.8.1 Standards. Table 3.8-37 presents standards for real time file systems.

TABLE 3.8-37 Real time file system standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

[PC ISO/IEC Portae Operating Syslta Indedoae (POSX) Pad 9945-1:1996 Mndacled

System API (Rqepacen ISO 9945-1:1990 and incororase. (Approved)
HME I003.1b. i003.1c. and I003.1i)

NPC EEE Potable Operating Systen Interface (POSIX) -Pant I: 1003. 1b:1993 Informational
System Application Progism Interface (API) Amendment (Approved)

_ _1: Reaftime Extenain (C Mlauage)
NPC UME POSIX Pat 1: System Applicalon Prograr Inteefece 1003.11:1995 Infonnational

(API) - Amend: Technical Corriganda to Regl Time (Appoved)

3.8.4.8.2 AI,,rnative specifications. No other consortia or de facto specifications are available.

3.8.4.8.3 Standards deficiencies. Data are not guaranteed to be delivered to the underlying
storage media. This issue should have been discussed in Section 6.6 of the POSIX. lb standard.

POSIX. lb lacks an interface that allows the specification of bounded performance. POSIX I b
does not address files of a fixed size whose contents are written in a circular fashion. For
example, after reaching the file's size limit, subsequent "writeo" functions would overwrite the
beginning of the file. Such a capability is needed primarily for logging types of operations.

POSLX.lb lacks a specification for a real time file system, such as contiguous files or preallocated
files, which are needed for most real time applications. A generic real time file specification was
included it. Draft 12 of the standard, but was dropped subsequently due to controversy. The
group is working on real time files for the POSIX.Ib revision.

3.8.4.8.4 Portability caveats. Real time files are associated most commonly with contiguous files
and preallocated files that minimize disk access time when reading and writing data on a disk.
POSIX.Ib supports attributes for contiguous files, preallocated files, direct 1/O, cache usage,
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sequential access, aligned transfers, and the transfer granularity. Thus, it is possible to have two
applications compliant with POSIX.lb with incompatible file systems.

The requirements for real time file usage differed in the areas of performance, guaranteed access
to resources, and guaranteed delivery of data to a nonvolatile media (not memory). These
differences influence the underlying behavior of existing interfaces. Application developers
typically employ "tricks" to achieve a higher level of performance than a system delivers through
the normal interface. This behavior is not portable.

One of the areas of common practice with the greatest variation between vendors and the greatest
resulting incompatibility is the persistence of file attributes. The POSIX. lb standard does not
alleviate this problem. POSIX. lb requires persistence of file attributes on an open instance basis.
It allows, but does not require, more persistent implementations. This specification does not
require vendors to change their existing systems to ensure multivendor compatibility.

3.8.4.8.5 Related standards. The following standard is related to real time file system standards:

a. IEEE P1003.le: Security Interface Standards for POSIX.

3.8.4.8.6 Recommendations. If capabilities are needed to address fixed size files written in a
circular fashion, procurements should require such a facility to be implemented as library functions
using functions defined in ISO/IEC 9945-1:1996 which incorporates IEEE 1003.1 b: 1993.

If procurements do not specify the POSIX. lb Real-Time Files option, the recommended standard,
vendors may not provide it.

Currently, nothing can be done about the nonportability of performance behavior except wait
Because the POSIX. b specifiers have found that many of the techniques for achieving bounded
levels of performance are common to many implementations, they may be able to standardize an
interface to these techniques.

The POSIX. lb real time files interface uses constant names prefixed with ATC_ or ATB_, and
structure members prefixed with either atc_ or atb_. Applications should avoid using identifiers
of this form to preclude name conflicts with the standard.
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3.8.4.9 Embedded read time. Embedded real time capabilities provide services to support
embedded real time applications with demanding determinism and response times. An embedded
system is a specialized computer used to control a device. It implies software that integrates
operating system and application functions.

3.8.4.9.1 Standards. Table 3.8-38 presents standards for embedded real time.

TABLE 3.8-38 Embedded real time standards
SStandard Sponsor [Standard St~anjdard status

Type ] IReference ; D;oD I

3.8.4.9.2 Alternative specifications. The following specifications are also available:

a. Proprietary real time Unix systems.
b. Proprietary real time executives.
c. "Home grown" real time kernels.
d. Future: Mach microkemel with real time extensions.

3.8.4.9.3 Standards deficiencies. The P1003.13 standardized profile for embedded real time
applications contains too many high overhead POSIX.1 operations (e.g., "forko"). To meet the
response time and real estate requirements of embedded real time applications, the P1003.13
Group must be allowed to subset POSIX.l as well as POSIX.lb. However, IEEE and ISO rules
do not allow the subsetting of a base standard. Until this problem is solved, a practical embedded
real time POSX standard cannot exist.

3.8.4.9.4 Portability caveats. If software companies producing real time operating systems
choose different functionalities from POSIX. lb, which is possible because each functionality is an
option, portability will be reduced.
If software companies producing real time operating systems eliminate different high-overhead
parts of POS. I to meet demanding determinism and response time requirements and implement
their own nonstandard functions to replace those eliminated from POSIX. 1, their POSX. I b- or
POSIX.13-conformant operating systems will be different. They also will not support portable
real time applications across other vendors' POSIX. lb- or POSIX. 13-conformant systems.

3.8.4.9.5 Related standards. The following standard is related to embedded real time standards:

a. ISO/lEC 9945-1:1996: POSX Part 1: System Application Programming Interface
(Includes Realtime and Threads Amendments).

b. IEEE P1003. le: Security Interface Standards for POSIX.
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3.8.4.9.6 Recommendations. This problem needs to be resolved. Broad-based, active
participation is needed to force a decision allowing the subsetting of a base standard such as
POSIX.I in a standardized way for special purposes.
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3.8.4.10 Symbolic real time debugging aids. Symbolic real time debugging aids refer to a
variety of real time specific development and debugging tools. A debugger lets you stop the
program at a specified statement, step through it one statement at a time, as well as capture and
view system data and program variables. Modern debuggers link source and object code so that
the programmer can step through the source program while instructions are being executed.

3.8.4.10.1 Standards. Table 3.8-39 presents standards for symbolic real time debugging aids.

TABLE 3.8-39 Symbolic real time debupgin, aids standards

Standard Sponsor Standard Standard Status
Type Reference DoD

3.8.4.10.2 Alternative specifications. The only other available specifications are prop. ietary
(e.g., Harris Computer, Encore Computer, Concurrent Computer, Modcomp, Wind River
Systems, Silicon Graphics, Hewlett-Packard, Sun Microsystems, Digital Equipment Corp.)

3.8.4.10.3 Standards deficiencies. Deficiencies in the standards are unknown, since these
services are not part of any formal standard.

3.8.4.10.4 Portability caveats. This is a high portability risk area because no standards exist.

3.8.4.10.5 Related standards. The following standards are related to symbolic real time
debugging aids:

a. NIST: ISEE.

b. European Computer Manufacturers' Association (ECMA): Portable Common
Tools Environment (PCTE).

3.8.4.10.6 Recommendations. No standards are available to recommend.
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3..4.11 Real time POSIX.Ib language bindings. These standards provide a language interface
to the POSIX.Ib real time standard.

3.8.4.11.1 Standards. Table 3.8-40 presents standards for real time POSIX. lb language bindings.

TABLE 3.8-40 Real time POSIX.Ib langmage bin inn standards
Standard Sponsor Standard Standard Status

Type Reference DoD
, (Lifec'cle)

IPC ISO/EC P"Cale Openiag Syn WWlWCae (1 GO5IX) Pan 1: 9945-1:1996 Mandeted
System API Oteplae ISO 9945-1:1990 #ad ia•npmc e (AtM-ed)

-M 1003.ib. 10031c. d 1W)3.1i)
NPC IEEE PorAe Opentsu Sysdem lbdaee (POSIX) - Pat 1: 1003.1b:1993 IWfomaiesrAI

Sym A p~4 d Proem lfated (API) Ame,•,at (Appved)
1: Reaki sm .Emon (C ae) _

C IEEE POSIX Paut I: Sysl•e AppIlkmie Program Interface 1003. 1i:1995 Infosmuiieal
(API) - Amewd: Tedmiol Corriganda i Real Time (A'maved)

Exterosa IC Laael_
NPC UM POSIX Ad* Langae leloafa - Part 1 :Binding for 1003.5b: 1996 Iefomutdoee

Ree tm ssosew (forew 1003.20) (Appreved)

NPC I130 Te Medhodt for mesing Cosfomace to POSIX - 2003.1:1992 Infomuional
Sye lWeeftca (Appoved)

3.8.4.11.2 Alternative specifications. There are no alternative specifications available.

3.8.4.11.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.8.4.11.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.8.4.11.5 Related standards. There are no related standards.

3.8.4.11.6 Recommendations. ISO/LEC 9945-1:1996 which incorporates the 1003.1 b Realtime
amendment is recommended.
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3.&5 Operating system security. Security services present standards, guidelines, models,
frameworks, and other documents related to the control and validation of information in an open
system. Security services can be placed at various layers within the OSI architecture. The
selection of the appropriate layers to place security services within a system depends upon the
architecture and functional requirements.Therefore, the system architecture and functional
requirements will influence the selection of standards within a subservice area. The selection of
subservice areas depends on the selected architecture and required functionality. DOD policy
covering the accreditation process must be adhered to to obtain approval to process classified
data.

3.8.5.1 Operating system security. (This BSA appears in both part 8 and part 10.) Operating
system security services provide basic reference monitor services. These security mechanisms
control the flow of data and use of applications to ensure the system security policy is adhered to.

3.8.5.1.1 Standards. Table 3.8-41 presents standards for operating system security.

TABLE 3.8-41 Operating system security stndards ____

Standard Sponsor Standard Standard status
Type Reference DoD

OPC Th DODToued Csvv~er yasn. ~ ~ - (Lifecycle)
PC DDMw D O rse porSnr.Eaod Cid DOD 5207.8. Maodated

STD: 1935 (Approved)

GPC NIST Password Usago FP1S PUB1 112: Marndated
11985 (Approved)

[PC ISO 051 Basic Rdefeenca Model. Pant 2: Semdtuy Aed~diodure 7498-2:1999 lefOMMIneacsli
(ane as CCnITT .10.991) (Approved)

OPC NIST Cisdelia~e on Evaluusion of Tedviqoes for Automoated FP11S PUB 48:1977 ieounafionall
Pereonal ldrolification (Approved)

[PC ISO/IEC 08! Systrurs Nutasrageot Past 7: Security Marro 10164-7:1992 Wonfoathionol
Reporting Function (saue as MT-T X.736) (Approved)

W ~ PjPWI~6- UlaA~mWw 1051r 19 B.

3.8..1. AleraeS sp cifiatons Nro altr Wnative-row spciictons are available._

3.8.5.1.3 Slterndardspdecficaiencis. eNeraltoernatine sysifctei on esnlcmues are aalbe

inherently insecure and should not be used in DOD acquisitions without an assurance of 'add-on"
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security features and an approved security risk analysis providing at least a C2 level of trust per
DOD Directive 5200.28.

The DGSA stresses the need for separation rrechanisms, such as a separation kernel, to maintain
strict isolation, that is, information domains must be completely isolated from each other. The
DGSA concept requires that information transfers between domains may occur if, and only if, a
relationship is explicitly defined in each information domain's security policy. There are no current
or emerging standards for design and implementation of separation kernels nor for programming
interfaces for separation kernels.

Due to its age, FIPS 48 does not include information on modern security concepts.

3.8.5.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.8.5.1.5 Related standards. ISO/IEC 9945-1 as profiled by FIPS 151-2 is related to IEEE
P1003.Ie and IEEE P1003.2c.

The following Compartmented Mode Workstation (CMW) specifications are related to operating
system security:

a. DDS-2600-5502-87, Security Requirements for System High and Compartmented
Mode Workstations

b. DDS-2600-6243-92, Compartmented Mode Workstation (CMW) Evaluation
Criteria

c. DDS-2600-6216-91, Compartmented Mode Workstation (CMW) Labeling:
Encoding Format

d. DDS-2600-6243-91, Compartnented Mode Workstation (CMW) Labeling:
Source Code and User Interface Guidelines, Revision 1

3.8.5.1.6 Recommendations. The mandated standards are recommended.
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3.8.5.2 Electronic baishing. (This BSA appears in part 5, part 7, part 8, and part 10.) Elctr~onic
hashing services compute a condensed representation of a message or a data file, often used as a
measure of data integrity checking.

3.8.5.2.1 Standards. Table 3.8-42 presents standards for electronic hashing.

TABLE 3M942 Electronic b~ashine stan lrds____
Standard Sponsor Standard Standard status

Type Reference DoD
_____________________________(Lifecycle)

GPc NIST Seemg kash SWasWW (5HS) MIP P11 180- Masndated
1:1695 (Apro~,ved)

[PC ISO Hash Ratioaa. Past 1: Cmasta Model 10119-1:1994 infom~loa
(Appeovod)

IPC ISO Hash Fluncions. Past I Hash noacjonsa Usiag an, N -Bi 10118-2:1994 Infomtatoboasl

3.8.S.2.2 Alternate specifications. There are no alternative specifications.

3.8.5.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.81.5.2.4 Portability caveats. T-oitability problems with the existing specifications are unknown.

3.8.5.2.5 Related standards. FIPS PUB 180-1 supersedes FIPS PUB 180 and is required for use
with FIPS PUB 186,10igital Signature Standard.

3.8.5.2.6 Recommenuations. The mandated standard is recommended. FIPS PUB 180-1
specifies SHA, which can be used to generate a message digest. SHA is required for use with the
DSA as specifi.-J in FILPS PUB 186 and whenever an SHA is required for federal applications.
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3.&S5.3 Entity auther.lication. (This BSA appears in part 8, part 9, part 10, and part 11.) Entity
authentication standards address data, processes, systems, and enterprises.

3.8.5.3.1 Standards. Table 3.8-43 presents standards for entity authentication.

TABLE 3.8-43 Entity authentication stmndards ____

Standard Sponsor Standard Standard status
Type Reference DoD

CIPC DOD TmDDmo optrytrsEauto iei DOD 520D.28- Mu~ainlsed
STD: 1985 (Approved)

CPC asp Distributed computing Ha~vieoesne (DCE-) Seatsirty DXB 1.1 Security Maasd"Wo
servieso Services: 1994 (Approved)

oPC NIST Consilisee Dois Authentiation FP~S PUB Inforrimitional
113:1995 (Approved)

GPC NIST Entity Authentication Using Public Key Csypiognsplhy HP~tS PUB Emerging
1%6:1996 (Approved)

CPC 051' Ditriiulaed Coonsutrie PEniromoent (DCE) Rev. 1.2.2 DCE Rev. lotfounatiw,.1
1.2.2:1996 (Approved)

IPC ISO0 Fleanidl Troesactont -Re*d Backing Security 9807 lnforinatiweal
Requiruseneel for Mesagee Authentication (Approved)

n'C ISO BEltiy Athrisaidos, NMedhisusa - Puto I: C;uroe Model 9798-1:1991 Won"Noealos
(Approved)

IPC ISO Entity Auhnticeostios Medhassismis. Peut 3: Entity 9798.3:1993 lefooinaeaonel
Authentication Uisieg a Pnlic Key Algorithm (Approved)

GCc NIST Gusideline for Use otAdvanced AusntinndvaooeTedeaoclogy FIt'S PUB lnforimalionais
A~lessuatvvs 190:1"94 (Approed)

3 P IS 5.2Atratnpcfc tions Athercaio -are no alternaie Uspeifgicat 2194ionsntia
3 85 33 Sandrdsdefciecis.efcriso encisin henu exgoisting stadadsarmuknwn

3...34Por ilt cav Eatts. OSFD tCE estion - 1.1t's McauthentUicgat9on service is based on

Kerero Versio 5Sec50) urty disc not t ctally Aompatible with S020:1990. DCE 1.2.2adds
tetig ndoficalspprtfo Krbro er tision (Apmd
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3.8..3.5 Related standards. The following standards are related to entity authentication:

a. DOD NCSC-TG-017, Version 1, September 1991, Guide to Understanding
Identification and Authentication in Trusted Systems.

b. FIPS PUB 196, 11 October 1996.

FIPS PUB 196 becomes effective 6 April 1996. It is based on ISO/IEC 9798-
3:1993 and specifies two challenge-response protocols by which entities in a
computer system may authenticate their identities to one another. FIPS PUB 196
is for use in public key based challenge-response and authentication systems at the
application layer within computer and digital telecommunications systems.

3.8.5.3.6 Recommendations. The mandated standards are recommended.
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3.8.5.4 Security management. (This BSA appears in part 7, part 8. part 9, and part 10.)
Security management is a particular instance of information system management. Security
management provides supporting services that contribute to the protection of information and
resources in open systems in accordance with information domain and information security
policies. The basic elements that must be managed are users, security policies, information,
information processing systems that support one or more security policies, and the security
functions that support the security mechanisms (automated, physical, personnel. or procedural)
used to implement security services. For each of these elements, the managed objects that
constitute them must be identified and maintained. For example, users must be known and
relg i , security policies must be represented and maintained and information objects must be
Wort-. and maintained. Security policies, security services and security mechanisms are the first
classes of managed objects.

3.8.5.4.1 Standards. Table 3.8-44 presents standards for security management.

TABLE 311-44 Security manaaeument sta dards-
Standard Sponsor Standard Standard Status

Type Reference DOD

GPC DOD Tb O MWCmue y" vl" rtra DOD 520D.29. Mansdated
STD: 1985 (Approved)

Opt: DOD Trussed Network Interpretation NCSC.TO.005, Muoaseda
Versiont 1: 1987 (Approved),

OPC DOD Trusted Das~wu Massogemarst System Issserpmutsie of "ls NCSC-Tri.021, Meatdate
Trusted CornutereSystem Ealumiceist Critrias Version 1: 1991 (Approved)

CPC OSI' Distribsuted Comnpoing zsvnwraoss t MMCR Seassisy DCH 1.1 Sewuity Meardatod
Services Services: [994 (Approved)

[PC MJ-T The Directory: Procedures for Diaserilsued Operssson (X. X.S18: 1993 Intfooatsoeuil
ref: ISO 9594-4) (Approved)

CPC OSI' Distribtned Coroputissg nvimoantnen (DCE) Rev. 1.2.2 DCE Rev. lomooasionul
1.2.2:1996 (Approved)

[PC ISO/InC 051 Common Marisgaoent lufommation Setviesn (CM1S) 9595:1991/ lofoeoatioes
Defliknim. wilth Aroeroireet 4: Acme. Conterol AM4:1992 (Approved)

[PC ISO/IEC lofonoation Tedtomlogy - Open Systems btrerconeceion . 9596-1:1991 lnfoenstioosl
Comeon Manageirtnet ltfoonstine Protocol (CMII')- Pust (Approved)
1: Speeiflcotio (Incude. arnenornetor I sod 2 of ISO/IEC

___________ __________ M96-1:1990)
CPC NMP OMNIPoint I (Adopts ISO Profile Sets 11 183-X. 12059- OMNIPoint 1:1993 Infooeiational

X. snd 1290WX. includes ISO/IEC 10164.X) (Approved)

[PC ISO/IEC 031 Systsem Managemnent, Puet 7: Security Alsnoi 1016447:1992 Ir' 'ativosi
Reporting Ftunction ('sonic as ITUT X.736) ed) cd

[PC ISO/IEC 031 Systems Moogrgemot. Poet 8: Secturirv Audit Trail 10164-8:1993 Loloonrujonal
Prunrdio (same so ITU.T X.740) (Approved)

[PC ISO/IP.C 051 Systerm Manogmenot. Paort 9: Objecto sod Attributes 10164791995 Inforvetivol
for Acces Control (Approved)

[PC ISO 031 Bsoni Refecm- Mode. Pant 2: Seority Atehitecture 7498-2:1989 Infonostional
(same .. CCITT X.800:199 1) (Approed)

(IPC NIST Goverunreot Neetworkg Msoofenerie Profile (G NMP) [P[PS PUB1 79. lofonai'eonull
1:1995 (Approvd)
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Standard Sponsor Standard Stanuard Statuis
Type Rerle' Tce DoD

3.8.5.4.2 Alternate specifications. There are no alternative specifications.

3.8.5.4.3 Standards deficiencies. Deficiencies exist in standardization of security policy rule
representation; key management, including generation, distribution, and ac( )unting; audit
information formats; exchange of security management information; and remote security
management.

The DGSA principle of decision and enforcenent separaticn requires that the functions
determining how to enforce a security policy ard the actual i'nforcement of the policy be
implemented independently. That is, the enforcement mechalisms do not ne JI any knowledge of
security policy. Standards are needed for object class definitions for classes of managed objects
and for methods of representing security policy.

The DGSA calls for a separation mechanism, such as sepAration kernel, to 4iate all calls to
security critical functions to ensure that strict isolation i:, maintained. Star . ation of object
class definitions for management of critical functions used within the sepat. i kernel is needed.

"The present ISO/IEC 10164-7 "Security Alarm Reporting Function," and 10164-8, "Security
Audit Trail Function," standards were designed with network security in mind. Little work has
been done, either in standards groups or in products, on how to use these standards for general
system management (e.g., computer systeras and softwart'.

FIPS PUB 179-1 supersedes FIPS PUB 179. The present GNMP specifications require ISO
CMIS/CMIP to communicate management information and ISO OSI networking protocols.
Plans are for the GNMP eventually to provide a capability to integrate the present GNMP with
SNMP. One reason for this goal is the widespread use of SNMP.
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No Ada bindings exist for any of the ISO or consortia system management specifications.

The IEEE POSIX Security Working Group (formerly P1003.6) is defining security extensions to
the base POSIX interface standard (ISO 9945-1), to include support for audit, privilege,
discretionary and mandatory access control, and information labels. These have been
redesignated IEEE P1003. Ie and IEEE P1003.2c. The draft standards are still incomplete, and
the specifications may change.

The POSIX/Unix permission bits are inadequate for fine-grained control over exactly which users
can perform specified actions to particular files.

In the IETF, efforts to develop an acceptable security standard for SNMPv2 have been on hold
since September 1995 when the IETF SNMP Working Group failed to agree on the proposals
submitted. Since then, two sets of proposals for providing SNMPv2 security have emerged. The
first set of proposed specifications, the User-based Security Model (USEC), also referred to as
SNMPv2u, consists of two documents: RFC 1909, "An Administrative Infrastructure for
SNMPv2" and RFC 1910, "The User-based Security Model for SNMPv2." Both RFCs were
issued 28 February 1996 and are classified by the IETF as experimental RFCs. The other
proposal is known as SNMPv2*, which its proponents claim is heavily based on USEC. Neither
USEC nor SNMPv2* has been approved for a standards track by IETF.

3.8.5.4.4 Portabidty caveats. The structure of certain traditional UNIX directories, such as the
familiar "/tmp," "/usr/spool," and "/usr/spool/mail" directories will have to change to
accommodate the P1003. le and P1003.2c security standards. This is because these are
directories to which all users have access and to which many programs write. A change in the
way programs write to directories has the potential for causing software portability and systems
administrator portability problems.

The traditional UNIX permission bits that have been carried into POSIX are inadequate for
defining exactly which user can perform specific actions on specific files. Eliminating the
permission bits in favor of Access Control Lists could make the secure POSIX systems
incompatible with non-POSIX compliant systems and many applications.

OSF DCE Version 1. I's authentication service is based on Kerberos Version 5 (RFC 15 10), but is
not totally compatible with RFC 1510. DCE 1.2.2 adds testing and official support for Kerberos
Version 5.

3.8.5.4.5 Related standards. ISO/IEC 9945-1 as profiled by FIPS PUB 151-2 is related to IEEE
P1003.1e and IEEE P1003.2c.

3.8.5.4.6 Recommendations. The mandated standards are recommended.

All IEEE P 1003.1e and IEEE P 1003.2c security systems should incorporate Access Control Lists
as an optional feature in addition to permission bits (not "in place of" permission bits). The
incompatibilities between the two access control methods (permission bits and access control
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lists) are not resolvable. The best method for resolving the overall problems seem to be
incorporation Access Control Lists as an optional feature on top of permission bits. The
permission bits would represent the lowest common denominator of security, showing the
maximum amount of openness possible in a system. Organizations needing only the lowest level
of security could continue to use the familiar permission bits and associated "chmod" command.
Use of access control lists will require a change in security policy such that access is granted if
and only if permission is granted and access control permits it.
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3.±5.5 Operating system security labeling. (The BSA appears in part 8 and part 10.)
Operating system security labeling provides a security labeling service in support of end system
processing. This service is required to support similar or shared service for all other MSAs
having security labels. This service includes any translation services to support other MSAs,
achieve host system independence, or protect host identity.

3.8S.5.1 Standards. Table 3.8-45 presents standards for operating system security labeling.

TABLE 3.8-45 Operatinh system security labeling standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
Gpc DOD The DOD Trded Coter Systums Evaluzw Crga DOD 5200.29. Mandated

STD: 1985 (Approved)

GPC DOD CMW Labeling: Fnaoding Fotnat DDS-26006216- lnfonnaldioal
91 (Approved)

GPC DOD CMW Labeling: So Code ad Umr Interfaem DDS-260D-6243- Infounnaiona
Guidelinea, Revision 1 91 (Approved)

GPC DOD Compartmented Mode Workewtion (CMW) Evuluation DDS-2600-6243. odooneational

Coitera 92 (Approved)

3.8.5.5.2 Alternate specifications. There are no alternative specifications.

3.8.5.5.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.8.5.5.4 Portability caveats. Portability r-oblems with the existing standards are unknown.

3.8.5.5.5 Related standards. DOD 5200. I-R, "Information Security Program Regulation," June
1986, establishes DOD policy for security classification, declassification, and marking of DOD
information. It also contains DOD policy for safeguarding of classified information, including
accountability, storage, transmission, and destruction of the information.

3.8.5.5.6 Recommenduitions. The mandated standard is recommended.
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3±L6 D~strbuted system services, Distributed systam management services allow systems
and/or enterprises to be managed from any node in the enterprise. In some cases an enterprise
may be managed as a single unit, but management tasks can be performed at any node. In other
cases, the enterprise may be split into multiple domains, each having its own management system,
but the different management systems can cooperate with each other and exchange and use each
others management information.

3±L6.1 Distributed file services. (This BSA appears in part 8 and part 1 1.) Distributed file
services (DFS) is a distributed client/server application, built on the underlying DICE services. It
takes full advantage of the lower-level DCE services (such as RPC, Security, Threads, and
Directory) and the distributed computing system. DFS provides many advantages over
centralized systems. It provides a higher availability of data and resources, the ability to share
information throughout a very large heterogeneous system, and efficient use of special computing
functionality. Files are made highly available through replication, or caching, making it possible to
access a copy of a file even when one of the machines on which a file is stored goes down.
Further, users are able to work with unfamiliar file systems without having to know the unique
commands for each system.

File Transfer, Access, and Management (FTAM) allows for the effective transfer, access, and
management of different file types on remote systems by creating a virtual filestore that emulates
the file services offered by existing file service systems.

Remote file access is the ability to access and/or change a file type or content at a location other
than the user's. Remote file access is associated with distributed processing/client-server
architectures, and is not used in host-terminal architectures.

3.8.6.1.1 Standards. Table 3.8-46 presents standards for distributed file services,

________ TABLE 3.8-46 Distributed file services standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

CC O Distributed Computing Environment (DCEI Distributed DCE 1.1 DFS:1994 (Lincyle
File Service (OPS) (Approved)

((PC DOD DoD Staindadized Pmofilea.. File Transfer, Access and MIL-STD.2045- lnfomnalioeal
Management (PrAM) Parts 1.4. .,od S (Reforenoe. ISO 17508.- Parts IA4 (Appro~ed)

8571 part 1-5) and 5: 7/94 _______

CPc X/OPeo Protocols for XA~penPC Inerorkoddg: SMB. Ve;=nio2 C209 (10192) Ioformaionai-
(ApprovrdI

CPC X/Opon Protocelsfor X/Open Ilnterorking: XNFS.Issue 4 C218 (10/92) Informational
(Approoved)

NPC IEP.E OSI API- File Transfe,r Acce.,, and Managerncot (FTAM) 1238,1:1994 Informatioens
(C Language) (Approved)
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3.8.6.1.2 Alternative specifications. The only other available specifications are proprietary.

3.8.61.3 Standards deficiencies. Limited-Purpose File Transfer, Access and Management
(FTAM) subsets do not provide file access capabilities. Only Full-Purpose FTAM subsets provide
such capabilities. Limited-Purpose FTAM subsets cannot interoperate fully with Full-Purpose
FrAM subsets.

IEEE Transparent File Access (TFA) addresses the POSIX.I refinements needed for file access,
but ignores the behavior of other facilities needed for file access between nodes, such as signals.

The Remote File System (RFS) is associated mostly with Unix-based systems rather than with
heterogeneous operating systems on legacy systems as the Network File System (NFS) is.

NFS security uses the not very secure traditional Unix authentication and permissions. Secure
NFS is not as secure as it could be because it ships security information around the network.

Although the Andrew File System (AFS) can provide good networked performance because it
supports client caching, this requires large amounts of memory and disk buffer space, as well as a
potentially long time for the first remotely accessed data to be downloaded.

3.8.6.1.4 Portability caveats. The SVID provides facilities for getting file system information
about a mounted file system, but none of the SVID functions ("statvfso," "sftatvfsO," and
"ustato") are compatible with OSF/l's comparable functions ("statfso, "fstatfsO," and "ustato").
X/Open specifies enhancements to the "popen" and "pclose" system calls.

Because TFA does not go beyond the POSIX 1 refinements needed for file access and address the
behavior of other facilities (e.g., signals) between nodes, a portability risk exists in using TFA
between nodes. The TFA has two specifications, full TFA (which provides all of the file access
services specified in ISO 9945-1) and Subset TFA (which defines file access semantics, which are
less stringent than POSIX requires. Subset TFA also is designed for use with non-P1003.1 file
systems. Consequently, it is possible to have two systems compliant with TFA, which are not
compatible with each other, and which also may not be totally compatible with the core POSIX. 1
file system.

The AFS is a superset of NFS, and IEEE TFA is a superset of AFS and NFS. Thus, a little
backward compatibility exists between TFA and AFS and between AFS and NFS.

Systems using different FTAM subsets cannot be assured of portable applications or
interoperability.

3.8.6.1.5 Related standards. The following standards are related to distributed files or
distributed file standards:

a. ISO 9945-1:1996: (POSIX.1) System Interfaces.
b. IEEE 1224:1993: OSI Abstract Data Manipulation - API.

April 7, 1997 3.8-99 Version 3.1



Informitinn Technolnog Standards Guidance Opmtirnt Swttm Services

c. IEEE P1351: Association Control Service Element (ACSE) API.
d. RFC 1057: ONC Remote Procedure Call (RPC).
e. OSF:DCE RPC.

3.S.6.1.6 Recommendations. The OSF Distributed Computing Environment (DCE) Distributed
File System is recommended for distributed computing environments based on TCP/IP.

MIL-STD-2045-17508 is recommended for legacy systems interoperability. Parts 1, 3, and 6 of
the MIL-STD support only the Limited-Purpose FTAM (simple file transfer and management)
system. This system does not provide file access capabilities. The MIL-STD-2045-17508, parts
4 and 5 support Full-Purpose FTAM (Positional file transfer, simple file access, and
management)) system. Users requiring remote file access capabilities, basod on OSI standards,
should use parts 1, 4, and 5 of the MIL-STD.

An API to FrAM is provided by IEEE 1238.1.
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3.8.6.2 Remote login. (This BSA appears in part 8 and part 11.) Remote login is the ability of a
user from a local macbin, to be an authorized user and access a remote machine.

3.8.6.2.1 Standards. Table 3.8-47 presents standards for remote login.

- ______ ~TABLE 3.847 Remote login standards____
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifeccle)

[PC lAS MUNETr Protocol Struedaid UtF'C- Mandate
8S4ARFC-855 (Approved)

EPC LAB Host Roqoimramnine Standard 3AItFC- Mandated
I l22AFC-l 123 (Approved)

[PC ISO OPen syuste W~mdionrotol Spedfcaon for 8650:1958 infomattouai
the Ausociation Control Service Elemo (ACSE) (Apmxoved)

OPc DOD DoD SLauragdstizcProfile - hnow ReLmote LA&iProfile M1L-STD.2fl45- Informfitmia
for DoD Conumamicatiom (Referarncog lAB SWt 8 (RPC 17506:7t94 (Approved)

[PC ISO OpenSyabrou bteroorteacdon.VsmibWTemnial Brasc 9041:1990 [ofouroaticoal
cim Prtocol(Approved)

[PC ISO Opea System ncnection-Boaic cworetonOtdated 8822:1989 idoomaonat;;
Presentation Service Deflirtton (Approved)

IPC ISO Oae System Iloerooaion-Cowtearion-Oriented 8823:1989 iofomitonalu.
protocol(Approved)

[PC IS0 Open Sylstem haroecaone.Conoction-Catiedss 9327:1987 loforruational
Smsoick Protocol (Approved)

3.8.6.2.2 Alternative specifications, None

3.8&6.2.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.8.6.2.4 Portability caveats. A procurement may specify Simple Systems or Forms-Capable
Systems or both. However, the two systems cannot interoperate, and applications are not
portable from one system to another. Each system is distinguished by the VT profile it supports:
a Simple System supports the TELNET profile, and a Forms-Capable System supports the Forms
profile. The Basic Class VT protocol is required in all cases; it operates independently of the
Simple or Forms-Capable Systems.

3.8.6.2.5 Related standards. None

3.8.6.2.6 Recommendations. AUi new systems and systems undergoing major upgrades should
use the Internet Architecture Board (lAB) STD 8 (RFC 854 and 855) and LAB STD 3 (RFC
1123). Those persons conducting procurements that involve lAB standards should review the
latest version of the lAB official protocol standards list to ensure that the appropriate RFCs are
specified.
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The OSI Virtual Terminal (VT) standard is recommended for legacy systems intercperability. A
clear migration path to page, scroll, graphics, and mixed mode virtual terminal profiles that are
being defined by the OSE Implementors' Workshop (OIW)/NIST should be required. Otherwise,
systems capable of employing only TELNET and Forms will not interoperate with future VT
systems. The "rlogin" facilities are delivered with Berkeley BSD-based UNIX operating systems.
Those facilities are not in the System V Interface Definition (SVID).

Lurrently, a Simple VT and a Forms-Capable VT exist. Few vendors have implemented a simple
version of VT. Procurements need to determine if Simple or Forms-Capable VT Systems are
sufficient for the application. No tests have been developed for VT to test conformance. Remote
login is associated with distributed processing/client-server architectures. It is not used in host-
terminal architectures.

No standards exist for VT API. A procurement for a VT final system must include a vendor's
offering of virtual terminal API. This API should accommodate as many VT types as possible.
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3.8.6.3 Remote shell execution. Remote shell execution services are facilities to execute an
operating system shell remotely.

3.8.6.3.1 Standards. Table 3.8-48 presents standards for remote shell execution.

TABLE 3.8-41 Remote shell execution standards

Standard Sponsor Standard Standard Status
Type Reference DoD

I (Lifecycle)

CPN-C Bod ecqPAP edqUi- nofidr

3.8.6.3.2 Alternative specifications. Alternatives include any implementation of Berkeley Unix
with the Transmission Control Protocol/Intemet Protocol (TCP/IP) and OSF/I's "rsh" and "rshl"
functions.

3.8.6.3.3 Standards deficiencies. IEEE 1003.2 does not include "rsh/rshl."

3.8.6.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.8.6.3.5 Related standards. No standards are related to remote shell execution standards.

3.8.6.3.6 Recommendations. The only standards available are consortia and de facto
specifications; they are equally attractive options. Selection may be based on the use of other
specifications from the same source.

The "rsh/rshlr is one of the "remote" commands (often called the "r" commands) developed for
Berkeley Unix 4.2. The "r" commands are not specified by any consortia specification and have
been removed from X/Open products.
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3.86.4 Remote procedure call. (This BSA appears in part 8 and part 1 1.) Remote procedure
call (RPC) is a communication service to transfer procedure calls to a remote server and return
results, errors, or associated call backs (ECMA 127). The RPC extends the local procedure call
to a distributed environment. In a RPC, a process can invoke a remote procedure as if it were
invoking R local procedure. SC21/WG6 proposes to address RPC using Inter._-e Definition
Notation (IDN) that is based on abstract data types rather than on a union of: .graniming
language-specific data types.

3.8.6.4.1 Standards. Table 3.8-49 presents standards for remote procedure call.

TABLE 3."-49 Remote procedure call standards
Standard Sponsor Standard Standard Status

Type Reference DoD
1 Lifec•,cle)

Cd c iffe XROpP DCE: ReoC poncduae call C309 (8a94) avfoamilibna.
I ~(Approved)

cp UJ Opeo Network Competig (sLYN ONC) Remote Procedme RFC 1057:19gg inormational

3.8.6.4.5 Reae tandards eiinis. T eiinisi he follow ing standards are relaedotwRPC

a. Common Language Independent Data Types (CLID) (ISO (144).

b. Common Language Independent Procedure Call Mechanism (CLIP or CLIPCM).
SC22/WG 11 has recommended that there should be a cross reference between the
standards.

c. NIST fIPS 146-1:1991: Government Open Systems interconnection Profile
(GOSIP), 150 8822, A 50 8823 (SIA-5.8) Presentation (Layer 6), Session (Layer

5) ISO 8327 (SIA-5.9).
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d. NIST FIPS 146-2 POSIT: May 1995.

3.8.6.4.6 Recommendations. The Open Software Foundation (OSF) Distributed Computing
Environment (DCE) is recommended. A migration path to the ISO RPC also should be required
as soon as that standard is in final form.

The IEEE P1003.21 draft standard includes interfaces for the support of request/response
services.
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3.8.6.5 Protocol-lndependent transport service. This defines a protocol-independent
application interface to enable one process to communicate with another local or remote process
over a network.

3.8.6.5.1 Standards. Table 3.8-50 presents standards for protocol-independent transport service.

TABLE 3.8-50 Protocol-indevendent transo serce standards

TypeReeec o

CP XADF- SiW UNIX S•dici Namkingm Sewkm, Vei 52 2,7 E9

3.8.6.5.2 Alternative specifications. The following specification is available:

a. SAE ARD 50067 Draft: Avionics Operating System API Requirements.

3.8.6.5.3 Standards deficiencies. The IEEE P 1003. 1 g draft standard is an API for process-to-
process communications, utilizing the X/Open Transport Interface (XTI) or the Berkeley Sockets
interface. Although IEEE P1003.lg will be sufficient for many application domains, the standard
does not address many of the functions required by many real-time applications. Among these are
multicast services, heterogeneous communication, message priorities, typed messages, lightweight
directory services, explicit buffer management, asynchronous interactions, bounded blocking, and
event management, all of which are addressed in the IEEE P1003.21 standard.

3.8.6.5.4 Portability caveats. IEEE P1003.1g addresses two existing interfaces: the X/Open
Transport Interface (XTI) and the Berkeley Sockets interface. In order to maintain the portability
of existing applications in XTI and Sockets, both interfaces are required to be supported in any
conformant implementation. In addition, IEEE P1003. lg is limited to transport protocols that are
compatible with XTI and Sockets. The IEEE P1003.21 draft standard includes mappings to
additional protocols, including XTP and SCI.

3.8.6.5.5 Related standards. The following standards are related to protocol-independent service
standards:

a. ISO/IEC 9945-1:1996: POSIX Part I - System Application Program Interface
(Includes realtime and threads).
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b. IEEE 1224:1993: OSI Abstract Data Manipulation - API.

c. IEEE 1224.2:1993: Directory Services - API.

d. IEEE 1238.1:1994: OSI Applications Program Interface - FTAM.

e. IEEE 1351:1994: Association Control Service Element (ACSE) and Presentation
Layer Services - API.

3.8.6.5.6 Recommendations. The IEEE P1003. Ig draft standard is composed of a common
language-independent specification with two C-language bindings: one compatible with the
X/Open Transport Interface (XTI), and one compatible with the Berkeley Sockets interface. The
IEEE P1003.5c draft standard is the corresponding Ada language binding for XTI and Sockets.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.7 System management services. Centralized system management services refer to services
that allow systems and/or enterprises to be managed from a single, centralized point Distributed
system management services refer to services that allow systems and/or enterprises to be managed
from any node in the enterprise, in a variety of ways. In some cases an enterprise may be
managed as a single unit, but management tasks can be performed at any node. In other cases, the
enterprise may be split into multiple domains, each having its own management system, but the
different management systems can cooperate with each other and exchange and use each others'
management information.

3.8.7.1 System administration and management APIs. (This BSA appears in part 8 and part
9.) Operating system-based system administration standards provide interfaces to traditional,
centralized operating system administration services and utilities. System management APIs refer
to standardized Application Programming Interfaces that can be used by system and network
managers and application developers to manage a system or network. They also are used to
develop a system or network management application, without having to resort to writing third-
generation language code or UNIX/POSIX shell scripts to perform the same functions on
different machines. In this sense, system and network management APIs are considered
productivity tools for system managers and system management application developers.

3.8.7.1.1 Standards. Table 3.8-51 presents standards for system administration and management
APIs.

TABLE 3.8-51 System administration and manapement APIs standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_Lifecycle)

CPC XjOpae Management Protocol Profiles (XMPP) C206 (11/93) Adopted
(Approved)

CPC NMF OMNIPoint 1 (Adopts ISO ProfileSets 11183-X, 12059- OMNIPoint 1:1993 Adopted
X. and 12060-X. includes ISO/IEC 10164-X) (Approved)

NPC IEEE Open Systems Interonnection (0S8) Abstract Data 1224:1993 Adopted
Manopullaiont. Application Program Interface (API) (Approved)

- - ~(1,ammeate Irdevendent)--
NPC IEEE POSIX System Administrtion. Part 2: Software 1387.2:1995 Informational

Administration (fonmer P1003.7.2) (Approved)

NPC IEEE POSIX: System Administration -Paut 3: User and Group 1387.3:1996 Informational
Admiisration (Approved)

S........... .......... .1.. i l8 I ii

1)( 4ý . C5-17.

3.8.7.1.2 Alternative specifications. The following specifications are also available:
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a. Groupe Bull: Consolidated Management Architecture (CMA), on which X/Open's
XMP and OSF's CM-API are based.

b. Tivoli Systems: Objcall API, which is incorporated in MRB which is based on
Tivoli. NOTE: A high-level API, such as the Tivoli Systems' "objcallr API is more
suited for application development and integration than for management tasks such
as long-term monitoring of system devices.

c. Tivoli Systems: Application Programming Interface (API) to objects.

d. Berkeley Unix.

e. OSF: OSF/I.

3.8.7.1.3 Standards deficiencies. All traditional Unix system administration is difficult. Neither
System V system administration facilities nor Berkeley Unix system administration facilities were
designed for a distributed networked environment. Traditional Unix system administration is not
object-based and is not easily extendable.

3.8.7.1.4 Portability caveats. The traditional AT&T/USL system administration facilities are
largely different from and incompatible with the traditional Berkeley Unix system administration
facilities.

UI specifies the AT&T/USL system administration for the SVID. OSF provides the Berkeley
Unix system administration facilities for OSF/l, except for the System V accounting facilities. The
SVID and OSF/I system administration interfaces, configuration files, and procedures are
incompatible. Most of the shell scripts written for SVID-based Unix will not be portable to
OSF/1 systems. The many system administration configuration files required by POSIX and Unix
are not portable across different machines.

3.8.7.1.5 Related standards. The following standards are related t(, traditional operating system
administration:

a. ISO IS 9595/9596/CCITT X.7 10/711: CMIS/CMIP (Common Management

Information Service/Protocol).

b. ISO IS 7498: 1986/CCITI X.700: Management Framework.

c. ISO IS 10040:1991: Systems Management Overview.

d. ISO IS 10164-1:1993/CCFI1 X.730: Object Management Function.

e. ISO IS 10164-2:1993/CCIT'I X.731: State Management Function.

f. ISO IS 10164-3:1993/CCITT X.732: Attributes for Representing Relationships.
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g. ISO IS 10164-4:1992/CCITT X.733: Alarm Reporting Function.

h. ISO IS 10164-5:1993/CCITr X.734: Event Report Management Function.

L ISO IS 10164-6:1993:Log Control Function.

j. ISO IS 10164-7:1992/CCITF X.736: Security Alarm Reporting Function.

k. ISO IS 10164-8:1993 Security Audit Trail Functio, .

L ISO IS 10164-12:1994 Test Management Function.

m. ISO IS 10165-1:1993/CCITT X.720: Structure of Management Information.

n. ISO IS 10165-2:1992/CCITT X.721: Definition of Management Information.

o. ISO IS 10165-4:1992/CCITT X.722: Guidelines for the Definition of Managed
Objects

p. ISO DIS 10181-2.2:1993: Authentication Framework.

q. 150 8824:1990: (Edition 2) Specification of Abstract Syntax Notation I (ASN. 1).

r. ISO 8825:1990: Specification of Basic Encoding Rules for ASN. 1 (BER).

s. NIST FIPS 146-2: POSIT (for ASN. I and BER (related to ISO 8824 and 8825)).

t. NIST FIPS 158-1: X Window System (X 1I Version 5).

u. NIST FIPS 179-1: Government Network Management Profile (GNMP).

v. IEEE P1003. le: Security Interface Standards for POSIX.

w. X/Open: G207:9/93: Systems Management Reference Model

x. X/Open: G303:9/93: Systems Management: Managed Object Guide (XMOG).

3.8.7.1.6 Recommendations. The PM should plan to use X/Open's XMPP as a common API to
CMIP and SNMP. X/Open, Unix International, and OSF specify the same API, although they call
them by different names (XMP and CM-API). The XMP and CM-API hide some of the
differences between CMIP and SNMP and eliminate the need to learn two different syntaxes to
access both protocols.
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The OMNIPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
Version 3.0 of the NIST Application Portability Profile.
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3.8.7.2 User/group identification. (This BSA appears both in part 8 and part 9.) User/group
identification services provide traditional system administration interfaces for administering users
and groups. These services are mechanisms for system and network administrators to use when
implementing a management policy across a system. Administrators can use the services to
establish domains and policies for management throughout the system. They can provide the
ability for applications to access group and user databases. Users can set up their own areas of
management and policies or use system defaults that are included in management services.

3.8.7.2.1 Standards. Table 3.8-52 presents st-ndards for user/group identification.

TABLE 3.8-52 User/croup identification standards
Standard Sponsor Standard Standard Status

Type Reference DoD
, t(Lifecy'ele)

IC [SO/IEC N5 yAO opentwag Systm InAsfe (POSM Pan 1 9945-h:996 MMLlde
System API (Rteplsace ISO 9945-1:1990 and incorportles (Approved)

i 1003.1b. 1003..c snd I O03.Ii)
CPN-C Mirmuof Window Muaptsemat and Grapitics Device Intedrae, Win32 APIs mardated

Voime I Mirwoft Win32Progr$smmewn Reference (Approved)
- - acsa 1993, Microsoft Press .s- -

NPC IM POSIX: System Adminisntstion. Pat 3: User xdWOrop 1387.3:1996 Fm eqg
Administrldon (Approved)

NPC IEEE Portsesi Operating Systrem laterface (POSIX) • Past 1: 1003.1b:1993 Infonratioeal
System Application Progrun Intoifs (API) Amendment (Approved)

1: Realtime Extension (C bcslae)
NPC IEEE POSIX Pest h Sysem Application Program loterfc 1003.1i:1995 Informttoonal

(API) - Amend: Teodhical Conigonda to Real Time (Approved)
Extension IC LA___U__e]

GPC NIST Comp~r Security Ouideline for Implementing the FIPS PUB 41:1975 Inforiational
Privecy Act of 1974 (Approved)

GPC NIST Guidelines on Evaluation of Tedciqaca for Automated FIPS PUB 48.1977 informalional
Personal Identificetio n (Approved)

3.8.7.2.2 Alternative specifications. The following specifications are also available:

a. Berkeley Unix: Centralized User and Group Management.
b. OSF/I O.S.: Centralized User and Group Management.

3.8.7.2.3 Standards deficiencies. User and group management in the SVID, OSF/I, and
Berkeley Unix is designed for a centralized, single machine environment. No Ada bindings exist
for user and group management standards.

3.8.7.2.4 Portability caveats. System V Unix and the SVID use the commands "useradd" and"groupadd" to add a new user or group to the system. The OSF and Berkeley Unix use the
commands "adduser" and "addgroup" to do the same thing.

Although the functionality defined by P1387.3 is based on historical user and group administration
practice, no commercial products which conform to the (draft) standard are available as yet.
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3.8.7.2.5 Related standards. The following standards are related to user and group management
or user and group management standards:

a. ISO/IEC 9595:1991: CMIS.

b. ISO/IEC 9596:1991: CMIP.

C. ISO/IEC DIS 11578.2: RPC.

d. Network Management Forum: OMNIPoint 1.

e. Internet RFC 1155: Structure and Identification of Management Information for
TCP/IP-based Intemets.

f. Internet RFC 1157: Simple Network Management Protocol.

g. Internet RFC 1213: Management Information Base for Network Management of
TCP/IP-based Interaets (MIB-II).

3.8.7.2.6 Recommendations. The mandated standards are recommended.
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3..7.3 Accounting nanagemnent. (This BSA appears in part 8 and part 9.) Accounting
management services provide the ability to cost services for charging and reimbursement. An
effective cost management system should contribute to the development of a sound investment
strategy that recognizes and evaluates cost and alternatives. The services should also provide for
the ability to measure and prioritize resource usage and to monitor assets and maintain costing
records for chargeback purposes. Costs of information technology services should be capable of
being apportioned to users, and reports of those costs should be capable of being provided to
management and customers.

3.8.7.3.1 Standards. Table 3.8-53 presents standards for accounting management.

TABLE 3.8-53 Accounting management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

I ISO/EEC Ost Systems Mttemtat, Put 10: use e 10164-10:1995 Adopted
FPaudfin for Acoentung ttiswpos (Approved)

IPC ISOIEC 0SI Systems Mtaagemat, Pan 13: Summnlieton 10164-13:1995 Adopted
FIIuion (Approved)

OPC NIST Gaidfcle for Developing and Implemem; a Chargig .IPS PUB 96:1982 Adopted
System for Dat Prooeaulag Seicts (Approved)

3.8.7.3.2 Alternative specifications. The following soecifications are also available:

a. OSF/1 O.S.: Centralized Accounting Mgmt.
b. Berkeley BSD 4,3 Unix.

3.8.7.3.3 Standards deficiencies. A variety of different chargeback systems are using different
metrics and methods that are causing compatibility problems within agencies and services. The
Unix accounting functions are designed for a single machine environment.

The present ISO 10164-10, "Accounting Metering Function," and 10164-13, "Summarization
Function," standards were designed with a networked system configuration in mind. Little work
has been done in standards groups or products to determine how to use these standards for host
configuration management.

Although several standard libraries of object classes that allow a common view of network
resources are planned, few are currently available or sufficiently complete. For example, these
library specifications have incomplete object definitions for modems, OSI routers, and transport
connections,

The ISO standards require ISO CMIS/CMIP for the communication of management information
and ISO OSI networking protocols, and do not interoperate with TCP/IP.

No Ada bindings exist for any of the ISO or consortia system management specifications.
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3..7.3.4 Portability caveats. OSF/l uses the System V Unix accounting facilities. Although the
OSF/Il and System V accounting systems differ, and each operating system has extra accounting
functions, the use of the same accounting facilities eliminates one source of incompatibility.

3.8.7.3.5 Related standards. The following standards are related to accounting management or
accounting management standards:

a. ISO/IEC 7498:1986: Management Framework.

b. ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if FTAM functionality are required.

c. ISO/IEC 8650;1988: ACSE, as specified in GOSIP Version 2, Section 4.2.7.1, as
modified by the NMSIG agreements in Part 18 of the OIW Implementors
Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation I (ASN. 1).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN.1.

f. ISO/IEC 9041:1990 (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: ROSE, as specified in the Remote Operations Part 1: Model
Notation and Service Definition (ROSES), and the Remote Operations Part 2:
Protocol Specification (ROSEP), and as modified by the NMSIG agreements
clause 6.5.

h. ISO/IEC 9595:1991 CMIS.

i. ISO/IEC 9596:1991 CMIP.

j. ISO/IEC 10165-1:1993: SMI.

k. ISO/IEC 10165-2:1992: DMI.

1. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

m. ISO/lEC DIS 11578.2: RPC.

n. CCITT X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.
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0. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API -C
Language Binding.

q. NIST OSI Implementors Workshop (OIW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7 of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for

Intemets based on TCP/IP.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1213: Management Information Base for Network Management of
TCP/IP-based Interaets (MIB-II).

u. Network Management Forum: OMNIPoint 1.

v. X/Open: OSI-Abstract-Data Manipulation API (XOM) (Object Management).

3.8.7.3.6 Recommendations. To build or procure account management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications within the ISO 10164 and 10165 standards that are related
to these requirements. Finally, they must explicitly include the requirements and the related
standards in the RFP.

In the future, the NIST plans to provide a capability in the GNMP to integrate the present GNMP
with SNMP.
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3.8.7.4 System configuration. (This BSA appears both in part 8 and part 9.) System
configuration services is a representation of the components and component parameters of a
computer system (e.g., memory boards, amounts of memory, memory addresses, particular
interrupts, networks, network addresses, and specific peripherals such as keyboards, disk drives,
terminals, mice or other input devices, and specialized instruments). Clearly, every computer
must have a way to do this. System configuration also refers to the automation of this procedure
(i.e., automated system configuration) and the ability to configure the system on-line. On-line
configuration refers to the ability for system administrators to make dynamic configuration
changes, while users are working on-line, rather than having to take the system down.

3.8.7.4.1 Standards. Table 3.8-54 presents standards for system configuration.

TABLE 3.8-54 System configuration standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

cN OMNit I (Adoph ISOPole sets 11 ISMX 12059- OMNlPoit 1:1993 Adopted
X, and 12060-X, inchlude ISO/IEC 10164-X) (Approved)

[PC ISO/lEC (0[ Syaterm Management Poet 1: Object Maragement 10164.1:1993 Ifornanitroel
Flection (Approved)

IPC ISO/IEC Osi Systems Manegeaeat, Part 2: Stae Mwagement 10164-2:1993 Informational
Function (Approved)

IPC ISO/AEC OSI Systeme Maageniemt, Put 3: Attnribte for 10164.3:1993 Ifoeeatiormil
Re-presrting Relationthipe (Approved)

IPC ISO/IEC OSI Systems Munemernt, Put 12: Teat Management 10164-12:1994 lnformational
Function (Approved)

GPC NIST Government Network hMaagement Peefile (GNMP) PIPS PUB 179. Informational
1:1995 (Approved)

3.8.7.4.2 Alternative specifications. No other consortia or de facto specifications are available.

3.8.7.4.3 Standards deficiencies. The present ISO 10164-3, "Attributes for Representing
Relationships," and 10164-12, "Test Management Function," standards were designed with
network configuration in mind. Theoretically, these standards should be able to be used for
configuration management of any computer system. Until now, very little work has been done in
this area, either in standards groups or in products. Exactly how these standards should be used
in host management is undetermined.

Versions 1.0 and 2.0 of the GNMP specify only network management capabilities. Not until
Version 3.0 is available will the GNMP specify the management information required for general
system management, such as host computer configuration and management, operating systems
management, and database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communication of management information and ISO OSI networking protocols. Plans are for the
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GNMP to provide a capability to integrate the present GNMP with SNMP also. One reason for
this goal is the widespread use of SNMP.

No Ada bindings exist for the configuration management standards or consortia specifications.

3.8.7.4.4 Portability caveats. Unknown

3.8.7.4.5 Related standards. The following standards are related to system configuration or
system configuration standards:

a. ISO/IEC 7498-4:1989: Management Framework.

b. ISO/IEC 8571:1988: File Transfer, Access, and Manrgement (FTAM), v
specified in GOSIP Version 2 Sections 4.2.7.2 and 5.3.1, if FTAM functionality
are requirrlA.

c. ISO/IEC 8650:1988: ACSE, as specified in GOSIP Version 2, Section 4.2.7.1, as
mod-iied by the Network Management SIG (NMSIG) agreements in Part 18 of the
OS! Implementors' Workshop (O0W) Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation I (ASN.1).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN. 1.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specifit d in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: Remote Operations Service Element (ROSE), as specified in
the Remote Operations Part 1: Model Notation and Service Definition (ROSES),
and the Remote Operations Part 2: Protocol Specification (ROSEP), and as
modified by the NMSIG agreements clause 6.5.

h. ISO/IEC 9595:1991: CMIS.

i. ISO/IEC 9596:1991: CMIP.

j. ISO/IEC 10165-1:1993: Structure of Management Information (SMI).

k. ISO/IEC 10165-2:1992: Definition of Management Information (D1.M).

I. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

M. ISO/IEC DIS 11578.2: Remote Procedure Call.
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n. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

o. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
Language Binding.

p. Comite Consultatif International de Telegraphique et Telephonique (CCFIT)
X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 mid 5.3.2, if message handling functionality is required.

q. NIST OSI Implementors Workshop (OIW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7 of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for

TCP/IP-based Internets.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1213: Management Information Base for Network Management of
TCP/IP-based Interaets (MIB-II).

u. X/Open: C315:5/94: OSI-Abstract-Data Manipulation API (XOM) (Object
Management).

3.8.7.4.6 Recommendations. OMNIPoint I is recommended. The OMNIPoint program defines
a collection of specifications for the management of network and distributed systems using open
standards and specifications.

To build or procure configuration management applications, users must identify the system
management functions that are applicable to their requirements. Then they must identify the
various ISO 10164 and 10165 standards whose specifications are related to these requirements.
Finally, they must include their explicit requirements and the related standards in the RFP.
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3.8.7.5 Communication of management information. (This BSA appears in part 8 and part 9.)
Communication of management information refers to a mechanism and protocol with extensions
specifically geared to the communication of data and information used by system management and
network management applications for monitoring and controlling resources. This management
information may be shared between management processes and structured according to the
requirements of those processes.

3.8.7.5.1 Standards. Table 3.8-55 presents standards for communication of management
information.

TABLE 3.8-55 Communication of management information standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC IAB Simple Network Musagment Protocol (SNMP) Standard I5/RFC- T Mandated

1157 (Approved)

GPC DOD DoD Standadizmd Profiles - Internet Network Managmenet MIL-STD-2045- Inforfmlona
Profile for DoD Coumnunications 17507:7194 (Approved)

CPC NMF OMNIPoint I (Adopts ISO Profile Sets 11 183.X, 12059- ONINIPoint 1:1993 Informational
X. mad 12060-X includes ISO/AEC 10164-X) (Approved)

IPC ISO/IEC OSI Common Mmanement Information Services (CMIS) 9595:1991/ Informational
Definiin, with Amrmfioent 4: Ameas Control AM4:1992 (Approved)

[PC ISO/IEC Infomiation Teodiology - Open Systerms Intercoeetdioo- 9596-1:1991 Infomsational
Cotnoc Mooqanesa Issoari•sdo Protocol (CMIP) - Part (Approved)
I: Specillcation (Includes amendent Iand 2 of ISO/IEC

9596-1:1990)
[PC ISO/IEC Elements of Maageqnent Info•tation Relating to OSI 10733:1993 informatioeal

Network Layer Standards (Approved)

IPC ISO/EEC Elements of Manageaent IWomnaion Related to OSI Data 10742:1994 lnfonstlionsl
Link Layer Standards (Approved)

OPC NIST Goveeemeat Network Management Profile (ONMP) FINS PUB 179- Infomastional
1:1995 (Approved)

CPC XAOp^ Managment Protocol Profiles (XMPP) C206 (11/93) Infounotioal
(Approved)

CPC IETF Protocol Operatioms for Sinple Network Management RFC 1448:1993 InIfonational
Protocol, verion 2 (SNMPN2) (Approved)

,• ......... ~ ~.......... .. . . . . .•,•..........Ž

3.8.7.5.2 Alternative specifications. Hewlett-Packard's Postmaster, on which the OSF DME's
CMIP and Simple Network Management Protocol (SNMP) implementations are based, is also
available.

3.8.7.5.3 Standards deficiencies. With its object-oriented approach, CMIS/CMIP has a relatively
expensive initial application implementation cost. This flaw is offset by a low maintenance cost,
because CMIS/CMIP allows objects to be added, and an associated level of management to be
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provided, at a small incremental cost. There is no standard API to CMIS/CMIP. Only a limited
number of narrowly focused applications are implemented with it. It lacks a complete set of
associated object definitions needed for network management and sufficient associated security
standards.

The SNMP is a simple request-and-reply protcol. It performs all its operations using a fetch-
and-store paradigm, rather than defining a large set of commands. Effectively, the SNMP
network manager is restricted to only two commands that are performed on Management
Information Base (MIB) data items: "set" and "get." Variables are retrieved (get) or modified
(set). All other operations are defined as side-effects of the "set" operation.

The SNMPs chief disadvantage is the fact that its simplicity severely limits the protocol's ability to
satisfy users' requirements for event reporting, sufficient control, and extensibility. Because
SNMP is so simplistic and limited, it provides more of a monitoring and data gathering capability
than a management function.

The SNMP accommodatos only limited event reporting by means of the "trap" mechanism. Other
events must be discovered by the managing node by means of periodic polling. Its simplicity
compromises its ability to support consistent or extensive addressing. It has limited security
capabilities, and does not support threshold-driven performance notification except indirectly
through side effects or "set" operations on MIB items. SNMP cannot be extended easily.

The SNMP has a high maintenance cost. Although the first implementation of SNMP is relatively
inexpensive, SNMP's simplicity so severely limits its extensibility that future SNMP developments
are more likely to occur in the form of new proprietary and standard Management Information
Bases (MIBs) rather than as SNMP enhancements. Each additional MIB will require changes and
additions to its existing specific applications to support new functions. New MIBs also will
require a unique application code to be developed, modified, documented, and supported. MIB
development and maintenance can result in a high cost to users and vendors and present a major
SNMP concern.

The SNMP lacks an object-oriented approach to network management. The lack of object
orientation is a major factor limiting the SNMP's extensibility and its ability to support legacy
systems, support system and network management, and make complex distributed system
management more intuitive.

It lacks the ability to manage a network of networks in which different managers must interact on
a peer-to-peer basis.

Because the SNMP cannot be extended easily, and extensions require changes to SNMP
applications, developing new SMP products rather than retooling existing ones probably will be
less costly.
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The future of SMP is uncertain because it is unclear whether vendors will want to develop new
products for a protocol that is incompatible with the major systems management standards today
(e.g., from ISO, NMF, X/Open, and OSF). SMP is still less functional than CMIS/CMIP.

The SMP is not an Internet standard. Although developed in response to a request issued by the
Internet Engineering Task Force (IETF) for an improved SNMP, SMP was developed outside the
IETF. Furthermore, the SMP developers do not plan to submit it as a proposed Internet standard.
They feel that submitting SMP to a committee would subject it to alteration and a lengthy review,
and would slow down development of a coherent technology.

SMP is not accepted by groups such as the Network Management Forum (NMF), X/Open, OSF,
and the National Institute of Standards and Technology (NIST). These groups are resistant to
SMP because it lacks an object-oriented approach to network management. Despite the
improvements, without object orientation, SMP is still incompatible with the ISO and NMF
network management model, as well as with the OSFs Distributed Management Environment
(DME) and X/Open's systems management specifications. Vendors moving from SNMP to SMP
may find it more cost effective to develop new SMP products.

SMP is not easily extensible, and like SNMP, is expensive to extend. This is largely due to SMP's
lack of an object-oriented approach to network management.

3.8.7.5.4 Portability caveats. Nonstandard SNMP MIB definitions have proliferated.
The SNMP MIB is tailored to accommodate only Internet equipment. Despite the X/Open, OSF,
and former UI (now X/Open) consolidated interface to CMIP and SNMP (X/Open Management
Protocol (XMP) and CM-API), without object-orientation SNMP is still incompatible with the
ISO and NMF network management model, as well as with the OSF's Distributed Management
Environment (DME) and X/Open's systems management specifications.

SNMP's design does not lend itself to migration from and coexistence with legacy systems. For
example, SNMP does not support the ability to send the same operation to different classes of
objects (an important concept known in this context as "polymorphism," which CMIS/CMIP
supports).

3.8.7.5.5 Related standards. The following standards are related to management information
communication standards:

a. ISO/IEC 7498:1986: Management Framework.

b. ISO/LEC 8326:1987 and 8327:1987: Connection-Oriented Session Service and
Connection-Oriented Session Protocol, respectively.

c. ISO/IEC 8326 AD 2: Connection-Oriented Session Service - Incorporation of
Unlimited User Data.
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d. ISO/IEC 8327 AD 2: Connection-Oriented Session Protocol - Incorporation of
Unlimited User Data.

ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if File transfer, Access, and Management functionality are required.

f. ISO/IEC 8649:1988 and 8650:1988: Association Control Service Element (ACSE)
and Association Control Protocol (ACP), as specified in GOS;P Version 2,
Section 4.2.7.1, as modified by the NMSIG agreements in Part 18 of the O0W
Implementors Agreements.

g. ISO/IEC 8822:1988 and 8823:1988: Connection-Oriented Presentation Service
and Connection-Oriented Presentation Protocol, respectively.

h. ISO/IEC 8824:1990: Abstract Syntax Notation I (ASN.l).

i. ISO/IEC 8825:1990: Basic Encoding Rules (BER) for ASN. I.

j. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

k. ISO/IEC 9072-1:1989 and 9072-2:1989: ROSE and Remote Operations Protocol
(ROP), as specified in the Remote Operations Part 1: Model Notation and Service
Definition (ROSES) and the Remote Operations Part 2: Protocol Specification
(ROSEP), and as modified by the NMSIG agreements clause 6.5.

1. ISO/IEC 10165-1:1993: SMI.

in. ISO/IEC 10165-2:1992: DMI.

n. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

o. CCITT X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.

p. NIST OSI Implementors Workshop (01W) implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7, of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

q. Open Software Foundation Distributed Computer Environment (DCE): Remote
Procedure Call (RPC) Service Definition.
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r. Plan to use IEEE 1327 Object Management API, or X/Open's XOM (on which
1327 is based) to simplify the management of networked managed resources in a
CMIP environment. (See system management APIs BSA in part 8 for more
information.)

s. RFC 1006:1987: ISO transport services on top of the TCP: version 3 (LAB Std
35).

3.8.7.5.6 Recommendations. All new systems and systems undergoing major upgrades should
use the Internet Architecture Board (lAB) STD 15, SNMP (RFC 1157). Those persons
conducting procurements that involve IAB standards should review the latest version of the LAB
official protocol standards list to ensure that the appropriate RFCs are specified.

The PM should plan to use CMIS/CMIP for OSI/GOSIP networks and existing TCP/IP
networks, because SNMP does not have the required functionality to manage distributed
networks and is very expensive to maintain.

Until environments become distributed, SNMP is a suitable solution for stand-alone local area
networks.

The PM also should plan to use either X/Open's XMP or OSF's CM-API (they are the same) as a
common API to CMIP and SNMP. (See the system administration and management APIs BSA in
part 8 for more information).

The CMOT users, vendors, and applications should be aware of some of the functional differences
between OSI managed systems and Internet agents because CMIS/CMIP's more sophisticated and
additional features may be difficult to map reliably to TCP/IP and SNMP.

A common protocol API should be used to access CMIP and SNMP. X/Open, Unix
International, and OSF specify the same API. X/Open and Unix International call the API "XMP"
(X/Open Management Protocol); OSF calls the same protocol CM-API (Consolidated
Management API). Although XMP and CM-API provide an extra call specific to SNMP, because
the SNMP "GetNext" function call does not work in an OSI environment, the consolidated
management protocol API provides the union of the CMIP and SNMP protocols and service
primitives consistently. It hides some of the differences between CMIP and SNMP. For most
work, programmers and system managers need to learn only a single syntax to access both
protocols.
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3.8.7.6 Error and event logging. (This BSA appears both in part 8 and part 9.) Error logging is
the automatic logging of errors and events to a log (special file) to avoid system or network faults
(by detecting that the operation of a component is approaching the edge of its operational range)
and to provide a historical record that can be studied to diagnose faults after their occurrence and
perhaps prevent their happening in the future.

On the detection of events of interest, the operating system may automatically write the encoded
event to the system log and/or may notify a process of the occurrence. This is certainly the case
when an error with a high severity level is detected. Logging or notification may occur at any time
in the operation of a system. They may occur when an application or the operating system has
detected an error, when an event has been generated during event classification (especially if the
event is indicative of imminent failure of a component), or when an event is severe and requires
the immediate attention of a process and when a corrective action is taken, such as when a
processor(hardware) or process(software) is being registered for service.

3.8.7.6.1 Standards. Table 3.8-56 presents standards for error and event logging.

TABLE 3.8-56 Error and event Iop.ing standards
Standard Sponsor Standard Standard Status

Type Reference DoD
' (Lifecircie)

CPC NMI OMN[Po I (Adopt ISO Profile Sets 11183-X, 12059. OMNIont h 1993 Adopted
X. aed 12060-X& includes ISOIEC 10164-X) (Approved)

CPC X40M Single UNIX Specfication. Sysem Interface Definition, C605 (2V97) Emerging
venion 2, Iuue 5 (Approved)

CPC XIOM Single UNIX Speciication. System interfce.s rd Headen, C606 (2197) Emrging
Versionr 2, Issue 5 (Approved)

IPC ISO/IEC Aea Systeme Mscigemeto, Part 4: Alfo m Repoeting 10164-4:1992 Informasioal
Fuution (Appromved)

IPC ISO/'IEC OSI Systems Mmagement, Put 5: Event Report 10164-5:1993 Informatioasl
Mannement Function (Approved)

WPC ISO/llRC OSI1Systems Mansgement, Part 6: Log Control Function 10164-6:1993 Inormationall
(Approved)

3.8.7.6.2 Alternative specifications. The following specifications are also available:

a. Banyon Systems' Network Event Logger (NeL) (from Wang Laboratories) on
which OSF's Event Notification Component is based.
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b. Banyon Systems' PC library for the Network Event Logger (NeL), which filters
and logs PC events locally and sends them to a Network Event Logger server on a
host system for further processing.

3.8.7.6.3 Standards deficiencies. No Ada bindings are available for any of the consortium's

system management Error Logging Components.

3.8.7.6.4 Portability caveats. Portability problems related to the existing standards are unknown.

3.8.7.6.5 Related standards. The following standards are related to error logging standards:

a. ISO/IEC DIS 11578.2: OSI - RPC (Replaces DIS 11578 PT I Thru PT 4).
b. NIST APP - Special Pub. 550-230:1995.
c. OSF: DCE RPC Component.
d. USL/Sun Microsystems: Open Network Computing (ONC) RPC Component.

3.8.7.6.6 Recommendations. OMNIPoint I is recommended. The OMNIPoint program defines
a collection of specifications for the management of network and distributed system-s using open
standards and specifications.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.7.7 Subsystem management. (This BSA appears both in part 8 and part 9.) Subsystem
Management Service (SMS) is a product that controls the execution of system processes (usually
daemons). It ensures that related processes are started (or stopped) in the proper sequence. It
also provides a standard systems administration command syntax to start/stop these processes,
and the specification for an RPC interface that could be embedded into daemons to allow
administrator interaction. Without SMS, the commands to start these processes are embedded in
the system startup file. There is no mechanism to ensure that one daemon is ready before starting
a related one. To stop a daemon, the administrator needs to know the syntax of the appropriate
command, and needs to know which other related daemons also need to be stopped. If a daemon
dies, the administrator needs to know which related processes to stop, and the proper sequence to
restart them.

3.8.7.7.1 Standards. Table 3.8-57 presents standards for subsystem management.

TABLE 3.8-57 Subsystem management standardsStandard Sponsor Standard Standard status

Type Reference DoD

3.8.7.7.2 Alternative specifications. There are no alternative specifications available.

3.8.7.7.3 Standards deficiencies. There are no products currently using the OSF DME SMS
specifications. The software available from the OSF could be used as-is, although it is intended to
be used by third-party vendors as the basis for products.

There are also no daemons that implement the SMS RPC interface, except for the ones that come
with OSF DME. Therefore the SMS is required to use Signals to stop daemons, which may have
unpredictable results if the daemon does not catch the signal correctly.

3.8.7.7.4 Portability caveats. Portability problems related to the existing specifications are

unknown.

3.8.7.7.5 Related standards. The following standard is related to subsystem management.

a. OSF DCE Remote Procedure Call (RPC)

3.8.7.7.6 Recommendations. There are no recommendations.
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3.8.7.8 Event manapgment. Event management and notification services allow system managers
and system administrators to be informed that a predefined system or network event of interest
(e.g., additional resources needed) has occurred, so that the event may be managed in a
predefined way that prevents network or system problems. Event management is related closely
to fault and performance management, in that each of these services could make use of event
management to log, track, and provide alerts based on relevant events.

3.8.7.8.1 Standards. Table 3.8-58 presents standards for event management.

TABLE 3.8-58 Event management standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifeci'cle)
CPC N OMNftint I (Adopts ISO Profile Stu 111834, 12059. OMNIPoint 1:1993 Adopted

X and 12060&. includes ISOAEC 10164-X) (Approved)

OPC NIST Ssd•e lopleewaon Agmremsets for Open Systan Special Pub. 50- thontdom"u
Envimnmens, Ver. 8, FA I 224:12d94 (Approved)

[PC ISO/IEC OSI Systems Ma~moemot, Put 5: Event Report 10164-5:1993 Isformaieaol
Masgeenet Punction (Approved)

IPC ISO/IEC Portable0pera System bnwe (POIX Pau 1: 9945.1:1996 lionnmsiossi
Systan API (Replaes ISO 9945-1:1990 end incorpeores (Approved)

IEE 1003.lb. 1003,Ic, msd 1003.10)
NPC IEE Pod"shle Opemtsng Syslet Inetfaw (POSIX) -.pat 1: 1003.,1b:1993 Wonnunssiona

System Application Progrmn Interfae (API) Amendment (Approved)
1: Reautme Extesion ýC MAWe I

3.8.7.8.2 Alternative specifications. The following specifications are also available:

a. Banyon Systems' Network Event Logger (from Wang Laboratories) on which
OSF's Event Notification Component is based.

b. Banyon Systems' PC library for the Network Event Logger, which filters and logs
PC events locally and sends them to a Network Event Logger server on a host
system for further processing. The OSF DME's PC Error Logging Component is
based on this Banyon Systems' PC library.

3.8.7.8.3 Standards deficiencies. None of the event notification components in any of the
consortia management systems are compatible with the IEEE P1003. lb specifications for event
notification. OSF DME event management is intended to be used as the basis for commercial
management systems, but is not currently supported by any products.

3.8.7.8.4 Portability caveats. Portability problems with the existing specifications are unknown.
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3.8.7.8.5 Related standards. The following standards are related to event management and
notification standards:

a. ISO/IEC DIS 11578.2: RPC (Replaces DIS 11578 PT I Thru PT 4.)

b. NIST APP - Special Pub. 500-230: 1995.

C. OSF: Distributed Computing Environment (DCE) Remote Procedure Call
Component.

d. USL/Sun Microsystems: Open Network Computing (ONC) Remote Procedure

Call (RPC) Component.

e. NIST FIPS 179-1:1995: Government Network Management Profile (GNMP).

f. ISO/IEC 9596-1:1991: OSI CMIP, Part 1: Specification.

g. lAB: RFC 1157: SNMP.

3.8.7.86 Recommendations. OMNIPoint I is recommended. The OMNIPoint program defines
a collection of specifications for the management of network and distributed systems using open
standards and specifications.
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3.8.7.9 Performance management. (This BSA appears in part 8 and part 9.) Performance
management provides services and interfaces for tuning systems and subnetworks to meet
individual performance requirements. Performance management enables the behavior of
resources and the effectiveness of communication activities to be evaluated. It includes functions
to: gather statistical information; maintain and examine logs of system state histories; determine
system performance under natural and artificial conditions; and alter system modes of operation
for the purpose of conducting performance management activities. Performance management
may make use of event management facilities.

3.8.7.9.1 Standards. Table 3.8-59 presents standards for performance management.

TABLE 3.8-59 Performance manarement standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
UPC NIST Dols CoImPSicaois Systems md Seos -User PUB Adopted

Orinted Pedomr Pawatmes (sdopts ANSI X3.102, 144:1985 (Approved)
1983/R1990)

CPC NW OMNIPoint I (Adopts ISO Profile Se•s 11183-X, 12059- OMNIPoint 1:1993 Adopted
Y. and 12060-X. includes ISO/IEC 10164.X) (Approved)

IPC ISO/IEC USE System Mananemet, Part I1: Mduric Objecs &d 10164.11:1994 InfonntaioeaI
Aturbte (Approved)

UPC NIST GOrdeline on Computrer Performncn Magemnentt An FIPS PUB 49:1977 nlaonontrotral
lntroddmo (Approved)

UPC NIST Guidelines for the Me.,rommt of Intenlrive Corepter FIPS PUB 57:1978 inforriional
Service Respon•e Time and Turnarord Tune (Approved)

arc NIST Government Netwoet Moaeeont Profile (ONMP) FE'S PUB 179. InforsationAl
1 1:1995 (Approved)

arc NIST Gredelines for Mesuronent of Renoto Badh Coffrer FIPS PUB 72:1980 Infonnational
Service (Approved)

3.8.7.9.2 Alternative specifications. No other consortia or de facto specifications are available.

3.8.7.9.3 Standards deficiencies. The present 10164-11 ("Workload Monitoring Function) and
generic 10165-xx standards were designed with network configuration in mind. Theoretically,
they should be able to be used for configuration management of any computer system. Little
work has been done in this area, either in standards groups or in products. Exactly how these
standards should be used in host management is undetermined. Standards for system performance
measurement are needed.

Although several standard libraries of object classes that allow a common view of network
resources and support performance management of network resources are planned, few are
currently available or sufficiently complete. For example, these library specifications have
incomplete object definitions for modems, OSI routers, and transport connections. Based on
needs of the U.S. Federal Government (as shown by NIST surveys), the GNMP added more
object class specifications and definitions. These include the following objects: LANs, X.25
WANs, ISDN, FDDI, modems, bridges, links, and a rudimentary capability to manage OS0
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routers and transport connections. Phase 2 GNMP objects also will include protocol software
(layers 3-7), routers, terminal servers, MTAs, PBXs, and circuit switches.

Versions 1.0 and 2.0 of the GNMP currently specify only network management capabilities. Not
until Version 3.0 will the GNMP specify the management information required for general system
management, such as host computer configuration and management, operating systems, and
database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communication of management information and ISO OSI networking protocols. Plans are for the
GNMP eventually to provide a capability to integrate the present GNMP with SNMP. One
reason for this goal is the widespread use of SNMP.

No Ada binding is available for the ISO system management standards.

Performance management could make use of generalized event wvnagement facilities, but most
products currently implement their own event management.

3.8.7.9.4 Portability caveats. Portability problems related to ,,! .c_;Aisting specific.
unknown.

3.8.7.9.5 Related standards. The following standards are related to performance management or
performance management standards:

a. ISO/IEC 7498-4:1989: Management Framework.

b. ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if FTAM functionality are required.

c. ISO/IEC 8650:1988: Association Control Service Element (ACSE), as specified in
GOSIP Version 2, Section 4.2.7.1, as modified by the NMSIG agreements in Part
18 of the OIW Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation 1 (ASN. 1).

e. ISO/IEC 8&5; 1990: Specification of Basic Encoding Rules for ASN. 1.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: ROSE, as specified in the Remote Operations Pa;1 1: '.lodel
Notation and Service Definition (ROSES), and the Remote Operations Part 2:
Protocol Specification (ROSEP), and as modified by the NMSIG agreements
clause 6.5.
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h. ISO/JEC 9595:1991: CMIS.

L ISO/IEC 9596:1991: CMIP.

j. ISO/IEC 10165-1:1993: SMI.

k. ISO/7 XC 10165-2:'992: DMI.

L ISO/IEC 10165-4:1992: GDMO.

m. ISO/IEC DIS 11578.2: RPC.

n. CCITr X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.

0. IEEE 1224:1993: OSI AbsWact Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
Language Binding.

q. NIST OSI Implementors Workshop (OW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7, of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Strccture and Identification of Management Information for
TCP/IP-based Internets.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

u. X/Open: C315:5/94: OS-Abstract-Data Manipulation API (XOM) (Object
Management).

3.8.7.9.6 Recommendations. To procure performance management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications in the 1SO 10164 and 10165 standards related to these
requirements. Finally, they must include theih requirements and the related standards in the RFP.

The OMNIPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
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Version 3.0 of the NIST Application Portability Profrle. OMNIPoint adopts the ISO 10164 and
10165 series of standards.

FIPS 144 is a mandatory standard according to the Federal ADP and Telecommunications
Standards Index and shall be used if it satisfies the user's requirements.
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3.18 Fault management services. A fault condition arises whenever a malfunction or abnormal
behavior results or may result in an error, outage, or degradation of services. Fault Management
services allow a system to minimize the impact of faults on a system. These services are designed
to detect events of interest, namely, errors, events indicative of imminent failures, and events
associated with recovery from the effects of faults. This is accomplished by providing services to
detect events of interest, collect the associated state of these events, encode the events, log the
encoded events together with their associated states, provide notification of such events, classify
such events, recover from errors, and reconfigure the system. The services have two aspects to
them, those that support system recovery from errors while it is running, and those that support
the maintainability of the system. For example when a disk read retry threshold has been exceeded
this may indicate a pending disk failure. In order that the system maintain its fault tolerant
characteristics and maintain high availability a spare or backup contingency should be available.
Fault management has four main functional areas, detection, logging and notification, diagnosis,
and corrective action.

Faults in a system are not detected directly, they are inferred from their effects, namely the errors
and / or anomalous events that arise as a result of these faults. The following definitions of fault,
error and failure are used in the discussion that follows. A failure results when the service that a
system delivers no longer complies with the system srecification, which is assumed to be
authoritative. An error is that part of the system state which may lead to failure. Finally, a fault is
the assigned or hypothesized cause of an error. Faults are managed in two ways. One way is to
continue processing in the face of errors in the system, and the other is to diagnose and passivate
a fault (that is to prevent it from being reactivated) or to diagnose and isolate the fault, so that the
faulty component may be repaired.

3.8.8.1 Fault management. (This BSA appears in part 8 and part 9.) Fault management
services allow a system to react to the loss or incorrect operation of system components. Fault
management services encompass services for fault detection, isolation, diagnosis, recovery, and
avoidance. Fault management may make use of event management facilities. In practice, fault
management and performance management products often incorporate event management
functions.

3.8.8.1.1 Standards. Table 3.8-60 presents standards for fault management.

TABLE 3.8-60 Fault management standards
Standard Sponsor Standard Standard Status

Type Reference DoD

CPC NMF OMNIPoint I (Adopts ISO Profile Set 1 183-X. 12059. OMNIPoWi 1:1993 Adopted
X. sod 12060.X, includes ISO/IEC 10164-X) (Approved)

GPC NIST Goversunent Network M•nagmen Profile (ONMP) FIPS PUB 179- infonrsntional
1:1995 (ApprOved)

WP ISO/AEC OS Systems Mmngement, Par 4: Alaur Reporting 10164-4:1992 Inforo-tional
Function (Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

I (Lifecycle)
IPC ISOIaC OSI Syslea himagetmet, Part 5: Event Report 10164-5:1993 1ifnrmdoeal

mvanq•ew Fsmaon (Approv.

1pC ISOflEC OS Systm Mmugemmt, PaS 6: Log Control Pncmion 10164-6:1993 Infomieod
(App-ved)

I1C ISOAIEC OSI System. Manqgesu. Put 12: Test Management 10164-12:1994 Infemseornlpufm• (Appawvd
NPC• ME General Open Arcitecture (GOA) Fmunework AS 4993 lafotionsaonl

(CeomWfite AS-5) (Approv4

3.8.8.1.2 Alternative specifications. The following specifications for network fault reporting are
available:

a. Banyon Systems's Network Event Logger (originally developed by Wang
Laboratories), on which OSFs DME event services and logging services are based.

b. Gradient Technologies: PC Event system integrated with a Banyon Systems-based
Network Event Logger PC library and a PC Ally server on which OSF has based
its PC event and logging component.

3.8.8.1.3 Standards deficiencies. The present ISO 10164-4, "Alarm Reporting Function,"
10164-6, "Log Control Function," 10164-5, "Event Report Management Function," 10164-12,
"Test Management Function," and 10164-14, "Confidence and Diagnostic Testing Service"
standards were designed with network configuration in mind. Theoretically, these standards
should be able to be used for configuration management of any computer system. Little work has
been done in this area, either in standards groups or in products. Therefore, exactly how these
standards should be used in host management is undetermined.

Although several standard libraries of object classes that allow a common view of network
resources and fault management of network resources are planned, few are available or
sufficiently complete. For example, these library specifications have incomplete object definitions
for modems, OSI routers, and transport connections. Based on U.S. Federal Government needs
(as shown by NIST surveys), the GNMP added more object class specifications and definitions.
These include the following objects: LANs, X.25 Wide-Area-Networks (WANs), Integrated
Services Digital Network (ISDN), Fiber Distributed Data Interface (FDDI), modems, bridges,
links, and a rudimentary capability to manage OSI routers and transport connections.
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Phase 2 GNMP objects also will include protocol software (layers 3-7), routers, terminal servers,
Message Transfer Agents (MTAs), Private Branch Exchange (PBXs), and circuit switches.

Versions 1.0 and 2.0 of the GNMP currently specify only network management capabilities. Not
until Version 3.0 will the GNMP specify the management information required for general system
management, such as host computer configuration and management, operating systems, and
database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communications of management information and ISO OSI networking protocols. Plans are for
the GNMP eventually to provide a capability to integrate the present GNMP with SNMP also.
One reason for this goal is the widespread use of SNMP.

No Ada bindings exist for any of the ISO or consortia system management specifications.

Fault management should make use of general event management such as OSF DME event
services, but most products currently implement their own event management facilities.

Finally, standards are needed for problem reporting and tracking, diagnostic standards for
hardware and software, and fault isolation.

3.8.8.1.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.8.8.1.5 Related standards. The following standards are related to fault management or fault

management standards:

a. ISO/IEC 7498-4:1989: Management Framework,

b. ISO/IEC 8571:1988: File Transfer, Access, and Management (FTAM), as
specified in GOSIP Version 2 Sections 4.2.7.2 and 5.3.1, if File transfer, Access,
and Management functionality are required.

c. ISO/IEC 8650:1988: Association Control Service Element (ACSE), as specified in
GOSIP Version 2, Section 4.2.7.1, as modified by the NMSIG agreements in Part
18 of the OIW Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation I (ASN. 1).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN. I.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: Remote Operations Service Element (ROSE), as specified in
the Remote Operations Part 1: Model Notation and Service Definition (ROSES),
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and the Remote Operations Part 2: Protocol Specification (ROSEP), and as
modified by the NMSIG agreements clause 6.5.

h. ISO/IEC 9595:1991: Common Management Information Service (CMIS).

i. ISO/IEC 9596:1991: Common Management Information Protocol (CMIP).

j. ISO/IEC 10165-1:1993: Structure of Management Information (SMI).

k. ISO/IEC 10165-2:1992: Definition of Management Information (DMI).

L ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

m. ISO/IEC DIS 11578.2: Remote Procedure Call.

n. CCITT X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.

o. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
Language Binding.

q. NIST OSI Implementors Workshop (01W) Implhnentor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7 of the OW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for
Intemets based on TCP/IP.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

u. X/Open: OSI-Abstract-Data Manipulation API (XOM) (Object Management).

3.8.8.1.6 Recommendations. To build or procure fault management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications within the ISO 10164 and 10165 standards related to
these requirements. Finally, they must specify the requirements and the related standards in the
RFP.
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The OMNiPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
Version 3.0 of the NIST Application Portability Profile.
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3.8.±2 Core dump. Core dump APIs allow the process to specify the location where the core
dump file is written. Many times as a last resort a core dump may be initiated at termination.
This is useful as a debug aid. This API allows an analyst to find the core file and post process it.

3.8.8.2.1 Standards. Table 3.8-61 presents standards for core dumps.

TABLE 3.8-61 Core dump standards
SStandard Sponsor[ Standard IStandard status

Type • Referncea DoD

3.8.8.2.2 Alternative specification. There are no alternative specifications.

3.8.8.2.3 Standard deficiendes. Standard deficiencies are unknown.

3.8.8.2.4 Portability caveats. Portability problems are unknown.

3.8.8.2.5 Related standards. There are no standards related to core dumps.

3.8.8.2.6 Recommendations. There are no adopted standards to recommend.
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3MW.3 Hardware error and event conditions. (This BSA appears in both part 8 and part 9.)
An event is an unsolicited communication from a hardware device to a computer operating
system, application, or driver. Events are generally attention-getting messages, allowing a
process to know when a task is complete or when an externai event occurs. Error conditions
(e.g., system failures, unauthorized access attempts, or strange glitches) must be detected and
reported so corrective action can be taken to minimize system or network problems. (See the
BSA on error and event logging for more information on tracking errors.)

Offline diagnosis of events which have been written in encoded form to the system log is termed
event classification. Encoded events which are written to the system log for later analysis form
the raw material for algorithms designed to diagnose and passivate faults, that is to prevent them
from being reactivated. Offline classification of errors or events which are indicative of the
potential failure of a component can be conducted only when the required information has been
saved. Algorithms designed to improve system maintenance and to shorten the duration of
outages generally scan the system event log for patterns of event types. Such algorithms can be
used to predict imminent failure of software or hardware components. This analysis of logged
events could also be. processed in parallel while the main system continues to perform.

Services for the detection of events come in two basic forms: active and passive. Events come in
two types, those which are anomalous and those which are not. Anomalous events may be
classified into two categories: errors, and events which are indicative of a fault which is not yet
producing errors, but is the cause of some degradation in system performance. P 1003. 1 h is
already addressing passive errors in their draft standard.

3.8.8.3.1 Standards. Table 3.8-62 presents standards for hardware error and event conditions.

TABLE 3.8-62 Hardware error and event conditions standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO/IEC Portabe Operatig Sysem Interface (POSDQ Par h 9945-1:1996 Mandated
System API (Replaces iSO 9945.1:1990 and incorporaLe (App ved)

IEEE 1003.1b. 10903.1 and 1003.1i

CPC XOpen Single UNIX Specification, System Inrtefae Definitions, C605 (2/97) Emerging
Version 2. Issue 5 (Approved)

CPC X/Open Single UNIX Spn•ai•rsion. System Interfaces and Headers. C606 (2/97) Emerging
Version 2. Issue 5 (Approved)

NPC IEEE Portble Operating System Lnterfýc (POSDO - Part 1: 1003.1Ib: 1993 Informational
System Applicationl Prograrm Interface (APF) Amendment (Approved)

1: Realtime Extension (C lsrutuste)
NPC IEEHE POSDC Part 1 : System Application Prograrm interface 1003. 1 i: 1995 Informational

(API) - Amend: Techical Co.gerAd to Real Tir e (Approved)
Extens~ion IC Lainguagel

OPC NIST Portatee Operating System Interface (POSDC) - System FIPS PUB 151. W[nforlinatl
Application• Prograrm Interfae/ C Language (ad"l 2:1 993 (Approved)

::•%• " i•i.•ISO 113C 9945.1:t1990I
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Stnad Sponsor Standard Standard status
TyeReterence DoD

3.8.8.3.2 Alternative specification. The OSFs OSF/l (product implementation) is also available.

3.8.8.3.3 Standard deficiencies. POSIX.I has limited error and event condition capabilities. To
address this deficiency, P1003. lh is including event detection. Active event detection consists of
functions which request information on the occurrence of events that may not normally be
reported to an application. Passive event detection occurs when other applications or the
underlying system services provide event signaling to an application. Events to be detected
include:

-- Software and Hardware errors during operation,
-- Processes that failed or almost failed to meet scheduled deadlines,
-- Times vwhen the system operated in extreme environmental conditions,
-- Errors reported during startup self-testing and,

Attempts to violate the security policy of the system

Upon the detection of an error the operating system may raise an exception, signal an exception,
abort a process, or take other actions. The action taken by the operating system depends on the
level of severity of the error. These actions include the collection of relevant parts of the system
state, and the encoding of events for logging and notification by operating system services.

3.8.8.3.4 Portability caveats. Symbolic error numbers are a set of names defined for error
numbers set by the "exec" functions to indicate the nature of an error condition that has occurred.
Symbolic error numbers have been around for a long time and are reasonably stable. However,
many implementations, especially the newer ones, use symbolic error numbers that are different
from one another. Applications using such new, different symbolic error numbers are not portable
except to implementations using the same error number set.

POSIX, X/Open, and SVID support many of the same symbolic error numbers, with some
exceptions. For example, POSIX does not support the error symbols "EIDRM" (indicating an
identifier has been removed from the system), "ENOMSG" (required message not in the message
queue), and "ETXTBSY" (attempt to overwrite active procedure), even though X/Open, and
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SVID support them. Other differencs in symbolic error numbers occur in the foliowing error
symbols: "EBADMSG," "ENOSR," "ENOSTR," "EPROTO," "ERESTART," and "ETIME.*

Symbolic error numbers provide portability only if programmers and vendors implement programs
using them. Implementations using numeric numbers instead of symbolic error names and
numbers are not portable.

POSIX, X/Open, and SVID allow additional implementation-defined symbolic error names to be
created. Such implementation-defined symbolic error numbers may be a necessity for a particular
application. These values are usually returned by extended functionality, not defined by POSIX. 1.
The SVID, for example, defines the symbolic errors "EBADMSG", "ENOSR", and "ENOSTR"
which are returned by the kernal "STREAMS" subsystem. These new symbolic error numbers
should be portable among all systems which provide the underlying functionality. The longest of
the symbolic error number names is "ENAMETOOLONG."

X/Open's Single Unix Specification (Spec 1170) has aligned XPG4 with POSIX in the areas
where they overlap. Thus any XPG4 or Single Unix conforming system is guaranteed to respond
with the same symbolic error value although, as discussed above, the actual error number may
vary.

3.8.8.3.5 Related standards. The following standards are related to hardware error conditions:

a. IEEE 1003.2:1992: POSIX - Shell and Utility Application Interface.

b. IEEE R1003.5:1992: Ada Language Binding for POSIX (under revision).

c. IEEE P1003.1e: Security Interface Standards for POSIX.

d. IEEE P1387.1: POSIX System Administration - Part 1: Overview.

e. IEEE 1387.2:1995: POSIX System Administration - Part 2: Software.

f. IEEE P1387.3: POS1X System Administration - Part 3: User and Group
Administration.

g. IEEE P 1003. lg: Protocol Independent Interfaces.

h. IEEE 1224.2:1993: Directory Services API - Language Independent.

i. IEEE 1224.1:1993: X.400 Based Electronic Messaging API.

j. IEEE P1238.1: OSI Applications Program Interface - FrAM.

k. IEEE P1351: OSI Application Interfaces - ACSE.
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3.8.8.3.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b: 1993,
IEEE 1003.1c:1995, and IEEE 1003.1i: 1995) are all incorporated in the new
ISO/IIC 9945-1:1996. Federal Information Processing Standard (FIPS) 151-2 should also be
consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996 version. IEEE 1003. lb
added asynchronous event notification to the original IEEE 1003.1. FIPS 151-2 specifies the
read/write return options. SUS supports additional error symbols.

To get the better event management capabilities needed for networking, communications,
transaction processing, and real time applications, explicitly specify the IEEE 1003. lb standard's
real time signals option for asynchronous event notification. For U.S. Federal Government
procurements, the NIST Application Portability Profile (APP) and FIPS 151-2 have some special
file and directory requirements:

a. The APP and FIPS 151-2 require support for the error message
"ENAMETOOLONG" for the open command.

b. The APP and FIPS 15 1-2 require read() calls and writeo) calls that are interrupted
by a signal after they have successfully read or written data shall return the number
of bytes the system has read. POSDC allows the return of either the number of
bytes read or written or a return of -I with "ermo" set to [EINTR] after a
successful read or write.

To get greater functionality than POSIX provides, establish the error management interfaces
provided by X/Open as an internal standard. The problem is that in implementations compliant
with POSIX, many specific system calls have differences in their error messages and exception
management handling. These system call commands must be analyzed to see which error
messages to specify for certain critical commands, as the NIST did in developing FIPS 151-1. A
second problem occurs because X/Open, the SVID, and OSF specify more functionalities than
POSIX. Even where these functionalities are the same, X/Open's, the SVID's, and OSF/I's error
messages are often different. In general, X/Open's error messages for specific system calls tend to
be the same, but they differ from OSF/l's, which is the same as Berkeley UNIX's.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3MU8. State collection. Before diagnosis can occur, the relevant parts of the state of a system
must be preserved. In those cases where the operating system returns control to an application
after the occurrence of an error, the application must decide what action to take. One possible
action is a dump of the process state to memory or stable storage. In those cases where the
operating system retains control after an error is detected the operating system may save parts of
the system state for later analysis.

For those detected events which are classified as anomalous, an application may wish to
conmmunicate its interest to the operating system in the event by means of regitering for and
specifying the extent of the state collection required. The parts of the state preserved are
application specific. The checkpointing of a process is an example of a fault tolerance method
which requires the process state be saved. Parts of the process state which are candidates for
preservation (as determined by the application) examples are process memory, process data
segments, process stacks, process states, process status, program counters, pointers and contents
of the all CPU registers.

3.8.&.4.1 Standards. Table 3.8-63 presents standards for state collection.

TABLE 3.&.63 State collection standards
Standard Sponsor Standard Standard Status

Type Reference (LDeoDe

3.8.8.4.2 Alternative specification. There are no alternative specifications.

3.8.8.4.3 Standard deficiencies. Standard deficiencies are unknown.

3.8.8.4.4 Portability caveats. Portability problems are unknown.

3.8.8.4.5 Related standards. There are no standards related to state collection.

3.8.8,4.6 Recommendations. There are no adopted standards to recommend at this time.
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3.8.15 Error recovery and reconfiguration. There are two main types of corrective actions to
take when error conditions are detected. Error recovery occurs while the system is operational,
while reconfiguration may occur when the system is operational or while it is inoperable.

Error recovery methods are based on hardware redundancy, information redundancy and a
combination of the two (hybrid redundancy methods). These methods include N modular
redundancy with voters, error detection / correction codes, and combinations of the two. Another
type of error recovery is temporal redundancy. A technique which is classified under this
category is retry. Forward and backward recovery in real-time systems is classified as a hybrid
method. Backward recovery generally involves saving the state of a process at intervals, so that
the process may he restarted at a point at which its state is valid.

System reconfiguration is a means of providing or improving the fault tolerance of a system.
When a faulty component which has been causing errors to occur is isolated and switched offline,
a reconfiguration has occurred. In some systems, it is not possible to repair a component. In
these systems the fault tolerance characteristics are permanently degraded, whenever a component
is removed from operation. For systems which contain redundant reparable components, the fault
tolerance characteristics of the system are temporarily degraded.

3.8.8.5.1 Standards. Table 3.8-64 presents standards for error recovery and reconfiguration.

TABLE 3.8-64 Error recovery and reconfigruration standards
IStandard Sponsor Standard Standard Status

Type Reference DoD

3.8.8.5.2 Alternative specification. There are no alternative specifications.

3.8.8.5.3 Standard deficiencies. Standard deficiencies are unknown.

3.8.8.5.4 Portability caveats. Portability problems are unknown.

3.8.8.5.5 Related standards. There are no standards related to error recovery and
reconfiguration.

3.8.8.5.6 Recommendations. There are no adopted standards to recommend at this time.
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3.&.&6 DiagV&. Diagnosis of events entails analysis of the stae of the system this is where
each indiviual fault management application can build in their unique intelligence and knowledge
of the system. This may be performed online or offline. In some cases an event may be encoded
so that the operating system can take immediate action to deal with an event, a process can
register for notification upon the occurance of an event while in others the diagnosis may take
place offline. All but the most severe error conditions are usually written in an encoded form into
the system log. In some cases these events will also generate a notification message to system
managernent control.

Diagnosis occurs in error recovery though a variety of mechanisms. In an N-modular redundancy
error recovery scheme, diagnosis can be performed in real-time. It occurs when the voter(s)
detect an inconsistency in the output of N hardware modules. In this case an error is detected and
recovery initiated when the output from one (or possibly more) modules is discarded. In more
elaborate schemes, the system will then initiate fault diagnosis on the apparently faulty
component.

Offline diagnosis of events which have been written ir; encoded form to the systenm ;(,g is termed
event classification.

3.8.8.6.1 Standards. Table 3.8-65 presents standards for diagnosis.

TABLE 3.8-65 Diagnosis standards
Standard Sponsor Standard Standard Status

Type Reference DoD

Reeec Lifecycle)I

3.8.8.6.2 Alternative specxification. There are no alternative specifications.

3.8.8.6.3 Standard deficiencies. Standard deficiencies are unknown.

3.8.8.6.4 Portability caveats. Portability problems are unknown.

3.8.8.6.5 Related standaros. There are no standards related to diagnosis.

3.8.8.6.6 Recommendations. There are no adopted standards to recommend at this time.
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3.8,7 Shutdown/Reboot services. The intent of these APIs is to provide a means of recovering
a system by brute force reinstialization. The same APIs can be used to completely disable a
system which is deemed to be faulty in some manner.

3.8±7.1 Standards. Table 3.8-66 presents standards for shutdown/reboot.

TABLE 3.8-66 Shutdown/Reboot services standards
Standard Sponsor Standard Standard Status

Type Reference DoD

3.8..7.2 Alternative specification. There are no alternative specifications.

3.L8.7.3 Standard deficiencies. Standard deficiencies are unknown.

3±8.7.4 Portability caveats. Portability problems are unknown.

3.8.7.5 Related standards. There are no standards related to shutdown/reboot services.

3.±8.7.6 Recommendations. More work is needed to fully define these APIs. There is some
interest in interfaces to enable orderly system startup and shutdown.
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3.8.8. Procem and event trace services. Ile trace work within the SRASS Project
Authorization Request (PAR) has enjoyed the combined efforts of the SRASS working group and
the Realtime working group. Trace is important to both groups because it allows the developer
of applications to build a reliable system and it allows the application writer to tell what processes
are doing without substantially affecting the intended behavior. This is important in realtime
systems since it is not invasive and does not affect critical timing and it is important to reliable
systems since it can be used to determine reliability problems. Trace points can be coded and
inserted into the application program code with specific triggers which when activated put events
of interest quickly into a trace buffer. This information can be used later with the aid of
automated tools to help in the analysis of performance problems, behavior problems, detect
programming mistakes, or process timidng mismatches and randomly exceeded time budgets.

Tracing should be distinguished from on-line debugging in which no special programmatic
changes are required in the program, and in which analysis is done at the time the events of
interest happen, and from logging, in which the events of interest can be processed by other
programs, possibly in realtime.

3.8.8.8.1 Standards. Table 3.8-67 presents standards for process and event trace.

TABLE 3.8-67 Process and event trace services standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I (Lifecycle)

3.8.8.8.2 Alternative specification. There are no alternative specifications.

3.8.8.8.3 Standard deficiencies. Standard deficiencies are unknown.

3.8.8.8.4 Portability caveats. Portability problems are unknown.

3.8.8.8.5 Related standards. There are no standards related to trace services.

3.8.8.8.6 Recommendations. There are no adopted standards to recommend at this time.
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3.8.8.9 Built-in Test. Built-in Test (BIT) is a f•ult management function that provides a
capability to access unique hardware configurations supporting the built-in test functions for
operational status of computer components.

3.8.8.9.1 Standard. Table 3.8-68 presents standards for built-in test.

TABLE 3.8-68 Built-in Test standards
Standard Sponsor Standard Standard Status

Type Reference DoD

3.8.8.9.2 Alternative specification. There are no alternative specifications.

3.8.8.9.3 Standard deficiencies. ARD 50067 is domain specific - oriented toward support of
avionics applications.

3.8.8.9.4 Portability caveats. Portability problems a-c uiknown because of the immaturity of the

specification.

3.8.8.9.5 Related standards. There are no standards related to built-in test.

3.8.8.9.6 Recommendations. There is no approved standard available to recommend at this time.
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3.8.9 Clock/calendar services. These are services for maintaining and synchronizing system

clocks and triggering events based on the passage of time.

3.8.9.1 Clocks and timers. A clock is a mechanim for measuring the passage of time and
maintaining the system time. Timers are used to start or stop processes based on the passage of a
specific amount of time. A timer can work together with a clock by sending a start or expiration
signal when an associated clock reaches or exceeds a specified time.

3.8.9.1.1 Standar&ds. Table 3.8-69 presents standards for clocks and timers.

TABLE 3.8-69 Clocks and timers standards ,,,
Standard Sponsor Standard Standard Status

Type Reference DoD
(Life!cycle)

"T•IO-aE• PostO6 pVmlWgSym ed.W-((POSlM)P"1: 99%5-1:1996 bMWWAW

Symwm API ORepl ISO 9945-1:1990 sed M-ao n (A ppoved)
s I 1003,lb.1O01lcad 10033li) -

NPC MM Poo",e Open*g SystM (POSIX) - Pao I: 1003. lb 1993 latmnafiftal
Sya Apicadto Propm Iatedea (API) AmeAnnt (Approvd

CI Reabime Exteioai (C 6a4Euae)
NPC EEM POSIX Pait I: Sytem Appficlon Program latefdae 1MI3N 1995 IWfommtooAa

(API). Amaid: Tedacul Codlgada to Real Tme (Appmved)
Extemion IC Lmiustel ,,.

3.8.9.1.2 Alternative specifications. The following specification is available:

a. SAE ARD 50067 Draft: Avionics Operating Syste... API Requirements.

3.8.9.1.3 Standards deficiencies. Deficiencies in the existing standard are unknown.

3.8.9.1.4 Portability caveats.

3.8.9.1.5 Related standards. There are no related standards.

3.8.9.1.6 Recommendations. ISO/IEC 9945-1:1996 is recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1 b: 1993,
IEEE 1003.1c:1995, and IEEE 1003. li:1995) are all incorporated in the new ISO/IEC 9945-
1:1996.
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3.&.9.2 Real time timers. Real time timers are high resolution timers that allow for fixed,
periodic, offset, absolute, and relat - schedule3Q, and track elapsed time very accurately to
support the highest priority processes and event notifications in z'eal time applications. They also
may provide timing signals for timesharing operations.

3.&.9.2.1 Standards. Table 3.8-70 presents standards for real time timers.

TABLE 3.8-70 Real time timers standareds____
Standard Sponsr Standard Standard Status

Type Reference DoD

Pc~*sya WwoO a~[(Lifecycle)

iEEB l1003ib. 1003.1o. and 1003,1 i
cpc X/oan Single UNIX Speifiacs"c System lissefaew Deflinition& C605 (2d07) Enser&$n

Version 2, Issue (Approved)

cpc X$)pss Sminle UNIX Spediicuion, System Iniedaeu. and Headers, C606 (2/97) Esnesln
version 2, Issue 5 Aprvd

3..92. Al ernaiv spcirctios Thertn foylowin specification is als available9 WM~to

profiling~~~~~~~~1 inevltm ucin.Te OSiX. l rxeaulo tim atimer sevcwt)t eurmno
nanscon reouto times, isbete 1:Ssuted for reatimnPrges Itrapp 3lic1 rfrations hnidsr tn ald

(microscconds)isPno sufcin f mor crTicalnreal time aplctions Alsoim , somepralvtim

(clockid) ~ " tolo trige dkfrn funcions Bek Le Uni," ISO/lE 994-1190,anSstm

RlaseBe4kdoenot.allow this.

Apri exa1997 th3.8laiyo SOIC94-15 Vie ucin scnsBre e rsUionx .



3.8.9.24 Portability caveats. System V Release 4 and Berkeley Unix timers are identical to each
other. They amre not compatible with POSIX.Ib timer functions however, because they use signals
not existing in POSIX. lb.

The Berkeley Unix "adjtime" function has no POSIX.Ib equivalent

Berkeley Unix does not provide programmatic calls to obtain a timer's resolution or support the
ability to request "absolute" timer expirations.

3.9.9.2.5 Related standards. The following standards are related to real time timer standards:

a, None.

3.8.9.2.6 Recommendations. The following wording is recommended for specifying real time
timers:

"Real time systems offered as a result of the requirements of which this is a part shall conform to
the timer requirements established by the IEEE 1003.1b standard incorporated into ISO/IEC
9945-1:1996 and shall implement nanosecond resolution timers and all of the timer functions
specified in the 1003, lb standard, as well as the additional real time features specified elsewhere
in this document."

POSIX. lb timer calls can be mapped to System V timer functions. Examples of how to do this
are published in draft 12 of the IEEE P 1003, 1 b standard.

The POSIX.lb time functions can be mapped to the Berkeley time functions, although not with
the POSIX.I b nanosecond resolution for the timers. The mapping is shown in draft 12 of the
POSIX. lb standard.

The Berkeley Unix "adjtimeo" function can be implemented as a library function on top of the
POS IX, I b "clock-setdriftO" function.

Berkeley Unix's virtual and profiling interval timing functions can be implemented as extensions
using new clock-id values.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POS IX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.9.3 Distributed timing service. (This BSA appears in part 8 and part 11.) Distributed
timing service (DTS) guarantees synchronization among all system clocks in a distributed
network. Synchronized timing is necessary to maintain scheduling of activities and sequencing of
events. DTS uses RPC in the communications between DTS clients and DTS servers. It also
uses RPC in the protocol between a Time Server and a Time Provider. Since DTS is based on
DCE RPC, which uses DCE Threads, DTS also uses Threads. DTS depends on CDS to f rid
Time Servers and their locations. GDS may be used indirectly if a Global Time Server is
registered in a foreign cell registered in the X.500 namespace. DTS uses the DCE Security
Service to authenticate its interactions.

3.8.9.3.1 Standards. Table 3.8-71 presents standards for distributed timing service.

TABLE 3.8-71 Distributed timing service standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecyele)

cp 0BF Disrib" Comp~tatf Fvirora (DC13) Dasbutd WE• III Mwdaiod

Time Sec (I)TS) DWI 1994 (Awpmved)

cpc ITF Netwok Tnme Prtool (V3) RFC 130541992 MXmnd
I I (Approved)

cp Xi0pon X/Opmn DCE: Time Service 0310 (t104) l~adoonal
(Approved)

3.8.9.3.2 Alternative specifications. The following specification is available:

a. SAE ARD 50067 Draft: Avionics Operating System API Requirements.

3.8.9.3.3 Standards deficiencies. ISO/IEC 9945-1:1996 which incorporates IEEE 1003. l b
contains time services related to high resolution real time timers, but internationalization and
highly functional, system-wide clocks are beyond its scope. The IEEE P1003.1j draft standard
extends the model of 1003.1 b Clocks and Timers to include access to a monotonic clock and a
synchronized clock; however, like 1003. lb, the actual implementation of these clocks is beyond
the scope of the standard,

To date, there is no standardized API for the management of distributed time services. However,
the IEEE P1003.21 working group intends to develop an API for time management serices, which
would include such time management protocols as NTP and DTS.

3.8.9.3.4 Portability caveats. If the time services are to be used in building internationalized
programs, portability is unlikely. Behavior is not portable across systems in which one supports
the nanosecond-resolution timers specified by the SVID and Berkeley Unix. However, the IEEE
P1003, lj draft standard provides applications with explicit access to a synchronized clock,
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utilizing the portable standard interfaces provided in IEEE 1003. lb (incorporated in
ISO 9945-1:1996),

When several applications are executed simultaneously, problems may occur when remote
application components are out of time synchronization with each other. DCE takes care of this
by synchronizing all the host clocks on the system through its DTS.

One component of the DTS clerk reads the clocks for a certain time interval on each of the host
machines through software called the DTS server. The DTS clerk then computes the midpoint
between all the time intervals to determine a new average time and resets the clocks of each host.
The DTS also can read time from an outside source, such as the Universal Coordinated Time
Standard through a telephone or radio, then set host clocks to this time.

3.8.9.3. Related standards. IEEE 1003.1b is related to this service.

3.&9.3.6 Recommendations. Procurements should use the time services corresponding to the
operating system being specified in the procurement. OSF DCE Timing should be specified for
distributed systems.
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3.8.9.4 Year 2000 probleni/fixes. For years programmers have stored date information in
"mm/dd/yy" format to couserve space in disk storage and computer memory. They adjusted
computations to take the two-digit year into consideration when computing time periods, ending
dates, etc. Calculations based on the year value in its two digit format are likely to yield
unspecified results once the value rolls over to "00" in the year 2000. Semantics in operating
system commands have been changed to allow for use of a four digit field.

3.8.9.4.1 Standards. Table 3.8-72 presents standards for the Year 2000 problem.

TABLE 3.8-72 Year 2000 problem/fixes standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)I

CPC XiOpw Single UNIX Spificedon. Syliem tltdacu and H~eden. C606 (2A7) ewin
Vemwm Z lum 5 (Apprved)

3.8.9.4.2 Alternative specification. There are no alternative specifications.

3.8.9.4.3 Standard deficiencies. Many current standards are unable to handle four-digit year
codes. Hardware will also cause difficulties for system admistrators and chief information
officers. System clocks on virtually every personal computer will wind up with corrupted dates
on January 1, 2000. Some workstations, minicomputers, mainframes, elevators, and automobile
central computers will fall victim to the problem. In most cases, software patches can alleviate
the problem, but in some cases, the date issue can be resolved only by replacing the hardware.

3.8.9.4.4 Portability caveats. Application programs will have serious portability problems
moving among platforms with different date structures.

3.8.9.4.5 Related standards. Thei re no standards related to the Year 2000 problem,

3.8.9.4.6 Recommendations. Organizations must get executive management to acknowledge the
problem and take serious action. According to the March 1996 Computer Systems Laboratory
Bulletin from NIST, the Federal Information Resources Management Policy Council (FIRMPOC)
has a work group in place to identify issues and recommend actions concerning the Year 2000
problem. The group provides agencies with a definition of Year 2000 compliance and issues a
recommendation on contract wording to that effect. The Office of Management and Budget has
also taken an active interest in the Year 2000 problem. The Defense Information Systems Agency
(DISA) Chief Information Officer (CIO) will oversee DISA's year 2000 program while the Center
for Computer Systems Engineering (CFCSE) will be providing support assistance to the DOD.

Peter de Jager, a Toronto-based consultant has established the Year 2000 Information Center on
the World Wide Web at "http://www.year2000.comV". Links to other articles and publications on
the Year 2000 phenomenom are available at that site.
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X/Open has addressed the Year 2000 problem and provided utilities to handle it in the latest
release of the Single Unix Specification. X/Open is also drafting a White Paper on the subject and
advises implementors to define %y such that values in the range 69-99 refer to the twentieth
century and values in the range 00-68 refer to the twenty-first century. This is consistent with the
touch command within the X/Open CAE specifications. Programmers are advi!ed to use the %y
field descriptor which defines year as a four digit field (ccyy). The latest version of the X/Open
CAE specification denotes the interpretation of the ranges in this advice to implementors, and
adds the %C specifier to the interface to denote the century.

Issue 5 of the Single UNIX Specification includes the following changes: interfaces previously
defined in the ISO POSIX.2 standard; C Language Binding; Shared Memory; the addition of
Threads and a Realtime Threads Feature Group to align with POSIX; Multibyte Support
Extension (MSE) to align with ISO/IEC; Large File Summit (LFS) Extensions for support of 64-
bit or larger files and file systems; X/Open-specific Threads extensions and dynamic linking.
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3.8.10 Operating system object services. These services define the rules for creating, deleting,
and managing objects.

3.8.10.1 Object request broker. (This BSA appears both in part 8 and in part 11.) The Object
Request Broker (ORB) provides a mechanism for accessing objects anywhere in a distributed
computing environment. It provides a method for defining objects and their interfaces. In
operation, the ORB provides routing, address resolution, and authentication services, as well as
parameter marshaling and conversion if necessary.

3.8.10.1.1 Standards. Table 3.8-73 presents standards for object request brokers.

TABLE 3.8-73 Object request broker standards
Standard Sponsor Standard Standard Status

Type Reference DoD
rLifecycle)

CPC 0MG Cmmon Objet Raput Broe AhcW e (COMA) CORBA 2.0:1995 Modad
Venioe Z0 (iladeds CORSAmenvicea and (Approved),COR-BAfeIdlidee)

-:c xiopa Comun object ed Bokmkw Azd.acie med C432 (0i4) IafoeaI
Speodhaiia (Approved)

CPC x/1Oent CAGme Objet Seevice., Vol I & 2 P432MPM02 Iefoeaatioml(ppwovad)

an nve roZ (Sun a XApa C432) Sth O pcf Vic. (Aapned)1.293-12-43
CIC OSP Di~aWiue Computing: Envimnmaw MCH) DCE 1.1:1994 Waonnadiom

(Ampmed)

3.8.10.1.2 Alternative specifications. There are no alteaoabeve specifications available.

3.8.10.1f3 Standards deficiencies. At present, there is no independent test for conformance to
any version of the CORBA specification.

CORBA 1.2 (also called CORBA I.X) includes a standard Interface Definition Language (IDL)
for defining objects. The IDL is not the same as OSF DCE Remote Procedure Call IDL, although
there are similarities. CORBA 1.2 also defines a standard API for accessing ORB service,•, such
as those needed to declare that an object is available for use, or to access an object.

CORBA 1.2 does not include a specification for interoperability between ORB's, therefore ORB's
from different vendors are likely to be incompatible. This is a major feature of the new CORBA
2.0. OMG's CORBA 2.0 specification allows for two types of RPC mechanisms: (1) a mandatory

General Inter-ORB Protocol (GIOP), and an optional DCE RPC protocol. ORB's that use
different methods will still not be interoperable. CORBA 2.0 does not specify other types of
distributed computing services (e.g. remote procedure call(RPC), security, directory, time,
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threads, file system, and administration). Therefore, while CORBA 2.0 ORBs will interoperate,
higher level distlibuted services (security, directory, etc.) may not.

CORBA requires a "mapping" of IDL into each application programming language that is used.
Mappings exist for C, C++, and Smalltalk, and an Ada95 mapping is under development.

3.8.10.1.4 Portability caveats. Applications developed for one ORB are likely to be portable to a
different ORB. However, the lack of interoperability specifications means that an object
implemented on one ORB can usually not be accessed from a different ORB. In order to be
interoperable, a system must select a single vendor's ORB for use across the enterprise.

All vendor claims for conformance to CORBA 2.0 should be matched by product demonstrations
in the target environment before final contract award is made. If no such demonstration is made,
serious interoperability and security problems could result, particularly in multi-vendor
environments.

3..10.1.5 Related standards. The following standards are related to ORBs or their standards:

a. Component Integration Laboratories Inc. (CILabs):OpenDoc
b. Taligent Inc.:CommonPoint
c. Next Computer Inc.:OpenStep

3.8.10.1.6 Recommendations. Users buying distributed object technology from multiple vendors
must be cautious. The use of ORB technology should be limited to pilot projects and programs
with a limited number of sites. If an ORB is used, the Object Management Group (OMG)
CORBA (Common Object Request Broker Architecture) Version 2.0 is recommended. The
vendor must provide a plan to migrate to CORBA 2.0 with the DCE RPC as soon as possible.
The vendor should also be required to state his proposed solutions to the other distributed
computing services listed above, and to identify how these solutions relate to the distributed
computing services already in the user's inventory.

Because of the lack of ORB interoperability, OSF DCE is the preferred solution to distributed
computing requirements in the near term. OSF DCE provides the following distributed
computing services: RPC, security, directory, time, threads, file system, and administration.
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3.8.11 Compound document services. Compound documents are structured documents
containing subdocuments of varying types of data (spreadsheets, graphics, text, etc.) and links to
other documents or parts of other documents. Updating a document which has been linked into
others causes the linking documents to be updated as nesessary. Compound documents are
closely associated with "component software" technology, which allows for editing of parts of the
compound document by that editor best suited to manipulating the type of data which it contains.

Although compound document systems usually have a strong GUI requirement, the document
embedding, linking, and storage functionality which are the defining attributes of compound
documents are independent of the display format

3.8.11.1 Document linking. Document linking ensures that data stored in one document and
required by another (such as financial numbers in a spreadsheet which are required in a year-end
report) are always up-to-date in the second by inserting into the dependent dccument a pointer to
the original source of the data, rather than a copy of the current value of the data.

3.8.11.1.1 Standard. Table 3.8-74 presents standards for document linking.

TABLE 3.8-74 Document linkine standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC MW HyperText Markvp Language (HTML) v.2-0 RFC 1866:1995 lnfomattoal
(Appovcd)

•.•.,,•. •.•:•.• •: • •,'--•" . • •,'[• • • •.• • • .• .•..................................."...........'....

3.8.11.1.2 Alternative specification. The only other specifications are proprietary.

3.8.11.1.3 Standard deficiencies. None known.

3.8.11.1.4 Portability caveats. OpenDoc is presently available only on proprietary operating
systems, but development of a reference port to Unix is ongoing.

3.8.11.1.5 Related standards. The following standards are related to document linking:

a. ISO 8879:1986 - Standard Generalized Markup Language (SGML).
b. OMG Common Object Request Broker Architecture (CORBA) ver 2.

3.8.11.1.6 Recommendations. There are no approved standards to recommend at this time.
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1.8.11.2 Document embedding. Where document linking creates links between separate
documents, document umbedding collects data of various types into one document. This has the
advantage that moving the file maintains the relationships between the contained data elements,
but it requwres the user to explicitly manage the consistency of data among several different
copies.

3.8.11.2.1 Standard. Table 3.8-75 presents standards for document embedding.

TABLE 3.8-75 Document embedding standards

Standard Speasor Standard Standard Status
Type Reference j DoD I

3.8.11.2.2 Alternative specification. Microsoft's proprietary specifization OLE provides
document embedding. Fujitsu's "Fresco" project has been submitted to th Object Management
Group for consideration as an OMG specification.

3.8.11.2.3 Standari deficiencies. N,. -e known.

3.8.11.2.4 Portability caveats. i.fenDoc is presently available only on proprietary operating
systems, but development of a reference port to Unix is ongoing.

3.8.11.2.5 Related standards. None

3.8.11.2.6 Recommendation, There are no approved standardb to recommend at this time.
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3.8.11.3 Compound dooument editing. Editing of compound documents requires careful
coordination to ensure that links to other documents are maintained and that the correct data
editor is used to manipulate embedded document components.

3.8.11.3.1 Standard. Table 3.8-76 presents standards for compound document editing.

TABLE 3.8-76 Compound document editing standards

Standard Sponsor Standard Stan~dard status
Type ;Reference | DoD

(Lifecyde)

3.8.11.3.2 Alternative specification. Microsoft's proprietary specification, OLE, provides

compound document editing abilities.

3.8.11.3.3 Standard deficiencies. None known.

3.8.11.3.4 Portability caveats. OpenDoc is presently available only on proprietary operating
systems, but development of a reference port to Unix is ongoing.

3.8.11.3.5 Related standards. The following standards are related to compound document
editing:

a. OMG Common Object Request Broker Architecture (CORBA) ver. 2.

3.8.11.3.6 Recommendations. There are no approved standards to recommend at this time.
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3.8.11.4 Compound document stopge. Document embedding implies a certain structure to the
"cotitainer" document. Ensuring that applications which operate on compound documents can
quickly and properly access the appropriate subdocuments requires agreement on this internal
structure.

3.8.11.4.1 Standard. Table 3.8-77 presents standards for compound document storage.

TABLE 3.8-77 Compound document store. standards

Standard Sponsor Standard Standard Status
Type Reberence DoD

,(Lifecycie)

CPc IS 8879: l86 Stan Ldard Geeaied ) v.Ma 0 rku pMLang5 agne(Go (Appoved)

CPC Iff'm Wdup Immot Madl EzAmiom (OGME): RFC 1521:1993 Inf'omamwtaa
N,ýam (or Spaff• md leDowP *Aw FomW of (Appmedl)

3.8.11.4.2 Alternative specification. Microsofts proprietary specification, OLE, defines a
compound document storage format.

3.wp11.4.3 Standard deficiencies. HTML provides for document linking only, while MIME
specifies just an embedded document storage foramt. Unfortunately there is no standard why to
combine the two specifications which provides the use with both abilities.

3.8.11.4.4 Portability caveats. OpenDoc is presently available only on proprietary operating
systems, but development of a reference port to Unix is ongoing.

3.&.11.4.5 Related standards. The following specification is related to compound document
storage:

a. ISO 8879: i )86 - Standard Generalized Markup Language (SGML).

3.8.11.4.6 Recommendations Although MIME is listed as a "draft internet standard". it is in
widespread use and has been generally accepted by the Internet community. MIME is
recommended for multi-part structured document storage and exchange on those systems which
require interoperability with the larger Internet community.
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3.8.11.5 Compound document interoperability. The ability to access compound documents
created in conformance to one specification, or on a particular operating system, by the document
editors of a different specification, or by the same standard, but on a different operating system, is
critical to the success of compound document technology in the workplace.

3.8.11.5.1 Standard. Table 3.8-78 presents standards for compound document interoperability.

TABLE 3.1-78 Compound document interoperbility standar
Standard Sponsor Standard Standard Status

Type Reference .DoD

3.8.11.51 Alternative specification. Microsoft's OLE specification makes no provision for
interoperability with other compound document formats. Fujitsu's Fresco project provides
facilities which allow it to interoperate with OLE documents.

3.8.11.5.3 Standard deficiencies. None known.

3.8.11.5.4 Portability caveats. OpenDoc is presently available only on proprietary operating
systems, but development of a reference port to Unix is ongoing.

$.8.11.5S Related standards. The following standard is related to compound document
interoperabiity:

a. OMG Common Object Request Broker Architecture (CORBA) ver. 2.

3.8.11.5.6 Recommendations. There are no approved standards to recommend at this time.
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3.8.12 Portable device driver environment. Operating systems access I/0 devices through the
use of device-specific software modules called device drivers. Device driver interface standards
limit the interaction between a device driver and the rest of the system (i.e. the operating system,
the applications, the processor architecture, and the interconnecting busses and/or channels) to
well-defined interfaces. This enables highly portable device drivers to be developed independent
of the target platform, operating system, or interconnect scheme. For commercial systems, where
device drivers are written by Independent Hardware Vendors (IHVs), this permits a single driver,
delivered with a hardware board or device, to be utilized in whatever system the device is installed
by the end user. In military systems, many devices are not off-the-shelf, but are highly specialized
and developed specifically for the military market; more often than not, the burden of device
driver development falls on the application developer, because the device vendor has neither the
resources nor the market to supply device drivers for all possible targets; the ability to develop
and maintain a single portable driver, whether written by the device vendor or the application
developer, clearly reduces the cost of supporting the device.

Device driver code is typically quite complex; td..;t i!y of device driver design and coding often
strongly affects the overall performance of a s) -•1., z 4 .. ,-, the consequences of bugs in
device drivers are far more severe than those of bu ., a -c,. programs: device drivers run
with much greater privilege, directly manipulate hardwarr a' o(.- s, and often must comply with
severe time constraints. Historically, drivers have needed to t .'ed for each hardware
platform and operating system version; also, driver updates ai,'..ntly required to provide
new capabilities or to utilize hardware upgrades. Given theii .• .i;xity, this becomes a
considerable maintenance burden requiring significant deveiupment resources. As the number of
devices, operating systems, and platforms grows dramatically, as is the trend today, the number of
different device drivers becomes unmanageable. Portable device driver interface standards are a
way to reduce this burden, resulting in a one device -one driver approach which allows developer
resources to iie devoted to quality of implementation, not quantity of drivers.

Portable interfaces for device drivers must allow any application request for an I/O action (open,
close, read, write, control, status, synchronous, asynchronous, synchronized, etc.) to be honored
by the appropriate driver; for a driver to deal with multiple applications contending for the same
device; for both programmed and Direct Memory Access data transfers between the device and
the application's data area; for servicing hardware interrupts; and for a driver to implement a layer
of protocol between a higher level driver (or the application) and a lower levcl driver (or
hardware entity). Yet, the interfaces must remain operating system neutral in spite of variations in
the underlying OS memory management, synchronization models, kernel premptibility, multi-
threading, and dynamic loading capabilities. Likewise, the interfaces must remain platform neutral
in the ; tesence of proprietary I/O busses, cached and buffered I/O data paths, alignment
constraints, mixed byte ordering, and variations in processor I/O and interrupt architecture.

Currently, the only known effort which meets these criteria is Project UDI (Uniform Driver
Interface), initiated by a multi-vendor working group comprised of several systems vendors and
IHVs. This group first documented a set of 40 functional requirements for an environment to
support portable device drivers, then prepared a specification of the interfaces between such an
environment and the device drivers themselves. In addition, the group conceived a Metalanguage
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concept to account for special interfaces from application to driver or between drivers for each'
specific class of device (e.g. all pointer devices might require a special calibrate interface, while all
removable media devices might require an unload/eject interface); a number of standard
Metalanguages, and their associated interface specifications, were developed by the UDI group.
Having specified a draft UDI environment and set of standard Metalanguages, the group has
embarked on an aggressive prototyping effort designed to demonstrate proof-of-concept and to
further refine the specifications. It is anticipated that this prototyping effort will lead to wide-
spread industry adoption of UDI technology and inclusion of UDI compliant environments and
drivers in future product releases. The de-facto industry standard based on the UDI spf.vifications
will then be ready to be turned into a national and/or international standard through an IEEE (or
similar) standards process.

The UDI specifications have been developed largely based on the UDI group's knowledge of the
commonly supported and marketed device classes in the commercial sector, and Lherefore may
not provide all necessary interfaces to support either sptcialized military devices and
interconnects, or newer industry standards and draft standards for devices and interconnects.

The UDI specifications ide sufficiently complete to support core driver functionality for standard
commercial device classes; however, there are several known deficiencies which will be resolved
as the UDI Group completes their prototyping efforts and completes Rev. 1.0. However, any such
standard can address only those platform, interconnect, and device capabilities known to the
members of the developing group; therefore it is recommended that organizations expecting to
use this standard participate in its formative stages, and ensure that any unique requirements are
identified and technical solutions proposed. This process has already begun for Fibre Channel and
Scalable Coherent Interface, and should be extended to address any other new I/O technologies
which might not be supported by the current draft specification. This recommendation particularly
extends to standard UDI Metalanguages (device class specific interfaces) for unique devices
v- hich are conceptually quite different from common commercially available devices.

The UDI Group's major participants are

Adaptec, Inc.;
Digital Equipment Corporation;
Hewlett-Packard Company;
Interphase Corporation;
Novell, Inc.;
The Santa Cruz Operation, Inc.; and
Sun Microsystems, Inc.

Two other standardization efforts are often considered device driver interface standards:
Microsoft's Plug and Play and another industry group's Intelligent Input/Output (120)
specification. Plug and Play, while it does specify device driver interfaces, is a hybrid
(cooperating hardware and software) solution to an entirely different problem, that of making
devices self-identifying and automatically configurable; it does not supportportability of device
drivers across operating systems or platforms. 120, on the other hand, does address the driver
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portability problem, but provides a hybrid hardwarelsoftware solution which allows a portion of
each device driver (the part which specifically manipulates the device hardware) to be written
portably, provided that this part is executed by a standard 1/0 processor chip which communicates
'via message passing) with the operating specific portion of the driver; introduction of this
additional processor requires that the 120 specificatiou standardize not only the device driver
interfaces, but also the lOP hardware architecture, transport protocols between host and lOPs,
transport driver interfaces, message protocol over the transport, and initialization and
configuration of the IOP itself. The UDI group feels that both efforts will benefit from exploiting
the inherent synergy between the two groups, and should work jointly toward a truly universal
device driver standard. To this end, they have begun to map out several models which would
support both standards working together.

The 120 specification is not available to non-members of the 120 Special Interest Group without
signing of a non-disclosure agreement and payment of a fee. Because of this, the 120 specification
cannot reasonably be considered a standard suitable for open systems. Perhaps when the 120 and
UDI groups begin to work toward a common specification, this restriction will be lifted.

The following BSAs outline the interfaces and functionality that various kinds of device drivers
will require from a portable device driver environment.

3.8.12.1 Multi-threading. Since driver-to-environment interfaces are typically invoked from the
operating system kernel, it is important that such interfaces relinquish the processor whenever the
associated operation cannot be completed immediately, then regain control and continue when
that operation is later completed. A driver may have several logical threads of execution pending
simultaneously. Each such thread may be awaiting a different resource or event and in some s'age
of completion, and each such thread generally needs a separate data area associated with the
operation being performed. Unfortunately, a dynamic memory allocation operation itself may need
to await sufficient memory resources. Multi-threading services provide, upon entry to a driver
function, adequate storage for a single service request to be queued, and additional services for a
driver to regain control once an operation has been initiated (but not necessarily completed), to be
notified when an operation has been completed, and to obtain more storage to be used for
subsequent concurrent service requests. Also, services to free storage allocated for a thread of
execution, and to support cancellation of pending service requests are provided.

3.8.12.1.1 Standards. Table 3.8-79 presents standards for multi-threading.

TABLE 3.8-79 Multi-threadii[g standards

Standard Sponsor Standard Standard Status
Type Reference DoD

I I I •(Life vcle)

3.8.12.1.2 Alternative specification. Predecessors to UDI technology have been developed by
several of the UDI Group's member companies, and serve to partially solve the device driver
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portability problem within the domain of each vendor's operating system and hardware
architecture support. Most notably, Sun Microsystems' Solaris Driver Device Interface/Driver
Kernel Interface (DDI/DKI), Novell's Unixware Portable Device Interface (PDI), and DEC's
OSF/I processor abstraction interfaces served as starting points for the development of UDI
technology. The API specifications for these solutions are published as part of each vendor's
operating system documentation set. Although these specifications surely support multi-threaded
driver code, and most of the other BSAs, none constitutes a comprehensive open-systems
portability solution across the various operating systems; this is the goal of UDI.

3.8.12.1.3 Standard deficiencies. Rules for freeing a previously fired token are not yet specified.

3.8.12.1.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.1.5 Related standards. None for this service area.

3.8.12.1.6 Recommendations. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3±L12.2 Buffer numagement. Drivers typically require intermediate user data buffers to carry
the line data between an application and the underlying device. Such buffers are considered
logically contiguous, but may be virtually and physically segmented. Buffer management services
provide for allocation and deallocation of such buffers from a pool common to all drivers, for
writing to, reading from, and copying these buffers, for determining buffer constraints, and for
segmentation and reassembly of buffers in support of networking protocols.

3.8.12.2.1 Standards. Table 3.8-80 presents standards for buffer management

TABLE 3.4-80 Buffer mansgement standards
Standard Sponsor Standard Standard status

Type 
Reference DoD

3.8.12.2.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and
DEC's OSF/I processor abstraction interfaces.

3.8.12.2.3 Standard deficiencies. Buffer constraints interfaces are incomplete in UDI version
0.75. Buffer segmentationrreassembly interfaces are proposed in UDI version 0.75. Insufficient
UDI usage base to rule out other deficiencies.

3.8.12.2.4 Portability caveats. Insufficient usage base to assess.

3.8.12.2.5 Related standards. None for this service area.

3.8.12.2.6 Recommendations. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.3 Device driver memory management. In addition to buffers, drivers often require
dynamic allocation of virtually contiguous memory. Since drivers do not necessarily run in the
context of an operating system process, the language specific mniagement primitives (e.g.
malloc/free or new/delete) cannot be used. Memory management services allow a driver to
allocate and free memory, and to discover the memory allocation limits of the system.

3.812.3.1 Standards. Table 3.8-81 presents standards for device driver memory management

TABLE 3.&81 Device driver memor mana t standardsFStandard Sponsor - Standard Standard Status

6& p 
Reference DoD

3.12.3.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and
DEC's OSF/l processor abstraction interfaces.

3.8.12.3.3 Standard deficiencies. A separate interface to allocate movable structures has not yet
been defined. The maximum guaranteed size for an allocation request needs to be revisited. A
memory allocation interface which accepts minimum, maximum, and granularity values still needs
to be provided.

3.8.12.34 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.3.5 Related standards. The following standards are related to device driver memory
management standards:

a. IEEE P1003.1j: Realtime Extension to POSIX (memory Management)
b. ISO 8652:1995: Programming Languages - Ada (allocators)
c. ISO/IEC 9899: Programming Languages - C (malloc/calloc/realloc/free)
d. ANSI X3J16 WG21/N0678: Programming Languages - C++ (new/delete)

3.8.12.3.6 Recommendations. UDI is recommended becat ý it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.4 Programmed 110. A driver which actually controls a device must read and write
various control and status registers, PIFOs, and dual-ported memory implemented by that device
in hardware. In the Programmed 1/0 (PIO) model, the processor directs data between the device
and memory or buffers; the device is simply commanded by the processor to accept or provide the
requested data. There may be constraints on the atomicity of device data accesses, so 8-bit, 16-
bit, and 32-bit (and possibly 64-bit) transfers must be supported. Programmed I/O services allow
the driver to obtain a handle for a specific device, to determine the atomicity supported by the
device (and intervening bus bridges), and to transfer data to and from the device, either an atom at
a time or in blocks.

3.8.12.4.1 Standards. Table 3,8-82 presents standards for programmed I/O.

TABLE 3.&-82 Programmed 1/0 standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(LifeCie)I

3.8.12.4.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDi, and
DEC's OSF/I processor abstraction interfaces.

3.8.12.4.3 Standard deflciencles. PIO accesses may fail and need to return status, but currently
do not support asynchronous return of such status; this needs to be resolved. Peer to peer PIO
issues need to be resolved. PIO interfaces to access hardware that may not be responding on the
bus (for initial and diagnostic probing) are still not defined.

The UDI specifications have been developed largely based on the UDI group's knowledge of the
commonly supported and marketed device classes in the commercial sector, and therefore may
not provide all necessary interfaces to support either specialized military devices and
interconnects, or newer industry standards and draft standards for devices and interconnects.

3.8.12.4.4 Portability caveats. Insufficient UDI usage base to fully assess.

UDI achieves portability by specifying an environment which shields device drivers from the
specifics of the target operating system, processor, and hardware i/O interface. Such an
environment must be implemented and re-implemented for each combination of target platform,
operating system, and interconnect scheme (bus architecture) intended to support UDI
conforming portable device drivers. Because system and device vendors have a considerable
investment in native device drivers for existing systems, implementations of such an environment
must co-exist and cooperate with these existing drivers, and permit a phased transition to
completely UDI-based drivers; the old driver environments may need to be supported indefinitely.
To simplify this co-existence, system vendors may choose to implement the UDI environment as a
shell on top of the older, system specific environment; users should be aware of the performance
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degradation to be expected with such a layered implementation, and encourage system vendors to
integrate the UDI environment more fully into their operating systems as soon as possible,

Even in a system where UDI has been bound as efficiently as possible to the hardware and
operating system, users must be aware that portability almost always imposes some performance
penalty; the UDI interfaces are portable replacements for down-and-dirty use of specific
hardware capabilities such as memory mapped device registers, interrupt masking, mutual-
exclusion primitives (test-and-set instructions), I/0 channel commands, and DMA controllers.
Just as we have grown to accept a modest performance penalty to use a High Order Language to
gain portability over hand optimized assembly code, so we must understand and accept the price
of device driver portability. Although UDI interfaces have been designed to allow implementation
performance to be optimized to the greatest extent possible, it is still likely that UDI conforming
drivers will underperform system-specific drivers. This is not a bad thing, just another engineering
tradeoff which must be considered by system engineers.

3.8.12.4.S Related standards. The following standard is related to device driver programmed 1/0

standards:

a. IEEE 1212:1991: IEEE Standard for CSR Architecture

3.8.12.4.6 Recommendations. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3±12.5 Direct Memory Accem. Some devices are capable of Direct Memory Access (DMA).
Such devices are capable of independently directing the transfer of data between the device and
memory without processor intervention. However, prior to such transfers, the processor must set
up pathways and configure resources to make the DMA possible, and then pass information (an
address and a length, or a scatter-gather structure) to the device so that the device knows the
intended memory origin or destination of the data. The manner in which this is done, and the
device's constraints on size, alignment, scatter-gather structure format, and other attributes of
DMA transfers vary from device to device. Direct Memory Access services allow the driver to
discover the DMA constraints, to bind/unbind buffers to DMA resources, and to deal efficiently
with inbound data whose length and structure may not be known apriori. The actual notification
to the device to begin a DMA transfer is a Programmed I/O operation, although the device may
access control information (scatter-gather lists, etc.) via a DMA mechanism.

3.8.12.5.1 Standards. Table 3.8-83 presents standards for direct memory access.

TABLE 3.8-83 Direct Memory Access standardsSStandard ]Sponsor Standard [Standard l S-tatus

Type [ Reference [ DoD I

3.8.12.5.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and

DEC's OSF/l processor abstraction interfaces.

3.8.12.S.3 Standard deficiencies. Peer to peer DMA issues need to be resolved.

The UDI specifications have been developed largely based on the UDI group's knowledge of the
commonly supported and marketed device classes in the commercial sector, and therefore may
not provide all necessary interfaces to support either specialized military devices and
interconnects, or newer industry standards and draft standards for devices and interconnects.

3.8.12.5.4 Portability caveats. Insufficient UDI usage base to assess. See Programmed 1/O BSA
for portability vs. performance concerns.

3.8.12.5.5 Related standards. The following standards are related to device driver Direct
Memory Access standards:

a. IEEE 1212.1:1993: IEEE Sid. for CSR Architecture (DMA Framework)
b. IEEE P1285: IEEE Draft Standard for Scalable Storage Interface (S21)

3.8.12.5.6 Recommendations. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.6 Device driver time management. Drivers often need to perform an operation
periodically (e.g. polling a device not capable of signaling I/O completion via an interrupt) or after
a delay (e.g. to deal with timing characteristics of a device, or for establishing a timeout for device
response). A driver thread therefore may require waiting for a time-related event rather than (or in
addition to) a resource or device related event (i.e. interrupt). Since drivers do not necessarily run
in the context of an operating system process, portable application level timer primitives cannot be
used. Time management services provide for an abstract notion of time (including conversion
to/from microseconds and discovering supported resolution), starting a one-shot or periodic
timer, notification of timer expiration, and canceling a pending timer.

3.8.12.6.1 Standards. Table 3.8-84 presents standards for device driver time management.

TABLE 3.8-84 Device driver time mana eement standardsStandard ,Sponsor , -Standard Standard 'status l
Tp Reference DoD

3.8.12.6.2 AMtemative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and

DEC's OSF/I processor abstraction interfaces.

3.8.12.6.3 Standard deficiencies. None currently identified for this service area.

3.8.12.6.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.6.5 Related standards. None for this service area.

3.8.12.6.6 Recommendations. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.7 Device node management. Before an application can use (i.e. open) a device, it must
be able to locate that device by some logical name, determine if the device exists, and determine
the device's status and attributes; it is the driver's responsibility to register this information in a
device tree (a database), and the environment's respon3ibility to associate open devices with the
correct driver. Device node management services allow each driver to participate in the building
of a device tree, and both drivers and applications to search the tree and query attributes and
status of devices.

3.8.12.7.1 Standards. Table 3.8-85 presents standards for device node management.

TABLE 3.8-85 Device node manazement standardsS Standard Sponsor [Standard Standard T Status

Type [[ Reference | DoD

3.8.12.7.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and
DEC's OSF/1 processor abstraction interfaces.

3.8.12.7.3 Standard deficiencies. Standard attributes have not yet been defined. Interface for
searching for a device tree node is still under investigation. Bus/interconnect probe i iterfaces (to
help build the device tree) have not yet been defined.

3.8.12.7.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.7.5 Related standards. None for this service area.

3.8.12.7.6 Recommendations. UDI is recommended because it provides these servies, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.8 Mutual exclusion. In drivers which support concurrent execution "f multiple threads of
execution, it is essential that access to resources shared among such thre.. 'f, such as buffers and
flags, be synchronized to prevent race conditions. Most drivers must support at least two
concurrent threads, for example a read operation and an interrupt handler. Since drivers do not
necessarily run in the context of an operating system process, portable application level mutual
exclusion primitives cannot be used. Mutual exclusion services ensure that two threads of driver
execution can each guarantee that certain sections of code in one thread cannot be pre-empted by
certain sections in the other.

3.8.12.8.1 Standards. Table 3.8-86 presents standards for mutual exclusion.

TABLE 3.8-86 Mutual exclusion standards[Standardl spons { Standard Stand.ar statu
Type {Reference { DoD I

3.8.12.8.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and

DEC's OSF/l processor abstraction interfaces.

3.8.12.8.3 Standard deficiencies. None currently identified for this service area.

3.8.12.8.4 Portability caveats. Insufficient UDI usage base to assess. See Programmed 1/0 BSA
for portability vs. performance concerns.

3.8.12.8.5 Related standards. The following standards are related to devi driver mutual
exclusion standards:

a. IEEE 1003.1b: 1993: Realtime extension to POSIX (semaphores)
b. IEEE 1003.1c:1995: Threads Extension to POSIX (mutexes)

3.8.12.8.6 Recommendations. I IDI is recommended because it provides these services, promises
to be an open-systems solution a major software portability problem, and is being developed
by, and backed by, a substantial portion of the computer industry.
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3.8.12.9 Tracing and logging. An operating system with which device drivers co-exist typically
provides tracing and logging facilities as part of an overall fault isolation strategy; drivers are
expected to support this strategy. Logging simply requires that a driver record unusual
occurrences which may affect functionality of the driver, device, or subsystems using the driver.
Tracing requires on-demand recording of sufficient information to reconstruct a logical sequence
of events within the driver, and is controlled by an external operating system unique trace facility.
Tracing and logging services allow drivers to participate, in a portable fashion, in the operating
system's unique tracing and logging activities. Interfaces to write trace and log data, and to
respond to trace facility requests are provided.

3.8.12.9.1 Standards. Table 3.8-87 presents standards for tracing and logging.

TABLE 3.8-87 Tracing and Io *ns standardsSadr Spno Standard Standard Status
I Type IReference / DoD I

3.8.12.9.2 Alternative specification. No other consortia or de facto specifications are available.

3.8. 12.9.3 Standard deficiencies. These interfaces are defined, but still under investigation.

3.8.12.9.4 Portability caveats. Insufficient UDI usage to assess.

3.8.12.9.5 Related standards. The following standard is related to device driver tracing and
logging standards:

a. IEEE 1003 1" hSRASS Amendment to POSIX

3.8.12.9.6 Recommendab.ons. UDI is recommended because it provides these services, promises
to be an open-systems solution to a major software portability problem, and is being developed
by, and backed by, a substantial portion of t' , computer industry.
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3.8.12.10 Inter-module communication. Often, the apparent functionality of a device is
implemented by several cooperating drivers; since sucl, drivers may not be able to share inemory
or synchronize access to shared resources, a loosely coupled form of inter- module
communication is necessary. Since drivers do not necessarily run in the context of an operating
system process, portable application level IPC primitives cannot be used. Inter-module
communication services allow a driver to establish a connection to another driver through which
that driver's services may be invoked just as if invoked directly by the environment on behalf of an
application. For highe- performance, cooperating drivers may also utilize shared memory when
supported; therefore, inter-module communication services should also allow a driver to share
memory with other drivers, and synchronize access to that shared memory.

3.8.12.10.1 Standards. Table 3.8-88 presents standards for inter-module co)mmunication.

TABLE 3.8-88 Inter-module communication standards

Standard Sponsor Standard Standard Status
I Type Reference DoD I

3.8.12.10.2 Alternative specification. Sun Microsystems' DDI/DKI, Novell's Unixware PDI, and

DEC's OSF/1 processor abstraction interfaces.

3.8.12.10.3 Standard deficiencies. Shared memory interfaces are not currently specified.

3.8.12.10.4 Portability caveats. Insufficient UDI usage base to assess. See Programmed I/O
BSA for portability vs. performance concerns.

3.8.12.10.5 Related standards. The following standard is related to device driver inter-module
communication standards:

a. ISO/IEC 9945-1:1996: POSIX System API

3.8.12.10.6 Recommendations. UDI is recommended because it piovides these services,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.11 Locking protocol. Drivers normally receive requests and provide responses to either a
higher level driver, or the application (via the portable driver environment). The motivation for
driver locking is to temporarily give control of an I/0 driver to an outside subsystem (e.g.
diagnostics, configuration) other than the driver's normal higher driver, for the purpose of
allowing the outside subsystem to perform an undisturbed sequence of operations (requests) on
the driver. While a driver is locked, its normal flow of requests from its higher driver is
suspended. Normal requests are queued up, and will be processed after the driver is unlocked.
Locking protocol services allow the outside subsystem to lock and unlock the driver, and if the
lock will be disruptive (i.e. the outside subsystem's request cannot be transparently interleaved
with normal traffic), to reset the driver to a known state and have it recover or propagate a
failure/retry status to its normal user.

3.8.12.11.1 Standards. Table 3.8-89 presents standards for locking protocol.

TABLE 3.8-89 Locking protocol standards
Standard Sponsor Standard Standard Status

Type Reference DoD

3.8.12.11.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.11.3 Standard deficiencies. Those interfaces are sketched out in concept, but still under
investigation and not yet defined.

3.8.12.11.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.11.5 Related standards. None for this service area.

3.8.12.11.6 Recommendations. UDI is recommended because it plans to provide these services,
promises to be an open-systems solution to a major software portability problem, a id is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.12 Powerfail recovery. If power is lost to a peripheral and/or the main processor, but
memory has been preserved, it is desirable that either I/0 operations that were in progress when
power failure occurred be restarted or completed; failing that, applications or higher level drivers
(which may themselves have been recovered by the overall powerfail recovery strategy of the
operating system) should be notified of I/O failure. Powerfail recovery services allow a driver to
request notification of powerfail and poweron warning events so that it may recover if possible, or
notify higher levels of a failure if not.

3.8.12.12.1 Standards. Table 3.8-90 presents standards for powerfail recovery.

TABLE 3.8-90 Powerfail recovery standards

Standard Sponsor Standard Standard Status
Type Reference DoD

ILifecle)

3.8.12.12.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.12.3 Standard deficiencies. These interfaces are defined, but still under investigation.

3.8.12.12.4 Portability caveats. Insufficient UDI usage to assess.

3.8.12.12.5 Related standards. None for this service area.

3.8.12.12.6 Recommendations. UDI is recommended because it provides these services,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.13 Management metalanguage. A portable driver environment, in the process of
building up or tearing down a pathway from an application (or outside subsystem) through one or
more drivers to a device, must pass management requests to the drivers involved. A management
metalanguage defines service interfaces to drivers for initialization, binding to other drivers,
unbinding, and diagnostics.

3.8.12.13.1 Standards. Table 3.8-91 presents standard; for management metalanguage.

TABLE 3.8-91 Management metalanamuace standards
]Standard] Sponsor ]Standard ]Standard ] Status
I Type IRefrne" .DOD I

3.8.12.13.2 Alternative specification. The UNIX System V (SVID) specification defines a
STREAMS capability for establishing a data/control pathway through several drivers to a device.

3.8.12.13.3 Standard deficiencies. System management and diagnostic portions of this
metalanguage are incomplete/proposed.

3.8.12.13.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.13.5 Related standards. None for this service area.

3.8.12.13.6 Recommendations. UDI is recommended because it defines these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.±12.14 Bus bridge metalanguage. A driver often must access its corresponding hardware
device indirectly via a bus bridge. Requests from the device driver to the bus bridge driver and
from the bus bridge driver to the device driver are required to perform initial binding of the
drivers, as well as to set up and process notification (to the device driver) of device interrupts via
the bus bridge driver. A bus bridge metalanguage defines service interfaces for binding and
interrupt registration operations invoked on a bridge driver by a device driver, binding and
interrupt registration operations invoked on a device driver by a bridge driver, interrupt
notification invoked on a device driver by a bridge driver, and interrupt acknowledgment invoked
on a bridge driver by a device driver. Interrupt handlers should be capable of running in either a
restricted context (faster, low latency), or a general context (slower, but no restrictions on
services available).

3.8.12.14.1 Standards. Table 3.8-92 presents standards for bus bridge metalanguage.

TABLE 3.8-92 Bus bridge metalanauage standards
Standard Sponsor Standard Standard Status

I Type Reference DoD

3.8.12.14.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.14.3 Standard deficiencies. The binding operations of this metalanguage are not yet

specified.

3.8.12.14.4 Portability caveats. Insufficient UDI usage base to assess

3.8.12.14.5 Related standards. None for this service area.

3.8.12.14.6 Recommendations. UDI is recommended because it defines these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.15 SCSI metalanguage. For SCSI devices, a device driver is known as a SCSI peripheral
driver (PD), while the bus bridge driver is known as a SCSI HBA driver (HD). Requests from the
PD to HD and from the HD to PD are required to perform initial binding of the drivers, to set up
and process asynchronous event notification, as well as to perform various SCSI control and I/O
requests. A SCSI metalanguage defines PD to HD interfaces to request a service from the HBA
driver, acknowledge an event from the HBA driver, or bind to the HBA driver; and HD to PD
interfaces to return response information, notify the PD of an asynchronous event, or
acknowledge a binding request.

3.8.12.15.1 Standards. Table 3.8-93 presents standards for metalanguage.

TABLE 3.s-93 SCSI metalanguage standards
SStandard TSponsor Standard'--S--- a-ndard T status

TpReeec DoD
gWW (L fee / . /

3.8.12.15.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.15.3 Standard deficiencies. While this metalanguage is substantially completely defined,

some unresolved issues still exist.

3.8.12.154 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.15.5 Related standards. The following standard is related to device driver SCSI
metalanguage standards:

a. ANSI X3T9.2 792D: Draft Common Access Method, Transport and SCSI
Interface Module

3.8.12.15.6 Recommendations. UDI is recommended because it defines these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.16 Network adapter metalanguage. The portable driver environment needs to define a
framework that provides interfaces necessary to write a networking driver that works with
existing and future networking protocol stacks regardless of the OS and protocol stack
characteristics. The framework must support a universal set of network-related functions that
provide all of the needed functionality in an OS, protocol, and transport independent manner. A
network adapter metalanguage defines services to support network addressing, network control
operations such as hardware MAC address registration, connection oriented operations, and
connectionless operations.

3.8.12.16.1 Standards. Table 3.8-94 presents standards for network adapter ortalanguage.

TABLE 3.8&94 Network adapter metalanga e standardsSadr SpnoStnadStandard status

TyeReference DoD

3.±12.16.2 Alternative specification. UNIX System V (SVID) based operating systems define a
STREAMS interface among network protocol layer drivers. The STREAMS Data Link Provider
Interface (DLPI) forms the basis for this UDI metalanguage.

3.8.12.16.3 Standard deficiencies. None currently identified for this service area.

3.8.12.16.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.16.5 Related standards. The following standards are related to device driver network
adapter metalanguage standards:

a. IEEE P1003.1g: POSIX Protocol Independent Network Interface
b. IEEE Std. 802.*: Numerous IEEE standards for network access methods
c. IEEE Std. 1596:1992: Scalable Coherent Interface

3.8.12.16.6 Recommendations. UDI is recommended because it defines these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.17 Pointer metalanguage. Drivers for the class of pointer devices have the need to
process and communicate 1, 2, or 3 dimensional position information and state changes of up to 4
buttons to the higher level driver (or the application, via the portable driver environment). Upon
initial binding, the driver must disclose the number of buttons and number of dimensions. In
normal operation, the driver must report position and button status asynchronously whenever - -e
of these changes. A pointer metalanguage defines service interfaces for binding and unbinding to
the pointer device driver, and for the device driver to asynchronously notify a higher level
whenever the pointer device state changes.

3.8.12.17.1 Standards. Table 3.8-95 presents standards for pointer metalanguage.

TABLE 3.8-95 Pointer metalanzuasae standards
:Standard Sponsor Standard Standard Status

I Tye II ] efeenc i DoD

3.8.12.17.2 Alternative specification. No other consortia or de facto specifications arc available.

3.8.12.17.3 Standard deficiencies. None currently identified for this service area.

3.8.12.17.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.17.5 Related standards. None for this service area.

3.&12.17.6 Recommendations. UDI is recommended because it defines these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.18 Storage unetahanguage. Drivers for the class of mass storage devices need to deal with
the random access, block oriented storage characteristics of such devices, and the fact that such
devices often have internal buffers and smart controllers which can re-order I/O operations to
optimize prformance. A storage metalanguages defines service interfaces (as yet unspecified)
which support the unique capabilities of this class of devices.

3.8.12.18.1 Standards. Table 3.8-96 presents standards for storage metalanguage.

TABLE 3.8-96 Storaze metalanzoaue standards

Standard Sponsor Standard Standard Status
Type Reference DoD

I ~(Lifecycle)

3.8.12.18.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.18.3 Standard deficiencies. A storage metalanguage is not yet included in the UDI

specification.

3.8.12.18.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12. t.5 Related standards. The following standard is related to device driver storage
metalanguage standards:

a. IEEE P1285: Draft Standard for Scalable Storage Interface (S21)

3.8.12.18.6 Recommendations. UDI is reconuaended because it will define these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.8.12.19 Framework for custom nietalangL- ges. Standard metalanguages address the specific
capabilities of the most common device classes, and the communication among commonly stacked
drivers. Device vendors and system developers will always be defining new device classes and
intra-driver protocols, for which no standard metalanguage will suffice. Just as with the
contentious POSIX issue of application level APIs for control of arbitrary devices, a device driver
standard must provide a hranmwork by which custom metalanguages can be integrated into the
environment, even though the specific interfaces and arguments canihot be predicted when the
environment is built. A framework for custom metalanguages provides the extensibility necessary
so that new and unusual devices and protocols, with unique command, acknowledgment, and
statu weuirements, can be supported; ultimately, such custom metalanguages may be transitioned
to st. .rd metalanguages based on their widespread adoption.

3.8.12.19.1 Standards. Table 3.8-97 presents standards for framework for custom
metalanguages.

TABLE 3.8-97 Framework for custom metalana.uases standards
Standard Sponsor Standard Standard StatusI Type Reference L DoD l

3.8.12.19.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.19.3 Standard deficiencies. A firamework for custom metalanguages is not yet included in
the UDI specification.

3.8.12.19.4 Portability caveats. Insufficient UDI usage base to assess.

U.C.12.19.5 Related standards. The following standard is related to device driver framework for
custom metalanguage standards:

a. IEEE P1003. ld: Realtime Amendment to POSIX (device control)

3.8.12.19.6 Recommendations. UD, is recommended because it will define such a framework,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.±12.20 Versioning. Drivers must ir licate the version of a standard to which they conform, so
that the environment can enforce conformance to the specific set of interfaces documented in the
appropriate stindard. The environment must be able to simultaneously support drivers which
conform to multiple versions of the standard. Versioning services provide the necessary interfaces
for the environment to query a driver for the version to which it conforms.

3.3.12.20.1 Standards. Table 3.8-98 presents standards for versioning.

TABLE 3.8&98 Versionine standards
Standard Sponsor [Standard [Standard[ Status

Type [IReference .DoD I

3.8.12.20.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.20.3 Standard deficiencies. Versioning capabilities are not yet included in the UDI
specification.

3.8.12.20.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.20S Related standards. None for this service area.

3.8.12.20.6 Recommendations. UDI is recommended because it will define these interfaces,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3X12.21 Packaging and distribution format. To achieve driver portability without requiring
that driver vendors distribute source code, a driver binary must be built from source code
conforming to the interface standards, and written onto media in some common distribution
format. The environment must be able to link with these binaries. Packaging and distribution
format standards should support multiple media format types to allow for systems which do not
support particular media types, multiple drivers on a particular piece of media, and well-accepted
common formats across all media types.

3.±12.21.1 Standards. Table 3.8-99 presents standards for packaging and distribution format.

TABLE 3.8-99 Packazina and distribution format standards
IStandard Sponsor [Standard ]Standard [ status i
[ Type [ Reference [ DoD

3.8.12.21.2 Alternative specification. No other consortia or de facto specifications are available.

3.8.12.21.3 Standard deficiencies. Packaging and distribution formats are not yet included in the
UDI specification.

3.8.12.21.4 Portability caveats. Insufficient UDI usage base to assess.

3.8.12.21.5 Related standards. None fer this service area.

3.8.12.21.6 Recommendations. UIYI is recommended because it will define these formats,
promises to be an open-systems solution to a major software portability problem, and is being
developed by, and backed by, a substantial portion of the computer industry.
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3.9 System management services. Centralized system management services refer to services
that allow systems and/or enterprises to be managed from a single, centralized point. Distributed
system management services refer to services that allow systems and/or enterprises to be managed
from any node in the enterprise, in a variety of ways. In some cases an enterprise may be
managed as a single unit, but management tasks can be performed at any node. In other cases, the
enterprise may be split into multiple domains, each having its own management system, but the
different management systems can cooperate with each other and exchange and use each others'
management information.

3.9.1 State management. This requirement states the need for a mechanism that initializes the
system or components of the system, to a pre-determined state where it can operate in the
distributed environment. Also required is the ability to shutdown all or part of the system
gracefully for maintenance, security, or component upgrade reasons. Complementing startup, the
ability to suspend, synchronize, or shutdown is also required. A less invasive mechanism of
enroll/disenroll is needed to allow a component to be recognized or excluded from the distributed
system while not directly affecting its operation.

3.9.1.1 Independent window management services. (This BSA appears both in part 3 and part
9.) Window management services are a necessary part of any windows system to perform
functions such as resizing or moving windows. These services are not to be confused with
services managing individual windows as though they were separate terminals.

3.9.1.1.1 Standards. Table 3.9-1 presents standards for independent window management
services.

TABLE 3.9-1 Independent window management services standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
NPC IEEE Modula Toolkit Eavirmett (MIE) 1295:1993 informational

(Approved)

CPC OSF Motif Motif 1.2 Infomtiotal
(Approved)

CPC MIT X X Window System (Trb Window Manager) Xi lR5 informationat
Consortium (Approved)

CPC OSF Motif Motif 2.0 Informotional
(Approved)

Motif 1.2 is the current version of the OSF specification for GUI behavior and appearance and
programming and data interfaces. X II R5 is the current release of Version II of the X Windows
GUI standard. The IBM Presentation Manager is included to support legacy systems.

3.9.1.1.2 Alternative specifications. The following specifications are also available for legacy
support:

a. APIW
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b. USL/Sun Open Look Windows Manager (olwm)
C. IBM SAA Presentation Manager Window Manager.

3.9.1.1.3 Standards deficiencies. Although all window managers perform functions such as
window resizing and moving (window manipulation), some do not manage their windows
independently, as if each window were a separate system. Failure to manage windows
independently may create situations in which an application seizing in one window may propagate
the errors to other windows causing them to seize (lock up). In addition, without an independent
window manager, usually it is not possible to invoke programs that run in graphical mode at the
same time (but in different windows on the same screen) as programs running in character mode.
Certain windows systems running under single-tasking DOS also do not support independent
window managers.

Motif 2.0 is somewhat incompatible with the multi-threading implementation in X11 IR6,

As no significant products are as yet available for Motif 2.0, the previous version, Motif 1.2,
remains as the reference standard. Adoption of Motif 2,0 will be delayed until an appropriate
threshold of Motif 2.0 products are available and until resolution of potential conflicts between
Motif 2.0 and X11 IR6.

3.9.1.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.1.1.5 Related standards. No standards are related to independent window management
standards.

3.9.1.1.6 Recommendations. A procurement should specify a Windows Manager that
accommodates window manipulation and application seizure protection. Windows systems using
X Windows operating on protected operating systems like UNIX are more robust (i.e., the failure
of one application will not cause other applications to fail automatically) than some running on the
unprotected DOS operating system.
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3.9.1.2 System startup and shutdown. System startup and shutdown refers to a standardized
method for starting up and gracefully shutting down a system without losing or corrupting data or
code, and in the case of a multiuser system, giving users advance notification of the shutdown so
that they can save their files and log off the system in time.

3.9.i.2.1 Standards. Table 3.9-2 presents standards for system startup and shutdown.

TABLE 3.9-2 System startup and shutdown standards
Standard Sponsor Standard Standard status
I Type Reference DoD

I (Lifecycle)

3.9.1.2.2 Alternative specifications. The following specifications are also available:

a. Berkeley BSD 4.3 UNIX.

b. System V Release 4.

3.9.1.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.1.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.1.2.5 Related standards. No standards are related to -,stem startup and shutdown standards.

3.9.1.2.6 Recommendations. No specific standards are recommended at this time.
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3.9.13 Batch scheduling. (This BSA appears both in part 8 and part 9.) Batch scheduling refers
to the ability to submit jobs to be executed when the system load permits. The "at" command
allows jobs to be executed at a predefined time. Batch queuing refers to the ability to place
multiple jobs in a queue for processing, and to access and manage the queue.

3.9.1.3.1 Standards. Table 3.9-3 presents standards for batch scheduling.

TABLE 3.9.3 Batch scheduline standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
Ic ISO/Ic Information Technoogy. Potable Opetia System 9945-2:1993 Mandated

Interlace (POSI) - Pant 2: Shell and Utilities (as proiled (Approved)
by FIPS PUB 189:1994)

NPC IEEE Portable Operstimg System Interafe (POSIX) - Pat 2:Shell 1003.2d: 1994 Mandated
sad Utilities. Amendassmt : Batch Environment (Approved)

CPC XAOpen Single UNIX Specificatin (Spec. 1170) Commands and C436 (9/94) Emerging
Utilities, Isue 4, Version 2 (put of XPO4) (Approved)

[PC ISO/IEC OSI Systems Management, Pat 15: S.daumiag P'nction 10164-15:1995 Informational
(Approved)

CPC OSF OSF/l Operating System OSF/I O.S. Informational
(Approved)

3.9.1.3.2 Alternative specifications. The Berkeley BSD 4.3 Unix "at" and "batch" commands are
also available.

3.9.1.3.3 Standards deficiencies. The POSIX.2 and Unix "at" and "batch" commands are
designed for a single machine, centralized environment. Traditional POSIX and Unix batch
capabilities, such as "at" and "batch," are inadequate and inefficient for managing resources and
scheduling jobs in many environments, particularly environments that manage expensive
resources, because they are very limited. For example, "at" allows users only to schedule
machines to run jobs at particular times. No Ada bindings exist for the POSIX.2d Batch Queuing
Extensions.

3.9.1.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown,

3.9.1.3.5 Related standards. No standards are related to batch scheduling.

3.9.1.3.6 Recommendations. The mandated standards are recommended, but both provide only
limited batch functionality. For international work, use the POSLX.2 standard's new "-t time"
option for the "at" command to express a time for execution of the submitted job in a way to
support other time conventions more easily.
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3.9.1.4 Process management and core operating system services. (This BSA appears in both
part 8 and part 9.) Core operating system services are basic operating system services and
interfaces, including traditional process management, memory management, time services,
scheduling, terminal handling, error and exception management services, file-oriented services,
and generalized input and output.

3.9.1.4.1 Standards. Table 3.9-4 presents standards for process management and core operating
system services.

TABLE 3.9-4 Process manatement and core opermatina Ifs mn services standards
Standard Sponsor Standard Standard Status

Type Reference DOD
I5OAC Polabe~pe~a~~eao~acoPO5X)Pat ~(Lifecycle)

Systiem API (Replaces ISO09945-1:1990 and incorporates (Approved)
11T( 1003.l,1003. lOIc. arsd 1003. 10)______

O'N-C Mkmesoft Window Managemeant and GIeagddoa Device lInterface. Wia32 APIs Mandatied
Volumne I Microsoft Wka32 programmnedo Reference (Approved)

Manual. 1993. Mwmeaoft Press
CPC XA~pen Single Unix Specification (Span. 1170), Sstiem nt aerfaces C435 (9J94) Emerging

andl Headers. lsuae 4. Version 2. (Panl of XP041) (Approved)

CpC XAO~pe Singile Unix Sp~ecification (Spme If 70). Syalans lIleefiace C434 (9W94) E~meejoag
Deflinitons. Isaue 4, Version 2 (peut of XP04) (Appruved)

NPC IEEE Peilable Operuating System nt ereface (POSIX) - Past I: 1003.1lb: 1993 Informational
System Application progrnam interface (API) Ameandmenet (Apr~poved)

________ 1: Reaktime Extension IC lanouagel
NPC IEEE POSIX part I: System Appliatiaon program Inleuface l003.lo: 1995 Informational

(API) Amendment 2: Threadi Extenalon (C L-Anguagel (Approved)

NPC WEEE POSIX Pain 1:SystmApiaio~n Program nwufeac 1003.i10995 Iofomiationall
(APO)- Amaend: Te= =ca oried to Real 'Ime (Approved)
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3.9.1.4.2 Alternative spedfl'tkdom. Other consortia or de facto alternative specifications (such
as ECMA APIW) for the Portable Operating System Interface for Computer Environments
(POSIX) standard P1003.1 are available.

3.9.1.4.3 Standards deficiencies. ISO 9945-1:1996 incorporated IEEE 1003.1b Realtime and
IEEE 1003.1c Threads. This resolves some of the deficiencies in the original POSIX. , but the
following deficiencies remain in the available standards:

a. Lacks batch scheduling for distributed computing.

b. Has weak event, error, and exception management services.

c. Has weak or no generalized I/0 device driver services.

d. Has reentry problems when used for multiprocessing.

e. Reliability and maintainability not reflected in the standard.

f. The tasking model on which Ada is based does not map well to the process model
on which POSIX.I is based.

g. Has tape handling facilities requiring long backup times.

3.9.1.4.4 Portability caveats. Different specifications and implementations conforming with
POSIX (e.g., OSF/l, SVID, SVR4, X/Open, and vendor products) often support the same
function, but support them slightly differently. For example, the names of system calls may be
identical, but unanticipated incompatibilities will arise because of differences in the data types of
the function, the data types of the arguments, the return values, the required header files, and the
symbolic error values.

Implementations conforming with POSIX may require extra header files for function calls that are
ported from a system not requiring header files to another requiring header files. Although the
impact of requiring extra header files is not always clear, differences in header file requirements
can reduce portability. For example, if a program is ported from a system not requiring a header
file for a particular function call, to a system requiring it, the call to that function may be
undefined and generate an error message about the nonexistent header file.

Differences within header files can reduce portability when moving from a system that does not
require a header file to one that does. For example, a header file may define attributes like data
types or symbols conflicting with locally defined symbols.

Implementations of systems conforming with POSIX may refer to devices by logical names,
numeric indicators, data structures, or pointers. Superset functions in implementations
conforming with POSIX are important to have and convenient to use, but they reduce portability.
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The meaning of ownership of "symbolic links" is not clear or consistent across different systems.
Only the meaning of owning a file is consistent.

Many system attributes, such as system limits and configuration values limits, are defined by
implementation.

3.9.1.4.5 Related standards. The following iandazds are related to process management and
core operating system services or their stanc is:

a. IEEE 1003.2:1992: POSIX - Shell and Utilities.
b. IEEE 1003.2a: 1992 POSIX - User Portability Extension.
c. IEEE P1003.le: POSIX - Security Interface Extensions.
d. IEEE P1003.21: POSIX - Real Time Distributed Systems Communications.
t. X/Open Common Desktop Environment (XCDE) - Definitions and Infrastructure.

3.9.1.4.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b:1993,
IEEE 1003.1c: 1995, and IEEE 1003. 1i:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. IEEE 1003.1b (section 3) standardized additional functions not in 9945-1:1990 such as
memory management and clocks and timers. Federal Information Processing Standard (FIPS)
151-2 should also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996
version. It specifies many of the implementation-defined system limits related to files and
directories and input/output.

To ensure maximum portability and smooth running information processing functions, it is
important to determine, at a detailed level (e.g., arguments, order of the arguments, data types of
the function and arguments, return values, symbolic error numbers), the specific areas of
incompatibility between POSIX and the systems bid by vendors.

To ensure that no harm will result if an application is ported from a system that requires and
supports a headcr file to a system that does not require the "include" statement in the system call,
remove the header file from the appicstion.

Avoid the use of extensions to POSLX. However, if extensions to POSIX must be used (they may
be convenient), the applications in which they are used must be designed carefully for portability
(e.g., separate the portable from the nonportable code, carefully document all nonportable code).

Including those header -Jes required by POSIX. 1 will ensure that properly written programs will
build successfully on all FIPS-certified POSIX. I, regardless of which header files may be optional
on a given vendor's platform.

Specifying that systems must conform to the X/Oper,'s Single Unix Specification as demonstrated
by a current X/Open Branding Certificate will eliminate the portability problems idertified in the
first paragraph of the portability caveats section.

April 7, 1997 3.9-7 Version 3.1



3.9.13 Systemn admlnhatratlon and management APbs (This BSA appears in part 8 and part
9.) Operating system-based system administration standards provide interfaces to traditional,
centralized operating system administration services and utilities. System management APIs refer
to standardized Application Programming Interfaces that can be used by system and network
managers and application developers to manage a system or network. They also are used to
develop a system or network management application, without having to resort to writing third-
ger-,ration language code or UNIX/POSIX shell scripts to perform the same functions on
different machines. In this sense, system and network management APIs are considered
productivity tools for system managers and system management application developers.

3.9.1.5.1 Standards. Table 3.9-5 presents standards for system admidnistration and management
APIs.

TABLE 3.9-5 System administration and manacemeit APIs standa'rds
Standard Sponsor Standard Standard Status

Type Reference DoD
- -________________________(Lifecycle)

M~' XIOPun Maaaperm P1iotonl Proiile. (XMIPP C206 (I11i93) Adopmed
(Approved)

cpC NMP OMNiPoint I (A&ýpt 1SO Profile Sean 111834X, 12059- OMNIPoint 1:1993 Ad~ed
X. and 12060X.)r inudes ISQ/1EC 10164.X) (Approved)

NPC nimE Opent Systerna Wearcomnecion (0OR) Abstract Data 1224:1993 Adopled
Manipulation - Application Progama laiietface (API) (prvd

3.9.1.5E Altrnaiv spcftos.sthem foimstowng speci2 Sfictwosare also2:99 available: n

b. ivl ysem: OjcllAPminwhichtisn ifrncPorporaed i M(Awhphrioba ed)o

su EdE for IX appiction Adevlomentaniteration than : se for manaemen tasks:99 dmsuch

c. ivliSytes:ApliadoniPrmora ing IntrfcepAP)oovojets
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d. Berkeley Unix.

e, OSF: OSF/I.

3.9.1.13 Standards deficiencies. All traditional Unix system administration is difficult. Neither
System V system administration facilities nor Berkeley Unix system administration facilities were
designed for a distributed networked environment. Traditional Unix system administration is not
object-based and is not easily extendable.

3.9.1.SA Portability caveats. The traditional AT&T/USL system administration facilities are
largely different from and incompatible with the traditional Berkeley Unix system administration
facilities.

UI specifies the AT&T/USL system administration for the SVID. OSF provides the Berkeley
Unix system administration facilities for OSF/l, except for the System V accounting facilities. The
SVID and OSF/I system administration interfaces, configuration files, and procedures are
incompatible. Most of the shell scripts written for SVID-based Unix will not be portable to
OSF/l systems. The many system administration configuration files required by POSIX and Unix
are not portable across different machines.

3.9.1.5.5 Related standards. The following standards are related to traditional operating system
administration:

a. ISO IS 9595/9596/CCITT X.710/71 1: CMIS/CMIP (Common Management
Information Service/Protocol).

b. ISO IS 7498:1986/CCITT X.700: Management Framework.

c. ISO IS 10040:1991: Systems Management Overview.

d. ISO IS 10164-1:1993/CCITT X.730: Object Management Function.

e. ISO IS 10164-2:1993/CCITT X.731: State Management Function.

f. ISO IS 10164-3:1993/CCITT X.732: Attributes for Representing Relationships.

g. ISO IS 10164-4:1992/CCITT X.733: Alarm Reporting Function.

h. ISO IS 10 164-5:1993/CCITT X.734: Event Report Management Function.

i. ISO IS 10164-6:1993:Log Control Function.

j. ISO IS 10164-7:1992/CCITT X.736: Security Alarm Reporting Function.

k. ISO IS 10164-8:1993 Security Audit Trail Function.
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L ISO IS 10164-12:1994 Test Management Function.

m. ISO IS 10165-1:1993/CCITF X.720: Structure of Management Information.

n. ISO IS 10165-2:1992/CCITT X.721: Definition of Management Information.

0. ISO IS 10165-4:1992/CC'IT1 X.722: Guidelines for the Definition of Managed
Objects

p. ISO DIS 10181-2.2:1993: Authentication Framework.

q. ISO 8824:1990: (Edition 2) Specification of Abstract Syntax Notation 1 (ASN. 1).

r. ISO 8825:1990: Specification of Basic Encoding Rules for ASN. I (BER).

s. NIST FIPS 146-2: POSIT (for ASN.I and BER (related to ISO 8824 and 8825)).

t. NIST FIPS 158-1: X Window System (X1I Version 5).

u. NIST FIPS 179-1: Government Network Management Profile (GNMP).

v. IEEE P1003. le: Security Interface Standards for POSIX.

w. X/Open: G207:9/93: Systems Management Reference Model

x. X/Open: G303:9/93: Systems Management: Managed Object Guide (XMOG).

3.9.1.5.6 Recommendations. The PM should plan to use X/Open's XMPP as a common API to
CMIP and SNMP. X/Open, Unix International, and OSF specify the same API, although they call
them by different names (XMP and CM-API). The XMP and CM-API hide some of the
differences between CMIP and SNMP and eliminate the need to learn two different syntaxes to
access both protocols.

The OMNIPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
Version 3.0 of the NIST Application Portability Profile.
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3.9.1.6 Scheduling. (This BSA appears both in part 8 and part 9.) Scheduling services and
interfaces provide different scheduling policies, such as time-sharing, priority-based, and user-
defined. Scheduling services initiate and terminate jobs (programs) in the computer, maintain a
list of jobs to be run, and allocate computer resources depending on priority. Each process is
controlled by an associated scheduling policy and priority.

Priority and preemptive scheduling standards provide interfaces to scheduling services allowing
the highest-priority process to run first and to completion. Preemptive multitasking shares
processing time with all running programs. For example, background programs can be given
recurrent CPU time no matter how heavy the foreground load. Priority bumping is the process
during a link, trunk, or facility failure where lower priority user access to network services is
interrupted to offer those services or bandwidth to a predesignated higher priority user.

3.9.1.6.1 Standards. Table 3.9-6 presents standards for scheduling.

TABLE 3.9-6 Scheduline standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,~ 5Lifecyycte)

IPC ISO/EEC Pon"bl Operstnt Syste Interfaxe 01OSEK) Pan 1: 9945.1:1996 Malndated
System API (Replaces ISO 9945-1:1990 ad incorporates (Approved)

_ iEEE 1003.1b. 1O03.1i and 1003,1ii
CPN.C Micromoft Window MaIaeemen and GOrpsics Device Interfae Win32 APIs Mandated

Volume I Mi=eeaii Wtm32 Programmea RMemree (ApProved)
Maual. 1993, Micsoft Press

NPC IEEE Portalde Operating System Intertion (POSIX). Pat 1: 1003,lb:1993 Infornational
System Applicatton Program Iawfnt e (API) Amembment (Approved)

1: Realtime Extention (C lansuae)

NPC ene POSIX Pt 1: System Application Prograrn o mrat e 1003sa io 1995 Infoamilional
(API) - AmSnd: TePSnical Condgards to Real Time (Approved)

Extension [C I.Antusgle
GPC NIST Portabe Operrtf System Inlatfwse (IP3SIX - System FIPS PUB 151- Informational

Application Program Intedfwe/ C Language (adopts 2:1993 (Approved)
ISO/IEC 9945.1:199M

because it supports only time-sliced time-sharing scheduling and does not allow scheduling based
on the priority of a process.
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The POSIX "nice" command for adjusting process priorities is not suitable for real time
applications, because the "nice" function is merely a request to the operating system to favor a
particular process for scheduling. However, in traditional Unix and POSIX. 1, the effect of the
"nice" command is tempered by degrading priorities based on CPU usage. In addition, the "nice"
interface specifies an adjustment to a "nice" value, rather than setting it to an explicit value. Real
time applications usually want to set priority to an explicit value. Finally, "nice()" does not allow
for changing the priority of another process.

POSIX.I scheduling is not based on absolute priorities. A process's scheduling priority degrades
as it runs. POSIX. I does not allow a system operator or real time application developer to tailor
process scheduling.

POSIX.lb does not address the priorities of "system" processes. If system processes are not
running in low priority ranges, conflicts with real time processes could result.

POS IX. b does not address the interaction between priority and swapping because swapping and
virtual memory paging-related issues are extremely dependent on the implementation and nearly
impossible to standardize. However, the POSIX.lb scheduling paradigm fully describes the
scheduling behavior of runnable processes, including the requirement for the working set to be
resident in memory.

POSIX. b does not address the temporary lending of priority from one process to another by the
system (e.g., for the purposes of affecting the freeing of resources).

POSIX. lb does not define the effect of I/O interruptions and other system processing activities
because the effect of I/O interruptions and system loading is intrinsically nondeterministic.

Influence levels (restrictions on a process's ability to affect other processes beyond a certain level)

are defined by the implementation.

POSIX.lb does not address the mechanisms used to control access to scheduling facilities.

POSIX. lb does not address whether a process' handling of an event with a higher priority should
have its priority boosted. This may be addressed later.

POSIX. lb provides a minimum of 32 priority levels. While this number conforms to the currently
accepted scheduling theory requiring at least 32 priority levels for predictable responses with
acceptable processor utilization, it is less than the 256 priority levels that many real time systems
need.

3.9.1.6.4 Portability caveats. POSIX.Ib supports a time-sharing scheduling policy, a real time
scheduling policy, and a user-defined scheduling policy, but does not define the default scheduling
policy. This could cause problems in porting the scheduling, and as a result, could cause
problems in the response time behavior of real time applications.
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POSIX. lb does not address resource preemption. The lack of resource preemption
standardization could affect the ability to port real time applications so that they maintain the
same behavior between systems. However, this does not affect source code portability, because
resource preemption functions lie underneath the POSIX, Ib interface.

The POSIX.lb priority-based scheduling functions are incompatible with the System V.4 SVID
and SVR4 real time extensions' priority scheduling. The System V.4 "priocntl0" interface for
priority scheduling violates POSIX.lb guidelines since it uses an argument to define the system
call function. This increases the complexity of the "priocntl0" system call because it consolidates
a large collection of related but logically separate functions into a single interface. Also, the
"priocntl0" interface is less flexible than the POSIX, lb interface, because "priocntl0" does not
pe~mit separate disjointed or overlapping priority ranges between policies.

The specification of only 32 priority levels could reduce the behavior of some applications that
depend on multiple priority leiels to have reduced portability across conforming implementations.

In a conforming implementation, the priority ranges for the FIFO and Round Robin scheduling
policies (SCHED_FIFO and SCHED_RR) defined in the header <sched.h> must be allowed to
overlap, because these scheduling policies are identical except for the time interval. Because the
third scheduling policy permitted by POSIX. lb (SCHEDOTHER) is defined by the user or
implementation, any interactions among SCHEDOTHER and SCHED._FIFO or SCHED_RR
also is defined by the implementation. Therefore, any application that depends on this interaction
is not a strictly conforming application, and may not be portable across all systems.

3.9.1.6.5 Related standards. The following standard is related to priority and preemptive
scheduling standards:

a. IEEE P1003.1e: Security Interface Standards for POSIX.

3.9.1.6.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b:!993,
IEEE 1003.1c:1995, and IEEE 1003.li:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. Federal Information Processing Standard (FIPS) 151-2 should also be consulted. It
adopted ISO 9945-1:1990 and is still applicable to the 1996 version. IEEE 1003. 1b standardized
additional functions not in the original POSIX.1. FIPS 151-2 specifies many of the
implementation-defined system limits and chooses among incompatible POSIX options.

Each real time functionality in the POSIX.Ib standard is an option. If procurements do not call
out the POS IX. lb Execution Scheduling option explicitly, vendors may provide a system
conforming with POSIX. l b but not including this option.

Procurements should require implementations to document the priority ranges in which system
processes run to check that conflicts will not exist between system processes and real time
processes.
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If a particular default scheduling policy is desired, a procurement should either specify the default
explicitly or specify the ability for system operators to define one.

System processes always should execute in low priority ranges to avoid conflict with real time
processes.

A portable, standardized interface for locking portions of a procoss in memory is necessary to
ensure that paging behavior does not affect the scheduling of real time processes.

An organization-wide standard default scheduling policy should be established. Also, applications
should make no assumptions about the default scheduling policy.

Although the POSIX. I b real time standard allows source code portable applications to be written,
it does not guarantee that two such applications can coexist in a single system. To minimize
conflicts, developers should adhere to certain programming guidelines to document the intent,
rather than the syntax, of the standardization issues.
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3.9.1.7 Subsystem management. (This BSA appears both in part 8 ani part 9.) Subsystem
Management Service (SMS) is a product that controls the execution of system processes (usually
daemons). It ensures that related processes are started (or stopped) ia the proper sequence. It
also provides a standard systems administration command syntax to start/stop these processes,
and the specification for an RPC interface that could be embedded into daemons to allow
administrator interaction. Without SMS, the commands to start these processes are embedded in
the system startup file. There is no mechanism to ensure that one daemon is ready before starting
a related one. To stop a daemon, the administrator needs to know the syntax of the appropriate
command, and needs to know which other related daemons also need to be stopped. If a daemon
dies, the administrator needs to know which related processes to stop, and the proper sequence to
restart them.

3.9.1.7.1 Standards. Table 3.9-7 presents standards for subsystem management.

TABLE 3.9-7 Subsystem management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Life cle

3.9.1.7.2 Alternative specifications. There are no alternative specifications available.

3.9.1.7.3 Standards deficiencies. There are no products currently using the OSF DME SMS
specifications. The software available from the OSF could be, used as-is, although it is intended to
be used by third-party vendors as the basis for products.

There afe clso no daemons that implement the SMS RPC interface, except for the ones that come
with OSF DME. Therefore the SMS is required to use Signals to stop daemons, which may have
unpredictable results if the daemon does not catch the signal correctly.

3.9.1.7.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.1.7.5 Related standards. The following standard is related to subsystem management.

a. OSF DC.E Remote Procedure Call (RPC)

3.9.1.1.6 Recommendations. There are no recommendations.
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3.9.2 User and group management. This requirement states the need to establish identity by
appropriate authentication means for a user prior to interaction with application software,
establishing a session on an application platform, accessing information storage, or establishing
communication. Coupled with this identification is the association of privilege, by individual or
group and requisite resource authorization, potentially across multiple components of the system.

3.9.2.1 User/group identification. (This BSA appears both in part 8 and part 9.) User/group
identification services provide traditional system administration interfaces for administering users
and groups. These services are mechanisms for system and network administrators to use when
implementing a management policy across a system. Administrators can use the services to
establish domains and policies for management throughout the system. They can provide the
ability for applications to access group and user databases. Users can set up their own areas of
management and policies or use system defaults that are included in management services.

3.9.2.1.1 Standards. Table 3.9-8 presents standards for user/group identification.

TABLE 3.9-8 User/group identification standards
Standard Sponsor Standard Standard Status

Type Reference DoD

- (Lifecycle)
IPC ISO/Ic Porlame Operating Sys Inteface (POS) Pan 1: 9945.1:1996 Madated

System API (Replwcs ISO 9945.1:1990 sod in•orpoensts (Approved)
IM[E 1003.lb, 1003.1c, and 1003.1i)

CPN.C Microsoft Window Mtasement sad nGrahics Device Interface. Win32 APIs Mandated
Volume I Microsoft Wsm32 Programmers Reference (Approved)

Manual, 1993 Microsoft Press

NPC 0M POSIX: System Administration - Pait 3: User sod Group 1387.3:1996 Ememing
Administrtfimo (Approved)

NPC IEEE Poetsde Operating System Interfse (POSIX)- Patn 1: 1003.1b:1993 Informational
System Applicatios Prgoam Interfache (API) Amendment (Approved)

1: Realtime Extesiom (C Ianiusate)
NPC IEEE POSIX Put 1: System Application Pmgnrn Interfsce 1903.1i:1995 hnfonmational

(APO) - Amend: Tedohicas Corrigenda to Real Time (Approved)
Extesjmi IC Lanssuagel

OPC NIST Computer Security Ouidelire for implementing the RPS PUB 41:1975 Informtional
Privscy Act of 1974 (Approved)

GPC NIST Guidelines on Evaluation of Tedhiqoet for Autornsed FIPS PUB 48:1977 Lnformational
Personal Identification (Approved)

3.9.2.1.2 Alternative specifications. The following specifications are also available:

a. Berkeley Unix: Centralized User and Group Management.
b. OSF/l O.S.: Centralized User and Group Management.

3.9.2.1.3 Standards deficiencies. User and group management in the SVID, OSF/I, and
Berkeley Unix is designed for a centralized, single machine environment. No Ada bindings exist
for user and group management standards.
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3.9.2.1.4 Portability caveats. System V Unix and the SVID use the commands "useradd" and"groupadd" to add a new user or group to the system. The OSF and Berkeley Unix use the
commands "adduser" and "addgroup" to do the same thing.

Although the functionality defined by P1387.3 is based on historical user and group administration
practice, no commercial products which conform to the (draft) standard are available as yet.

3.9.2.1.5 Related standards. The following standards are related to user and group management
or user and group management standards:

a. ISO/IEC 9595:1991: CMIS.

b. ISO/IEC 9596:1991: CMIP.

c. ISO/IEC DIS 11578.2: RPC.

d. Network Management Forum: OMNIPoint 1.

e. Internet RFC 1155: Structure and Identification of Management Information for
TCP/IP-based Intemets.

f. Internet RFC 1157: Simple Network Management Protocol.

g. Internet RFC 1213: Management Information Base for Network Management of
TCP/IP-based Interaets (MIB-It).

3.9.2.1.6 Recommendations. The mandated standards are recommended.
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3.9.3 Configuration control. This requirement states the need to be able to manage the
configuration of the system. This entails the ability to view the current configuration statically
and dynamically modify the configuration, and the ability to tune the system.

3.9.3.1 Software distribution. (This BSA appears both in part 2 and part 9.) Software
distribution and installation services comprise utilities for packaging, installing, and distributing
software for use on heterogeneous and potentially incompatible systems. These services will
enable network managers to transmit software to any stand-alone or networked system, regardless
of the media used for distribution. Standards for software distribution in a system provide a
standardized layout for distributing and installing software in a single system or network. They
explicitly define each phase of software distribution, installation, and configuration--covering such
distribution media as disks, tapes, and CD-ROM.

3.9.3.1.1 Standards. Table 3.9-9 presents standards for software distribution.

TABLE 3.9-9 Software distribution standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecy'cle)

NPC im POSIX Synch Administ.tion - PuA 2: Softw 1387.2:1995 Adopted
Adrninizaleion (fonner P1003.7.2) (Approved)

CPC XWOpem Single UNIX Specification (Spec. 1170) T908: 1995 Emer~g

(Appnoved)

CPC X/O~pen Syneon. Muagemena: Distfitezed Software AdninsUiwsIoi P429:1997 Iefomttion.l
(W(XDSA) (Approved)

3.9.3.1.2 Alternative specifications. The following specifications are also available:

a. Hewlett-Packard: "swinstal" and "swpackage" systems.
b. USG: SVR4-based "pkgadd" system.
c. Santa Cruz Operation (SCO): "custom+" system.

3.9.3.1.3 Standards deficiencies. The IEEE 1387.2 standard does not provide for acting upon
log files in remote file systems. No Ada bindings are available for software distribution standards.

3.9.3.1.4 Portability caveats. Although the IEEE 1387.2 standard is based on Hewlett-Packard's
"swinstall" and "swpackage" systems, the standard has modified the specifications so that they are
not exactly like the HP systems.

3.9.3.1.5 Related standards. The following standards are related to software distribution or
software distribution standards:

a. ISO/IEC JTCI IS 9595:1991: Common Management Information Service
(CMIS).
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b. ISO/IEC JTCI IS 9596:1991: Common Management Information Protocol
(CMEP).

C. ISO/IEC IS 11578: 1996, Infonnation Technology - Open Systems
Interconnection - Remote Procedure Call (RPC).

d. Internet RFC 1155 (STD 17): Structure and Identification of Management
Information for TCP/IP-based Internets.

e. Internet RFC 1157 (STD 15): A Simple Network Management Protocol.

f. Internet RFC 1213 (STD 17): Management Information Base for Network
Management of TCP/IP-based Interaets (MIB-II).

g. Network Management Forum: OMNIPoint 1.

3.9.3.1.6 Recommendations. IEEE 1387.2 is recommended.

A new version of the X/Open Single UNIX Specification (Spec. 1170) is expected to be issued in
1997.
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3.93.2 Software conflguration nunagemenfL (This BSA appears both in part 2 and part 9.)
Configuration management is the process of applying administrative and technical procedures
throughout the software life cycle to identity, define, and baseline configuration items for software
in a system; control modifications and releases of the items; record and report the status of the
items and modification requests; ensure the completeness and correctness of the items; and
control storage, handling, and delivery of the items. This includes activities employed by the
developer to identify entities (such as computer files, documents, Computer Software
Configuration Items) whose version and status are to be tracked and controlled, to apply such
controls, to keep records of these controls, and to audit that these controls are being applied.

3.9.3.2.1 Standards. Table 3.9-10 presents standards for software configuration management,

TABLE 3.9-10 Software conficuration mananement standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC DOD Softw=~ Dev.8omontanid Dowa~tingo hIL-STD-49S Adopted

(Approved)

NPC EIA Nationa Comenam Stmdad for Configurahon 1S-649 Adoped
4hwgemten (Approved)

NPC ANSI/IEEE Softwme Configouruoo Manmapnt 1042:1997 iformadonalo
(Approved)

NPC ANSI/WEE Softwae Confiupnion Maaemenl Pliea 828:1990 Infomational
(Approved)

GPC NIST Gtideline for Softwne Dormeonfion Mumnernrt F"S PUB Itnformational
105:1984 (Approved)

OPC DOD Confiogntion Management MIL.SM-973(13): onomahionatl
1995 (Approved)

NtPC 11A That Usm Swndard - Standard for Iofonoaion Tedoology EIA/WEE 5S-TrD- " nomainonl
- Softwoaw Life-Cycle Pro SofmWtw Development - 016: 1995 (Approved)

Avruirer-SwierA ereneat

pto-- -- 6Wb.& ~w40W 172Sý M

MIL-STD-498, Software Development and Documentation has been approved for use by DOD
with a waiver. Requirements for usage waivers are determined by each Service.

3.9.3.2.2 Alternative specifications. The following additional guidance document is also
available: Guidelines for Configuration Management (MIL-HDBK-76 1), although it is used with
MIL-STD-973(13): 1995, which will most likely be canceled.

3.9.3.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.
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3.9.3.2.4 Portability caveats. Portability problems with the existing standards are unknown.

3.9.3.2. Related standards. None.

3.9.3.2.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640) is based on
MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IBEE trial use standard. It is
anticipated that J-STD-016 will be upgraded from trial use to full use and issued as an ANSI
standard in 1 097. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of ISO/IEC
12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a base
standard (12207.OUS) and two guides (12207.1US and !22;:" !US). Thebase standard will
contain ISO/IEC 12207 and is expe-ted to be approved %icr t,) July 1997. The guide IEEE/EIA
12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-016. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.
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3.9.3.3 Data dictionary. (Ths BSA appears in part 4 and part 9.) A data dictionary is a part of
a database management system that transpaz'-atly provides a centralized meaning, relationship to
other data, origin, usage, and format. It also indicates which application programs use that data,
so that when a change in a data structure is contemplated, a list of affected programs can be
generated. The data dictionary a stand-alone system or may be an integral part of the DBMS and
used to control it. Data if Ategrity and accuracy is better ensured in the latter case.

3.9.3.3.1 Standards. Table 3.9-li presents standards for data dictionary.

TABLE 3.9-11 Data dictionary standards_____
Standard Sponsor Standard Standard Status

Type Reference DoD
info P~esnees 5yim - l~ifecycle)

Upc NIST Woao ecte iinrSyte IRDS) (adopts PIPS PUB Adopted
ANSI X3.139-1998 and X3.138A.I9M) 156:1989 (Approved)

[PC ISO/Mc Informatonm Resource Dictiomry Syutemo (IRD) 1007.7:I99 inonalional
Fuuonwodk (Approved)

OPC NIST Guide for rhe Development,. Implmneneoaion, and PIPS PUB 45:1976 Informahional
Maintenance of Standards for thre Represntataion of (Approved)

Conwodter Procesaed Dama Elemnentw______ ______
GPC NIST Guidelines for Planning and Ualng a Dsta Dietionotry PIP'S PUB 76:1930 inkformatonal

System (Approved)

NPC ANSI Information Reoaure Didionosy System (BUDS) X3.138-1988 Inormational
(Approved)

NPC ANSI InformautionReaoure Dictionary System (RDS) Services X3.185-1992 informational
interface (Approved)

XC ANSI InformolieeResoureeeDictionazy System (IRDS) X3.195-1991 informational
Eoportdliport Pile Forma (Approved)

IPC ISO/SEC infoimnijon Resource Dictionnay System (lP.DS) Servies 10728:1993 intformational

3..33. Altern ~ate sodmItedagpecifications NoS appicbl conor0a r1e9fct seicaionsformsthe~a
daa itin oyalie o available)

3.9.3.3.3 Sltarndarivespdecieicaiens. The fopllwndicibe noriehae bee idenfatoseifiedtions foe avilbe

standards:

a. APIs with the IRDS are not currently defined.
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b. There are no ]1DS bindings to Ada.

c. IRDS does not support the development of active functionality.

d. IRDS does not support object-oriented data structures. An upcoming major IRDS
revision is expected to add support for object-oriented data structures and
communications between data management tools. Computer Aided Software
Engineering (CASE) tool proponents are lobbying for this revision.

e. IRDS does not support information communications among data management

tools.

f. IRDS conformance tests do not exist, although they are being developed.

g. While DOD 8320. 1-M-l Data Element Standardization Procedures, January 1993,
provides procedures for the approval and maintenance of data elements. The
standard governing the design, definition, and naming rules for data elements
comes from Integration Definition for Information Modeling (IDEF1X), Corporate
Information Management Process Improvement Methodology for DOD Functional
Managers (1992). This has been adopted as FIPS 184.

h. There are no Implementations.

3.9.3.3.4 Portability caveats. The ANSI and ISO services interface standards have diverged and
are not compatible. All attempts to converge these standards have failed because the ANSI and
ISO IRDS specifiers have different data dictionary interests. As a result, the ISO model is geared
toward developing an underlying interface between the dictionary and the DBMS. U.S. Federal
agencies, the NIST, and ANSI focus on user interfaces.

One example of how ANSI and ISO IRDS diverge is concerned with whether or not relationships
are permitted to have attributes. ISO says no, on the grounds that its simpler model, without
attributes, is more easily integrated with SQL tables. ANSI says yes, claiming that even though a
model permitting attributes is more complex and difficult to use, it provid,.s greater flexibility for
more IRDS users. People using IRDS for system planning processes, for example, might need to
store certain items in the dictionary that would not necessarily be applicable for interfacing with
DBMSs.

3.9.3.3.5 Related standards. The following standards are related to data dictionaries or data
dictionary standards:

a. International Telecommunications Union - Telecommunications Standards Sector
(ITU-T) (formerly International Telegraph and Telephone Consultative Committee
(CCITT))/ISO X.500: Directory Services
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b. Standard Textual Language (STL): IEEE 1175 (particularly for use with CASE
tools)

c. Many CASE tools, because the IRDS acts as a focus for sharing data and metadata
and can be applied to them.

d. TIIST FIPS 183: IDEFO

e. NIST FIPS 184: IDEFIX

f. Data element standards in the data dictionary BSA, above.

3.9.3.3.6 Recommendations. IRDS, FIPS 156, is recommended. Most computer vendors claim
that they are committed to IRDS, but few have it now. If specific IRDS documents are not
specified explicitly in a procurement, vendors most likely will propose products that are not
compatible with IRDS.

If a procurement is targeted at a traditional database environment and a simpler-to-use IRDS is
desirable, consider the ISO specification. If other environments are at stake and attributes on
relationships, or many-to-many relationships are needed to represent the relationships between
hardware and programs, as well as between programs and data, then choose FIPS 156 IRDS and
use ANSI IRDS wherever FIPS 156 has not specified certain capabilities. Whether the choice is
for ISO, ANSI, or FIPS IRDS, be prepared to lock yourself in for other procurement, rather than
mixing ISO and ANSI IRDS because of the incompatibilities.
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3.9.3.4 Distributed directory services. (This BSA appears in part 4, part 9, and part 11.) A
directory or naming service provides a standardized namiing scheme, a standardized interface with
the naming facilities, and the ability for the interface to provide transparent access to a variety of
naming schemnes and mechanisms (e.g., DCE).

Directory service applications convert a name into a physical address on a network, providing
logical to physical conversion. Names can be user names, computers, printers, servers, or files.
This enables users to find these resources without knowing their locations. The transmritting
station sends a name to the server containing the naming service software, which sends back the
actual address of the usez or resource.

3.9.3.4.1 Standards. Table 3.9-12 presents standards for distributed directory services.

TABLE 3.9-12 Distributed directory services standards _ _ _ _ _

Standard Sponsor Standard Standard Status
Type Reference DoD

________________________Lifec cle)
cpc OSF Distriutbesd Coupuin Eviomet(DM Directory DME 1.1 Mandated

(Globali and Call) Servce Directory: 1994 (Appoved)

(PC ISO Open ystemesnteurorsasrsion-Session Servie Definition 8326:1987 Int0=11hona(
(Approved)

[PC ISO Open Sysem. Inercmettioneonaton-O rtarled 8327:1927 Isomietlonal
Session protocol (Approved)

(PC ISO Open Systmians erornectimeoBasic Corusectior rOieared 8822:1988 Idnfoeotional
Preentatison Servie Definition (Approved)

wPC ISO OersSyslentshdemerutectmoconrectim-sn.O rded 8823:1988 loformaieossIl
Presentatijo protocol (Approved)

(PC rTU-T 1The Direutory: Models (X-ref- ISO 9594-2) X.501 (1993) Infouoationa)
(Approved)

[PC tTt)-T The Directory: Authrenicsitor, Presework (X-ref:- ISO X.509, Version, 3: Info~mational
9594-8) 1993 (Approved)

IPC ITU-T The Directory: AbWsrd Service Definition (X-rcf: ISO X.5 11 (1993) lofoeostional
9594-3) (Approved)

[PC ITI-T The Directory: Procedures for Distributed Operstion (X- X.5 18: 1993 Inforntssiooel
ref: ISO 9594-4) (Approved)

[PC ITIJ-T The Directory: Protmool Speifirstiort IX-rf: ISO 9594-5) X.5 19 (1993) Ieorenational
(Approved)

[PC. ITUL-T The D~irectory: Selected Attribueso Types (X-ref. ISO X.520 (1993) WOM1o~rtalos
9594-6) (Apperoved)

IPC ITIJ-T The Directory: Selected Object Classes )X-ref: ISO 9594. X.521 (1993) Inoroooeioosl
7) (Approved)

(PC ITIJ-T The Directory: Replicstion )X-ref: ISO09594-9) X.525 (1993) Inooiol
(Approed)

CPC X/Olpeo Federated Naseint: The XFN Sprcfivstioo C403 (7/95) lofonoazional
(Approved)

NWC IEEE Directory sremces/Nasrn space API 1224.2:1993 lomorasionsl
(Approved)
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Standard Sponsor Standard Standard Status
Type Rderence DoD

(LifecyLe)CIPC DOD Domain Name Servics Profile (Rdermom LAB ST 13 MLSTD-2045- raoMUOODW

(RPC 1034,1035)) 1750W:1994 (ApmVed)

3.9.3.4.2 Alternative specification. There are no alternative specifications available.

3.9.3.4.3 Standard deficiencies. Deficiencies ir: .ie existing specifications are unknown.

3.9.3.4.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.3.4.5 Related standards. There are no related standards.

3.9.3.4.6 Recommendations. OSF DCE directory services are recommended for DCE
applications. For more information on non-DCE directory services, see the Host Application
Support BSA in part 7, Communication Services.
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3.9.3.S System configuration. (This BSA appears both in part 8 and part 9.) System
configuration services is a representation of the components and component parameters of a
computer system (e.g., memory boards, amounts of memory, memory addresses, particular
interrupts, networks, network addresses, and specific peripherals such as keyboards, disk drives,
terminals, mice or other input devices, and specialized instruments). Clearly, every computer
must have a way to do this. System configuration also refers to the automation of this procedure
(i.e., automated system configuration) and the ability to configure the system on-line. On-line
configuration refers to the ability for system administrators to make dynamic configuration
changes, while users are working on-line, rather than having to take the system down.

3.9.3.S.1 Standards. Table 3.9-13 presents standards for system configuration.

TABLE 3.9-13 Sy'stem configuration standards
Standard Sponsor Standard Standard Status

Type Reference DoD
X (Lifecycle)

CpPC N OMNIPoint I (Adopt ISOPrfileSetsI1I8ISM, 12059-NI OMNIPointl:1993 Adopd
X, and 12060-X, irseludeu ISOMiEC 10164-X) (Approved)

[PC Iso/IEC 01 System. MmMement, Put I: Objed Mufgemont 10164-hM993 Infowmatiomdi
F-- tion (Approved)

[PC ISO/IEC 01 Systems Mengement, Pat 2: State Management 10164-2:1993 Informational
punmimt (Approved)

IPC ISO/IEC OSI System Mwagemate, Puet 3: Attrlbutes for 10164-3:1993 Infonradionsi
Representing Relaonslthlp (Approved)

I1' ISO/IEC O1 Systens MAtagement, Piut 12: Tet Manatemem 10164-12:1994 Informational
Purctioo (Approved)

GPC NIST Govermoent Network Managesent Profile (GNMP) FIPS PUB 179. Infornational
1:1995 (Approved)

3.9.3.5.2 Alternative specifications. No other consortia or de facto specifications are available.

3.9.3.5.3 Standards deficiencies. The present ISO 10 164-3, "Attributes for Representing
Relationships," and 10164-12, "Test Management Function," standards were designed with
network configuration in mind. Theoretically, these standards should be able to be used for
configuration management of any computer system. Until now, very little work has been done in
this area, either in standards groups or in products. Exactly how these standards should be used
in host management is undetermined.

Versions 1.0 and 2.0 of the GNMP specify only network management capabilities. Not until
Version 3.0 is available will the GNMP specify the management information required for general
system management, such as host computer configuration and management, operating systems
management, and database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communication of management information and ISO OSI networking protocols. Plans are for the
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GNMP to provide a capability to integrate the present GNMP with SNMP also. One reason for
this goal is the widespread use of SNMP.

No Ada bindings exist for the configuration management standards or consortia specifications.

3.9.3.5.4 Portability caveats. Unknown

3.9.3.5.5 Related standards. The following standards ,'-e related to system configuration or
system configuration standards:

a. ISO/IEC 7498-4:1989: Management Framework.

b. ISO/IEC 8571:1988: File Transfer, Access, and Management (FrAM), as
specified in GOSIP Version 2 Sections 4.2.7.2 and 5.3.1, if FTAM functionality
are required.

c. ISO/IEC 8650:1988: ACSE, as specified in GOSIP Version 2, Section 4.2.7.1, as
modified by the Network Management SIG (NMSIG) agreements in Part 18 of the
OSI Implementors' Workshop (OMW) Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation 1 (ASN, 1).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN. 1.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: Remote Operations Service Element (ROSE), as specified in
the Remote Operations Part 1: Model Notation and Service Definition (ROSES),
and the Remote Operations Part 2: Protocol Specification (ROSEP), and as
modified by the NMSIG agreements clause 6.5.

h. ISO/IEC 9595:1991: CMIS.

i. ISO/IEC 9596:1991: CMIP,

j. ISO/IEC 10165-1:1993: Structure of Management Information (SMI).

k. ISO/IEC 10 165-2:1992: Definition of Management Information (DMI).

I. ISO/IEC 10 165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

m. ISO/IEC DIS 11578.2: Remote Procedure Call.
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n. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

0. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
Language Binding.

p. Comite Consultatif International de Telegraphique et Telephonique (CCITI')
X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.

q. NIST OSI Implementors Workshop (OW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7 of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for

TCP/IP-based Internets.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1213: Management Information Base for Network Manageme,,t of
TCP/IP-based Internets (MIB-II).

U. X/Open: C315:5/94: OSI-Abstract-Data Manipulation API (XOM) (Object
Management).

3.9.3.5.6 Recommendations. OMNIPoint 1 is reconanended. The OMNIPoint program defines
a collection of specifications for the management of network and distributed systems using open
standards and specifications.

To build or procure configuration management applications, users must identify the system
management functions that are applicable to their requirements, Then they must identify the
various ISO 10164 and 10165 standards whose specifications are related to these requirements.
Finally, they must include their explicit requirements and the related standards in the RFP.
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3.9.3.6 Network configuration management. Network configuration management defines the
procedures for initializing, operating, and closing down the managed objects, and the procedures
for reconfiguring the managed objects.

3.9.3.6.1 Standards. Table 3.9-14 presents standards for network configuration management.

TABLE 3.9-14 Network configuration nmnagement standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NMW O t I (Ad"N ISO Prile, s 111834.X 12059- OMNA~oint 1:1993 Adopted
X, and 120W0-X. includes ISOAEC 10164-X) (Approved)

OPC NIST Ooveniment Network MWAenart Profile (ONMP) FIPS PUS 179. lnfomutioeai
1:1995 (Apwroved)

3.9.3.6.2 Functionalities supported. This network service supports the Network Management

functionality.

3.9.3.6.3 Related network services. Addressing is related to this network service.

3.9.3.6.4 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.9.3.6.5 Recommendations. The OMNIPoint program defines a collection of specifications for
the management of network and distributed systems using open standards and specifications. It
replaces FIPS 179 (GNMP) in Version 3.0 of the NIST Application Portability Profile.

3.9.3.6.6 Portability caveats. Portability problems related to the existing specifications are
unknown.
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3.9.4 Usage monitoring and cost allocation. Services that allow monitoring of system usage,
allocation of resources, and assessment of charges to users.

3.9.4.1 Software license management. (This BSA appears in both part 2 and part 9.) License
management addresses the problem of tracking software licenses in a distributed systems
environment. The DME licensing technology includes models that assist users in keeping track ,f
how many software copies are needed and who is using it once It is purchased. Software license
management for a system provides license administration, monitoring, and enforcement services
that allow more detailed, firm and equitable licensing terms for users, and better protection
against illegal software usage for vendors.

3.9.4.1.1 Standard. Table 3.9-15 presents standards for software license management.

TABLE 3.9-15 Software license manapement standards

Standard Sponsor Standard Standard Status
Type Reference DoD

( Lifec•'ele)

N34 IEES 1anarX SydfM Admaininuseisn - P o 2: Softhe 1387.2:1995 Adopaed
Admsiitraon (foorr Pct03.7e2) (Appried)

cpc X.Open SyPmo rit"ctnt: Diity polemSorweate Adtheiston inP429:1997 Infonsanoe
I(XDSA) (Approved)

3.9.4.1.2 Alternative specification. Th e following specifications are also available:

a. Hewlett-Packard: Network License System (NetLS) Version 2.0 on which OSF's

DME License Management System (LS) is based.

b. Gradient Technologies: PC Client libraries for license management and PC Ally

server, on which DME's License Management PC component is based.

3.9.4.1.3 Standard deficiencies. No Ada bindings exist for any of the configuration management
standards or consortia specifications.

3.9.4.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.4.1.5 Related standards. Ile following standards are related to license management or
license management standards:

a. ISO/IEC JTC I IS 9595:199 1: Common Management Information Service

(CMIS).
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b. ISO/IEC JTCl 15 9596:1991: Common Management Information Protocol
(CMIP).

C. ISO/IEC IS 11578: 1996, Information Technology - Open Systems
Interconnection - Remote Procedure Call (RPC).

d. Internet RFC 1155 (STD 17): Structure and Identification of Management
Information for TCP/IP-based Interaets.

e. Internet RFC 1157 (STD 15): A Simple Network Management Protocol.

f. Internet RFC 1213 (STD 17): Management Information Base for Network
Management of TCP/IP-based Intemets (MIB-II).

g. Network Management Forum: OMNIPoint 1.

3.9.4.1.6 Recommendations. IEEE 1387.2 is recommended.
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3.9.4.2 Accounting management. (This BSA appears in part 8 and part 9.) Accounting
management services provide the ability to cost services for charging and reimbursement. An
effective cost management system should contribute to the development of a sound investment
strategy that recognizes and evaluates cost and alternatives. The services should also provide for
the ability to measure and prioritize resource usage and to monitor assets and maintain costing
records for chargeback purposes. Costs of information technology services should be capable of
being apportioned to users, and reports of those costs should be capable of being provided to
management and customers.

3.9.4.2.1 Standards. Table 3.9-16 presents standards for accounting maaagement.

TABLE 3.9-16 Accounting management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO/IEC OSISystma NUiM eat. ePar IM0 UaSeMetering 10164-10:1995 Adopted
Funcion for Aoc nting Pwupows (Approved)

IPC ISo/IEC OSI Symenis Managasenz Part 13: Sunurwizatin 10164.13:1995 Adopted

IIFo onI (Approved)

GPC NIST Guideline for Develop•s and Implementing . Chlging FIPS PUB 96:1982 Adopted
Syuer for Data PromsW.ng Series (Approved)

3.9.4.2.2 Alternative specifications. The following specifications are also available:

a. OSF/I O.S.: Centralized Accounting Mgmt.
b. Berkeley BSD 4.3 Unix.

3.9.4.2.3 Standards deficiencies. A variety of different chargeback systems are using different
metrics and methods that are causing compatibility problems within agencies and services. The
Unix accounting functions are designed for a single machine environment.

The present ISO 10164-10, "Accounting Metering Function," and 10164-13, "Summarization
Function," standards were designed with a networked system configuration in mind. Little work
has been done in standards groups or products to determine how to use these standards for host
configuration management.

Although several standard libraries of object classes that allow a common view of network
resources are planned, few are currently available or sufficiently complete. For example, these
library specifications have incomplete object definitions for modems, OSI routers, and transport
connections.

The ISO standards require ISO CMIS/CMIP for the communication of management information
and ISO OSI networking protocols, and do not interoperate with TCP/IP.

No Ada bindings exist for any of the ISO or consortia system management specifications.
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3.9.4.2.4 Portability caveats. OSF/1 uses the System V Unix accounting facilities. Although the
OSF/I and System V accounting systems differ, and each operating system has extra accounting
functions, the use of the same accounting facilities eliminates one source of incompatibility.

3.9.4.2.S Related standards. The following standards are related to accounting management or

accounting management standards:

a. ISO/IEC 7498:1986: Management Framework.

b. ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if FTAM functionality art required.

c. ISO/IEC 8650:1988: ACSE, as specified in GOSIP Version 2, Section 4.2.7. 1, as
modified by the NMSIG agreements in Part 18 of the OW Implementors
Agreements.

d. ISO/IEC 8824:1900" ' .>•ne¢cftion of Abstract Syntax Notation I (ASN. 1).

e. ISO/IEC 8825:1 .t.i -....... - ncoding Rules for ASN. I.

f, ISO/IEC 9041:1 190 (OSI Virtual Terminal), &-, , in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is requlired.

g. ISO/IEC 9072:1989: ROSE, as specified in the Remote Operations Part i: Model
Notation and Service Definition (ROSES), and the Remote Operations Part 2:
Protocol Specification (ROSEP), and as modified by the NMSIG agreements
clause 6.5.

h. ISO/EC 9595:1991 CMIS.

i. ISO/IEC 9596:1991 CMIP.

j. ISO/IEC 10165-1:1993: SMI.

k. ISO/IEC 10165-2:1992: DMI.

1. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

m. ISO/IEC DIS 11578.2: RPC.

n. CCITT X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.
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0. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
anguage Binding.

q. NIST OSI Implementors Workshop (OIW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7 of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for
"Internets based on TCP/IP.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1213: Management Inftimation Base for Network Management of
TCP/IP-based Intemets (MIB-II).

u. Network Management Forum: OMNIPoint 1.

v. X/Open: OSI-Abstract-Data Manipulation API (XOM) (Object Management).

3.9.4.2.6 Recommendations. To build or procute account management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications within the ISO 10164 and 10165 standards that are related
to these requirements. Finally, they must explicitly include the requirements and the related
standards in the RFP.

In the future, the NIST plans to provide a capability in the GNMP to integrate the present GNMP
with SNMP.
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3S.43 System resource HIons. (Ibis BSA appears both in part 8 and part 9.) Resource limits
functionality allow-, system administrators to control the amount of system resources available to
users.

3.9.4.3.1 Standards. Table 3.9-17 presents standards for system resource limits.

TABLE 3.9-17 System resource limits standards
Standard Sponsor e cStandard Standard StatusType [ Werment DoD

al 4(Lifecy3ne)
c( OSF X/OpS/ SOeat Unix Sy (Spem: 1170), Systm naes C435 (9/94) Adorted

intadeaesh aeue4t Vi i ta ur m nly of XPG4) (Apptr ved)

Npo rb ParIXsBsa Sripousplt Afioerm Apliatont 1003.10:np e s o nfumrationj
Ip,,A,: (ApWov-l

3.9.4.3.2 Alternative specifications. The following specifications are also available:

a. Berkeley 4.3 Unix.

b. Cray Research, Inc.: "limits" interfaces.
C. OSF: OSF/I Operating System: "getrlimit/setrlimio ac

3.9.4.3.3 Standards deficiencies. The Berkeley Unix and System V "setrimit" and "ulimitX

interfaces have the limitation that users may act only to make their limits more restrictive.

3.9.4.3.4 Portability caveats. The actual numeric limit values for different resource limits are not
portable across various platforms. Applications need to provide some sort of configuration
parameters to specify the actual numeric values for each site.

3.9.4.3.5 Related standards. The following standards are related to resource limits or resource
timit standards:

a. ISO/IEC 9945-1:1996: POSIX. p System Application Programming 1.terfaces.
b. IEEE PI003.1e: Security Interface Standards for POSIX.
C. IEEE P 1387. 1: POSIX System Administration - Part 1: Overview.
d. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.

3.9.4.3.6 Recommendations. X/Open Single Unix Specification (SUJS) provides
"setrlimit/getflimit" functionality.
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3.9.5 Perfornnance monitoring. Performance monitoring services allow information technology
resources to be managed efficiently. Performance aspects of hardware, software, and network
components must be monitored and subsequently made available to the system manager. The
manager must then have access to services and parameters with which to tune the system to meet
performance targets.

3.9.5.1 Software managemnent indicators. (Ths BSA appears both in part 2 and part 9.)
Software management indicators aid in managing the software development process. Various
measurements of both software products and software processes are available. Product
measures(such as lines of code, function points. etc.) are often associated with the product
specification and should be used as management indicators throughout the product life cycle.
Process measures(such as software trouble reports) should be tracked to determine whether the
software development process is within statistical control limits. Key indicators should be
identified in the software development plan, and the developer should then collect, analyze,
interpret, take corrective actions, and report on the selected key management indicators.

3.9.5.1.1 Standards. Table 3.9-18 presents standards for software management indicators.

TABLE 3.9-18 Software management indicators standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

OPC 17-PD Software Developmoent anid Docuenriuhoo MEL-STD-498 (Liecyle
(Approved)

[PC ISOIIEC Quality Caateriseiticsad Guidelines for Teir Use 9126:1991 Adopted
(Approved)

NC EEO Use of SaodadMeaureto Poduteeblhabe Software 982.2:1988 Ilnformatonal
(Approved)

NPC IEEE Slueue, Dictionary of Measures to Produce Reliable 982.1:1988 Information&]
Software (Approved)

NPC MEEE Software Productivity Metrics 1045:1992 informotional
(Approved)

NPC W"E Software Quality Metrics Methodology 1061:1992 informational
(Approved)

1WC ISO/lWr Software Life Cycle Proceasses 12207:1995 informationul
(Approved)

NWC EA Tria Use Stejolarrd - Standard for Informatzion Technology ELA/WEES J-iTD- informational
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MI,-STD-498, Software Development and Documentation has been approved for use by DOD
with a waiver. Requirements for usage waivers are determined by each Service.

3.9.5.1.2 Alternative specifications. For additional metrics information, consult the following
documents:

a. Metrics for I-CASE Pilot Project (MIPP) Program, Metrics Reporting Guidebook,
(prepared by Mitre Corporation, 27 May 1994, for DISA/JIEO/CIMTXEM).

b. Practical Software Measurement: A Guide to Objective Program Insight, Draft 12
April 1995.

c. Streamlined Integrated Software Metrics Approach (SISMA) Guidebook;
Application of STEP Metrics, (prepared by Software Productivity Solutions,
Indialantic, FL 32903, 12 July 1993, for the U.S. Army).

d. Software Measurement Guidebook, (prepared by the Software Productivity

Consortium Services Corporation, December 1992, Hemdon VA, for DARPA).

3.9.5.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3,9.5.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.9.5.1.5 Related standards. Related software management guidance can be found in the
Software Engineering Institute's Capability Maturity Model (CMM). The Software Engineering
Institute's CMM provides guidance on how to gain control of the software development and
maintenance processes. The CMM has defined an evaluation procedure, the CMM Based
Appraisal (CBA), as a means of identifying the risks associated with potential contractor
performance. Diagnostic tools based on the CMM have been deployed. One of those tools, the
Software Capability Evaluation(SCE), is designed to be used by an acquiring organization to
either identify process risks associated with a particular proposal during the source selection or to
monitor the risk-reducing process improvements during the contract execution.

3.9.5.1.6 Recommendations. The adopted standards are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. MIL-STD-498 contains requirements for security and privacy for software
development and documentation. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640)
is based on MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use
standard. It is anticipated that J-STD-016 will be upgraded from trial use to full use and issued as
an ANSI standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of
ISO/IEC 12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a
base standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
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12207.1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-O 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alitcriate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service policy, until organizational processes
for IEEE/EIA 12207US are in place.

For other related information, consult ISO/IEC 9126. Appropriate standards should be selected
based on software metrics requirements.
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3.9.5.2 Performance mkanagenneaL ('This BSA appears in part 8 and part 9.) Performance
management provides services and interfaces for tuning systems and subnetworks to mneet
individual performance requirements. Performance management enables the behavior of
resources and the effectiveness of communication activities to be evaluated, It includes functions
to: gather statistical information; maintain and examine logs of system state histories; determine
system performance under natural and artificial conditions; and alter system modes of operation
for the purpose of conducting performance management activitis.-, Performance management
may make use of event management facilities.

3.9.S.2.1 Standards. Table 3.9-19 presents standards for performance management.

- ~TABL.E 3.9.19 Performance management. stndards-
Standard Sponsor Standard Standard Status

Type Reference DoD
_____________________________(Lifecycle)

OPC NIST Dik Commuiios Syzaend Services -User FF5 PUB Adopted
Oriented Peeamance Paruneters (&dopta ANSI X3.102, 144:1985 (Approved)

1983/R19901 ________

CPc NMaI OMNIPoint I (Ad" lISOProfil~eSeds 1118ISM. 12059. OMNIN'oint 1:1993 Adopted
X. and 120W0X, includes I5O/lBC 10164.X) (Approved)

[PC ISO/IEC 051 Systems Monagement, Part 11: Metric CObjects and 10164-11:1994 tatnfomnaloa
Attuibutes (Approved)

OPC NIST Guideline on Comrputer Performanoe, Mengeronrt: An FP11S PUB 49:1977 Informational
larlroduadion (Approved)

OPC NIST Guidelines forathe Moamnuentof IntemcuiveComputaer FP11S PUB 57:1978 lnfoeoAaional
Seaviear Reaporac Time and Turnarouand Time (Approved)

OPC NIST Oneosoerd Network Managemeret rofi Fle (ONMP) PIP'S PUB 179. Intformasional
1:1995 (Approved)

Opc NIST Guidelines 'orMemuremenm ofRemote B" dComrputer M1 PUB 72:1980 Infomanaional

IService (Approved)

3.9.5.2.2 Alternative specifications. No other consortia or de facto specifications are available.

3.9.5.2.3 Standards deficiencies. The present 10164-11 ("Workload Monitoring Function) and
generic 10165-xx standards were designed with network configuration in mind. Theoretically,
they should be able to be used for configuration management of any computer system. Little
work has been done in this area, either in standards groups or in products. Exactly how these
standards should be used in host management is undetermined. Standards for system performance
measurement are needed.

Although several standard libraries of object classes that allow a common view of network
resources and support performance management of network resources are planned, few are
currently available or sufficiently complete. For example, these library specifications have
incomplete object definitions for modems, OSI routers, and transport connections. Based on
needs of the U.S. Federal Government (as shown by NIST surveys), the GNMP added more
object class specifications and definitions. These include the following objects: LANs, X.25
WANs, ISDN, FDDI, modems, bridges, links, and a rudimentary capability to manage 051
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routers and transport connections. Phase 2 GNMP objects also will include protocol software
(layers 3-7), routers, terminal servers, MTAs, PBXs, and circuit switches.

Versions 1.0 and 2.0 of the GNMP currently specify only network management capabilities. Not
until Version 3.0 will the GNMP specify the management information required for general system
management, such as host computer configuration and management, operating systems, and
database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communication of management information and ISO OSI networking protocols. Plans are for the
GNMP eventually to provide a capability to integrate the present GNMP with SNMP. One
reason for this goal is the widespread use of SNMP.

No Ada binding is available for the ISO system management standards.

Performance management could make use of generalized event management facilities, but most
products currently implement their own event management.

3.9.5.2.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.5.2.5 Related standards. The following standards are related to performance management or
performance management standards:

a. ISO/IEC 7498-4:1989: Management Framework.

b. ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if FTAM functionality are required,

c. ISO/IEC 8650:1988: Association Control Service Element (ACSE), as specified in
GOSIP Version 2, Section 4.2.7.1, as modified by the NMSIG agreements in Part
18 of the OW Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation I (ASN. I).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN, 1.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: ROSE, as specified in the Remote Operations Part 1: Model
Notation and Service Definition (ROSES), and the Remote Operations Part 2:
Protocol Specification (ROSEP), and as modified by the NMSIG agreements
clause 6.5.
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hi. ISO/IEC 9595:1991: CMI.,

L ISO/IEC 9596:1991: CMIP.

j. ISO/IEC 10165-1:1993: SMI.

k. ISO/IEC 10165-2:1992: DMI.

L ISO/IEC 10165-4:1992: GDMO.

Mn ISO/IEC DIS 11578,2: RPC.

n. CCIT X.400 Message Handling System (MHS), as specified in (OSIP Version 2
Sections 4.2.7,3 and 5.3,2, if message handling functionality is required.

o. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API - C
Language Binding.

q. NIST OSI Implementors Workshop (OIW) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7, of the O0W Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for

TCP/IP-based Interaets.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

u. X/Open: C315:5/94: OSI-Abstract-Data Manipulation API (XOM) (Object
Management).

3.9.5.2.6 Recommendations. To procure performance management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications in the ISO 10164 and 10165 standards related to these
requirements. Finally, they must include their requirements and the related standards in the RFP.

The OMNiPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
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Version 3.0 of the NIST Application Portability Profile. OMNIPoint adopts the ISO 10164 and

10165 series of standards.

FIPS 144 is a mandatory standard according to the Federal ADP and Telecommunications
Standards Index and shall be used if it satisfies the user's requirements.
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33.53J Network flow control. Flow control refers to the regulation of the movement of
datagrams through the transfer process. It includes the ability to manage the size of the
information at various stages in the process.

3.9.5.3.1 Standards. Table 3.9-20 presents standards for network flow control.

TABLE 3.9-20 Network flow control standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

- - - (Lifecyde)
IPC LAB Trnmistialon Conrdol Protocol Standard 7j3M- MANdated

793 (Appeeved)

IPC LAB Hlost Requiremnents Stadard -3/R1C Mandated
1122W-11~l23 (Approved

IPC LAB Ane Point-10.Poliat Protocol (PPP) Stanar 5lfltFC Mmandte
1661 (Appeave)

OPc DOD TranportProfile: RoltaeFad System Transport forDOD MILSTD2045- eoatel
coavrtoadnscte 14500 Peat (Approved)

____ _____ _________ :Morcl 1994 _ _ _

UPC DOD Internet Transport P"16t for DOD Coeinuiastiathns Wide MIL-TU-2C45. letomealioeaai
Area Network Acceus (Roferences ISO 3208 Information 14502 Port Wulay (Approved)
Processing System t- Date. ooawaanicatioees -X.25Pacloet IM9

__________ ___________ Levell Protocol for Data Teroinal Equipment) _______ ______

OPC DOD Thaeport Profile: Balanced PoleeL-to-Peoit Digital Data MIL.STD-2045- Informational
CircutS 14500 Peot (Approved)

I______ ______ 2:March 19964 _______

GPC DOD TranspeortProfile: Subnetwork for anUnbaelanced Date MIL-STD-2045- loftuoealonaa
Link 14500 Pant (Approved)

__________________________________________ 3:Maech 1994 _______
OPC DOD IntereatTransor Pofil orDOD Coeeaanunctians: MIL-STD-2045- Informational

Poiot-to-Poktt Links 14502 Peat 2dloy (Approved)

3.9.5.3.2 Alternative specifications. There are no alternative specifications.

3.9.5.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.9.5.3.4 Portability caveats. Connection-oriented transport classes do not interoperate.
Applications using different classes of transport service will have portability problems. Class Zero
connection-oriented transport must be provided along with X.25 if public messaging systenis are
to be connected to the procured systems.

The X.25 equipment that conforms to different X.25 specification dates (e.g., 1980, 1984, 1988,
1992) can have interoperability problems.

3.9.5.3.5 Related standards. There are no related standards,

April 7, 1997 3.9-44 Version 3.1



Information Technolnny StAndards Guidance Sxftam Management Services

3.9.53.6 Recommendations. Flow control is one of the functions supported by the Transmission
Control Protocol (TCP). The TCP should be used as specified in the LAB STD 7. The MAB STD
3 identifies and corrects errors in the TCP.

MIL-STD-2045-14500-01 should be used for legacy systems interoperability. It uses Class Four
connection-oriented transport protocol is one of the base standards. It provides the most reliable
transport service and, in turn, assumes the least about the network layer services supporting
transport. Implementations requiring use of TP4 for flow control services should comply with
MIL-STD-2045-14500-01. A connection-oriented transport class must be chosen based on the
reliability of the other OSI layers in the system. MIL-STD-2045-14500 parts 2 and 3 should be
used for legacy systems. For legacy systems, LAPB should be used as specified in MIL-STD6.
2045-14500 Parts 2 and 3.

If recommended standards do not meet system requirements, or are cost prohibitive, standards for
the legacy systems may be used as long as interoperability is not impacted. The use of legacy
systems standards may require a waiver from the appropriate authority. MIL-STD-2045-44000 is
an emerging standard. It uses TCP and UDP with enhancements to meet specific requirements
for high-stress resource constrained environments,
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3.9.S.4 Network uequendng. Sequencing is a function performed by the N-layer to preserve the
order of N-service data units that were submitted to the N-layer (ISO 7498).

3.9.5.4.1 Standards. Table 3.9-2 1 presents standards for network sequencing.

TABLE 3.9-21 Network seauencine stanlrds_ _ _ _

Standard Sponsor Standard Standard status
Type Refeirence DoD

- - - (Lifecycle)
IC LAB TrasanitaSlon Contro Protocol Standard 7ARl.C. MmsdMWe

793 (ApPenV4s

IPC MA HoutRequireroness Standard MARlC. WrManae
II22AtPC.1123 (Approved)

D.C lAB MWe PMet to PoInt Protocol 0"'P Standard 5IJRPC Mrao
1661 (Approved)

PCK DOD Internet Transaport Profile for DOD Cortomnincatiso Wide MIL-SMD2045- Intomntadonal
Ame& Network Access (Rdiscancea IS0 8206 lfomumnlon 14502 Part 

3
:lnly (Approved)

ProcesnaslqSystem - Dda oenmunsncatlona - X.25 Packet IM9
Level Pentocol for Dare Terroains Hanrioreree)

OPC DOD IntrensetTransport Profie for DODcommnicatihoons: MRLSMD2045. lnfomarilonaL
PointI-wPontt Links 14502 Padt 2:iuly (Apperoved)

1994
OPC DOD Trnaopott Profile: Mieliatl Hd System Transport for DOD MEL.STD.204S. Infosroauieonl

Commuonications 14500 Pant (Appeoved)
_____________________________________ :March 1994

OPC DOD Transaport Profile: Balanced PoinolýaPoint Digital Date NMI-STD-2045. lot'orniatioecl
circuit 14500 Part (Approved)

_______ _______ ______________________ 2:March 1994 _____

OPC DOD Transport Profile: Sabneatwork formn Unbalanced DWe Mfl-SMD2045. lIftorratiossal
Link 14500 Part (Approved)

3.9.5.4.2 Alternative specifications. There are no alternative specifications.

3.9.5.4.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.9.S.4.4 Portability caveats. Connection-oriented transport has five levels of service that deal
with reliability. These classes do not interoperate. Applications using different classes of
transport service will have portability problems. Class Zero connection-oriented transport must
be provided along with X.25 if public messaging systems are to be connected to the procured
systems.

The X.25 equipment conforming to different specification dates (e.g., 1980, 1984, 1988, 1992)
can have interoperabilty problems.

3.9.5.4.5 Related standards. There are no related standards.
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3.9.5.4.6 Recommendations. Sequencing is one of the functions supported by Transmission
Control Protocol (TCP). The TCP should be used as specified in the IAB STD 7. The lAB STD
3 identifies and corrects errors in the TCP.

MIL-STD-2045-14500-01 is recommended for legacy systems interoperability. It uses TP4 as
one of its base standards. The Class Four transport provides the most reliable transport service.
It assumes that the underlying network service is unreliable. A connection-w lented transport
class must be chosen based on the reliability of the other OSI layers in the system. MIL-STD-
2045-14500 parts 2 and 3 are recommended for legacy systems use. LAPB should be used as
specified in MIL-STD-2045-14500 Parts 2 and 3.

If recommended standards do not meet system requirements, or are cost prohibitive, standards
from the legacy column may be used as long as interoperability is not impacted. The use of legacy
systems standards may require a waiver from the appropriate authority. MIL-STD-2045-44000 is
an emerging standard. It uses TCP and UDP with enhancements to meet specific requirements
for high-stress resource constrained environments.
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3.9.5.5 Communication of management information. (This BSA appears in part 8 and part 9.)
Communication of management information refers to a mechanism and protocol with extensions
specifically geared to the communication of data and information used by system management and
network management applications for monitoring and controlling resources. This management
information may be shared between management processes and structured according to the
requirements of those processes.

3.9S...1 Standards. Table 3.9-22 presents standards for communication of management
information.

TABLE 3.9-22 Communication of management information standards

Standard Sponsor Standard Standard Status
Type Reference DoD

,S, - (Lifecycle)
urC LAB Simple Network Mm t Protocol (SNW)) Standud 15tJurC- Mandad

1157 (Approved)

OPC DOD DoD Slwdudized Profile. - Interet Network Maagement MKILSTD-2045- lefomuioesi
Pofile for DoD Communicationo 17507:7/94 (Approved)

CPc NiF OMNIPoint I (Adopu ISO Profile Set 11183.X. 12059- OMNIPoint 1:1993 Informational
X. and 12060-X includes ISO/IEC 10164-X) (Approved)

1PC ISO/IEC OS Conmon Maagement Informaton Saevoes (CMIS) 9595:1991/ Informational
Defirtition, with Amendment 4: Access Control AM4:1992 (Approved)

IPC ISO/IEC Information Tedhnology - Open Systems Interconnection. 9596-1:1991 Informational
Common Managemee Information Protocol (CMIP) - Pat (Approved)
1: Specifiction (Includes amenmdeot I and 2 of ISO/IEC

9596.1:1990)
IPC ISO/IEC Elements ofMaeaem lnformation Relaing to OSI 10733:1993 Informational

Network Layer uwdards (Appmrved)

IPC ISO/lEC Elements of Management nfonnaion Relo t o o OSI Dra 10742:1994 Informational
Link Layer Stand&.--' (Approved)

GPC NIST Government Prtocolent Profile (GNP) IPS PUB 179- bas foe, ionals
S: 1995 (Approved)

CPC X101en Management Protocol Profile, (XMNP) C206 (I1U93) Informational

(Approvedl

CPC IETF prstoiol Operations for Si.ple Network Management RFC 1448:1993 informational
Protocol, version 2 (SN-Pv2) (Apprvern

3.9.5.5.2 Alternative specifications. Hewlett-Packard's Postmaster, on which the OSF DME's
CMIP and Simple Network Management Protocol (SNMP) implementations are based, is also
available.

3.9.5.5.3 Standards deficiencies. With its object-oriented approach, CMIS/CMIP has a relatively
expensive initial application implementation cost. This flaw is offset by a low maintenance cost,
because CMIS/CMIP allows objects to be added, and an associated level of management to be

April 7, 1997 3.9-4F Version 3.1



Information Technology Standards Guidance System Manuaement Services

provided, at a small incremental cosL There is no standard API to CMIS/CMIP. Only a limited
number of narrowly focused applications are implemented with it. It lacks a complete set of
associated object definitions needed for network management and sufficient associated security
standards.

The SNMP is a simple request-and-reply protocol. It p-rforms all its operations using a fetch-
and-store paradigm, rather than defining a large set of commands. Effectively, the SNMP
network manager is restricted to only two commands that are performed on Management
Information Base (MIB) data items: "set" and "get." Variables are retrieved (gat) or modified
(set). All other operations are defined as side-effects of the "set" operation.

The SNMP's chief disadvantage is the fact that its simplicity severely limits the protocols ability to
satisfy users' requirements for event reporting, sufficient control, and extensibility. Because
SNMP is so simplistic and limited, it provides more of a monitoring and data gathering capability
than a management function.

The SNMP accommodates only limited event reporting by means of the "trap" mechanism. Other
events must be discovered by the managing node by me~ns of periodic polling. Its simplicity
compromises its ability to support consistent or. .te'nive addressing. It has limited security
capabilities, and does not support threshold-driven performance notification except indirectly
through side effects or "set" operations on MIB items. SNMIP cannot be extended easily.

The SNMP has a high maintenance cost. Although the first implementation of SNMP is relatively
inexpensive, SNMP's simplic.ty so severely limits its extensibility that future SNMP developments
are more likely to occur in the form of new proprietary and standard Management Information
Bases (MIBs) rather than as SNMP enhancements. Each additional MIB will require changes and
additions to its existing specific applications to support new functions. New MIBs also will
require a unique application code to be developed, modified, documented, and supported. MIB
development and maintenance can result in a high cost to users and vendors and present a major
SNMP concern.

The SNMP lacks an object-oriented approach to network management. The lack of object
orientation is a major factor limiting the SNMP's extensibility and its ability to support legacy
systems, support system and network management, and make complex distributed system
management more intuitive.

It lacks the ability to manage a network of networks in which different managers must interact on
a peer-to-peer basis.

Because the SNMP cannot be extended easily, and extensions require changes to SNMP
applications, developing new SMP products rather than retool;ng existing ones probably will be
less costly.
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The future of SMP is uncertain because it is uncleMr whether vendors will want to develop new
products for a protocol that is incompatible with the major systems management standards today
(e.g., from ISO, NMF, X/Open, and OSF). SMP is still less functional than CMIS/CMIP.

The SMP is not an Internet standard. Although developed in response to a request issued by the
Internet Engineering Task Force (IETF) for ar improved SNMP, SMP was developed outside the
IETF. Furthermore, the SMP developers do not plan to submit it as a proposed Internet standard.
They feel that submitting SMP to a committee would subject it to alteration and a lengthy review,
and would slow down development of a coherent technology.

SMP is not accepted by groups such as the Network Management Forum (NMF), X/Open, OSF,
and the National Institute of Standards and Technology (NIST). These groups are resistant to
SMP because it lacks an object-oriented approach to network management. Despite the
improvements, without object orientawion, SMP is still incompatible with the ISO and NMF
network managene it model, as well as with the OSFs Distributed Management Environment
(DME) and X/Open's systems management specifications. Vendors movii.g from SNMP to SMP
may find it more cost effective to develop new SMP products.

SMP is not easily extensible, and like SNMP, is expensive to extend. This is largely due to SMP's
lack of an object-oriented approach to network management.

3.9.5.5.4 Portability caveats. Nonstandard SNMP MIB definitions have proliferated.

The SNMP MIB is tailored to accommodate only Internet equipment. Despite the X/Open, OSF,
and former UI (now X/Open) consolidated interface to CMIP and SNMP (X/Open Management
Protocol (XMP) and CM-API), without object-orientation SNMP is still incompatible with the
ISO and NMF network management model, as well as with the OSFs Distributed Management
Environment (DME) and X/Open's systems management specifications.

SNMP's design does not lend itself to migradon from and coexistence with legacy systems. For
example, SNMP does not support the ability to send the same operation to different classes of
objects (an important concept known in this context as "polymorphism," which CMIS/CMIP
supports).

3.9.5.5.5 Related standards. The following standards are related to management information

communication standards:

a. ISO/IEC 7498:1986: Management Framework.

b. ISO/IEC 8326:1987 and 8327:1987: Connection-Oriented Session Service and
Connection-Oriented Session Protocol, respectively.

c. ISO/IEC 8326 AD 2: Connection-Oriented Session Service - lncorporat~on of
Unlimited User Data.
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d. ISO/IEC 8327 AD 2: Connection-Oriented Session Protocol - Incorporation of
Unlimited User Data.

ISO/IEC 8571:1988: FTAM, as specified in GOSIP Version 2 Sections 4.2.7.2
and 5.3.1, if File transfer, Access, and Management functionality are required.

f. ISO/IEC 8649:1988 and 8650:1988: Association Control Service Element (ACSE)
and Association Control Protocol (ACP), as specified in GOSIP Version 2,
Section 4.2.7.1, as modified by the NMSIG agreements in Part 18 of the OIW
Implementors Agreements.

g. ISO/IEC 8822:1988 and 8823:1988: Connection-Oriented Presentation Service

and Connection-Oriented Presentation Protocol, respectively.

h. ISO/IEC 8824:1990: Abstract Syntax Notation 1 (ASN. 1).

L ISO/IEC 8825:1990: Basic Encoding Rules (BER) for ASN. 1.

j. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in GOSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

k. ISO/IEC 9072-1:1989 and 9072-2:1989: ROSE and Remote Operations Protocol
(ROP), as specified in the Remote Operations Part 1: Model Notation and Service
Definition (ROSES) and the Remote Operations Part 2: Protocol Specification
(ROSEP), and as modified by the NMSIG agreements clause 6.5.

1. ISO/IEC 10165-1:1993: SMI.

m. ISO/IEC 10165-2:1992: DMI.

n. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

o. CCITT' X.400 Message Hlandling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5.3.2, if message handling functionality is required.

p. NIST OSI Implementors Workshop (01W) Implementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
Agreements), clause 13.7, of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

q. Open Software Fotindation Distributed Computer Environment (DCE): Remote
Procedure Call (RPC) Service Definition.
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r. Plan to use IEEE 1327 Object Management API, or X/Open's XOM (on which
1327 is based) to simplify the management of networked managed resources in a
CMIP environment. (See system management APIs BSA in part 8 for more
information.)

s. RFC 1006:1987: ISO transport services on top of the TCP: version 3 (lAB Std
35).

3.9.5.5.6 Recommendations. All new systems and systems undergoing major upgrades should
use the Internet Architecture Board (lAB) STD 15, SNMP (RFC 1157). Those persons
conducting procurements that involve lAB standards should review the latest version of the IAB
official protocol standards list to ensure that the appropriate RFCs are specified.

The PM should plan to use CMIS/CMIP for OSI/GOSIP networks and existing TCP/IP
networks, because SNMP does not have the required functionality to manage distributed
networks and is very expensive to maintain.

Until environments become distributed, SNMP is a suitable solution for stand-alone local area
networks.

The PM also should plan to use either X/Open's XMP or OSF's CM-API (they are the same) as a
common API to CMIP and SNMP. (See the system administration and management APIs BSA in
part 8 for more indformation).

The CMOT users, vendors, and applications should be aware of some of the functional differences
between OSI managed systems and Internet agents because CMIS/CMIP's more sophisticated and
additional features may be difficult to map reliably to TCP/IP and SNMP.

A common protocol API should be used to access CMIP and SNMP. X/Open, Unix
International, and OSF specify the same API. X/Open and Unix International call the API "XMP"
(X/Open Management Protocol); OSF calls the same protocol CM-API (Consolidated
Management API). Although XMP and CM-API provide an extra call specific to SNMP, because
the SNMP "GetNext" function call does not work in an OSI environment, the consolidated
management protocol API provides the union of the CMIP and SNMP protocols and service
primitives consistently. It hides some of the differences between CMIP and SNMP. For most
work, programmers and system managers need to learn only a single syntax to access both
protocols.
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3.9.S.6 Managed infornmation base. Defined objects are network and system objects that can be
managed by a network or system management application and are stored in a management
information database.

3.9.5.6.1 Standards. Table 3.9-23 presents standards for managed information base.

TABLE~ 3.9.23 Managed informiation base standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

--aa - (Lifecycle)
FEZ LAB structure of Msagegmoat Inormation (SMI) Standard 161RFC- Mandated

iIS5,4PC-1212 (Appr..vod)

FEP LAB Managemuent hfouaite. Bane Standard 17AitRC- Moa
1213 (Approved)

NPC IBE POSIX SyamaiA~ed alnisuim ad .,Poftwsare 1387.2:1995 tafomuntonool
Administraltion (former P1OD3.7.2) (Approed

[PC ISOAEC OSI ftuue of MMooemtIforma tiono(5M), Part 1: 10165-1:19/3 Inormational
Management Inormatiuon Model (Approved)

IPC ISO/IEC 051 structucre of Managemenot Information (SMI), Part 2: 10165.2i1992 Informational
Definifion of Management Information (DM1) (Approved)

FEZ iS(N1lEC OSI structure of Managemeont Inormation (SMI). Port 4: 10165-4:1992 Informatonloo
Goidlieo for d. Definition of Managed objeets (GDMO) (Approved)

iPC iSO/IEC OS1 SteootoMeOf Mkftagenon dInformtiet (SMi), Pout5: 10165-5:1993 Infourmationol
Generic Mumnagement Ioformation (GMI) (Approved)

NPC IEME POSX: SystrnmAdministrationo-Purt3: Userand Group 1387.3:199% Itfornnatioroi
Adkminutmation (Approved)

(IPC NIST Glovernment Network Managemeet Profile (GNMP) FF5S PUB 179. Informational
1:1995 (Approved)

CPC NO.0 Object Cloaos Library Sop)plroeme: 015 ODMO Tmoolalston Fonarn Ubmury infooonmuooo)l
Volumne 1:Reieooe (Approved)
1.01Defilkitbe".

CPC NO.0 081/NM Forum Modeling Priociples for Managed objects NMF Tedonical Inofomrtionol
Tedusicaj Report Report (Approved)

CPC WTFl Manogrrement Information Bos for SNMP v2 RFC 1450:1993 Inonarotional

(Apovd
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33.9.2 Alternative spedfications. There are no alternative specifications available.

3.9.5.6.3 Standards deficiencies. ISO's object model is targeted at networking and
comma "nations, rather than general system management. It is built around CMIP and is specific
to CMIS services. Among other things, the ISO object model contains concepts such as the
registration of objects and a class hierarchy. This registration is patterned around the way
CMIS/CMIP objects are registered. This is of great concern to network management. A more
generic extensible object model that can be specialized for many kinds of system and software
objects and used with multiple types of communication systems (e.g., remote procedure cals) is
needed for system management.

The ISO Guidelines for the Definition of Managed Objects (GDMO) formal object definition
language syntax is highly specific to CMIP and uses the complex ISO CSI ASN. I notation. This
syntax iends itself to the definition of objects such as modems and other network devices. It is
not necessarily suitable for defining more abstract objects, such as applications and operating
systems, which are needed for general system management.

The OMO's objects lack the ability to have more than one interface. This ability, called
"allomorphism," is taken from the ISO OSI management model's allomorphism requirement.
This multiple interface ability makes it possible to identify different classes of objects (e.g., classes
A, B, and C), then have an application operate on an instance of class A as if it were an instance
of class B or C. Allomorphism is important because it allows the definition of enhanced versions
of a managed object class that are backward compatible with previous versions. Migration costs
are thereby reduced.

3.9.5.6.4 Portability caveats. Multiple object models are being defined by various organizations
(e.g., ISO, the Object Management Group). These different models conflict with each other.
Among other things, they differ in the way they represent objects, the object interfaces, the
targeted application domain, and the targeted types of objects.

The OMG object model, on which the OSF object model is based, is a generic one, to which
extensions can be added to specialize objects for different domains. In contrast, the ISO object
model is targeted at networking and communications. It is built around CMIP and is specific to
CMIS services. Although CMIS/CMIP is supposed to accorr "odate any management data, until
now, the focus has been on network management.

The ISO, NMF, and IEEE P1387 distributed system administration groups define their managed
objects using the ISO GDMO definition language. OSF is using its Interface, Inheritance,
Implementation, and Installation (14DL) definition language, which is based on the OMO's
interface Definition Language (IDL), to define its managed objects. Unfortunately, the GDMO,
I4DL, and IDL interfaces defined by each of the object models affect the basic object model
(which are different for ISO, OSF, and OMG) and make it difficult to use one object model's set
of interfaces for another.
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3.9.5.6.5 Rdated standards. The Object Management Group's Interface Definition Language
(IDL) for defining generic objects is related to object definition standards.

3.9.S.6.6 Recommendations. All new systems and systems undergoing major upgrades should
use the Internet Architecture Board (IAB) STD 16 and IAB STD 17. Those persons conducting
procurements that involve IAB standards should review the latest version of the lAB official
protocol standards list to ensure that the appropriate RFCs are specified. If recommended
standards do not meet system requirements or are cost prohibitive, standards for the legacy
systems may be used, as long as interoperability is not impacted. The use of legacy system
standards may require a waiver from the appropriate authority.
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3.93.7 Evebt management. Event management and notification services allow system managers
and system administrators to be informed that a predefined system or network event of interest
(e.g., additional resources needed) has occurred, so that the event may be managed in a
predefined way that prevents network or system problems. Event management is related closely
to fault and performance management, in that each of these services could make use of event
management to log, track, and provide alerts based on relevant events.

3.9.S.7.1 Standards. Table 3.9-24 presents standards for evt-t management.

TABLE 3.9-24 Event management standards____
Standard Sponsor Standard Standard Status

Type Reference DoD
________________________Lifec cle)

CPc NMF OMN[Point I (Ado"t ISO Profile Sobs 111834X, 12059- OMNI~oint 1:1993 Adopted
X and 12060-X~ includes ISO/IEC 10164.X) (Approved)

OPC NEST Stable Implementation Agreements for Open System Special Pub. 5(5)- Informational
Enironments, ver.8, Ed. I 224:12294 (Approved)

[C ISO/lEC OSI Systema Managemnot, Put 5: Event Report 10164-5:1993 Informational
Managanent Pawtdion (Approved)

lIt ISO/lEC Poftablo Operating System lotesfer (POSIX) Pan 1: 9945-1:1996 Informational
System API (Replacee IS0 9945- 1:19IM and incorporates (Approved)

_________MM I 1E003.1b, 1003.1c and 2903.1i)
NPC IEEE Pon"asl Operating System lotedaco (POSIX) - Put 1: 1003.Ib: 1993 Informational

Syatemt Application Progime Interface (M'I) Anrmsadoent (Approved)
1 : Realiit roExtension Clan I

3.9.5.7.2 Alternative specifications. The following specifications are also available:

a. Banyon Systems' Network Event Logger (from Wang Laboratories) on which
OSF's Event Notification Component is based.

b. Banyon Systems' PC library for the Network Event Logger, which filters and logs
PC events locally and sends them to a Network Event Logger server on a host
system for further processing. The OSF DME's PC Error Logging Component is
based on this Banyon Systems' PC library.

3.9.5.7.3 Standards deficiencies. None of the event notification components in any of the
consortia management systems are compatible with the IEEE P 1003.l1b specifications for evcnt
notification. OSF DME event management is intended to be used as the basis for commercial
management systems, but is not currently supported by any products.

3.9.5.7.4 Portability caveats. Portability problems with the existing specifications are unknown.
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3.9.5.7.5 Related standards. The following standards are related to event management and
notification standards:

a. ISO/IEC DIS 11578.2: RPC (P;Alaces DIS 11578 PT 1 Thru PT 4.)

b. NIST APP - Special Pub. 500-230: 1995.

c. OSF: Distributed Computing Environment (DCE) Remote Procedure Call
Component.

d. USLISun Microsystems: Open Network Computing (ONC) Remote Proce~zue
Call (RPC) Component.

e. NIST FIPS 179-1:1995: Government Network Management Profile (GNMP).

f. ISO/IEC 9596-1:1991: OSI CMIP, Part 1: Specification.

g. IAB: RFC 1157: SNMP.

3.9.S.7.6 Recommendations. OMNIPoint 1 is recommended. The OMNIPoint program defines
a collection of specifications for the management of network and distributed systems using open
standards and specifications.
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3.9.5.8 Input/Output cointrol. (This BSA appears in both part 8 and part 9.) Input/Output (I/0)
control standards include services such as device initialization, device attachment, asynchronous
operation, error notification, raw 1/O, and other services needed to implement logical device
drivers in a system.

Input/output control enables control of different media devices over the network through
software. The media devices include videocassette recorders, laser disc players, video cameras,
CD players, and so on. Control capabilities may be available on the workstation through a
graphical user interface (GUI). They are similar to the controls on the device, such as play,
record, reverse, eject, and fast forward. Input/output control is important because it enables the
operator to control video and audio remotely without requiring physical access.

3.9.5.8.1 Standards. Table 3.9-25 presents standards for input/output control.

TABRLE 3.9.25 Input/Output control standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

I~e 5OAE 995-~i96 Lifec cle)

CPC XAOPen Single Unix Spec~ificaio (Spec 1170), Systemt Interface C434 (M/41) taeeging
Dehinitionn, june 4, Vernion 2 (pan ofX1U'4) (Approved)

CPC XdOPen Single Unio Spedlication (Spec. 1170), System Intorfwce. C435 (9/94) Emerging
and Headler, Isuae 4, Versoin 2, (Part of Xr04) (prvd

3 P 9IS 5 PoAtratvrpei tatileopns a Th sem floIngtserfc fitions arsem als avilBle: omaioa

aphsto Berkeley 4nefae 2/ 3 ~g Unots 2193 (Apxvd

~1 OSRO /I(rout impemExensaion)( ~zse
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3.9.5.8.3 Standards deficiencies. POSIX. 1 provides basic input/output primitives, but lacks the
generalized services needed to implement device drivers for many types of devices. POSIX.lb
provides support for asynchronous and synchronized IO, but also lacks generalized services
needed to implement device drivers for many types of devices.

3.9.5.8.4 Portability caveats. The "ioctl" function, which is associated with the control of an
asynchronous device (including terminal characteristics) has been identified repeatedly as a source
of portability problems. It is an old system call, and during the many years it has been in Unix,
several variants have evolved. The differences appear at low levels. However, it is not always
easy to spot these differences, because each "ioctl" is defined loosely and makes its own
assumptions. As networking becomes more common, the device drivers executing some code
may be located across a network, remote from the source of the system call. The many variants
and interpretations of "ioctl," complicate networking because the same "ioctl" system call possibly
cannot be used across a network to control a remote peripheral. For example, the SVID version
of "ioctl" looks like a completely different call. Because of the difficulty in reaching agreement on
a standardized version of the "ioctl," the POSIX standards groups eliminated "ioctl" from the
standard early. Because the POSIX. I b real time group believes that most devices communicate
using "ioctl," there was a move to reinstate and standardize "ioctl" in the P1003.1b standard. The
final result, however, was the incorporation of specific "tc" (terminal control) functions to replace
each "ioctl" function.

The use of "ioctl" calls to set certain terminal modes causes problems because a single, standard
terminal interface or portable mechanism to set the modes of an asynchronous terminal does not
exist. Such a standard has not been defined, because it would require the "raw" (unprocessed)
and "cooked" (processed) modes to be defined. Defining these would create other problems.
However, not defining them could cause application codes to he written in a nonportable way.

The SVID and XPG support the "ioctl" call as part of their device service interfaces. In practice,
this support is different on every different implementation of these specifications. The "ioctl"
function, while deprecated for asynchronous terminal control in favor of the POSIX. I "tc"
functions, is still required to control other, less common device types. Unfortunately there is no
standard for programmatic control of video cameras, etc., even though every system which
supports such a device wilLprovide the basic control functionality needed in some way.

3.9.5.8.5 Related standards. The following standards are related to input/output control or
input/output control standards:

a. ISO 10164-7: Security Management.

b. IEEE P1003.le: Security Interface Standards for POSIX.

c. IEEE 1003.2d:1994: POSIX Batch Environment Amendments.

d. IEEE P1201.1: Uniform API-GUI.
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e. NIST FIPS 179-1:1995: GNMP (Government Network Management Protocol):

Authentication.

f. MIT Consortium: X Window System.

3.9.5.8.6 Recommendations. The mandated standards are recommended for input/output
control. The operating system standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-
1:1990, IEEE 1003.1b:1993, IEEE 1003.1c:1995, and IEEE 1003.1i:1995) are all incorporated in
the new ISO/IEC 9945-1:1996. Federal Information Processing Standard (FIPS) 151-2 should
also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996 version. It
specifies read/write functionality. The "tc-functions" were intoduced into POSIX. 1 to solve
portability issues arising from "ioctl" calls. X/Open SUS covers all the core POSIX functions.
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3.9.6 Fault monitoring. Fault monitoring services allow a system to react to the loss or
incorrect operation of system components at various levels.

3.9.6.1 Software safety. (This BSA appears in both Part 2: Software Engineering and Part 9:
System Management.) These standards provide procedures for identifying as safety-critical those
CSCIs or portions thereof whose failure could lead to a hazardous system state (one that could
result in death, injury, loss of property, or environmental harm). The developer shall develop a
safety assurance strategy, including both tests and analyses, to assure that the requirements,
design, implementation, and operating procedures for the identified software minimize or
eliminate the potential for hazardous conditions. The objective is to eliminate hazards, and reduce
the associated risk to a level of acceptability to the managing activity.

3.9.6.1.1 Standards. Table 3.9-26 presents standards for software safety.

TABLE 3.9-26 Software safety standards
Standard Sponsor Standard Standard Status

Type Reference DoD
________________________Lifec 'cle!

GPC DOD System Safety Program Requirtmals MIL-UTD-382C: AdoWA
1996 (A{pved)

NPC amt Sofwae Safety PINm 1228:1994 lWfom1ti"
(Appmved)

3.9.6.1.2 Alternative specifications. No other specifications are known.

3.9.6.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.6.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.9.6.1.5 Related standards. None.

3.9.6.1.6 Recommendations. MIL-STD-882C is recommended.
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3.9.6.2 Database recovery. (This BSA appears in both part 4 and part 9.) Database recovery
refers to the ability to detect a failure in a system, recover from failure, and permit a slave copy to
become a master copy, assuring data integrity and consistency.

3.9.6.2.1 Standards. Table 3.9-27 presents standards for database recovery.

TABLE 3.9-27 Database recovery standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO/IEC OS Service Defdition for dte Cocrodunent, Curamcy, 9204:1990 Ifonyle)
ad Recovery (CCR) Service Element (Approved)

IPC ISO/IEC OSI Preotl Specification for the Coenninet,. 9805:1990 -Informab•na

Concaumcy, and Recovery (CCR) Service Eleant I (Approved)

3.9.6.2.2 Alternative specifications. No other consortia or de facto specifications are available.

3.9.6.2.3 Standards deficiencies. Deficiencies in database recovery standards are unknown.

3.9.6.2.4 Portability caveats. At present, CCR is not widely implemented, although most
vendors intend to implement it. Therefore, one should make no assumptions about the degree of
portability and interoperability existing for any database recovery utilities.

3.9.6.2.5 Related standards. The following standards are related to database recovery or
database recovery standards:

a. ISO/IEC 10026 Parts 1, 2, and 3: Distributed Transaction Processing (DTP)
protocol

b. X/Open XA Interface specification, which includes CCR's two-phase commitment

3.9.6.2.6 Recommendations. If CCR is desired (and it is necessary for multivendor, distributed
database and distributed transaction processing), it must be referenced specifically in procurement
specifications. Otherwise, vendors probably will propose products that do not meet this
specification.

For the greatest portability, design applications as if CCR were not present.
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3.9.6.3 Recovery and restart services for long running transactions. (This BSA appears in
both part 4 and part 9.) Checkpoint and n start is provided for interactive transactions on
centrlized systems via the SQL "comm-it" and "rollback" commands, and for short-running
transactions on distributed systems via the 2-Phase Commit specified in the ISO CCR standard.
However, long running transactions require standardized checkpointing, restarting, and migration
services and interfaces to prevent the loss of the transaction if a system fails or shuts down. Two
APIs must be standardized for this purpose. One will allow application control of the checkpoint.
The other will allow the transaction manager io control the checkpointing and restart activity over
a range of heteroge, .ous resource managers.

3.9.6.3.1 Standards. Table 3.9-28 presents sth..jards for recovery and restart services for long
running transactions.

TABLE 3.9-28 Recover and restart services for long runni a transactions standards
Standard Sponsor Standard Standard status

Type Reference DoD

NI: EM Pod"ai operating Sy86 Inodwec ("M -X) Put 2:•11l 1003.2d: 1994 lnfounafiorWl
wd UC'Klie - Amn*t 1: B"t Envi omzt (Appwwvd)

j.9.6.3.2 Alternative specifications. The following specifications are also availrt~.u:,

a. USL: Tuxedo
b. Transarc: Encina
c. NCR: Top End

3.9.6.3.3 Standards deficiencies. Based on a requirement from the P1003.15 Batch Queuing
Extensions Standards Group, the POSIX.1 revision will specify application control of
checkpointing. But this specification is geareci to batch environments, and does not address the
transaction manager's control of checkpoint, restart, or migration of services needed for a
transaction processing environment. This need is not being addressed othei' than by de facto
solutions.

1003.2d sp..cifies some capabilities needed for checkpointing and restart in batch environments,
but as a standard geared to batch environments, it dt,;s ,not address the transaction manager's
control of checkpoint, restart, or migration of services.

3.9.6.3.4 Portability caveats. Without standardized interfaces to allow application control of
checkpointing and transaction manager's control of checkpointing and restart activity, portability
ond ir.teroperability across heterogeneous resource managers are nonexistent, except for short-
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nning rinanacdoons (which ame controlkd Nd.t SQL& "commit" and "rollback" commands and via
ISO's CCR standard).

3.9.6.3.5 Related standards. The following standards are related to recovery and restart services
or standards:

a. ISO 9041-1: Basic Class Virtual Terminal Protocol Specification
b. ISO 9075:1992: SQL 3rd edition
c. IEEE 1003.1b: 1993: Real-Time Extension to POSIX
d. IEEE 1003. lc: 1995: Threads Extension to POSIX

3.9.6.3.6 Recommendations. There is no recommendation for recovery and restart services.
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3.9.64 Network error recovery. These are procedures for the detection and reconstitution of
corrupted data, packet data units, and/or datagramns.

3.9.6.4.1 Standards. Table 3.9-29 presents standards for network error recovery.

TABLE 3.9-29 Network error recovery tndards
Standard Sponsor Standard Standard Status

Type Rderence DoD
(Lifecyde)

WC MAB TMmaulom CoaM PMaoMl SimdeS 78K- Medad
793 (Aproed)

1PC LAB Hral agirmmn Slmlad 3•8- Mdal
112ý -1123 (Approved)

IPC LAB MW POW-t-PciS PMEasa (PPP) SiamdardSIX.5K Madadd
1661 (AppoveO

GP DOD Tanept Pft•: RBa"e fad Syum Trsnrt for DOD miUL-,iDmu45- II&oeei
COaMMiem 14500 Pan (Appwied)

I:Mara 1994
GPC DOD lenws Tampmt Pofaile for DOD Cwoinado Wid MSI-D-2045- Infomaaoee

Am. Netwoek Acme (Uterus ISO J2IM lenfoas 14502 Pea SiJuly (Appred)
PWCuen SysMe - DUS ooMMUM. u.se- XIS Packt 1994

LAWe Pmo for DseTeaului Eui mes)
KPC DOD Tmpon Pcfl: Bmiaed Piou4.Pol D et l DIm MIL-STD-045- Info m Woad

Ciroia 14500 Pat (Approed)
2:Mveb 1994

(PC DOD Trumpot Profl: Shmeawo& form Udbeucal Dal MIL-ST-2045- ifomnaeiaod
Link 14500 Pan (Approved)

3:Maud 1994
GPC DOD Wasrm Tra•et Pofile for DOD Coommomw: MIL-'ID-2045- lefomsaoau

PeOIo-PoW WAS 14502 Put 2July (Appmoved)
1994

3.9.64.2 Alternative specifications. There are no alternative specifications.

3.9.6.4.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.9.6.4.4 Portability caveats. Connection-oriented transport has five levels of service that deal
with reliability. These classes do not interoperate. Applications using different classes of
transport service will have portability problems.

The X.25 equipment conforming to different specification dates (e.g., 1980, 1984, 1988, 1992)
can have interoperability problems.

3.9.6.4.5 Related standards. There are no related standards.

3.9.6.4.6 Recommendations. Error recovery is one of the functions supported by the
Transmission Control Protocol (TCP). The TCP should be used as specified in the IAB STD 7.
The MAB STD 3 identifies and corrects errors in the TCP.
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MIL-STD-2045-14500-01 is recommended for legacy systems interoperability. It specifies the
details necessary to meet DUOL requirements for connection-oriented tansport service over a
connectionless network service. It uses class four transport protocol as one of its base standards.
It is an error detection and recovery class that assumes the underlying network service is
unreliable. MIL-STD-2045-14500 parts 2 and 3 are recommended for legacy systems
interoperability. Use of LAPB for Balanced Point to Point Digital Data Circuit should comply
with MIL-STD-2045-14500-02. For an Unbalanced link, LAPB should be used as specified in
MIL-STD-2045-14500-03.

If recommended standards do not meet system requirements, or are cost prohibitive, standards for
the legacy systems may be used as long as interoperability is not impacted. The use of legacy
systems standards may require a waiver from the appropriate authority. MIL-STD-2045-44000 is
an emerging standard. It uses TCP and UDP with enhancements to meet specific requirements
for high-stress resource constrained environments.
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3.9.6.5 Fault mianagemnent. (This BSA appears in part 8 and part 9.) Fault management
services allow a system to react to the loss or incorrect operation of system components. Fault
management services encompass services for fault detection, isolation, diagnosis, recovery, and
avoidance. Fault management may make use of event management &.cilities. In practice, fault
management and performance management products often incorporate event management
functions.

3.9.6.5.1 Standards. Table 3.9-30 presents standards for fault management.

TABLE 3.9-30 Fault management stand~ards _____

Standard Sponsor Standard Standard 1 Status
Type Reference DoD

dCc NMP OMNIPoint I (Adopts ISO Profile Sets 11 193.X, 12059. OMN04poaeinIM9 Adoptedyl

X~ and 12060.X~ Wshade IS0/IEC 101601X) (Appruovd)

Opc NIST Gorenso INetwork Mongernen Rnoffie (ONKP) PHIS PUB 179- Info~madniaa
1:1995 (Appeoved)

EPC .. (1,"IC OSI Systman Management, Past 4: ALsme Reporting 10164-4:1992 iofom~atioo
Pawdion (Appeoved)

1P 5! Systemn Mmigaoad. Paut$: EventRepeal 10164-5:1993 Inounsmoaio.l
Mmmnew Pwmdion (Approved)

150/IEC ~ ImasMannamaentPan 6:Aog Control Foodio 10164-6:1993 noain1

(Approved)

IPC 150/IEC ,-as Managoanm.9 Put iZ:Test Management 10164.12:1994 Infomnationai
Preadie, (Approved)

NPC SAE Grnesa Open Ardaitedere (GOA) Famework AS 4893 Infounaiional
(Cononutife AS-5) (Approved)

3 9 ~ ~ ~ ~ ~ PS 6NO 2 Altrnaiv spAPIctin Th folwngm specfialon fork netorkfuleprin r

available)

a. Banyon Systems's Network Event Logger (originally developed by Wang
Laboratonies), on which OSFs DME event services and logging services are based.

b. Gradient Technologies: PC Event system integrated with a Banyon Systems-basted
Network Event Logger PC library and a PC Ally server on which OSF has based
its PC event and logging component.
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3.9.6.5.3 Standards deficiemnd. The present ISO 10164-4, "Alarm Reporting Function,"
10164-6, "Log Control Function," 10164-5, "Event Report Management Function," 10164-12,
"Test Management Function," and 10164-14, "Confidence and Diagnostic Testing Service"
standards were designed with network configuration in mind. Theoretically, these standards
should be able to be used for configuration management of any computer system. Little work has
been done in this area, either in standards groups or in products. Therefore, exactly how these
standards should be used in host management is undetermined.

Although several standard libraries of object classes that allow a common view of network
resources and fault management of network resources are planned, few are available or
sufficiently complete. For example, these library specifications have incomplete object definitions
for modems, OSI routers, and transport connections. Based on U.S. Federal Government needs
(as shown by NIST surveys), the GNMP added more object class specifications and definitions.
These include the following objects: LANs, X.25 Wide-Area-Networks (WANs), Integrated
Services Digital Network (ISDN), Fiber Distributed Data Interface (FDDI), modems, bridges,
links, and a rudimentary capability to manage OSI routers and transport connections.

Phase 2 GNMP objects also will include protocol software (layers 3-7), routers, terminal servers,
Message Transfer Agents (MTAs), Private Branch Exchange (PBXs), and circuit switches.

Versions 1.0 and 2.0 of the GNMP catrently specify only network management capabilities. Not
until Version 3.0 will the GNMP specify the management information required for general system
management, such as host computer configuration and management, operating systems, and
database management systems.

The present ISO standards and GNMP specifications require ISO CMIS/CMIP for the
communications of management information and ISO OSI networking protocols. Plans are for
the GNMP eventually to provide a capability to integrate the present GNMP with SNMP also.
One reason for this goal is the widespread use of SNMP.

No Ada bindings exist for any of the ISO or consortia system management specifications.

Fault management should make use of general event management such as OSF DME event
services, but most products currently implement their own event management facilities.

Finally, standards are needed for problem reporting and tracking, diagnostic standards for
hardware and software, and fault isolation.

3.9.6.5.4 Portability caveats. Portability problems with existing standards are unknown.

3.9.6.5.5 Related standards. The following standards are related to fault management or fault
management standards:

a. ISO/IEC 7498-4:1989: Management Framework.
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b. ISO/IEC 8571:1988: File Transfer, Access, and Management (FTAM), as
specified in GOSIP Version 2 Sections 4.2.7.2 and 5.3.1, if File transfer, Access,
and Management functionality are required.

c. ISO/IEC 8650:1988: Association Control Service Element (ACSE), as specified in
GOSIP Version 2, Section 4.2.7.1, as modified by the NMSIG agreements in Part
18 of the OW Implementors Agreements.

d. ISO/IEC 8824:1990: Specification of Abstract Syntax Notation 1 (ASN. 1).

e. ISO/IEC 8825:1990: Specification of Basic Encoding Rules for ASN. 1.

f. ISO/IEC 9041:1990: (OSI Virtual Terminal), as specified in 6OSIP Version 2
Sections 4.2.7.2 and 5.3.1, if virtual terminal functionality is required.

g. ISO/IEC 9072:1989: Remote Operations Service Element (ROSE), as specified in
the Remote Operations Part 1: Model Notation and Service Definition (ROSES),
and the Remote Operations Part 2: Protocol Specification (ROSEP), and as
modified by the NMSIG agreements clause 6.5.

h. ISO/IEC 9595:1991: Common Management Information Service (CMIS).

i. ISO/IEC 9596:1991: Common Management Information Protocol (CMIP).

j. ISO/IEC 10165-1:1993: Structure of Management Information (SMI).

k. ISO/IEC 10165-2:1992: Definition of Management Information (DMI).

1. ISO/IEC 10165-4:1992: Guidelines for the Definition of Managed Objects
(GDMO).

m. ISO/IEC DIS 11578.2: Remote Procedure Call.

n. CCITT X.400 Message Handling System (MHS), as specified in GOSIP Version 2
Sections 4.2.7.3 and 5,3.2, if message handling functionality is required.

o. IEEE 1224:1993: OSI Abstract Data Manipulation (Object Management) API -
Language Independent Specification.

p. IEEE 1327:1993: OSI Abstract Data Manipulation (Object Management) API -C
Language Binding.

q. NIST OSI Implementors Workshop (OIW) lmplementor Agreements relating to
the Presentation and Session layers, as specified in Part 5 (Upper Layer
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Agreements), clause 13.7 of the OIW Stable Implementation Agreements for OSI
Protocols Version 3 (NIST Special Publication 500-224).

r. Internet RFC 1155: Structure and Identification of Management Information for
Internets based on TCP/IP.

s. Internet RFC 1157: Simple Network Management Protocol.

t. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

u. X/Open: OSI-Abstract-Data Manipulation API (XOM) (Object Management).

3.9.6.5.6 Recommendations. To build or procure fault management applications, users must
identify the system management functions that are applicable to their requirements. Then they
must identify the various specifications within the ISO 10164 and 10165 standards related to
these requirements. Finally, they must specify the requirements and the related standards in the
RFP.

The OMNIPoint program defines a collection of specifications for the management of network
and distributed systems using open standards and specifications. It replaces FIPS 179 (GNMP) in
Version 3.0 of the NIST Application Portability Profile.
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3.9.6.6 Storage device amnagement. (This BSA appears both in part 8 and part 9.) Storage
device management is familiar to most people as "Logical Volume Management." With logical
volume management, a logical volume manager provides disk partition flexibility by allowing the
disk partitions to grow automatically as the system runs, and by allowing files to span physical
volumes. This allows a given file to be larger than any one disk. This flexibility is possible
because the logical volume manager manages the disk space by creating what it calls "logical
volumes." The logical volume manager detennines the correspondences between the logical
volumes and the actual physical volumes. A logical drive is an allocated part of a physical drive
designated and managed as an independent unit. Hierarchical storage management and archiving
addresses the ability to handle different levels of storage transparently, such as disks, tapes, and
juke boxes.

3J.6.6.1 Standards. Table 3.9-31 presents standards for storage device management.

TABLE 3.9-31 Storage device manarement standards
Standard Sponsor Standard Standard Status

Type Reference DoD
i(Lifecycle)

Cp OSF Distributed Computin Enviroment (DCE) Ditriblagd DM 1.1 DFS,'1994 Mandated

File Service (DFS) (Approved)

CpN-C MNwrodft Window Mmnaenant and Graphics Device Inedfwe, Win32 APIs Mamdated
Volanme I Microsoft Ww32 Pz9 grasne' Rde Rec (Approved)Manual. 1993. tdiceeaof Peess

CEC OSF Distributd Computing hvierwnet (DCL): Network ile DCE 1.1 NFS:1994 Ialoneutiored
service (NFS) (Approved)

CEC OSF OSP/I Operating Systan OSF/I OS. infonnatoonal
(Approved)

•, . . . -x.. ._. MAIN-4

3.9.6.6.2 Alternative specifications. Future releases of SVR4 will support the Logical Volume
Manager, but no other alternative specifications are available.

3.9.6.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.6.6.4 Portability caveats. Portability caveats are unknown at this time.

3.9.6.6.5 Related standards. No standards are related to storage device management.

3.9.6.6.6 Recommendations. Open Software Foundation's Distributed File Service is
recommended. Logical volume managers are extremely valuable, as many system managers know
who have had to back up a system, take it down, repartiation it to accommodate the growth of
applications and data in certain partitions, and restore the system, only to do the same thing
months later. The logical volume manager eliminates this problem by allowing partitions to grow
dynamically.
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3.9.6.7 Backup and restore. (This BSA appears both in part 8 and part 9.) Backup and restore
standards provide facilities and interfaces to save data as a precaution to system failure and
restore the system to a previous data state after failure.

3.9.6.7.1 Standards. Table 3.9-32 presents standards for backup and restore.

TABLE 3.9-32 Backup and restore standtards _____

Standard Sportsor Standard Standard Status
Type Reference DoD

- - oit~e pteana~da (Lifecycle)
IPC I50/IEC Potbe prtigssemnerface Ip051X) Pal 1: 9945.1:1996 Mansdied

System API (Repliase ISO 9945-1:1990 and Incorporates (Approved)
___________ME 1003.1b. 1003.1. and 1003, 11)

IPC ISO/IEC Inormation Technoloy -Pon"ld Opeeating System 9945-2:1993 Muedate
Inteerfae (POSIXO. - Pt 2: Shell and Utlitesee (as profiled (Approved)

by FIPS PUB 199:1994) ______

cPC XiOpus S~INIX Specifiation (Spec. 1170) commaands and C436 ONO4 Fieasseeps
Utilities. lisse 4, Version 2 (part efXO't4) (prvd

3.67. Alenativ spe rtiatbons Thertn dyst' uIlityrac iPsD ustefu for data cop wt Inoption oal
convrsin tat romtes porablityw (eog.,aSCI tod& E DC ) orguge fo r record conversonvwit

comnd is S alsorde available Thee fSos F I"tr" and"io" urltnlites and 39S19s SystmuldV
(eleas 4pi Phase) ared also2 avpproble.

3.6. StnArNSI deicencires. Although Thpe "for" Ifratind "necpiog comand4ca1beuse Inomtionback
up diks, tey ae ver limied5i capaiiy "tar" and "ocpnio" are92 copAcmmnd. ohe ed

ccmad d o S not/ pefrOnrmnaakps.Fratnythermor,"a"de notF Ospa mulipledisks.

3.9.6.7.2 Potrntaiiyveseiiatios. The "usta"utlyissel forma ist anp exesowohistohca "ptioar"achv

fosrmate ancod, asizsuc, ormaytibe readbcitorieals/wimpeentation ofsk The "tar"ecommani"d.uThe
PSX2"a"command hsas viasle been deveope asarelceet obt "tar" and "cptio" uiiisadUGsSse
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commands. It can read and write "ustar" and "cpio" archives, and most implementations have
been extended to read historical "tar" format archives as well.

The "cpio" command can produce two different types of archives: "character"and "binary." The
binary archives are non-portable, and cannot be read except on the same platform on which they
were produced. POSIX documents only the character "cpio" format, and the "pax" command is
only guaranteed to be able to read the character format.

The Berkeley Unix-based set of "backup" commands (e.g., "dump" and "rdump") are not the
same as the backup commands based on System V (SVID) (e.g., "backup," "bkexcept,"). The
two backup systems have different interfaces and do not work in a compatible manner.

3.9.6.7.5 Related standards. The following standards are related to backup and restore or

backup and restore standards.

a. ISO/IEC 9595: CMIS.

b. ISO/IEC 9596: CMIP.

c. ISO/IEC DIS 11578.2: RPC.

d. Network Management Forum: OMNIPoint 1.

e. Internet RFC 1155: Structure and Identification of Management Information for
TCP/IP-based Internets.

f. Internet RFC 1157: Simple Network Management Protocol.

g. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-lI).

3.9.6.7.6 Recommendations. ISO/IEC 9945-1 and ISO/IEC 9945-2 archiving services are
recommended. The operating system standards mandated by the JTA Version 1.0:1996 (ISO/IEC
9945-1:1990, IEEE 1003.1b:1993, IEEE 1003.1c:1995, and IEEE 1003.1i: 1995) are all
incorporated in the new ISO/IEC 9945-1:1996. Federal Information Processing Standard (FIPS)
151-2 should also be consulted. It adopted ISO 9945-1:1990 and is still applicable to the 1996
version. "Pax" was commissioned for POSIX.2 because "tar" and "cpio" were considered
inadequate. "Pax" is similar to "tar" and "cpio." The "tar" and "cpio" formats are expected to be
retired from a future version of POSIX. I in favor of the newer "ustar" format.
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3.9.6.8 Hardware error and event conditions. (This BSA appears in both part 8 and part 9.)
An event is an unsolicited communication from a hardware device to a computer operating
system, application, or driver. Events are generally attention-getting messages, allowing a
process to know when a task is complete or when an external event occurs. Error conditions
(e.g., system failures, unauthorized access attempts, or strange glitches) must be detected and
reported so corrective action can be taken to minimize system or network problems. (See the
BSA on error and event logging for more information on tracking errors.)

Offline diagnosis of events which have been written in encoded form to the system log is termed
event classification. Encoded events which are written to the system log for later analysis form
the raw material for algorithms designed to diagnose and passivate faults, that is to prevent them
from being reactivated. Offline classification of errors or events which are indicative of the
potential failure of a component can be conducted only when the required information has been
saved. Algorithms designed to improve system maintenance and to shorten the duration of
outages generally scan the system event log for patterns of event types. Such algorithms can be
used to predict imminent failure of software or hardware components. This analysis of logged
events could also be processed in parallel while the main system continues to perform.

Services for the detection of events come in two basic forms: active and passive. Events come in
two types, those which are anomalous and those which are not. Anomalous events may be
classified into two categories: errors, and events which are indicative of a fault which is not yet
producing errors, but is the cause of some degradation in system performance. P1003.1 h is
already addressing passive errors in their draft standard.

3.9.6.8.1 Standards. Table 3.9-33 presents standards for hardware error and event conditions.

TABLE 3.9-33 Hardware error and event conditions standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifecycle)

IPC ISOAEC Portable Operating Syste Interae (POSDQ Pan 1: 9945-1:1996 Msdsodd
System API (Replaien ISO 9945.1:1990 and irscoWrtes (Approved)

1322 1003.1b. 1003.1€. s 1003.10-

CPC XiOpen Single Unix Spedficstion (Spec. 1170), System lterfisas C434 (9/94) Eme.qng
Definiion, Issue 4, Version 2 (pesn of XP04) (Appsoved)

CPC XMOpen Single Unix Specification (Spec. 1170), System Ime'faceo C435 (9/94) rh.erging
and Headen, Issue 4. Vension, 2. (Pee of XPG4) (Appmoved)

NPC IERE Portabde Operating Systan Ieterface (POSIX) - Part 1: 1003.1b:1993 Idfonoalional
Sygcm Application PNognsm Intedace (API) Amendment (Approved)

I: Realtime Extension (C lsnxus&)e I
NPN' I10E POSIX Paut 1: System Application Program lnterfac 1003. It 995 Informational

(API). Amend. Tedmicni Conigenda to Real Time (Appoved)
Extension IC ImlKuasei

("PC NIST Portable Opeming System Inledace (POSIX) -System FIPS PUB 151- lformitonal
Application Program Intrldce/ C LAnguage (adopss 2:1993 (Apprwved}

ISO/-EC 9945- :1990
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Standard Sponsor Standard Standard status
Type Reference DoD

3.9.6.8.2 Alternative specifications. The OSFs OSF/I (product implementation) is also
available.

3.9.6.8.3 Standards deficiencies. POSIX. 1 has limited event management capabilities.

3.9.6.8.4 Portability caveats. Symbolic error numbers are a set of names defined for error
numbers set by the "exec" functions to indicate the nature of an error condition that has occurred.
Symbolic error numbers have been around for a long time and are reasonably stable. However,
many implementations, especially the newer ones, use symbolic error numbers that are different
from one another. Applications using such new, different symbolic error numbers are not portable
except to implementations using the same error number set.

POSIX, X/Open, and SVID support many of the same symbolic error numbers, with some
exceptions. For example, POSIX does not support the error symbols "EIDRM" (indicating an
identifier has been removed from the system), "ENOMSG" (required message not in the message
queue), and "ETXTBSY" (attempt to overwrite active procedure), even though X/Open, and
SVID support them. Other differences in symbolic error numbers occur in the following error
symbols: "EBADMSG," "ENOSR," "ENOSTR," "EPROTO," "ERESTART," and "ETIME."

Symbolic error numbers provide portability only if programmers and vendors implement programs
using them. Implementations using numeric numbers instead of symbolic error names and
numbers are not portable.

POSIX, X/Open, and SVID allow additional implementation-defined symbolic error names to be
created. Such implementation-defined symbolic error numbers may be a necessity for a particular
application. These values are usually returned by extended functionality, not defined by POSIX. I.
The SVID, for example, defines the symbolic errors "EBADMSG", "ENOSR", and "ENOSTR"
which are returned by the kernal "STREAMS" subsystem. These new symbolic error numbers
should be portable among all systems which provide the underlying functionality. The longest of
the symbolic error number names is "ENAMETOOLONG."

X/Open's Single Unix Specification (Spec 1170) has aligned XPG4 with POSIX in the areas
where they overlap. Thus any XPG4 or Single Unix conforming system is guaranteed to respond
with the same symbolic error value although, as discussed above, the actual error number may
vary.
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3.9.6.8.5 Related standards. The following standards are related to hardware error conditions:

a. IEEE 1003.2:1992: POSIX - Shell and Utility Application Interface.

b. IEEE R1003.5:1992: Ada Language Binding for POSIX (under revision).

c. IEEE P1003.1e: Security Interface Standards for POSIX.

d. IEEE P1387.1: POSIX System Administration - Part 1: Overview.

e. IEEE 1387.2:1995: POS1X System Administration - Part 2: Software.

f. IEEE P1387.3: POSIX System Administration - Part 3: User and Group
Administration.

g. IEEE P1003. lg: Protocol Independent Interfaces.

h. IEEE 1224.2:1993: Directory Services API - Language Independent.

i. IEEE 1224.1:1993: X.400 Based Electronic Messaging API.

j. IEEE P1238.1: OSI Applications Program Interface - FTAM.

k. IEEE P1351: OSI Application Interfaces - ACSE.

3.9.6.8.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003. 1 b: 1993,
IEEE 1003. lc:1995, and IEEE 1003. li: 1995) are all incorporated in the new ISO/IEC 9945-
1:1996. Federal Information Processing Standard (FIPS) 151-2 should also be consulted. It
adopted ISO 9945-1:1990 and is still applicable to the 1996 version. IEEE 1003. 1 b added
asynchronous event notification to the original IEEE 1003.1. FIPS 151-2 specifies the read/write
return options. SUS supports additional error symbols.

To get the better event management capabilities needed for networking, communications,
transaction processing, and real time applications, explicitly specify the IEEE 1003. 1b standard's
real time signals option for asynchronous event notification. For U.S. Federal Government
procurements, the NIST Application Poy.rability Profile (APP) and FIPS 151-2 have some special
file and directory requirements:

a. The APP and FIPS 151-2 require support for the errur message
"ENAMETOOLONG" for the open command.

b. The APP and FIPS 151-2 require reado calls and writeo) calls that are interrupted
by a signal after they have successfully read or written data shall return the number
of bytes the system has read. POS IX allows the return of either the number of
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bytes read or written or a return of -1 with "ermo" set to [EINTR] after a
successful read or write.

To get greater functionality than POSIX provides, establish the error management interfaces
provided by X/Open as an internal standard. The problem is that in implementations compliant
with POSIX, many specific system calls have differences in their error messages and exception
management handling. These system call commands must be analyztý to see which error
messages to specify for certain critical commands, as the NIST did in developing FIPS 15 1-1. A
second problem occurs because X/Open, the SVID, and OSF specify more functionalities than
POSIX. Even wh( -! these functionalities are the same, X/Open's, the SVID's, and OSF/l's error
messages are often different. In general, X/Open's error messages for specific system calls tend to
be the same, but they differ from OSF/l's, which is the same as Berkeley UNIX's.
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3.9.6.9 Event management. Event management and notification services allow system managers
and system administrators to be informed that a predefined system or network event of interest
(e.g., additional resources needed) has occurred, so that the event may be managed in a
predefined way that prevents network or system problems. Event management is related closely
to fault and performance management, in that each of these services could make use of event
management to log, track, and provide alerts based on relevant events.

3.9.6.9.1 Standards. Table 3.9-34 presents standards for event management.

TABLE 3.9-34 Event management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Liflcycle)

Cpc NMN OMPoint I (Adopts ISO Profile Sets 11193-X. 12059- OMNIPoint 1:1993 Adopted
X, and 12060-X, includes ISO1EC 10164-X) (Approved)

GPC NIST SI-ble Implemtuaion Agreements for Open System Special Pub. 590- Informational
Envroonments, Ver. 8, Ed. 1 224:124 (Approved)

1pc ISOAIEC OSI Systaem Mnamnemnt. Put 5: Event Report 10164-5:1993 Informatioeul
Manugnentt Function (Approoed)

w' ISO/IEC Portable Operating Systan latecfadý (POSIX) Ptt 1: 9945-1:1996 lnformational
System API (Replace. ISO 9945-1:1990 end incorporate. (Approved)

IEEE .1003.lb, 1003.1c. and 1003. _i1
NPC IEEE PortuMe Operating Sytten Interface (POSIX) -PuN I: 1003. b: 1993 Informational

Systen Application Progrun Irt-foce (API) Amendment (Approved)
: Realtime Exteneson (Cl h-an e

-- " . . . .. .

3.9.6.9.2 Alternative specifications. The following specifications are also available:

a. Banyon Systems' Network Event Logger (from Wang Laboratories) on which
OSF's Event Notification Component is based.

b. Banyon Systems' PC library for the Network Event Logger, which filters and logs
PC events locally and sends them to a Network EN . Logger server on a host
system for further processing. The OSF DME's PC Error Logging Component is
based on this Banyon Systems' PC library.

3.9.6.9.3 Standards deficiencies. None of the event notification components in any of the
consortia management systems are compatible with the K. EE P1003. lb specifications for event
notification. OSF DME event management is intended to •e used as the basis for commercial
management systems, but is not currently supported by e•y products.

3.9.6.9.4 Portability caveats. Portability problems with the existing specifications are unknown.
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3.9.6.9.5 Related standards. The following standards are related to event management and
notification standards:

a. ISO/IEC DIS 11578.2: RPC (Replaces DIS 11578 PT I Thru PT 4.)

b. NIST APP - Special Pub. 500-230: 1995.

C. OSF: Distributed Computing Environment (DCE) Remote Procedure Call
Component.

d. USL/Sun Microsystems: Open Network Computing (ONC) Remote Procedure
Call (RPC) Component.

e. NIST FIPS 179-1:1995: Government Network Management Profile (GNMP).

f. ISO/IEC 9596-1:1991: OSI CMIP, Part 1: Specification.

g. IAB: RFC 1157: SNMf.

3.9.6.9.6 Recommendations. OMNIPoint 1 is recommended. The OMNIPoint program defines

a collection of specifications for the management of network and distributed systems using open
standards and specifications.
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3.9.6.10 Process checkpoint and restart. (This BSA appears both in part 8 and part 9.)
Checkpoint and restart is a method of recovering from a system failure. A checkpoint is a copy of
the computer's memory saved periodically on disk along with the current register scttings (e.g.,
the last instruction executed). In the event of any failure, the last checkpoint serves as a recovery
point. When the problem has been fixed, the restart program copies the last checkpoint into
memory, resets all the hardware registers, and starts the computer from that point. Any
transactions in memory after the last checkpoint was taken until the failure occurred will be lost.
Checkpoint restart is helpful in any system running long jobs and requiring more time than can be
expected between system down-times, and in any job that would be inconvenient to start over in
the event of a system failure.

3.9.6.10.1 Standards. Table 3.9-35 presents standards for process checkpoint and restart.

TABLE 3.9-35 Process checkpoint and restart standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I ~~(Lift yle)I

3.9.6.10.2 Alternative specifications. The only other specifications available are proprietary.

3.9.6.10.3 Standards deficiencies. P1003.1a does not specify how files and directories are
identified in the checkpoint file.

3.9.6.10.4 Portability caveats. One checkpoint restart implementation provides a value of
"RESTARTFORCE" to restart a checkpoint file or directory, whether or not it could be
restarted rationally. This behavior cannot be used in a portable way, since no predictable meaning
exists for restarting a process that was in a condition that could not be checkpointed.

3.9.6.10.5 Related standards. ISO IS 9804/9805: CCR is related to process checkpoint and
restart.

3.9.6.10.6 Recommendations. Too many unresolved issues are in the checkpoint restart
specification in the P1003.1 m draft standard to specify the emerging checkpoint restart
specification. Issue, range from the error codes to how much of the process state to specify
explicitly.

Checkpoint/restart, originally in P 1003. la system services as a separate API is now a separate
IEEE project work item under P1003. lm. This work was started by the Super Computer and
Batch processing systems working groups in conjunction with the P 1003.1;1 working groups to
provide mechanisms to suspend a long executing job and/or provide checkpoints along the way so
it could be restarted if something happened during execution.
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3.9.6.11 Error and event logging. (This BSA appears both in part 8 and part 9.) Error logging
is the automatic logging of errors and events to a log (special file) to avoid system or network
faults (by detecting that the operation of a component is approaching the edge of its operational
range) and to provide a historical record that can be studied to diagnose faults after their
occurrence and perhaps prevent their happening in the future.

On the detection of events of interest, the operating system may automatically write the encoded
event to the system log and/or may notify a process of the occurrence. This is certainly the case
when an error with a high severity level is detected. Logging or notification may occur at any time
in the operation of a system. They may occur when an application or the operating system has
detected an error, when an event has been generated during event classification (especially if the
event is indicative of imminent failure of a component), or when an event is severe and requires
the immediate attention of a process and when a corrective action is taken, such as when a
processor(hardware) or process(software) is being registered for service.

3.9.6.11.1 Standard. Table 3.9-36 presents standards for error and event logging.

TABLE 3.9-36 Error and event loedng standards

Standard Sponsor Standard Standard Status
Type Reference DoD

, , (Lifecycele)
cpc NMI OMNIPoint I (Adopts ISO Profile Sets 1113-X. 12059. OMNiPoint 1:1993 Adopted

XK and 12060-X. includes ISO/IEC 10164-X) (Approved)

IPC ISO/IEC OSI Systems Musgernert, Pat 4: Alum Reporting 10164-4:1992 Informational
Function (Approved)

Ipc ISO/IEC 05I Systems Managu ent, Part 5: Event Report 10164-5:1993 Informational
MaUngement Function (Approved)

IPC ISO/IEC OSI Systems Management, Pad 6: Log Control Pundion 10164-6:1993 Infornational
(Approved)

C•C - Xloper Single Unix Specification (Spec. 1170). Systems Interface C434 (9194) Emerging
Definitions, Issue 4. Version 2 (pa of XP04) (Approved)

CPC X/Open Single Unix Specification (Spec. 1170), System [nlerfsc" C435 (9194) Emerging
and Headers, Issue 4, Version 2, (Part of XPG4) (Approved)

3.9.6.11.2 Alternative specification. The following specifications are also available:

a. Banyon Systems' Network Event Logger (NeL) (from Wang Laboratories) on
which OSF's Event Notification Component is based.

b. Banyon Systems' PC library for the Network Event Logger (NeL, which filters
and logs PC events locally and sends them to a Network Event Logger server on a
host system for further processing.
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3.9.6.113 Standard deficiencies. No Ada bindings are available for any of the consortium's
system management Error Logging Components.

3.9.6.11.4 Portability caveats. Portability problems related to the existing standards are
unknown

3.9.6.11.3 Related standards. The following standards are related to error logging standards:

a. ISO/IEC DIS 11578.2: OSI - RPC (Replaces DIS 11578 PT I Thru PT 4).
b. NIST APP - Special Pub. 550-230:1995.
c. OSF: DCE RPC Component.
d. USL/Sun Microsystems: Open Network Computing (ONC) RPC Component.

3.9.6.11.6 Recommendations. OMNIPoint I is recommended. The OMNIPoint program
defines a collection of specifications for the management of network and distributed systems
using open standards and specifications.
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3.9.7 Security monitoring. Security monitoring provides management services which contribute
to the protection of open systems information resources in accordance with applicable security
policies.

3.9.7.1 System development. (This BSA appears in part 2, part 9, and part 10.) Development
of sepure systems requires that security engineering be a key discipline in conjunction with other
system, software, and hardware engineering activities.

3.9.7.1.1 Standard. Table 3.9-37 presents standards for system development.

TABLE 3.9-37 System development sta dards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

____ ____ ___ ____ ___Lifec dle
GPC DOD Th OD TrussdComutrSyatana~vadton Cnritera DOD 5200.28- MWandWe

STD: 1985 (Approved)

GPC DOD Trusted Network ospreradost NCSC.TG-005, Mandated
version 1: 1997 (Approved)

ape DOD Trusd DwaaaoManagement System Inerpretaton~of the NCSC-TG.021, Mandated
Trussed CoptreSystemEvaluation Criteri version 1: 1991 (Approved)

Mr asp DsribuedCompsn arentPSecu~s riy DCE 1.1 Security Mandated
Services Services: 1994 (Approved)

arc DOD FORTEZZA Cryptologic Prograormerr'Guide MID40000501- Madasted
1.52: 1996 (Approved)

(IPC DOD FOR]E ZAppiato ornplr~eroeatosonGde MD4002101-.1'52: Mandated
1996 (Approved)

arc DOD Software Developmoenrt and Documentationr MILSTD-498 Intformeational
(Approved)

IPC ISO/IEC Software Life Cycle Processes 12207:1995 Informational
(Approved)

NPC EIA Trial Use Standard - Standard for Information Technology ELA.'IEE I-STD- Iotforatioool
-Software Life-Cycle Processes.- Software Developrnero - 016: 1995 (Approved)

_________ ~Acotoiree-Suplice Ageeoment______
CrC OSp Distributed Copting oiroonmeru(DCE)Rev. 1.2.2 DCE Rev. Ioformtation&]

1.2.2:1996 (Approved)

Irc ISO ()SI Basic Reference Model, Put 2: Security Architecture 7498-2:1989 Iotformatioenl
(sam. as CCIITTX.300: 199 1) (Approved)

arc NIST Gudelines for Secriyof CoropiterApplications FIPS PUB 83:1960 lotfonrmtojvl
(Approved)
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Standard Sponsor Standard Standard status
Type Reference DoD

3.9.7.1.2 Alternative specification. There are no alternative specifications.

3.9.7.1.3 Standard deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.1A Portability caveats. If FORTEZZA services are used, the following guidelines should
be consulted:

a. MD4002101-1.52, 3/5/96, FORTEZZA Application Implementors' Guide

b. MD400501-1.52, 1/30/96, FORTEZZA Cryptologic Programmers' Guide,
Revision 1.52

3.9.7.1.5 Related standards. DOD Directive 5200.28 "Security Requirements for Automated
Information Systems (AISs)," provides the DOD-wide program for AIS security. It provides
mandatory, minimum AIS security requirements for systems processing classified, sensitive but
unclassified, and unclassified information. For intelligence systems, Director, Central Intelligence
Directive (DCID) 1/16, "Security Policy for Uniform Protection of Intelligence Processed in
Automated Information Systems and Networks," and "Security Manual for Uniform Protection of
Intelligence Information Processed in Automated Information Systems and Networks," should be
used in conjunction with DOD 5200.28-STD. The following guidelines also are for use with
DOD 5200.28-STD:

a. NCSC-TG-006, Version 1, 28 March 1988, A Guide to Understanding
Configuration Management in Trusted Systems

b. NCSC-TG-007, Veision I, 2 October 1988, A Guide to Understanding Design
Documentation in Trusted Systems

NCSC-TG-008, Version 1, 15 December 1988, A Guide to Understanding Trusted
Distribution in Trusted Systems
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d. NCSC-TG-018, Version 1, July 1992, A Guide to Understanding Object Reuse in
Trusted Systems

e. NCSC-TG-023, Version 1, July 1993, A Guide to Understanding Security Testing
and Test Documentation in Trusted Systems

3.9.7.1.6 Recommendations. The standards listed as mandated are recommended.

MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. MIL-STD-498 contains requirements for security and privacy for software
development and documentation. EIA/IEEE J-STD-0 16: 1995 (formerly IEEE 1498/EIA IS 640)
is based on MIL-STD-498 and was issued 30 September 1995 as P.joint EIA/IEEE trial use
standard. It is anticipated that J-STD-016 will be upgraded fiom trial use to full use and issued as
an ANSI standard in 1997. It is also anticipated that IEEE/EIA 12207US, the U.S. adaptation of
ISO/IEC 12207, will be sent to ANSI as a joint standard. IEEE/EIA 12207US will consist of a
base standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207. 1US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problern reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration management, and acquirer-supplier
interaction. The two guides are expected to be final by September 1997. The long range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/IEEE J-STD-016 can be used for
transition from MIL-STD-498, subject to Agency/Service approval, until organizational processes
for IEEE/EIA 12207US are in place.

If FORTEZZA services are used, the following two guidelines should be consulted:

a. MD4002101-1.52, 3/5/96, FORTEZZA Application Implementors' Guide

b. MD4000502-1.52, 1/30/96, FORTEZZA Cryptologic Programmers' Guide,
Revision 1.52
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3.9.7.2 Security management. (This BSA appears in part 7, part 8, part 9, and part 10.)
Security management is a particular instance of information system management. Security
management provides supporting services that contribute to the protection of information and
resources ii open systems in accordance with information domain and information security
policies. The basic elements that must be managed are users, security policies, information,
information processing systems that support one or more security policies, and the security
functions that support the security mechanisms (automated, physical, personnel, or procedural)
used to implement security services. For each of these elements, the managed objects that
constitute them must be identified and maintained. For example, users must be known and
registered, security policies must be represented and maintained and information objects must be
identified and maintained. Security policies, security services and security mechanisms are the first
classes of managed objects.

3.9.7.2.1 Standards. Table 3.9-38 presents standards for security management.

TABLE 3.9-38 Security management standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC DOD The DOD Traued Computer Systems Evaluation Citenra DOD 5200.28- Mandated

STD: 1985 (Approved)

GPC DOD Trusted Network •t oa NCSC-TC-O05, Mandrted
Version 1: 1987 (Approved)

GPC DOD Trusted Dataae Mmanagement Syastn Interpeta-ion of the NCSC.TU-021. Mndated
Tinsed Computer Syseon Evaluation Criteria Version 1:1991 (Approved)

CPC OSF Distributed Compiling Envieromnt (DCE) Seourity DCE 1.1 Sonarity Mandaed
Service. Seei/-en: 1994 (Approved)

IPC ITU-T The Direcory: Procedures for Distrbuted Operation (X- X.5 18: 1993 Informationsl
ref.: iSO 9594-4) (Approved)

CPC OSF Distribted Computing Envirv•ment (DCE) Rev. 1.2.2 DCE Rev. loformatiroal
1.2.2:1996 (Approved)

IPC ISO/1EC OSI Common Mangeient Infonration Services (CMIS) 9595:1991/ Ioforoational
Definition. with Aondmeot 4: Aocess Control AM4:1992 (Approved)

IPC ISO/EC Infonnaion Tedorology - Open System Interonnedion - 9596-1:1991 infomational
Common MNbnageaent loformation Protocol (CMIP) - Part (Approved)
1: Specification (inclouden nsneonet I and 2 of ISO/IEC

9596-1:1990)

CPC NWF OMNiPoint I (Adopts ISO Profile Setu 11183.X, 12059- OMNIPont h1:1993 Informational
X. mnd 12060-X. icludes ISO/SEC 10164-X) (Approved)

IPC ISO/IEC OSI Systemns Mnnagement. Psrt 7: Security Aloorm 10164-7:1992 Informational
Reporting Foncion (same as ITU-T X.736( (Approved)

[PC ISO/IEC OSI Systems Mmnagement. Purt 8: Security Audit Teail 10164-8:1993 Informational
Fooaien (.ame as ITU-T X.740) (Approved)

[PC ISO/SEC OSI Systems Management, Put 9: Otijeds nod Attributes 10164-9:1995 Informontoal
for Access Control (Approved)

]PC ISO OSI Basic Reference Model, Pat 2: Security Arhiteetare 7498-2:1989 oifonnattonal
(some as CCITT X.800:1991) (Approved)

GPC NIST -3overnment Network Management Profile (()NMP) N[PS PUB 179. Informational
1:1995 (Approvedl
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Standard Sponsor Standard Standard Sau
Type Referene Do

3.9.7.2.2 Alternate specifications. There are no alternative specifications.

3.9.7.2.3 Standards deficiencies. Deficiencies exist in standardization of security policy rule
representation; key management, including generation, distribution, and accounting, audit
information formats; exchange of security management information; and remote security
management.

The DOSA principle of decision and enforcement separation requires that the functions
determining how to enforce a security policy and the actual enforcement of the policy be
implemented independeuitly. That is, the enforcement mechanisms do not need any knowledge of
security policy. Standards are needed for object class definitions for classes of managed objects
and for methods of representing security policy.

The DGSA calls for a separation mechanism, such as separation kernel, to mediate all calls to
security critical functions to ensure that strict isolation is maintained. Standardization of object
class definitions for management of critical functions used within the separation kernel is needed.

The present ISO/IEC 10164-7 "Security Alarm Reporting Function," and 10164-8, "Security
Audit Trail Function," standards were designed with network security in mind. Little work has
been done, either in standards groups or in products, on how to use these standards for general
system management (e.g., computer systems and software).

FIPS PUB 179-1 supersedes FIPS PUB 179. The present GNMP specifications require ISO
CMIS/CMIP to communicate management information and ISO OSI networking protocols.
Plans are for the GNMP eventually to provide a capability to integrate the present GNMP with
SNMP. One reason for this goal is the widespread use of SNMP.
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No Ada bindings exist for any of the ISO or consortia system management specifications.

The IEEE POSIX Security Working Group (formerly P1003.6) is defining security extensions to
the base POSIX interface standard (ISO 9945-1), to include support for audit, privilege,
discretionary and mandatory access control, and information labels. These have been
redesignated IEEE P1003. le and IEEE P1003.2c. The draft standards are still incomplete, and
the specifications may change.

The POSIX/UNIX permission bits are inadequate for fine-grained control over exactly which
users can perform specified actions to particular files.

In the IETF, efforts to develop an acceptable security standard for SNMPv2 have been on hold
since September 1995 when the IETF SNMP Working Group failed to agree on the proposals
submitted. Since then, two sets of proposals for providing SNMPv2 security have emerged. The
first set of proposed specifications, the User-based Security Model (USEC), also referred to as
SNMPv2u, consists of two documents: RFC 1909, "An Administrative Infrastructure for
SNMPv2" and RFC 1910, "The User-based Security Model for SNMPv2." Both RFCs were
issued 28 February 1996 and are classified by the IETF as experimental RFCs. The other
proposal is known as SNMPv2*, which its proponents claim is heavily based on USEC. Neither
USEC nor SNMPv2* has been approved for a standards track by IETF.

3.9.7.2.4 Portability caveats. The structure of certain traditional UNIX directories, sucl as the
familiar "/tmp," "/usr/spool," and "fusr/spool/mail" directories will have to change to
accommodate the P1003.1e and P1003.2c security standards. This is because these are
directories to which all users have access -wd to which many programs write. A change in the
way programs write to directories has the potential for causing software portability and systems
administator portability problems,

The traditional UNIX permission bits that have been carried into POSIX are inadequate for
defining exactly which user can perform specific actions on specific files. Eliminating the
permission bits in favor of Access Control Lists could make the secure POSIX systems
incompatible with non-POSIX compliant systems and many applications.

OSF DCE version 1. I's authentication service is based on Kerberos Version 5 (RFC 1510), but is
not tatally compatible with RFC 1510. DCE 1.2.2 adds testing and official support for Kerberos
Version 5.

3.9.7.2.5 Related standards. ISO/IEC 9945-1 as profiled by FIPS PUB 151-2 is related to IEEE
P1003. le and IEEE P1003.2c.

3.9.7.2.6 Recommendations. The mandated standards are recommended.

All IEEE P1003.1e and IEEE P1003.2c security systems should incorporate Access Control Lists
as an optional feature in addition to permission bits (not "in place of" permission bits). The
incompatibilities between the two access control methods (permission bits and access control
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lists) are not resolvable. The best method for resolving the overall problems seem to be
incorporation Access Control Lists as an optional feature on top of permission bits. The
permission bits would represent the lowest common denominator of security, showing the
maximum amount of openness possible in a system. Orgarnzations needing only the lowest level
of security could continue to use the familiar permission bits and associated chmod" command.
Use of access control lists will require a change in security policy such that access is granted if
and only if permission is granted aii access control permits it.
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3.9.7.3 Security risk nanagement. (This BSA appears in part 2, part 7, part 9, and part 10.)
Security risk management supports accreditation thro.,gh a risk analysis of an information system
and its operational environment, and the steps taken to manage the risk requiretnts.

3.9.7.3.1 Standards. Table 3.9-39 presents standards for security risk management.

TABLE 3.9-39 Security risk management standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD Mw DOD Tmind Corputr Systms Evatluaton Criteria DOD 5200.28- Maicd
STD: 1985 (Approved)

OPC NIST OWdelineforthe Andysis of Local AreaNetworkSeouiy PIPS PUB Infomantional
191:1994 (Approved)

GPC NIST Wuidtihe for Autornod DataProcessing Risk Analysis FIPS PUB 65:1979 Informojional
(Approved)

OPC NIST Oudelines for Automatic Dai Procesing Physical PIPS PUB 31:1974 Informational
Security a&W Rick Managment (Approved)

3.9.7.3.2 Alternate specificatious. There are no alternative specifications.

3.9.7.3.3 Standards deficiencies. Because of its age, FIPS PUB 31 does not include information
of all modern security concepts.

3.9.7.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.9.7.3.5 Related standards. The following standards are related to the TCSEC standard:

a. CSC-STD-003-85 25 Ju"," 1985, Computer Security Requirements - Guidance for
Applying the Department of Defense Trusted Computer Security Evaluation
Criteria in Specific Envir,"n, ents

b. CSC-STD-004-85, 25 hmne 1985, Technical Rationale Behind CSC-STD-003-85:
Computer Security Requirements - Guidance for Applying the Department of
Defense Trusted Computer Security Ev-, ývtion Criteria in Specific Environmenlts

3.9.7.3.6 Recommendations. The mandated standard is recommended. Office of Management
and Budget (OMB) Circular A- 130, "Management of Federal Information Kesources," provides
guidance on effective security risk management of federal information systems. NIST Special
Publication 800-12, "An Introduction to Computer Security: The NIST Handbook" provides
additional guidance on risk management. DOD Directive 5200.28 requires a risk analysis of an
information system be conducted in its operational environment to support accreditation of the
information system. System implementors should perform the risk analysis in accordance with
CSC-STD-003-85 and CSC-STD-004-85 to detertine the appropriate DOD-5200.28-STD class.
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3.9.7.4 Security audit. (This BSA appeals in part 7, part 9, part 10, and part 11.) Security
auditing is a review or examination of records and activities to test controls, ensure compliance
with policies and procedures, detect breaches in security, and indicate changes in operation
(paraphrased from ISO 7498-2).

3.9.7.4.1 Standards. Table 3.9-40 presents standards for security audit.

TABLE 3.9-40 Security audit standards

Standard Sponsor Standard Standard Status
Type Reference DoD

ee a- (Lifecycle)
G I DOD TMe DOD Tiged Computer Systm Evaluation Criteria DOD 520D.28- Mandated

STD: 1985 (Approved)

cpc NW OMNIPoint I (Adoop ISO Profile SeI 11183-X, 12059. OMNIPoint h1993 L I fomational
X, and 12060-X. includes ISOAIEC 10164-X) (Approved)

Ipc ISOAEC Osl Syateme Msnageaveet, Pau 8: Secourity Audit Trail 10164.8:1993 Iefornational
I Function (sm'n as 17TU-T X,740) (Approved)

397.42 Alternate specifications There are no alternative specadications.

39743 Standards deficiencies ISO Transaction Processing Security work (WDAMs to ISO

10026-1,2,3) is in the early stages. Its content is not defined, and it cannot be used for
procurement. ISO 10164-8 does not define a security audit, or explain how to perform one. It
does not define implementation aspects, occasions where the use of the secunity audit trail

function is approptiate, or the services necessary for the establishment and normal or abnormal
release of a management association.

There is a need for a standard for programming interfaces to support development of potrtable
tools for audit trail analysis and configuration.

3,9.7.4.4 Portability caveats. Proposed amendments to ISO 10026 have ceased. This is a high
portability risk area.

3.9.7.4.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation
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b. NCSC-TG-01 1, Version 1, 1 August 1990, Trusted Network Interpretation
Environments Guideline - Guidance for Applying the Trusted Network
Interpretation

C. NCSC-TG-00l, Version 2, June 1988, A Guide to Understanding Audit in Trusted
Systems

3.9.7.4.6 Recommendations. 'Me mandated standard is recommended.
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3.9.7.5 Security alarm reporting. (This BSA appears in part 7, part 9, Art 10, and part 11.)
Security alarm reporting is the capability to receive notifications of securi -related events, alerts
of any misoperations in security services and mechanisms, alerts of attackb on system security, and
information as to the perceived severity of any misoperation, attack, or breach of security.

3.9.7.5.1 Standards. Table 3.9-41 presents standards for security alarm reporting.

TABLE 3.9-41 Security alarm reporting standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- (Lifecycle)
CPC NMF OMNiPoint I (Adopts ISO Proffle Sets I1 83-X. 12059- OMNIPoint 1:1993 Infoetrmaiou

XK sd 12060-X includes ISOWC 10164-X) (Approved)

19 ISO/fEC OSISystemssMagemert. Pust7:Securtty Alarm 10l .7:1992 Inforsteaional
Reporting Hunction (stme as ITU-T X.736) (Approved)

GPC NIST Govesmeet Network Masagement Profile (GNMP) MIPS PUB 179. Ieformatioeul
1:1995 (Approved),, am. ...E.E

3.9.7.5.2 Alternate specifications. There are no alternative specifications.

3.9.7.5.3 Standards deficiencies. FIPS PUB 179-1 supersedes FIPS PUB 179. ISO 10164-7
does not define implumentation aspects, specify the mhnner in which management is accomplished
by the user of the Security Alarm Reportingt Function (SARF), define interactions that result in
the use of the SARF, or specify the services necessary fov- the establishment and normal and
abnormal release of a management association.

3.9.7.5.4 Portability caveats. Portability problems with tie existing standards are unknown.

3.9.7.5.5 Related standards. There are no related star Jards.

3.9.7.5.6 Recommendations. There are no recommrended standards foi rity alarm reporting.
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3.9.7.6 Personal authentication. (This BSA appears in part 2, part 3, part 9, and part 10.)
Personal authentication supports the accountability objective of being able to trace all security
relevant events to individual users. In addition to supporting unique identification, standards are
providei to authenticate the claimed identity.

3.9.7.6.1 Standards. Table 3.9-42 presents standards for personal authentication.

TABLE 3.9-42 Personal authentication standards

Standard Sponsor Standard Standard Status
Type Reference DoD

1 Lifecycle)
CPC OSF Distributd Computing Envirmwnern MMCE S~u dy WCE 1.1 security Mind~ed

Semotte Sesrvion: 19914 (Approved)

oPC NIST Pusawoni Uage FIPS PUB 112: Mandaud
1985 (Apprved)

CPc OSF Distributed Compting Enviromene (D(C) Rev. 1.2.2 DCE Rev. Infonnaterona
1.2.2:1996 (Approved)

GWc NIST Guidelines on Evaluation of Tedinique for AutonWd FIPS PUB 48:1977 Infonmational
Pe.onal Identification (Approved)

1PC ISO/IEC lfosmation Tedmology - Open Syateaniew.onnedton 9594-8.2:1993 loformnaional
Th Diretory: Autehtniicion Franewoik edition 2 (Same (Approved)

su 1TUTX X509:1993)
GPC NIST GOideine for Use of Advmacd Awhenticafion Tedmology FIPS PUB lWfomoationol

Alternaive 190:1994 (Approved)

3.9.7.6.2 Alternate specifications. There are no alternative specifications.

3.9.7.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.6.4 Portability caveats. OSF DCE Version 1.1 's authentication service is based on
Kerberos Version 5 (RFC 1510), but is not totally compatible with RFC 1510. DCE 1.2.2 adds
testing and official support for Kerberos Version 5.

3.9.7.6.5 Related standards. The following standards are related to personal authentication
standards (particularly TCSEC):

a. DOD 5200.28-STD, DOD Trusted Computer Systems Evaluation Criteria

b. NCSC-TG-017, Version 1, "A Guide to Understanding Identification and
Authentication in Trusted Systems
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c. CSC-STD-002-85, "Password Management Guideline"

d. NCSC-WA-002-85, "Personal Computer Security Considerations"

e. 1TU-T X.509 (1993) (same as ISO 9594-8), The Directory: Authentication
Framework

3.9.7.6.6 Recommendations. The mandated standards are recommended.
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3.9.7.7 Entity authentication. (This BSA appears in part 8, part 9, part 10, and part 11.) Entity
authentication standards address data, processes, systems, and enterprises.

3.9.7.7.1 Standards. Table 3.9-43 presents standards for entity authentication.

TABLE 3.943 Entity authentication standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

_____________________________(Lifecycle)

([PC DOD The DODTrussedComuer Systes oEvaluaion Crieria D0 520029- MMA&Wes
STD: l995 (Approved)

CPC ([SF DilstibutedComputing Envieesoesm (DCE) Secsoey DCH 1.1 Security MwAndaedl
sesvoes Services: 1994 (Approved)

([PC NIST Comnputer D~ateAutsastios M[ISP[UB onforstiomss
113:1995 (Approved)

([PC NIST Entity Asdwintscalion Using Public Key Cryptographsy PIPS PUB Emerging
1%6:1996 (Approved)

CPC (3SF Distiue 8eComnpuing Envireonment (DE) Rev. 1.2.2 OCE Rev. lnoromssioesl
1.2.2:1996 (Appreoved)

[PC [SO Finumance Tirasactions - Reissil Baoting Smrsity 9807 [nfonmstionai[
Requirements for Message Aurjhuaastion (Approvedl)

[PC [SO Enstity Ausiureticetion Medumsssse -Pust 1: ([enersi Model 9798-1:1991 Informationa[
(Approved)

[PC ISO Entity Aotlenti.Wuon Medasnisses - Pust 3: Entiey 9798-3:1993 [nfooostional!
Autlsnasicatioe Using a Public Key Algoritlso (Approved)

([PC NIST Guaideline for Use of Advsnced Autlsenicasion Tedrulogy FIPS PUB [etfoooaioeall
Alternatives 190:1994 (Approved)

[PC ISO Entity Asfiheutic:aiioo Part 2: Mechsomo Using 9798-2:1994 [nformesiosooa
Sysosoeri Encipherenoet Algoorissms (Approved)

[PC ISO Etitoy Autirsoacatice - Psar 4: Medssansmso Using a 9798-4:1995 Infossoslsonal
Cryptogrsaphc Check Punction (Approved)

CPC XAGPeo Security [s-terfam Speciticstion: Auditing aend S020:1990 [ofonoslroesl
Auslscntoation (Approved)

.E.--.. u), I& ..
'

3.9.7.7.2 Alternate specifications. There are no alternative specif[cations.

3.9.7.7.3 Standards deficiencies. !eficiencies in the existing standards are unknown.

3.9.7.7.4 Portability caveats. OSF DCE Version 1.1I's authentication service is based on
Kerberos VersionS5 (RFC 15 10), but is not totally compatible with RFC 15 10. DICE 1.2.2 adds
testing and official support for Kerberos Version 5.
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3.9.7.7.5 Related standards. The following standards are related to entity authentication:

a. DOD NCSC-TG-0 17, Version 1, September 1991, Guide to Understanding

Identification and Authentication in Trusted Systems.

b. FIPS PUB 196, 11 October 1996.

FIPS PUB 196 becomes effective 6 April 1996. It is based on ISO/IEC 9798-
3:1993 and specifies two challenge-response protocols by which entities in a
computer system may authenticate their identities to one another. FIPS PUB 196
is for use in public key based challenge-response and authentication systems at the
application layer within computer and digital telecommunications systems.

3.9.7.7.6 Recommendations. The mandated standards are recommended.
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3.9.7.8 System aseem control. (This BSA appears in part 4, part 9, part 10, and part 11.)
System access control standards provide high-level guidance on access control frameworks and
implementation.

3.9.7.8.1 Standards. Table 3.9-44 presents standards for system access control.

- ~~TABLE 3.9-44 System access control standards _ _ _

Standard Sponsor Standard Standard status
Type Reference DoD

GPC DOD Th.e DOD Trued ComueSysems BEvaluaion Crileri& DOD 5200.21. Mandaedyle
STD: 1995 (Approved)

CpC OSF DistsiaeddCompuing Enviromient(DCEWSecurity OCE 1.1 Security Mandated
Servces Smvaw.: 1994 (Approved)

CPC SF Di.tbed cCompuigEvirnent(DCE) Rev. 1.2.2 DCH Rev. Informaisonal

3.9.7.8. Stndrd Befsie cs Defiiencies inel Pth 2SexuistyAgcstendards are8-unknown.omtoa

a. NCS0C-G03 Vesi Cmon ManagSepteIombd er o 197, ) A55191 GudIoUdrt nding tina
Discre tionaryh mnmet4 Access Control in:19 TrustedSystem

b.C NCSOC-TG-2SysVersionageen, May 1992 Assestsiang otold A ccesste P06. 5 Ifrotetiona

Ratonae fr Slecin Access Control LitAetuepfrrhoUIvSs em )

3.9.7.8.6 Recommdsendationcis. Th ie m ndated stndd ahe recomme stndarsaed. knwn
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3.9.7.9 Network access control. (This BSA appears in part 7, part 9, and part 10.) Access
control is the prevention of unauthorized use of a resource, including its use in an unauthorized
mfannlr.

3.9.7.9.1 Standards. Table 3.9-45 presents standards for network access control.

TABLE 3.9-45 Network access control stan~dards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

_______________________Lifec dcl
(JPC DOD lnfouaAtio Tedmology - Dd Suirtea.5 daadged Profiles MEL-TD2045- MWnduie

AMHXn(D)- Message Handling Systems - M-auge 18500: W9 (Approed)
security Protocol (M80') Pauh I-5 ____

GPC NSA Secure Data Network Syism ISDNS) Security Protocol 3 SDN.301, Itvision Macdaie
(SP3) 1.5:1989 (Approved)

NPC MM Stnadfor Interopeeu LANSecurty.-Poset B Secure 802.1(8,1992 Legocy
DsamExdlssngo (SDLB) (Approved)

[PC ISO/IEC OSI coommon Msanagement Information Sam=ce (CM1S) 9595: 1991/ Informational
Definitim, with, Ameoneejt 4: Acceu Coerm.o AMC:99 (Approved)

IPC ISO Troanport L.ayer Security Protocol (liSP) (Includecs 10736:1994 ldoomiational
AmneodseoI 1) (Appeoed)

IPC ISO Network LayerSocurity Protocol (NLSP) 11577:1994 Infom~stiocsl
I (Approved)

(IPC NIST Government Network Mansgement Profile (ONMP) FIPS PUB 179. lofonosbonol
1:1995 (Approved)

OPC NIST Guidelsnafor Security ofComiputer A~ppcations FIPS PUB 93:1980 Informational

3..79. Ale NSAt spefcatns Dtahetwre Sysem (no alecrnatyv sPerifocatioSns.40,Rv nt

179Rev suesee 199S PUBpr179.
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Information Technology Standards Guidanpe System Management Services

3.9.7.9.4 Portability caveats. Proposed security enhancements to FTAM (WDAM4 to ISO
8571) has ceased. This is a high portability risk area because no standards exist

3.9.7.9.5 Related standards. NCSC-TG-005, Version 1, July 1987, Trusted Network
Interpretation, and NCSC-TG-01 1, Version 1, August 1990, Trusted Networks Interpretation
Environments Guideline - Guideline for Applying the Trusted Network Interpretation, supports
the DOD 5200.28-STD.

3.9.7.9.6 Recommendations. The mandated standards are recommended.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DOD
Standardized Profile (DSP) standard will be replaced by a portion of the U.S. Supplement to ACP
123 or ACP 120, Common Security Protocol, when the revision to MSP is complete.

SDN.701, Rev.3.0, is used with DMS, Phase I. It is for use with legacy systems only.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to
be used at the top of layer 3.

The work on File Transfer, Access, and Management (FTAM) security (WDAM4 to ISO 8571)
security enhancements has been suspended. Procurements requiring access control for FTAM and
transaction processing should not use these standards.

IEEE 802.10b is for use with legacy LANs only.
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3.9.7.10 Certification and accreditation. (This BSA appears in part 2, part 9, and part 10.)
Certification and accreditation constitute a set of procedures and judgments leading to a
determidnation of the suitability of the system to operate in the targeted operational environment.

Accreditation is the official management authorization to operate a system. The accreditation
normally grants approval for the system to operate (a) in a particular security mode, (b) with a
prescribed set of countermeasures (admn-distrative, physical, personnel, communications security,
em-issions, and computer security controls), (c) against a defined threat and with stated
vulnerabilities and countermeasures, (d) within a given operational concept and environment, (e)
with stated interconnections to other systems, (f) at an acceptal'e level of risk for which the
accrediting authority has formally assumed responsibility, and (g) for a specified period of time.
The Designated Approving Acthority(s) (DAA) formally accepts security responsibility for the
operation of the system and officially declares that the specified system will adequately protect
against compromise, destruction, or unauthorized modification under stated parameters of the
accreditation. The accreditation decision affixes security responsibility with the DAA and shows
that due care has been taken for security in accordance with the applicable policies.

An accreditation decision is in effect after the issuance of a formal, dated statement of
accreditation signed by the DAA, and remains in effect for the specified period of time (varies
according to applicable policies). A system processing classified or sensitive unclassified
information should be accredited prior to operation or testing with live data unless a written
waiver is granted by the DAA. In some cases (e.g., when dealing with new technology, during a
transition phase, or when additional time is needed for more rigorous testing), the DAA may grant
an interim approval to operate for a specified period of time, At the end of the specified time
period, the DAA must make the final accreditation decision.

Certification is conducted in support of the accreditation process. It is the comprehensive analysis
of both the technical and nontechnical security features and other safeguards of a system to
establish the extent to which a particular system meets the security requirements for its mission
and operational environment. A complete system certification must consider factors dealing with
the system in its unique environment, such as its proposed security mode of operation, specific
users, applications, data sensitivity, system configuration, site/facility location, and
interconnections with other systems. Certification should be done by personnel who are
technically competent to assess the systems ability to meet the security requirements according to
an acceptable methodology. The resulting documentation of the certification activities is provided
to the DAA to support the accreditation decision. Many security activities support certification,
such as risk analysis, security test and evaluation, and various types of evaluations.

Ideally, certification and accreditation procedures encompass the entire life cycle of the system.
Ideally, the DAA is involved from the inception of the system to ensure that the accreditation
goals are clearly defined. A successful certification effort implies that system security attributes
were measured and tested against the threats of the intended operational scenarios. Additionally.
certification and accreditation are seen as continuing and dynamic processes; the security state of
the system needs to be tracked and assessed through changes to the system and its operational
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environment. Likewise, the management decision to accept the changing system for continued
operation is an ongoing decision process.

Standards for certification and accreditation services provide definitions and procedures for the
testing and accreditation of computer systems in so far as their conformance with security
standards is concerned.

3.9.7.10.1 Standards. Table 3.9-46 presents standards for certification and accreditation.

TABLE 3.9-46 Certification and accreditation standards

Standard Sponsor Standard Standard status
Type Reference DoD

(Lifecy'€le)

GPC eiciThe DOD Tacred CiMptir Systelts Evaluceion Chress a DOD 5200ci- MtndanSTD: 1995 (Approved)

Accsuchao 102:1983 (Adnnoved)

3.9.7.10.2 Alternate specifications. No other consortia or de facto specifications are available.

3.9.7.10.3 Standards deficiencies. Because of its age, FIPS PUB 102 does not include services

for the certification and accreditation of all modea security concepts.

Certification and accreditation evaluation criteria that address cuttdnt information technology,
such as distributed computing and networking, are needed. As new criteria such as the Common
Criteria emerge, revision of existing certification and accreditation guidelines may be required.

3.9.7.10.4 Portability caveats. There are no portability problems related to the existing
specifications.

3.9.7.10.5 Related standards. NCSC-TG-029, "Introduction to Certification and Accreditation,"

January 1994, discusses basic concepts related to certification and accreditation and is the first of
a series of guidelines in the "Rainbow Series" supporting the Trusted Computer System
Evaluation Criteria (TrCSEC) standard.

3.9.7.10.6 Recommendations. The mandated standard is recommended.

Procurements that require that an AIS be certified and/or accredited must reference DOD
Directive 5200.28 and applicable designated approving authority guidance. DOD Directive
5200.28, "Security Requirements for Automated Information Systems (AISs)," requires
certification and accreditation of AIS. FIPS PUB 102, Guidelines for Computer Securfity and
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Accreditation provides Federal guidelines for certification and accreditation. Because of its age,
this PIPS PUB does not include services for the certification and accrr-ditation of all modern
security concepts. DOD 5200.28-STD provides criteria to assess security assurances of trusted
systems to specific classes. DCI) 1/16 provides security requirements fL systems processing
intelligence information.

The DISA CISS and NSA are each developing documents that will standardize the certification
and azc:editation process within DOD. Each document is in draft form; final documents are
expected to be issued in 1997. The NSA document, "Certificatit n and Accreditation Process
Handbook for Certifiers," wil' be published as a "Rainbow" series document supporting the
TCSEC standard. This NSA handbook focuses on certification and accreditation of standalone
systems. The DISA CIS, document, "DOD Information Technology Certification and
Accreditation Process" (DITSCAP), will be published as a DOD publication. The DITSCAP
focuses on certification and accreditation in conjunction with the programmatic aspects of the
DII.
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3.9.7.11 Detection and notification. (This BSA appears in part 2, part 9, and part 10.)
Detection and notification objectives ensure that a secure system has the capability to recognize
that it is: under attack; may potentially enter a non-available state; has been compromised; or has
failed in a potentially compromising manner. Guidance in this area focuses on reporting detected
security critical conditions to proper authorities, and implementing predetermined corrective
actions.

3.9.7.11.1 Standards. Table 3.9-47 presents standards for detection and notification.

TABLE 3.9-47 Detection and notification standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD The DOD Tmwted Compter Syskm Evaluaion Critera DOD 520D.28. Mdadd
STD: 1985 (Appoved)

3.9.7.11.2 Alternate specifications. There are no alternative specifications.

3.9.7.11.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.11.4 Portability caveats. Portability problems in the existing standards are unknown.

3.9.7.11.5 Related standards. NSA's C-Technical Report-001, Computer Viruses: Prevention,
Detection, and Treatment, and NIST SP 800-5, A Guide to the Selection of Anti-Virus Tools and
Techniques, provide guidance on computer viruses. The following specifications support the
TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trtested Network Interpretation

b. NCSC-TG-015, Version 1, October 1989, A Guide to Understanding Trusted
Facility Management

C. NCSC-TG-016, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.9.7.11.6 Recommendations. The mandated standard is recommended.
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3.9.7.12 Security recovery. (This BSA appears in part 2, part 9, and part 10.) Recovery
guidance defines provisions to allow system personnel or processes with the proper authorizations
to repair or eliminate the cause of security relevant failures, isolate compromised portions of the
system, and revalidate proper operations prior to returning the system to a fully operational secure
state.

3.9.7.12.1 Standards. Table 3.9-48 presents standards for security recovery.

TABLE 3.9-48 Security recovery standards
Standard Sponsor Standard Standard Status

Type Reference DoD

' Lifec-cel)
OPC DOD The DOD Tmsted Computer Systems Evaluation Cria DOD 5200.28.- MWAM

STD: 1995 (Appmved)

3.9.7.12.2 Alternate specifications. There are no alternative specifications.

3.9.7.12.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.12.4 Portability caveats. Portability problems with the existing standards are unknown.

3.9.7.12.5 Related standards. The following specifications are related to the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation

b. NCSC-TG-022, Version 1, December 1991, A Guide to Understanding Trusted
Recovery in Trusted Systems

c. NCSC-TG-015, Version 1, October 1989, A Guide to Understanding Trusted
Facility Management

d. NCSC-TG-0 16, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.9.7.12.6 Recommendations. The mandated standard is recommended.
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3.9.7.13 Database security. (This BSA appears in part 4, part 9, and part 10.) Database
security standards provide protection for stored data from unauthorized access, modification, and
denial of service.

3.9.7.13.1 Standards. Table 3.9-49 presents standards for database security.

TABLE 3.9-49 Database security standards
Standard Sponsor Standard Standard Status

Type Reference DoD

c - (Lifecycle)

Treated computer Systems Evaluation OiEia Venion 1: 1991 (Approved)

[PC ISO OSI Ba•ic Rderene Model, Puat 2: Secuity Ardiitectde 7498-2:1989 Ilformrulien
(ssme ccrrr X.8ft 1991) (Approved)

GPC NIST Detabase Laauage SQL (Adopts ANSI X3.135-1992 FPS PUB 127- ilourAlioesl
(sawte u ISO 9075:1992)) 2:1993 (Approved)

[PC NIST ILformbloid R0-e- Didio-my System (IRDS) (adopu FFS PUB Informstiosl
ANSI X3.138-1988 and X3,138A.1991) 156:1989 (Approved)

NPC ANSI DtIabase Language SQL X3.135-1992 Informationa
(Approved)

[PC ISO Datibas• Lnguage SQL (isme #A ANSI X3.135-1992) 9075:1992 Infomantional
(Approved)

Ipc IS/IEC Inafomattiot Resource DicionaySystem (IRDS) 10027:1990 Infonatuiora
Frmewoek (Approved)

IPC ISO/IEC OSI Service Definition forthe Commitowt, Contsteency, 9804:1990 Ineformation.I
axd Recovery (CCR) Service Element (Approved)

[PC ISO/IEC OS Protocol Specifiasion for the Commitment, 9805:1990 Informational
Concareorcy, and Recovery (CCR) Service Eloment (Approved)

NPC ANSI lofonoation Resource Iictionary System (IRDS) X3.138.1988 Informational
(Approved)

3.9.7.13.2 Alternate specifications. There are no alternative specifications.

3.9.7.13.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.13.4 Portability caveats. Pcrtability problems with the existing standards are unknown.

3.9.7.13.5 Related standards. DOD 5200.28-STD, 26 December 1995, DOD Trusted Computer
Systems Evaluatior. CritAiia, is related to NCSC-TG-02 1. The following specifications are related
to DOD 5200.28-STD:

a. NCSC-TG-0 18, Version 1, July 1992, A Guide to Understanding Object Reuse in
Trusted Systems
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b. NCSC-TG-025, Version 2, September 1991, A Guide to Understanding Data
Remnants in Automated Information Systems

3.9.7.13.6 Recommendations. The mandated standard is recommended.
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3.9.7.14 Security association and key management. (This BSA appears in part 7, part 9, and
part 10.) A security association is the totality of communication and security mechanisms and
functions (e.g., communications protocols, security protocols, doctrinal mechanisms, security-
critical mechanisms and functions) that securely binds together two security contexts in different
end systems or relay systems supporting the same information domain. A security association is an
application association that includes additional support from security functions and mechanisms.
Key management provides procedures for handling cryptographic keying material to be used in
symmetric or asymmetric cryptographic mechanisms. It includes key generation, key distribution,
key storage, key archiving, and key deletion.

3.9.7.14.1 Standards. Table 3.9-50 presents standards for security association and key
management

TABLE 3.9-50 Securitz association and key management standards
Standard Sponsor Standard Standard Status

Type Reference DoD

ape NSA Key Exchange Algorithm R21-7ECH-23-94: Mandated
1994 (Approved)

GPC NSA &xww - Daa Network System (SONS) Key Management SDN.903, vterson Mandated
Protocol (KMP) 3.2:1989 (Approved)

(JPC NIST Key Mansagemnet Using ANSI X9.17 FPS PUB lotformtmsione
171:1992 (Appreved)

[PC ISO Generic Upperl.Ayer Security (GtJLS) - Paut 1: Overview. 11586-1:1994 Informastional
Models, s&d Notation (Approved)

1WC ISO Generic Upper LAyer Security (GULS).-Pan 2:Soority 11586-2:1994 Informtinjonal
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3.9.7.14.2 Alternate spedfications. There are no alternative specifications.

3.9.7.143. Standards deficiende. There is a lack of guidance for establishing a Public Key
Infrastructure (PKI) to automatically manage public keys through the use of public key
certificates. In April 1994, NIST, in conjunction with seven other federal agencies, completed a
study on automated management of public keys and associated public key certificates on a
nationwide basis. Based on the recommendations of the study, NIST is establishing a PKI pilot
project to provide public key certificate services for several participating government agencies.

3.9.7.14.4 Portability caveats. Portability problems related to the existing specifications are

unknown.

3.9.7.14.5 Related standards. There are no related standard%.

3.9.7.14.6 Recommendations. The mandated standards are reconunended. In FORTEZZA
applications, the NSA-developed Key Exchange Algorithm, R21-TECH-23-94, must be used.

IEEE P1363, Standard for Public-Key Cryptography, is under development, with the first version
expected to be ready for balloting in 1997.

The IETF's IP Security Protocol (IPSEC) Working Group (WG) is developing an Internet Key
Management Protocol (IKMP) that will be specified as an application layer protocol independent
of the lower layer security protocol. The IKMP will be based on ISAKMP/Oakley work begun in
the Internet Draft documents for ISAKMP and the Oakley Key Determination Protocol.
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3.9.7.15 Registration of cryptographic techniques. (This BSA appears in part 9 and part 10.)
These standards provide procedures for the registration of cryptographic algorithms in a standard
format with a registration authority. The need for these registration services is determined by the
security architecture of the system in question. These are not implementable specifications and no
conformance test is required.

3.9.7.15.1 Standards. Table 3.9-51 presents standards for registration of cryptographic
techniques.

TABLE 3.9-51 Rearistration of cryptographic tech iques standards

Standard Sponsor Standard Standard Status
Type Reference DoD

-(Lifecycle)
Ipc ISO Prmooure for the Registraton of Cryplograpic 9979:1991 hdonnmiiocaI

Algoddm (Approved)

3.9.7.15.2 Alternate specifications. No other consortia or de facto specifications are available.

3.9.7.15.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.9.7.15.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.9.7.15.5 Related standards. No standards are related to registration of cryptographic
techniques.

3.9.7.15.6 Recommendations. Procurements requiring that all cryptographic algorithms offered
are registered with a registration authority in a standard format should specify conformance with
ISO 9979. The NIST document, NISTIR 5308, "General Procedures for Registering Computer
Security Objects," December 1993, describes the object-independent procedures for operating the
Computer Security Objects Register (CSOR) established by NIST. Initially, the only family of
objects registered in the CSOR is network security labels; however, plans include adding
cryptographic algorithm modes of operation to the CSOR.
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3.9.8 Other management services.

3.9.8.1 Database administration. (This BSA appears in part 4 and part 9.) Data administration
is the process of the analysis, classification, and maintenance of an organization's data and data
relationships, It includes the development of data models, data warehousing, and data dictionaries,
which combined with transaction processing, are the raw materials for database design.

3.9.8.1.1 Standards. Table 3.9-52 presents standards for database administration.

TABLE 3.9-S2 Database administration standards
Standard Sponsor - Standard Standard status

Type Reference DoD
~im~~am.Jaa~y1993i.M Lifeycle)

I (App-ed)

UPC NIST Guide to DWAnity NmngConventions NB SP 500-149 of 1nOMa~nll
Oct. 1987 (App-oed)

OPC iOD DefmeDsaa Popositoy Yst Sod UsrMamWu WoUTaIOdnAl
vor. 2.0 of i0 (AppmoVd)

3..81. Altrnaive speific*atons The Swldzonl othert avalalem sPeciicaion are93:99 proprietary
datbas utilities.aa anr (ppovd

3,.81. Stndrd deficiecis. Deaind t~ cisinfino o thewstandards are unknown,99 sincthseerice

3.9.8.1.5 ~ Rui Relte stnars Tefldloings staodr s are remlatedn to datbas adiitatioor
daabs admeisiaionstndads
a.C ISOIE 7498-4:1989: u Man ~agemntio Faeof rk omPn5 119519 omto

d....2 AtraiSO 9579-2: tins RDA (SQL Speciali vation) pciiainsaepopitr
daaae. uiiis. 55191 MS
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f. ISO 9596-1:1991: CMIP.
g. ISO/IEC 9945-1: (IEEE P1003.1)
h. ISO 10164-1:1993: Object Management Function
i. ISO 10165-1:1991: SMI - Part I Management Information Model
j. ISO 10165-2:1991: SSMI - Part 2 DMI
k. ISO 10165-4:1992: Guidelines for the Definition of Managed Objects (GDMO)
1. ANSI X3.135-1992: SQL
m. ANSI X3.168-1989: Embedded SQL
n. NIST FIPS 127-2: Database Language SQL
o. NIST FIPS 146-1: Government Open Systems Interconnection Profile (GOS IP)
p. NIST FIPS 156: URDS
q. NIST FIPS 193: SQL Environments

3.9.8.1.6 Recommendations. DODD 8320.1 is recommended for data administration. Database
administration systems should be compatible with and integrated with the SQL database language
set forth in FIPS PUB 127-2. Furthermore, all database administration systems offered as a result
of this procurement's requirements shall be integrated with ISO 9579-1 RDA (Generic Model,
Service and Protocol), ISO 9579-2 Remote Database Access (SQL Specialization) of December
1993, and NIST FIPS PUB 193, SQL Environments.
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3.9.8.2 Object-oriented database management. (This BSA appears in both Part 4 and Part 9.)
Standards for object-oriented database management provide facilities and interfaces to manage
object databases (databases that store, manipulate, and retrieve data represented as objects).

3.9.8.2.1 Standards. Table 3.9-53 presents standards for object-oriented database management.

TABLE 3.9. 3 Object-oriented database mara enment standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

cC ODMG Objec Datkwu Mutm~enmt Group (ODMG) - 93 ODMG-93, Rtelew lanfiotmtlal
I,1 (Approved)

...................

3.9.8.2.2 Alternative specifications. Microsoft's Object Database Connectivity (OBDC) API
specification for MS-Windows applications is also available.

3.9.8.2.3 Standards deficiencies. Deficiencies in the standards are unknown, since these services
are not part of any formal standard, but the Microsoft specification has insufficient drivers
available.

3.9.8.2.4 Portability caveats. This is a high portability risk area because no standards exist, and
many Microsoft PC products do not comply with most Unix- and Portable Operating System
Interfaces for Computers (POSIX)-based systems.

3.9.8.2.5 Related standards. No standards are related to object-oriented database management
standards.

3.9.8.2.6 Recommendations. There is no recommendation at this time.
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3.9.8.3 Floppy disk format and handling. (This BSA appears both in part 8 and part 9.)
Floppy disk format and handling standardls provide formats and interfaces for the exchange,
backup, and restoration of data to or fromr floppy disks.

3.9.&.3.1 Standards. Table 3.9-54 presents standards for floppy disk format and handling.

TABLE 3.9-54 Floppy disk format and handhinatstaundards
Standard Sponsor Standard Standard status

Type Reference DoD
II (Lifecydle)

Ipc IS01EC pod Opratng ystm iterace(POIX)Pad1: 9451:196 Muldate
Systemo API (Rteplaces ISO 9945-1:1990 and incorporates (Approved)

_____________~ ~ 1003.1b. 1003.1c. and 1003.1i) ________

We ISO/IEC InomationTedmology- Portaile Oper"sioyste 9945-2:1993 Mandated
Interface (POSIX) -Part 2: Shell ed Utilities (as profiled (Approved)

_______ ______bv FEPS PUB 189: 1994) 1_____ _____

CPN-C Microsoft Window Maespmeent and ChapnIda DWavi Interface, WinS2 AM~ Mandate
Volumie I Mficrooaot Wo32 ProguammemaReloeroce (Approved)

3..83. Aleraive spciicteUIons.pTheffollowingSalterna70 veCspecifications3are9also available

a.C NSun Microsystems'tSngOsylrste Inefcman 'bar' Sse [ U 5 - Ifrmtoa

capbiltie. Mst tanardprliatedion floppyInefae dik coAncer laogica inteface thatpprmi vted

aswll sak xapeo b the kido aaiiytaould ;be sypeifie. 40-AD lku

3.9.8.3.6 Atrnaiesecmmenations. Th/eC94- foloink formativ spervficst"oax are expctdso repilale:

"b S:0F1"tar" and "cpio" uiiisi OI.I /pnSSicue h OI. utilities.
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3.9.8.4 POSIX tape labeling and tape volume processing. (This BSA appears bou, in part 8
and part 9.) Tape labels are a fixed portion of data stored on tape media and containing certain
types of administrative information automatically readable by tape-handling software. Among the
information typically stored on tape labels are the identification of the media content, ownership
of the media content, access control information for the media content, and the format of the rest
of the information on the media.

3.9.8.4.1 Standards. Table 3.9-55 presents standards for POSIX tape labeling and tape volume
processing.

TABLE 3.9-55 POSIX tape labeling and tape volume rocessing standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC o CMA FileUStnimx sA LAdnint of Mmecha c Ties for 13p(1985) anfodmedila

n g ronnsmso lnaeldms (Apppoled)

3 PC ECMA Mats. c Taoprie tape Labeling A o File Stblim for 41s(t19r3) m sorifthoal
InfohoatiOm labeld (AtBa l veot)

3.9.8s.2 Alternative specifications. u M e only other available specifications are proprietary.

3.9.8.4.3 Standards deficiencies. The PA1003.N a draft standard does not address the issue of
processing several fthes as if they were a single entity.

Traditional Unix systems do not provide mechanisms for protected access to devices or media,

nor do they generally provide mechanisms for label processing or transparent volume switching.

3.9.8.4.4 Portability caveats. To provide tape handling portability, a standard must specify the
handling of ANSV1SO labeled tape and IBM labeled tape. IBM labeled tapes, although not a
strict standard, represent vast numbers of labeled tapes already in existence. IBM labeled tapes
are roughly analogous to the ANSI standard, except the labels are written with the EBCDIC
character set rather than with ASCII.

It is not certain, even within the proposed standard, how to process information when some of it

is on 9-track tape and some on 8mm (Exabyte) tape, or some on labeled and some on unlabeled
tape. This may be a limitation of the standard.

3.9.8.4.5 Related standards. The following standards are related to POSIX tape labeling and
tape volume processing standards:

a. ISO/lEC 9945-1:1996: POSIX Part 1: System Application Programming Interface.
b. ISO/IEC 9945-2:1992: POSIX Part 2: Shell and Utility.
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c. IEEE 1003.5:1992: Ada Language Binding to POSIX.
d. IEEE P1003.1e: Security Interface Standards for POSIX.
e. IEEE P1387.1: POSIX System Administration - Part 1: Overview.
f. IEEE 1003.9:1992: Standard Fortran Language Bindings to POSIX.

3.9.8.4.6 Recommendations. There are no recommendations.
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3.9.&5 Print management. (This BSA appears both in part 8 and part 9.) The print services are
used by management and user applications to sethd a file to the printer, cancel the print job, and
get printer status information. The printing systems program interface is used as the base for the
POSIX printing management standard. Printing management standards also provide services and
interfaces for transparent remote printing, output spooling, spool queue management, and
scheduling.

3.9.8.5.1 Standards. Table 3.9-56 presents standards for print management.

TABLE 3.9-56 Print management standards
Siandard Sponsor Standard Standard ", $tus

Type Reference DWLD
-Lifecycle)

IPC ISO/IEC Infor-in Techolosy. Port" Opo Sy- 9945-2:1993 ManIsted
Intface fPOSIX) - Pan 2: Shell and Utilities (as profled (AppemVed)

by bFPS PUB 199:1994)
CPC X*VpO Ceounon Deski Enviromee.Lt (CDE): XCDE Servicem C323 (4/95) Mondaeed

and Applicaions (Appmowv)

C.'N-C MNicereft Window Managemew and Graephi. Device Intelace, Win32 API. Mandated
Voee 1 MI oft W32 P2 rmme' Rdeferece (Appved)

CPC X/Opn Single UNIX Specifiion (Spec, 1170) Conmmnds und C436 (9/94) ESeaiwg
Utilties. Issue 4, Venion 2 (pt of XP04) (Approved)

1PC ECMA Method for Mesuring Priner rouMghput 132(1991) infonoatioIl
(Approved)

IPC ISO/IEC Ifoneation Tedmcology - Text and office systems. 10175-1:1996 Iofonutionoal
Dowenu t Printing Application (DPA). Pan I: Abslnd (Approved)

service defimum ain d mndu

IPC ISO/IEC Infomruion Tedmoogy - Test and office systemos. 10175-2:1996 inofon'fionol
Doaument Printing Application (DPA) - Part 2: Protocol (Approved)

3.9.8.5.2 Alternative specifications. The following specifications are also available:

a. MIT: Palladium (the basis for DME print management).

b. Berkeley 4.2/4.3 Unix.

C. Siemfens/Nixdorf:- Printing Management (the basis for Ur's distributed printing
management specification and USL's reference implementation).

3.9.8.5.3 Standards deficiencies. SVID, OSF/I, and Berkeley Unix have no features to control
the formatting or scheduling of print jobs. The SVLD, OSF/I, and Berkeley Unix are designed for
centralized environments. No Ada bindings exist for print management standards. POSIX.2
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specifies only a minimal "lp" command, suitable for submitting print jobs; no printer
administration facilities are provided.

3.9.8.5.4 Portability caveats. The System V Unix "Ip" printing system, from which the POSIX
"Ip" command is derived, is not compatible with the Berkeley Unix "lpr" printing system.

The OSF DME distributed print management is based on MIT's Palladium. It has a different
interface from UI/USLs distributed print management, which is based on the Siemens-Nixdorf
Xprint program and, therefore, is incompatible.

3.9.8.5.5 Related standards. The following standards are related to print management services
or standards:

a. ISO/IEC 9945-1:1996: POSIX Part I - System Application Programming

Interface.

b. ISO 8824:1990: Abstract Syntax Notation 1 (ASN.l).

c. ISO 8825:1990: Basic Encoding Rules for ASN.I.

d. ISO 9072:1989: Remote Operations Service Element (ROSE).

e. ISO/IEC 9595: Common Management Information Service (CMIS).

f. ISO/IEC 9596: Common Management Information Protocol (CMIP).

g. ISO/IEC DIS 11578.2: Remote Procedure Call.

h. IEEE P1003.1e: Security Interface Standards for POSIX.

i. Internet RFC 1155: Structure and Identification of Management Information for
TCP/IP-based Internets.

j. Internet RFC 1157: Simple Network Management Protocol.

k. Internet RFC 1158: Management Information Base for Network Management of
TCP/IP-based Internets (MIB-II).

1. Network Management Forum: OMNIPoint 1.

3.9.8.5.6 Recommendations. The recommendation is to specify POSIX "lp" only for traditional,
centralized systems for imminent procurements. Then look to ISO 10175 or IEEE 1387.4 in the
long term.
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3.9.9 Additional areas to be added. The following Open Systems Operations, Administration,
and Maintenance services are under consideration for addition:

a. Problem reporting and tracking standards
b. Operations standards
c. Diagnostic standards
d. Fault isolation standards
e. System performance metrics and standards
f. Standard mechanisms to initiate remotely both OSE and proprietary diagnostics
g. End user support (help desks)
h. Systems integration standards
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3.10.3.1 Certification and accreditation 3.2.5.4 3.9.7.10
3.10.3.2 Security risk management 3.2.5.5 3.7.9.2 3.9.7.3
3.10.3.3 Security management 3.7.9.3 3.8.5.4 3.9.7.2
3.10.3.4 Security association and key management 3.7.9.4 3.9.7.14
3.10.3.5 Security audit 3.7.9.5 3.9.7.4 3.11.5.3
3.10.3.6 Security alarm reporting 3.7.9.6 3.9.7.5 3.11.5.7
3.10.4.1 Personal authentication 3.2.5.3 3.3.8.2 3.9.7.6
3.10.4.2 Network authentication 3.7.9.7
3.10.4.3 Entity authentication 3.8.5.3 3.9.7.7 3.11.5.2
3.10.5.1 System access control 3.4.2.2 3.9.7.8 3.11.5.1
3.10.5.2 Network access control 3.7.9.8 3.9.7.9
3.10.6.1 Systems confidentiality 3.5.10.1
3,10.6.2 Registration of cryptographic techniques 3.9.7.15
3.10.6.3 Data encryption security 3.5.10.2 3.7.9.9 3.11.5.5
3.10.6.4 Traffic flow confidentiality 3.7.9.10
3.10.7.1 Systems integrity 3.4.2.4
3.10.7.2 Data integrity techniques 3.4,2.5
3.10.7.3 Network integrity 3.7.9.11
3.10.8.1 Systems non-repudiation 3.5. 10.4 3.7.9.12 3.11.5.6
3.10.8.2 Electronic signature 3.5.10.5 3.7.9.13
3. 10.8.3 Electronic hashing 3.5.10.6 3.7.9.14 3.8.5.2
3.10.9.1 Detection and notification 3.2.5.6 3.9.7.11
3.10.9.2 Recovery 3.2.5.7 3.9.7,12
3.10.10.1 User interface security labeling 3.3.8.1
3.10.10.2 Data management security labeling 3.4.2.3
3.10.10.3 Data interchange security labeling 3.5.10.3
3. 10.10.4 Graphics security labeling 3.6.7.1
3.10.10.5 Data communications security labeling 3.7.9.15
3. 10.10.6 Operating system security labeling 3.8.5.5
3.10.10.7 Distributed computing security labeling 3.11.5.4
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3.10 Security services. The security services portion of the ITSG presents standards, guidelines,
models, frameworks, and other documents related to the protection of information that is stored,
transferred, or processed in automated systems. Use and compliance with the security standards
identified in this document do not constitute authorization to process classified data. DOD policy
covering the accreditation process must still be adhered to in order to obtain approval for
processing of classified data.

3.10.1 Introduction and overview of security services. Security represents a cross-functional
area in the ITSG. Consequently the security services identified in this part of the ITSG can be
found in other parts as well. The intent of this chapter is to provide a single location where one
can go to identify the standards, guidelines, etc. related to any pertinent security service area. All
security-related BSAs in ITSG, Part 10 are "grounded" in the security service area; that is, the
security service area is the foundation for all security BSAs. In turn, each security BSA is
"cloned" into at least one other service area. The discussion and recommendations for these
cloned BSAs are identical to that contained in Part 10, Security Services, and the standards tables
for the cloned security BSAs are identical to the standards tables for the corresponding BSAs in
Part 10. The presentation of this chapter is guided by two concerns. The first is to be consistent
with the security principles and concepts of the DOD Goal Security Architecture (DGSA). Thus
sections 3.10.4 through 3.10.9 correspond to the security services presented in the DGSA. The
second is to provide an overview of the major security architectures, applications, and
management concerns to ITSG users at all levels of expertise (sections 3.10.2 and 3.10.3).

For users of the ITSG who are not familiar with security terminology, the following references are
suggested:

a. National Information Systems Security (INFOSEC) Glossary, National Security
Telecommunications and Information Systems Security (NTISSI) No. 4009, 5
June 1992.

b. Glossary of Telecommunications Terms, FED-STD- 1037B, 3 June 1991.

c. Dictionary of Information Systems, ANSI X3.172, 1990.

d. Security in Open Systems - Data Elements and Service Definitions, ECMA
138:1989 (based on ECMA TR46:1988).

e. Glossary of Computer Security Terms, NCSC-TG-004, version 1, 21 October
1988.

NOTE: Throughout Part 10, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Consensus = GPC
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d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.10.2 Architectures and applications. Standards, guidance, and frameworks that help to define
security architectures and the placement of security into specific applications, are intended to
provide guidance to standards developers. They do not provide implementable specifications
against which conformance can be claimed.

3.10.2.1 Security models and architectures. (This BSA appears in part 2 and part 10.)
Security models provide the necessary basis for the development of security-related protocols and
security-related protocol elements.

3.10.2.1.1 Standards. Table 3.10-1 presents standards for security models and architectures.

TABLE 3.10-1 Security models and architectures standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

Ipc ISO (1 Basi Rfe'eu* Model, Put 2: Seauity Archecturee 7498.2:1989 " doumatonal
("ame as ccrI1 X.80 1991) (Appoved)

CPC CBNX9N EC/ Tanoaomy of Secuity Staidudization ITAEOV N69 Ver" lafonational
ITAEOV 2 of 4t30/1992 (Approved)

IPC ECMA Secoity in Open Systems - Data Elemats and Service 138 (1989) Iafoeimttional
Definitions (Approved)

IpC ECMA Scurity in Open Systemn. A Security Fearnewordc TM46 (1988) lnromatdional
(Approved)

GPC NIST Guidelines for Secrity of Corputer Apptications IPS MPUB 73:1980 lafomational
(Approved)

Ipc fIJ-T Securily Achitectue for OSI for CCITT Applications: X.800 (1991) Infonotuional
Security, Structtur, and Applications (Approved)

CPC XiVpen Security Guide (Second Edifion) 0010 (2/91) Infomational
(Approved)

UPC ITU-T Reference Model of OSE for CC17 Applicaionu-Data X.200 (1989) Infonational
Cormurwecationt Networks-OSI Model aod Notation, (Approved)

Services Definition

UPC ISO OSI Basic Reference Model, Put 3: Naming at 7498.3:1989 Infonntsionel
Addressing (Approved)

IPC ISO OSI Basic Reference Model, Part 4: Monagement 7498.4:1989 Informitional
Fraetwork (Approved)

fir ISO/IEC OS The Directory: Abtract Service Definitiom: (same wa 9594-3:1993 (or Iintomational
ITU-T X.53I (1993)) 1994) (Approved)

IPC ISO/IEC 08SI The Diretory: Procedures for Ditribtoted 9594.4:1993 (or Inforoationtl
Operationm:(sunnas fTU-T X,519(1993)) 1994) (Approved)

[PC ISO/IEC OSI The Directory: Authentication Framework (ame as 9594-8:1993 (or Infornational
I'TU-T X.509 (1993)) 1994) (Approved)

IPC ISO OS1 Upper Layer Security Model 10745:1993 Iofonnational
(Approved)

CPC X/Opnr Distributed Secfity Frarewcoc*k 6410 (12/94) Infornstional

iApproved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC CCED Coumon Cjitosti for aormaion Teadaolou' Socalty CC Versioo 1.0: E ing

Evaluation, (CC) Version 1.0 1996 (DIlh)

NPC M Guade to the POSIX Open Systems Envircent. -A P1003.22:1995 lafounsioal
Security Faonewori (Draft)

IPC ISOAEC Ol Security Fsnmeworko torOpe Syesem, Pea 1: 10181-1 IafoaMaIIONA
Overview (Draft)

[PC ISO/IEC Guide to Open System Securty TR by Informeional
nTIiSC21/N8380 (Draft)

IPC ISO/IEC Maagemean Plan for Security iTCIrSC21 SD-7 lnformationl
(Draft)

3.10.2.1.2 Alternative specifications. There are no alternate specifications.

3.10.2.1.3 Standards deficiencies, FIPS PUB 73 does not include information about modern
security concepts.

3.10.2.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.2.1S Related standards. There are no related standards.

3.10.2.1.6 Recommendations. The DGSA, Volume 6 of the TAFIM, is the abstract and generic
security architecture of the TAFIM. The DGSA provides security principles and target security
capabilities to guide system security architects in creating specific security architectures consistent
with the DGSA. The DGSA should be used by system security architects to develop logical and
specific security architectures.
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3.10.2.2 System development. (This BSA appears in part 2, part 9, and part 10.) Development
of secure systems requires that security engineering be a key discipline in conjunction with other
system, software, and hardware engineering activities.

3.10.2.2.1 Standards. Table 3.10-2 presents standards for system development.

TABLE 3.10.2 System develooment standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

((PC DOD lir flO~rued~meper~ylnee~viaalon~tnua - (Lifecycle)
OPC DOD Ma DO~mdd ompte~ysent Ealutio Citeia DOD 5200.28- Mandated

STD: 1985 (Apprved)

GPC DOD Tangled Network Inetrpretation NCSC.TGO-85. Manhdated
Version 1: 1987 (Approved)

((PC DOD Tingled Dgabawe Managienter Systema Interpretation of thre NCSC-TO-021. Mandated
Teusted Comrputer System BEvalution Criteria Version 1: 1991 (Approved)

CPC CSP Diastributed Comeputing Fnviroenment (DCli) Security DCB 1.1 Security Mandated
Services Services: 1994 (Approved)

((PC DOD FRTE=~ Crypologic Pvotisnu~rmerr' (idde MND4000501- Mandated
1.52: 1996 (Apperoved)

IJEC DOD PO)IKI A AppdicAtiort krmireineetor. ((ide MD4002101-1.52: Mandated
1996 (Approved)

((PC DOD Software Development arnd Drcroentervion NMISTD.498 lefournaliocal
(Approved)

[PC ISOABC Software Life CycleProcesses 12207:1995 linfomriatioeal
(Approved)

NPC HIlA Trial Use Standard.- Standard for Inforrmation Tedreoolou LlA/IMEE J.S1`D- lefomratioctal
-Software Life.Cyele Proceaase - Software Developmront - 016: 1995 (Approved)

_________ ~~Acguiterr-SurmplierAtereeent______
CPC OSIF Disttribued Coerputieg Perviroerecent D1X3) Rev, 1.2.2 ((Cl Rev. Inforroatioe.(

1.2.2:1996 (Approved)

IPC ISO OS BasiclReference Model.Put 2: SecurityArcriredctre, 7498-2:1989 Iefontraional
($mne as CC1iii X,800: 1991) (Approved)

a(pe NIST tGuideltines for Seciroity of Coropuiler Ap~plications FPIS PUB 83:1980 mefooatiorral
(Approved)

IEC ISO/IEC ((SI The IDimerzory: Abatract Service Defioitioe: (sanic as 9594-3:1993 (or Inforrtational
IT1J.TX.51I (1993)) 1994) (Approved)

[PC ISO/SEC 051 Th'le Directory: Procedures for Distribuetd 9594-4:1993 (or inforotational
Operationr:(,aior es rrLU-T X.5 19(I993)I 1994) (Approved)

IPC ISO/IEC ((SI The Directory: Authrentication Prareeworc (rarrer an 9594-8:1993 (or Informational
ITU-T X.509 (1993)) 1(994) (Approved)

CPC XA)pee Geneeric Secourity Service API (OSS-API) Bane C441 (12195) Inrformrational
(Approved)

NPC IEEE POSIX.Puto 1:SyientANl- Amende ntoon: Protection, PIOOS.e: 1995 L~egacy
Audit, and Control Interfaces (C Langoege), Draft I5 (Draft)

NPC IEEE POSIX Part 2: Shell and Utiltires - Anoendreent n: P1003.2c: 1995 Eurnrging
Protectioe and Control Utilitiea, Draft 15 (Draft)

CPC (Eli G(eneric Security Service.- Applicatioe Progrm Intetface, RFC 2078: 1997 Ernerriog
Version 2 (Draft) I
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Standard Sponsor Standard Standard Status
Type Reference DoD

_(Lifecycle)
a'c unp kkkdatede DMAt U01t R066CUw GWAeui SMIAciY d"4e*iffcat-i&p. Smogie

Ahc Pro leefaed (lDtUP.GSS.API) gso-06.u. 26 (Draft)
November 1996

NPC 1EE Standard for Informiait TdAeo&g - Software Life Cyde OREMIA lafowneior
IODW 12207US-date (Draf)

NPC MEEE Guid for Iefeanati Tedaroloy - Softw eLife Cyde IWiA Wnfomnadoml
Pzeea - Life Cyde Dat 122:07.US-daue (Drft)

NPC 1EM5 Gride for formwion Temlology - Software Life Cyde IMUMA Infonfiseal
Pmoeses - begme"Mmuao Coeuideraioem 12207.2US-dale (Draft)

3.10.2.2.2 Alternative specifications. There are no alternative specifications.

3.10.2.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.2.2.4 Portability caveats. There are no portability caveats.

3.10.2.2.5 Related standards. DOD Directive 5200.28 "Security Requirements for Automated
Information Systems (AISs)," provides the DOD-wide program for AIS security. It provides
mandatory, minimum AIS security requirements for systems processing classified, sensitive but
unclassified, and unclassified information. For intelligence systems, Director, Central Intelligence
Directive (DCID) 1/16, "Security Policy for Uniform Protection of Intelligence Processed in
Automated Information Systems and Networks," and "Security Manual for Uniform Protection of
Intelligence Information Processed in Automated Information Systems and Networks," should be
used in conjunction with DOD 5200.28-STD. The following guidelines also are for use with
DOD 5200.28-STD:

a. NCSC-TG-006, Version 1, 28 March 1988, A Guide to Understanding
Configuration Management in Trusted Systems

b. NCSC-TG-007, Version 1, 2 October 1988, A Guide to Understanding Design
Documentation in Trusted Systems

c. NCSC-TG-008, Version 1, 15 December 1988, A Guide to Understanding Trusted
Distribution in Trusted Systems

d. NCSC-TG-018, Version 1, July 1992, A Guide to Understanding Object Reuse in
Trusted Systems

e. NCSC-TG-023, Version 1, July 1993, A Guide to Understanding Security Testing
and Test Documentation in Trusted Systems

3.10.2.2.6 Recommendations. The standards listed as mandated are recommended.
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MIL-STD-498 merges and supersedes DOD-STD-2167A and DOD-STD-7935A and has been
approved for use by DOD with a waiver. Requirements for usage waivers are determined by each
Service or Agency. MIL-STD-498 contains requirements for security and privacy for software
development and documentation. EIA/IEEE J-STD-016: 1995 (formerly IEEE 1498/EIA IS 640)
is based on MIL-STD-498 and was issued 30 September 1995 as a joint EIA/IEEE trial use
standard. It is anticipated that J-STD-016 will be upgraded from trial use to full use and issued as
an ANSI standard in 1997. It is also anticipated that IEHE/EIA 12207US, the U.S. adaptation of
ISO/IEC 12207, will be sent to ANSI as a joint standard. IEFE/EIA 12207US will consist of a
base standard (12207.OUS) and two guides (12207.1US and 12207.2US). The base standard will
contain ISO/IEC 12207 and is expected to be approved prior to July 1997. The guide IEEE/EIA
12207.1 US, Guide for Information Technology - Software Life Cycle Processes - Life Cycle
Data, will contain the contents lists of the product descriptions from EIA/IEEE J-STD-0 16. The
guide IEEE/EIA 12207.2US will provide guidance for: software reuse, software process
management indicator categories for problem reporting, software/system architecture,
development strategies, tailoring and build planning, software product evaluations, alternate
means of compliance for joint reviews, configuration managiýv, :., K' 7r;--5er-supplier
interaction. The two guides are expected to be final by Sept',--, c I .*'?,ý i ,. - , range goal is
migration to full use of IEEE/EIA 12207US; however, EIA/[:4 'l i-ST--'. a . --..i : for
transition from MIL-STD-498, subject to Agency/Service approval, until organizatioi,, r-. 7ý s
for IEEE/EIA 12207US are in place.

If FORTEZZA services are used, the following two guidelines should be consulted:

a. MD4002101-1.52, 3/5/96, FORTEZZA Application Implementors' Guide

b. MD4000502-1.52, 1/30/96, FORTEZZA Cryptologic Programmers' Guide,
Revision 1.52
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3.10.2.3 Database security. (Thtis BSA tear in part 4, part 9, and part 10.) Database
security standards provide protection for stored data from unauthorized access, modification, and
denial of service.

3.10.2.3,1 Star-lards. Table 3.10-3 presents standards for .latabase security.

TABLE 3.10-3 Database security standards_ _ _ _

Standard Sponsor Standard Standard status
Type Reference DoD

Do~e D.1~se uesemme~uuo (Lifecycle)
(PC DOD Tm easssMsamnSytmntrrstoofhe NCSC-r-IZGI, Mandated

Traged Computer Systems Evidushoo r-ert j. Version 1: 1991 (Approved)

[PC ISO OSI Busie Rademece, Model, Paut 2: Smcurity Architecturee 7498-2:1999 isefommuliusa
(seueasCCflT X.800. 991) (Approved)

GPC MIST DMWoeelwtose SQL (Adopts ANSI X3.135-19IM PIFS PUB I27- Iefomudionws
(%ame as SO9075:199)) 2:1"93 (Approved)

(PK MIST Information Resetauve Didsomay Systeem (MMD) (adopds FP19 PUB ldofeaies
ANSI X3.138-1988 and X3.13SA-199l) 156:1939 (Awwroved)

NPC ANSI Dasatsase assssse SQL X3.135-1992 Wi 14ofoensioa
(Approved)

[PC ISO tlsbeeso Laegps&6 SQL (same uANSI X3.135-1992) 9075:Iv92 Information~al
(Approved)

[PC ISO/IEC Inormain ResmutreeDactioesy System (!RS) 10027:1990 Iofonossiosa)
Prrunevwod (Approved)

Ipc ISO/IEc OS Service De~f~ionforethecommitment,sCoeasmsscy, 9804:1990 informstiooAl
sod Recoesy (CCR) Service Eleamet (Approved)

[PC ISO/IEC cai Prolocol Spedficasims for lseComossrmoos. 9805:1990 Inofo~miasosna
Conctsmency. sod Recovery (CCR) S~rviw Elesoent (Approved)

NPC ANS Wdonnonolm Resooce Dictionary Systemo (OLDS) X3.139-1988 loforosfionl
(Approved)

[PC ISO/IEC leWoroation Rteasee.c Dictionary System ([KIS) Services 10728 AMD InorsoeoAeiol

L lte~face Amendsoeer 1: C Lsnguge Bmdio8g 1:1994 (Draft)

3.10.2.3.2 Alternative specifications. There are no alternative specifications.

3.10.2.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.2.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.2.3.5 Related standards. DOD 5200.28-STD, 26 December 1995, DOD Trusted Computer
Systems Evaluation Criteria, is related to NCSC-TG-02 1. The following specifications are related
to DOD 5200.28-STD:

a. NCSC-TG-0 18, Version 1, July 1992, A Guide to Understanding Object Reuse in
Trusted Systems
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b. NCSC-TG-025, Version 2, September 1991, A Guide to Understanding Data
Remnants in Automated Information Systems

3.10.2.3.6 Recommendations. The mandated standard is recommended.
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3.10.2.4 Network security architecture. (This; BSA appears in both part 7 and part 10.) OS!
security architecture defines the general security-related architectural elenents, provides a general
description of security services and related mechanisms, and defines the positions within the OSI
Reference Model at which the services and mechanisms may be provided. Open systems security
frameworks address data elements and sequences of operations that are used to obtain security
services.

Note: The security architecture and framework standards are intended to provide guidance and
background information to developers. In general, these standards do not provide imiplementable
specifications against which conformance can be claimed.

3.10.2.4.1 Standards. Table 3.10-4 presents standards for network security architecture.

TABLE 3.104 Network security architecture standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

UPC DOD 'The DOD [resedaCorn or Systerns Evaluation Criteria DO 20.9 (L AIfeyle
STD: 1985 (Approved)

UPC DOD Terseod Network inteeqrretation NCSC.TG-005, Mandale
Versions 1: 19V7 (Approved)

[PC ISO OS! Busie Releror"e Model. Purt 2: Secsinty Aedrodleclasr 7498-2:1989 lefolmAtional
(umearos CCnrT XW.SO 1991) (Approved)

[PC IS0/EEC O81 Security Frameworks for Opens Systems - Part 2: 10181-2:1996 [nformautionaol
Authoentication Framework (Approved)

[PC IS0 OS[ [Upper LAYer Seooity Model 10745:1993 [nformational
(Approved)

[PC IS0 Oesteric Upper LayerSecurity (GULS) -Put 1: Overview, 11586-1:1994 [efoam~tsional
Models, sod Notation (Approved)

[P1C [SOtSEC Lower Layer Soosonty Model TR 13594:1995 Informatieonl
(Approved)

CPC [8iW Securty yAnrcitectstre forthelentame~t~otoool RPFC 1825:1995 PEmerging

CPC [lEl Secstiity Airibhedor forthe Internt Protocol draft-Wiet-pasec. Informational
ard~sfte-ol.utt 10 (Draft)

__________November1996

NPC IEEE Stastdand for [eteroperablo LAN Sectoity - Paut A: The 802,1l0s: 1 999 Emrengiog
model (Draft)

[PC ISO/SEC 051 Security Framneworsk for Open Systeems, Pest 1: 10181-I Lnfonnatiooal
Overview (Droll)

[PC ISO/SEC OSI Security Frameworks in Open Systems, Part 3: Acmrs 10181-3 Infoenstiostal
Conteni (Draft)

IPC ISO/SEC 051 Security, Fruooework. ins Open Systemsn, Paul 4: Non- 10181.4 lofoenstional
Rapudistion (sasne.4o ITJ-Ts X.813S) (Draft)

[PC ISO/SEC 051 Security Frameworks in Open Systemns, Part : 10181.3 Inforenationed
Confidentinlity (Draft)

ELW ISO/SEC 081 Security Frameworks in Open Systemes, Past 6: 10181-6 Infonnafionnl
Integrity (samne no ITU.TS X.815) (Draft
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecyde)_
IC ISOIEC OcSI Security Fameworls for Open SyJseos, Pant 7: 10181-7 Ifformruieai

Security Audt Fnewok (Daft)

IPC ISO/MC OSI Secuity Frmewotk for Ope Systems Pat 8: Key 10181-8 Wloamieaal

MewenutaIt 
(Draf)

3.10.2.4. Alternative specifications. There are no alternative specifications.

3.10.2.4.3 Standards deficiencies. The Upper Layer Security Model (ISO 10745) primarily
addresses FTAM requirements and does not deal with Directory, Transaction Processing, and
X.400.

3.10.2.4A Portability caveats. Portability problems related to the existing specifications are
unknown.

3.10.2.4.5 Related standards. NCSC-TG-011, Version 1, 1 August 1990, Trusted Network
Interpretation Environments Guideline - Guidance for Applying the Trusted Network
Interpretation is a guideline supporting the TCSEC.

3.10.2.4.6 Recommendations. The standards listed as mandated are recommended.
Implementations involving security services should req,'dre conformance to the security principles
and concepts of the DOSA (TAFIM, Volume 6) and supporting standards. RFC 1825 is an
emerging standard that provides the current view of how to implement security functions within
an Internet Protocol (IP) suite network. The Internet Draft document draft-ietf-ipsec-arch-sec-
0l.txt is a "work-in-progress" revision of RFC 1825.
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3.10.2.5 Operating system security. (This BSA appears in both part 8 and part 10.) Operating
system security services provide basic reference monitor services. These security mechanisms
control the flow of data and use of applications to ensure the system security policy is adhered to.

3.10.2.5.1 Standards. Table 3.10-5 presents standards for operating system security.

TABLE 3.10-5 OperatlnE system security standards
Standard Sponsor Standard Standard Status

Type Reference DoD

OPC DOD Mae DOD Trutd ComputerSystems Evaluation Criteris DOD 5200.28- Mdatle
STD: 1985 (Approved)

GPC NIST Pasword Usage PIPS PUB 112: MandatAd
1985 (Approved)

[PC ISO OS Basi RuWecnce Model, Pat 2: Security Arnctoduar 7498.2:1999 Informational
(.nte u CCI1T XJ00:1991) (Approved)

OPC NIST Guidelnm son Evaluation of Tecdhlqua for Autonated PIPS PUB 4f:1977 infonmiadana
Personal Identification (Approved)

IPC ISOIIEC O([ Systems Management, Put 7: Securlty Alna 10164-7:1992 Informationul
Reporting Pnction (same as ITU-T X.736) (Approved)

NPC MEE POSIX, Part I: System API- Amendment a: Protection, P1003 IV: 1995 Emerging
Audit, and Centrol Interfaces (C Latguage), Draft 15 (Draft)

NPC IEEE POSIX Pan 2: Shell snd Utilies . A.mendment n: P1003.2.: 1995 Emeriing
Protection and Coatol Utifitie, Draft 15 (Draft)

IPC CCBB Common Criteria for nfomatfion Tedsology Semuity CC Version 1.0: Emerging
Evaluation, (CC) Version 1.0 1996 (Draft)

NPC IEEE Guide to the POSIX Open Systems Environment - A P1003.22:1995 Informational
Security Fionework (Draft)

NPC SAE Avionics opegra Syatem API Requirements for the AkD 50067: 1996 Informational
Society of Austomotive Engineers (Draft)

NPC IEE Porltle Operating System (POSDQ, Pas t; Sytenm API/C 1003,1:1990 informationul
Language (same as ISO 9945-1:1990) (Superseded)

3.10.2.5.2 Alternative specifications. No alternative specifications are available.

3.10.2.5.3 Standards deficiencies. General operating systems for personal computers are
inherently insecure and should not be used in DOD acquisitions without an assurance of "add-on"
security features and an approved security risk analysis providing at least a C2 level of trust per
DOD Directive 5200.28.

The DGSA stresses the need for separation mechanisms, such as a separation kernel, to maintain
strict isolation, that is, information domains must be completely isolated from each other. The
DGSA concept requires that information transfers between domains may occur if, and only if, a
relationship is explicitly defined in each information domain's security policy. There are no current
or emerging standards for design and implementation of separation kernels nor for programming
interfaces for separation kernels.
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Due to its age, FIPS 48 does not include information on modem security concepts.

3.10.2.5.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.2.5. Related standards. ISO/IEC 9945-1 as profiled by FIPS 151-2 is related to IEEE
P1003.1e and IEEE P1003.2c.

The following Compartmented Mode Workstation (CMW) specifications are related to operating
system security:

a. DDS-2600-5502-87, Security Requirements for System High and Compartmented
Mode Workstations

b. DDS-2600-6243-92, Compartmented Mode Workstation (CMW) Evaluation
Criteria

c. DDS-2600-6216-91, Compartmented Mode Workstation (CMW) Labeling:
Encoding Format

d. DDS-2600-6243-91, Compartmented Mode Workstation (CMW) Labeling:
Source Code and User Interface Guidelines, Revision 1

3.10.2.5.6 Recommendations. The mandated standards are recommended.
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3.10.3 System managemenL. System management encompasses those security functions
required to maintain an operationally secure system Thi area includes analysis areas such as
certification and accreditation and risk management, as well as operationally motivated concerns
such as alarm reporting, audit, and cryptographic key management.

3.10.3.1 Certification and accreditation. (This BSA appears in part 2, part 9, and part 10.)
Certification and accreditation constitute a set of procedures and judgments leading to a
determination of the suitability of the system to operate in the targeted operational environment.

Accreditation is the official management authorization to operate a system. The accreditation
normally grants approval for the system to operate (a) in a particular security mode, (b) with a
prescribed set of countermeasures (admidnistrative, physical, personnel, communications security,
emidssions, and computer security controls), (c) against a defined threat and with stated
vulnerabilities and countermeasures, (d) within a given operational concept and environment, (e)
with stated interconnections to other systems, (f) at an acceptable level of risk for which the
accrediting authority has formally assumed responsibility, and (g) for a specified period of time.
The Designated Approving Authority(s) (DAA) formally accepts security responsibility for the
operation of the system and officially declares that the specified system will adequately protect
against compromise, destruction, or unauthorized modification under stated parameters of the
accreditation. Th'le accreditation decision affixes security responsibility with the DAA and shows
that due care has been taken for security in accordance with the applicable policies.

An accreditation decision is in effect after the issuance of a formal, dated statement of
accreditation signed by the DAA, and remains in effect for the specified period of time (varies
according to applicable policies). A system processing classified or sensitive unclassified
information should be accredited prior to operation or testing with live data unless a written
waiver is granted by the DAA. In some cases (e.g., when dealing with new technology, during a
transition phase, or when additional time is needed for more rigorous testing), thle DAA may grant
an interim approval to operate for a specified period of time. At the end of the specified time
period, the DAA must make the final accreditation decision.

Certification is conducted in support of the accreditation process. It is the comprehensive analysis
of both the technical and nontechnical security features and other safeguards of a system to
establish the extent to which a particular system meets the security requirements for its mlission
and operational environment. A complete system certification must consider factors dealing with
the system in its nique environment, such as its proposed security mode of operation, specific
users, applications, data sensitivity, system configuration, site/facility location, and
interconnections with other systems. Certification should be done by personnel who are
technically competent to assess the systems ability to meet the security requirements according to
an acceptable methodology. The resulting documentation of the certification activities is provided
to the DAA to support the accreditation decision. Many security activities support certification,
such as risk analysis, security test and evaluation, and various types of evaluations.

Ideally, certification and accreditation procedures encompass the entire life cy 'zof the system.
Ideally, the DAA is involved from the inception of the system to ensure that the accreditation
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goals are clearly defined. A successful certification effort implies that system security atributes
were measured and tested against the threats of the intended operational scenarios. Additionally,
certification and accreditation are seen as continuing and dynamic processes; the security state of
the system needs to be tracked and assessed through changes to the system and its operational
environment. Likewise, the management decision to accept the changing system for continued
operation is an ongoing decision process.

Standards for certification and accreditation services provide definitions and procedures for the
testing and accreditation of computer systems in so far as their conformance with security
standards is concerned.

3.10.3.1.1 Standards. Table 3.10-6 presents standards for certification and accreditation.

TABLE 3.10.6 Certification and accreditation standards

Standard Sponsor Standard Standard Status
Type Reference DoD

- h O we C rSsw v w nei Lifecy'cle)
GPC DOD lie DOD Tnuded Cmpter Sysems Ev&Iufon Crteria DOD 5200.28- Madated

STD: 1985 (Approved)

GPC NIST OGudeline for Costopw Sewuity Ceejitfw on and IPS PUB lnfoilmional
Aceadlaiiee 102:1983 (Appmved)

IPC CCEB Common Critela for Infomation Technology Secrity CC Version 10: Fineri04
Evaluation, (CC) Version 1.0 1996 (Drat)

OPC DOD DOD infonnation Technology Ceeification wAo DITSCAP: 1996 Itfonnational
Accrediwtion Process (DRft)

3.10.3.1.2 Alternative specifications. No other consortia or de facto specifications are available.

3.10.3.1.3 Standards deficiencies. Because of its age, FIPS PUB 102 does not include services
for the certification and accreditation of all modem security concepts.

Certification and accreditation evaluation criteria that address current information technology,
such as distributed computing and networking, are needed. As new criteria such as the Common
Criteria emerge, revision of existing certification and accreditation guidelines may be required,

3.10.3.1.4 Portability caveats. There are no portability problems related to the existing
specifications.

3.10.3.1.5 Related standards. NCSC-TG-029, "Introduction to Certification and Accreditation,"
January 1994, discusses basic concepts related to certification and accreditation and is the first of
a series of guidelines in the "Rainbow Series" supporting the Trusted Computer System
Evaluation Criteria (TCSEC) standard.

3.10.3.1.6 Recommendations. The mandated standard is recommended.
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Procurements that require that an ,MS be certified and/or accredited must reference DOD
Directive 5200.28 and applicable designated approving authority guidance. DOD Directive
5200.28, "Security Requirements for Automated Information Systems (AISs)," requires
certification and accreditation of AIS. FIPS PUB 102, Guidelines for Computer Security and
Accreditation provides Federal guidelines for certification and accreditation. Because of its age,
this FIPS PUB does not include services for the certification and accreditation of all modem
security concepts. DOD 5200.28-STD provides criteria to assess security assurances of trusted
systems to specific classes. DCID 1/16 provides security requirements for systems processing
intelligence information.

The DISA CISS and NSA are each developing documents that will standardize the certification
and accreditation process within DOD. Each document is in draft form; final documents are
expected to be issued in 1997. The NSA document, "Certification and Accreditation Process
Handbook for Certifiers," will be published as a "Rainbow" series document supporting the
TCSEC standard. This NSA handbook focuses on certification and accreditation of standalone
systems. The DISA CISS document, "DOD Information Technology Certification and
Accreditation Process" (DITSCAP), will be published as a DOD publication. The DITSCAP
focuses on certification and accreditation in conjunction with the programmatic aspects of the
DII,
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3.10.3.2 Security risk management. (This BSA appears in part 2, part 7, part 9, and part 10.)
Security risk management supports accreditation through a risk analysis of an information system
and its operational environment, and the steps taken to manage the risk requirements.

3.10.3.2.1 Standards. Table 3.10-7 presents standards for security risk management.

TABLE 3.10-7 Security risk managenment, ,ndards ____

Standard Sponsor Standard Standard status
Type Reference DoD

llw~D~hiodmfAcr~utem~vau~loocitois (Lifecycle)
OPC DOD TeDDTue natrytrsEautoCreia DOD 5200.29 Mandated

STD: 1985 (Approved)

GPC NIST Guideine ortordAnaysis ofLol AreaNetwork Sacouity PUPS W01111060u0141

111910194 (Approvod) I
OPC NIST Guideline for Aoutowerld Doa Processin Risk Anrdysm r71P PUB 65:1979 WnOMuAtOoAl

(Approved)

QPC NIST OGudelines for Autoataic DataProcessing; Physoica PIP'S PUB 31:1974 Infoftoatiooo
Swuoity and Riot Manageumen (Approved)

3.10.3.2.2 Alternative specifications. There are no alternative specifications.

3.10.3.2.3 Standards deficiencies. Because of its age, PIPS PUB 31 does not include
information about modem security concepts.

3.10.3.2.4 Portspbility caveats. Portability problems with the existing standards are unknown.

3.10.3.2.5 Related standards. The following standards are related to the TCSEC standard:

a. CSC-STD-003-85 25 June 1985, Computer Security Requirements - Guidance for
Applying the Department of Defense Trusted Computer Security Evaluation
Criteria in Specific Environments

b. CSC-STD-004-85, 25 June 1985, Technical Rationale Behind CSC-STD-003.85:
Computer Security Requirements - Guidance for Applying the Department of
Defense Trusted Computer Security Evaluation Criteria in Specific Environments

3.10.3.2.6 Recommnendations. The mandated standard is recommnended. Office of Management
and Budget (0MB) Circular A- 130, "Management of Federal Information Resources," provides
guidance on effective security risk management of federal information systems. NIST Special
Publication 800-12, 'An Introduction to Computer Security: The NIST Handbook" provides
additional guidance on risk maniagement. DOD Directive 5200.28 requires a risk analysis of an
information system be conducted in its operational environment to support accreditation of the
information system. System implementors should perform the risk Prialysis in accordance with
CSC-STD-003-85 and CSC-STD-004-85 to determine the appropriate DOD-5200.28-STD class.
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3.10.3.3 Security management. (This BSA appears in part 7, part 8, part 9, and part 10.)
Security management is a particular instance of information system management Security
management provides supporting services that contribute to the protection of information and
resources in open systems in accordance with information domain and information security
policies. The basic elements that must be managed are users, security policies, information,
information processing systems that support one or more security policies, and the security
functions that support the security mechanisms (automated, physical, personnel, or procedural)
used to implement security services. For each of these elements, the managed objects that
constitute them must be identified and maintained. For example, users must be known and
registered, security policies must be represented and maintained and information objects must be
identified and maintained. Security policies, security services and security mechanisms are dhe first
classes of managed objects.

3.10.3.3.1 Standards. Table 3.10-8 presents standards for security management.

TABLE 3.1048 Security manarement standards
Standard Sponsor Standard Standard Status

Type Reference DoD

OPC DOD no DOD Truied CompugcrSystem~s Evauaton Cnitisa DOD 5200.28. (Lifecycle)
STD: 1985 (Approved)

12PC DOD Trusted Network Itpr~otil NCSC-TU-005, Mandated!
Iversion 1: 1987 (Approved)

oPC DOD Trusled DatabaesoMarigmnqSyster Iterpretation ofeda NCSC-TG-02I1, MWAndad
Trutaed ComnpuWe Systems Evaluation Critoeri Version 1: 1991 (Approved)

CPC OSP Distributed Compseiej Environmecut (DCE) Seocuity DCE 1.1 Security Mandated
Servies Services: 1994 (Approved)

IPC ITU.T TIe Directory: Procedures for Distributed operatioe (X. X.518%. 1993 Informational
rof: 1S0 9594-4) (Approved)

CPC OSP Deisrbtedd Comeputing Environenteo (DCE) Rev. 1.2,2 DCE Rev. Informational
1.2.2:1996 (Approved)

[PC ISO/IEC OSI Commron Management Information Services (CMIS) 9595:1991/ Informational
Delloition, with Amoendmeent 4: Access Control AM4:1992 (Approerd)

IPC ISO/IEC Inkfeoration Tedreoegy - Open Systems Intecronneteion- 9596-I1:1991 Infortnatioosl
Coemone Managemenet Informstion Protocol (CMIP) -Part (Approved)
1: Specification (Includes amenodment I and 2of ISO/IEC

___________9596-1:1990)

CPC NWvI OMNlPoint I (Adopts ISO Profile Sees 11 183-X. 12059- OMNIPoint 1:1993 Informational
X, and I290-0X, includes ISO/SEC 10164-X) (Approved)

IPC ISO/IEC 051 Systemos Managemente, Putt 7i Security Alare 10164-7:1992 Infotrmational
Reprorting Punction (somee as ITIJ-TX.736) (Approved)

IPC ISO/SEC OSI Systems Managemeont,.Put 8:Security Audit Trail 10164-9:1993 Infounostlol
Function (samre us ITU-T X.740) (Approved)

]PC ISO/SEC OSI Systeems Managemenet. Part 9: Objects and Attributes 10164-9:1995 Infoemational
for Access Coetrol (Approved)

(PC ISO 051 Basic Referene ModelPail 2: Seaseity Areitelcture, 7498-2:1989 informatioeal
(saree as CCI(1 X.800:I99I( (Approved)

GPC NIST Government Netwcork Manageroent Profile (ONMP( PIPS PUB 179- Ifoatol

11:1995 (Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
NEC rM POSrX Plt 2: Shall mod tir -Amenmean n: Pl003.2c: 1995 Emegling

Preu,:on WA Con•t Utited, Dmft 15 (Draft)

NPC IE POSIX. Paut 1:Systms API. Amoment n:Protection. Pl003.1e: 1995 Emeqiag
Auditmd Cootrol nrfaces (C Langage). Draft 15 (Draft)

CPC 0MG0 Commn Obj Requt Broker Aroatedwu (CORBA) OMG 95-12-I Emergig
Securty 1995 (raft)

CPC TWN Domain Nm Syom (DNS) Seuity Extamion RC 2065:1997 Emerging
(aft)

GPC NIST Govement Network Managaaemt Profile (ONMP) FIPS PUB Infomuational
179:1992 (Sup-Weaed)

NPC ME Standard for Intetoererte LAN Senilty - Put D: Security 802,10d Infomutional
Mennomait (Ponoative)

IWC ISO/IEC Meaureet Plan for Socurity ITCI/SC21 SD-7 Infonmatdo"n

3.10.3.3.2 Alternative specifications. There are no alternative specifications.

3.10.3.3.3 Standards deficiencies. Deficiencies exist in standardization of security policy rule
representation; key management, including generation, distribution, and accounting; audit
information formats; exchange of security management information; and remote security
management.

The DGSA principle of decision and enforcement separation requires that the functions
determining how to enforce a security policy and the actual enforcement of the policy be
implemeated independently. That is, the enforcement mechanisms do not need any knowledge of
security policy. Standards are needed for object class definitions for classes of managed objects
and for methods of representing security policy.

The DGSA calls for a separation mechanism, such as separation kernel, to mediate all calls to
security critical functions to ensure that strict isolation is maintained. Standardization of object
class definitions for management of critical functions used within the separation kernel is needed,

The present ISO/IEC 10164-7 "Security Alarm Reporting Function," and 10164-8, "Security
Audit Trail Function," standards were designed with network security in mind. Little work has
been done, either in standards groups or in products, on how to use these standards for general
system management (e.g., computer systems and software).

FIPS PUB 179-1 supersedes FIPS PUB 179. The present GNMP specifications require ISO
CMIS/CMIP to communicate management information and ISO OSI networking protocols.
Plans are for the GNMP eventually to provide a capability to integrate the present GNMP with
SNMP. One reason for this goal is the widespread use of SNMP.

No Ada bindings exist for any of the ISO or consortia system management specifications.
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The IEEE POSIX Security Working Group (formerly P1003.6) is defining security extensions to
the base POSIX interface standard (ISO 9945-1), to include support for audit, privilege,
discretionary and mandatory access control, and information labels. These have been
redesignated IEEE P1003.le and IEEE P1003.2c. The draft standards are still incomplete, and
the specifications may change.

The POSIX/UNIX permission bits are inadequate for fine-grained control over exactly which
users can perform specified actions to particular files.

In the IETF, efforts to develop an acceptable security standard for SNMPv2 have been on hold
since September 1995 when the IETF SNMP Working Group failed to agree on the proposals
submitted. Since then, two sets of proposals for providing SNMPv2 security have emerged. The
first set of proposed specifications, the User-based Security Model (USEC), also referred to as
SNMPv2u, consists of two documents: RFC 1909, "An Administrative Infrastructure for
SNMPv2" and RFC 1910, "The User-based Security Model for SNMPv2." Both RFCs were
issued 28 February 1996 and are classified by the IETF as experimental RFCs. The other
proposal is known as SNMPv2*, which its proponents claim is heavily based on USEC. Neither
USEC nor SNMPv2* has been approved for a standards track by IETF.

3.10.3.3.4 Portability caveats. The structure of certain traditional UNIX directories, such as the
familiar "/tmp," "/usr/spool," and "/usr/spool/mail" directories must be expressly managed to
accommodate the P1003. le and P1003.2c security stan,2 ' '. This is because these are
directories to which all users have access and to which many programs write. A change in the
way programs write to directories has the potential for causing software portability and systems
administrator portability problems.

The traditional UNIX permission bits that have been carried into POSIX are inadequate for
defining exactly which user can perform specific actions on specific files. Eliminating the
permission bits in favor of Access Control Lists could make the secure POSIX systems
incompatible with non-POSIX compliant systems and many applications.

OSF DCE Version 1. 1's authentication service is based on Kerberos Version 5 (RFC 1510), but is
not totally compatible wth RFC 1510. DCE 1.2.2 adds testing and official support for Kerberos
Version 5.

3.10.3.3.5 Related standards. ISO/IEC 9945-1 as profiled by FIPS PUB 151-2 is related to
IEEE P1003. le and IEEE P1003.2c.

3.10.3.3.6 Recommendations. The mandated standards are recommended.

All IEEE P1003. le and IEEE P1003.2c security systems should incorporate Access Control Lists
as an optional feature in addition to permission bits (not "in place of" permission bits). The
incompatibilities between the two access control methods (permission bits and access control
lists) are not resolvable. The best method for resolving the overall problems seem to be
incorporation Access Control Lists as an optional feature on top of permission bits. The
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permission bits would represent the lowest common denominator of security, showing the
maximum amount of openness possible in a system. Organizations needing only the lowest level
of security could continue to use the familiar permission bits and associated "chmod" command,
Use of access control lists will, require a change in security policy such that access is granted if
and only if permission is granted and access control permits it.
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3.10.3.4 Security association and key management. (This BSA appears in part 7, part 9, and
part 10.) A security association is the totality of communication and security mechanisms and
functions (e.g., communications protocols, security protocols, doctrinal mechanisms, security-
critical mechanisms and functions) that securely binds together two security contexts in different
end systems or relay systems supporting the same information dom~ain. A security association is an
application association that includes additional support from security functions and mechanisms.
Key management provides procedures for handling cryptographic keying material to be used in
symmetric or asymmetric cryptographic mechanisms. It includes key generation, key distribution,
key storage, key archiving, and key deletion.

3.10.3.4.1 Standards. Table 3.10-9 presents standards for security association and key
management.

TABLE 3.10- Seem .ly association and key manag ement standards
Standard Sponsor Standard Stan4 "'d status

Type Reference MDD

([PC NSA Key Eodusing. Agoram, R21-TECH.23-94: MWAndted
1994 (Approved)

([PC NSA Secure Doae Network Syseie (SDNS) Key Management SDN.903, Verve,, Maledalsed
ProtocolI (1CM]) 3.2: 1999 (Approved)

([PC NIS7' Key Manoogisent. Using ANSI X9.17 FP'S PUB Inflormational
171:1992 (Approved)

WP ISO G[eneric Upper Layer Soecuity ((JUL55 - Pout 1: Overview, 1 1586-1:1994 lisformotiooal
Models, and Notation (Approved)

[PC ISO G[enetic Upper Layer Security (OULS) - Put 2:Security 11[586-2:1994 Itformoisiooai
Exchange Service PElement Defleoluon (Approved)

[PC ISO Generic Upper LAY"r Secuoity (GULS) -Pout 3: Security 11586-3:1994 Intoeeaioedl
Exchange Service Element Protocol Specifiwoonr (Appov~d)

[PC ISO Bonking Key Monageneent (wholesise) 8732:1988 Ietfow-ruiioedl
(Approved)

NPC ANoSI Pinaoscial Insotituion Key Managemeont (wholesale) X9.17-1991 Infoeetioe.I
(Approved)

NI'C IEEE Suiandord for lotoroperitde LAN Security . Poan C: Key 802.10ce Emoerging
Mansogem.eonh Protocol ([KWI) (Droft)

[PC ISO/IEC 051 Securt yFrieneworks for Open Systems Puet 8: Key 10181.8 Ietfornsotiooa
Ivonagerotert (t

CPC IEEE Internet Security Aoi~ocisfohoe and Key Monoigemeet draf-iet~eoe- Infoevasooeol
Prolocol (ISAKMP( oo.kap-07.tot,.po. (I.oft

_________________ 21 Feleneecty 1997 _ _____

CPC IETF The Pbleotois Session Key Miusogneent Protocl droft-,ionpso. Infoeviatiovall
Ipholuri.- I(List, (3 (D(raft)

CPC lFr Sirrople Key Maoogeneo (or Internet Pmvtoccls (SKIP) d~aft-ietf-u.~e- (noroeeotions(
skip-07.xto. August (([roftC

CPU (EWF The (Oakley Key Deweeieontion Prvtocol dnift-ief-po- (ofooaioeol
oalsley-OL.tot (15,0t)

I______________________ -110.16 1________

NPC IEEE Standard for Publitc-Key Cryptognsphyy P1363 lnfooeztional
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3.10.3.42 Altemative spedifications. There are no alternative specifications.

3.10.3.43 Standards deficlendes. There is a lack of guidance for establishing a Public Key
Infrasructure (PKI) to automatically manage public keys through the use of public key
certificates. In April 1994, NIST, in conjunction with seven other federal agencies, completed a
study on automated management of public keys and associated public key certificates on a
nationwide basis. Based on the recommendations of the study, GSA ý establishing a PKI pilot
project to provide public key certificate services for participating government agencies.

3.10.3.4.4 PortabUity caveats. Portability problems related to the existing specifications are

unknown.

3.10.3.4.5 Related standards. There are no related standards.

3.10.3.4.6 Recommendations. The mandated standards are recommended, In FORTEZZA
applications, the NSA-developed Key Exchange Algorithm, R2 I-TECH-23-94, must be used.

IEEE P1363, Standard for Public-Key Cryptography, is under development, with the first version
expected to be ready for balloting in 1997.

The IETFs IP Security Protocol (IPSEC) Working Group (WG) is developing an Internet Key
Management Protocol (IKMP) that will be specified as an application layer protocol independent
of the lower layer security protocol. The IKMP will be based on ISAKMP/Oakley work begun in
the Internet Draft documents for ISAKMP and the Oakley Key Determination Protocol.
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3.103.5 Security audit. (This BSA appears in part 7, part 9, part 10, and pat 11.) Security
auditing is a review or examination of records and activities to test contlols, ensure compliance
with policies and procedures, detect breaches in security, and indicate changes in operation
(paraphrased from ISO 7498-2).

3.10.3.5.1 Standards. Table 3. 10-10 presents standards for security audit.

TABLE 3.10-10 Security audit standards
Standard Sponsor Standard Standard Status

Type Reference DoD
DrC(Litecycle)

ODc OD 7U OD Tnuste Cmputr Systans Evalustio Ctikria DOD 5200,28- Muldatid
STD: 1985 (Approved)

Cpc NW OMNIPoist I (Adopts ISOProfile Sets 11183.X, 12059- OMNIPoinL 1:1993 Infosmrtdoolw
X, nd 12060-X, includes ISOIIEC 10164-X) (Approved)

IPC ISOAEC OSI Syst•ns M anaemoot, Part 8: Seourity Audit Trail 10164.8:1993 Infortnatiortl
Psncdion (sume u ITU-T X.740) (Approved)

CPC X/Open Security lnerfao Specification: Audiltlg sod S020:1990 Ifo~national
Awheatilction (Approved)

IPC CCEB Common QUCM&ri for Irortton Tedmoiogy Security CC Version 1.0: Emenring
Evalosion, (CC) Version 1.0 1996 (Draft)

SISO, EC OSI Security Fsnoiewodu for Opeo Symems, Pat 7: 10181-7 Iofomratioial
Security Audit Fmnoewozk (Draft)

IKC ISO/aEC OSI DustribstedTrsan rdio'Procssing (DrP)- Draft WDAMs ((SC21 lofontsionaIt
InAmsanoordis to Pest 1.3: Trsmsdtion Processing Sea"ity N6232) to ISO (Draft)

- -10026.1,2,3) 1994

3.10.3.5.2 Alternative specifications. There are no alternative specifications.

3.10.3.5.3 Standards deficiencies. ISO Transaction Processing Security work (WDAMs to ISO
10026-1,2,3) is in the early stages. Its content is not defined, and it cannot be used for
procurement. ISO 10 164-8 does not define a security audit, or explain how to perform one. It
does not define implementation aspects, occasions where the use of the security audit trail
function is appropriate, or the services necessary for the establishment and normal or abnormal
release of a management association.

There is a need for a standard for programming interfaces to support development of portable
tools for audit trail analysis and configuration.

3.10.3.5.4 Portability caveats. Proposed amendments to ISO 10026 have ceased, This is a high
portability risk area.

3.10.3.5.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation
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b. NCSC-TG-01 1, Version 1, 1 August 1990, Trusted Network Interpretation
Environments Guideline - Guidance for Applying the Trusted Network
Interpretation

c. NCSC-TG-001, Version 2, June 1988, A Guide to Understanding Audit in Trusted
Systems

3.103.S.6 Recomnmendations. The mandated standard is recommended.
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3.10.3.6 Security alarm reporting. (This BSA appears in part 7, part 9, part 10, and part 11.)
Security alarm reporting is the capability to receive notifications of security-related events, alerts
of any misoperations in security services and mechanisms, alerts of attacks on system security, and
information as to the perceived severity of any misoperation, attack, or breach of security.

3.10.3.6.1 Standards. Table 3.10-11 presents standards for security alarm reporting.

TABLE 3.10-11 Security alarm reportins sndards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC NMF OMNIPoimn I (Adopts ISO Profile Sets 11183-X, 12059- OMNIMoint 1:1993 lnforimadoil
X and 12060-X, includes ISO/IEC 10164-X) (Approved)

IPC ISO/IEC OSl Systems Manaement Put 7: Sec•rity Alim, 10164-7:1992 lnfomtnfional
Reporting Funwton (same " MJ-T X.736) (Approved)

GPC NIST Government Network Management Profile (GNMP) FIPS PUB 179. luformuolole
1:1995 (Approved)

OPC NIST Govomnent Network Management Profile (GNMP) •PS PUB Informational
179:1992 (Superseded)

3.10.3.6.2 Alternative specifications. There are no alternative specifications.

3.10.3.6.3 Standards deficiencies. FIPS PUB 179-1 supersedes FIPS PUB 179. ISO 10164-7
does not define implementation aspects, specify the manner i' which management is accomplished
by the user of the Security Alarm Reporting Function (SARF), define interactions that result in
the use of the SARF, or specify the services necessary for the establishment and normal and
abnormal release of a management association.

3.10.3.6.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.3.6.5 Related standards. There are no related standards.

3.10.3.6.6 Recommendations. There are no recommended standards for security alarm
reporting.
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3.10.4 Authentication. Authentication and identification objectives ensure processes, systems,
and personnel are uniquely identhid and authenticated. The granularity of identification must be
sufficient to determine the processes, system, and personnel's access rights. The authentication
process must provide an acceptable level -4f assurance as to the professed identity of the
processes, systems, and personnel.

3.10.4.1 Personal authentication. (This BSA appears in part 2, part 3, part 9, and part 10.)
Personal authentication supports the accountability objective of being able to trace all security
relevant events to individual users. In addition to supporting unique identification, standards are
provided to authenticate the claimed identity.

3.10.4.1.1 Standards. Table 3.10-12 presents standards for personal authentication,

TABLE 3.10-12 Personal authentication standards

Standard Sponsor Standard Standard Status
Type Reference DoD

Distiboed ~~e~eio ~ - Lifecycle)
C OS Ditibuted Computing Envirnment (DM msPty DCE 1,1 Secority Mandalad

Services Sevics: 1994 (Approved)

arc NIST Pauworl Usago FIPS PUB 112: Mdand&
1985 (Approved)

CPC OSF Distributed Computing Envtment (DE) Rev. 1.2.2 DCE Rov, Informationtli
1.2.2:1996 (Approved)

aPC NIST Guidelines on Evaluatios, of Tedodques for Autnomatod PIPS PUB 48:1977 l[foonmtional
Personal Identification (Approved)

IPC ISO/IEC Information Tedmology - Open Systems Inleronoreoedio. 9594-8,2:1993 Informational
The Directory: Authentication Framework edition 2 (Sume (Approved)

_ _s ITU-T X,509:1993)
rPC NIST Guoidceln for Use of Advanced Autdentication Tedmology FIPS PUB Informational

At•emative. 190:1994 (Approved)

CPC IETF A One-Time Pusword System RFC 1938: 19% Emerging
(Draft)

IPc CCEB Coommo~nCrteia for InformationTedhnology Security CC Version 1.0: ', mer'ing
Evaluation, (CC) Version 1.0 1996 )ratn

CPC IEEF7 The Kerberos Network Authentication Service (V/5) RFC 110:1993 informational
(Drsf)

3.10.4.1.2 Alternative specifications. There are no alternative specifications.

3.10.4.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.4.1.4 Portability caveats. OSF DCE Version 1. I's authentication service is based onKerberos Version 5 (RFC 1510), but is not totally compatible with RFC 1510. DCE 1.2.2 adds
testing and official support for Kerberos Version 5.
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3.10.4.1.5 Related standards. The following standards are related to personal authentication

standards (particularly TCSEC):

a. DOD 5200.28-STD, DOD Trusted Computer Systems Evaluation Criteria

b. NCSC-TG-017, Version 1, "A Guide to Understanding Identification and
Authentication in Trusted Systems

C. CSC-STD-002-85, "Password Management Guideline"

d. NCSC-WA-002-85, "Personal Computer Security Considerations"

e, ITU-T X.509 (1993) (same as ISO 9594-8), The Directory: Authentication
Framework

3.10.4.1.6 Recommendations. The mandated standards are recommended.
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3.10.4.2 Network authentication. (This BSA appears in part 7 and part 10.) Network
authentication services establish the validity of a claimed identity (peer-entity) or origin (data)
(paraphrased from ISO 7498-2).

3.10.4.2.1 Standards. Table 3.10-13 presents standards for network authentication.

TABLE 3.10-13 Network authentication standards
Standard Sponsor Standard Standard Status

Type Reference DoD
__(Lifecyde

IPC DOD Iforemtior Tedmoloo • Defdem Staildadized Pmfi MIL,-STD-2045. Mandad
AMHXn(D)- Meoaae Hndfing System - Me-nge 18S00:1993 (Approved)

security Protocol (MSP) Put. I's
[PC ITU-T The Diredaey: Authenticatieon FPanewoik (X-ref: ISO X.509. Version 3: Maniated

9594-8) 1993 (Approved)

UPC DOD Trusted Network Interpretation NCSC-TU.005, Mandated
Version 1: 1987 (Approved)

UPC NIST Digital Signatrno Standard (DSS) FIPS PUB MMndated
186:1994 (Approved)

UPC NIST Secure Hath Standard (SHS) PIPS PUB 180- Mandated
1:1995 (Approved)

GPC NSA Secure Data Network System (SDNS) Secauity Protocol 3 SDN.301, Revision Mandated
(SP3) 1.5:1989 (Approved)

GPc DOD PORTEZZA Interface Control Doaument FORTEZA ICD Mandated
Rev PI.5: 1994 (Approved)

OPC DOD FORTEZZA Plus Interface Control Dosument FORTEZZA Plus Mandad
ICD Rel 3.0:1995 (Approved)

NPC 1111 Standard for Interopersie LAN Security. Put B: Secure 802.10b: 1992 Legacy
Data Exdtange (SDE) (Approved)

OPC NSA Message Sourity Protocol (MSP) SDN.70I, Rev. 3.0: Legacy
1994 (Approved)

UPC NSA Message Security Protocol (MSP) SDN.70I, v. 4.0. Eanerging
Rev. A: 1997 (Approved)

IPC ISO Infonoation Proceasing Systens - Open Systems 8649:1992 Informational
loteo ction. Service DeW'tton for the Association (Incorporates AM (Approved)

Control Serve Eleent (ACSE). Revised Edition l&2)
IPC ISO Infonnation Processing Systems - Open Systems 8650:1992 Informational

Interconnection . Protocol Specification for the ACSE, (Incorporator AM (Approved)
Revised Edition I )

[PC ISO Generic Upper Layer Security (CULS) . Parn : Overview. 11586-1:1994 Ioformatiooat
Models, and Notation (Approved)

IPC ISO Generic Upper LAyer Security (GULS) . Part 2:Secority 11586.2:1994 tnformational
Excdauge Service Elernent Definidton (Approved)

IPC ISO Generic Upper Layer Security (GULS) -puPa 3: Secutity 11586-3:1994 lnformrtionai
Exod•ge Service Element Protocol Specification (Approved)

[PC ISO Generic Upper LAyer Socurity (GULS) -Put 4: Protecting 11586-4:1994 lnfoomational
Transfer Syntan Specification Approved)

IPC ISO Transport [ayer Security Prtocol (TLSP) (Includes 10736:1994 Infoomational
Amendment 1) (Approved)

[PC ISO Network Leyer Security Protocol (NLSP) 11577:1994 Infonoationsl
(Approved)
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Standard Sponeor Standard Standard Status
Type Rdp-^ce DoD

______(Litecide)

IPC IS90lEC OSI Security Paewaluswek forCpus Systems - Perul2: 10191-2:1996 frdea
Asusucstion~romewesk (Approved)

([PC NIST Government Network Mansgemen Profile (GNMP) FIPS PUB 179. 111o11 scoa
1:1995 (Aximoved) I

([PC NSA SecureDataNetworkSystem (SONS) SecurityProtocol4 SDN.401.Rev. tefomstiesea
(SP4) 1.3:1999 (Approved)

([PC NSA Message Security Protocol (MSP) with NUMB SDN.704. Rev. 1.41: kdsrfooinsusa
1996 (An-aovd)

CPc [EMi Privac3, fEnanemenrat for Internet Electronic Mail RIC 1421. tnfoanutiaa
1424:1993 (Draft)

CPC [arm The Secure Sockets LAyer (SSL) Protocol Version 3.0 draft-ted-lla-sal. Esnegin
version3-Mtot. 13 (Draft)

_______ _______ _________________________ Noveenbe 1996
CPC MWi 5/iIMEM Message Specilicaston: PKCS Security Services draft-dusaac-ssimn. Informatinal

for MIEW mg-spe-4.tol (Draft)
_____ Septber 1996

[PC ISO 051 FdleTianaser, Access and Moagemesit tFrAM) - 8571-1.2.3,4:1983/ lnformitioeail
Pail 1-4: Amiendment 4: Enhaancementto FrAM Security WDAM4: 1993 (Draft)

____ _ __ ___Services

([Pc NSA UseoMXS0cestioate SDN.706. Rev. 2.0: Informational
1997 (Draft)

([PC NSA X.509 Certitic"ane sd Ceritification Revocation List SDN.706. Rev. 1.1: Informational
Profiles and Ceefilckte Path Peomneasg Rides fordie 1996 (Draft)

_________ ________ Multilevel Infornatiorn Systemrs Security Initiative LMSSfl

OPc NIST Goveerinment Network Managemnent Profile (GNMAP) PIPS PUB Indusfirolneal
179:1992 (Superseded)

([PC NIST Secure Hah Standsrd (SHS) PIPS PUB Informational
180:1993 (Superseded)

3.10.4.2.2 Alternative specifications. There are no alternative specifications.

3.10.4.2.3 Standards deficiencies. FIPS PUB 179-1 supersedes FIPS PUB 179. Procurements
requiring authentication in FTAM cannot specify a standard at this time. The ISO FTAM security
effort is in its early stages. Current proprietary FTAM security is based on passwords for
authentication, ISO TP security work is in the early stages. Its content is not defined, and it
cannot be used in a procurement.

3.10.4.2.4 Portability caveats. Proposed security enhancements to FTAM (WDAM4 to ISO
857 1) have ceased. This is a high portability risk area.

3.10.4.2.5 Related standards. NCSC-TG-01 1, Version 1, 1 August 1990, Trusted Network
Interpretation Environments Guideline - Guideline for Applying the Trusted Network
Interpretation, supports NCSC-TG-005.

3.10.4.2.6 Recommendations. The mandated standards are recommended.
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MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DOD
Standardized Profile (DSP) standard will be replaced by a portion of the U.S. Supplement to
Allied Communications Publication (ACP) 123 or ACP 120, Common Security Protocol, when
the revision to MSP is complete.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to
be used at the top of layer 3.

DSS is intended to specify general security requirements for generating digital signatures.
Conformance to this standard does not assure that a particular implementation is secure. The
responsible authority in each Government agency or department shall assure that an overall
implementation provides an acceptable level of security. DSS can be used in electronic mail,
electronic funds transfer, electronic data interchange, software distribution, data storage, and
other applications that require data integrity assurance and data origin authentication. It uses the
Secure Hash Algorithm (SHA) specified in FIPS PUB 180-1, which supersedes FIPS PUB 180.
NIST is developing a validation program to test implementations for conformance to DSS.

The following two documents should be consulted for systems required to interface with the
Defense Message System (DMS):

a. FORTEZZA Interface Control Document, Rev. 1.5, 22 December 1994

b. FORTEZZA Plus Interface Control Document, Release 3.0, 1 June 1995

SDN.701, Rev.3.0, is used with DMS, Phase 1. It is for use with legacy systems only.

IEEE 802.10b is for use with k cy LANs only.
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3.10.43 Entity authentication. (This BSA appears in part 8, part 9, part 10, and part 11.)

Entity authentication standards address data, processes, systems, and enterprises.

3.10.4.3.1 Standards. Table 3.10-14 presents standards for entity authentication.

TABLE 3.10-14 Entity authentication satndards ____

Standard Sponsor Standard Standard status
Type Reference DoD

((PC DOD 76DODTrvsW eComekSymiftem Evaluation CHW DOD 5~2002 (Liecydae)
STD: 1985 (Approved)

CPC Olauistibautd Ciemptsiag BEvitroasato (DCF) Security DCH 1.1 Security MWa&dWe
Serviesa Services: 1994 (Approved)

((PC NIST Cosepulas DMA Autesirncsiton PiP5PUB Waormadonail
113:1995 (AM-road)

((PC NIST Entity Awhat~amcse:.q Using Public Key Crpographry MP PUB Emeurgin
196:1996 (Approved)

CPC 05P Distributed Comeputing Enoirroesra (DCE) Rev. 1.2.2 DCE Rev. Inormraioeel
1.2.2:1996 (Approved)

[PC [SO Finasincll Traatstactions -Resell Banking Secelity 9807 Informationa[
Requiremenes for Messino Authwenication (Approved)

[PC [so Fetity AuthretiitionMechansms -uo. t1: General Model 9798-1!1991 [nformational
(Approved)

IPC ISO REnity Authentication Medtanmro -Peat 3: REntiy 9798-3:1993 InfonnAtiona(
Authntictio Using a Public Key Algorithem (Approved)

((PC NIST Guideline for Use of Advanced! Authetication Tedrsooiqy PIPS PUB Iefceistioead
Alternative. 190:1994 (Appnsved)

[PC [so Entity Asslhremicatioa - Part 2: Mechanisms Using 9798-2:10W4 [olvetoarional
Syrreoctric 13-wirderroent Algorithms (Approved)

[PC [so Entity Authrentication - Part 4: Macedtnisms Usinga 9798-4:1995 Intformalsliond
Cryptographidc Chredr Function (Approved)

CPC Xpee Security Itetrface Speelficulmon Auditieg ,od S020:1[990 Informastieona
Aullthentcation (Approved)

[PC CCEH( Commson Criteria for lefomiactivo Technrology security CC Version [.0: Emerging
Evaluration, (CC) Version 1.0 [996 (Drsft)

CPC [15WI The Kerberos Network Authenotication Service (W) RrC 1510:1993 Womtofonoslj

I (Drift)

[PC ISO Entity Authentication Mechanrism.s, PPasS: Enrity 9798-5:1993 1 lofornatiooat
Autireoriestiosv Using Zero Koowledge Trechniques (Draft)

3.10.4.3.2 Alternative specifications. There are no alternative specifications.

3.10.4.3.3 Standards deficiencies, Deficiencies in the existing standards are unknown.

3.10.4.3.4 Portability caveats. OSF DCE Version 1.1 Is authentication service is based on
Kerberos Version 5 (RFC 1510), but is not totally comlpatible with RFC 1510. DCE 1.2.2 adds
testing and official support for Kerberos Version 5.
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3.10.4.3.5 Related standards. The following standards are related to entity authentication:

a. DOD NCSC-TG-017, Version 1, September 1991, Guide to Understanding

Identification and Authentication in Trusted Systems.

b. FIPS PUB 196, 11 October 1996.

FIPS PUB 196 becomes effective 6 April 1996. It is based on ISO/IEC 9798-
3:1993 and specifies two challenge-response protocols by which entities in a
computer system may authenticate their identities to one another. FIPS PUB 196
is for use in public key based challenge-response and authentication systems at the
application layer within computer and digital telecommunications systems.

3.10.4.3.6 Recommendations. The mandated standards are recommended.
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3.10.5 Access control. Access control is the prevention of unauthorized use of a resource
including its use in an unauthorized manner. The following areas present standards which ensure
that information and resources are accessed only by authorized processes, systems, and personnel,
and are used only for their intended purposes.

3.10.5.1 System access control. (This BSA appears in part 4, part 9, part 10, and part 11.)
System access control standards provide high-level guidance on access control frameworks and
implementation.

3.10.5.1.1 Standards. Table 3.10-15 presents standards for system access control.

TABLE 3.10-15 System access control standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- -Lifec clei

GPC DOD "be DOD Truted Computer Systems Evauation Criteria DOD 5200.28. Made
STD: 1985 (Approved)

CPC 05F Distuibed Comptg EnAviomnent (DCF) Seuity DCE 1.1 Security Mandated

SImervie Services: 1994 (Approved)

CpC OSF Distbed Comn Enviromnt (DCH) Rev. 1.2.2 DCE Rev. Informational
1.2.2:1996 (Approved)

IPC ISO OSI Basic Reftence Model, Pait 2: Sewaity Aechitectsre 7498-2:1989 teornmatonal
(Same aCCITT X.800:1991) (Approved)

[PC ISO/AEC OSI Common Management liformabon Sevice (CMIS) 9595:1991/ Iformatioalja
Definition, with Ameadment 4: Ac Cemonol AM4:1992 (Approved)

IPC ISO/IEC O51 Systems Mnagement. Pat 9: Objects *d Attsbulej 10164-9:1995 Iofomanional
for Aooens Contro. (Approved)

[PC CCEB Common Criteria for [nformtion Tedhnology Security CC Version 1.0: Prnesming
Evaiuation, (CC) Version 1.0 1996 (Draft)

[PC ISO/IEC OS[ Secuity Framework in Open System. PArt 3: Access 10181.3 Informational
Control (Drft)

3.10.5.1.2 Alternative specifications. There are no alternative specifications.

3.10.5.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown,

3.10.5.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.5.1.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-003, Version 1, September 1987, A Guide to Understanding
Discretionary Access Control in Trusted Systems

b. NCSC-TG-028, Version 1, May 1992, Assessing Controlled Access Protection
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c. NCSC-TG-020-A, August 1989, Trusted UNIX Working Group (TRUSIX)
Rationale for Selecting Access Control List Features for the UNIX System

3.10.5.1.6 Recommendations. The mandated standards are recommended.
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3.10.5.2 Network. acces control. (IThis BSA appears in part 7, part 9, and part 10.) Access
control is the prevention of unauthorized use of a resource, including its use in an unauthorized
manul~er.

3.10.5.2.1 Standards. Table 3. 10-16 present. 3,tandards for network access con~rol.

TABLE 3.10-16 Network access control standar'q

Standard Sponsor Standard Standard Status
Type Reference DoD

- W ~(Lifecycle)
-c DOD Wrao enoo- d toarmireim N SM 4 Mndied

AMH~(D) Mater andiet y- M-e 1800:993 (Approvedl)
_______ Security Protocol tWISP) Petit 1-S

(PC NSA Securee Data Netwak Symmer (53NS) Seoiy Protocol 3 SDN.30l Revisio Mmoduale
(SP3) 1.5:1939 (Approved)

NPC umB Smemardi"oeda mpamr LAN Scurty - Put eecteue SM.0b1992 Leaecy
DataEodmn,4~(SDE) (Approved)

[PC ISO/IFIC `161COM1on M WAttea5noWWW01dionSeoiees(CM1Le) 9595:19911 InomMidoo.
Defuiniion, with, Aneadeonoe 4: Acesos Conommo AM4:1992 (Approved)

IPC ISO T'wspoit L.Ayer Security Protocol (lSP) (Inluelde 10736:1994 Iofomatioo.1
Amencliwrt 1) (Approed)

IPC ISO Network LsAyerSeewity Protocol (N1.SP) 11577:1994 j kfomtoiooAl

dP-C NIST Goveawotn Ne&.ork 'mnatopsoo Profile (GNMP) FI1PS ,'UB 179- Iaofonairooool
111995 (Approved)

OIPC NIST Guldolie. for Security of Comoputer Appicoation, FIPS PUB 830890 ldofooatioosl
(Approved)

OPC NSA SecureeDataNetwork Syalroo(SDXS) Secvy Protocol 4 SDN.401. Rev. Ioforniejional
(SP4) 1.3:1999 (Approved)

OPC 14SA Me ~o.gecurity Protocol (MSP) SDN.70l. v. 4.0, Farvilgiog
Rev. A: 19,97 (Approved)

((PC NSA Me'"tiaeecsmity Protocol (MSP) SDN.701, Rev. 3.0: Leacwy
IM9 (Approved)

(IPC NIST Govemmerori Netwoork Managemeot Profile (((-IMP) - F]PS PUB lelorroejiooI
179:1992 (Sopetoedd)

IPC ISO/I1C lrofon&omio Tedmloogv -Op. 3ysiroo. Intemoneowion- 9594-1.2,1,4:1990/ Idoafomcaiio.
TheDi. ry.Pw.UI-4iAMI-Accc4,Cont.I DAM) (D7,0()

[PC ISO/IEC IofonoetioeTedtology -Opm Sysgeco Lnemneceooim oo 9594.8:l99r lofomarsovoI
The Directory - Pant8: Authentication Ftiuroework. tAM) 1 DIAMI (17,0(t

Accet. Cootrol
IPC ISO 05) Frile T"" afe-r, Acces aio) Marrogmetit (FrAM) - 8571-1,2,3.4:19881 lofom~irouijol

Parts 1.4: Amordmeot 4: Eslsseceoteot to FTAM Swuroty WDAM4:1993 )I1wft

3.10.5.2.2 Alternative specifications. There are no alternative specifications.

3.10.5.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown. FIPS
PUB 179-1 supersedes FIPS PUB 179.
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3.10.5.2.4 Portability caveats. Proposed security enhancements to FTAM (WDAM4 to ISO
8571) has ceased. This is a high portability risk area because no standards exist.

3.10.5.2.5 Related standards. NCSC-TG-005, Version 1, July 1987, Trusted Network
Interpretation, ard NCSC-TG-01 1, Version 1, August 1990, Trusted Networks Interpretation
Environments Guideline - Guideline for Applying the Trusted Network Interpretation, supports
the DOD 5200.28-STD.

3.10.5.2.6 Recommendations. The mandated standards are recommended.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DOD
Standardized Profile (DSP) standard will be replaced by a portion of the U.S. Supplement to ACP
123 or ACP 120, Common Security Protocol, when the revision to MSP is complete.

SDN.701, Rev.3.0, is used with DMS, Phase 1. It is for use with legacy systems only.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to
be used at the top of layer 3.

The work on File Transfer, Access, and Management (FTAM) security (WDAM4 to ISO 857 1)
security enhancements has been suspended. Procurements requiring access control for FTAM and
transaction processing should not use these standards.

IEEE 802.10b is for use with legacy LANs only.
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3.10.6 Confidentiality. Confidentiality objectives ensure the protection of the system's varied
information and resources from unauthorized access. This section provides open systems
standards guidance as well as the specifics of cryptography and traffic flow confidentiality.

3.10.6.1 Systems confidentiality. (This BSA appears in part 5 and part 10.) These standards
provide the high-level framework with which to view the security service of confidentiality in
systems.

3.10.6.1.1 Standards. Table 3.10-17 presents standards for systems confidentiality.

TABLE 3.10-17 Systems confidentiality standards
Standard Sponsor Standard Standard Status

Type Reference DoD
Th.DD~rid~me~yms~v~oa~oo~~eee - (Lifecyele)

(JOC DOD DOD Tmddd Compd Syms Evaluado Cfkwi& DOD 520D.28. MmdMW
STD: 1915 (Appeoved)

PC I0 OSI Bask. Rdfe Model, Pat 2: Saoam* Aiditiwar 7498-2:1989 Infonolii
(soue u CCnT X.01"99 1) (Approved)

G0C NIST Comolu Smority GuOl1ioe for Ibnpkol% dto FIPS PUB 41:1975 IoroMdioooI
Privacy Act of 1974 (Approved)

11C CCED Common Cigeria for Ifnoruaideo Todwloolly Socuiy CC Vmono 1.0: EneFrin
Evskmoim (CC) Venion 1.0 1996 (Draft)

IPC ISO/IEC 0SI Uwily Fnwoeks in Open Syemo, Peo 5: 10181.5 Inofonmmohl
Conficiont~iaky (Droll)

3.10.6.1.2 Altemative specifications. There are no alternative specifications.

3.10.6.1.3 Standards deficiencies. Deficiencies in the existing stand.urds are unknown.

3.10.6.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.6.1.5 Related standards. DOD 5200.i-R, "Information Security Program Regulation." June
1986, establishes DOD policy for security classification, declassification, and marking of DOD
information. It also contrins DOD policy for safeguarding of classified information, including
accountability, storage, transmission, and destruction of the information. DDS-2600-6243-92,
Compartmented Mode Workstation Evaluation Criteria, Version 1 (final), defines minimum
security requirements for workstations to be accredited in the Compartmented Mode under the
policy set forth in DCID 1/16. Public Law (PL) 93-579, Privacy Act of 1974, and PL 1(W-235,
Computer Security Act of 1987, contain confidentiality requiremkents. FIPS PUB 41 provides
guidance for conformance with PL 93-579.

3.10.6.1.6 Recommendations. The mandated standard is recommended. The DGSA, Volume 6
of the TAFIM, provides security principles and target security capabilities to guide system
security architects in creating specific security architectures consistent with zOe DGSA. The
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DOSA should be used by system security architects to develop logical and specific security
architectures.
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3.10.6.2 Registration of cryptographic techniques. (This BSA appears in part 9 and part 10.?
These standards provide procedures for the registration of cryptographic algorithms in a standard
format with a registration authority. The need for these registration services is determined by the
security architecture of the system in question. These are not implementable specifications and no
conformance test is required.

J.10.6.2.1 Standards. Table 3.10-18 presents standards for registration of cryptographic
techniques.

TABLE 3.10-i8 Registration of cryptomraphic tech iques standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifiýecle)

PC ISO Praxaum for t6o Regqtrhon of Cryp•goaph 9979:1991 Infonmadlonm
AI-o6dtho (Approved)

3.10.6.2.2 Alternative specifications. N,,' ;casw',i. i e, de facto specifications are available.

3.10.6.2.3 Standards deficiencies. Deficiencies in 'ýe o "r standards are unknown.

3.10.6.2.4 Portability caveats. Portability problems r , the existing specifications are
unknown.

3.10.6.2.5 Related standards. No standards are related to registration of cryptographic
techniques.

3.10.6.2.6 Recommendations. Procurements requiring that all cryptographic algorithms offered
are registered with a registration authority in a standard format should specify conformance with
ISO 9979. The NIST document, NISTIR 5308, "General Procedures for Registering Computer
Security Objects," December 1993, describes the object-independent procedures for operating the
Computer Security Objects Register (CSOR) established by NIST. Initially, the only family of
objects registered in the CSOR is network security labels; however, plans include adding
cryptographic algorithm modes of operation to the CSOR.
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3.10.6.3 Data encryption security. (This BSA appears in part 5, part 7, part 10, and part 11.)
Encryption is the cryptographic transformation of data to produce cipher text. Standards for data
encryption security services describe services such as definitions/algorithms, modes of operation,
and guidelines for use for those systems that require their data to be encrypted using data
encryption security services. None of these standards are for systems processing classified
information.

3.10.6.3.1 Standards. Table 3.10-19 presents standards for data encryption security.

TABLE 3.10-19 Data encryption security standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_____________________________(Lifecycle)

GPC NIST Escowed Eneach Standold (EB) PIPS PUB 1"5: Mandat
1994 (Approved)

GPC NIST Data Eanwfiion Standard (DES) (related to ANSI X3.92. FIPS PUB 46- Ilrormafional
1981/RI987/RI993) 2:1993 (Reaffimied (Approved)

_ _ _until 19981)
GPC NISI Guidelines for Impdementati•n and using the NBS Data FIPS PUB 74:1981 lnfomeaooal

Eaay99on Staadard (Approved)

GPC NIST Data Encryption Stmndard (DES) Modes of Opertion FIPS PUB 81:1980 Informatiooal
(related to ANSI X3.106-1903) (Attpmved)

OPC NIST Security Reoremoent for CplAographic, Modules FIPS PUB 140- hnfornaional
1:1994 (Approved)

[PC ISO Modes of opeoioe for a 64-Bit Block Cipher Algorithm 8372:1987 Ifoeanatiooal
(Related to ANSI X3.106) (Approved)

NPC ANSI Data FamMon Algorithm X3. 92-1981 Inofotionnall
(R1993) (Approved)

NPC ANSI Digital Eacryption Algorithm - Modes of Operation X3.106.1983 Idoroational
(R1990) (Approved)

OPC NIST Advanced Faxcmyion Standard FIPS PUB JJJ Informational
(Formative)

3.10.6.3.2 Alternative specifications. The only other available specifications are proprietary, for
example, RSA.

3.10.6.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.6.3.4 Portability caveats. DES applications are not interoperable with non-DES systems.
Portability problems related to EES are uaknown. The U.S. controls export of cryptographic
technologies, products, and related technologies as munitions. On October 1, 1996, a new federal
policy allowing U.S. vendors to export products using up to 56-bit encryption, provided the
vendors sign an agreement to make their 56-bit encryption technologies key-recovery-compliant
within 24 months.

3.10.6.3.5 Related standards. FIPS PUB 113, Computer Data Authentication, is related to DES
security mechanisms and their standards.
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3.10.6.3.6 Recommnendatlons. The mandated standard is recommended. FIPS PUB 185, EES,
supports lawful authorized access to the keys required to decipher enciphered information for
systems requiring strong encryption protection of sensitive but unclassified information. EES
provides stronger protection than DES against unauthorized access. Devices conforming to EES
may be used when replacing Type H and Type 111 (DES) encryption devices owned by the
Government. Implementations requiring use of EES should require conformance with FIPS PUB
140-1.

On 2 January 1997, NIST announced plans to develop a FIPS, Advanced Encryption Standard,
incorporating an advanced encryption algorithm to replace DES (FIPS PUB 46-2).
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3.10.6.4 Traffic flow confidentiality. (This BSA appears in part 7 and part 10.) Traffic flow
confidentiality is a service to protect against unauthorized traffic analysis (ISO 7498-2) by
concealing presence, absence, amount, direction, and frequency of traffic.

3.10.6.4.1 Standards. Table 3.10-20 presents standards for traffic flow confidentiality.

TABLE 3.10-20 Traffic flow confidentiality standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_(Lifeciyde)

GKP NSA Seem Data Network System (SDNS) Secueity Protocol 3 SDN.301, Rovisio Inforteadoeufl
(SP3) 1.5:1989 (Approved)

IC ISO Network LAye Seaurity Protoool (NLSP) 11577:1994 Infortmatiool
(Approved)

IPC ISO OSI Dihsted Transation Pooemostg (1?IP)- Dmft WDAMs (SC21 N lefonatiboal
Amencoadst to Pts I to 3: Trmuaction Plocm&g 5232 to ISO (Draft)

._ _Sectm) I0026-12,3) 1991 M

3.10.6.4.2 Alternative specifications. There are no alternative specifications.

3.10.6.4.3 Standards deficiencies. There are no mandated standards for traffic flow
confidentiality.

3.10.6.4.4 Portability caveats. Work on proposed amendments to ISO 10026 has ceased. This

is a high portability risk area, because no standards exist.

3.10.6.4.5 Related standards. There are no related standards.

3.10.6.4.6 Recommendations. No standards are recommended.

SP3 is the basis for ISO 11577.
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3.10.7 Integrity. Integrity includes systems integrity, data integrity techniques, and network
integrity.

3.10.7.1 Systemns integrity. (This BSA appears in part 4 and part 10.) Systems integrity
objectives ensure the integrity of infomiation and resources by providing a level of protection in
response to the threats of unauthorized modification, manipulation, and destruction which is
commensurate with the importance and priority of the content. These standards provide the high-
level framework with which to view the security service of integrity in open systems.

3.10.7.1.1 Standards. Table 3.10-21 presents standards for systems integrity.

TABLE 3.10-21 Systems integrity standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GIc DODh e DOD Troted ComputerSystansl olustion Criteri DOD 520.28. MUndated
STD: 1985 (Approved)

GPC DOD Truted Database MNangemeut Sytmu Inimpom n of die NCSC-TO-021, Mndaeed
Treed ComputerSytema Evaluation Cuiteria Version 1: 1991 (Approved)

IPC ISO OSI Bmic Reoeence Model, Part 2: Seeurity Amhtlectuse 7498-2:1989 lnlonoationsl
(etas uCCI!T" X.800:1991) (Approved)

Ipc CCES Conmon Criteria for Informaten Technology Sectuity CC Version 1.0: Osneeging
Evaluation. (CC) Version 1.0 1996 (Dealt)

IPC ISOAEC OS1 Secuity Frunnewors in Open Syseams, Pest 6: 10181-6 Infomettonal
Itoegriey (tame u ITU.TS X.815) (Deaft)

IPC mU-T Securty Frumeworki in Open Syseims: Integrity X.MIS: 1993 lofomittonal
Frsneewod: (smaes ISO 10181.6) (Draft)

3.10.7.1.2 Alternative specifications. There are no alternative specifications.

3.10.7.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.7.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.7.1.5 Related standards. The following NSA documents supplement the information on
integrity found in the TCSEC:

a. C Technical Report 79-91, September 199 1, "Integrity in Automated Information
Systems:

b. C Technical Report 111-91, October 1991, "Integrity-Oriented Control
Objectives: Proposed Revisions to the Trusted Computer System Evaluation
(TCSEC), DOD 5200.28-STD."

3.10.7.1.6 Recommendations. The mandated standards are recommended.
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3.10.7.2 Data integrity techniques. (This BSA appears in part 4 and part 10.) Data integrity
techniques provide services that allow data integrity between communicating applications to be
confirmed by means of a cryptographic check function using a block cipher algorithm, by
electronic signature, electronic hashing, and encryption.

3.10.7.2.1 Standards. Table 3.10-22 presents standards for data integrity techniques.

TABLE 3.10-22 Data integrity techniques standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Seue Haah Standad (SIS) MP5 PUB IS- Mandatd
1:1995 (Approved)

GPC NIST Digital Sigaame Standard (DSS) PIPS PUB Mandated
186:1994 (Approved)

EPC ISO Data Crjypgraphl Tacimiquce Data Isgdty 9797:1989 IformaltionAl
Mealadwam Using a Crypographic Chock Function (Approved)

_________ E~~aiploy'ina & Block Ck~e Algorithm______
CPC IFTF IP Autwetcation Header (AD) RFC 1826:'1995 Emerging

CPC EM IP EU' asadng Secuaity Payload (ESP) RFC 1827:1995 Emerging
I ~ (Drat)

CPC uy Domain Nam System (DNS) Seoaity Extenaiona RFC 2065:1997 Emetng

GPC NIST Socn Hash Stadard (SHS) FIPS PUB Ioformatlonal

180:1993 (Supeneded)

3.10.7.2.2 Alternative specifications. Alternative de facto specifications include RSA and MD-5.

3.10.7.2.3 Standards deficiencies. Deficiencies in the existing specifications are unknown.

3.10.7.2.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.10.7.2.5 Related standards. There are no related standards.

3.10.7.2.6 Recommendations. The mandated standards re recommended.

FIPS PUB 180-1, which supersedes FIPS PUB 180, specifies a Secure Hash Algorithm (SHA-1)
which can be used to generate a message digest. The SHA- I is required for use with the Digital
Signature Algorithm (DSA) as specified in FIPS PUB 186 and whenever an SHA is required in
federal applications.
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3.10.7.3 Network integrity. (This BSA appears in part 7 and part 10.) Network integrity
ensures that data is not altered or destroyed in an unauthorized manner when transmidtted across a
network,

3.10.7.3.1 Standards. Table 3.10-23 presents standards for network integrity.

TABLE 3.10-23 Network intearity sftan c'rds ____

Standard Sponsor Standard Standard status
Type Reference DOD

- -efomeloc Tdmoogy(Lifecycle)
oCK DOD orainTnity-OesSniaie me M RS4ID2-045. Mandteded

AMHXo(D)- Meaue Handling Syftamo- Measage 12500: 1"93 (Awarved)
Secrity Protocol (MP) Peuts 1.3

OPC NSA Seem~ Da&& Network System (SDNS) Security Prottocol 3 SDN.301. Revision MWAMdWe
(SI'S) 1.5: 1989 (Approved)

NPC mEE Standard for Interoperekd LAN Swcodty - Put B: Sacotia 80.18.: 1992 Lojocy
D.10 ExdmX6~ (SDB) (Approved)

[PC ISO Transpout lAyer Security Protocol ([SP) (loddeds 10736:1"94 lefortresieol
Ameodreent 1) (Approved)

u'C [so Netwrork Lyoyr Stouity Protoool (NLSP) 11577:1"94 Infourmtonalol
(Approved)

[pc ISO GenericUpper teyer Secwlty (GULS)-Paat 1: Overview, 11596-10194 Infonnstioeol
Models, mud Notaton (Approved)

[PC [SO Uonroe Upper [Ayer Security (OULS).- Part 4: protecting 11158o-4:11994 Ielformtoratlo
Transfer Synlta Spercaticoilv (Approved)

UPC NSA Secure Data Network System (SDNS) So*Wty Protocol 4 SDN,401, Rev. Iolormuaional
(SP4) 1.3:1999 (Approved)

GPC NRix Moaude Security Protocol ([dSP) SDN.70l, v., 4A Her~gl
Iev. A: W99 (Approved)

3.10,7.3.2 Alternative specifications. There are no alternative specifications.

3.10.7.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.10.7.3.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.10.7.3.5 Related standards. ITU-T X.500 (1993) (same as IS0 9594- 1), Information
Technology - Open Systems Interconnection - The Directory - Overview of Concepts, Models
and Services, is a rolated standard.

3.10.7.3.6 Recommnendations. The mandated standards are recommended.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN,70 1, Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
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under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

SP3 provides connectionless security services and is the basis for ISO 11577. SP3 is designed to

be used at the top of layer 3.

SP4 is the basis for ISO 10736.

IEEE 802.1Ob is for use with legacy LANs only.

April 7, 1997 3.10-46 Version 3.1



Informatinn Technnloty Standards Guidance Security Searvices

310.8 Non-repudiation. Non-repudiation base service areas include systems non-repudiation,
electronic signature, and electronic hashing. Non-repudiation services ensure that senders and
recipients cannot deny the origin or delivery of data. Non-repudiation mechanisms can be used to
validate the source of software packages or verifying that hardware is unchanged from its
manufactured state.

3.10.8.1 Systems non-repudiation. (This BSA appears in part 5, part 7, part 10, and part 11.)

These standards provide the security services for non-repudiation in systems.

3.10.8.1.1 Standards. Table 3.10-24 presents standards for systems non-repudiation.

-'ABLE 3.10-24 Systems non-repudiation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
I ,Lifec cle)

GPC NIST Digital Signatere Stiodawd (DSS) FIPS PUB Mmndied
186:1994 (Approved)

GPC DOD Infornaton Tedholgy•- Deieae Stadardized uPfilet MWL-STD-2045- Mandated
AMIOKt)- Mease Handling Systm•.- Memsge 18500: 1993 (Approved)

Security Protocol (MSP) Paml 1-5
GPC NSA Mesage Secuinty Protool (MSP) SDN.701. Rev. 3.0: Logury

1994 (Approved)

GPC NSA Message Security Protocol (MSP) SDN.701. v. 4.0. Emerging
Rev. A: 1997 (Approved)

IPC ISO Generic Upper LAyer Secity (GULS) - Pt 1: Overview, 11586-1:1994 Informational
Models, and Notation (Approved)

IPC ISO Generic Upper Layer Secunty (GULS) - Pat 4: PoLteting 11586.4:1994 Informational
TanssferSynttb Specifeation (Approved)

IPC ISO "SI Basic Reference Model, Poto 2: Security Arclhtedre 7498.2:1989 Informational
(eare as CCITT X.800: 1991) (Approved)

CPC HIM IP Authenticsaion Header (Al)) RPFC 1826: 1995 Emerging
Draft)

CpC 0MG Common Object Request Broker Archiltece (CORBA) OMG 95-12-1: Emerging
Sectty 1995 (Draft)

CPC IETF S/MIMEi Message Specification: PKCS Security Services dnalt-dusa-,oime- Informationsl
for MIME msg-.pe.-0.t00t, (Draft)

______ _____ ______ ______ _____ September 1996 _ _ _ _
WPC ISO/IEC OSI Securily Frnmeworkt in Open Systems. Put 4: Non- 10181.4 Infonrational

Rejpudiation (same.s ITU-TS X.813) (Draft)

lpc ISO Non-Rqeoliatio Medumatsms Part I: Genera Model 13181-1: 1992 lnformttional
(SC27 N868 (Draft)

)Pro'Ject1.27.06.01))
IPC ISO Non-Repsdiatioe Mectanisms PMl 2: Using Symmetric 13888-2:1994 hlforosivon.)

Enciphetment Algoithm. (SC27 N864 (Draft)

1.27.06.02))
IPC ISO Non-R epdiatioe Medlvisem$ Part 3: Unng Aoymmetoc 13888-3:1992 Informational

Techniques (SC27 N869 (Draft)

1.27.06.03))
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
EPC ISO OSI Didabsied Tmasadion Pwmeswag (n'D). Dmft WDAMs (SC21 N Woanisa

Amm-dma to Pau I to 3: Tmotwon Prates 5232 to !SO (Dra)
Surity 6- 3 1991

3.10.&1.2 Alternative specifications. There are no alternative specifications.

3.10.8.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.8.1.4 Portability caveats. Portability problems in the existing standards are unknown.

3.10.8.1.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.10.8.1.6 Recommendations. The mandated standards are recommended for non-repudiation.

MIL-STD-2045-18500 describes the security provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

MSP provides for signed receipts. S/MIME, an Internet Draft specification, does not provide for
signed receipts.
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3.10.8.2 Electronic signature. (This BSA appears in part 5, part 7, and part 10.) Electronic
signature is the process that operates on a message to ensure message source authenticity and
integrity, and source non-repudiation. Electronic signatures are composed so that the identity of a
silmatory and integrity of the data can be verified.

3.10.8.2.1 Standards. Table 3.10-25 presents standards for electronic signature.

TABLE 3.10-25 Electronic signature standards
Standard Sponsor Standard Standard Status

Type Reference DoD
a (Lifecycle)

GPC NIST Digital Signmm Stmdiud MSS) RIPS PUB Mandated
186:1994 (Approved)

[PC [SO Digital Sigem Sce Givig Mesage Rcovety 9796:1991 Informationad
(Appmved)

CPC III I Privacy Enh ,zt for Internet Electrotc Mail RFC 1421- Informational
1424:1993 (Draft)

[PC ISO Digital Signtare with Appedix -Pan 1: Genewral SC27/Wj2 N294 lnformatiottal
(Ph ':t (Forinaive)

1.27.Wll.01)
IPC ISO Digital Signamt with Appaeiix - Paet 2: Idestity-Baaed SC27•WG2 N295 Informatiomal

Medatima f'oect (Fortative)
I_ I - -_1.27.041.02) ,

WPC ISO Digitsi Sigooure with Appadix - Pat 3: C_.eilicate-Baed SC27/WG2 N296 InfoMoaioeAl
Mlvedtuaero (Project (Fornative)

1.27.08.03)

3.10.8.2.2 Alternative specifications. Rivest-Shamir-Adelman (RSA) Pubh,; Key Algorithm RC-
5 was developed and published in 1994. It is proprietary, but RSA Data Security is working to
have it included in numerous Internet standards. At present, RC-5 is not reconmmended for DOD
use because it is proprietary.

3.10.8.2.3 Standards deficiencies. Deficiencies in the existing standards arfc unknown.

3.10.8.2.4 Portability caveats. DSS applications are not interoperable with non-DSS systems.

3.10.8.2.5 Related standards. FIPS PUB 180-1, Secure Hash Standard, mtst be used with FIPS
PUB 186. FIPS PUB 180-I provides the Secure Hash Algorithm used in get.erating and verifying
electronic signatures.

3.10.8.2.6 R-commendations. The mandated standard is recommended. FIPS PUB 186 is
implemented in the FORTEZZA rryptographic card, a PC card (formerly called a Personal
Computer Memory Card Intemational Association (PCMCIA) standard card) that can be
integrated into personal computers and workstations to provide security in commercial
applications. FORTEZZA is being used in the Defense Message System. FIPS PUB 186 is the
government-wide key cryptographic signature system.
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3.10.3.3 Electronic hashing. (This BSA appears in part 5, part 7, part 8, and part 10.)
Electronic hashing services compute a condensed representation of a ,'-ssage or a data file, often
used as a measure of data integrity checking.

3.10.83.1 Standards. Table 3.10-26 presents standards for electronic hashing.

TABLE 3.10-26 Electronic hashing standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Secwe Hash Stndad (SHS) FIPS PUB IMO- MAnda
1:1995 (Approved)

IPC ISO Huh Fanctions, Pat 1: Oenensi Model 10118-1:1994 Infooaniosa
(Appoved)

IPC ISO Hash Funcios, Pan 2: Hash Funcmions Using an N-Bit 10118-2:1994 Intonns.,onal
Block Cipr Al&oAsm (Approved)

GPC NIST Secw, Hash Standard (SHS) FM5 PUB Indonmnational
180:1993 (Superseded)

IPC ISO HhA Fuwcfiona, Prt 3: Dedicted Hash Fction WD 10118-3, Infomatioaal
JTCI/SC27 N883 (Daft)".'ject

1.27.09.03)
IPC ISO Ha•s Faniom, Pat

4
: H-ash F unctions Usig Modelar WD 10118-4, Iafomatioad
Axithtic JTCI /SC27 N884 (Drf)

(Prject
l.27.09.04 _

3.10.8.3.2 Alternative specifications. There are no alternative specifications.

3.10.8.3.3 Standards deficiencies. Deficiencies in the existing specifications are unknown.

3.10.8.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.8.3.5 Related standards. FIPS PUB 180-1 supersedes FIPS PUB 180 and is required for
use with FIPS PUB 186, Digital Signature Standard.

3.10.8.3.6 Recommendations. The mandated standard is recommended. FIPS PUB 180-1
specifies SHA, which can I ised to generate a message digest. SHA is required for use with the
DSA as specified in FIPS PUB 186 and whenever an SHA is required for federal applications.
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3.10.9 Systemn availability. System availability objectives ensure service availability consistent
with the operational importance of the information or valued assets.

3.10.9.1 Detection and notification. (This BSA appears in part 2, part 9, and part 10.)
Detection and notification objectives ensure that a secure system has the capability to recognize
that it is: under attack; may potentially enter a non-available state; has been compromised; or has
failed in a potentially compromising manner. Guidance in this area focuses on reporting detected
security critical conditions to proper authorities, and implementing predetermined corrective
actions.

3.10.9.1.1 Standards. Table 3.10-27 presents standards for detection and notification.

TABLE 3.10-27 Detection and notification standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC DOD "be DOD Tnidd CoputerSydmms Evaluatio Criteria DOD 5200.28- MNdated

STD: 1985 (Approved)

iPC CCEB Common Critera for Idomon aTedmology Security CC verion 1.0: Emerging
Evaluatoi. (CC) Verrio 1.0 1996 (Drft)

3.10.9.1.2 Alternative specifications. There are no alternative specifications.

3.10.9.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.9.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.9.1.5 Related standards. NSA's C-Technical Report-001, Computer Viruses: Prevention,
Detection, and Treatment, and NIST SP 800-5, A Guide to the Selection of Anti-Virus Tools and
Techniques, provid- guidance on computer viruses. The following specifications support the
TCSEC standr'-.

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation

b. NCSC-TG-015, Version 1, October 1989, A Guide to Understanding Trusted
Facility Management

c. NCSC-TG-0 16, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.10.9.1.6 Recommendations. Th- mandated standard is recommended.
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3.10.9.2 Security recovery. (This BSA appears in part 2, part 9, and part 10.) Recovery
guidance defines provisions to allow system personnel or processes with the proper authorizations
to repair or eliminate the cause of security relevart failures, isolate compromised pcrtions of the
system, and revalidate proper operations prior to returning the system to a fully operational secure
state.

3.10.9.2.1 Standards. Table 3.10-28 presents standards for security recovery.

TABLE 3.10-28 Security recovery standards
Standard Sponsor Standard Standard Status

Type Refererce DoD
ThDO~md~mp~&5y~an.a~o~ri~ia . - . Litecy'cle)

GPC DOD DOD Tmod CompdcrSystems Evaktfio Citiia DOD 5200.28- MaNdale
STD: 1985 (Aplpmved)

IPC CCE o Con Crtma f"o lfoomamto Tedwogoy Se•aity CC vmion 1.0: Emaeagm
Evaluation, (CC) Venion 1.0 1996 (Draft)

3.10.9.2.2 Alternative specifications. There are no alternative specifications.

3.10.9.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.9.2.4 Portability caveats. Portability problems in the existing standards are unknown.

3.10.9.2.5 Related standards. The following specifications are related to the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation

b. NCSC-TG-022, Version 1, December 1991, A Guide to Understanding Trusted
Recovery in Trusted Systems

c. NCSC-TG-015, Versioa 1, October 1989, A Guide to Understanding Trusted
Facility Management

d. NCSC-TG-016, Version 1, October 1992, Guidelines for Writing Trusted Facility
Manuals

3.10.9.2.6 Recommendations. The mandated standard is recommended.
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3.10.10 Security labeling. Security labelirlg is the data bound to a resource (which may be a data
unit) that names or designates the security attributes of that resource. Security labeling includes
security labeling for the following major service areas: user interface, data manaement, data
interchange, graphics, network (data communications), system, and distributed computing.

3.10.10.1 User interface security labeling. (This BSA appears in part 3 and part 10.) User
interface security labeling provides a human readable representation of the internal security labels
associated with data management, data interchange, graphics, data communications, system, and
distributed computing services.

3.10.10.1.1 Standards. Table 3.10-29 presents standards for user interface security labeling.

TABLE 3.10-29 User interface security labeli a standards
Standard Sponsor Standard Standard Status

Type Reference DoD
l (Lifecycle)

Gpc DOD Hman-Computer Intfiac (HCI) Style Guide TARM Volume 8, Mandated
Version 3.0:1996 (Approved)

GPC DOD Compartmeated Mode Workstation (CMW) Evahluaion DDS.2600-6243- Adopted
Criteria 92 (Approved)

OWi DOD CMW Labeig: Encoding Format DDS.2600-6216- lnfomaioonal
91 (Approved)

GPC DOD CMW Labeling: Son=e Code and User Interface DDS.2600-6243. Informational
Guidelines, Revision 1 91 (Approved)

GUC DOD Defene Intelligence Agency Standand User Inoteface Style DIA Style Guide: Informational
Guide for Comepatelcd Mode Workstations 1983 (Approved)

3.10.10.1.2 Alternative specifications. There are no alternative specifications.

3.10.10.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.10.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.10.1.5 Related standards. DOD 5200.28-STD is a related standard. DOD 5200.l-R,
"Information Security Program Regulation," June 1986, establishes DOD policy for security
classification, declassification, and marking of DOD information. It also contains DOD policy for
safeguarding of classified information, including accountability, storage, transmission, and
destruction of the information.

Security-related interface requirements for workstations operating in System High or
Compartmented Mode are discussed in DDS-2600-6243-91 and the DIA Style Guide, which
provide the basis for the security portion of the HCk Style Guide (TAFIM Volume 8).

3.10.10.1.6 R .commendations. Appendix A of the TAFIM, Volume 8, DOD HCI Style Guide,
outlines securit presentation guidelines for workstations and is recommended.
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3.10.10.2 Data management security labeling. (This BSA appears in part 4 and part 10.) Data
management security labeling provides a security service for ensuring that data includes labeling
information in support of mandatory access control security services, marking security services,
handling security services, aggregation security services, sanitization security services, and release
security services. Security labeling services produce and maintain the integrity of the security label
and its binding to the data with which it is associated.

3.10.10.2.1 Standards. Table 3.10-30 presents standards for data management security labeling.

TABLE 3.10-30 Data management security labe inz standards
Standard Sponsor Standard Standard Status

Type Reference DoD

GTh DOD Te DOD Trsd Compter Systems Evaluation Criteria DOD 520-.28- Maded

STD: 19V- (ApWoved)

GPC DOD CMW Labling: Enwding Format DDS-2600-6216- informational
91 (Approved)

GPC DOD CMW Ling: Sore Code d User lnterface DDS-26M06243- Indormauional
Guidelines, Revision I 9 ! (Apmpved)

OPC DOD Compatnented Mode Worictaaion (CMIM Evaluation DDS-26O(-6243- Informational
Criteria 92 (Approved)

3.10.10.2.2 Alternative specifications. There are no alternative standards.

3.10.10.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.10.2.4 Portability caveats. Portability problems with the existing standards ar- unknown.

3.10.10.2.5 Related standards. Data management security labeling should be ccmpatible with
MIL-STD-2045-48501, Common Security Label, for any system with a communications
interface.

DOD 5200.l-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information. It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.10.10.2.6 Recommendations. The mandated standard is recommended. Data management
security labeling should be based of the operating system security label standards. Data
management security labeling should employ binding of strength equal to or greater thaiý that of
the operating system. Compatible security labeling standards include the ability to perform a one-
for-one mapping or translation between security labeling standards.
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3.10.10.3 Data interchange security labeling. (This BSA appears in part 5 and part 10.) Data
interchange security labeling provides a security service to define the format and correctly parse a
security label into the security attributes used by other security services.

3.10.10.3.1 Standards. Table 3.10-31 presents standards for data interchange security labeling.

TABLE 3.10-31 Data interchanpe security label ng standards
Standard Sponsor Standard Standard Status

Type Reference DoD
-Lifec3,cle)

GPC DOD Comnoen Scurity Labl (CSL) MIL-STD-2045. lWandaid
48501: 1995 (Approved)

OPC DOD .W LAbeling: Encoding Forsmn DDS-2600-6216- Iuformatioea
91 (Appboved)

GPC DOD CMW Labeling; Soure Code and User Inerfisce DDS-2600-6243- Infornaiooal
OGldelines,,Revoion 1 91 (Approved)

UPC DOD Coapartomsited Mode Workstation (CMW) Evaluaioe DDS-2600-6243- hdoemtioe.J
Criteria 92 (Approved)

apc NIST Standard Security Label (SSL) for Ifommion Trnnsfer - FIPS PUB Infomaional
188:1994 (Approved)

IPC ITU-T Messge Hamnling Sygmms: Mem Trmader Syslem: X.41 1:1992 Informational
Abstrea Srvice Defieloon and Procedures (Approved)

CpC 'SIG Tuted Secauity lnfonnation Exchange for Restrited SIX (RM) 1.1 Emerg&
Envierocmat (Draft)

3.10.10.3.2 Alternative specifications. There are no alternative specifications.

3.10.10.3.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.10.3.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.10.3.5 Related standards. DOD 5200.28-STD is a related standard.

DOD 5200.1-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information. It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.10.10.3.6 Recommendations. The mandated standard is recommended. TSIG TSIX(RE) 1.1
includes options compatible with MIL-STD-2045-48501.
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3.10.10.4 Graphics security labeling. (This BSA appears in part 6 and part 10.) Graphics
security labeling provides a security service for ensuring that graphic, data includes labeling
information in support of mandatory access control security services, marking security services,
handling security services, aggregation security services,..nitization security services, and release
security services. Security labeling services produce and maintain the integrity of the security label
and its binding to the data with which it is associated.

3.10.10.4.1 Standards. Table 3. 10-32 presents standards for graphics security labeling.

TABLE 3.10-32 Graphics security labelin standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

OPC DOD TheDOD Trusd Computer Systems Evaluuion Criteria DOD 520D2& Mduated
STD: 1985 (Appmoed)

GPC DOD CMW Labeling: Encodig FonmW DDS.26.6216. nfonnaioal
I11 91 (A-pvd

"GPC DOD CMW Labi: Sate Codea d UserIoedace DDS.2600.6243. Iformationsd
Guidelines Revision I 91 (Aproved)

GPC DOD ConmaxtoA Mode Workatalion (CMW) Evaluteion DDS-26h0-6243. Infnormtional
Criteli 92 (Appoved)

3.10.10.4.2 Alternative specifications. There are no other specifications.

3.10.10.4.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.10.4.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.10.4.5 Related standards. Graphics security labeling should be compatible with MIL-STD-
2045-48501, Common Security Label, for any system with a communications interface.

DOD 5200.1-R, "Information Security Program Regulation," June 1986, establishes DOD policy
for security classification, declassification, and marking of DOD information. It also contains
DOD policy for safeguarding of classified information, including accountability, storage,
transmission, and destruction of the information.

3.10.10.4.6 Recommendations. The mandated standard is recommended. Graphics security
labeling shocld be based on the operating system security label standards. Graphics security
labeling should employ binding of strength equal to or greater than that of the operating system.
Compatible security labeling standards include the ability to perform a one-for-one mapping or
translation between security labeling standards.
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3.10.10.5 Data commnunications security labeling. (This BSA appears in part 7 and Part 10.)
Data communications security labeling encompasses the application of security labeling, which is
used as the basis for mandatory access control security services and release security services.

3.10.10.5.1 Standards. Table 3.10-33 presents standards for data communications security
labeling.

___ TABLE 3.10-33 Data commuunicationis security la elna standards_ __
Standard Sponsor Standard Standard status

Type Reference DoD

Opc DOD Contatoo Saeuiy Label (CSL) MIL-5T1)2045- MNssAle
49501: 1995 (Appsooed)

WeC ISO Tsesssport Layoerecurity preotool IL.P) (hiodesse 10736:1994 Iefosmos1"ionsal
Asoendafres 1) (Aprxoved)

[PC ISO Navor Lyer Scuity protoor l (NLSP) 11577:1994 lafosmablionsl
(Approved)

[PC [SO 051 Basic Reference Model. Pust 2: Seaaity Ardatodre 7498-2:1989 ldofmosmsios
("Msn s C~flX.800I99I) (Approved)

GPC DOD CMW Laelsieg: sicodieg Forma~t DDS-260D-6216. Iftolntstioeal
91 (Approved)

GPC DOD CMW L.abineig: Source Cc*e sad User Isoosfam DDS-260D.6243. leforrmsiioesi
Guidelines.Roviriont 1 91 (Approved)

OPC DOD Comtpasmesslod Mode Wodrknoiso (CMW) Evsloslion 0DD2600~6243. Iftformaotional
Croiteri 92 (Appruved)

GPC 141ST Slsssdsrd Security Labrel (SSL) for hsfomusson Transifer KPS0 PUB leformnationa
198:1994 (Approved)

CPC IEf DoD Seetiy Osfi fordte , IsesrslPrtool RFC 1108:1991 Legacy

CPC ffi1M Revised loleret Pmoo~lSeweiry01Oiora (RIPSO) RFC 1038:1988 lotformsltioea

CpC 7510 TnUslod Secaity Inefrmetatiors Eodisege for Restrictd I ThIX (RE) 1.1 Emwlrxing
Eawoinoseuo I (Draft)

NpC [BEE SWWWsg for Ioteroiperoaite LAN Scurity-PasO (G: Stasotardi 9 02.l0gJD7 Esoero~g
for Sesanity Labeling woldki Secuare Data Excitsoge I(Draoll

3.10.10.5.2 Alternative specifications. There are no alternative specifications.

3.10.10.5.3 Standards deficiencies. Deficiencie~s in the existing standards are unknown.

3.10.10.5.4 Portability caveats. Portability problems related to the existing standards are
unknown.

3.10.10.5.5 Related standards. DOD 5200.28-STD is a related standard. DOD 5200.l1-R,
"Information Security Program Regulation," June 1986, establishes DOD policy for security
classification, declassification, and marking of DOD information. It also contains DOD policy for
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safeguarding of classified information, including accountability, storage, transmission, and
destruction of the information.

3.10.10.5.6 Recommendations. The mandated standard is recommended and should be used for
new acquisitions. MEL-STD-2045-48501 supports the exchange of security attributes, for
example, sensitivity labels. It provides a means to label and protect data as it passes through
communications systems and implements FIPS PUB 188 for the DOD environment. MIL-STD-
2045-48501 and FIPS PUB 188 apply only to layers 3 and 4. TSIG TSIX(RE) 1. 1, "Trusted
Systems Interoperability Group, Trusted Security Information Exchange for Restricted
Environments," includes options compatible with MIL-STD-2045-48501.

IEEE 802. lOg is consistent with the SSL and the CSL.

RFC 1108 makes RFC 1038 obsolete. RFC 1108 should be used for legacy systems only. RFC
1038 is not recommended.
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3.10.10.6 Operating system security labeling. (The BSA appears in part 8 and part 10.)
Operating system security labeling provides a security labeling service in support of end system
processing. This service is required to support similar or shared service for all other MSAs
having security labels. This service includes any translation services to support other MSAs,
achieve host system independence, or protect host identity.

3.10.10.6.1 Standards. Table 3.10-34 presents standards for operating system security labeling.

TABLE 3.10-34 Operating system security Iabeinstandards
Standard Sponsor Standard Standard Status

Type Reference DoD

OPC 00 he~D~ra~ecmrystma~vua~oo~I~ea ~(Lifecycle)a DOD Thw DOD TraAW Camputer Systmsi Evalumim• Criteria DOD 520D.28. M•lanedW

STD: 1985 (Aprved)

GPC DOD CMW LabeliAg: EOcbdiq Fomot DDS-2600-6216- lkomutiional
91 (Approvd)

GPC DOD CMW Labeing: Source Code and Ufer lntedace DDS.2600-6243. Iniormeaioeaw
dHdIaa, R.vinwi I 91 (Approved)

GPC DOD CorpMatmented Mode Woritaaion (CMW) E&uataion DDS.2600-6243. Infomational
Criteria 92 (Appreoved)

NPC iEEr Stndard for herpemab•e LAN Secity-Part G: Standiud 802.10g/D7 Emerging
forSeowity Laeling witdin Secre Data Exchange (Draft)

3.10.10.6.2 Alternative specifications. There are no alternative specifications.

3.10.10.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.10.10.6.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.10.6.5 Related standards. DOD 5200.1 -R, "Information Security Program Regulation,"
June 1986, establishes DOD policy for security classification, declassification, and marking of
DOD information. It also contains DOD policy for safeguarding of classified information,
including accountability, storage, transmission, and destruction of the information.

3.10.10.6.6 Recommendations. The mandated standard is recommended.
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3.10.10.7 Distributed coutputing security labding (This BSA appears both in part 10 and part
11.) Distributed comvputing security labeling provides a security labeling service to support
mandatory access controls within a distributed environment.

3.10.10.7.1 Standards. Table 3.10-35 presents standards for distributed computing security
labeling.

TABLE 3.10-35 Distributed computing security [a eln standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GK DD Ma e DOD Tnied Computer Sysms Ev-'ation Crterk DOD 520D.23. Mandated
STD: 1985 (Approved)

OPC DOD Tmod Database Magefme Sysem Intemtation of the NCSC-TG- 2I, Moodatod
Truaed Compuer System Evaluation Crteria Venice 1 1991 (Appeoved)

GPC DOD Coomjtmoled Mode Workstadio (CMW) Evatiation DD5.2600-6243. informational
Criteria 92 (Approved)

GPC DOD CMW oaooe: SmCode C d User Itedcoe DDS.2600-6243- Womialional
Or15"OW,.Revision I 91 (Approved)

GPc DOD CMW Lbeling: E=codirg FPorest DDS-2600.6216- lIformational
91 (Approved)

U'C ISO 05I Basic Rdefrnce Model. FP t 2: Secraity Ardhitedoe 7498.2:1989 lnfomiatioWal
(same s CCIIT X.8O0 1991) (Approved)

3.1.10.7.2 Alternative specifications. There are no alternative specifications.

3.10.10.7.3 Standards deficiencies. The subjects and objects requiring security labeling in a
distributed computing environment have not been standardized or identified in any standardized
framework.

3.10.10.7.4 Portability caveats. Portability problems with the existing standards are unknown.

3.10.10.7.5 Related standards. DOD 5200. I-R, "Information Security Program Regulation."
June 1986, establishes DOD policy for security classification, declassification, and marking of
DOD information. It also contains DOD policy for safeguarding of classified information,
including accountability, storage, transmission, and destruction of the information.

3.10.10.7.6 Recommendations. The mandated standards are recommended.

The DGSA (TAFIM Volume 6) provides general architectural guidance for information domains
which can exist in a distributed environment. The properties of information domains share some
similarities with security labels in a distributed environment.
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3.11 Distributed computing. Distributed computing provides services and tools that support the
creation, use, and maintenance of distributed applications in a heterogeneous computing
environment. This includes specialized support for applications that may be physically or logically
dispersed among computer systems in a heterogeneous network, but yet wish to maintain a
cooperative processing environment The classical definition of a computer becomes b)urred as
the processes that contribute to information processing become distributed across a facility or a
network. As with other cross-cutting services the requisite components of distributed computing
services typically exist within particular service areas. They are described in subsequent
paragraphs but include global time, data, file, name, remote procedure call, security and threads.
NOTE: throughout Part 1I, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus=NPC
b. International Public Consensus=IPC
c. Government Public Consensus=GPC
d. Consortia Public Consensus--CPC
e. Consortia Private Non-Concensus--CPN-C
f. National Public Non-Consensus=NPN-C

3.11.1 Introduction and overview of distributed computing (general discussion). Distributed
computing services allow users and application developers to maximize the computing power
found in today's networks by transparently assigning tasks to the most appropriate processors.
The software in distributed computing systems will mask the specific data formats of each
machine and allow access to all applications from any platform on the network. (Air Force
Technical Reference Code)

3.11.2 Client/Server. Architecture in which the client (personal computer or workstation) is the
requesting machine and the server is the supplying machine (LAN file server, mini, or mainframe).
The client provides the user interface and performs some or all of the application processing. The
server maintains the database and processes requests from the client to extract data from or
update the database. The server also controls the application's integrity and security.

Distributed client/server systems allow applications to interoperate on a variety of platforms
regardless of the manufacturer of the underlying hardware, operating system, or networking
software. They include such services as: remote procedure call which lets applications, or
portions of applications, call for a procedure from a remote system; naming services which let
users access network services by name without the necessity of knowing where the resource is
located; and timing services which regulate system clocks on each network computer so that they
match each other.

3.11.2.1 Threads. (This BSA appears in both part 8 and part 11.) A traditional UNIX process
has a single thread of control. A thread of control, or more simply a thread, is a sequence of
instructions executed in a program A thread has a program counter (PC) and a stack lo keep
track of local variables and return addresses. A thread is one transaction or message in a
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multithreaded system or an individua' rccess within a single application. Thread interfaces are
specifications for interfacing with these processes.

Thread services provide an underlying service for multiple concurrent executions within a single
computer process. They are designed to allow independent operation and are essential for
functions such as multiple process communications in a distributed computing environment.
Threads provide improved software responsiveness through increased use of the inherent
synchronous execution (i.e., parallelir i) of programs. The threads service in DCE allows all
DCE-enabled applications to execute multiple actions simultaneously. Applications can accept
information from users, execute RPCs, and access databases at the same time. The threads
service is used by several DCE services, including the RPC, Security, Directory, and Time
Services. The OSF has designed the threads service to be easily accessible by programmers
wishing to use it in applications. Services can be accessed through the C programming language,
and through other high-level program-ning languages.

3,11.2.1.1 Standards. Table 3.11-1 presents standards for threads.

TABLI' 3.11-1 Threads standards
Standard Sponsor Standard Standard Status

Type Reference DoD
1: - (Lifecycle)

Ipc ISO/IEC Portelble 0,mrsng System LanrWw (POSIX) Pan 1: 9k45.1:1996 Mtt'Led
System API (Replace* ISO 9945-1:1990 and incooponses (Approved)

HM 1003,1b. 1003.., and 103.10)
CON-C I- ,vIkoft Window Mamrunaem and Oraphic Device Inicdae, Win32 APIs Mandatod

Volume 1 tmoWft Win32 Progrunenw' Refenrmae (Approved)
Manual. 1993, Micuft Press

NPC IS- POSIX Put 1: System Applitlaon Program Intedrace 1003.1c:1995 Inormational
(API) Amendment 2: Thmeds Extemion IC L.Mguagel (Approved)

CPC OSF IWLtWg dCompsting Envircment IQi) Thieada DCE 1.1 Iaformational
(based on the d,,f 4 venion of IEEE 1003. Ic,) Threads: 1994 (Approved)

NPC IEFA POSIX.P-t I: Systm API - Amend. a: Technical P1003. hi Ernerg&g
Conigenda to Threads APN Extenions (C Laguage) (Fonnative)

CPC Y Open "gon fl Exteonsio Aspen Threads Informnational
(Fomutive}

3.11.2.1.2 Aiternative specification. , n.m OSF/l Operating System's Mach-Based Multithreaded
Kernel is also available.

3.11.2.1.3 Standard deficiencies. Because the Pthreads interface is not designed specifically for
Ada, it can impose;,, great overhead rjrden on an Ada run-time system. The Ada rendezvous
feature is not supported by Pthreads, which is a major problem for real time applications.

OSF DCE Threads are incompatible with Ada Tasking. Programmers can use one or the other,
but not both. Since DCE Threads underlie OSF RPC, Ada programmers should be cautious in the
"-e of tasking. (Reference: Understanding DCE by Rosenberry, Kenney, and Fisher)
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3.11.2.1.4 Portability caveats. Ada83 and, to an even greater extent, Ada9x already contain
many of the capabilities defined in the 1003.1c standard. This can cause many conflicts with Ada.
Vendors may implement Ada tasks in a way that interferes with the implementation of Pthreads.
Also, iW the Ada vendor does not implement tasks as Pthreads, conflicts may arise between what
Ada can and cannot do and what Pthreads can do. For example, the Ada rendezvous feature is
not supported by Pthreads. On the other hand, Pthreads provides some extended features, such as
dynamic priorities, that have not been standardized by the Ada language, but that are in demand,
especially by real time users.

3.11.2.1.5 Related standards. The following standards are related to threads services:

a. IEEE P1003. le: Security Interface Standards for POSIX.

b. IEEE P1003.21: POSIX - Real Time Distributed Systems Communication.

c. NIST FIPS 151-2:1993, Portable Operating System Interface (POSIX)-System
Application Program Interface [C Language] (ISO/IEC 9945-1:1990) 1993.

3.11.2.1.6 Recommendations. The mandated standards are recommended. The operating system
standards mandated by the JTA Version 1.0:1996 (ISO/IEC 9945-1:1990, IEEE 1003.1b:1993,
IEEE 1003.1c:1995, and IEEE 1003.1i:1995) are all incorporated in the new ISO/IEC 9945-
1:1996. The OSF DCE threads is based on a draft version of IEEE P 1003. 1 c Pthreads. OSF
intends to move to the new IEEE 1003. lc standard in a future version of DCE. In the meantime,
DCE users should specify DCE threads to ensure compatibility with currently available DCE
products. However, they should also specify that these products will be able to migrate to the
new version of DCE when OSF adopts the approved 1003. lc standard.

To the extent an Ada runtime system uses standard POSIX interfaces, it will be portable across
operating systems compliant with POSIX. Some of the problems caused by Ada operations not
currently mapped to Pthreads will be resolved by the Ada binding to the 1003. Ic Pthreads
standard.
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3.11.2.2 Remote procedure cail. (This BSA appears in part 8 and part 11.) Remote procedure
call (RPC) is a comrmunication service to transfer procedure calls to a remote server and return
results, errors, or associated call backs (ECMA 127). The RPC extends the local procedure call
to a distributed environment. In a RPC, a process can invoke a remote procedure as if it were
invoking a local procedure. SC2lIWG6 proposes to address RPC using Interface Definition
Notation (IDN) that is based on abstract data types rather than on a union of programming
language-specific data types.

3.11.2.2.1 Standards. Table 3.11-2 presents standards for remote procedure call.

TABLE 3.11-2 Remote procedure call standards
Standard Sponsor Standard Standard Status

Type Reference DoD

CpC XAVpm X/Open DIZE: Ruemte Proeduire Call C309 (0j4) leormaiopal
(Appmve4)

CpC UlF Open Netwotk Computing (SUN ONC) Raemte Procedae RFC 1057:1988 informational
Call (RPC) (Apporved)

WPC ISO O Relmotee meclmCAii(MPC)eplace.DIS 11578 11578.2 lnformatioenJ
PrI ThmPTrr4) (Dmft)

NPC ME POSX- Part 1: Proteel lnlepnrdent lntesfam P1003.1l; ametring
aDmft)

NPCE POSI N - Pot 1: Sysem API Amendmoent: Reat-Time P1003.21 EmergingI Distinbuted Sytatmo Coemrmuicatiomn I (Dmft)

3.11.2.2.2 Alternative specifications. There are no alternative specifications.

3.11.2.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.11.2.2.4 Portability caveats. AUl the indicated RPCs are unique. They do not interoperate.
Systems using different RPCs are not interoperable, nor are their applicaio, s portable across
different RPCs. No RPC conformance tests are available.

3.11.2.2.5 Related standards. The following standards are related to RPC:

a. Common Language Independent Data Types (CLID) (ISO 11404).

b. Common Language Independent Procedure Call Mechanism (CLIP or CLIPCM).
SC221WG I I has recommended that there should be a cross reference between the
standards.

C. NIST FIPS 146-1:1991: Government Open Systems Interconnection Profile
(GOSIP), ISO 8822, ISO 8823 (SIA-5.8) Presentation (Layer 6), Session (Layer
5) ISO 8327 (SIA-5.9).
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d. NIST FIPS 146-2 POSIT: May 1995.

3.11.2.2.6 Recommendations. The Open Software Foundation (OSF) Distributed Computing
Environment (DCE) is recommended. A migration path to the ISO RPC also should be required
as soon as that standard is in final form.

The IEEE P1003.21 draft standard includes interfaces for the support of request/response
services.
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3.11.2.3 Distributed timing service. (This BSA appears in part 8 and part 11.) Distributed
timing service (DTS) guarantees synchronization among all system clocks in a distributed
network. Synchronized timing is necessary to maintain scheduling of activities and sequencing of
events. DTS uses RPC in the communications between DTS clients and DTS servers. It also
uses RPC in the protocol between a Time Server and a Time Provider. Since DTS is based on
DCE RPC, which uses DCE Threads, DTS also uses Threads. DTS depends on CDS to find
Time Servers and their locations. GDS may be used indirectly if a Global Time Server is
registered in a foreign cell registered in the X.500 namespace. DTS uses the DCE Secturity
Service to authenticate its interactions.

3.11.2.3.1 Standards. Table 3.11-3 presents standards for distributed timing service.

TABLE 3.11.3 Distributed timing service smndards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

cIc OSF Distributed Computing Eirviroment MME Distribued DM 1.I MAMiW

T'rm service (DTS) DTS:1994 (Approved)

CPC EM Network Time Protocl (V3) RFC 1305:1992 Madated
(Approved)

Cen XXO4-pen DCE: TiTeeice. C3010(10d94) nfomnationu
(Approved)

NPC IEEE POSIX - Part 1: Advmnced Reakitme Systern API Extension PI003.1j Emeeging
(C Language Binding) (Draft)

NPC IEEE POSIX- Pat 1: Systern API Amenrcrirt: Real-Time P1003.21 Emerging
Distributed Systean Coairanrarleioa s (Draft)

3.11.2.3.2 Alternative specifications. The following specification is available:

a. SAE ARD 50067 Draft: Avionics Operating System API Requirements.

3.11.2.3.3 Standards deficiencies. ISO/IEC 9945-1:1996 which incorporates IEEE 1003. 1 b
contains time services related to high resolution real time timers, but internationalization and
highly functional, system-wide clocks are beyond its scope. The IEEE P1003.1j draft standard
extends the model of 1003.1 b Clocks and Timers to include access to a monotonic clock and a
synchronized clock; however, like 1003. l b, the actual implementation of these clocks is beyond
the scope of the standard.

To date, therc is no standardized API for the management of distributed time services. However,
the IEEE P1003.21 working group intends to develop an API for time management services,
which would include such time management protocols as NTP and DTS.

3.11.2.3.4 Portability caveats. If the time services are to be used in building internationalized
programs, portability is unlikely. Behavior is not portable across systems in whici, one supports
the nanosecond-resolution timers specified by the SVID and Berkeley Unix. However, the IEEE
P1003. lj draft standard provides applications with explicit access to a synchronized clock,
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utilizing the portable standard interfaces provided in IEEE 1003.1b (incorporated in ISO 9945-
1:1996).

When several applications are executed simultaneously, problems may occur when remote
application components are out of time synchronization with each other. DCE takes care of this
by synchronizing all the host clocks on the system through its DTS.

One compcnent of the DTS clerk reads the clocks for a certain time interval on each of the host
machines through software called the DTS server. The DTS clerk then computes the midpoint
between all the time intervals to determine a new average time and resets the clocks of each hosL
The DTS also can read time from an outside source, such as the Universal Coordinated Time
Standard through a telephone or radio, then set host clocks to this time,

3.11.2.3.5 Related standards. IEEE 1003.1b is related to this service.

3.11.2.3.6 Recommendations. Procurements should use the time services corresponding to the
operating system being specified in the procurement. OSF DCE Timing should be specified for
distributed systems.
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3.11.2.4 Distributed file services. (This BSA appears in part 8 and part 11.) Distributed file
services (DFS) is a distributed client/server application, built on the underlying DICE services. It
takes full advantage of the lower-level DICE services (such as RPC, Security, Threads, and
Directory) and the distributed computing system. DFS provides many advantages over
centralized systems. It provides a higher availability of data and resources, the ability to share
information throughout a very large heterogeneous system, and efficient use of Special computing
functionality. Files are made highly available through replication, or caching, making it possible to
access a copy of a file even when one of the machines on which a file is stored goes down.
Further, users are able to work with unfamiliar file systems without having to know the unique
commands for each system.

File Transfer, Access, and Management (FTAM) allows for the effective transfer, access, and
management of different file types on remote systems by creating a virtual filestore that emulates
the file services offered by existing file service systems.

Remote file access is the ability to access and/or change a file type or content at a location other
than the user's. Remote file access is associated with distributed processing/client-server
architectures, and is not used in host-termtinal architectures.

3.11.2.4.1 Standard. Table 3.11-4 presents standards for distributed file services.

TABLE 1.1.4 Distributed file services standards _____

Standard Sponsor Standard Standard Status
Type Reference DoD

- - - (Lifecycle)
CPC 051' ~ uWop~S; m*tDMitbu DCE 1.1 DW5:1994 Mandated!

Pile Service (01'S) (Approved)

CJpc DOD DoD Stodwdedzd Profiles.- Pile Treanfer. Amesa &nd MEL-5TD3-2045- Informational
Managementi (TAM)- Pamt 1,4. andl 5 (References ISO 17508 . Paris 14. APProved)

__________5571 parts 1-5) andS5: 7/94
CPC 75/pe Protoolsa for 75/Opeu, PC Wntrworkie: SMdE. Version 2 C209 (10/2) Informational

(Approved)

CPC X/opes, Prolocols for X/peo InterwooIdeg: XNFS, Issue 4 C218 (10192) Inorfoslortal
(Approved)

NPc IEEE 081 API - PioTransfer. Acmea,aed Manamo,,en (FTAM) 1238.1:1994 lofossosejoosl
(C Laeguage) (Approved)

WEE188 POSIX, Pan 1: Noework.TrnspaprentFile Access PI(83.lf Esoeging
(Draf)

C 101317 NFS: Network File System Protocol Speociicalion RFC 1094:1989 Info : ational
(Not

_______ ______________________________ 
eo,.L ndd

3.11.2.4.2 Alternative specification. The only other available specifications are proprietary.

3.11.2.4.3 Standard deficiencies. Limrited-Purpose File Transfer, Access and Management
(FTAM) subsets do not provide file access capabilities. Only Full-Purpose FTAM subsets provide
such capabilities. Limited-Purpose FTAM subsets cannot interoperate fully with Full-Purpose
FTAM subsets.
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IEEE Transparent File Access (TFA) addresses the POSIX.I refinements needed for file access,
but ignores the behavior of other facilities needed for file access between nodes, such as signals.

The Remote File System (RFS) is associated mostly with Unix-based systems rather than with
heterogeneous operating systems on legacy systems as the Network File System (NFS) is.

NFS security uses the not very secure traditional Unix authentication and permissions. Secure
NFS is not as secure as it could be because it ships security information around the network.

Although the Andrew File System (AFS) can provide good networked performance because it
supports client caching, this requires large amounts of memory and disk buffer space, as well as a
potentially long time for the first remotely accessed data to be downloaded

3.11.2.4.4 Portability caveats. The SVID provides facilities for getting file system information
about a mounted file system, but none of the SVID functions ("statvfso," "sftatvfso," and
"ustato") are compatible with OSF/l's comparable functions ("stalfs)," "fstatfso," and "ustato").
X/Open specifies enhancements to the "popen" and "pclose" system calls.

Because TFA does not go beyond the POSEX.I refinements needed for file access and address the
behavior of other facilities (e.g., signals) between nodes, a portability risk exists in using TFA.
between nodes. The TFA has two specifications, full TFA (which provides all of the file access
services specified in ISO 9945-1) and Subset TFA (which defines file access semantics, which are
less stringent than POSIX requires. Subset TFA also is designed for use with non-P1003.1 file
systems. Consequently, it is possible to have two systems compliant with TFA, which are not
compatible with each other, and which also may not be totally compatible with the core POSIX.I
file system.

The AFS is a superset of NFS, and IEEE TFA is a superset of AFS and NFS. Thus, a little
backward compatibility exists between TFA and AFS and between AFS and NFS.

Systems using different FTAM subsets cannot be assured of portable applications or
interoperability.

3.11.2.4.5 Related standards. The following standards are related to distributed files or
distributed file standards:

a. ISO 9945-1:1996: (POSIX.I) System Interfaces.
b. IEEE 1224:1993: OSI Abstract Data Manipulation -API.
c. IEEE P1351: Association Control Service Element (ACSE) API.
d. RFC 1057: ONC Remote Procedure Call (RPC).
e. OSF:DCE RPC.

3.11.2.4.6 Recommendations. The OSF Distributed Computing Environment (DCE) Distributed
File System is recommended for distributed computing environments based on TCP/IP.
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MIL-STD-2045-17508 is recommended for legacy systems interoperability. Parts 1, 3, and 6 of
the MIL-STD support only the Limited-Purpose FTAM (simple file transfer and management)
system. This system does not provide file access capabilities. The MIL-STD-2045-17508, parts
4 and 5 support Full-Purpose FTAM (Positional file transfer, simple file access, and
management)) system. Users requiring remote file access capabilities, based on OSI standards,
should use parts 1, 4, and 5 of the MIL-STD.

An API to F1'AM is provided by IEEE 1238.1.
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1.11.2.5 Distributed directory services. (This BSA appears in part 4, part 9, and part 1 1.) A
directory or naming service provides a standardized naming scheme, a Standardized interface with
the naming facilities, and the ability for the interface to provide transparent access to a variety of
namidng schemes and mechanisms (e.g., DICE).

Directory service applications convert a name into a physical address on a network, providing
logical to physical conversion. Names can be user names, computers, printers, servers, or files.
This enables users to find these resources without knowing their locations. The transmitting
station sends a name to the server containing the namning service software, which sends back the
actual address of the user or resource.

3.11.2.S.1 Standards. Table 3.11-5 presents standards for distributed directory services.

TABLE 3.11-5 Distributed directory service standards
Standard Sponsor Standard Standard status

Type Reference DoD
____ ____ ____ ____ ____(Lifecycle)

(OMW. and Call) Servie Direedory:[994 (Appeoved)

[PC ISO Open Syens Item r win5ueService Definition 8326:1997 Infarinationa]

I (Approved)

[PC ISO Open Systas nem~ nci,.onnt~cOin 8327:1987 [efortnationoll
essalion Protocol (Approved)

[K.' ISO Open Systemto Inseerconrsedioes-asuic Connection Oriented 9822:1988 [eforrneoionusl
Pmenssdwlo Service Definitio (Approved)

U5C ISO Open Syskenh laten ucirtiedn-Connections-Onented $823:1988 Weorniatonal
Presentsation Protocol (Approved)

[PC ITU-T The Directory: Models 17C-ref. ISO 9594-2) X.501 (1993) (efoneasionill
(Appeoved)

[PC [[1J-T The Directory: Audiientication Prumiewoak (X.,ef: ISO X.509, Version 3: leforneaeional
9594.8) 19"3 (Approved)

[PC [TU-T Thie Dircory: AbstrctServiceDefinitionelX-ref: [SO X.51[1([993) loformraionsl
9594-3) (Approved)

[PC [TU-T The Directory: Procodorse for Distrebuted Operation (X- X.518:1[993 [otfeornaiortal
ref: [SO 9594-4) (Approved)

[PC [TUJ-T The Directory: Peotovo Speocsifi oei )3C-rf: ISO 9594-5) X.5 19 (1993) Ioforostivonl
(Approved)

[PC ITU.-T The Direcary: Selected AttributesTypes lX.ref. ISO X.520 ([9931 [ofonoativoal
9594.6) (Approed)

[PC [TU-T The Directory: Selected Object Cuasoe. IX-ref: ISO 9594. X.52](1(993) )ofornootjono)

7) (Approve)

[PC [TU-T Thie Directory: Replication X-ref: [SO 9594-9) X.525(1993) [oforniational
(Approed)

CPC XjOpen Federated Narning: The XFN Specification C403 (7/95) Info~rolivonl
(Approvd)

NEC [EEL 1) drooy ,mriveafNse space API 1224.2:1993 Iofororarieoo(
(Approvd)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
GPC DOD Domain Name Servioe Pfile (Rdenmne LAB STD 13 MK1STD-2045- hinomodiom

(RFC 1034,1035)) 17505:1994 (Appwmed)

3.11.2.5.2 Alternative specification. ' - e are no alternative specifications available.

3.11.2.5.3 Standard deficiencies. Deficiencies in the existing specifications are unknown.

3.11.2.5.4 Portability caveat.. Portability problems related to the existing specifications are
unknown.

3.11.2.5.5 Related standards. There are no related standards.

3.11.2.5.6 Recommendations. OSF DCE directory services are recommended for DCE
applications. For more information on non-DCE directory services, see the Host Application
Support BSA in part 7, Communication Services.
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3.11.3 ObjeAts. These services define the rules for creating, deleting, and managing objects.

3.11.3.1 Object request broker. (This BSA appears both in part 8 and in part 11.) The Object
Request Broker (ORB) provides a mechanism for accessing objects anywhere in a distributed
computing environment. It provides a method for defining objects and their interfaces. In
operation, the ORB provides routing, address resolution, and authentication services, as well as
parameter marshaling and conversion if necessary.

3.11.3.1.1 Standards. Table 3.11-6 presents standards for object request brokers.

TABLE 3.11-6 Object request broker standards
Standard Sponsor Standard Standard Status

Type Reference DoD

- (Lifecycle)
CPC OM Cowma Obed Rzwt Broker A0MGthoun (CORBA) CORBA 2.0:1995 Mandated

Vonion 2.0 (indud 0 RBAservim ad (Approved)
CORBAI/diilm)

SXAjpM Coman object Reqw, Broker. Ardchitectu mad C432 (8094) wifoemiioenl
Spedfiiion (Approved)

CPC X/OpOn Common Object Se~oie, Vol I & 2 P4321PS02 Inflonulional
(Approved)

CPC OMG Common object Requeat Broker Architecture (CORBA) CORBA Infonroiaolc
Verion 1.2, (Same u XiOpon C432) Spedfication Ver. (Approved)

1.2 93-12-43
CPC OSF Dluibated Computing Environmoent (DCE) ICE 1.1:1994 Infomlmionai

(Approved)

CiC TOG Dii•ilotrl Cowman Object ModeVAchiveX 1COMIAcv eX Inforoatlo(Draf)

CPC X/Open Common Objed Requmt Broker Archlitwcare (CORBA), P210 Infonrational
Version 1.0 (0•)2) (Same = OMG specification 91-12-1) (Superseded)

3.11.3.1.2 Alternative specifications. There are no alternative specifications available.

3.11.3.1.3 Standards deficiencies. At present, there is no independent test for conformance to
any version of the CORBA specification.

CORBA 1.2 (also called CORBA I.X) includes a standard Interface Definition Language (IDL)
for defining objects. The IDL is not the same as OSF DCE Remote Procedure Call IDL, although
there are similarities. CORBA 1.2 also defines a standard API for accessing ORB services, such
as those needed to declare that an object is available for use, or to access an object.

CORBA 1.2 does not include a specification for interoperability between ORB's, therefore ORB's
from different vendors are likely to be incompatible. This is a major feature of the new CORBA
2.0. OMG's CORBA 2.0 specification allows for two types of RPC mechanisms: (1) a mandatory
General Inter-ORB Protocol (GIOP), and an optional DCE RPC protocol. ORB's that use
different methods will still not be interoperable. CORBA 2.0 does not specify other types of
distributed computing services (e.g. remote procedure cafl(RPC), security, directory, time,
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threads, Mile system, and administration). Therefore, while CORBA 2.0 ORBs will interoperate,
higher level distributed services (security, directory, etc.) may not.

CORBA requires a "mapping" of IDL into each application programming language that is used.
Mappings exist for C, C++, and Smalltalk, and an Ada95 mapping is under development.

3.11.3.1.4 Portability caveats. Applications developed for one ORB are likely to be portable to a
different ORB. However, the lack of interoperability specifications means that an object
implemented on one ORB can usually not be accessed from a different ORB. In order to be
interoperable, a system must select a single vendor's ORB for use across the enterprise.

All vendor claims for conformance to CORBA 2.0 should be matched by product demonstrations
in the target environment before final contract award is made. If no such demonstration is made,
serious interoperability and security problems could result, particularly in multi-vendor
environments.

3.11.3.1.5 Related standards. The following standards are related to ORBs or their standards:

a. Component Integration Laboratories Inc. (CILabs):OpenDoc
b. Taligent inc.:CommonPoint
c. Next Computer Inc.:OpenStep

3.11.3.1.6 Recommendations. Users buying distributed object technology from multiple vendors
must be cautious. The use of ORB technology should be limited to pilot projects and programs
with a limited number of sites. If an ORB is used, the Object Management Group (OMG)
CORBA (Common Object Request Broker Architecture) Version 2.0 is recommended. The
vendor must provide a plan to migrate to CORBA 2.0 with the DCE RPC as soon as possible.
The vendor should also be required to state his proposed solutions to the other distributed
computing services listed above, and to identify how these solutions relate to the distributed
computing services already in the user's inventory.

Because of the lack of ORB interoperability, OSF DCE is the preferred solution to distributed
computing requirements in the near term. OSF DCE provides the following distributed
computing services: RPC, security, directory, time, threads, file system, and administration.
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3.11.4 Remote access. These services support applications that use a partitioned database acting
like a single coherent database. Also included are services for remote login and file transfer.

3.11.4.1 Remote login. (This BSA appears in part 8 and part 11.) Remote login is the ability of
a user from a local machine to be an authorized user and access a remote machine.

3.11.4.1.1 Standards. Table 3.11-7 presents standards for remote login.

TABLE 3.11-7 Remote login standars_ ___

Standard Sponsor Standard Standard status
Type Reference DoD

- - - (Lifecycle)
IPC lAB TaLNWPiatcolI Standard &W-9 Mandlated

954IRPC-OSS (Am-aovd)

IPC lAB HodlRoqaiuromat Standard 3ASFC- Mansdated
II22JRP-1l23 (Approved)

IPC ISO Open Systemo Wneroonnecdion.Protoeol Sp euifin" for 9650:1999 Infomnatine
Ithe Association control Service Eleaort (ACSE) (Approved)

GPC DOD DoD) Standatd8zed Profile. -nternet Remote Lotin Profile MRI5D-2045- lnfonoatioeal
for Dol Cogmmaadcatioea (Rnfereneea lAB SW4I (RlC 17506:7t94 (Approved)

854 anod M~ 855.- Telnet Protocol: 1983) and lAB Std 3
______ (RFC 1123 -It"Afroents for Internethosts:1989))

IPC ISO Open Systnem Inderconoection-VirbtnntTennolnat Badec 9041:1990 Informational
Clas Protocol (Approved)

arC ISO Open Systemn Interoo cion-B~asi Connection Oriented 8822:1988 Informatfionawl
Preasentation Serrice Definition (Approved)

150IS Open Systemrltrondo-oncinOine 8823:1988 Informational
Presentation Protocol (Approved)

1PC ISO Open Systema lnterconnection-Connoecion-Ofienatd 8327:1987 Informationa~l
Session Proteoo (Approved)

3.11.4.1.2 Alternative specifications. None

3.11.4.1.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.11.4.1.4 Portability caveats. A procurement may specify Simple Systems or Forms-Capable
Systems or both. However, the two systems cannot interoperate, and applications are not
portable from one system to another. Each system is distinguished by the VT profile it supports:
a Simple System supports the TELNET profile, and a Forms-Capable System supports the Forms
profile. The Basic Class VT protocol is required in all cases; it operates independently of the
Simple or Forms-Capable Systems.

3.11.4.1.5 Related standards. None

3.11.4.1.6 Recommendations. All new systems and systems undergoing major upgrades should
use the Internet Architecture Board (lAB) STD 8 (RFC 854 and 855) and lAB STD 3 (RFC
1123). Those persons conducting procurements that involve lAB standards should review the
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latest version of the IAB official protocol standards list to ensure that the appropriate RFCs are
specified.

The OSI Virtual Terminal (VT) standard is recommended for legacy systems interoperability. A
clear migration path to page, scroll, graphics, and mixed mode virtual terminal profiles that are
being defined by the OSE Implementors Workshop (OIW)/NIST should be required. Otherwise,
systems capable of employing only TELNET and Forms will not interoperate with future VT
systems. The "rlogin" facilities are delivered with Berkeley BSD-based UNIX operating systems.
Those facilities are not in the System V Interface Definition (SVID).

Currently, a Simple VT and a Forms-Capable VT exist. Few vendors have implemented a simple
version of VT. Procurements need to determine if Simple or Forms-Capable VT Systems are
sufficient for the application. No tests have been developed for VT to test conformance. Remote
login is associated with distributed processing/client-server architectures. It is not used in host-
terminal architectures.

No standards exist for VT API. A procurement for a VT final system must include a vendor's
offering of virtual terminal API. This API should accommodate as many VT types as possible.
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3.11A.2 Remnote dats accem. (This BSA appears in part 4 and part 1 1.) RDA specifications are
extensions of a data access (RDA) language to allow remote access to a database in a client-
server environment. RDA refers to the interfaces, protocols, and formats needed to allow remote
database access in a client-server environment, where the databases may be heterogeneous and
from multiple vendors.

3.11.4.2.1 Standards. Table 3.1 1-8 presents standards for remote data access.

TABLE 3.11-8 Remote data access standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

- 05 Reote eleeic cme ~DA, - (Lifecydle)
ip IO/C S Rmoe albe ees WAPut 1: Ureuric 9579-1:1993 Adopted

mode, service oed Potocol (Approved)

[PC ISO/IEC CIS Remote Dmauteh Acmu, Put 2: SQL Spedakatizton 9579-2:1993 Adopted
(Approved)

CPC x~Vpeo DO& Mon~eneeeot SQL Remnote Deahsue Accmes C307 (F/93) IlEfoWMWreu
(Appmoed)

cpc 3tAOpm Deat Menquetot: SQL Call Level lrrtofec (CLI) C451 (0/5) Infounafotaoel
(Superoedes P303) (Approved)

CPC SAG Datbe ekmo @&6eSQL, Accus Nomu a& proelow SQL Acre PAP lefermAtone
(PAP) Specifietim:1991 (Dauted on SQL) Spem:1991 (Approved)

CC SAG Dea~oec Liage~e SQL, CUl Level lnedwee (L) SQL-8 letfonnoatine
i - (Approed)_

3.11.4.2.2 Alternative specifications. The only other available specifications are proprietary.

3.11.4.2.3 Standards deficiencies. RDA specifies the service and protocol between only a single
client and server. This is one reason that caused the formation of the SAG to put more distributed
functionality into RDA. RDA does not consider multiple connections and, therefore, does nut
specify distributed database access. APIs and Ada bindings to the RDA standards are not defined.

RDA is aligned closely with the SQL-2 Entry Level. However, the integrity enhancement is
optional. Also, RDA is not aligned currently with the FIPS 127-2 Transition Level, which the
NIST considers very important for SQL use.

The ISO RDA and CLI are only a subset of the SAG's RDA and CLI,

3.11.4.2.4 Portability caveats. RDA's use of ISO Remote Operations Service Elements (ROSE)
hinders precision, adds needlessly to the text and Abstract Syntax Notation (ASN). I, and
incorporates assumptions that limit the usefulness of RDA. Furthermore, an implementation
conforming to 1SO 9545 (the OSI standard that refines the basic OSI Reference Model to provide
a framework for coordinating the development of existing and future application layer standards)
could not use ROSE, since they both claim to be application service elements,
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RDA's optional integrity enhancement and the lack of alignment with the FIPS 127-2 Transition
Level can result in differences among systems compliant with RDA that impede portability and
interoperability.

3.11.4.2.5 Related standards. The following standards are related to remote data access or
remote data access standards:

a. ISO 9072: ROSE
b. ISO 9075:1992: SQL Third Edition (same as NIST FIPS PUB 127-2:1993)
c. 180 10026-1..3: Distributed Transaction Processing Model, Service, & Protocol
d. ANSI X3.135-1989: SQL
e. ANSI X3.168-1989: Embedded SQL
f. X/Open C193: Distributed TP: The XA Specification

3.11.4.2.6 Recommendations. The first choice for a standard would be RDA, ISO 9579, and
RDA: SQL Specialization, ISO 9579-2, unless the additional functionalities provided by the SAG
are needed.

Where RDA lacks desired capabilities for a procurement, consider SQL Access Formats and
Protocols Specifications or the X/Open RDA. The SAG and X/Open are tracking the RDA
standard and both support RDA extensions that are being adopted by the emerging RDA
standard. Consider the X/Open specified ASN. 1 replacement module that eliminates the use of
ROSE.
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3.11.4.3 Mile transfer. File transfer is a service that provides transmission of a variety of file
"tye across electronic media.

MIL-STD-2045- 17508 uses OSI FTAM, Association Control Service Element (ACSFI"),
presentation, and session protocols as base standards. The FTAM standards specify sevcsand
protocols for three different types of software file activities. The File Transfer portion of the
standard supports bulk file transfer between networked systems. The File Access portion of the
standard allows users to retrieve and update one record at a time from the middle of a file, to add
or insert a record into the file, and to delete files. The File Management portion of the standard
allows users to create new files and fiL-. attributes, to inspect and change the properties of a file,
and to handle the namning of files. In addition, the protocol manages file ownership functions such
as who has access rights to read, write, or modify a file.

3.11.4.3.1 Standards. Table 3.11-9 presents standards for file transfer.

TABLE 3.11.9 File transfer standards
Standard Sponsor Standard Standard Status

Type Reference DOD

EwC LAB Host Requirements Standard 3AtIR- MaNdate
I I22AFC-1123 (Approved)

IPC lAB TSLNST Proteoot Standard SW-I Muandaed

I S4ISPC.8S5 (An-~sed)

Ipc LAIB Pile TraaaferProencol Standard 9AUtC. Mandated
959 (Approved)

cPc 1WI Network Ilme Proloool (V3) RC 1305:1992 Manduaed
(Approved)

cPc anp1 HypearotTransfer Peotocol -- HTP/1.O RFC 1945: 1996 - Mandated
(Approved)

UPC D00 cromeone Meeaaging Strategy and Peocedasres, November ACP 123 US5 Mandated
1995 Supplemeent No. I (Approved)

Ipc rru.T The Directory - Overview of Coricepia, Models und X.500 Mandated
Service - Dwat Coeoowtmicaoe Networks Directory, 1993 (Approved)

OKC DOD Cow rdetolesData TeaisufoApplication LAyer Standaed, MgL-STD-2045. Mandated
July 27,.1995 47001 (Approved)

3.11.4.3.2 Alterml~ve specifications. Alternative -.pecifications are unknown.

3.11.4.3.3 Standards deficiencies. No deficiencies have been identified in the existing standards.

3.11.4.3.4 Portability caveats. Systems using different FTAM subsets cannot be assured of
portable applications or interoperability.

3.11.4.3.S Related standards. None
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3.1.1A.3.6 Recommendations. New acquisitions requiring file transfer services should use
Internet Architecture Board (IAB) standard 9 and LAB standard 3. The IAB standard 9 should be
implemented with Store unique (STOU) and Abort (ABOR) command mandated on reception.
The LAB standard 3 updates the IAB standard 9 by correcting errors in the protocol specification.

MIL-STD-2045-17504 and MIL-STD-2045-17508 and TFTP are recommended for legacy
systems interoperability. The MIL-STD-2045-17508, parts 1, 3 ad 6 support only the Limited-
Purpose FTAM (simple file transfer and management) system. They do not support the Full-
Purpose FTAM (positional file transfer, simple file access, and management) system. Users
requiring the Full-Purpose FTAM system also should use parts 4 and 5 of the MIL-STD-2045-
17508. These parts are identical to parts 4 and 5 of the International Standardized Profile (ISP)
10607.

MIL-STD-2045-14503, Internet Transport Service Supporting OSI Applications, specifies a
standard for the operation of OSI applications over TCP/IP. It uses RFC 1006, ISO Transport
service on top of the TCP, Version 3, as one of its base standards. Implementations requiring use
of MIL-STD-2045-17508 over TCP/IP should use MIL-STD-2045-14503. An application level
gateway will be necessary for interoperation between systems implementing MIL-STD-2045-
17508 and systems implementing MIL-STD-2045-17504 or FTP. The Internet Engineering
Steering Group has approved the Internet draft FTP-FTAM Gateway Specification.

If recommended standards do not meet system requirements, or are cost prohibitive, standards
from the legacy systems use may be used as long as interoperability is not impacted. The use of
legacy standards may require a waiver from the appropriate authority. Those persons conducting
procurements that involve FTP should review the latest version of the Internet Architecture Board
(IAB) official protocol standards list to ensure that the appropriate Request For Comments
(RFCs) are specified.

"The DOD is developing a file and record transfer protocol to meet the specific requirements for
resource constrained environments. The Unix-Unix Communications Protocol (UUCP) permits
file transfer between two UNIX-based systems via a dial-up connection. Kermit, Xmodem, and
Zmodem are other dial-up file transfer protocols.
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3.11.5 Distributed computing security. Security-oriented services protect the information,
components, and mechanisms of the information system. Use and compliance with the security
standards identified in this document do not constitute authorization to process classified data.
DoD policy covering the accreditation process must still be adhered to in order to obtain approval
for the processing of classified data.

3.11.5.1 System access control. (This BSA appears in part 4, part 9, part 10, and part 11.)
System access control standards provide high-level guidance on access control frameworks and
implementation.

3.11.5.1.1 Standards. Table 3.11-10 presents standards for system access control.

TABLE 3.11-10 System access control standards
Standard Sponsor Standard Standard Status

Type Reference DoD
,~ (Lifec•'cle)

OPC DOD The DOD Trutd ComputerSysts Evals on Crteria DOD 520D.28- (Lifey
STD: 1985 (Approved)

cc OSaF Distribued Compateisgvirorma (DCE) Sec•uty DCE 1.1 Securilty Mtadwad
Serviou Services: 1994 (Approved)

CPC OSP Distrioged Coquiog Envirme-ene (DC13) Rev. .2Z2 DCE Rev. Isfornastiona
1,2.2:1996 (Approved)

Ipc ISO OSI Buie Reference Model, Part 2: Secaoity Architectsre 7498.2:1989 Inforensional
(sime as CClTrX.l00.1991) (Approved)

[PC ISO/IEC OSI Coaormon Mmagemenest Iformnsion Services (CMIS) 9595:1991/ Informational
Definition, with Amendmoet 4: Accem" Control AM4:1992 (Approved)

[PC ISO/IEC 06I Systems Marogeroent, Put 9: Objec0 s sd Attrilutes 10164-9:1995 Iofonnatioosl
for Ao~ess Control (Approved)

IPC CCEB Conroon Criteria for informatito Tedchology Secuity CC Version 1.0: Emerging
Evaluation. (CC) Venion 1.0 1996 (DRft)

IPC ISO/IEC OSI Security Frsonework. in Open System, Part 3: Access 10181-3 llfonnafioo.I
Corml (Drft)

3.11.5.1.2 Alternate specifications. There are no alternative specifications.

3.11.5.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.11.5.1.4 Portability caveats. Portability problems in the existing standards are unknown.

3.11.5.1.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-003, Version 1, September 1987, A Guide to Understanding
Discretionary Access Control in Trusted Systems

b. NCSC-TG-028, Version 1, May 1992, Assessing Controlled Access Protection
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c. NCSC-TG-020-A, August 1989, Trusted UNIX Working Group (TRUSIX)
Rationale for Selecting Access Control List Features for the UNIX System

3.11.5.1,6 Recomnendations. The mandated standards are recommended.

April 7, 1997 3.11-22 Version 3.1



inftatnnfn Technology Standnrds GuMsnce Dilstributea Comufing Services

3.11.5.2 Entity authentication. (This BSA appears in part 8, part 9, part 10, and part 11.)
Entity authentication standards address data, processes, systems, and enterprises.

3.11.5.2.1 Standards. Table 3.11-11 presents standards for entity authentication.

TABLE 3.11-11 Entity authentication standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC DOD DOD Trused Computer Systms Evalution crita DOD 52W0.28- Mmndaled
STD: 1985 (Approved)

CIc os0 Distibuted Computing Ememaeet (DCE) Security WEE 1.1 Security Mandated
Servics Services: 1994 (Approved)

GPC NIST Compore• t Autheatlwiaion FlPS PUB InforomIMAon
113:1985 (Approved)

GPC NIST Entity Authetication Using pblic Key Cryptography •PS PUB Emeqrng
196:1996 (Approved)

CPC OSP Distbuted Caniput Environmet (DCE) Rev. 1.2.2 DCE Rev. Informational
1.2.2:1996 (Approved)

IPC ISO Futmnmal Trnacsioos - Retail Banking Security 9807 lofoMIWioMn
Reqwirotots for Message Aueatlicston (Approved)

IpC ISO Enitly Authreeladson Medhnisms - Part 1: General Model 9798.1:1991 lnfo; •stonl
(Al oved)

IPC ISO Entity Authentication Medhnisms PM 3: Entity 9798-3:1993 Ifonmational
Awbhetlcedion Using a Public Key Algorithm (Approved)

aPe NIST Guideline for Use of Advanced Authentication Tedoslogy PIPS PUB Informational
Alternatives 190:1994 (Approved)

IPC ISO Entity Authenticaion - Part 2: Machanisms Using 9798-2:1994 Informational
Symmetric Enciphermeot Algorithms (Approved)

[PC ISO Entity Audtnteication - Par 
4

: Medt msas Using a 9798-4:1995 Informational
Cryptographic hedck FNawion (Approved)

CPC XiOpr Securty lnterface Spedfication: Auditing and S020:1990 loformational
Authentication (Approved)

IPC CCEB Corummon Criteria for Infomoation Teodnolopy Security CC Version 1.0: Emerging
Evaluation. (CC) Version 1.0 1996 (Draft)

CPI IETF The Kerberos Network Auttentucation Service (/5) RFC 1510:1993 Ioformational
(D~raft)

IPC ISO Entity Authentication Mechanisms, Part 5: Entity 9798.5:1993 Ioformational
Audtentication Using Zero Knowledge TeodhiqrUe (Draft)

3.11.5.2.2 Alternate specifications. There are no alternative specifications.

3.11.5.2.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.11.5.2.4 Portability caveats. OSF DCE Version 1.1's authentication service is based on
Kerberos Version 5 (RFC 1510), but is not totally compatible with RFC 1510. DCE 1.2.2 adds
testing and official support for Kerberos Version 5.
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3.11S..2.5 Related standards. The following stan 'rds are related to entity authentication:

a. DOD NCSC-TG-017, Version 1, September 1991, Guide to Understanding

Identification and Authentication in Trusted Systems.

b. FIPS PUB 196, 11 October 1996.

FIPS PUB 196 becomes effective 6 April 1996. It'is based on ISO/IEC 9798-
3:1993 and specifies two challenge-response protocols by which entities in a
computer system may authenticate their identities to one another. FIPS PUB 196
is for use in public key based challenge-response and authentication systems at the
application layer within computer and digital telecommunications systems.

3.11.5.2.6 Recommendations. The mandated standards are recommended.
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3.11.53 Security audit. (This BSA appears in part 7, part 9, part 10, and part 11.) Security
auditing is a review or examination of records and activities to test controls, ensure compliance
with policies and procedures, detect breaches in security, and indicate changes in operation
(paraphrased from ISO 7498-2).

3.11.5.3.1 Standards. Table 3.11-12 presents standards for security audit.

TABLE 3.11-12 Security audit standards
Standard Sporwor Standard Standard Status

Type Reference DoD
0(Lifecycle)

Gc DOD "eDOD Trued Computr Sy~m Ev-aluion Cdtieia DOD 520D.289- NMdated
STD: 1985 (Approved)

Cpc NMW ONDIUoint I (Adopts ISO Profile SetIa 11183.X, 12059. OMNWIPoia 1.1993 Lifomumonal
X, and 12060-X, includes ISO/AEC 10164.X) (Approved)

IPC ISOAEC O5l Sy t Managemet, Put 8: Security Audit Trail 10164-8:1993 Irorm&foi"
PFnction (aine as ITU.T X.740) (Approved)

C XA)i- Security Iandafice Specificsion: Auditingand S020:1990 ldfozmdonal
Atgjsediaon (Appoved)

Iwe CCEB Conmon Criteia for Iforauion Tedmology, Scuicy CC Version 1.0: Emer•ig
Evaluation, (CC) Vernion 1.0 1996 (DOmt)

IPC ISOAIEC OSI Security Fmmnewodc for Open Syds m, Part 7: 10181-7 Infomnatioal
Security Audit Fzunoework (Draft)

EPC ISO/IEC OSI Dibributled Tnsaction Processing (IP)- DOrt WDAMs ((SC21 lnloroational
Amendments to Pans 1-3: Trasacion Processing Security N6232) to ISO (Draft)

- - _ M =10026-1.23)1994

3.11.53.2 Alternate specifications. There are no alternative specifications.

3.11.5.3.3 Standards deficiencies. ISO Transaction Processing Security work (WDAMs to ISO
10026-1,2,3) is in the early stages. Its content is not defined, and it cannot be used for
procurement. ISO 10164-8 does not define a security audit, or explain how to perform one. It
does not define implementation aspects, occasions where the use of the security audit trail
function is appropriate, or the services necessary for the establishment and normal or abnormal
release of a management association.

There is a need for a standard for programming and interfaces to support development of portable
tools for audit trail analysis and configuration.

3.11.5.3.4 Portability caveats. Proposed amendments to ISO 10026 have ceased. This is a high

portability risk area.

3.11.5.3.5 Related standards. The following guidelines support the TCSEC standard:

a. NCSC-TG-005, Version 1, July 1987, Trusted Network Interpretation
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b. NCSC-TG-O1 1, Version 1, 1 August 1990, Trusted Network. Interpretation
Environments Guideline - Guidance for Applying the Trusted Network
Interpretation

C. NCSC-TG-001, Version 2, June 1988, A Guide to Understanding Audit in Trusted
Systems

3.11.5.3.6 Recommendations. The mandated standard is recommended.
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3.11I.S.4 Distributed computing security labeling. (This BSA appears both in part 10 and part
1 1.) Distributed computing security labeling provides a security labeling service to support
mandatory access controls within a distributed environment.

3.11.S.4.1 Standards. Table 3.11-13 presents standards for distributed computing security
labeling.

TABLE 3.11-13 Distributed computing swecurity Ilabe stariis
Standard Sponsor Standard Standard Status

Type Reference DoD

OPC OD heDO~w~o4Cr~u~no~vioeoie~loeo ~(Lifecyde)
STD: 1985 (Approved)

GPC DOD Tesed Debuke M.aenegeor Syem Ilowsprdation of WAe NCSC-TG-021 Mondaled
Trussed Compier Sysissms Evalousion Cieriaoj Vendoe 1: 1991 (Apprved)

OPC DOD Cwepsalntrotod Moe& Wotktoiio (ClAW) Evalonio DDS-2600-6243- Infiensoiaoel
Criteria 92 (Approved)

OPC DOD ClAW Labdelig: source Code mod User loedac DDS-2600.6243- Inforemabons]
Cmoldlince. Revision 1 91 (Approved)

GPC DOD CMW L~beding: Enco~dig Fonnst DDS-2600.6216- [eloneoiionai
91 (Approved)

isc IS ScI Berk Rdeaence Model, Put 2: secuurity Z;W;;&oTeu 7498.2:1999 lofonnadonsil
I (tuft u CCITT X.600O;1991) (Approved)

3.11.5.4.2 Alternate specifications. There are no alternative specifications.

3.11.5.4-3 Standards deficiencies. The subjects and objects requiring security labeling in a
distributed computing environment have not been standardized or identified in any standardized
framework.

3.11.5.4.4 Portability caveats. Portability problems with the existing standards are unknown.

3.11.5.4.S Related standards. DOD 5200. 1 -R, "Information Security Program Regulat~on," June
1986, establishes DOD policy for security classification, declassification, and marking of DOD
inform-ation. It also contains DOD policy for safeguarding of classified informnation, including
accountability, storage, transmission, and destruction of the information.

3.11I.5.4.6 Recommendations. The mandated standards are recommended.

The DGSA (TAFIM Volume 6) provides general architectural guidance for information domains
which can exist in a distributed environment. The properties of information domains share some
similarities with security labels in a distributed environment.
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3.11.5.S Data encryption security. (This BSA appears in part 5, part 7, part 10, and part 11.)
Encryption is the cryptographic transformation of data to produce cipher text. Standards for data
encryption security services describe services such as definitions/algorithms, modes of operation,
and guidelines for use for those systems that require their data to be encrypted using data
encryption security services. None of these standards are for systems processing classified
information.

3.11.5.5.1 Standards. Table 3.11-14 presents standards for data encryption security.

TABLE 3.11-14 Data encryption security standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Escrowed Eac*ytion Stondrrdd (EES) FIPS PUB 185: M1datod
1994 (Appoved)

CIC NIST Dat EaHaion Staadard (DES) (mreatd to ANSI X3.92- FIPS PUB 46- Informatounl
1I981RI987IR993) 2:1993 (Reafirned (Appeoved)

until 1998)
OPC NIST Guidelines for mplemetation &d uing the NBS Data FIPS PUB 74:1981 Iaformatio"l

Eaayo SteaddM (Apprved)

OPC NIST Data Eacryption Standad (DES) Modes of Operation FPS PUB 81:1980 Informatioael
(related to ANSI X3.06-I1983) (Approved)

ape NIST Seaity Reqwureents for Cryptographic Moduleo F[PS PUB 140- lnformational
1:1994 (Approved)

IPC ISO Modes of Operation for a 64-Bit Block Cipher Algorithm 8372:1987 Iiformatioea
(Related to ANSI X3.106) (Appmvcd)

NPC ANSI Data Encryption Algorithm X3. 92-1981 Ioformatioal
(RI993) (Approved)

NPC ANSI Digital Ectypion Algorithm - Modes of Openstior X3.106-1983 Informational
(RI990) (Approved)

Oap NIST Advanced ELu.-rptior Standoed FIPS PUB JJJ Informsatoaal
(Formative)

3.11.5.5,2 Alternate specifications. The only other available specifications are proprietary, for
example, RSA.

3.11.5.5.3 Standards deficiencies. Deficiencies ih. the existing standards are unknown.

3.11.5.5.4 Portability caveats. DES applications are not interoperable with non-DES systems.
Portability problems related to EES are unknown. The U.S. controls export of cryptographic
technologies, products, and related technologies as munitions. On October 1, 1996, a new federal
policy allowing U.S. vendors to export products using up to 56-bit encryption, provided the
vendors sign an agreement to make their 56-bit encryption technologies key-recovery-compliant
within 24 months.

3.11.5.5.5 Related standards. FIPS PUB 113, Computer Data Authentication, is related to DES
security mechanisms and their standards.
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3.11..5.6 Recommeuindatons. The mandated standard is recommended. FIPS PUB 185, BES,
supports lawful authorized access to the keys required to decipher enciphered information for
systems requiring strong encryption protection of sensitive but unclassified information. EES
provides stronger protection than DES against unauthorized access. Devices conforming to EES
may be used when replacing Type 11 and Type III (DES) encryption devices owned by the
Government. Implementations requiring use of EES should require conformance with FIPS PUB
140-1.

On 2 January 1997, NIST announced plans to develop a FIPS, Advanced Encryption Standard,
incorporating an advanced encryption algorithm to replace DES (FIPS PUB 46-2).

April 7, 1997 3.11-29 Version 3.1



Information Technology S0tandardq Guidance Distributed Cona tiUlW Services

3.11.5.6 Systemns non-repudiation. (This BSA appears in part 5, part 7, part 10, and part 11.)
These standards provide the security services for non-repudiation in systems.

3.11.5.6.1 Standards. Table 3.11-15 presents standards for systems non-repudiation.

TABLE 3.11.15 Systens non-repudlation standards ____

Standard Sponsor Standard Standard status
Type Reference DoD

a~c ~iud 1~ - (LifecYcle)
196:1994 (Approved)

OPc DOD kedorosion Tedtnolg - Defeese Standudized Profiles; M11-51D-2045. Masi41daed
AMIO~a(D)- Message Houldus8 Sy-ns. Mossaige 18500: 1"93 (Approved)

Socastv Protocl (20 Pas 1-5
GKC NSA Message securiy Protocol (M5P) SDN.701, Rev. 3.0: Leacy

1994 (Approved)

GPC' NSA message Secourty Prolocol (MSP) SDN.701. v. 4.0. Emerging
Rev. A: 1997 (Approved)

IPC ISO Generic Upper LAyer Security (OEILS) -Paut 1: Overview, 11586-1:1994 Infoesostionat
Models, and Notation (Approved)

lIP ISO Generic Upper lAyer Security (GULS) - Past 4: Protecting 11596-4:1994 lntfomnationst
Transer Syols Specillcattion (Approved)

[PC ISO 061 Basic Reference Model, Past 2: Security Archtitecture 7498-2:1999 Inforeoazioees
("me0 as Ccci X.800:199 1) (Approved)

CPC EE5W IP Austhentication Header (All) RFC 1826:13995 Emnerging

CPC 0MG Contenn Object Rrqsest Broker Aechitectusre (CORBA) 0MG 95-12-I: Emerging
Security 1995 (Draft)

Cpc [Ml17 S/MIMH Message Speciication: PKCS Security Services dntft-dee nse-ene- Inforenattioesa
for MIME mnss-spec.

00
tos. (Draft)

[PC ISO/IEC OSI Security Peesnewoelca in Open Systems Past 4: Non- 1001814 Iafotnta5ona)
Rep-Aditiost (smoc as rr-TS X.813) (Draft)

3PC ISO Non-Rtepudiation MeduanismsePart 1: Genrtsl Model 13888-1:1992 lofonnatieoa)
(SC27 N868 (Draft)

(Project
1.27.06.011)) ________

1197 ISO NeonRepudiation Modwanisms Pnvt2: Using Syroenetric 13888-2:1994 Inf.MLoeaijos
Enciptemenets Algoditoo (SC27 N864 (Drft)

(Project
1.27.06.02)) _______

[PC Iso Noo.Rqotiahsion Medlaeisms Part 3: Using Asymmrettic 130888-3:1992 lofonnational
Techniques (SC27 N869 (Draft))

(Project
1.27.06.03)) _______

3PC ISO OSI D~istributed Tnrussctioo Processing (DlTP)- Druft WDAMs (SC2I N Iotonoational

Ij Aracnderneta to Patm I to 3: Tmsnetioo Processing 5232 to ISO (Draft)

3.11.5.6.2 Alternate specifications. There are no alternative specifications.

3.11.5.6.3 Standards deficiencies. Deficiencies in the existing standards are unknown.
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3.11.5.6A Portability caveats. Portability problems in the existing standards are unknown.

3.11.5.6.5 Related standards. PIPS PUB 180-1, Secure Hash Standard, must be used with FIPS
PUB 186. FIPS PUB 180-1 provides the Secure Hash Algorithm used in generating and verifying
electronic signatures.

3.11.5.6.6 Recommendations. The mandated standards are recommended for non-repudiation.

MIL-STD-2045-18500 describes the se.- 'rity provided by MSP. It should be used for DOD
message systems that are required to exchange classified and sensitive but unclassified
information. It is based on Version 3.0 of the MSP documented in SDN.701, "Secure Data
Network System (SDNS) Message Security Protocol," Revision 1.5, 1 August 1989. MSP is
under revision to Version 4.0 to accommodate, in part, Allied requirements. This DSP standard
will be replaced by a portion of the U.S. Supplement to ACP 123 or ACP 120, Common Security
Protocol, when the revision to MSP is complete.

MSP provides for signed receipts. S/MIME, an Internet Draft specification, does not provide for
signed receipts.
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3.11.5.7 Security alarm reporting. (This BSA appears in part 7, part 9, part 10, and part 11.)
Security alarm reporting is the capability to receive notifications of security-related events, alerts
of any misoperations in security services and mechanisms, alerts of attacks on system security, and
information as to the perceived severity of any misoperation, attack, or breach of security.

3.11.5.7.1 Standards. Table 3.11-16 presents standards for security alarm reporting.

TABLE 3.11-16 Security alarm reportin2 standards

Standard Sponsor Standard Standard Status
Type Reference DoD

_ (Lifecycle)
CPC NMF OMNIPvint I (Adopu ISO Pmf.le Sets 11183-X, 12059- OMNIPoin 1:1993 Informational

X, nd 12060-X. includes ISOIIEC 10164-X) (Approved)

[PC ISO/IEC O51 System. Mansgeamnai Pu~t 7: Security Aliam 10164-7:1992 Infoarational
Repoting Functo am as ITU-T X.736) (Aproved)

GPC NIST Govenment Network Manqement Profile (ONMP) FIPS PUB 179- Informational
1:1995 (Approved)

GPC NIST Government Network Management Profile (GNMP) FIPS PUB InformationsJ
179:1992 (Superseded)

3.11.5.7.2 Alternate specifications. There are no alternative specifications.

3.11.5.7.3 Standards deficiencies. FIPS PUB 179-1 supersedes FIPS PUB 179. ISO 10164-7
does not define implementation aspects, specify the manner in which management is accomplished
by the user of the Security Alarm Reporting Function (SARF), define interactions that result in
the use of the SARF, or specify the services necessary for the establishment and normal and
abnormal release of a management association.

3.11.5.7.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.11.5.7.5 Related standards. There are no related standards.

3.11.5.7.6 Recommendations. There are no recommended standards for security alarm
reporting.
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3.12 Multimedia. For purposes of this part of the ITSC, multimedia is defined as: "Two or
more media types (audio, video, imagery, text, and data) electronically manipulated, integrated,
and reconstructed in synchrony." This definition was developed by the Interactive Multimedia
Association (IMA). Part 12 covers multimedia data interchange, programming environments and
systems, presentation, and multimedia aspects of video and audiographic teleconferencing.

By definition, multimedia encompasses a broad range of media types and associated standards.
Because multimedia is an emerging technology, many related standards are industry-based de
facto standards or emerging official standards. Therefore, as a general rule, any procurement
involving multimedia should proceed with caution in standards selection and ensure that selected
standards are compatible. Often, interim solutions may be required to meet immediate mission
requirements. Therefore original source materials should always be maintained for archival and
re-use purposes.

The first step in selecting and adhering to the right multimedia standards is assuring that end-
users, designers, and acquisition staff have a clear vision of what the final product must do. The
DOD model for process definition is the Integration Definition (IDEF) process, Through it,
process owners and decision makers can visualize how selected technologies will enhance the core
operation. Following the process through the steps in the model helps assure sufficient vision,
imagination, and scope have gone into the project This increases the likelihood that the
multimedia solution meets as many of the present and planned mission requirements as possible.
It also demonstrates when, where, and to what degree multimedia standards apply.

Multimedia standards apply differently according to the types of products or services required and
the individual's role in the process. However, regardless of how wide or narrow the frame of
reference, understanding the multimedia principles of portability, interoperability, and
interchangeability will help achieve the ultimate goal of compatibility to the maximum extent
possible,

Portability means software (e.g., a multimedia application or title) can run without regard to
system hardware, operating system, mode (stand-alone, network, distributive, mainframe-to-
terminal, etc.), or peripheral equipment. Measures of portability attempt to express the ease of
operating a piece of software on different automated systems. The more portable the application
development environment, the more likely that a favorite application is available to the end-user's
favorite platform.

(NOTE: For purposes of part 12, a multimedia title is a finished multimedia production for
presentation to an end-user.)

Interoperability is successful interchange of both data and meaning. Application processes
interoperate when the output of a given process is successfully acquired and used by other
processes. Consider an audiographic teleconference. The goal of the conference is to talk about
and make changes to a document that includes text, graphics, and other elements. Assume that
the participants have software that can display this document, but that each participant has a
different brand of software. If any participant can make changes to the document that are then
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displayed to all participants, then interoperability exists. However, if a participant must relate
desired changes to the conference initiator, who then makes the changes and displays the edited
document on the other participants' computers, portability exists but not interoperability.

General-purpose standards to support interoperability are usually complex and comprehensive.
Usually such standards rely on othar standards and families of related standards to provide
interoperability.

NOTE: Throughout Part 12, all tables have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Consensus = GPC
d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.12.1 Multimedia data interchange formats and protocols. Interchange refers to transferring
information between processes (applications or services), Interchange can be successful only if
both parties to the interchange transaction, sender and receiver, know about the format of the
information being interchanged. Interchange can be blind, which means that the information must
be self-describing to some extent, or negotiated, which means that sender and receiver carry on a
dialogue to determine formats they have in common and can interchange successfully.

Information can be interchanged at several semantic levels. The simplest level we will call a
monomedia format or data type. A data type represents one type of information. Multimedia
data types of interest include text, vector graphics, raster graphics (still and moving images), and
audio. AlU data types are represented in encoded form. The encoding may b- simple (e.g., 7-bit
ASCII text) or complex (e.g., Moving Picture Experts Group [MPEG] compression and motion
prediction).

Data types may be interchanged directly or embedded in more structured interchange files or data
streams. Collections of monomedia objects may be wrapped in a container file, such as Bento
(created by Apple and recommended by the IMA). Relationships among the objects in these files,
such as synchronization information, may be shown by providing additional information.

Another layer of structuring may be provided by providing a direct mapping onto the file system
of an operating system. Such features of file systems as directories, subdirectories, and files may
have direct analogues on the transmission media (e.g., tape, floppy disk, or CD-ROM).

Data formats allow interchange of monomedia information. Container file formats allow
interchange of information that is more structured and is capable of showing relationships among
the data formats. Many data- and container-format specifications contain extra information that
permits some meaning to be deduced from the interchange of formats. Currently, most data
interchange is accomplished with data formats.
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3.12.1.1 Text encoding interchange. Text encodings are methods of defining characters sets as
numerical values that are mapped to specific characters. This BSA is a distillation of the
Characters and Symbols MLSA.

3.12.1.1.1 Standards. Table 3.12-1 presents multimedia standards for text interchange.

- TABLE 3.12.1 Text encoding intercluanee st~dards
Standard Sponsor Standard Standard status

Type Reference DoD
- - ~ - (Lifecycle)

[PC 150/IEC nieslMml-lac" hAtre US.Pn 10%646-1:1993 Mandated
1: Architecture and Basic Mui~lingual Plane (with (Approved)

________Techniucal Corrimntdoan 1: 1996)
[PC ISO/IEc ISO 11-it Single-Byte Coded OrahcC aeC Sels: Pubt 659-I to 9:1917- Mandated

1.9 1999 (Approved)

IPC ISO/SEC ISO0 S-Bit Single-Byte Coded Guraphic Character Sets: Putt 8859.10:1992 MUNdIte
10: Latin Alphaobet Set No. 6 (Approved)

OPC NIST Code forlnfooensatimlitiataen, Its Repeeunistiee, PIPS PUB I- Informational
Substs.ia and Extensions (ASCII) (adopts ANSI X3.4- 2:1984 (Approved)

____________ 1996/R I99, X3,32-1990, X3.41-1974) _______

CPC Uotcode Unicode version 1. 1 UCS-2 Informational
Consoriuma (Approved)

OPC NIST Additional Controls for Use with Amnerican National PIP'S PUB 86:1981 Informautional
Standaid Code for Informatdon Intnerhange (aodpts ANSI (Approved)

______________ ~X3,64-1979/Riggo_________
[PC ISO ISO 7-it CodedaCharacter Set for Informtation Exchange 646:1991 Informational

(Approved)

[PC ISO/SEC Charater Code Structureand Extension Techniques 2022:1994 Ieaornatiocal
(Approved)

NPC/IPC ANSI/ISO/IEC ISO S-Bit Code for Infonnatie Interchange - Strutuare and 4873:1991 Informational
Rulen for leelderoentoton (S-Bit ASCII) (Revision and (Approved)

redeseaignm of ANSI X3.134.1)
[PC ISO/SEC Coded Graphie CIhamlr Set forrextCv~ommninttion - 6937:1994 Ittformstiensl

Latin Alpdhabet Second Edition (replaceg 6937 pt. & pt. 2) (Approved)

IPC ISO/bC Control Punctien for ISO ?-Bit and I-Bit Coded Caracter 6429:1992 Ittoneational
Sets (Approved)

CPC XVpeon Universal Muftiple-Octda Code4O Character See Coeeigtence, B401 (3J94) IefoMatioeal
and Migration (Approved)

THD (IS 315.-Japan Unix )IS X0201/0202 InformAtienul
(Approved)

CPN-C AT&T Extended Uuix Cede (EIJC) (IS0 2022 compliant) Systemo V infnorational
Multinational (Approved)

Language, Systemn ________

CPN-C Mierosoft Shift. -IS for PCs and Maue (50 2022 comepliant) Microseft Japani. inforuational
language support (Approved)

C1'C linicide Uncoede Standard Uinivde v. 2.0 hitfeoratieial
Consevtimn (Draft)

1WC ISO/lEC Universal Muftiple-OcwtCoded Character Set. Part 1: 1064&-1, Ate I Infeormtioinal
Arctitectuer and Basic Multilingual Plato, Attend 1: UTF. 4:1993 (Draft)
16, Amnted 2: UTF-8, Amnted)3: comtrol characetrs. Amcnd

4: remolvo UTF. I________
I1C ISO Uneiversal Multiple-Octet Ceded Character Set, Putt 1: 1064&-1: DAM 5-9 Infeorational

Arcditecture and Batic Multilingual Platte. Amnted)5: (Draft)
___________ Keoman HatIe):; 6: Tjleetmt additions: 9:_Han unification _______ ______
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3.12.1.1.2 Alternative speifications. None.

3.12.1.13 Standards deficiendes. For character sets, each language needs a programming
environment to handle conversion, sorting, and string handling to support proper localization and
internationalization.

3.12.1.1.4 Portability caveats. Target presentation systems and viewers may not have the
required support for specific text encodings.

A backward incompatible change of ISO 10646 is being prepared. It involved a rearrangement of
the code positions for some Korean characters. This will probably be in draft amendment 5 which
is expected in 1997. This rearrangement is contrary to the previous policy of the committee.

3.12.1.1.5 Related standards. None.

3.12.1.1.6 Recommendations. ISO 8859 is the predominant character encoding standard used in
X Windows and includes mi. l'in?,ual character set standards. ISO 2022 specifies methods of
extending the 255-glypt, sets coded by single octets. ISO 10646 allows
multiple-byte encodings.

Unicode is a standard fc, the representation of im '.. ; -.11h1racter sets. It is ISO 10646
complianL Unicode uses a unified Han character set to reprusett Jtpanese and Chinese
characters. A country-specific implementation may be required for each country if this system is
used. Unicode should be used for any new systems for which will need large character sets such
as those used in foreign languages.
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3.12.1.2 Document interchtange. (This BSA appears in part 5, Data Interchange, and part 12,
Multimedia.) Document interchange standards allow the transfer of formatted documents across a
network so they can be reproduced exactly and worked on at their destinations.

3.12.1i..k. Standards. Table 3.12-2 presents standards for document interchange.

TAB~LE 3.M22 Documentinte ________ard

Standard Sponsor Standard Standard status
Type Reference DoD

ICIO Standard Genemlixod Markunp L.anguage (SGML) $879:1986 Mandaede
(Amenadment I - 195g) (Ad~lad by FIN'S PUB 157:1989) (Approved)

CI'C WWP HyperTest Markup~ Language OM4h8) Y.7,0 RFC 1366:1995 Mandated
(Approed

GpC DOD M'r~,Requirementa sad Go"si Style Specificaion for MBLPBF.28001 infommdiaoa
ElectronicPrinted Oututand Excsange oftext Owaed! ot (Approved)

ISO 8879) ______ __ ____

[PC ISOAEC Distribusted Office Apold icai Model (DOAK), FPet 1: 1831-1:1991 Iontoeoa
Gatmoal Model (Aprooved)

[PC ISO/NEC Distributed Office Applications Model (DOAK).Part 2: 10031-2:1991 Wnemaioa
Distingus Obed jecIt efecenc and Associated procedurses (Approved)

IPC ISO/SEC Doomused Filing and Rtreieval (DPR). Fast I: Abstract 10166-1:991 itfrmationcal

Seaie oo te n Pmoeclumen (cornigeodum 1.-1994. (Apporv.,I)
____ ___ rorinaeha 2-1994, oorrigenadn 3.1994)

1PC ISO/SEC Document Filing and Retrieval (DPR), Fiat 2: Protocol 10166-2:1991 Ilorm~ational
Spodicifn(xoo (cegaesha 1-1994) (Approved)

[PC ISO Test and Office Systemse- Referenced Date Transfer - Put 10740-1 In1formasieal
1: Abstract Service Ded'aniftor (Approved)

[PC ISO Toes and Office Symmsra - Refertencod Domi Transfer - FPut 10740-2 Infotrtational
2: Frotocol Specifkaboon (Approved'

[PC ITU-T Dooed taTransfer and Manipuati~on (DTAM) - Sevce T.431 (1992) Wnfeostional
and Frotocole- Inlrodudotn and (lnesaal Fsinciplea (Approved)

EFC ITI-T Dooedaon Transfer and Manipuliation (DTAM) - Service T.432 (1993) Info~rmational
Definition (Approved)

IPC ITU.T Doxomedt Transfer and Mamdiolaston (DTAM) - Protocol T.433 (1993) "formitiaeal
Specificasson (Apspý,ved)

[PC ITJ-T DocsnoeattTransfer and Manipulationo(DTAM) - T.441 (1989) Informatioeall
Operational Steactur (Approved)

NFC ANSI Text InformationlIntercltsage in PageImoage Foundt(PIF) X3. 98-1983 Informational
(Approved)

[PC ISO Stanidard Gerneraiced Markusp Language (SGML) 9069:1988 Intonvational
D)ocument Interchtange Format Support Facilities (SDF-) (Approved)

[PC ISO/IEC - Docunanettico Style Somastica and Specfiastio 10179:1995 Informmotio.:
Loogaage (DSSSL( (Appero ed)

(1'N-C AT&T fROFF - Markop Langusage Unix 850 4.3 Insformational
(Approved)

CFN-C Micrsoft Rich Text Formoat (RTF) RTF Tech. Manual. Infoooational
(Approved)

CFN.C Adobe PostScript Type I - Outlines PS Tech. Mono.). Informationul
)Approvdl
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CPN-C Adobe P•e Dommum F*oru(PDFM POP INfoUioana

(App-ed)

c'c HypeoT*t Mhatp Lanug ({rk T,) W'ThLa, v.3.2 &mMing

WFC DOD MwkpRn"lWoqsu mdGdlc SaSpecWfl on f" MLý.,-. .iOIBUo bamomai
Ehldga Priad Owm 04ad Exzdm, of wt (td 6'26/193

ISO 979) W(_CLs5)

3.12.1.2.2 Alternative specifications. The following specifications are also available:

a. ANSI/NISO Z39.59-1988 (to represent the logical structure of books and articles)

b. The Association of American Publishers (AAP), the Text Encoding Initiative
(TEI), and the DOD Continuous Acquisition and Life Cycle Support (CALS)
program have designed alternate nonproprietary architectures with SGML
encodings

c. Microsoft's Dynamic Data Exchange (DDE)

d. Microsoft's Dynamic Link Libraries

e. ANSI/NISO Z39.2-1994: Information Interchange Format

f. ANSI/NISO Z39.18-1995: Scientific and Technical Reports -Elements,
Organization, and Design

g. ANSI/NISO Z39.50-1992: Information Retrieval Application Service Definition
and Protocol Specification for Open Systems Interconnection

;i. ANSI/NISO Z39.59-1992: Common Command Language for Online Interactive
Information Retrieval

3.12.1.2.3 Standards deficiencies. There is very little standardization of font names when
handling fonts represented by tagged-text data types. However, many systems are attempting font
substitution, that is, replacing a specified font with one that is similar, such as substituting
TrueType Arial for PostScript Helvetica. Not all tagged text systems are able to specify colored
text.

3.12.1.2.4 Portability caveats. At present, portability using ODA/ODIF is limited, because it is
not in widespread use or widely available, although SGML is widely available.

3.12.1.2.5 Related standards. The following standards are related to document exchange:
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a. ISO 8824:1987 and ISO 8825:1987 - ASN.I/BER

b. SGML for documents that are not predefined

c. TeX by Donald Knuth of MIT and LaTeX macros are widely used for typesetting,
especially for documents that include mathematics

3.12.1.2.6 Recommendations. In keeping with the ongoing shift from literal page appearance to
electronic transfer of document content (as exemplified by the electronic commerce and CALS
programs) we recommend the use of SGML for document interchange. Alternative standards -
Adherence to CALS specifications and standards should be maintained to the maximum extent
possible, as use of CALS provides maximum interoperability. In the event that a CALS standard
cannot convey the technical information of a particular application, only then is the use of a non-
CALS standard justified. On March 25-26, 1993, the Defense Information Systems Agency
(DISA) convened a Document Interchange Symposium. The symposium featured a panel of
ODA and SGML experts to deliberate on SGMIUODA issues. The panel reached the following
conclusions:

R. SGML has been adopted by a wide range of government and private industry
initiatives for document interchange.

b. Few commercially viable ODA products are found in the U.S. marketplace.

c. Distinctions between office and publishing documents are diminishing (making the
need for unique office document architectures less acute).

d. SGML has been adopted by the publishing community.

In addition to the panel's conclusions, it should be noted that NIST has decided not to develop a
FIPS for ODA, The DOD SGML standard (MIL-PRF-28001) is based on ISO 8879. MIL-
HDBK-28001 for SGML is being developed.

For documents intended for distribution on the Internet, particularly the World Wide Web, HTML
should be used. HTML is a document type definition (DTD) of SGML for Internet documents.

Adobe PDF is being used frequently in DOD for formatting documents where revisions are not
required. However, PDF suffers by the fact that it has not yet been endorsed by an opul
consensus standards body. Efforts need to be taken to move PDF from the de facto, proprietary,
realm to be an open standard.
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3.12.1.3 Font Information Interchange. (This BSA appears in part 5, Data Interchange, and
part 12, Multimediia.) Font information interchange standards specify the encoding of font
resource information for use in document processing environments. Font interchange deals with
the exchange of character fonts, such as Times Rom-an or Helvetica, and related information as
opposed to simple exchange of character encodings, which do not include font information.

3.12.1.3.1 Standards. Table 3.12-3 presents standards for font information interchange.

TABLE 3.12-3 Font Information interchanr standards _ _ _ _

Standard Sponsor Standard Standard status
Type Reference DoD

____________________________(Lifecivele)

[PC ISO/EEC Font Informution interchuane, Put 1: Arcitctuoroe 9541.1:1991 Adopted
(Corrigecdwon 1.1992, Coruigees~uns2-1994) (Approved)

[PC Iso/E~c Font lnformalioo Iardenharrge, Past 2: Iutrchangew Fomat 9541-2:1991 Adopted
(Comgrriadwr, 1-1993) (Approved)

[PC ISO/EEC Fblomr noaMion InaorrirurgePart 3: Olypi haphe 9541-3:1994 Adopted
Represenrtation (Approved)

[PC [SO/EEC Font Informalion Interchanej - Procedrire for Reestateaion 10036:1993 Infornmational
of Olypir and Glyphi Collection Identifiers (Approved)

OPc NEST Guideliner for Optical Character Recolpaion Print Qoality F[PS PUB 90: 1983 bofoooohlionA(

(adopts ANSI X3,99-1983) (Approved)

CTN-C Adobe PosrScript Type I - outinesc PS Tech. Manuals Informastioeel
(Approved)

tTN.C Mb="aof ToreType. -Outlines TT Techr. Manuals Infunnatiorral
(Approved)

[PC ISO/EEC Foog Irronnatlon Intedrcanep, Port 4: Charader Collectiooo 9541.4 Inionnatioo.I
(Draft)

[PC Iso/EEC Feet lofonnation Inereedange.FPan 5: Font Atruibstes and 9541-5 Wdomiational
Chraacter Model (Draft)

[PC ISOJEEC Foot lefoorrartion lotabdane. Faot 6: Font and Caractser 9541-6 Ideonflomrioal
Andriars Subsrets and Applicarion (Draft)

[PC ISO/EEC Foot Ioforroation Insrerelusge, Part 7: Foot Intercranrge 9541[-7 Lsomrational

IFonmat 
(DMraft)

3. 12.1.3.2 Alternative specifications. Alternative specifications include TrueType and
PostScript.

3.12.1.3.3 Standards deficiencies. There is and will be very little standardization of font names,
because of copyright concerns. None of the existing font interchange standards accurately enable
font substitution. However, many systems are attempting font substitution, that is, replacing a
specified fonrt with one that is similar, such as substituting TrueType Anial for PostScript
Helvetica.

No standard exists for three-dimensional font families, although such text is becom-ing popular in
display text applications, such as advertising and presentations.
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3.12.1.3.4 Portability caveats. Target presentation systems and viewers may not have the
required fonts to construct the called-for text in a presentation system. Font substitution may
result in an unexpected text presentation. Outline font geometry also can be represented as two-
dimensional graphics geometry, which eliminates the need to support a specific font on a target
platform.

3.12.1.3.5 Related standards. Standards related to font information interchange standards are:

a. ISO 8632: Computer Graphics Metafile (CGM)
b. X Logical Font Description (see part 3)
c. PostScript Level 2 (starting to be used for colored text)

3.12.1.3.6 Recommendations. If CGM is being used, then ISO 8632-1 DAM 3 also is needed for
font information exchange along with ISO 9541. The ISO 9541 specifies the architecture and
format for various shape descriptions to be used in document processing environments that
recognize Abstract Syntax Notation (ASN).I or SGML parsing algorithms. ISO 9541 uses Adobe
System's PostScript Type-I font technology and file formats. The ISO 9541 is recommended for
font information exchange.

For some applications, such as view-only kiosks and presentations, convert text to a graphics
format to avoid unknown font resource issues. Use fonts that are in common usage for cross-
platform work.
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3.12.1.4 Printer data interchange. Printer data interchange is performed by using page
description languages to describe a page to be printed so the printer processor can convert the
representation directly into a page image for any printer.

3.12.1.4.1 Standards. Table 3.12-4 presents standards for display text interchange.

TABLE 3.12-4 Printer data interchanee standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC IO/IEC Steadard P&ae Decrip•t•o LAgoe (SPDL) 10190:1992 lifomstioea
(Approved)

IPC ISO/IEC Stenardt for he Excbmge of Proi&ot Model DMtA (S15), 10303-46:1994 Informatonda
pert 46: lnated Generic Raweers: Visual Pleerto (Approved)

C'N-C Adobe Enpatfted PostScript Faom•t (EPSp) ESP Level I InfoiatioMral
(Approved)

CPN-C Adobe Portable Dooamot Foanne (PDF) PDP IefomaattoreJo
(Approved)

IPC ISO/INC Infotatioe Tecdolotgy . Teot ad ofce systees - 10175.2:1996 ltfolnst1enai
Dooarmat Priting Applination (DPA) - Pant 2: Protecol (Approved)

EPC ISO/IEC dfonmneon Tedarology - Teat ad offne systems - 10175-1:1996 tafomeatioeel
Doomam PrtlinS Applcation (TPA), Ptn 1: Abract (Approved)

3.12.1.4.2 Alternative specifications. The following de facto specifications are available:
a. Adobe: PostScript and Display PostScript
b. Hewlett-Packard: Hewlett-Packard Page Description Language (HPDL)
c. Xerox: Interpress

3.12.1.4.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.12.1.4.4 Portability caveats. ISO 10180, Standard Page Description Language (SPDL),
combines the best of Adobe PostScript and Xerox Interpress, along with enhancements and
extensions developed by ISO. However, it is not a superset of the PostScript and Interpress page
description languages. The inclusion of parts of each vendor's page description, as well as the ISO
extensions, render it incompatible with either PostScript or Interpress.

Although it is a proprietary standard, EPSF is widely supported for importation of display text.
However, care should be taken to ensure that tools used to deliver titles support importation of
EPSF. Many raster image formats are cardidates for this purpose.

3.12.1.4.5 Related standards. No standards are related to page description exchange standards.

3.12.1.4.6 Recommendations. If specifying SPDL in a procurement, the specification of a
converter box that converts formats such as PostScript, Interpress, or HPDL to SPDL is
recommended. SPDL is a standard with no commercial following. The proprietary specifications,
such as PostScript and PDF, are dominant. If used, EPSF or PDF should be considered as an
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interim solution only until a public standard is available. Adobe PDF is being used frequently in
DOD for formatting documents where revisions are not required. However, PDF suffers by the
fact that it has not been endorsed by an open consensus standards body.
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3.12.13 Twoollimendr~al graphics interdiange. Two-dimensional graphics interchange
standards deal with computer graphics that are represented by geometric encoding as opposed to
images that are represented as bitmaps.

3.12.13.1 Standards. Table 3.12-5 presents multimedia standards for two-dimensional graphics
interchange.

-TABLE 3.12-S Two-d~imensional aranbics intermc gne saidad
Standard Sponsor Standard Standard Statuls

Type Reference DoD

[PC ISO/IAB lsdlfStra*rmlaosVa Dssc-riptin S632.I.2.3,4jl9Z Madae
Wosmonation (COM)O (as profiled by PIPS PUB 128.1 and (w/Amd 1&2) (Approved)

MLSTD-2301)_______
NP.C= At4SI/1SO/EC Programers!Hierd" asetve Graphics Systems 9392-1.2.3.4:1989 MWandte

(POUS sod PIOUS PLUS) (sprofiled by FIPS PUB 153- wth AMDI:IM9 (Approved)

[PC I5OSCAE Grarddcl Kernel System (OKS) frasceicol description API 7942:1985 Mandated
(ANSI X3.124:1985 atsprodidby FPUS PUB 120-1:1991) (Approved)

CPC MITX Data Stream Encoding (X Protocol) XIIRS Irdarmsatonal
conoretium (Approved)

CNC Apple PICT and PIcT2 Apple SDK I1ofoeotioea(
(Approved)

CPN.C Mkcrooft Windows 32-bit Graphics Device Istedamc (W1N32.UDI WIN32 Tech. Inform~s!too
Molsmals (Approved)

C
5

N.C Miuroof Windows Md ets~.ad Orepiics Device Interisec VWM Teds Infosmaortalo
(WW'/GDI) (16-Nit) Waessel (Approved)

C'N.C Aetodeak Doarneoro Exchange Pormat (OXP) DXP Teds. Iinormational
MURsae (Approved)

CPN-C Microsoft Visedl Basic Tech. Mansals Irdormatioeal
(Approved)

C
5
N-C IBM Orapldcs Programoing Eodienge (UPS), PM 2t UPS Teda. Iftformoetlos

Mamsells (Approved)

CI1N-C IBM OPI (API) PM 2.1 11nfoMoI&O0111
(Approved)

CPN-C Microsft WIN1ll-ODI (API Windows ýSDK ldoforigiona)
(Approved)

CPN-C Apple Quickdrow32 (API) Quickdraw Informational
(Approved)

3.12.1.5.2 Alternative specifications. None.

3.12.1.5.3 Standards deficiencies. Some features are added to PHIGS implementations to
compensate for perceived deficiencies in the standard.

3.12.1.5.4 Portability caveats. In 2 1t2-dimensional work where front-to-back ordering of
graphical objects is important, the order may be lost when converting from an application
program to an interchange format.
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Most implementations of PHIGS provide extra features that are not part of the PFIGS standard
and often are unnecessary for typical graphics development. These features must be avoided if
possible, since unique features limit portability.

3.12.1.5S.• Related Aandards. The following standards are related to two-dimensional graphics
interchange:

a. ISO/IEC 9593-1: PHIGS Language Bindings - Part 1: FORTRAN (Corrigendum
1:1993, 2:1994).

b. ISO/IEC 9593-2: PHIGS Language Bindings - Part 3: Ada (Amd 1 1994, Corr. I
1993)

C. ISO/IEC 9593-4: PHIGS Language Bindings - Part 4: C (Amd 1 1994 Corr. 1
1994)

3.12.1.5.6 Recommendations. ISO 8632 CGM (MIL-PRF-28003A, MIL-STD-2301, FIPS 128-
1) and PHIGS/PHIGS+ (PIPS 153, ISO 9592) are recommended. PHIGS standards should be
used without nonstandard features. PHIGS supports both two- and three- dimensional graphics.
GKS functionality is totally subsumed and extended by PHIGS,
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3.121.6 Three-dilmensoal graphics interchange. Three-dimensional graphics are typically
used for CAD/CAM and CAE applications. The interchange is used to directly convey from
computer to computer the physical design and shape characteristics of an object or model.
However, three-dimensional graphics are becoming more popular in many multimedia
applications.

3.12.1.6.1 Standards. Table 3.12-6 presents multimedia standards for three-dimensional graphics
interchange formats.

TABLE 3.12-6 Three-dimensional iraphics interchange standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

NPCIPC ANSI/ISO/IEC Prousmatn' H Inwdeleal kendive Ouurhles System 9592.1,2,3.4:1989 MuedWaAd
(O'0S sod PKIO3 PLUS) (at profdled by FIPS PUB 153. with AMDI:1992 (Approved)

I)
GPC NIST Ias! Grookh Exditg Sp*adliaion( OGES) (adopu FS PUB Inonmuiowu

ASMF./ANSI Y 14.26M.1989) (IOES ver. 4) 177:1992 (Approved)

OPC DOD Digtl Representation for Coe.mmncation of Product MIL-PRF-21000 informational
Dots RIPS Application Subsets and IES Appliction (Approved)

protocol
CPC MIT X X Couoniun's PHIIOS-bWd 3-D Exteosin to the X XI IR5 Iffonnational

ConsoRuAm Window System (PED) (Approved)

CPC MITX X Comosodursn PHIOS-huod 3-D Extension to X Window XIIR6 Infom•ational
Consortium System (PMK) (Approved)

NPC ANSYSAB LAW Grnwes Eedtsngo Speciljatien ANSUSAE J1881. Informatioaol
AUGU (Approved)

CPN-C SOl Virtual Reality Modeling Lnmguage-. Version 1,0 VRML vi.0 Infonrntionol
Spelficatton (VRML) 5/26/1995 (Approved)

CPN-C Pizr Randeiman - RIB (Language, API) Tech. Manuals Infonnstional
(Approved)

CPN-C SOl Grphics Language (OL) (Luguage, API) Tech. Marnals Inorm-otaion

(Approved)

3.12.1.6.2 Alternative specifications. None.

3.12.1.6.3 Standards deficiencies. IGES does not handle all interfaces between the data
exchange specifications and external components, such as the interface between the product data
specification and numerically controlled machining tools. IGES does not cover the complete life
cycle of manufactured products. It addresses only the specification of products and not the
manufacturing process relationships. The DOD/CALS IGES standard is preferred for engineering
drawings, electronics, and numerical control. The standard is optional for technical manual
illustrations.

Some features are added to PHIGS implementations to compensate for perceived deficiencies in
the standard.
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3.12.1.6.4 Portability caveats. Most implementations of PHIGS provide extra features that are
not part of the PHIGS standard and often are unnecessary for typical graphics development
These features must be avoided if possible, since unique features limit portability.

3.12.1.6.5 Related standards. The following standards are related to three-dimensional graphics
interchange:

a. ISO 8805: Graphical Kernel System for Three Dimensions (GKS-3D) functional

description

b. RenderMan

c. Silicon Graphics: Graphics Language

d. Dome: Dore Reference Manual

e. ISO/IEC 9593-1: PHIGS Language Bindings - Part 1: FORTRAN (Corrigendum
1: 1993, 2:1994)

f. ISO/IEC 9593-3: PHIGS Language Bindings - Part 2: Ada (Amd 1:1994, Corr.
1:1993)

g. ISO/IEC 9593-4: PHIGS Language Bindings - Part 4: C (Amd 1: 1994, Corr. 1:
1994)

3.12.1.6.6 Recommendations. PHIGS (FIPS 153, ISO 9592) should be used as appropriate.
PHIGS includes language bindings for C, FORTRAN, and Ada. PHIGS supports both two- and
three- dimensional graphics. GKS-3D functionality is totally subsumed and extended by PHIGS.
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3.12.1.7 Animated graphics interchange. Animated graphics include two- and tire-
dimensional graphics that are presented as motion sequences. The motion is generated internally
by a computer system. This differs from motion images, which translate motion captured with a
camera for computer display.

3.12.1.7.1 Standards. Table 3.12-7 presents multimedia standards for two- and three-
dimensional animated graphics interchange.

TABLE 3.12-7 Animated graphics interchane D standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

C.N-C Mdodesk Flick Files (FLI & FLC) FLI, FLC T6d Wom.Mizmal
Manuals (Approved)

C'N-C Manumoft Audio Vidleo Itenrve (AVI) AVI Ted%. Marads IWomUaiual
(App"ed)

CPN.C QuickruTe QuickTime 2.5 lufonuoteu
(App;ved)

3.12.1.7.2 Alternative specifications. None.

3.12.1.7.3 Standards deficiencies. No IPC, NPC, or GPC standards exist for two-dimensional
animated graphics. No standards exist for three-dimensional graphics.

3.12.1.7.4 Portability caveats. Exchanging animation across applications and platforms is not
well supported.

3.12.1.7.5 Related standards. None.

3.12.1.7.6 Recommendations. If two-dimensional animation is required, the CPN-C standards
above should be considered as interim solutions only. Autodesk Flick Files (FLI & FLC) are the
only interchange files aimed solely at two-dimensional animated graphics. The two formats differ
in resolution. FLI files support 320 x 200 while FLC files are resolution-dependent, although they
commonly resolve to 640 x 400.
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3.12.1.8 Still imtage interchange. Still images are images, such as photographs, that are
described by bitmaps, as opposed to vector graphics which are described with geometric notation.

3.12.1.8.1 Standards. Table 3.12-8 presents multimedia standards for still image interchange.

TABLE 3.12-8 Still imaze interchaname tadards

Standard Sponsor Standard Standard status
Type Reference DoD

-P [SJM Dgital Co eion ad Coding of Coothou" Tone, Still 10918-1:1994 (Ltc ie
Images. Pant 1: Reqduirement and Guidelinsa (a profited (Appbroved)

OPC DOD National Imagery, Transmiassion F'orma version 10 MIL-STD-230A M dad
(Approved)

GPC DOD Bi.LAWelhug. Comnpressionfor do Natioanllenagoey NL-STD-883-196 Mnae
Trnsamission Pormsa Shmandaid (NTIhS) o( 6/18/1"93 (Approved)

[PC iso/nC Digital Cospenastson and Coding of Continout-aTone Still 10918-2:1993 kofonnaional
bmag" - Part 2: ConWumiamoT~ing (Approved)

GPC NIST Standard for die lategdsange of Largo Format Tiled NISTIR U-4017 unfrational
Douentsmd (Appsoved)

UPC DOD PAR amatuoafor Ratr GraphicsReprmesnationoinlBiaray MIL-PRP-280M2 Informational
13oemat (Group 4 Ramor Scanned Images) (Approved)

BIC 150/nEC Progressive Bi.Loval lImage Compression (J310) 11544 hJefnnaeionAl
Compression Algorkhm for Black-and-White Imagtes (Corrgendum (Approved)

____________ 0: 1995
Ipc ISO/IEC imagePocesingandInerchange (IPI)Functional 12087-3:1995 laformatioaall

Speiliatien, Paut 3: image Intrchsange Facility (lIP (Approved)

IPC ANS~jNPESA Prqprssa Digital Data Exhalsnge -Tag lampg Pile Poenart figs Informational
for Image Tedwoology (TIFF/TI (Approved)

[PC ISO/nEC Image Pro tacng end Interchange 0Pl) Ruirotional 12087-1:1995 Idsoronational
Specification: Past 1: Comnmon Architecture (Approved)

usC ISO/IEC image Processing andinterchange (EPI)Foianclonal 12087.2:1994 Inofrmational
Specification: Pan 2: Progruammers Imaging Kernal System (Appeevod)

API _ _ _ _ _

IPC ISO/IEC Image P-eesing, and Interchsange OIPT) API Language 12088-4:1995 Informational
Bindings Pant4: C (Approved)

CPC vauious Photo CD Photo CD Tech, Informational
Manuals (Approved)

CPN-C Adobe PostScript Level 2 PS Tech. Manuals Informational
(Approved)

(PN.C Adobe PortablteDocument Formal (DF) PDW flomonstjonal
(Approvedt)

CPN.C Compseperve Graphics Interchange Format (GF) (Il 7n ad 69a Informational
(Approved)

C1'N.C ACIVNEMA Medical lnfornmraca S;soait -St Pal. No.300 Inormational
(Approved)

CPN.C Aldus Tagged Image File Form~at 9TI7M TIFF v. 6.0, 1992 Ioformatiooal
(Approved)

CPN C 7.Soft PC Paoibrosh Formati TPCX) PXTedh, Inforneisiooal

IMium]. (Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifeeyde)
Wren ch" WIN6- DIHW Win 3.1 SDK inafo.-ona

(Approved)

CIN-C Treavieio TeRga-32 Tueg& TO&. Infoostional
Moawals (Approved)

CPN-C Micoefo WINI6 - BDMPVWM Win 3.1 SDK Inormmational
(Approved)

Ic ISO/iEC Digital Compresio and Coding o Confickam-Tone StU 10918-3:1995 Inomaiona-
boag.. -Pat 3: Exteniaona (Draft)

EPC ISO/IEC Image Praua and d* (I) W aRlond 12087.3 DAM ietonmatiorl-
Specification, Pat 3:ib gs g ertumago Facility ( ) 1:1994 (Draft)
Amomdet 1: hType Definition, Sooping, and Logical

,_Views for Imagee Ingetrvnae FPalkiv
[PC ISOIEC Image Processing and inteage (IM API Lamngae CD12087-4: Infeowmwanl-

Bindings. PMa 4: C (DrTft)

3.12.1.8,2 Alternative specifications. Photo CD has five variations of CD formats announced,
including one for the medical industry. Many proprietary image formats exist.

3.12.1.8.3 Standards deficiencies. Not all standards can handle the interchange of calibrated
color information. Notably, RGB formats are usually unreferenced as to the colorimetric
definition of pure red.

Exchanging JPEG images across different implementations can lead to slightly inconsistent images
when compared one-for-one with the original. Round-off errors in internal arithmetic are not all
the same.

No standard algorithm exists for the reduction of color spaces from 24 to 16 to 8 to 4 bits.
Different platforms handle color degradation differently.

3.12.1.8.4 Portability caveats. Even if calibrated color is included with the image, not all
applications or platforms can handle the specifications. Some low-end pre-press systems are
becoming color-literate. Photo CD does handle calibrated color information.

Because approval of ISO 12087 is so recent, implementations may be limited.

Adobe PDF is being used frequently in DOD for formatting documents where revisions by the
end-user are not required.

3.12.1.8.5 Related standards. The following standards and types of standards are related to still
image interchange:

a. CIE Colorimetric standards

b. Various facsimile standards
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c. Microsoft Resource Interchange File Format (RIFF)

d. Apple Bento container format

e. ISO 8632 (CGM)

f. NIST FIPS 1500-1, X Windows, for Bitmap Distribution Format

g. X/Open C170, X Window System File Formats and Application C:onventions
(BDF)

h. X Consortium, Bitmap Distribution Format (BDF), v. 2.1

CGM includes support for bit-mapped images, although it is seldom used for still image
interchange.

2.12.1.8.6 Recommendations. JPEG (MIL-STD-188-198A, ISO 10918) should be used for most
applications involving compressed still i'vqge•, . though JPEG includes lossless compression,
virtually all PEG images are created usinS lossy compression. This means that information is lost
when the image is compressed. Source images, prior to compression, should be maintained.

JPEG supports multiple levels of lossy compression. The degree of compression influences the
amount of information lost and image quality upon decompression. Compression levels should be
tailored to image quality requirements. While lossy JPEG images typically display at high quality
on computer monitors, the quality may be somewhat diminished ou hardcopy output devices such
as high-resolution color printers.

MIL-PRF-28002B should be used in a CALS environment, and when needed, supplemented by
NIST IR 88-4017 (tiling). Tiling and compression are desirable for vwry large still images. This
version (MIL-PRF-28002B) supports raster data.

If the compression scheme defined in MIL-STD-2500A is specified in a procurement, a migration
strategy to JPEG should be required. MIL-STD-2500A supports ITU-T Group Il compression
while CALS supports Group IV only. Use the N1TFS compression standards or CALS
compression standard, as applicable.

ISO 11544 (JBIG) should be considered when lossless image compresqion of black and white
images is required.

ISO/IEC 12087 is the only IPC standard for still-image APIs. This standard should be used if
available implementations can meet mission requirements.

Seltct aspect ratios and resolutions equal to or greater than those available on target platforms, to
protect against new display sizes and resolutions. Source images should be maintained for
archival and reuse purposes.
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3.12.. Moion video hinerchange. Motion video interchange includes Standards for motion
video aad associated audio. Animation (3.12.1.6) and live video-audio exchange through video
teleconferencing (VTC) (3.12.5) are not included.

3.12.1.9.1 Standards. Table 3.12-9 prr~efocs multimedia standards for motion video interchange.

TABLE 3.12-9 Motion video interdchanafhe a dards ____

Standard Sponiuor Standard Standard status
Type Reference DoD

~ l172-l2,3:993 (Lifecirde)
W____ oligfo i' n soitd ui o 11212319 Mandated

Digta Storage Media up to about 1.5 Mwdt/afe (MPEG I) (Approved)
Part1: -Sy jima Put 2. video. Pat 3: Audio (with

__________ ~Todonlt Corrioandmto 1:1996 _____) ______

IPC LISNjC Goermi Cod"n of Moving Piduce, and Asaociated Audio 13915-1:1996 Mubido
linalontion (MPE32). purt 1: Systemo (Apnwmvd

IlC ISO/IEC Geuneri Coding of Moving Piossues and Associated Atakia 13919-2!1996 Mandated
'cfaowmuoae (MPEG2). Part 2: Video (Approved)

IPC ISOIIEC Geneie Coding of Mting Picstues and AaaocinaidelAudio 1381&-3:1995 wids Meda
Infoenosalon (MPKI 2). Part 3: Audio Anal I (Approved)

IPC LSCO1SC Umusic Coding of Meting holres and Asocaneted Audio 13312.9:1996 lAefoimio
loloemwien (MPEG 2), Pat 9: Bzolm"c for RWi Tint (Approved)

____________ ____________lolmefeos foSystem Decoetdres,_____
[PC ISO/IEC CodingeioftMeg PKinnMe and Associated Audio f"r 11172-4:199S lnlemubtoonl

Digital Stomate Media upe to bowt 1.5 Mbit/oc (MPEG 1), (Approved)
_____ Purt 4: Coeafooewotno Todina _____

GPC DOD Mdkhly Taining Progoueoa (Video *ada=g) MIL-S`TD-1379D Infonotoa
of 12/5/1990 (Appeovod)

CPC floA RecomrunndedPrautiee forMedeinsedisPoooariity~v.l.I IMA-ftP. 1990 Infoneoimnim
(analog video) (Appboved)

flC U-f Cluandnadieis"of TelevisionoSystem-Ca r~ancteristicsof Ropot 624.4: 1990 Inoaonational
Systemu for Monodectnee and Coloce Television (Approved)

[PC WfC Phtase Altoerniing Limo (PAL) for tletwietoet (analog video) - 1146 lofomattioeul
(Approved)

[PC ITU-R Eoding Puowaen of Digital Television for Studios 601-2 Wnormuaoetal
(Approved)

CpC [MA Reonanencded Practices for Maltiotedia Poetabrlity. v. 1.2 [MA-ftP, 1993 [efomntonaOeol
(wWalg video. incladee MlDI) (Approved)

C'PN.C Apple QuickTirne QockTime 2.5 looorAtioca
(Appavved)

(1'N-C Truevision Targs- 16,Tor&e.24 Targe-l16. 24 ldo"otationol
(Approved)

C'PN.C Mvikronto Video 1 RLE & lnodo. RIFF- AVI File. Toch, Manual. loformeonaeio
(Approved)

O'N-C kIno Digital Video Ioteractive (DVI) DVI Tech. Manual. Iofotmatiorcl
(Appeovod)

CPN.C Pioneer Video Dimc (nalog video) Tech. Mariual. Iofom latoal
(Appeeced)

C'PN.C Microef-t Video for Window. 1.0 API MM SDK Tech. Infoneattonad
IManoals (App-oed)
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Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
CPN-C Treevisen Tnp Ovelpont 1.0 (afica) Toep Dev. 1.0 Infomiteoal

Tech. Maale (Apoved)

[PC 1SQ4IC Ceodng doto Pxum end Aeeedaed Audio for 11172-5 [dfoeuiimd
Digsld Scamp Mediaup to about 1.5 Mbi/eec (MPEG 1). (Draft)

Pa 5: Tedcndcl Rupoe on Softwuz for LSOV1EC
11172:1993

SISOIEC GOnac Medgodi o Moving Pintures and Asjocuded Audio 13818-4 0eqi8n
InWioaaon ( ,MPE.2) Put 4: Compliance Toutig (Drft)

FC ISQABC GOnneu Ceding of Moving • Pturme and Auocieed Audio 13818-5 tofonutional
Infoenueon (MPEG 2). Pet 5: Saftwne Simulation (Dreft)

IPC LSO/EC Gwnei Coding of Movin Pkim and A sociled Audio 13818-6 infonubiorel
Ifoamuaion (MPEG 2), Pet 6: Extamions for DSM-CC (Draft)

Ipc ISOABC Omenic Coding of Moving Pidure, end Asoecwled Audio 13818-7:1993 kafonsttoetrl
Imfone•tion (MW 2), Pat 7: Audio Eotomuon (Dra)

3.12.1.9.2 Alternative specifications. None.

3.12.1.9.3 Standards deficiencies. Animation, synchronization, and degradation control are not
well supported in any of the current digital-video environment

3.12.1.9A Portability caveats. The ability of many platforms to display motion video is limited
by platform performance. Ftvll-screen, full-motion video usually requires special decompression
hardware. Therefore, motion video, especially video that uses software decompression, should
use the minimum image size and frame rate required.

NTSqr is the U.S. standard for analog television resolution. PAL is a common European standard.
SE,.,M is used in France, Eastern Europe, parts of Afr.'ca, and the Middle East.

Alth:,'gh MPEG 1 is rapidly emerging as the standard for computer-based motion video,
especially from CD-ROM, decoding MPEG 1 at reasonable image sizes and frame rates requires
special hardware assistance. Therefore, MPEG I should not be considered portable to legacy
systems that do not include MPEG I decompression hardware. It is expected that many future
computer systems will include MPEG 1 hardware.

MPEG 1 provides for a wide range of video resolutions and data rates but is optimized for single
and double-speed CD-ROM data rates (1.2 and 2.4 Mbits/s). With 30 frames per second video at
a display resolution of 352 x 240 pixels, the quality of compressed and decompressed video at this
data rate is often described as similar to VHS recording. MPEG I is frequently used in
applications with limited bandwidth, such as CD-ROM playback or Integrated Services Digital
Network (ISDN) videoconferencing.

MPEG 2 is designed for the encoding, compression, and storage of studio-quality motion video
and multiple CD-quality audio channels at bit rates of 4 to 6 Mbits/s. MPEG 2 has also been
extended to cover HDTV.
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Programming models are nerally in a state of flux, especially at the operating system level As a
result, any code development will probably not port, especially if performance advantages are
taken in the imaging, audio, and video areas. QuickTime and Video for Windows are currently
available for both Apple System 7 and Microsoft Windows.

3.12.'.9.5 Related standards. The following standards are related to motion video:

a. IS0 10918 (JPEG)

JPEG is used for motion video in non-linear editing systems with proprietary decompression
hardware. it is preferred for such systems because each frame is compressed in isolation, allowing
direct access to and editing of individual frames. However, ISO 10918 does not include motion
specifications.

3.12.1.9.6 Recommendations. MPEG 1 (ISO 11172) is the emerging motion video standard for
computer systems and should be used for distribution to systems that include MPEG 1
decompression hardware. For distribution to legacy systems that do not include MPEG 1
hardware, software solutions, such as Microsoft Audio Video Interactive (AVI), should be
consi'rired as interim solutions.

MIL-STD- i379D should be used for interactive training delivered on level-3 laserdisc systems
using the MS DOS operating system.

MPEG 2 (ISO 13818) is optimal for a variety of data rates ranging from 3 to 10 Mbits/s and
higher. It is expected to be used in the cable industry's planned 500-channel systems and for the
emerging Video CD technology.

Maintain original video for archival and re-use purposes.
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3.12.1.10 Digital atqdio interchange. Digital audio, also called sampled audio, consists of
infortnation that is recorded as digital samples that are played back directly by digital-to-analog
conversion.

3.12.1.10.1 Standards. Table 3.12-10 presents multimedia standards for digital audio
interchange.

TABLE 3.12.10 Diaital audio interchange ~iadards ____

Standard Sponsor Standard Standard status
Type Reference DoD

[PC ISO= jm cwf ilmwa soile ui o 11172-1.2,3:1993 Mnae
NOWgita ffl iome Media on to aboult 1.5 Mbltsae (MEG 1). (Approved)

Put 1: Syimare Put 2: Video, Part 3; Audio (with
I____ Technital Corrigoodumt 1: 1996) _ ____ ______

W.C ISOIIEC Casnerie Ceding of M744n Pictures; and Azoociueld Audio 13218-3:1995 with MWAUdte
Information (MPEG 2). Pan 3: Audio Amd 1 (ApproveOd

S.C MTJ-T Pulse CodeMouatiotn (FM of voice froogsaeiae 01.711:1M9 InfoleManioal
(oarrowbond) (Approved)

S.C MI-UT 7 KHz Audio Esodlag wltioot4 kbith Noadbmnd 0.722(1939) Informational
(Approved)

S.C MI-UT Extentiouaa of 0.721 to 24 end 40 kbit/a for NOWta Circuit G.723 (1989) Inforaotional
Moltipdtlicatio Equipmenet Appication (Approved)

S.C IMi-T 40,32.24, and 16 kbit/o Adaptive Digital Pulse Code 0.726 (1990) Iaafornuaiioa~l
Modulationo (ADftCM) (Approved)

S.M~-T Codag of Spoeth at 16 kiaita/a ustng Low-Dolay Code 0.728:1992 Intolmhotioal
Exctead Limoa Prediction (LD-1CELP). (Approved)

CpC IMAA Recmommended Practicesfor Multimedia Portability, v. 1.2 11MA.RP. 199 Informationsol
(aosalog video, includes MD!) (Approved)

CPC IMA ReesomoiseododPraodoee for FAhancing Digital A".i IMA RP, 1992 tfaao
Comepatiblaity io Mutimeaodia Systemos (Approved)

C3'N-C DM1' Audio hocantadage File Foroal. Audio Iaeedoaage File AIFF (EA S.F 85) lofooioationall
Ftormoat Comopressed (ASfIMAFC) (Approved)

CPN.C Mteosoefe Resouret Interchanage File Format - Wave Form Aadio RE.FTedA Informational
(RIFi'WAVE) v.1.0 Musseals (Approved)

(FN.C Ceeaave Labs Soumdflaster Creative Voice File F'ormat (VOC) VOC Teca. Informoatioo
Manuals (Approved)

CPN-C Apple Pulse Code Modulatono (PCM) 11.025 kHz, 8-bit. linear AIF' Veesion I lofornoational
(also IMA RP) (Approved)

CPN-C Apple Pulse Code Modolsation (FCM) 22.05 kllz, 8-bit. lineea AIFF Version 1, Ioforatonaeiol
(alsoe UA RP') (Approved)

CPC Various Pulse Code Modulation (FCM3 44.1 k~lz, It-bit. linear Red Book. 1980 lofoeootional
CD-DA (roaaieC~o) (aloe BeA PP) (Approved)

CPN.C Intel Adafeive Differeotial Pulae Code Modulation (ALIPCM 8- DCI Docuoents Indformational
.1 1.025-..22.05.. 44.l0-klcz, 4-bit (also IMA RP) (Approved)

CPC Various Adaptive DIffereotial Pulse Code Modulationt (ADPCM) XA level H IFofoeooiooa
17-klle. 4.bit CD-XA (Exteeded Ae~arietee) (Approved)

CpC Various Adaptive Differential Pudse Code Modulation (ADPCM) XA level C Informatiooal
8.S-kltz. 4-bit CD-XA (Extended Architecture) (Approved)
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3.12.1.10.2 Alternative spesflcatioms. Many popular sound cards support other formatS, such as
2- and 4-bit PCM.

.ýA2.1.10.3 Standards defi-.eneses. No uniform timing information is carried with most audio
interchange formats. Thus synchronization of multiple audio streams is inherently difficult. Also,
sound clips may have to be retimed to SMPTE time codes v-hen producing broadcast video
output.

3.12.1.10.4 Portability caveats. Apple sampling rates deviate slightly from the values given in
the table because of internal clock rates. Therefore, mixing of audio played back from two
different platform types is difficult. This is true even among the same kinds of platforms becauoe
CPU clocks and sampling clocks on sound boards can vary widely.

The IMA's Recommended Practices for Enhancing Digital Audio Compatibility in Multimedia
Systems is a set of audio formats that are guaranteed to be supported on any IMA audio-
compliant platform. These formats are required to provide baseline digital audio cross-platform
support to satisfy a range of audio quality and data bandwidth requirements. Although the
recommended practice has gained industry support, many manufacturers use proprietary ADPCM
compression algorithms.

SoundBlaster VOC format is used mainly in Microsoft MS-DOS applications. This is the
dominant de facto standard for such applications.

3.12.1.10.5 Related standards. The following standards are related to digital audio interchange
standards.

a. Microsoft AVI
b. Apple QuickTime 1.5
c. Apple Bento container format

3,12.1.10.6 Recommendations. MPEG I audio is not a single compression algorithm but a
family of three audio encoding and compression schemes called MPEG-Audio Layer-2, and
Layer-3, all three of which are hierarchically compatib'e. The audio compression schemes are
lossy, but they can achieve perceptually lossless quality.

MPEG 2 audio is intended to encode up to five full bandwidth channels and additional low-
frequency enhancement channel, and up to seven commentary or multilingual channels.

Procurements concerned with digital audio should proceed with care. Many important standards
for digital audio are proprietary standards.
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3.12.1.11 Encoded audio interchange. Encoded audio consists of audio that is described by a
language that is interprretd on playback. Encoded audio is typically used for synthesized music.

3.12.1.11.1 Standards. Table 3.12-11 presents multimedia standards for encoded audio
interchange.

TABLE 3.12-11 Encoded audio Interchane standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

CPC IMA Muiacal InAememt Digital Iarface (MIDI) MIDI 1.0 ldfommtiomi
(Am-ead)

C IMA MIDI Tie Code adein& (supplment to MIDI 10) MIDIsIleemnt Idomuadomdi
(Appved)

CPC IMA Reocamunded Precttw for Multimd Poesaity. v.1.2 IMA.RP. 1993 Iafonm"iWea
(waalog video, inlades MIDI) (Approved)

CPC VHSA Audio Intface (VAI)Standa d 1,0 API VESA 1994 Infonational
(Approved)

CPN-C Creative La.. Soadfluther SBK (API) SondBlllor Tech. IWfoooasiowd
Wsnusls (Approved)

SaPN-C" Mimeaef. MualtizoedlConu'oIlunesface (MCI) API MCI API 1.0 lufonamtlona

(Approved)

IPC ISO/IEC Stndard Music Deucaiaio LAnguage (SMDL) (An 10743:1995 Infomaional
SOML and HyTime udicatioen) (I)M)

3.12.1.11.2 Alternative specifications. None

3.12.1.11.3 Standards deficiencies. No IPC, NPC, or GPC standards exist for encoded audio.
Synchronization and degradation control are not well supported in any of the current
environments.

3.12.1.11.4 Portability caveats. Programming models are generally in a state of flux, especially
at the operating system level. As a result, any code development will probably not port, especially
if performance advantages are taken in the imaging, audio, and video areas.

3.12.1.11.5 Related standards. None.

3.12.1.11.6 Recommendations. Although MIDI is a CPC standarc', it i. widely supported by
industry. Given the near universal support for MIDI, it is unlikely that an alternative will make
inroads unless the underlying technology changes. If synthesized music or sound effects are
needed, MIDI is recommended as an interim solution until an IPC, NPC, or GPC standard is
available.

Maintain original audio for archival and re-use purposes.
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3.12.2 Multimedia programming systems. A programming system is defined to be an
application or platform that is intended to encompass all the necessary support to produce or
playback a broad range of multimedia titles.

3.12.2.1 Programming platforms. Programming platforms are computer systems designed to
include necessary facilities for developing and displaying multimedia titles.

3.12.2.1.1 Standards. Table 3.12-12 presents standads for programming platforms.

TABLE 3.12-12 Programmina Platform standards
Standard Sponsor Standard Standard Status

Type Reference DoD
, (Lifecycle)

Cpc MWC Wofdq Milmedlo Perooua Co•puMe (MPQ InI MPC3, 199 Infonmponal
Otup (Appoved)

cpc ?&C Woirln MdtaW6 Pronoa Compaate (MP) II NIPC2, M993 kdomnaloa
Group (Approved)

CpC MPC Woaw Multimedia Persnal Compier (MPQ C C, 1991 lIfonmnorA
Creep (Appwved)

O'N.C App* QuickTime QuickTime 2.5 IWfoOmatoWlI
(Approved)

CPN-C Phllips Comrp DMe Intencive (CD-I) Omren Book, 1987 'ormaetonal
(Approved)

3.12.2.1.2 Alternative specifications. Available alternative solutions include various proprietary
computer platforms, such as Silicon Graphics development computers.

3.12.2.1.3 Standards deficiencies. No IPC, GPC, or NPC standards exist for the specification of

multimedia programming platforms.

The original MPC specification is insufficient for most modem multimedia applications.

All systems are struggling with synchronization accuracy and control of digital data streams, both
from the specification and implementation points of view.

Some platform specifications are minimal and too incomplete to guarantee interoperability or
portability. Little certification work is underway to guarantee compliance to any of these.

3.12.2.1.4 Portability caveats. Byte alignment of native data types can be a problem when

moving between platforms.

3.12.2.1.5 Related standards. None.

3.12.2.1.6 Recommendations. Platforms should be tailored to mission needs. CD-I, which is
aimed at the consumer market, is not recommended.
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3.12.2.2 Authoring languages. Authoring languages are languages that are specifically designed
for the development of multimedia applications and tools. They may be interpreted or compiled
on target platforms.

3.12.2.2.1 Standards. Table 3.12-13 kteselats standards for authoring languages.

TABLE 3.12-13 Authoring langufaes standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ (Lifecyde

IPC ISO/JC Hyp--m&di#Irme-ed Sumriudnu L•sauge (HyT-) 10744:1992 Infomfiona
(Am-aved)

•PN-c Mam~mm~a N "O,/ Wn.o To&9 WofmfrAh
Manuls (ApoVed)

CaN.C SytmeAa.n Gain Ei Lon (pOEL) aELv.21 Womi.o.l

-
I (Apmwved)

3.12.2.2.2 Alternative specifications. Other authoring and scripting languages are available.
Many full-featured commercial authoring systems are available, some of which support multiple
platforms.

3.12.2.2.3 Standards deficiencies. Deficiencies in the existing specifications are unknown.

3.12.2.2.4 Portability caveats. Portability problems with the existing specifications are unknown.

3.12.2.2.5 Related standards. None.

3.12.2.2.6 Recommendations. HyTime (ISO 10744) is the only IPC standard available for
multimedia authoring languages. It should be used if suitable for specific title development.
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3.12.2.3 Interthange media. Interchange rnedia ame designed to deliver finished nuiltiniedia, tites
to a broad range of platforms.

3.12.2.3.1 Standards. Table 3.12-14 presents standards for supporting interchange between
platforms.

TABLE 3.12-14 Interchange media taards _ _ _

Standard Sponisor Standard Standard Status
Type Reference DoD

Disk& (CD-RObo) (mECMA I3W 1988) (Approede)

IPC ISOAEC Volum eand F&1 amucoe ofCD-ROM forInformation 9660:1988 Adopted
Inerdsangto (tam as ECMA 119) (Approved)

GWC DOD (DISA) Deapartmnt of Dealo Ilandisol, DOD-Prodsocd CD- )M..HDDK. Infomtuiopai
ROM Products. lot Revision 9660A (1996) (Apip-4a

EWC ECMA Data Intrchangeon Road-Onlty 120men Optical Data 130(1988) I1115001011004
Disks (CD-ROM) (Approved)

aCC UIMA Recommended PmdtiossfeorD~at zda Ucos (adopts Barbo IMA.RP. 950701.1 InfomdObioal
and an OlrfI subset) (Approved)

C~PC Voeloam UNWPACK (f""a inobeiace) Pi8.01.00.141 iefoamdoelw
(5193) (Appooved)

[PC I5OAEC Codin of Mralmdineiaand Hyperamdia Iaformation -Paut 13522.1,4:1995 letformatonoel
1: WdsEa objects reprresentatinc- buse notation (ASNI ), (Approved)

_________ _________ Pu4t 4: Registration Proocedure for MHEO format Identjifier
CPC Various CD-Rom standard Yellow Bojk. 1984 Intoneational

(Appsoved)

CPN-C Microaolr CD-XA (Extroded Acddrecoo) (media lotedfaco for CDXA, 1986 Infomiational
Inrterchrange) (Approved)

CN Apple CD-WO (Wuite Once) (media inerface for Werecdanite) Orange Book. 1993 Inrformational
(Appooved)

CPN-C Apple Besro (Format ostAPT) l.da, 1"92 Inrformational
(Approved)

CNC Avid OpnMedia Framework eedsase (0M11format asd OMFI, V. 1.0. 1993 Informational
API (Approved)

CPC Vaiosi. Digital Video Disk (DVD) DVD loformarioena
(Approved)

Cpc Various Hfigh Density Compact Disc. Syatemo Description v 0.5 Gold Book. 1995 Ioforoational
(MM-CD) (Draft)

CPC Vafion. Sopet Disk (SD) SD ldofmtoearlo)
(Draft)

CPC X/Open CD-ROM SuportComoponent XCDR) P120:5/91 isfooenriooa)
(Superseded)

3.12.2.3.2 Alternative specifications. No other specifications are available.

3.12.2.3.3 Standards deficiencies. ISO 9660 does not support long filenames such as those used

on UNIX systems.
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3.12.2.34 Portability caveats. The IMA Recommended Practice for Data Exchange has only
recently been published. Therefore, it is not yet broadly supported. It is designed to be a
platform- and content-neutral recommendation for the exchange of multimedia data for content
and title developers.

3.12.2.3.5 Related standards. The following standards are related to CD-ROM:

a. CD-R is a standard and technology that allows a user to write to and read from a
Compact Disc.

b. CD-ROM is a compact disc format used to hold text, graphics, and stereo sound.

C. CD-ROM/XA is a CD-ROM enhancement that allows audio to be interleaved with
data. It also functions as a bridge between CD-ROM and CD-I, since CD-
ROM/XA discs will play on a CD-I player. CD-ROM/XA uses a standard CD-
ROM player, but requires a CD-ROM/XA controller card in the computer.
Although it is not a video specification limited video can be included on disc. To
use it, you must have a drive that reads the audio portions of the disc and an audio
card in your computer that translates the digital data into sound. Not all drives can
recognize the extensions.

d. CD-Video (CD-V) is a format for putting five minutes of video on a three-inch
disc.

e, CD-WO is a CD-ROM version of the WORM technology. CD-WO discs conform
to ISO 9660 standards and can be played in CD-ROM drives.

3.12.1.3.6 Recommendations. ISO 9660 and 10149 should be used for all CD-ROM
applications. ISO 9660 describes the logical structure of information on a CD. ISO 10149
describes the physical structure of the CD. In addition, DISA's Department of Defense CD-ROM
Requirements and Guidelines, which gives DOD labeling and security requirements .Jlong with
other information, should be followed.

MHEG (ISO 13522) will define an interchange format for real-time multimedia information
interchange. Its goals are platform independent interchange of interactive multimedia content,
robust time-space composition and synchronization, real-time interchange, and incorporation of
arbitrary monomedia formats.

Use of high-capacity compact discs (MM-CD and SD) should be avoided until a single standard
has been agreed upon. Even after agreement, use should be considered carefully because
portability will not be available for legacy systems that do not support these discs. An agreement
to produce a single standard was announced at the time of this writing.
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3.123 Multimedia presentation. Presentation standards deal directly with representational
issues of information and output devices that convert digital information to human information.
Graphical user interfaces are covered in detail in part 3 of the ITSG and are not included here.

3.12.3.1 Text presentation. Text preseatation deals with displaying formatted text and
documents to appear to the viewer in the way the author intended. It includes both the layout and
"typeface of the text.

3.12.3.1.1 Standards. Table 3.12-15 presents standards for text presentation.

TABLE 3.12-15 Text presedtation standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC ISO/IEC Sdand Page DcacrpLongLuage (SPDL) 1010:12992 lafonnaioaal

(Approved)

IPC ISOfEC Doctanentatli Style Semantics and Specification 10179:1995 Infomoional

Languae (MSSL) (App roved)

CPN.C Adobe Portable Docmact Formet (PDF) PDF lWfonhrmial
(Approved)

C'N-C Adobe PostScrpt Type I. Outlies PS Tech. Manuals Idofonational
(Approved)

CPN-C Microsoft TrueType - Outlines TT Ted.h Manuals Informational
(Approved)

3.12.3.1.2 Alternative specifications. Viewers are available for some commercial applications,

such as Microsoft Word and FrameMaker.

3.12.3.1.3 Standards deficiencies. No approved public standards exist for text presentation.

3.12.3.1.4 Portability caveats. TrueType is limited to Microsoft Windows.

3.12-3.1.5 Related standards. HTML is related to text presentation.

3.12.3.1.6 Recommendations. SPDL deals with text presentation. These standards add
formatting information to SGML for the presentation of electronic documents. Adobe PDF
supports interchange of documents including graphics among Apple, IBM PC, and UNIX
systems. A document is simply printed to Acrobat, which produces an interchange file. The
Acrobat reader is available at no charge. Adobe Acrobat should be considered as an interim
solution. PDF is used frequently but suffers by the fact that it has not been endorsed by an open
consensus standards body. Efforts need to be taken to move PDF from the de facto, proprietary,
realm to be an open standard.

HTML is a DTD of SGML. It does not as rigidly define the appearance of HTML-tagged
documents as does SPDL or PDF.
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3.12.3.2 Graphics presentation. Graphics presentation standards deal with interfaces to
graphics display devices and environments for the presentation of graphics and related multimedia
objects. Note that in this instance, graphics presentation includes raster and vector graphics.

3.12.3.2.1 Standards. Table 3.12-16 presents standards for graphics presentation.

TABLE 3.12-16 Graphics presentation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecyde)

CPC VESA VESA BIOS 2.0 (SVGA and radio carnnd inlemfe) VESA 1994 lnfotnatiwA
(Approved)

CPN-C IBM CGAEA Omi (cmmndintae) CGA/EGA 1991 Infoimatdoml
(Approved)

CPN-C IBM VGA Gf*phi (cmennud interfac) VGA 1992 nforrnitional
(Apprved)

CPN-C Ai PICT and PICT32 Aple5SDK Infomuitzonal
(Approved)

CpN-C IBM XGA Gmphica (commnud Wierfaco) IBM Ted. Report rdonnatiorW
(Approved)

IPC ISO Conpater Gnphks ad Imkge Pmoaing - PrmmoWAon None IiforansionAl
Envirezment for Mitamefdia Object (PIM•tO) (Dmh)

3.12.3.2.2 Alternative specifications. None.

3.12.3.2.3 Standards deficiencies. No approved IPC, GPC, or NPC standards exist for graphics
presentation. Strict adherence to correct presentation and output standards will require color
calibration equipme-t.

3.12.3.2.4 Portability caveats. Graphics portability is generally achieved by data interchange, not
by uniform cross-platform display standards. Source material may be visually impaired through
use of low quality displays. Vector and raster graphics that require high resolutions and large
color spaces will be less portable.

3.12.3.2.5 Related standards. None.

3.12.3.2.6 Recommendations. There is no recommendation at this time.
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3.1233 Color definition. (This BSA appears in part 5, Data Interchange, part 12, Multimedia,
and part 13, Human Factors.) Color definition deals with establishing a reference base for
identifying colors to aid in the matching and exchange of color. Color definition standards apply
to defining color in general, and not only to color definition for information technology systems.

3.12.3.3.1 Standard. Table 3.12-17 presents standards for color definition.

TABLE 3.12-17 Color definition standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_(Lifecycle)

NPC ASTM Stndud Test Mehod for Computing the Colors of Objects E308 (1990) Itfouasfiaol
by Using the CIE Syiste (Approved)

NPC EIA 1976 CIE-UCS Chreomaticty Diagram with Color TEB26 (1988) Infoanotioeal
BondazLr (Approved)

IPC ISO CIE StaWdl Colorkoueuic flumloats CIE 10526 (1991) lnfonrnAeiong
(Approved)

IPC ISO CIE Standard Colorkoetric Obtervers CIE 10527 (1991) Infonnrtionsl
(Approved)

IPC CIE Ruorondons on Uniform Color Spaces, Color. CIE Pub. 15, Suppi. Infononationl
Diffeernce Equtions. and Psychrometric Color Teams 2(1986) (Approved)

NPC NPESA Otsphic Tedinolosy - Input Dsa for harwerizaotio of 4- IT8.7/3 (1993) Inionatlionsl
Color Process Printing (Approved)

NPC NPESA Grspldc Arts Prepreas Defirfloson of Default ROB Date for IT8.7/4 InfornationaJ
Use in the Grpdc Arts Industry (Approved)

N/A SMPIrEMIA/VE Unrefeeneced 24-blt ROB Tedndcal Reports Infonnastionl
SAASO (Approved)

IPC ISO/IEC Text and Office Systems Colour Amrhldtectue (TOSCA) JTCI/SCI8WaOs Iofomnusional

(Drft)

CPC ICC Definition of Nsmed Color TBD Infonnalioveul

(Forntive)

NPC ANSI 1I" end SpecificRtions for Web Offset Pablicatesos (SWOP) TBD lnfonnational
COATS (Formative)

The CIE (International Commission on Illumination) is the principal international standards
writing body for agreements for color, vision, and illumination. Under ANSI, four bodies work on
color-related standards. ANSI X3 works on office document automation and information systems.
ANSI IT8/CGATS is concerned with graphic arts. ASTM deals with color metrology and
standard practices, and SMPTE handles standards for color television and color monitors.

ANSI's Committee for Graphic Arts Technology Standards (CGATS) has eight subcommittees
working on topics such as materials nandling, process control, and color data definition. NPESA
is the National Printing Equipment and Supply Association.

3.12.3.3.2 Alternative specification. The following alternative specifications are also available:

a, Pantone Matching System
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b. RGB (Red, Green, Blue) - the method directly used by color video display
terminals

c. CMYK (Cyan, Magenta, Yellow, Black) - used in four color printing

d. HSV (Hue, Saturation, V.)

e. HSL (Hue, Saturation, Luminescence)

f. HVC

g. SWOP (Specifications for Web Offset Publications)

h. HSB (Hue, Saturation, Brightness)

L TIFF (Tag Image File Format)

3.12.3.3.3 Standard deficiencies. Comparison of color defined by the existing standards assumes
identical view-ng conditions. There are no standards directly addressing comparisons across
viewing environments, althou•,. nodels are being worked on. Strict adherence to coreect
presentation and output standards will require color calibration equipment.

3.12.3.3.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only m approximation at bast. There are three different .ilor definitions
from the CIE. They are the CIEXYZ tristimulus values, and the CIELAi2 a.,- CIELUV color
spaces. These standards have existed for a long time and are seen as the coimmon basis for any
fcture unifying definitions.

There are also the problems of color matching. For example, of 1012 Pantone colors for coated
paper, 70 cfknno',. be reproduced in the CMYK definition. CIEXYZ is useful in comparing colors
under identical viewing conditions. CIEXYZ has a rigorous definition and by itself does not
necessarily constitute a complete color specifica.ion. CIEXYZ is a standardized set of primaries
which are not physically realizable but can match all possible colors with entirely positive
tristimulus values. A new form of color definition is emergiu.t, known as high-fidelity color. The
ides behind high-fidelity color is the use of five to seven different colors in the printing process to
wi.en the ranre of colors that can be printed. Two such models that have appeared are the
K"',er set which increases the number of printed colors in the blue region by 80%, and the VSF
model which provides better performance in deep red and green colors. These processes are very
non-standard and should be avoided at prese.u.

Common systems typically do not support colorimetric calibration.

3.12.3.3.5 Related standards. The following types of standards are related to standards for the
definition of color:
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S. color nmathing suaka.T
b. color data exchange standards
C. color use standards
d. style guide standards

3.12..3.6 Reconunem daltios. The approved standards Li this section are recommended where
they are applicable. Maintain original copies of source material so that revisions can be produced
for next generation systems that will allow the inclusion of calibration infmnation.
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3.12.3.4 Audio presentation. Audio presentation standards deal with interfaces for audio
playback.

3.123.4.1 Standards. Table 3.12-18 presents standards for audio presentation.

TABLE 3.12-18 Audio presentation standards

Standard Sposuor Standard Standard Status
Type Rdeerenm DoD

Cc VEA YM5 13105 2.0 (SVGA md m@ dm Wedw) VESA IM9 kbiimmddsi

C Vaoom Pda Coda Mdsbo (PCU) 44.1 kHx. 14.bi. lhow Rad Bosk. 1980 hfoinioml

1 CDGA toss. CDs) WsMA RP) Aow)
CP-c Apo Pok Ccds Mmdslid " 2LnS M& k b•w-. ,FFWss, M 1. I. khms

(do MtA RnP (Apswd)

aPN-C CM"a Sowmsio R5U (API) 5od~TO&h boomwimsa
M (Af-ed

3.12.3.4.2 Alternatlve speciflcatlons. None.

3.12.3.43 Standards deficiendes. No IPC, GPC, or NPC standards exist for audio presentation.
Strict adherence to correct display and output standards will require audio calibration equipment.

3.12.3.4A Portabity cavests. Source material may be aurally impaired through use of low-
quality amplifiers and speakers. Calibration information that allows a user to correctly set audio
levels at the beginning of a title can substantially enhance a presentation.

3.12.3.4.5 Related standards. None.

3.12.3.4.6 Recommendafions. Maintain original copies of source materials for re-use when IPC,
GPC, and NPC standards become available.
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312.3.$ Mmltom. Monitor standards specify the electrical and display characteistic of
computer and televisa.. monitors.

3.12.3.5.1 Standards. Table 3.12-19 presents standards for monitors.

TABLE 3.12-19 Monitors standards
Standard Spomor Standard Standard Status

Type Reference DoD
(Lifecyde)

PC Mi-aR ()mduw o Tof o .Syswm -Cwamdatla of Rapoi 624-4:1990 IIfoMoml
Sydma for Mto&m wnd Colouw TdVIOm (A1 aoMd

I MPc PimEC Amau Line OIAL) for Ievuie (,aroes vkde) 1146 Idomuii

I ~(Ap~md)
CPC VESA Mmig rTmag STiaod for S90x 60D 7211z amd 1024 x VESA 1993 IIEfoical

768 IOhz ,deo ,e (Afeofd)

CPC VESA MIM orTimg Mendcwig OUdlme for 1024 x 768 VESA 1993 rfoaaMmlW
wit 60 Hz. 100600 with 6011. 500600 with 56Hz (Apprved)

CPC N73C 15.73422Hz Seen Spedfi&O (TV Moiiar) N7rC.YIQ Infoual
Sndad (9100) (AOpprod)

NPC shorE seadlo spdiIefiff "mph" Inlnfaft) sMPT C. 160o. lhilonoma
D65 CAff-ed)

NPC SMalE Beik pinmai vahm for d. HDrV ineued for dw Roe. 709 hiooal
,o id for bomfie"mn progom *oabe (ApRoved)

NPC SWill To4wid - SWpol Po•o. -I I S 12 i-Dfniam S•M' SUlkeld II&omcaa
Pinaxb Sy*am (TV mooko 240M) 198 (Alpvok

NW ShM Torhw.m - Dimal R•n• p aoim ad Bit-Pftalle SWTsSdd - -lehfwoedmal
bIfm - 1125#60 Hiilh-D•mla Prodldim Syslm 260. 1992 (Vod)

nrv w _ __ _ __

3.12.3.5.2 Alternative spdciflcations. None.

3.12.3.5.3 Standards deficiencies. Stict adherence to correct display and output standards will
require audio and color calibration equipment

3.12.3.5.4 Portability caveats. Source material may be visually impaired through use of low
quality monitors. Calibration information that allows a user to correctly set monitor levels at the
beginning of a title can substantially enhance a presentation.

3.12.3.5.5 Related standards. None.

3.12.3.5.6 Recommendations. Use the established standards given above for computer and
television monitors. Avoid development for high-definition television, which is now a formative
technology.
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3.123.6 Embedded time codes. Embedded time codes provide timing information within data
streams. They are necessary for proper synchronization in the presentation of multimedia.

3.12.3.6.1 Standards. Table 3.12-20 presents standards for cuokbedded time codes.

TABLE 3.12-20 Embedded time codes standards

Standard Sponsor Standard Standard Status
Type Reference DoD

I(Lifecycle)
NPC SWIM Teeviuin Audio, aad m-Rim - Stomp e d Tmemiouon of 262M Wloadeeaal

Dwale Bmaey Groups of Time End Coeitol Cdode (Appowed)

3.12.3.6.2 Alternative specifications. Proprietary timing and synchronization control codes are

used in some environments.

3.12.3.6.3 Standards deficiencies. None.

3.12.3.6,4 • %tability caveats. None.

3.12.3.( Q '" .* ''x 4 ,rds. None.

3.12.3.6.6 Reconk.i r 's. Use SMPTE 262M.
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3.12.4 Video and audiographic teleconferedncin Video teleconfeivncing is the live
transmission of audio and video over a network among two or more users. Audiographic
teleconferencing (AGI) lets c.)nference participants manipulate documents and other data
collectively with accompanying real-time audio. Many VTC and ACT standardis deal with
audio/video network services. Only those standards directly related to multimedia data formats
are presented below. Transmission protocols, transfer protocols, and security standards are not
included.

3.12.4.1 Video and audiographic teleconferencing.

3.12.4.1.1 Standard. Table 3. 12-21 presents standards for video and audiographic
teleconferencing.

TABLE 3.12.21 Video and audioaraphic teleconferencine standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- - - (Lifecycle)

OPC DOD luduasby Prorde for Video Tee cofereachas V'COOI. R ievsios ssse
l.Apeol 25. 1995 (Appeoved)

1WC ITU.T Toem"ufor Low Hit Raue Mudtssl edistConerensnicalons, 1H.324 Mindwood
Muchi 19. 1996 (Approved)

OPC NIST Video Telumeig Se vicesat 56tlo 1, 920KB/s PIPS PUB Insformational
(adopts CCrITr H.221, H.230. H.242.,H.261, and H.320 178:1992 (Approved)

(.11990))
1WC rFU-T Pulse Cede Msodulation (PCM) of voice recqoeciscla 0,71109119 Lifonoellonal

(narmwbeod) (Approved)

[PC rIU-T Transmisesion performancedcharacteristics of poise code G.712 (1992) Wonontloec)a
Modulseion (Approved)

1WC ITU-T 7 KHz Audio Phooding within 64 khiids (broadbaned) 0.722 (1989) Wuomustionai
(Approved)

1WC ITU-T Extlensions of G.721 10 24 sod 40 hbid/s for Digital Ciercuit G.723 (1989) Informational
Multiplication Equspnoesc Application (Appooved)

U'C ITIJ-T System Aspe"t of tie Useof 7 kl~z Audio Codec; Within G.725)(1999) letfonossional
64 kit/s(Approved)

[PC ITU-T 40.,32, 24, said 16 kIdsi/s Adaptive Digital1 Pulse Code U.726 (1990) Inormational
Modulution (ADP(M) (Approved)

1WC ITU-T Extensions of Recogomendseion 0,72600n 40.,32.,24,.16 0.?26A (1994) lufornostionul
kbit/s Adsptive Differential Pulse Code Modulation for um (Approved)

IpC ITU-T 5,4,3, sod 2 hits Ssorple Emberdded ADPCM G.727 (1990) Informaution&[
(Approved)

IpC ITII-T Extensions of Recoeurseodasion 0.727 on 5-,4.,3 3and 2- 0i.727A (1994) loforerstioou(
bits/sareple embredded Adaptive Diffeerential Pulse Code (Approved)
Modulation for usc with wnsifono-quaurized iopot sod

I1C ITU-T Coding of Speech st 16 hbiro/s using Low-D~elay Code 0.728:1992 leforrvstioou(
E1(oold Linear predictron (LD-CELP). (Appoved)

[PC ITIJ-T Codecs foe videoconfereociog using peiresy digita) group HA. (20 Informastional
toransmssion (Approved)
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Standard Spomur Standard Standard status
Type Reference DoD

_______. __ __Lifecyde)

IPC flV-T Video Codec for Audiovisual Seevioas at p x 64 kWs/ - H1.261 (1"93) Infonnaioeea
Lime Tfnanutimsoee on Wrae-Tolephem Signals (known a (Approved)

_______ _______PX64) _ _ _ _

IPC W.IT Coded Reosocaeatagiof Pictueenmd Audio Infomernicfa- T.92 (1993) bifomuiiona
Progresie 91~4.ovd Image Conepresson - Taen"aa (Approved)

Eu tomatad Pmoancoola for Teolaistic Services _____

IPC frtJT Infot -o Technology.- dwgta compassieon and -ding T.Slaoea3oa
of caoatiicaltow stillmages: compliance eoesig (Approved)

EPC WTJT Binary lo Transfefr poooat forth. Tolanuatic Soweevc: T.434 (1992) Woronitionei
Teno"o 130iiiensid and Protocols for Toloentatic Services; (Appeood)

WC W.IT Trnanxiiie Prnotiocols formaoldeoodisdata T. 12 toffomadona
(Approved)

EPC mIW.T VTC over ATMf H.321 tenoegiog
(Approved)

E1C rrJT VI'CoverElhoeat H1.323 Banoeging
(Approvod)

GPC NIST Video TeleconferencingServicesoa56 to 1920 kb/s PIPS PUB 178.1 Informational
(Adopts ITU 11,320, H.221,1H.242, H1.230, H.26 1, H.23 1. (Draft)

H1.243, H1.213, 1H,234, H1.244)______
1KC ITIJ-T [oud Rote Speeche Code: for Muftienedi. C.no 6.91catlin 0.7'3 teonoastional

Traosanitting at 5.3 sand 6.3 Wealos (Draft)

IPC lrt-T Infosniation Todinology Gneric C~odineg of Moving H1.262 hitoanaeional
Picture and Associated Audio Inoromaiion, Part 2: Video (Draft)

(adotaISO/IEC_13818-2) ________ _______

[P tlV-T Video coding for low btitate ocrinitnkaeiona 11.263 Wornoationail
(Draf)

1KC ISO/ABC Gonoeric ding of Moving Picturnes atd Amsdaud Audio 13183-4 arenegiog
leefornmation (MPB(12) Peut 4: CoeoliatieoTesting (Draft)

- ISO/IEC Genoerc Coding of Moving Pictures and AweciWo Audio 13818-5 Infornneeonal
loforination ()ePBO 2), Puet5: Softwame Simulation (Draft)

IPC ISO/EEC GJeneic Coding of Moving Pictures and Associated Audio 131818-6 Iofornoeoooal
loforonejton (MPEO 2). Paut6: Eotoerisloee for DSM-CC (Draft)

1KC ISO/lEC Genetric Coding of Moving Piceures and Associated Audio 13918.7:1993 Iftfornoetionud
Infornielion (MPEG 2), Peut 7: Audio Extensioos (Draft)

OPC DOD Interoperaultiy and Prodoevoance Standard for VTC MEL-STh-48t.331 Informational
(supersededrdby COSVTC0l-Rev. 1) and33I-A (Suporseded)

3.12.4.1.2 Alternative specification. ISO and the ATM Forumt are working on standards for
high-bandwidth teleconferencing, especially over ATM networks.

3.12.4.1.3 Standard deficiencies. None of the ITU teleconferencing standards work well over
Ethernet and TCP/IP networks because of bandwidth limnitations.

3.12.4.1.4 Portability caveats. Portability problems with the existing standards are unknown.

3.12.4.1.5 Related standards. MPEG I (ISO/IEC 11172) and MPEG2 (ISO/IEC 13818) are
related to video and audiographic teleconferencing. Various ITU H, Gl, and T series standards are
related to architecture, equipment, transmission protocols, transfer protocols, and security.
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3.12.4.1.6 Recomnmendations. M.-STD- 188-331 and MIL,-STD- 188-33 IA have been
superceded by the Industry Profile for Video Teleconferencing, VTCOO 1-Rev. 1, which is
mandated for DOD by the OASD. Because of differences in network bandwidths and transmission
limitations, video and audio standards should be chosen to fit individual VTC system capabilities.
For example, ITU G.711 should be used for narrow-band speech, while G.722 should be used for
wide-band speech. FIPS PUB 178-1 will replace the VTCOO1 profile, but is still in draft at this
writing.
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3.13 Human Factors. Human factors (ergonomics) is the science of determining proper relations
between computer systems and the user. Ease of use, comfort, health, and safety are primary
concerns (e.g., how a keyboard should be laid out). An ergonomically-designed product implies
that the device blends smoothly with the user's body or actions. For computing systems, these
standards provide guidelines and requirements for the design of computer hardware, software user
interfaces, and computing environments.

3.13.1 Human factors for computer hardware. Human factors requirements for computer
hardware concern the user's physical interface through input devices and displays and how well it
serves the needs of the user. Health and safety concerns are also addressed.

3.13. 1.1 Human factors for video display terminals. (This BSA appears in both part 3, User
Interface, and part 13, Human Factors.) This base service area addresses the human factors
requirements for all types of video displays, and includes safety concerns.

3.13.1.1.1 Standards. Table 3.13-1 presents human factors standards for video display terminals.

TABLE 3.13-1 Human factors for video display ter inals standards
Standard Sponsor Standard Standard Status

Type Reference DOD

GC DOD Human.Consputar lalerfu. (HI Stl ("Lifecvlue 8 e)A

IPC ISO ErgonmicR"rouqa tssfor OfficWorak withVi"ss 9241-1:1992 Infomtahoaal
Display Temninuis CVD~rs) Past 1: laInt.sdia (Approved)

[PC IS0 Ergonmc euiraftesps forOffic orwk with Vi"s 9241-2: 1992 Infornaioaal
Display Termnials (VDTs) Part 2: Task R"Wiasel (Approved)

[PC ISO Ergonomic Requirements for Office Wosk with Wiass! 9241-3:1992 InformationalI
Display Terminal. (VDTs) Past 3: Vinasl Display (Approved)

NPC AN5IMIS Amersic~anNatioasl Stedard forHamsm Factors 110D.1989 Infamiosoai
Engineersing of visual Display Tensissal Worstiations (Approved)

(3PC DOD Huans Enuginerig Design Criersia for Malitasy Systems, M[L-STD- 1412D Informatihonal
Equsipmnet aid Facilities Notice 2,30 June (Appoaved)

1992
[PC ECMA Eronososscs .9 Roema,. for Non-CRT (Cuihode Ray 136 (1989) Wnormaiasga

Tube) Visual Display Unit. (AppeO~d)

IPC ISO Ergonomic Priaaiples in the Design of Work Systems 6385:1981 Insformational
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Standard Sponsor Standard Standar Status
Type~Lfe Cierne o

DOD Instruction (DODI) 8120 mandates use of the DOD HCI Style Guide.

AIIM is the Association for Image and Information Management.
ECMA is the European Computer Manufacturers' Association.
HFS is the Human Factors Society.
NSC is the National Safety Council.

ISO 9241-1 presents an overview of the content and usage of the multipart ISO 9241 standard. A
revised version of ISO 9241-1 is currently at the Committee Draft (CD) level and will soon be
released for Draft International Standard (DIS) ballot. ISO 9241-2 presents an overview of
factors that should be considered when designing tasks to be performed in a specific computing
environment.

3.13.1.1.2 Alternative specifications. There are no alternative specifications available.

3.13.1.1.3 Standards deficiencies. The performance-based test described in ISO 9241-3
adequately discriminates between a display that meets the physical requirements of the standard
and one that does not. However, timing scores may be badly affected by the effects of testing
practice. Changes to the test method and metrics are under consideration. ISO 9241-3 does not
adequately address flat panel displays. ISO 13406 is intended to remedy this situation.

3.13.1.1.4 Portability caveats. No portability problems are known with the above specifications.

3.13.1.1.5 Related standards. The following standards are related to human factors standards for
video display terminals:

a. ISO CD 10075-2, Ergonomic principles related to mental work load, Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

b. MIL-STD- 1908 (1992) Definition of Human Factors Terms.

c. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.
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d. 1ML-STD-1800A (1990) Human Engineering Perfornance Requirements for
Systems (Air Force published, but rarely used, duplicates MIL-STD-1472).

MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

f. MIL-HDBK-761A(1989) Human Engineering Guidelines for Management
Information Systems.

g. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

h. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

i. 1TU-T E. 134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

j. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.13.1.1.6 Recommendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for computer displays. Display
characteristics include brightness and contrast, character legibility, image stability, glare, and the
use of color.

Note, however, that ISO human factors/ergonomics standards are either normative or informative.
An informative standard contains no mandatory requirements. A normative standard contains one
or more requirements that must be met in order to achieve conformance with the standard.

ISO 9241-1 presents an overview of the content and usage of the multipart ISO 9241 standard. A
revised version of ISO 9241-1 is currently at the Committee Draft (CD) level and will soon be
released for Draft International Standard (DIS) ballot. ISO 9241-2 presents an overview of
factors that should be considered when designing tasks to be performed in a specific computing
environment.

Parts I and 2 of the ISO 9241 standard are informative. Part 3 of the ISO 9241 standard is
normative; parts 2-9 are expected to be normative on completion. Conformance requirements for
each normative part are embedded within that part. Conformance with the overall ISO 9241
standard is based on conformance with all normative parts that apply to a particular product.

Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative and normative parts should be required
for the best implementation of modern human factors/ergonomic thinking. In general,
conformance tests for informative parts will not be available.
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The ISO and ISO/IEC standards cited in the gray area of the table are being balloted and revised
at a rapid rate. Interested parties should monitor the progress of these standards at six month
intervals to ensure they have the latest inrFormation. Offerers of products meeting existing or
emerging standards should be required t. provide a migration plan to ensure compliance of the
products with the final standards documents.

The DOD HCI Style Guide is recommended, in particular section 3, which deals with hardware.
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3.13.1.2 Hunan factors for keyboards. (This BSA appears in both part 3, User Interface, and
part 13, Human Factors.) This BSA covers keyboard layout, including specific directions for
layout of regions of the keyboard, and keyboard design. Ease of use and correct ergonomic design
also are a part of this BSA.

3.13.1.2.1 Standards. Table 3.13-2 presents human factors standards for keyboards.

TABLE 3.13.2 Human factors for keyboards standards ____

Standard Sponsor Standard Standard status
Type Reference f DoD

____________________________ __________ (Lifecycle)
Opc DOD Hum ,CompwpaIterlnoface (HCO Style Gude TARMVolume8, Mandated

version 3.0: 1996 (Approved)

IPC ISOAiEC Keyboard LAyout foeText and Office System. Put 1: 9995-1:1994. Inrfomslos
General prisnciles governing keybardi layout (AppmrAod

P1C ISOAIEC Keyboard LAyosst forText sadt Office Systems Pit 2: 9995-2:1994 Infotmastionsl
Alphaumaeric sectmio (Approved)

[PC ISOAEC Keyboard L~yout for Text sand Office Systems Paet 3: 9995-3:1994 Infiormational
Coesursm, secnodary layout of the Alphaassereno section (Approved)

[PC ISOAEC Keyboard LAipou for Test twoa Office Systems Put 4: 9995.4:1994 Informnational
Numeric sctsion (Approved)

[PC 150)11W Keyboard Layout for Tet and Offioe Systerms Part5: 9995-5:1994 Informationral
Editing section (Approved)

IPC 150)11W Keyboard L.ayout forToot sand Office Systems Part 6: 9995-6:1994 Itufoenational
Fusnction section (Approved)

[PC IS0/IEC Keyboard Layott for Tent anid office Systems Put 7: 9995-7:1994 Informnational
Symbols msed to represent functionsa (Approved)

[PC ISO/IEC Keyboard Layout forToxt PMd office Systems Put 8: 9995-8:1994 Infonoational
Allocatton of Letter to the Keys of a Numoeric Keybosrd (Approved)

NPC ANSI/HE American National Stondard forlleman Factors IOD-1988 Infoensliional
Enginovuin of Visual Displey Temoinal Workstation; (Aproov-d)

NPC ANSI Coded Character Sots for Keyboard Arrangmemot in ANSI X3.1 14-1994 Inforrasionol
X4.23-I982 sod X4.22-1983 (111991) (Approved)

NPC ANSI Keyboard Airuirgeenent X3.154-1988 Inorfoosionl
(Approved)

NPC ANSI Alternate Keyboard Arrangemenet X3.201-1991 lofoornsijoos)
(Approved)

OPC DOD Military Standard Koyboard Arranrgemenots MIL-STD- 1280. Infoorrlicosl
Notice 1. 1969 (Approved)

GPC DOD Hiusesn Ergnemerin~ )og vCt, :rMlay Systeros. MIL-STD- 1472D tokooi~stiol
Eqoilyr tvo:r.l Fwl)):ti Notice 2,30 Juse (Approved)
____________1992

1WC IEC Mue-Macbisse glfs.7 )iMI 4 r-ZvvAtin Priociples 447;1993 loforroticosl
(Approrvcd)

CPC NSC Cosnolative 'rr-.:ce Osoeders: a Manual for 12221-ODOO lnof-tonnuel
Moacouloakeletal Diseases of rho Upper Limbs (Approved)

I1W ISO Ergoeoronc priociples isn the Desigo of Work Systems 6385:1981 Informational

I I I(Approved)
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Standard Sponsor Standard Standard nm sta.th
Type Roterencea DoD

(Lifecydle)
N3 1 ACGIH ltrnoamt Inteiventioh s to P lvent M ivet splkele c 90t0:19is lable.nInjuries in Intry• (Apprved)
CP NSC Evaloumin Your Wodk•c: Hw&d & Arm• - Ergonmicm 12587-0D04 { lfo-.tLomd

DODI 8120 mandates use of the DOD HCI Style Guide.

The ANSI X3.154 standard specifies the customary "QWERTY" keyboard arrangement. The
ANSI X3.207 standard specifies the "DVORAK" keyboard arrangement. ACGIH is the American
Conference of Governmental Industrial Hygienists.

3.13.1.2.2 Alternative specifications. There are no alternative specifications available.

3.13.1.2.3 Standards deficiencies. MIL-STD- 1472D is in need of a comprehensive revision to
update technical material so that it is reasonably consistent with the state of the art and to ensure

that the two commands not currently using the standard can do so.

3.13.1.2.4 Portability caveats. No portability problems are known with the above specifications.

3.13.1.2.5 Related standards. The following standards are related to human factors standards for
keyboards:

a. ISO 9241-1:1992, Ergonomic requirements for office work with visual display
terminals (VDTs), part 1: Introduction. r'"-ents an overview of the content and
usage of the multipart ISO 9241 star '% -. revised version of ISO 9241-1 is
currently at the CD level and will soon o released for DIS ballot.

b. ISO 9241-2:1992, Ergonomic requirements for office wc with VDTs, part 2:
Task Requirements, presents an overview of factors that should be considered
when designing tasks to be performed in a specific computing environment.

C. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.
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f. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems.

g. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

h. MIL-HDBK-761A(1989) Human Engineering Guidelines for Management
Information Systems.

i. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

j. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

k. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

L An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.13.1.2.6 Recommendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for keyboards. Keyboard
characteristics include keyboard height, slope, profile, surface properties, adjustability, bounce
and character repeat, key positioning, key displacement and force, keytop shape, and keytop
legends.

Parts I and 2 of the ISO 9241 standard (see related standards) are informative. Parts 2-9 are
expected to be normative on completion. Conformance requirements for each normative part are
embedded within that part. Conformance with the overall ISO 9241 standard is based on
conformance with all normative parts that apply to a particular product.

Parts 1-8 of the ISO/IEC 9995 standard are normative. Conformance requirements for each
normative part are embedded within that part. Conformance with the overall ISO 9995 standard is
based on conformance with all normative parts that apply to a particular product.

The DOD HCI Style Guide is recommended, particularly for section 3, which covers hardware.
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3.13.1.3 Human factors for non-keyboard input devices. (This BSA appears in both part 3,
U~ar Interface, and part 13, Human Factors.) This section presents human factors standards for
input devices other than keyboards. These devices include trackballs, pens, and tablets among
others.

3.13.1.3.1 Standards. Table 3.13-3 presents human factors standards for non-keyboard input
devices.

TABLE 3.13-3 Human factors for non-keyboard inpF~ devices standards
Standard Sponsor Standard Standard Status

Type Reference DoD
Opt Hroaa.eqser ~~ - (Lifecycle)

GC DOD Huo-optrIufz(C)SyeGio TARM Volume 8, Madardtd
Version 3.0:1[996 (Approved)

Ilc ISO/ASc Keyboast Layout for Tost and Office Systenow Past 7: 9995-7:1994 Informoationsal
Syor&'ls used to represent fuartions (Approved)

NPC ANSUMS Anoeuiosau National Standasrd for Humoan Facters i00- 1988 Idofooatiorsai
Enginseeting of Viasual Display Terminal Woritstations (Approved)

[PC [EC Man-Maclue Itefa .(M -As tiAtting principle: 447:1993 lafoortotiortaI
(Approved)

[50 IS Ergwonomicprinioples inr"Design of WorkSystema 6395:1981 Informational
(Approvd)

cpC NSC Cumulateive TraumatoDisorders: airtaaual for 12221-0000 Intformational
Muaculoakeletli Diseases of thre Upper Lims(Aproed

DO 12 mndte ue f heDO CIage Sty ule Guideved

3 p 13C 1CumAtratulpeiiatosTeearie noalternatieseiiain available Inforatinlh

in ti re nlue footH Eooprated contervetols foPreveth curosorwenthe hands98 areoroccupied
(n~kada ol i oviusdeIvainjfroms 'moInuse) Aprvd

3.31.. Sadrd efcenis Dfcinie nth itdstnadsae-o0kon

3.13.1.3.2 Potrntaiiyveseiiats.ons. phertaiiypolm are koalenowawttteibve specifications.aalbe.Rsac
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3.13.13S Related standards. The following standards are related to human factors standards for
non-keyboard input devices:

a. ISO 9241-1:1992, Ergonomic requirements for office work with VDTs, part 1:
Introduction, presents an overview of the content and usage of the multipart ISO
9241 standard. A revised version of ISO 9241-1 is currently at the CD level and
will soon be released for DIS ballot.

b. ISO 9241-2:1992, Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, presents an overview of factors that should be considered
when designing tasks to be performed in a specific computing environment.

c. ISO CD 10075-2, Ergonomic principles related to mental work load -- •a'rt 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

f. MIL-STD-1800A (1990) Human Engineering Performance Req.,irements for
Systems.

g. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

h. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management
Information Systems.

i. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

j. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

k. ITU-T E. 134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

1. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.13.1.3.6 Recommendations. Procurements that require hardware components to be addressed
by ergonomic standards can require conformance with standards for non-keyboard input devices.
Ergonomic issues for non-keyboard input devices include keyclick, tracking speed, and on-screen
ghosting of the pointer.
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Parts 1 and 2 of ISO 9241 are informative. Parts 2-9 are expected to be normative on completion.
Confoi-mance with the overall ISO 9241 standard is based on conformance with all normative
parts that apply to a particular product. Parts 1-8 of ISO/IEC 9995 are normative. Conformance
with the overall ISO 9995 standard is based on conformance with all normative parts that apply to
a particular product. Part I of the ISO/IEC 10741 standard is expected to be normative on
completion.

Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both t.e informative and normative parts should be required
for the best implementation of modem human factors/ergonomic thinidng. In general,
conformance tests for informative parts will not be available.

The DOD HCI Style Guide is recommended particularly for section 3, which covers hardware.
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3.13.2 Huan= factors for software user interfaces. This Mid level service ame deals with
human factors requirements for the software portion of the user interface.

3.13.2.1 Graphical user interface style guides. A GUI's style guide, which is part of the
presentation management layer in the NISrs User Interface Reference Model, specifies a
standard "look" for the GUI of an application to the user.

3.13.2.1.1 Standards. Table 3.13-4 presents graphical user interface style guides.

- TABLE 3.13-4 Graphical user interfacme style iuees standards____
Standard Sponsor Standard Standard Status

Type Reference DoD

Gpc DOD H aromutrIwa HOSyeGie TAPIM Volumse 8, adae
Versions 3.0: 1996 (Appoved)

Cpc 13SF MetifStyloGuide Motif SO1 Rev. Mandated
1.2:1992 (Approved)

NPC ANSUMF Amersican National Stessdard for Human. Fasten IOD-1988 idnmflosnatio
Engineerinsg of Vinsal Display Terminsal Woricalations (Approved)

Ipc NATO Psincipim of Preaesentatinofinformation inAimrsw STANAG 3705 kkfMUU~Asas
stations (Approved)

GPC DOD Useejr~ompusonterface lsflLSM-801 29 ltfornustinaul
MAY 1987 (Approved)

OPC DOD Human. EnglnseeriSs Performanssce Requsementst for MIL-S I ltOA frlzsormaionsl
Systems 10 Oct. 1990 (Approved)

(JPC DOD DOD Handbook, Huma EngineeringGudelinses for MIL-HDBK.761A Infosnatiorol
Mastagemusit information systems 30 Sep. 1989 (Approved)

C't'C DOD Guidelines for Designinsg User Interface Software ESD-IR-86-278 lsafonoatioeal
(Approved)

OFC DOD Air Force Intelligensce Dat Handling System (1t)HS) Style ID14S Style 0usd. Insfotmatiosnal
Guide 1990 (Approved)

GPC DOD Humusn Factos Guidelines for th. Army Tactical ATCCSGuideline. Informationsal
Coutosossd sald Cnsttoll System (A'ICCS) Soldier-Machis,. v.1. sadv.2.0. (Approved)

____ _ _Intorfam 1990 and 1992
OPf DOD 'Me User insterface Specifications for Navy Command sad Navy CCS, Versioe Insformational

Conttrol Systems 1.1, 1992 (Approved)

(0/C DOD Human. Enginteeeig Desigtt Criteris for Military Systems, MIL-STD-1472D Iafoosmstionsl
lEquipoent sad Facilities Notic 2. 30,Jo.. (Apprevedi

____________ ____________ ______________________________________ 1992 _____
GPC DOD liusnan Engineering a Winese for Management DOD-HiDBK-71A larformatrona

Infuormtiont Systems (DOD 1989c) lApproved)

GPC DOD Humoan Engiaeernsg Requiremeets for Militrsy Systems, MIL-STD-46855B Informational
Equipmvent, sald Facilities 26 May 1994 (Approved)

CPC OSF Motif Motif 2.0 informationral
(Approved)

GFC DOD Dqssoruent of Defence Intelligence insfonmation Systems DODIIS Style informational
Style (iuie Guide, 10/91 (A pproved)

1Ff [s0 EronomicRequimmemtsfor OfficeWork withr VDTs Fast 9241-10:1996 informational
10: Dialogue perinples (Approved)
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Stnad Sponsor StnadStandard Status
Type Reference DoD

DODI 8120 mandates the DOD HCI Style Guide.

The Human-Computer Interface (HCI) Style Guide provides a common framework for HCI
design and implementation with emphasis on standard look and feel for GUI based applications.
Motif 1.2 is the current version of the OSF specification for GUI behavior and appearance and
programming and data interfaces. It includes a style guide for GUI interfaces.

3.13.2.1.2 Alternative specifications. Several applicable consortia or de facto style guides are
available for software user interfaces. These style guides promote consistency in user interface
design across applications. Howev -r, conformance with one or more the style guides listed below
does not guarantee conformance with ergonomic standards (e.g., ISO 9241). These style guides
include:

a. The Windows Interface: An Application Design Guide (Microsoft)

b. Object-Oriented Interface design: IBM Common User Access Guidelines (IBM)

c. Macintosh Human Interface Guidelines (Apple Computer)

d. SAA Presentation Manager Style Guide/ Common User Access (CUA) (IBM)
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e. Standard User Interface Style Guide for Compartmented Mode Workstations
(Defense Intelligence Agency (DIA))

f. Compartmented Mode Workstation Labeling: Source Code and User Interface
Guidelines (DIA)

g. Air Force Standard Systems Center GUI Style Guide, SSCR 700-10, Vol I

h. User Interface Specifications for the Global Command and Control System
(GCCS), Version 1.0, draft, October 1994

L Theater Battle Management Style Guide (U.S. Navy)

j. Army Theater Battle Management HCI Specification

k. Navy JMCIS.

3.13.2.13 Standards deficiencies. Currently, conformance to parts 12-17 of the ISO 9241
standard is on a part-by-part basis. There is concern that the overall standard may thus fail to
address potential ergonomic problems arising from interaction between the user interface elements
covered by the individual parts.

There is concern that ISO/IEC 11581 may contain overly rigid specifications for the set of icon
shapes that can be used to represent different user interface parts.

3.13.2.1.4 Portability caveats. NIST FIPS 158-1 (User Interface Component of the Applications
Portability Profile) mandates the use of the X Window protocol, X library, and X toolkit
intrinsics. IEEE P1201.2, when completed, is intended to increase the level of user interface
consistency (and thus user interface portability) across X Windows-based environments. There are
potential conflicts here.

DOD HCI Style Guide is based on (and intended to supersede) the Army, Navy, Air Force, and
DODIIS style guides cited in the table above. The goal of this effort is to minimize unnecessary
user interface diversity across DOD systems. There are potential problems with systems designed
to accommodate different style guides.

MIL-STD-1800 is an Air Force-only standard that duplicates MIL-STD-1472D and is largely
ignored in Air Force acquisitions. It has been recommended th-,t MIL-STD- 1800 be canceled and
any value added material be added to MIL-STD-1472D.

3.13.2.1.5 Related standards. The following standards are relpted to user interface style guides:

a. ISO 9241-1:1992, Ergonomic requirements for office work with VDTs, part 1:
Introduction, presents an overview of the content and usage of the multipart ISO
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9241 standard. A revised version of ISO 9241-1 is currently at the CD level and
will soon be released for DIS ballot.

b. ISO 9241-2:1992. Ergonomic requirements for office work with VDTs, part 2:
Task Requirements, present an overview of factors that should be considered when
designing tasks to be performed in a specific computing environment.

c. ISO CD 10075-2, Ergonomic principles related to mental work load -- Part 2:
Design Principles, gives guidance on the design of work systems in general, with
the intention of providing optimal working conditions with respect to health and
safety, well-being, performance, and effectiveness.

d. MIL-STD-1908 (1992), Definition of Human Factors Terms.

e. NIST FIPS 158-1, User Interface Component of the Applications Portability
Profile.

f. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

g. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

h. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

i. DOD-HDBK-743A (1991) Anthropometry of U.S. Military Personnel.

j. ITU-T E.134 Human Factors Aspects of Public Terminals: Generic Operating
Procedures.

k. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.13.2.1.6 Recommendations. A style guide is necessary for development of all GUIs. There are
no formal standards efforts in this area. A style guide is part of the Presentation Layer in NIST
FIPS 158-1. Procurements that require software user interfaces to be addressed by ergonomic
standards can require conformance with standards for menu structures, command languages,
direct manipulation dialogs, forms-based dialogs, windowing, icons, screen formatting,
information coding, and user guidance.

It is recommended that the practices of the DOD HCI Style Guide, TAFIM, Volume 8 be
followed. It provides a common framework for HCI design and implementation with emphasis on
standard look and feel for GUI based applications. As many aspects of standard GUI style are
application specific, application area style guides should also be used when available. Motif 1.2 is
the current version of the OSF specification for GUI behavior and appearance and programming
and data interfaces. It includes a style guide for GUI interfaces and is also recommended.
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Parts 1 and 2 of the ISO 9241 standard are informative; parts 10 and I11 are expected to be
informative on completion. Parts 12-17 are expected to be normative on completion.
Conformance with the overall ISO 9241 standard is based on conformance with all normative
parts that apply to a particular product. The ISO/IEC 11581 standard is expected to be normative
on completion.
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3.13.2.2 Visualization. (This BSA appears in part 3, User Interface, and r-- 13, Humnh
Factors.) Visualization is the method of displaying data in a graphical manrnt.. to aid in
recognition of patterns and trends in data and to give the viewer a depiction of a physical system
that has been modeled by data points (e.g., finite elemeat analysis (FEA) and computational fluid
dynamics (CFD)). Another technique is the visualization user interface (VUI), a GUI that
interprets text and numbers as pictures to show their relative scales and other relationships. A
VUI remodels data so that text and numbers are hidden behind a picture expressing their complex
relationships. Engineering visualization is a term freely ap~plied to almost any intersection where
the engineering process meets ima8 c -reation technologies.

3.13.2.2.1 Standards. Table 3.13-'. !-sents visualization standards.

TABLE 3.13-5 Visualization standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
N"C ANSWAE Aevdywnic Flow Vialafm Tudwiq*e nd & 4S 35566- 1986 Wnfommmhor

Pmcekuf D(AppmVASJ

3.13.2.2.2 Alternative specifications. There are no alternative specifications available, but
extensive academic research on this topic is taking place, particularly in the University of
Maryland's Human-computer Interaction Laboratory and the Software Psychology Society.
Topics include using treemaps for visualizing hierarchical information, using statistical distortion
to promote the detection c, outlying data, and use of color coding as a visualization aid.

3.13.2.2.3 Standards deficiencies. Deficiencies in the existing standard are unknown.

3.13.2.2.4 Portability caveats. Portability problems with the existing standard are unknown.

3.13.2.2.5 Related standards. The following standards are related to visualization standards:

a. MIL-STD-1794 (' 986) Human Factors Engineering Program for ICBM Systems

b. MIL-STD-1800A (1990) Humacr Engineering Performance Requirements for
Systems

c. MIL-STD-1908 (1992) Definitions of Human Factors Terms

d. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management
Information Systems

e. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

3.13.2.2.6 Recommendations. There are no recommendations for visualization itself, but it does
require the use of po% -r graphics generation if a dynamic system will be shown, rather than a
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series of static views. Other requirements can include a high degree of mathematical precision and
single-pixel accura&.y in rendering.
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3.13.2.3 Color use. (This BSA appears in part 3, User Interface, and part 13, Human Factors.)
The use of color is a vital part of communication with the user of computer applications.
Computer representation of color is done through the use of the Red, Green, Blue (RGB) color
separation method which must be used to approximate color definitions used in graphic
technologies.

3.13.2.3.1 Standards. Table 3.13-6 presents standards for color use.

TABLE 3.13-6 Color use standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

C DOD H mumm-Compuw• I ~aw, f OD Style Guide TAHM Volim e 8, MaNdated
Vmim 3.0:1996 (Appved)

I CIa beodsun m onldform Color Sums, Color- CIE Pub. 15, Suppl. lafounlieal
Differ Equutims. ad Psydueomssic Color Team. 2(1996) (Approved)

PC NATO Aircua Eledronic Colour Display Systms STANAG 3940 Infomationul
(1991) (Approved)

DODI 8120 mandates use of the DOD HCI Style Guide. The DOD HCI Style Guide addresses
use of color and the meaning of color in section 4.3.

3.13.2.3.2 Alternative specifications. Alternative specifications include any user interface style
guide that addresses the use and meaning of color.

3.13.2.3.3 Standards deficiencies. Comparison of color defined by the existing standards
assumes identical viewing conditions. There are no standords directly addressing comparisons
across viewing environments, although models are being worked on.

3.13.2.3.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different color definitions
from the CIE. The, are CIEXYZ, CIELAB, and CIELUV. These standards have existed for a
long time and are seen as the common basis for any future unifying definitions.

One problem with the use of color is color blindness. To accommodate the color blind, if color is
used to convey important information, then a second method should also be used (such aw
brightness of the color).

3.13.2.3.5 Related standards. The following standards are related to human factors standards for
the use of color:

a. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems
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b. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems

c. MIL-STD- 1908 (1992) Definitions of Human Factors Termn

d. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management Info.
Systems

e. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

'"3.6 Recommendations. The approved standards in this section are recommended where
-v applicable. The DOD HCI Style Guide is recommended, particularly section 4.3 which

addresses the use and meaning of color.
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3.13.2.4 Color definition. (This BSA appears in part 5, Data Interchange, part 12, Multimedia,
and part 13, Human Factors.) Color definition deals with establishing a ref'ýrence base for
identifying colors to aid in the matching and exchange of color, Color deta~ttion standards apply
to defining color in general, and not only to color definition for informatir. technology systems.

3.13.2.4.1 Standards. Table 3.13-7 presents standards for color definition.

- ,~~~T TBLE 3.13-7 Color definition standards ____

Standard Sponsor Standard Strndard Status
Type Reference DoD

__________(Lifecycle)

NPC AS~T Stwadaid Teat Miehod for Cuompulng the Colors of (thieco E308(1990) Inofomationsi
by Us*n the CM System (Appeovd)

NPC EIA 1976 CiE-UCS Cwwtiesiaty Diagmra with Color TEB26 (1988) tofomestional
Bountdaries (Approved)

IC ISO CIESejwdadcollorlsoad lluwi.mas CIEt I 516(1"91) idbualortwsa
(Approved)

iPCF ISO CIE stoadaid Col oerlmc Oloserves CIE 10527 (1991) iafonoajioeal
(Approved)

IPC CIE Reoxomowaedaiiw on UidomtColor Spuse, Color. CIEPti 15,SuppI. laformstiooal
Differene Equaioes, sand Paydluousettic Color Teron 2(1986) (Appeoved)

NPC NPESA GraphicTeatmoiogy - Input Data for Charaetfiz~ios of 4- Mi.7" (1993) Iafoaoaiooalr
Colo Proms rining(Approved)

NPC NPESA Otaphc Asa Preprsa Deieition of Defsst ROB DeUa for 1874 bInoretaioma)
Use int the Orohc Arts hobautry (Appeoved)

NIA SMPT17MIdVE Uareefreeted 24-hit ROB Tedstical Reports lefoosatioseol

The CIE (International Commission on Illumination) is the principal nt( mnal standards
writing body for agreements for color, vision, and illu~mination. Under i four bodies work on
color-related standards. ANSI X3 works on office document automation information systems.
ANSI IT8/CGATS is concerned with graphic arits. ASTM deals with coloi msetrology and
standard practices, and SMPTE handles standards for color television and color monitors.

ANSI's Commnittee for Graphic Arts Technology Standards (CC' ATS) has etght subcommittees
working on topics such as materials handling, process coatrol, and color dasta definition. NPESA
is the National Printing Equipment and Supply Association.

3.13.2.4.2 Alternative specifications. The following alternative specifications are also available:

a. Pantone Matching S, em
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b. RGB (Red, Green, Blue) - the method directly used by color video display

terminals

c. CMYK (Cyan, Magenta, Yellow, Black) - used in four color printing

d. HSV (Hue, Saturation, V.)

e. HSL (Hue, Saturation, Luminescence)

f. HVC

g. SWOP (Specifications for Web Offset Publications)

h. HSB (Hue, Saturation, Brightness)

L TIFF (Tag Image File Format)

3.13.2.4.3 Standards deficiencies. Comparison of color defined by the existing standards
assumes identical viewing conditions. There are no standards directly addressing comparisons
across viewing environments, although models are being worked on. Strict adherence to correct
presentation and output standards will require color calibration equipment.

3.13.2.4.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different color definitions
from the CIE. They are the CIEXYZ tristimulus values, and the CIELAB and CIELUV color
spaces. These standards have existed for a long time and are seen as the common basis for any
future unifying definitions. There are also the problems of color matching. For example, of 1012
Pantore colors for coated paper, 70 cannot be reproduced in the CMYK definition. CIEXYZ is
useful in comparing colors under identical viewing conditions. CIEXYZ has a rigorous definition
and by itself does not necessarily constitute a complete color specification. CIEXYZ is a
standardized set of primaries which are not physically realizable but can match all possible colors
with entirely positive tristimulus values. A new form of color definition is emerging, known as
high-fidelity color. The idea behind high-fidelity color is the use of five to seven different colors in
the printing process to widen the range of colors that can be printed. Two such models that have
appeared are the Kupper set which increases the number of printed colors in the blue region by
80%, and the VSF model which provides better performance in deep red and green colors. These
processes are very non-standard and should be avoided at present.

Common systems typically do not support colorimetric calibration.

3.13.2.4.5 Related standards. The following types of standards are related to standards for the
definition of color:

a. color matching standards
b. color data exchange standards
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c. color use standards
d. style guide standards

3.13.2.4.6 Recomnmendations. The approved standards in this section are recommended where
they are applicable. Maintain original copies of source material so that revisions can be produced
for next generation systems that will allow the -'clusion of calibration information.
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3.13.2.5 Color data interchange. (This BSA appears in part 5, Data Interchange, and part 13,
Human Factors.) This BSA deals with the specific problems of interchanging data about color in
computer graphics.

3.13.2.5.1 Standards. Table 3.13-8 presents standards for color data interchange.

- ~TABLE 3.13-8 Color data intercbanize sndards-
Standard Sponsor Standard Standard status

Type Reference DoD)

- (~Lifec le)
ll'c ISO/IEc oc O TacktoT oloa .PrepreasDigitalDuatEzdmp -o 10755:1992 WMIAfM~AtIoa

Colour Pictu Die on, Mgetic Tpap (ANSI M.I..19U8) (Agproed)

il
1
c IS0 GrphTodnlogy - Preprsigital DataEodmp g- 10756:1994 I~fnfomauoa

Colour Line Aft Data on MagnoetiTape (Apprved)

Ipc ISO OGap~c Tedatology - Prepreas Digital Data Eaduane.- 10758:1"94 l Iofr~oenaio
Daline Teatere from Electronic Pqeaare Systao to (App-ovd)

The Geneic Archiecture fr Coolou Data m Iterc aneGAD)sadrisaclrrhtcue
stndadtatwl provid ar~ consisten colortd fraeork Cactros oumn-eat edo . -. /3(93 stndorard.This

stndr wlleabeusrst itecanecolor information ina pnsstm niomoent
thrug the S use~ oclrdaa Ands transfr represnitinoDeautiROns. o r./ nfnai

3.13.2.5.3~U Stndrd dfceis. thee are~ nortndrs directl adrsinAoparsnarossd

3.1.2e. GeortcAbiityecavret. PorCourDtabIityeroblmswitgte exCi)stigsandardis aclre unknown.ur

3.3255Rldstandards Data wilpoieacnistntclrcangewoskandrdss areuentrelated t standards. frclrdTai
excandadwile. al sr oitrhneclrifraini noe ytm niomn

3.13.2.5.6 Stecordsmendationcis. T'he aproen standards dinrhiection adressregcommeisnde wheres

they are applicable.
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3.13.2.6 Color matching. (This BSA appears in part 5, Data Interchange, and part 13, Human
Factors.) This BSA deals with the problem of matching displayed and printed colors in computer
systems.

3.13.2.6.1 Standards. Table 3.13-9 presents standards for color matching.

TABLE 3.13-9 Color matching standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_Lireyde)

[PC ISO Graphic Todoiolopy - Prapees Digial Dou Sdwag.e - 10738:1994 Idooadoal
Online Tonder frmn Electroc Peepos Systs.. to (Approd)

Colour HardcopY Domi._
NPC ASTl Stodad Test Mhod for Compuing the Colon of ObjtUs E30S(1990) infooula

by Using the CM1 Syum (Apped)

IPC LIE Reotdadun on Uniform Color Spwac. Color. C2 Ptb. 15. Suppl. Ifornooel
Difference Eq-otieoa. ad Paydlurcaduic Color Towes 2(1986) (Approved)

NPC NPESA Graphic Todmology.- Inpt Dart for omcterzdien of 4- 1.8,7/3 (1993) Infornataidal
Color Proms Pring (Approved)

NIPC NPESA Gmrpc Ads Propros Defintiod of Doefalt RUB Dat for MT.7/4 Informational
Use in the Gmrphc Ars Industry (Approved)

CPC ICC ICC Profile FoPrt ICC Profile Portnt lafotionotnl
ver. 3,1994 (Approved)

The ICC was foimed in March, 1994, by Apple, Adobe, Silicon Graphics, Taligent, Agfa, Kodak,
Microsoft, and Sun for the purpose of defining profiles for color handling. The ICC Profile format
has no preferred color space, and provides for more than four input colors.

ColorSync Profile Consortium has adopted the CGATS.5 specification as its definition of
colorimetry and color measurement.

The Open System Color Association (OSCA) has taken on the role of providing industry with a
centralized, stable, reliable, and common source of certified color-calibration data. OSCA consists
of Agfa, DuPont, Fujifilm, Kodak, Radius, 3M, and 24 other non-founding member companies.
OSCA's work is in harmony with the ICC Profile format.

3.13.2.6.2 Alternative specifications. The following alternative specifications are also available:

a. Pantone Matching System (PMS)

b. RGB (Red, Green, Blue) - the method directly used by color video display
terminals

c. CMYK (Cyan, Magenta, Yellow, Black) - used in four color printing
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d. Apple ColorSync 2.0 (supports ICC and CMYK)

e. Kodak Precision Color Management System (CMS)

f. Electronics for Imaging (EFI) Inc., EFIColor

g. Hewlett-Packard ColorSmart

h. Microsoft Independent Color Matching (ICM) in future versions of WindowsNT
and Windows 95. (accepts ICC Profile Format).

L Pantone Open Color Environment (POCE) (overshadowed by CMS and
ColorSync)

j. Pantone ColorDrive (to standardize color palettes)

k. Trumatch SwatchPrinter

L Tektronix TekColor

M. Agfa-Gevaert FotoFlow

3.13.2.6.3 Standards deficiencies. Comparison of color defined by the existing standards
assumes identical viewing conditions. There are no standards directly addressing comparisons
across viewing environments, although models are being worked on. The issue of where and how
to correct color remains unresolved.

3.13.2.6.4 Portability caveats. Translation of color from one color definition system to another
can be difficult and is only an approximation at best. There are three different color definitions
from the CIE. They are CIEXYZ, CIELAB, and CIELUV. These standards have existed for a
long time and are seen as the common basis for any future unifying definitions.

Because of their display orientation, all standards that are defining computer generated graphics
color, use RGB models. Most programmers assume that the RGB values they are using are linear
with display intensity and that may be approximately true depending on the response of the
graphics system. The actual colors produced vary according to the graphics system used.

3.13.2.6.5 Related standards. Color definition standards are related to human factors standards
for color matching.

3.13.2.6.6 Recommendations. The approved standards in this section are recommended where
they are applicable.
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3.13.2.7 Customnization to local norms. (This BSA appears in part 3, User Interface, part 13,
Human Factors, and part 14, Internationalization.) Customnization to local norms involves
modification of the key mapping to accommodate the local language and display of data in the
commonly-used format (e.g., numbers, dates, time).

3.13.2.7.1 Standard,%. Table 3.13- 10 presents standards for customriization to local norms.

TABLE 3.13-10 Customization to local norn's standards ____

Standard Sponsor Standard Standard Status
Type Reference DoD

OPC OD Ho~as.Co~o~er ~ ~(Lifecycle)
Version 3.0: 1996 (Approved)

crC x~3pe" mousntonslisation Guisde. version 2 G304 (W,93) Informaiosopa
I (Approved)

CpC XjOpn Lsle RegistryProeduesbse G303 (1993) Informational
(Approved)

C OSF Motif 1.2 (consistent withs XA~pors NLS spedhflicmtoes & Motif 1.2 Insformational
also double-byte dluaoade sets) (Approved)

CPC MITX X Window Systems (X fnost mtanager- includes double-byte Xl IRS Insformational
consosttwo dactroer Stue) (Approved)

PC ANSIMI' American National Stansdard for Humans Factors IOD-1988 Insformational
Engiesering of Visual Display Termisnal Workosusions (Approved)

ac DOD Military Standard Keyboard Arrangemnteos ML-STD. 1280, 1snlomnationaJ
Notice 1, 1969 (Approved)

arc 1),.D Useotoemroter nerfaets MIL-STD-1801 29 Issfounmsooeal
May 1987 (Apr-vved)

arc DOD Human, Osgineemng Performance Requirementes for NM-L.TD-1800A Informsaioeol
Systems 10 Oct. 1990 (Approved)

arc DOD DOD 11sncook, Humas Engineer~ing Guidelines for MIL-HDBK-761A In~formatoneal
Mansagement insformatiosn Systems 30 Sep. 1989 (Approved)

arc DOD Guidelines for Designing User Interface Software ESD-Th.86-278 Infornistioesl
(Approved)

arc DOD Departmeent of Defenser Intelligeece Informatioe Systems DODJIS Style Iofoeotional
Stylvo Gude Gsuide. 10/91 (Approved)

arc DOD Air Force Intelligence Deia Haoding8 Systems (1011) Style IDHS Style Guide Informtaioes!
Guide 1990 (Approved)

arc DOD Human Factots Guidelines for the Asrmy Tactical ATCCS Guidelines lofooatiorial
Command sad Commrl System (A~TCS) Soldier.Maddie v.1.0 od v.2.0. (Approved)

_______ ______Inlterface 1999 sod 1992
arc DOD The User Interfsce Specificstioso for Navy Command sod Navy CCS, Version Iofoooatlooal

Control Systems 1.1,1992 (Approved)

arc DOD Huans Engineering Design Criteria for Military Systems. MIL"STD. 1472D Wnonostmioel
Ecydpoent sod acilities Noticr 2, 30 Jure (Approved)

_____________ ~~1992 ________
arc DOD Huoan Eoginerinog Guidelines for Management DOD-)IDBK-71A lfoatnI

ILrdos.rmmoe Systems (DOD 1989c) (prvd

Crc X/peo Distributed ntoroutsooslisation Services S213 (11/92) lfsetoa
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Standard Sponsor Standard Standard status
Type Reference DoD

_______(Lifecycle)

C.'V X/OPea hbumasonaseabon of Wmenttwevcas Spedcafieesi S302 (013) Infonaaea
(ApM-aed)

CC XJOPus Pile System Safe UCS TsessdemeesieepPoste (FISS-UTF) P316 (1"93) Infeeioea
(Appreved

CPC X/sese System Interface and Headers, Isute 3 C212 (3192) 11,11000160016

(A1ppeeed)

CIC XIVPu Supplementary Definitions, Issue 3 C213 (3/92) iefounnnien
(Approved)

CPC X?0m Univerval Muldple.OdelCoded CaactenrSetCoexienoo E401 (3/94) Infosmatienai
end Mtigratioes (Approved)

NPC ANSI/SAE Humaean Interface Deeign Madkedolegy for Integrated! ARP 4155 (1990) Iefrnbinationl
Display Syenoboegy (Approved)

GPC DOD Hwnumn Engineering Requiremenets for Millitary Systerna. MILSTD-4685SB Iefenatimalel
Eepdprosne. maid Facilities 26 May 1994 (Approved)

CPC XA)Pen single Unix spedflcation (Spec- 1170), Systerm interface C434 (9194) Infenneatonai

Moti 1 'p 2sthcurnveSiongl ofi thecfato SFspeificatioyden fotr GUI behv3o and94 apernce natnd
programming ~ i anHdtainera es. , X la 4,5 istecretrlaeVersion 2. ofa the X4 Winrovdow

3.1.27. Aleniesp cfctos Seerloppical cosota triefat styl gidensif are
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b. Object-Oriented Interface design: IBM Common User Access Guidelines (IBM)
c. Macintosh Human Interface Guidelines (Apple Computer).

3.13.2.7.3 Standards deficiencies. Currently, conformance to parts 12-17 of the ISO 9241
standard is on a part-by-part basis. There is concern that the overall standard nay thus fail to
address potential ergonomic problems arising from interactions between the user interface
elements covered by the individual parts.

.. 13.2.7.4 Portability caveats. Although Motif supports the X/Open Native Language System, it
also supports a number of its own internationalization extensions which makes it incompatible
with some legacy specifications (e.g., OpenLook).

NIST FIPS 158-I (User Interface Component of the Applications Portability Profile) mandates
the use of the X Window protocol, X library, and X toolkit intrinsics. IEEE P1201.2, when
completed, is intended to increase the level of user interface consistency (and thus user interface
portability) across X Windows-based environments. There are potential conflicts here.

The DOD HCI Style Guide is based on (and intended to supersede) the Army, Navy. Air Force,
and DODIIS style guide;s cited in the table above. The goal of this effort is to minimize
unnecessary user interface diversity across DOD systems. There are potential problems with
systems designed to accommodate different style guides.

3.13.2.7.5 Related standards. The following standards are related to cultural convention

services:

a. X/Open Intemationalisation Locale: LOOI (1994): jaJP - Japanese for Japan.

b. X/Open Internationalisation Locale: L1)02 (1994): da.DK - Danish for Denmark.

c. X/Open Intemationalisation Locale: L003 (1994): deAT - German for Austria.

d. X/Open Internationalisation Locale: L004 (1994): en_DK - English for Denmark.

e. X/Open Internationalisation Locale: L005 (1994): fuFO - Faroese for the Farces.

f. X/Open lnternationalisation Locale: L006 (1994) is_IS - Icelandic for Iceland.

g. X/Open Internationalisation Locale: L007 (1994) kLGL - Greenlandic for
Greenland.

h. X/Open Intemationalisation Locale: L008 (1994) It_LT - Lithuanian for Lithuania.

i. X/Open Internationalisation Locale: L009 (1994): lv_LV - Latvian for Latvia.
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j. X/Open Internationalisationt Locale: L010 (1994): de..CH - German for
Switzerland.

k. X/Open Internationalisation Locale: [A)0I11(1994): deDE - German for Germany.

L X/Open Internationalisation Locale: L012 (1994): en_.GB - English for Great
Britain.

Mn. X/Open Internationalisation Locale: LO 13 (1994): en-jE - English for Ireland.

n. X/Open Internationalisation Locale: L014 (1994): en-US - English for the U.S.A.

o. X/COpen Internationalisation Locale: L015 (1994): hu.HU - Hungarian for
Hungary.

p. X/Open Internationalisation Locale: LO016 (1994): it-T - Italian for Italy.

q. X/Open Internationalisation Locale: [.017 (1994): nINL - Dutch for the

Netherlands.

r. X/Open Intemationalisatiori Locale: LOi18 (1994): pLPL - Polish for Poland.

s. X/Open Inaternationalisationi Locale: U.19 (1994): ptLPT - Portuguese for
Portugal.

t. X/Open Intemationalisation Locale: [L020 (1994). ro-RO - Romanian for
Romania.

U. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

V. MIL-S'D-1908 (1992) Definitions of Human Factors Terms.

W. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

3.13.2.7.6 Recommendations. Procurements that require software user interfaces to be
addressed by ergonomic standards can require conformance with standards for menu structures,
command languages, direct manipulation dialogs, forms-based dialogs, windowing, icons, screen
formatting, information coding, and user guidance.

Parts I and 2 of the ISO 9241 standard are informative; parts 10 and I11 are expected to be
informative on completion. Part 3 of the 1S0 9241 standard is normative; parts 2-9 and 12-17 are
expected to be normative on completion. Conformance with the overall 1SO 9241 standard is
based on conformance with all normative parts that apply to a particular product.
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Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative and normative parts should be required
for the best implementation of modern human factors/ergonomic thinking. In general,
conformance tests for informative parts will not be available.

The DOD HCI Style Guide is recommended for customization to local norms.
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3.13.3 Human factors for computer environmnntL This Mid-Level Service Area addresses the
environment as it affects both the user and the computer.

3.13.3.1 Human factors for the physical environment. (This BSA appears in both part 3, User
Interface, and part 13, Human Factors.) Procurements that require computing environments to be
addressed by ergonomic standards can require conformance with standards for illuminance, glare,
acoustic noise, the thermal environment, electromagnetic emissions, computer workspace design
and furniture design.

The effects of low-level non-ionized radiation, particularly from CRTs, on humans have been a
controversial topic. Over the years there have been articles advising pregnant women who have a
prior history of miscarriage to stay away from working in computer areas. During the cold war,
the Soviets were suspected of secretly bombarding foreigners with non-ionized radiation to study
long term effects. People who live near high voltage power lines and have developed cancer are
suspected victims of electromagnetic radiation. While there are no hard theories to describe the
relationship between health problems and this kind of radiation, let alone a standard established.
Some VDT vendors have made claims regarding the emissions of their products and there are
aftermarket shielus available that may provide some protection against this form of radiation.

Laser printers are said to emit ozone during the printing process. In an enclosed area, high levels
of ozone can be unhealthy or even toxic. This issue is still unclear. It cemains to be seen how
much ozone is emitted and what concentrations are hazardous.

3.13.3.1.1 Standards. Table 3.13-11 presents human factors standards for the physical
environment.

TABLE 3.13-11 Human factors for the physical environment standards
Standard Sponsor Standard Standard Status

Type Reference DoD
- (Lifecycle)

GPC DOD flman-onpar Interface (tCI) Style Guide TAFIM Volume 8, Mndated
Venonj 3.0:1996 (Approved)

CPC O5F Motif Style Guide Motif So Re. Mandated
1.2:1992 (Approved)

CPN-C Microsoft The Windows Interface: An Application Design Guide, API Design Guide Mandated
Microsoft Press, 1992 tApproved)

NPC ANSIMIIIS American National Standard for Humnan FaPodrs 100-1988 Informational
Engineering of Visuia Display Terminal Workations (Approved)

GPC DOD Noise Limits for Military Material MIL-STD-1474C Infomational
of 8 March 1991 (Approved)

Orc DOD Huare Engintering Design Criteria for Military SyAmis, MIL.STD-1472D Infornational
Equipment and Facilities Notice 2, 30 June (Approved)

1992

OPC DOD Physical Ear No, Attoenuation Testing MIL.STD-912 of lIfotroational
I I December 1990 (Approved)

IPC ISO Ergonoonut Principles Related to Mental Work Load - 10075:1991 Informational
General Terms sod Definition (Approved)
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Standard Sponsor Standard Standard Status
Type Reference DoD

_________(Lifecydle)

EPC ISO Principles of Viesse Emonommks - Lighkiq of Indoo Wosk 9995:1989 Inomuions
Systemn (Approved)

IPC ISO Expression of Ufn Pnquirsuoneasnhit 1: Thormal 6242-1:1992 IdUofomrsio
ep- (Approved)

IPC ISO Esrsionof UserseqirmentsPant2. Air Purity 62U2-2:1992 InfonotomWAl
Reu- (Appronod)

IPC ISO Expression of Uwer Roqmtiorname Past3: Acoustical 6242-3:I90 Informationsal
Rrqoisn- (Approved)

NPC EIA Considerations Used in Eutabliobing dor X.Raclition MIP 194. And I InfonnatioeeI
Rladess of Monsdrmosoe and Color Diroa-View Television 1987, And 1 1999 (Approved)

_________ Picture and Data Display TW*.o ____

aCP KSC Ergonomics in ComputeizedOffices 12223-08000 kdofnafiorssi
(Approved)

aCC NSC Guide to W*orkng Safely wioh Comption - Mausel (relate. 13068-OD00 ks1formnot*Z'.
to Vo~ra) (Approved)

CPC N5C Guide to WorkqSBoY with Computers. 13608.0D00 Infoormational
(Approved)

CpC NSC Wod*W Sfely widirYourComputer 15223.0000 Informational
(Approved)

IC ECMA Eigonorois - Reommeoandations for VD)U (Visual Display 15122 (1984) lefonoasonal
Units) Work Places (Appioved)

IlC ECMA Aplton of Human EnogierntoAdvancedtAirorew 3994 (1984) Inforostional
Systems (Approved)

tPC HCMA Mesrensentof AirborneNoise 13mittd by Coopueorand 74 (1992) Informatiooall
Busineso Equtipmenet (Approved)

tPC ECMA Measuorement of thsh Frequency Noise Fatitted by 108(1989) Informational

DO I810mndts s f h COD HCIn Bstyles Equidme.t(prvd

Se ct 2..)ia Sedish De"ment conta Einsiong ralesfComm uerndedvle for elecroni e omissionsl
frm isaldiply nis.Whleno a BuOstandard i~mt sevsa(efcoeeto Agn roetic

e isson stadar for eispaysinatmost othe ountowriLes.Mayeenos of monitors cla0 1 ) Inomatoa
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compliance with this or a similar specification. After-market radiation and glare shields are also
available.

3.13.3.1.3 Standards deficeiencies. Deficiencies in the existing standards are unknown.
3.13.3.1.4 Portability caveats. MIL-STD- 1474C's criteria are more stringent than those of the
Occupational Safety and Health Administration and also covers additional topics such as
nondetectability. This standard may be incorporated into the next revision of MIL-STD--1472,
eliminating the need to retain MIL-STD-1474C.

3.13.3.1.5 Related standards. The following standards are related to human factors standards for
computer environments:

a. ISO 9241-1:1992, Ergonomic Requirements for Office Work with VDTs, part 1:
Introduction, presents an overview of the content and usage of the multipart ISO
9241 standard. A revised version of ISO 9241-1 is at the CD level and will soon be
released for DIS ballot.

b. ANSI/ASHRAE 55, Thermal Environmental Conditions for Human Occupancy,
1992.

c. ANSI S 12.10-1985, Method for Measurement and Designation of Noise Emitted
by Computer and Business Equipment.

d. ANSI S 1.13-1971, Methods for the Measurement of Sound Pressure Levels.

e. ANSI X5.1-1985, Tests for General Office Chairs.

f. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

g. MIL-STD-1800A (1990) Human Engineering Performance Requirements for
Systems.

h1. MIL-HDBK-759B(2) (1993) Human Factors Engineering Design for Army
Materiel. (Draft 759C is complete.)

1. MIL-HDBK-761A (1989) Human Engineering Guidelines for Management

Information Systems.

j. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

k. DOD-HDBK-743A (1991) Anthropometry 3f U.S. Military Personnel.

1. MIL-STD-740-l (1986) Airborne Sound Measurements and Acceptance Criteria
of Shipboard Equipment.
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M. MIL-STD-740-2 (1986) Structureborne Vibratory Acceleration Measurements
Acceptance Criteria of Shipboard Equipment

n. MIL-STD-1294A (1985) Acoustical Noise Limits in Helicopters.

o. An ISO work item for a standard on "Human-Centered design" has been approved,
but no working draft has yet been released for comment.

3.13.3.1.6 Recommendations. The approved standards in this section are recommended where
they are applicable. Parts 2-9 and 12-17 are expected to be normative on completion.
Conformance with the overall ISO 9241 standard is based on conformance with all normative
parts that apply to a particular product.

The DOD HCI Style Guide is recommended particularly for section 3, which covers hardware.
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3.14 Intemationalization. Internationalization is the adaptation of a computer systems interface
to present data according to local conventions and to use character sets that support the local
language.

NOTE: Throughout Part 14, all tables shall have abbreviations listed under the column (Standard
Type) as follows:

a. National Public Consensus = NPC
b. International Public Consensus = IPC
c. Government Public Conse.isus = GPC
d. Consortia Public Consensus = CPC
e. Corporate Private Non-Consensus = CPN-C

3.14.1 Character set and data representation. A character set is a subset of all letters in
different alphabets, numbers, punctuation marks, mathematical symbols, and other characters used
by computers. These services include the capability to input, store, manipulate, retrieve,
communicate, and present data independent of the coding scheme used.

3.14.1.1 Coded character sets. (This BSA appears in both part 5, Data Interchange, and part
14, Internationalization.) A character set is a subset of all letters in different alphabets, numbers,
punctuation marks, mathematical symbols, and other characters used by computers, These
services include the capability to input, store, manipulate, retrieve, communicate, and present data
independent of the coding scheme used.

3.14.1.1.1 Standards. Table 1. 14-1 presents standards for coded character sets.

TABLE 3.14-1 Coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycte)

Ipc ISO/1EC Coded Graphic Character Set for Text Contmaticafion - 6937:1994 Adopted
Latin Alphabet Scood Edition (replios 6937 pL I & pt. 2) (Approed)

IC 130/1EC Coded Graphic Chanuer Set for Use in the Prearton of 1286:1995 Informational

Docurnetu used in Elecuotechoology and for Infotnatio. (Approved)
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3.14.1.1.2 Alternative specifications. Alternative character coding schemes include Encoded
Binary Decimal (EBCDC) and the Macintosh 'haracter set

3.14.1.1.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.14. 1.1.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.14.1.1.5 Related standards. The following standards are related to coded character set
standards:

a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. Optical Character Recognition (OCR) Character Code Sets:

(I) SO 1073-1:1976: Alphanumeric character sets for optical recognition- Part

1: Character set OCR-A -- Shapes and dimensions of the printed image

(2) S0 1073-2:1976: Alphanumeric character sets for optical recognition- Part
2: Character set OCR-B -- Shapes and dimensions of the printed image

(3) SO 183 1:1980: Printing specifications for optical character recognition

(4) SO02033:1983: Information processing -- Coding of machine readable
characters (MICR and OCR)

C. Magnetic Ink Character Recognition (MICR) Character Sets

(I) SO 2033:1983: Information processing -- Coding of machine readable
characters (MICR and OCR)

(2) SO 1004:1995: Information Processing - Magnetic ink character
recognition - Print specifications

3.14.1.1.6 Recommendations. ISO 6937 is recommended for ordinary English-only alphabetic
applications.
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3.14.1.2 Seven-bit coded character sets. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) Character sets which contain only as many characters as can be
uniquely identified u~ing a seven-bit number (i.e., 128 characters numbered 0 to 127).

3.14.1.2.1 Standards. Table 3.14-2 presents standards for seven-bit coded character sets.

TABLE 3.14-2 Seven-bit coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

GPC NIST Code for tdommalan kdotemhae, Its Repeenaios FS PUB I. Adopte

Subsets, sd Extatsiow (ASCI) (adp ANSI X3.4- 20984 (Approed)
1986/R 1992. X3.32-1990, X3.41-1974)

IPC ISO ISO 7-Bi Coded OChmact Set for Innornoaaon Eodetange 646:1991 Adopted
(Appeovod)

IPC ISO Mofmonaion Pro•unSg - Repretdon of the 7-Bi Coded 1113:1979 tofomatiemw
awoctor Set on Punched To"o (Approved)

NPC ANSI Code Extenion Teekdoques for Ue wit, tho 7-Bit Coded X3. 41-1974 Infonrationd
Ouoacior Set of Aeica Nion Standud Code for (Apweved)

_____ nfonoio lotetaoe
IPC ISO InformAtion Peoceasng. Arabic 7-8it Coded Chwarctr Set 9036:1987 Infornatio•d

for Idoaouaion Intahmdnge (Approved)

IPC NATO Paoteej and Prctica for the Use of the NATO 7-Bit STANAO 5036 Infornational
Code (Approved)

S NATO lttecopetoble Chaocter for Teleprnters Usiog NATO 7- STANAG 5045 lofonnational
Bit Code (Appeovod)

ISO 646 describes a set of 128 control, alphabetic, digit, and symbol characters. It includes the
use of the control characters and describes the option of national replacement characters. It is the
standard that formed the basis for creating additional standards that extend the character set to
hiclude many languages. A variant, ISO 646:1991 IRV, left open an additional 128 codes to be
used to represent symbols for other languages.

3.14.1.2.2 Alternative specifications. Alternative character coding schemes include Encoded
Binary Decimal (EBCDC) and the Macintosh character set.

3.14.1.2.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.14.1.2.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets. FIPS 19-2, a catalog of widely used code sets that lists
and briefly describes code stes in wide use in the United States and might be used in Federal data
systems, may be helpful to consult.

3.14.1.2.5 Related standards. The following standards are related to seven-bit coded cha:acter
sets:

April 7, 1997 3.14-3 Version 3.1



Information Tewhnlogy Stnndards Gnidane lntenifhonnlzntlnn Services

a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. Optical Character Recognition Character Code Sets

c. ISO 3275:1974-- Implementation of the 7-bit coded character set and its 7-bit and
8-bit extensions on 3,81 nun magnetic cassette for data interchange

d. ISO 6586:1980 -- Implementation of the ISO 7-bit and 8-bit coded character sets
on punched cards

e. ISO 1113:1979 -- Representation of the 7-bit coded character set on punched tape

3.14.1.2.6 Recommendations. FIPS 1-2, which adopts the ASCII character set, is recommended
for common applications. ISO 646 is also recommended.
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3.14.1.3 Eight-bit coded character sets. (This BSA appears in part 5, Data Interchasige, and
part 14, Inte-nationalization.) Character sets which contain only as many characters as can be
uniquely identified using an eight-bit number (typically, 256 characters numbered 0 to 255).

3.14.1.3.1 Standards. Table 3.14-3 presents standards for eight-bit coded character sets.

TABLE 3.14-3 Eight-bit coded character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ (Lifecycle)

NPCAPC ANSIISO/EC ISO I-Bit Code for Ioonntion Interhange - Structure and 4873:1991 Adopted
Rale for kuplameltion (8-Bit ASCII) (Revis•on and (Approved)

Mbdedliggf ANSI X3.134. 1)
[PC ISOiEC Standardized Coded Graphic Chrater Sets for Use in 8- 10367:1991 Infonationad

Bit Codes (Approved)

IPC ECMA 8-Bit Coded ChatsrerSet 6(1991) IdfoationaJ
(Approved)

[PC ECMA 8-Bit Coded Ocaacter Set Stuactre and Rules 43 (1991) Informtione
(Approved)

3.14.1.3.2 Alternative specifications. Alternative character coding schemes include EBCDC and
the Macintosh character set.

3.14.1.3.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.14.1.3.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.14.1.3.5 Related standards. The following standards are related to eight-bit coded character
sets:

a. NIST FIPS 19-2: Catalog of Widely Used Code Sets

b. OCR Character Code Sets

c. ISO 3275:1974-- Implementation of the 7-bit coded character set and its 7-bit and
8-bit extensions on 3,81 mm magnetic cassette for data interchange

d. ISO 6586:1980 -- Implementation of the ISO 7-bit and 8-bit coded character sets
on punched cards

3.14.1.3.6 Recommendations. ISO 4873 is recommended.
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3.14.1,4 Eight-bit single byte character sets. (This BSA appears in part 5, Data Interchange,
and part 14, Internationalization.) Character sets which contain only as many characters as can be
uniquely identified using an eight-bit number in a single byte (typically, but not always, 256
characters numbered 0 to 255).

3.14.1.4.1 Standards. Table 3.14-4 presents standards for eight-bit single byte character sets.

TABLE 3.14-4 Eieht-bit single byte character sets standards
Standard Sponsor Standard Standard Status

Type Reference DoD
S (Lifecycle)

IPC ISO/IEC 889- o :93- MandatedIPC ISOJMC I~~SO 8-Bit Sinsin-Byte Coded Graphic Chaactr Stu: Puts 8859-1 to 9:19117- Mnae

1.9 1989 (Approved)

IPC ISO/IEC ISO &-Bit Sinsle.Byt Coded Graphic Character Sete: Paut 8859.10:1992 Informtatienal
10. Latin Alphabet Set No. 6 (Approved)

IPC ECMA 8-Bk Single-Byte Coded Graphic Otacter Seu, Latin 94(1986) Informatirnal
Alphabeu No. I to No. 4 (Approved)

IPC SCMA 8-Bit Single-Byte Coded Graphic haracter Sets. 113 (1988) Informational
Lerialic Alphabet (Approved)

IPC ECMA S-Bit Single-Byte Coded Graphic Careacter Stu - 114 (1986) tfformatioetl
LafuiArebic Alphabet (Arored)

IPC ECMA 8-Bit Single-Byte Coded Graphic Character Sea - 118 (1986) Inforeational
LnatfiGreek Alphabet (Approved)

EPC ECMA 8-Bit Single-Byte Coded Graphic Character Sets - 121 (1987) Informational
LatieMeberw Alphabet (Approved)

IPC ECMA &aBit Single.Bytt Coded Graphic Charaer Seu, Latin 128 (1988) Infoonatienfl
Alphabet No. 5 (Approved)

IPC ECMA &-Bit Single-Byte Coded GrOqapc Chracter Ses -Latin 144 (1992) Informational
Alphabet No. 6 (Approved)

ISO 8859 defines a set of 191 graphic characters with a single 8-bit byte. It uses the characters
0x20 through Ox7F to represent those used in the US-ASCII (ISO 646) set.

3.14.1.4.2 Alternative specifications. Alternative character coding schemes include EBCDC and
the Macintosh character set.

3.14.1.4.3 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.14.1.4.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.14.1.4.5 Related standards. The following standards are related to eight-bit single byte
character sets:
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a. NIST FIPS 19-2: Catalog of Widely Used Code Sets
b. Optical Character Recognition Character Code Sets

3.14.1.4.6 Recommendations. ISO 8859, parts 1-9, is recommended.
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3.14.1.5 Control functions. (This BSA appears in part 5, Data Interchange and part 14,
Internationalization.) This service area is for definition and coding of control functions for
inclusion in character sets.

3.14.1.S.1 Standards. Table 3.14-5 presents standards for control functions.

TABLE 3.14-5 Control functions standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISOAtEC CoiUA f'mcdom forISO 7-B1t and S-Bit CodedCbmwer 6429:1992 AdopWo
SMS (Appivd)

GPC NIST AMoml Coto1. for Uns wik Ametbs NaiogW PIUS PUB 16:1981 Ifonimodel
Steedud Code for Informeow Indsiumage (adspu ANSI (Approved)

X3.64-1979/1990
IPC ISO Ihkomeioe Peoanen - .GUool Iepmeelnedons for the 2047:1975 InfoesoiCOWd

CoedolI Cheedom of ths 7 Bit Coded Clionoedr Set (Approved)

[PC ISO Bib~oioolr tol esasdoen 6630:1936 Infom0liosal
(Appoved)

[PC ECMA. CoWtd s P o ICodd Cb&Mredw Seto 48(1991) InfostaliJ
(Apposved)

ISO 6429 defines 7-bit, 7-bit extended, 8-bit, and 8-bit extended character set control functions.

3.14.1.5.2 Alternative specifications. There are no alternative specifications.

3.14.1.5.3 Standards deficiencies. Deficiencieg in the existing standards are unknown.

3.14.1.5.4 Portability caveats. Portability problems with the existing standards are unknown.

3.14.1.5.5 Related standards. There are no related standards.

3.14.1.5.6 Recommendations. ISO 6429 is recommended.
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3.14.1.6 Character set conversion. (This BSA appears in part 5, Data Interchange, and part 14,
Internationalization.) Character set conversion deals with the problem of translating from one
character set to another.

3.14.1.6.1 Standards. Table 3.14-6 presents standards for character set conversion.

TABLE 3.14-6 Character set conversion standards
Standard Sponsor Standard Standard status

Type Reference DoD
(Lifecycle)

iPC ISO Convet.• Betwe~m doe Two Code Cbmc Sea of ISO 6936:1988 W fomu~tod |~"64 wad ISO 6937-2 and doe O•rrr ln~ewl [ (ApW-~ed)|

ISO 6936 specifies conversion between the 58 character ITA2 set and the 128 character ISO 646
set.

3.14.1.6.2 Alternative specifications. There are alternative specifications that are sometimes
necessary:

a. Mac to ASCII
b. EBCDC to ASCII

3.14.1.63 Standards deficiencies. The greatest deficiency any of these standards have is narrow
applicability to a single application or language or no standard means of translation from set to
set.

3.14.1.6.4 Portability caveats. Character sets are generally portable, but there are sometimes
questions about conversion between sets.

3.14.1.6.5 Related standards. The following standards are related to character sets conversion:

a. Transliteration standards.

3. 1.1.6.6 Recommendations. There are no recommendations. Character set conversion
standards depend on which sets are involved.
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3.14.1.7 Code extension techniques. (This BSA appears in part 3, Data Interchange, and part
14, Internationalization.) There is also a need to define standard techniques for expanding the
number of characters represented by a character set. Switching between character sets in mid-
string is done by escape sequences.

3.14.1.7.1 Standards. Table 3.14-7 presents standards for code extensiýin techniques.

TABLE 3.14-7 Code extension techniques stndards _____

Standard Spoinsor Standard Standard status
Type Reference DoD

~ie~~de5mmd~kmie~edjdqus - (Lifecycle)
Ipc i5O/M Cuce AEsrcueC xeninTdi~c 2022:1994 Adopted

(Apoed)

[PC ISO lodfontmion Procesuickg - I Imwjodedo of the 7-bit 3275:1974 infomailioeai
Coded dwaodter See and Its 7-Bit wd 8-Bk iotendsio wi (Approved)

________ ~3.81 nun Magnetic Tame Casette for DoAIterchumeideg ___
[PC ISO Extensiion of die LAtin Mlplnixt Coded ahotarcr Set for 5426:1983 ioontomjaeoi

Bibliographitc infoeoatsioe interdwange (prvd

forms xtwi of cwCrli lhlo oe haracter sets (8btisedof-ior mut'42ott7et :nsed9f84 bit) atic

3.1.1..3 tadars dficen ies. Defic iefnctiesn thder~ exitigptadadsareuknwn

3.4..74Potailt cavats Fomew ytemo suppicnortd Cathe ISet 2022 encoding3 ac itectre beaus
escapelsequences presentaifficultiesmto processing

3.1.17. R elate stnars odeae no relatedmqe standards.matona
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3.14.1.7.6 Recommendations. ISO 2022 is recommnended.
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3.14.1.8 Universal character sets. (This BSA appears in part 5, Data Interchange, and part 14,
Internationalization.) Universal character sets are an approach to defining the broadest possible
character set. This involves using more than an 8-bit code. Use of a 16-bit code allows for a
character set of 32,768 characters, which is sufficient to cover several complete alphabets,
including accented letters. The object of UCS is to represent the written form of world languages
unambiguously to facilitate information interchange

3.14.1.8.1 Standards. Table 3.14-8 presents standards for universal character sets.

TABLE 3.14-8 Universal character sets standards

Standard Sponsor Standard Standard Status
Type Reference DoD

, Lifecycele)
S ISO/C Uivenai Mttti..Oc•d Coded (atuat& Sol (1CS), Part 10646-1:1993 M(dcd

I. Ant9htecimu and &Buic Matailianr Plane (with (Approved)
Tedmic•l Corriedmw 1: 1996)

CPC XVopen Univen Mui-OdetCodedt (bntWr SelCouitewe E401 (3t4) Infomnatienai
and Migmtaeo (APP.Mved)

CK 1Unwode UrJ*de vendon 1.1 UCS-2 hifomnnaodal
Consordum (Approed)

ISO 10646 is an extension of ISO 8859. A separate part of 8859 is defined for a variety of
character sets. The 10646 is multiple-octet character set that can be encoded using 8-, 16-, or 32-
bit character sizes. All existing character sets in 8859 are included as pages in the 10646
encoding, along with virtually all known characters on the planet. The 10646 is effectively the
dictionary of coded character sets.

Unicode is an implementation of ISO 10646 that defines a set of 16-bit characters and is not
exactly a superset of 8859.

3.14.1.8.2 Alternative specifications. There are no alternatives for a universal character set.

3.14.1.8.3 Standards deficiencies. Only a small number of modern languages are unrepresentable
by these satndards, but are expected to be supported soon.

3.14.1.8.4 Portability caveats. The portability problems with universal character sets involve
their multi-byte nature. Translation to and from single-byte sets is full of chances for errors.

3.14.1.8.5 Related standards. There are no related standards.
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3.14.1.8.6 Racounmendations. If multiple-octet representations (16- or 32-bit) of characters are
required, ISO 10646 is recommended.
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3.14.1.9 Currency and funds representation. (This BSA appears in part 5, Data Interchange,
and part 14, Internationalization.) Covers characters for and the representation of currency and
monetary values.

3.14.1.9.1 Standards. Table 3.14-9 presents standards for currency and funds representation.

TABLE 3.14-9 Currency and funds representation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

IPC ISO Codes for e. ReprebesMion of Cumacie. and Funds 4217:1990 Wmaonai
(Appoved)

3.14.1.9.2 Alternative specifications. There are no alternative specifications.

3.14.1.9.3 Standards deficiencies. Deficiencies in the standard are unknown.

3.14.1.9.4 Portability caveats. Portability problems in the standard are unknown.

3.14.1.9.5 Related standards. Numerical value representation standards and internationalization
locale specifications are related.

3.14.1.9.6 Recommendations. ISO 4217 is recommended.
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3.14.1.10 Country name representation. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) These standards provide for a short character combination that can
be used to represent the names of countries.

3.14.1.10.1 Standards. Table 3.14-11 presents standards for country nam, representation.

TABLE 3.14-10 Country name representation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
_ (Lifecyele)

oPC NIST Counie, Dpadepedencies Amu o vSeS MW and FIPS PUB 10-4 nfoonstoesi
their Pdncips AdminisAdve Division Arul 1995 (Appoved)

GPC NIST Ameficm Nationl sandard anrde for Ronamaseion of MIPS PUB 104-I Wonnautoenal
Name. of Counties, Dependeies., Areas of Specia (Appoved)

Soverernty and their Principal Ahinaieb Diviosioa' II
IPC ISO Codes for Represaion of Nme. of Countries 3166:1993 Infonne~tiorl

(Appwwed)

ISO 3166 defines a 2-letter, a 3-letter, and a numeric code for each country. The 2-letter names
are well-known and accepted as internet domain names. The 3-letter codes are ,ften used in
international sports.

3.14.1.10.2 Alternative specifications. Alternative specifications would include the international
codes to designate the country of registration of automobiles.

3.14.1.10.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.14.1.10.4 Portability caveats. Portability problems with the existing standards are unknown.

3.14.1.10.5 Related standards. There are no related standards.

3.14.1.10.6 Recommendations. There is no recommendation.
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3.14.1.11 Repreentation of human sees. This BSA concerns the uniform representation of
human sexes for the intesvhanSe of information.

3.14.1.11.1 Standards. Table 3.14-12 presents standards for representation of human sexes.

TABLE 3.14-11 Representation of human sexes standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
IPC ISO R.sstadon of Hwnm Sex S218:1977 Ibo maionad

(Appmed)

3.14.1.11.2 Alternative speciflctlons. There are no alternative specifications.

3.14.1.11.3 Stardnrds deficiencies. ISO 5218 does not meet the requirements of specific
medical or scientific applications.

3.14.1.11A Portability caveats. ISO 5218 does not prescribe file sequences, storage, media,
programming languages, or other featur' s of information processing to be used in its
implementation.

3.14.1.11.5 Related standards. No related standards have been identified.

3.14.1.11.6 Recommendations. ISO 5218 is recommended for use.
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3.14.1.12 Representation of names of languages. (This BSA appears in part 5, Data
Interchange, and part 14, Internationalization.) This BSA presents standards for code to represent
the names of languages.

3.14.1.12.1 Standards. Table 3.14-13 presents standards for representation of names of
languages.

TABLE 3.14-12 Representation of names of Ianhuates standards

Standard Sponsor Standard Standard Status
Type Reference DoD

(Lifecycle)
lPC ISO C& for doe Reprsa of Nemred of lguages 639;1988 WomMiOnAJ(Approved)

NPC ANSIM1SO Coded for Regmwmalm oft Ldeosg for Infomabion Z39.53 Inonomalona
lItedwasge (ApWoved)

3.14.1.12.2 Alternative specifications. Alternative specifications may include abbreviatins in

common use in entomology.

3.14.1.12.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.14.1.12.4 Portability caveats. Portability problems in the existing standards are unknown.

3.14.1.12.5 Related standards. The following standards are related to representation of names of
languages:

a, ISO 9:1995: Transliteration of Cyrillic Characters into Latin Characters - Slavic
and Non-Slavic Languages

b. ISO 233-2:1993: Information and documentation - Transliteration of Arabic
Characters into Latin Characters - Part 2: Arabic Language - Simplified
Transliteration

c. ISO 3602:1989: Documentation - Romanization of Japanese (kana script)

d. ISO DIS 14962: ASCII encoded English

3.14.1.12.6 Recommendations. 1SO 639 is recommended.
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3.14.1.13 Date and tinm representation. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) Date and time representation and storage require consideration and
standardization. Problems include representation of twelve or twenty-four hour time, the order in
which the day and month are presented, and dropping of the century digits from the year.

3.14.1.13.1 Standard. Table 3.14-13 presents standards for date and time representation.

TABLE 3.14-13 Date and time representation standards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

Opc SON D Dta s,, (D•S), vrion 3.2, DDS Vor. 3.2 Maded
May 1996 (Approved)

GPC NIST Reresan of Calendar Date and Ordinal Dae fo PIPS PUB 4- Infomationai
Infoermation Interchange (adopt& ANSI X3,30- 1:1985 C(anse (Approved)

I98S/PM991) Notee 3/Z2596
OPl NIST Ripreellton of Local Time of the Day for InforeAtioe MPS PUB 58- Informational

Exchange (edopl ANSI X3.43.1986) 1:1988 (Approved)

GPC NIST Reptueoltaeom of Universal Time, Local Thme FIPS PUB 59:1979 Ieformatioeel
Diffetlals, and US Thee Zone Refernes for (Approved)

Wofemwta Interchdane (Adopts ANFI X3.511.979)
IpC ISO Repremenasi of Daes and Tunes 8601:1988 Iefonnaflonal

(Approved)

NPC ANSI Repeolaion of Calendar Dle and Ordlnl Date for X3, 30-1985 Informatioeal
Infomution lntedsne (i 1991) (Approved)

NPC ANSI Repreeaone of Local Time of Day for Infomraion X3. 43.1986 Informatioeal
Itterheage (R1992) (Approved)

NPC ANSI Repreentations of Uiveral Time, Lot:i Te X3. 51-1994 Infoumnonal
Differentials, ed US Thee Zone Refereneoa (Approved)

NPC ANSUJSIA Source sad Date Code Musfn8ie 476-A:1987 Iefo"nstional
(Approved)

3.14.1.13.2 Alternative specification. There are no other available specifications.

3.14.1.13.3 Standard deficiencies. In the early days of computer technology, information
storage space was at a premium. Engineers saved space by using only the last two digits of the
year rather than using full four-digit year representation since they did not anticipate that existing
systems would still be in operation in the year 2000. This is a problem to be kept in mind during
data design for information systems and their databases. The internal representation of the year
and dates is expected to cause enormous difficulties as the year 2000 arrives.

3.14.1.13.4 Portability caveats. The difference between a little-endian (i.e., 11 May 1995), a big-
endian (i.e., 1995 May 11), and mixed mode (i.e., May 11, 1995) date representation can be a
portability problem for systems. The stated DoD data element for date format is
"YYYYMMDD" where YYYY is the year, MM is the month, and DD is the day. NIST highly
recommends that four-digit year elements be used and that two-digit year elements NOT be used
for data interchange, On March 25. 1996 NIST published a change notice to FIPS 4-1 that highly
recommends four-digit year elements, and states that two-year elements specified in ANSI
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X3.30:1985 (R1991) should not be used for the purpose of any data interchange among U.S.
Government agencies.

3.14.1.13.S Related standards. The following standard is related to date and time representation:

a. NIST FIPS 34, Guide for the Use of International System of Units in FIPS PUBS

3.14.1.13.6 Recommendations. For purposes of data interchange, DoD requires that year,
month, and day be represented as 'YYYYMMDD'.
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3.14.2 Cultural convention serves. These services provide the capability to store and access
rules and conventions for cultural entities maintained in a cultural convention repository.

3.14.2.1 Numerical value representation. (This BSA appears in part 5, Data Interchange, and
part 14, Internationalization.) Numerical value representation deals with the presentation of
numerical values as character strings in machine- and human- readable form.

3.14.2.1.1 Standards. Table 3.14-14 presents standards for numerical value representation.

TABLE 3.14-14 Numerical value representation standards

Standard Sponsor Standak-d Standard Status
Type Reference DoD

(Lifecycle)
[PC ISO V.aaleonofNwmeriVdis in Cwsmr Suings 6093:1985 InfonmatmiWo

for Idfomnadion In•erhdane (Approved)

ISO 6093 specifies three presentations of numerical values as: machine-

readable form for data interchange.

3.14.2.1.2 Alternative specifications. There are no altemativw specifications.

3.14.2.1.3 Standards deficiencies. Deficiencies in the existing standards are unknowii.

3.14.2.1A Portability caveats. Portability problems in the existing standards are unknown.

3.14.2.1.5 Related standards. The following standards are related to numerical value
representation:

a. Representation of currency

b. Representation of date/time

C. Localization

d. ANSI X3.50 1986/R1992: Representation for U.S. Customary, SI, and other Units
to be uset in Systems with limited character sets

e. ISO 2955:1993 - Representation of SI and other Units in Systems with limited
Character Sets

3.14.2.1.6 Recommendations. ISO 6093 is recommended.
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3.14.2.2 Custonization to local norims. (ibis BSA appears in part 3, User Interface, part 13,
Human Factors, and part 14, Internationalization.) Customnization to local norms involves
modification of the key imapping to accommodate the local language and display of data in the
comnmonly-used formnat (e.g., numbers, dates, timie).

3.14.2.2.1 Standards. Table 3.14-15 presents standards for customnization to local norms.

TABLE 3.14-15 Customiization to local norno standards ____

Standard P' -anor Standard Standard sltatus
Type fReference DoD

version 3.0: 1996 (Approved)

aCC XAI n sioalsti- Guide vention 2 G304 (7/93) lnfomsiionu
I (Approved)

CPC Xlan ,Leat Relfistsy Procedusres G303 (1993) lnokmossioutsl
(Approvod)

aCC OSF Motif 1.2 (wroinstrnn with i.X mpa's NLS sprd~cionsti & Motif 1.2 tznfoinmstons
also do.Mn-bltye disroedw sets) (Approved)

CC MrrX X Wkndw Systm (X font ininspet includes donbsie-byle Xl IRS infoentionsi
Consosisn dwsiadte sets) (Approved)

NPC ANSl/HFS Ameneinn Notional Stamford for Humarn Rolmts I190 98 informnational
Enguzeruing of Visual Display Terinanu Workbstaions (Approved)

GPC DOD Mil"is Siasaridut Kaybostot Amansgaroesb Mf.-S1D-12110, udsonuasonaL
Notice 1, 19'19 (Approved)

(1PC DOD ussurAospaur~t" n f" MOL-STD-1801 29 Infionswational
May 1987 (Appreoved)

UPC DOD Human Enginnernog Performanece Reqiottoroenas for MIL-STD-18MA informational
systems 10 Oct. 1990 (Aprooved)

GPC DOD DOD Handlook. Hamm. Engineering Guidelines for MILHIDBIC-761A kifoosoationa

I Musellemesnes Information Sysetem 30 Sep. 1939 (Approveod)

(1PC DOD Guidelinaes for Desiitnig User loiesfaew Sojosese ESD-TR-86-279 Infourmastoesl

I (Approved)

OpC DOD Dpswun~eurt of Defeni Intelligence lformtaiwonSystemso 00011 Style lndomnationail
Style Guinde Guinde, lt191 (Approved)

GPC DOD Air Forme lotltigee Doss, Handling Systenm (Iflis) Style lDHS Style Guide Ioformossional
Guaide 1990 (Approved)

GFC DOD Homas. Factors Guoidelines for thle Anny Tactical ATCCS Guideline. litformanatel
Commoand and Control System (ATICCS) Soldier.Mad~ine v.I.0 Od v.2.0, (Atiproved)

______ ~Interface 1990 and 1992 _ _ _ _

GPC DOD 11e User loteefae Speciuiantisoru for Navy Conorsod and Navy CCS. Version, lnofont~atooi
Control System& 1.1, 1992 (Approved)

OPC DOD Hinesi Engineering Design Criteria for Military Syoteso, MP 'TD.1472D) Infoonsotono
Equipment sW Facilities Notion 2,30 Jone (Approved)

____1___ 1992 1_______

O1K DOD Himnes Engineering Guidelinter for Management DOD)-HDBK 71A Iftformatsotoeo
tinformation Systems (DOD 19890) (Apprved)

CFC X/Gyee Distribusted ItematiooalisaoionSeevces S213 (11,92) Infoooot o.I
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IStandard Spmon r Standard Standard status
Type Reference DuD

d'C S~ muua fimgok~ pchdo 302 (4093) qdtzg!)

OCc 3t06W Fib SyjismSdfUCS TndogMjjeFog (PS-UiF P316 (1993) - mbfouniaa
I (ApproV4d

CPC X~IPea System ioiweab.d Hoadeu. iout 3 C212 (3ffl2) WfouneiimW
(Aw-

CPC pma SopplerneoMt Definitiockk inue 3 C213 (3N92) infomlomlina

CC XAOPm UwvmW.s Mu hp60osot Coded 0anaomr Set Coeoi"eoce E401 (3194) Ifionfoadous
and Migfvea (onvd

NPC ANSUSAE Hma.m lotofo D06411 Mie6edlog fOr letepied ARP 4155 (1990) Wmaoe
Diqdy Symbelogy (A~Rwoed)

OPC DOD Homa Emmineig Roqireeoos for Miliioy kyiae.., ffi4853B Inonuational
Squtposel, mad Fxodiid 26 May 1994 (Appwoed)i

CC X01-e SioUngei~ex Spedicic~on (5pem 1170). Sysiom inerface C434 (9894) iofonoloa
Definitionso, Ism a4. Vanue. 2 (pan ofX3U04) A-d

Motf 2 s he urentves ando the~n OF specficaion 2,(a fo XGUI beairadap aran ead)
Cprormmn andP datoitefaes e Reeis" th ~ek curentrlaefVrion 11 ofhe W9) indownsto

standardd

9f -A
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b. Object-Oriented Interface design: IBM Common User Access Guidelines (IBM)
c. Macintosh Human Interface Guidelines (Apple Computer).

3.14.2.2.3 Standards deficiencd. Currently, conformance to parts 12-17 of the ISO 9241
standard is on a part-by-part basis. There is concern that the overal standard may thus fail to
address potential ergonomic problems arising from interactions between the user interface
elements covered by the individual parts.

3.14.2.2A Portability caveats. Although Morif supports the X/Open Native Language System, it
also aupports a number of its own internationalization extensions which makes it compatible with
some legacy applications (e.g., OpenLook).

NIST FIPS 158-1 (User Interface Componenet of the Applications Portability Profile) mandates
the use of the X Window protocol, X library, and X toolkit intrinsics, IEEE P1201.2, when
completed, is intended to increase the level of user interface consistency (and thus user interface
portability) across X Windows-based environments. There are potential conflicts here.

The DOD HCI Style Guide is based on (and intended to supersede) the Army, Navy, Air Force,
and DODDS Style Guides cited in the table above. The goal of this effort is to minimize
unnecessary user interface diversity across DON) systems. There are potential problems with
systems designed to accommodate different style guides.

3.14.2.2.5 Related standards. The following stand'irds are related to cultural convention
services:

a. X/Open Intemationalisation Locale: 101 (1994): jaJP - Japanese for Japan.

b. X/Open Internationalisation Locale: L002 (1994): daDK - Danish for Denmark.

C. X/Open Internationalisation Locale: L003 (1994): deAT - German for Austria.

d. X/Open Internationalisation Locale: L004 (1994): enDK - English for Denmark.

e. X/Open Internationalisation Locale: L005 (1994): foFO - Faroese for the Faroes.

f. X/Open Intemationalisation Locale: L006 (1994) is-IS - Icelandic for Iceland.

g. X/Open Intemationalisation Locale: L007 (1994) klGL - Greenlandic for
Greenland.

h. X/Open Intemationalisation Locale: L008 (1994) Ilt_LT - Lithuanian for Lithuania.

i. X/Open Internationalisation Locale: L009 (1994): IvLV - Latvian for Latvia.
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j. 10 X Ipentarmationalisation Locale: LA)lO (1994): de-.CH - Geirman for
Switzerland.

k. X/Open Intemnationalisation Locale: 11)11 (1994): de-DE - German for Germany.

L X/Open Internationalisation Locale: LO 12 (1994): en-GB - English for Great
Britain.

in X/Open Internationalisation Locale: LO 13 (1994): enjIE - English for Ireland.

n. X/Open Internationalisation Locale: L014 (1994): en...US - English for the U.S.A.

o. X/Open Internationalisation Locale: L.015 (1994): huHU - Hungarian for
Hungary.

p. X/Open Internationaisation Locale: LO)16 (1994): itIT - Italian for Italy.

q. X/Open Intemnationalisation Locale: LO)17 (1994): nLNL - Dutch for the
Netherlands.

r. X/Open Internationalisation Locale: 1O)18 (1994): pL-PL - Polish for Poland.

s. X/Open Internastionalisation Locale: L.019 (1994): ptPT - Portuguese for
Portugal.

t. X/Open Internationalisation Locale: 11)20 (1994): roRO - Romanian for
Romania.

U. MIL-STD-1794 (1986) Human Factors Engineering Program for ICBM Systems.

V. MIL-STD-1908 (1992) Definitions of Human Factors Terms.

W. DOD-HDBK-763 (1987) Human Engineering Procedures Guide.

3.14.2.2.6 Recommendations. Procurements that rtquire software user interfaces to be
addressed by ergonomic standards can require conformance with standards for menu structures,
command languages, direct manipulation dialogs, forms-based dialogs, windowing, icons, screen
formatting, information coding, and user guidance.

Parts I and 2 of the ISO 9241 standard are informative; parts 10 and I I are expected to be
informative on completion. Part 3 of the IS0 9241 standard is normative; parts 2-9 and 12-17 are
expected to be normative on completion. Conformance with the overall IS0 9241 standard is
based on conformance with all normative parts that apply to a particular product.
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Procurements must recognize the difference between informative and normative parts of the
standard in question. Where possible, both the informative and normative parts should be required
for the best implementation of modern human factors/ergonomic thinking. In general,
conformance tests for informative parts will not be available.

The DOD HCI Style Guide is recommended for customization to local norms.
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M4.13 Natural lanuagem mppo ervmnice. Tame services provide the capability to support
several languag121es Simultaneously.

3.143.1 Keyboard device layoutL (Mhs BSA appears in both part 3, User Interface, and part
14, Internaltionalization.) Keyboard device layout standards specify the arrangement of keys on a
keyboard.

3.14.3.1.1 Standards. Table 3.14-16 presents standards for keyboard device layout.

TABLE 3.14-16 Keyboard device layout stndards _____

Standard Sponsor Standard Standard status
Type Relere.,ce DoD

WI ISIC Kybmed Liyowe forTeol sd Office Syueme 999-1.8:199 (L difeyd)

(ApprOVed)

OPC r.JD Mildme Staedard Keyboard Anmmserooa MALMI-12110, 1 Wom~ao
Nr4ic 1, 1969 (Approved)

NPC ANSI Allocation olenrouo&Keys of~umeneuc](ypds TI.703 (1995) WOf~onoAoel
(Aproved)

NPC AINSI Coded Camacter SOU for KeioMrd Amnegeror in ANSI X3.1 14-1984 Info ondael
X4.23-1982 andX4.22-1983 (RI99I) (Appioved)

NPC ANSI Keyboard Anenagrol X3.154-19983 lfounaedonal
(Approvd)

NPC ANSI Alime rooeyboard Arnmgaoa X3.207-1991 IdOfonoalIoge
(Approved)

CPC XjApro Key valuee (in Window MmnemKr~el Ise)) 3U'03 Vol. 6 C216 Info Idoa
(Approved)

U'C ISO Keyboard LAyowe for Nimereej Appleoin. 3791:1976 Ieonnedone)
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3.14.3.1.3 Standards deficiendes. Deficiencies in the existing standards are unknown.

3.14.3.1.4 Portability caveats. Portability problems related to the existing specifications are
unknown.

3.14.3.1.5 Related standards. No standards are related to keyboard device layout standards.

3.14.3.1.6 Recommendations. Conformance to all ISO and ISO/IEC keyboard specifications
conforming to DIS or IS levels is recommended. This is especially important for equipment that
will intemperate with that of U.S. allies (e.g., NATO).
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3.14.4 Related standardi and programs. This MLSA includes services supporting
internationalization indirectly.

3.14.4.1 Character set registration. (This BSA appears in part 5, Data Interchange, and part
14, lnternationalization.) Character set registration provides a mechanism for identifying and
defining graphic character sets

3.14.4.1.1 Standards. Table 3.14-17 presents standards for character set registration.

TABLE 3.14-17 Character set rytration ndards
Standard Sponsor Standard Standard Status

Type Reference DoD
(Lifecycle)

n• ISoQAEC Rgigamt of" Rseotm of OGmpl• Chiwan(m from 7350:1991 Infoml
ISO/IEC 10367 (Approvd)

IC ISO Procadme for iescapw sequmces 2375:1985 Inbfomadona
(Apl-ead)

ISO 7350 spceifies procedures for preparing, registering, publishing, and maintaining the register

of graphic character sets and procedures for assigning identifiers to the sets.

3.14.4.1.2 Alternative specifications. There are no alternative specifications.

3.14.4.1.3 Standards deficiencies. Deficiencies in the existing standards are unknown.

3.14.4.1.4 Portability caveats. Portability problems in the existing standards are unknown.

3.14.4.1.5 Related Jtandards. The following standards are related to character s(t registration:

a. Character set standards
b, Localization standards
c. Symbols for use with data such as currency, date, time, numerical values

3.14.4.1.6 Recommendations. There are no recommendations.
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