RL-TR-95-113
In-House Report
June 1995

MATHEMATICAL MODELLING OF ERRORS

ON A SATELLITE CHANNEL: THEORY AND
PRACTICE

J. David Rosen (Carnegie Mellon University)

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED.

Rome Laboratory
Air Force Materiel Command
Griffiss Air Force Base, New York

860 060560}

DIIC QUALITY LI00ICTED A




This report has been reviewed by the Rome Laboratory Public Affairs Office
(PA) and is releasable to the National Technical Information Service (NTIS). At
NTIS it will be releasable to the general public, including foreign nations.

RL-TR-95-113 has been reviewed and is approved for publication.

DANTIEL J. McAULIFFE
Chief, Communications Division
Command, Control & Communications Directorate

FOR THE COMMANDER:

JOHN A. GRANIERO
Chief Scientist
Command, Control & Communications Directorate

If your address has changed or if you wish to be removed from the Rome Laboratory
mailing list, or if the addressee is no longer employed by your organization,

please notify RL ( C3BB ) Griffiss AFB NY 13441. This will assist us in maintaining
a current mailing list.

Do not return copies of this report unless contractual obligations or notices on a
specific document require that it be returned.




REPORT DOCUMENTATION PAGE | oW norovoaotss

Pubiic reporting burden for this collection of inforrmation is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources,
gathering and maintsining the data needed, and completing and reviewing the collection of iINformation. Send commernts regarding this burden estimate or any other aspect of this
collection of iInformation, including suggestions for reducing this burder, to Washington Headquarters Services, Directorate for Information Operations andReports, 1215 Jefferson
Davis Highway, Sukte 1204, Arington, VA 22202-4302, and to the Office of Managemert and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

1. AGENCY USE ONLY (Leave Blank) 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
June 1995 In-House Jan 92 - Dec 94
4. TITLE AND SUBTITLE A 5. FUNDING NUMBERS
MATHEMATICAL MODELLING OF ERRORS ON A SATELLITE CHANNEL: PE - 62702F
THEQORY AND PRACTICE PR - 4519
TA - 22
6. AUTHOR(S) WU - 24

*J. David Rosen

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
Rome Laboratory (C3BB) REPORT NUMBER
525 Brooks Road RL-TR-95-113
Griffiss AFB NY 13441-4505

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING/MONITORING
Rome Laboratory (C3BB) AGENCY REPORT NUMBER
525 Brooks Road N/A

Griffiss AFB NY 13441-4505

11. SUPPLEMENTARY NOTES .
*AFOSR Fellow: J. David Rosen (Carnegie Mellon University)

Rome Lab Program Manager: N. P. Robinson/C3BB/(315) 330-1876

12a. DISTRIBUTION/AVAILABILITY STATEMENT 12b. DISTRIBUTION CODE

Approved for public release; distribution unlimited.

13. ABSTRACT (Msxirmusm 200 words)
This report details a cooperative RL/AFOSR project to provide a laboratory
environment for test and evaluation of equipments/protocols that are or will be used
in DOD/Federal/Commercial networks utilizing 'disadvantaged" communications links
with higher error rates than copper or fiber. One way is to utilize Error Injector
Units (EIU) previously developed under another Rome Lab effort: '"Markov Models for
Data Communications." The EIUs are inserted between communication networking
equipments to emulate the errors seen over these links, giving the user an idea of
actual equipment/protocol performance. Accurate, reliable, transition matrices must
be generated for the Markov models used in the EIUs, based on bit error sequences
collected by observing live, over-the-air channels during operation. The report
focusses on identifying metrics to evaluate the fidelity of a suggested model and
proposing methods of generating models which attempt to optimize one or more of
these metrics. A procedure is outlined for the use of these models and metrics in
a testing environment.

|
Prescribed by ANS! 5td. 2
298102

14. SUBJECT TERMS 15 NUMBER OF PAGES
Asynchronous Transfer Mode (ATM) Error Gap Distribution 32
Markov Models Maximum Likelihood Estimation (see reverse 16 PRICE CODE
17. SECURITY CLASSIFICATION 18. SECURITY CLASSIFICATION |19. SECURITY CLASSIFICATION {20. LIMITATION OF ABSTRACT
OF REPORT OF THIS PAGE OF ABSTRACT
UNCLASSIFIED UNCLASSIFIED UNCLASSIFIED UL
NSN 7540-01-280-5500 Standarc F o 258 Rev 267

)
8




Block 14. Subject Terms

Transition Matrix Autocorrelation Function




Mathematical Modelling of Errors on a Digital
Communications Channel: Theory and Practice

J. David Rosen Accesion For
L NTIS
Department of Electrical and Computer Engineering DTIC g E S &
Carnegie Mellon University Unannounced
Pittsburgh, PA 15213 Justification
Work Performed at: B¥ _
Rome Laboratory Distribution {
Griffiss Air Force Base Availability Codes
Rome, NY Di Avail and{or
ist Special
N.P. Robinson/C3BB
Program Manager A../

Abstract

In order to understand the impact of channel errors on protocols such as ATM,
understanding of the error process occurring on a channel is important. Not just
the rate of errors, but also their distribution, will have significant impact on how
well the protocol runs over the channel, and on what sort of error correction/detec-
tion protocol is required to best overcome the disadvantages of the link.

This paper describes the special purpose Error Injection Units (EIUs) at Rome
Lab and summarizes methods for generating models for the EIUs which were pre-
viously in use at Rome Lab. It then goes on to describe a set of metrics for deter-
mining the quality of an EIU model, and proposes other methods of building
models for the EIU. Finally, it describes the process to take in order to use and
evaluate these models, in support of the Joint Advanced Demonstration Environ-
ment’s (JADE) project at Rome Lab and other sites around the nation.




1 Introduction

A tactical environment necessitates the use of “disadvantaged” links -- links with
relatively low bandwidth and a relatively large number of errors. Furthermore, in
order to provide seamless integration in a tactical environment, and thus provide
the best possible information services to the warrior, some sort of standard proto-
col, such as Asynchronous Transfer Mode (ATM) is desirable. In order to under-
stand the impact of channel errors on protocols such as ATM, understanding of the
error process occurring on a channel is important. Not just the rate of errors, but
also their distribution, will have significant impact on how well the protocol runs
over the channel, and on what sort of error correction/detection protocol is

required to best overcome the disadvantages of the link.

This paper describes the special purpose Error Injection Units (EIUs) at Rome
Lab and summarizes previously developed methods of generating models for the
ElIUs from actual data. It then goes on to describe a set of metrics for determining
the quality of an EIU model. It proposes other methods of building models for the
EIU. Finally, it describes procedures for evaluating these methods, both by use of

the metrics and through comparison of results with the actual protocols under test.

The remainder of this paper is organized as follows. Section 2 is the background
material, including an overview of the operation of the EIUs, and early work done
in deriving models based on data. Section 3 proposes a set of metrics, based both
on the strengths of the earlier methods and on its perceived weaknesses. Section 4
presents two alternate methods of model building. The first is an adaptation of a
model from the literature. The second, which is still under development, is
designed to satisfy one of the proposed metrics. Section 5 describes an ideal use

of these models, from data collection through model selection. Section 6 con-




cludes the paper, and Section 7 is a bibliography. Finally, Section 8 acknowledges
those who had a part in this project.

2 Background

2.1 The Error Injection Units

The error injection units (EIUs) were designed and built for Rome Lab in the early
90’s. Their purpose is to emulate a disadvantaged link so that system level tests
could be conducted without committing the resources of an actual link of the
desired type. The EIUs take as input a digital signal at up to T1 speed, and intro-
duce (or inject) errors into the stream according to a configurable, 8 state Markov
chain. The EIUs are configured with a state transition matrix; additionally, each

state can be configured to be either an error state or an error free state.

Each EIU is equipped with a pseudo random number generator, and maintains
state information. During every bit time, the EIU:

¢ Generates a random number

e Determines what state to transition into, and makes that transition

e OQutputs a bit based on the incoming bit, and the error status of the current state
With appropriate use of the states, it is easy to create many of the ‘standard’ error

models, including Bernoulli errors (independent, identical), ‘bursty’ errors, and

much more general types of error processes.




2.2 Error Gap Modelling

In this section, we present the method of model building previously practiced at

Rome Lab, as well as earlier models which are presented here for completeness.

2.2.1 The Bernoulli Model

The simplest error model is that which is implicit made by a variety of analytical
equipment, notably, the standard Bit Error Rate Tester (BERT). This model has
one parameter -- the average rate at which errors occur. The error status of each bit
is assumed to be independent of the error status of each other bit. While this
model is attractive in its simplicity, it tends to have poor predictive power over
satellite and other radio links, due to time-persistent effects such as channel fad-
ing. These effects tend to cause errors to occur in groups, commonly called bursts.
This leads us to investigate more complicated error models which take this into

account.

2.2.2 Gilbert’'s Model

The Gilbert error model was first described in [Gilbert60], as a description of
errors on a telephone channel. Gilbert assumed that errors occurred in bursts of
exponentially distributed length, and that error-free runs were also exponentially
distributed in length. Furthermore, he assumed that during an error burst, each bit
was in error independently with some probability 1— 4. This model is described

more carefully in Section 4.




2.2.3 Tsai’s Model

The previous work done in generating models (i.e., transition matrices) for the
EIU was primarily done by Dr. Wayne Smith of Mississippi State University. He
assumed that the errors arrive in a distribution which is nearly, but not exactly,
Poisson. This leads to the approximation of error gap distribution as the sum of
exponentials. The resulting model has exactly one error state, with transitions to
and from each of the non-error states, which do not interact with one another. This

model corresponds closely to those discussed in [Tsai69] and [McManamon70].

The procedure which results for building a model from data is relatively straight-
forward. Since, given the assumption of one error state, the model is completely
determined by the error gap distribution, one should simply build a histogram of
error-free-run lengths; fit the histogram as well as possible as a sum of exponen-
tials; and then compute the appropriate transition probabilitics, so that the error-
free-run distribution will match the fitted curve. Remarks on effective curve fitting

can be found in [Smith93].

To restate the result, if we have an approximation to the error gap distribution

n-1

(that is, f such that P[0"1|1] = f(m) = ZAiea'm), and we assume that states 1

i=1
through n—1 are error-free states and state » is the error state, then the non-zero

transitions can be given as

p;=¢  fori<n EQD
Py = Aieai,fori<n (EQ2)
p, = 1-p,, fori<n (EQ3)




n-1
Pon = 1= Py (EQ4)

i=1
It is relatively straightforward to verify that this set of transitions produces the

desired distribution of error free runs.

3 Metrics

There are two primary methods to evaluate the quality of a model. The best
method is to compare the performance of the protocol or application of interest
when run over the actual channel, with the performance that is predicted by the
model. However, this is not always possible or practical. Therefore, metrics must
be available to compare the distribution of errors on the actual channel to the dis-
tribution of errors produced by the model. In this section, several such metrics

will be introduced.

The first is suggested quite directly from the model above. If we believe that the
burst-length distribution and/or the error-free-gap distribution are important char-
acteristics of the error process (as is no doubt the case), then these suggest the first
of our measures: goodness of fit of error burst distribution, and goodness of fit of
error gap distribution. There are a number of ways we could evaluate the “good-
ness” of fit between these two functions described in [Smith93]. Briefly, Smith
proposes use of the sample standard deviation, the correlation coefficient, or the

plot of the residuals.

The error burst distribution length can be generalized by using the parameter A, as
described in [Tsai69]. Here, a burst does not necessarily consist of all errors, but

begins and ends with an error, and has a density of errors exceeding A. We see




that the previous definition of an error burst is just a special case of the generaliza-
tion with A = 1. Clearly, however, we can compare the gap distributions for dif-

ferent values of A, and thereby obtain additional metrics.

The third metric is motivated by considering the error sequence as a random pro-
cess. Then it is natural to ask about the second order statistics of this random pro-
cess; in particular, the autocorrelation function. Assuming that the process is
wide-sense stationary (WSS), and that we represent the sequence of errors as

e, €, ..., the autocovariance function is given by

R, = Elee;, ;] (EQS)
Since the random process is binary, it is clear that R,, is exactly the probability

that two bits at distance k are simultaneously 1 (in error). In particular, note that

R, = E[e,e], the correlation of one term, is equal to the Bit Error Rate (BER)
(again, because the rp is binary). Also, klim R, = (R,)?, since, in the extreme long
-3 oo

term, bits are in error independently.

In any case, the goodness of fit of the autocorrelation function is also a natural
metric to use. Once again, we can use any of the methods proposed by [Smith93]

to measure the goodness of fit.

Finally, a survey of recent literature provides another model and, with it, another
metric. It is natural to consider the probability that a given model produced the
observed error sequence. A model which has a relatively higher probability of
producing a given sequence is, intuitively, more likely to be the “Hidden Markov
Model” producing that sequence. (The Markov Model is hidden because we

observe the error sequence, and not the sequence of states through which the




model passes. Since there are, in general, multiple error-producing states and mul-
tiple error-free states, we may never be certain what state the model is in.) Note
that direct computation of this probability is computationally prohibitive; fortu-
nately, there is a well known method for computing it that is much more efficient.
This will be discussed in Section 4.3; the method for optimizing this method is
also described in [Poritz88],[ Turin93], and [MorgeraS1].

4 Derivation of Models

In this section, several methods of deriving models from data are presented. Note
that in addition to those presented in this section, Tsai’s model was presented in

Section 2.2.3.

4.1 The Gilbert Model

The Gilbert Model [Gilbert60] is a two state model, where the states represent
‘good’ and ‘bad’ line conditions. (See Figure 1). In the good state G, the model
produces no errors. In the bad state B, the model produces an error with probabil-

ity 1-4.

() (>

-7

Figure 1. Gilbert’s model state diagram




Now, it should be mentioned that this model cannot be directly encoded in an EIU
model, because, due to the hardware design, the EIUs states must either always
produce an error, or never produce an error, they cannot, like state B, produce an
error with some fixed probabiiity. However, it is relatively straightforward to split
B into two states, one producing an error, and the other error free. This is shown in

[Turin93]; see Figure 2.

Figure 2. Three state EIU equivalent to Gilbert’s Model. B1 is the
only error producing state
Gilbert then observes that there are three independent parameters, since
P =1-0Q, and p = 1-gq. Therefore, three measured quantities are needed to

estimate them. He chooses the observations

a=P(Q) (EQ6)
b=P(11) EQT
P(111) EQ 8)

€= paon «P(ID

Clearly, a can be measured simply by dividing the number of errors by the num-

ber of bits, b can be measured by dividing the number of occurrences of the bit




string ‘11’ by the number of errors, and ¢ can be measured by counting the num-
ber of occurrences of the bit strings ‘101’ and ‘111°, and performing the appropri-
ate operations. Note that ¢ is the probability of a 1 occurring in the center position

when two ones occur one space apart.

It is easy to find equations for a, b, and ¢ in terms of P, p, and k. Then, solving

these equations for the variables on the right, we get

o ac-b?
1_p"q‘Zac—b(a+c) EQ9)
h = 1_3 (EQ 10)
— ap
P—————-l_h_a (EQ 1D

It is interesting to note that, as Gilbert observed, these equations tend to produce
ridiculous values for the parameters if not enough data is presented. Our experi-
ence indicates that they may also produce such out of range values if the observed

error process does not fit the Gilbert model.

4.2 The Autocorrelation Matching Model

The weakness of Tsai’s method is that it assumes that adjacent error gaps are dis-
tributed independently of one another. It is easy to see this from the way the
model is constructed -- after each error burst, the model selects a non-error state
independently of its last non-error state, and then tarries in that state until the next
error burst. Also, notice that it is built entirely from the probability mass function
of the error gaps. No information about the placement or ordering of the gap sizes

is included in the models derivation.

10




In order to try to include this sort of information, we can try to fit the autocorrela-
tion function of the data, instead of just the gap distribution. The autocorrelation
function gives the joint probability of two bits being in error, regardless of
whether the intervening bits are in error or not, while the error gap characteriza-
tion gives the joint probability of two bits being in error, assuming that the inter-

vening bits are error-free.

In this section, we will derive expressions for the autocorrelation function, and
describe briefly the difficulties with building a probability transition function with

the desired autocorrelation function.

Let P be the probability transition matrix for a Markov chain, such that if «, is a
vector of probabilities of being in each state at time ¢, then &, , = Pr, is a vector
of the probabilities of being in each state at time ¢ + 1. There exists a vector =,
such that m, = Pr,; this is the long-term steady state probability of being in each

state. Now, if we let E be a diagonal matrix with 1 in the diagonal entries corre-

sponding to error states and 0 in the other diagonal entries, then Ex, is the long-
term steady state probability vector, with all non-error entries zeroed. Clearly, the
ith entry of P"Emn, is the probability of seeing an error string 1x”, ending in state
i. Then EP"Er, is the same vector with all non-error ending states zeroed. Finally,
if we let 1 be a column vector of 1°s, then iTEP"Eﬂ:0 is the probability of seeing

the string 1x" "1, or R, ; thus

R, = 1"EP"Em, (EQ 12)

11




However, this form of the autocorrelation function is not entirely satisfying.
Therefore, we continue to simplify.  Recall that any matrix A can be rewritten
A = SAS-1, where A is a diagonal matrix whose entries are the eigenvalues of A,
and § is a matrix containing the eigenvectors of A, one in each column; that is, if

AL A, .., A, are the eigenvalues of A and v,,v,,...,v, are the corresponding

A, 0 ... 0
eigenvectors, then A = 0 2.0 and § = [vl v, .. V,,J- Using this decom-
00 ..4

m

position, let P = SAS-!; then

A0 .. 0
R, = 1TE(SAS-)"En, = 1"ESA"S-En, = 17ES| © M -+ Ols-1En, (EQ13)
0 0 ..A"
It is clear that the form of this equation will be
R, = D kAr = ) ke (EQ 14)

i=1
This form is familiar; it is the same as that we dealt with in fitting the gap distribu-
tions. Thus, we have only to measure the autocorrelation function, fit it with m
exponentials, and then determine matrices E, S, and A to give us the desired
function R,. Note that A is determined immediately from the coefficients in the
exponents. This leaves only the problem of determining E, which indicates which

states are error states, and §, the eigenvector matrix of P.

12




In fact, it would appear that the solution is not unique; further, no closed form for
a solution has been located. Exploring the method further, however, let us suppose

that we set the number of error states, N,, a priori. Then E can be set so that the
first elements of the diagonal are one, and later entries are zero, depending on the
number of error states. (It does not matter which state is which, so there is no loss
of generality in designating the first N, states to be error states.) Using this further
information, we can develop some information about the necessary form of the

eigenvector matrix.

Note that any probability transition matrix has columns whose entries sum to 1.
As a result, when the transition matrix multiplies any vector (whose entries sum to
some value x), the resulting vector also has entries summing to x. Furthermore,
the long-term state occupancy probability vector (r,) is clearly a fixed point with
respect to multiplication by the transition matrix. This is the same as saying that it
is an eigenvector corresponding to the eigenvalue 1. It is relatively easy to see that
all the other eigenvectors must have elements which sum to O; if they added to
one, there would be two long-term state occupancy probability vectors (which, of
course, can happen, but only if the Markov chain is disconnected, which we do
not wish to consider). If the sum of elements was neither zero nor one, then there
would be some vectors whose sum was not conserved during a multiplication by

the transition matrix.

Now, let us first consider the term S-'Exn,. Note that SS-'En, = Em,, SO we can

m
interpret the vector S-'Ex, as a set of coefficients such that Zd,.y,. = Er,. Here,

i=1

we take advantage of the fact that the eigenvectors v; can be scaled however we

13




like. We scale them in such a way that d, = 1, for i > 1. Extending this to the vec-

dM d,
tor A"S-1Em,, we see that A*S'En, = A oM .
i I

We can now turn our attention to the first half of the equation for R, , the term

Vig Vo e V

1’ES. Since S = ["1 vy ... Vm] = [Y12 V22 Va2 , it is clear that

Viom Vom -+ V

,m m,m

N

e

N‘ NG Nz
Tre i - =
1'ES = E:vl,i E:VZ,i E:vm,i . Further, since v, = m,, E v, ; = BER.
i

i=1 i=1 i=1

Therefore, combining this description with the one above, we see that

m N,

¢

R, = d,BER+ Y A1) v, (EQ 15)

i=2 j=1
From the initial description of the autocorrelation function, then, we know that
d, = BER. To summarize our knowledge about S, then, we observe that v, = W,

N N

(BER)v,+ v, = Ev;, v, ;= BER, and Y v, = k; (for i>2), where the
f=2 i=1 j=1

values of k; come from the curvefit. Clearly, this leaves open many degrees of
freedom on the matrix §. These degrees are needed to insure that the entries in P
are positive. The problem of finding a matrix § which meets this requirement has

not been solved; we have attempted to use an “annealing” algorithm of sorts to

14




stochastically search for such a matrix. However, it has proved resistant to these
techniques and other methods are currently under investigation. The details are

not presented in this paper.

4.3 The Maximum Likelihood Model (Baum-Welch
Algorithm)

Clearly, the improvement gained in moving to the autocorrelation method is
somewhat counteracted by the fact that its solution is not well understood. There-
fore, a more refined method is desirable. The maximum likelihood model is such a
method. The following presentation is a mixture of those found in [Turin93],
[Morgera91], and [Poritz88].

First, let us suppose that we have a binary observation vector (that is, for, exam-
ple, the error bit vector from a measurement of the channel), call it E = e,e,...er.
Then we wish to find a Markov model A which maximizes the expression
Pr[E|A] . In other words, what we seek is the Markov model which has the high-
est probability of producing the observed error sequence. Formally, we consider
A= (A Bm), where A = [a], B = [b;] are matrices which describe the
Markov model and = is probability vector describing the likelihood of having
started in a particular state; a; is the probability of a transition from state i to state
j,and b; is the probability of outputting symbol j, given that the system is in state
i. We have already seen this type of state model in the Gilbert model; however,

for the EIU, we will require that all entries b;; are either O or 1.

The general approach to solving this method in the literature is simple; guess at A,

compute Pr[E|A] , and then use a gradient ascent method to maximize that quan-

15




tity. While this is quite straightforward, there are hidden difficulties. For example,
the direct method for computation of Pr[E|A] is exponentially complex in the
length of the error observation. Fortunately, there is a simpler way of computing
this quantity, namely the forward-backward recursion. Before presenting this,

however, we will need a little notation.

b, 0 .. 0
Let B(v,) = 0 by ... 0 . Let P(v,) = AB(v,). Then we can define the for-
0 0 ...by

ward variable a, (i) = Prley, e, ..., e, i =q;A] . We usually speak of the vector

o, = [oz,(l) ax(N)]' Similarly, we can define the backward variable

B, () = Prle, . €., ... e7)i,=q, A] , with B, defined as a column vector in the

obvious manner. Then it is fairly easy to show that

4 =7 (EQ 16)
&, = 0P (e, ) (EQ17)

Br =1 (EQ 18)
B, = Ple, ) B (EQ 19)

Furthermore, it is clear that, for any ¢,

PriE]A] = aB, (EQ 20)

Now, we can present one formulation of the Baum-Welch reestimation equations.

Define U;; = %‘2— (that is, the matrix that is 0 everywhere except in position ij,
ij

where it is 1). Then given A = (4, B, ) , we reestimate using:

16




T-1
aijz o, U;bi (e, 1) Bran
a.. = 1=0

ij T-

(EQ21)

1
atUiiBt
t=0

2 atUijBt

Zﬁ} = t)e;=v< (IS():ZZ)
zatUﬁﬁt
t=1

— 0By ()
™= TPriEM EQ23)

Notice the computational complexity -- linear in the length of the observation
sequence. Since we expect to be working with very long observation sequences, it
is worth our while to investigate the suggestions made in [Turin93] to speed up
the computation by taking advantage of long sequences of repeated symbols. Let
us suppose that we can break up our error observation string into >segments, each

of which consist of a single symbol, repeated one or more times;

i
E = eje,...ep = XpX7... X For convenience, we dlso define 1; = Y’ 4; to be the
=1

boundary times between the runs of symbols.

Now, using this extra information, we can rewrite the forward-backward recur-
sions in a more efficient way, remembering that matrix powers can be computed

efficiently by any number of methods:
o =7 (EQ24)

o, , = 0P (e, ) (EQ25)

‘H—l
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B, =1 (EQ 26)

B, = P (e, DB, ®Q27)

i

Notice that the same K matrices (K is the number of symbols in the alphabet; in
the case of error sequences, it is always 2) are being raised to various powers. For
this reason, it is probably preferable to compute the matrix powers using an eigen
decomposition, because the expense of computing the eigenvalues and eigenvec-

tors can be easily payed for by the vastly simplified computations that result.

However, notice that, in the reestimation formula, we take the sums over ¢ of [v4
and . Unless we can somehow find a faster way to compute these sums, we can-
not take advantage of the above computations, which skip intermediate values.
Fortunately, [Turin93] continues on to solve this problem as well. Consider, for

example, the numerator of the reestimation equation for a;:

T-1 t
G = 2 o U;b;(e)B,,; = 2 Ok (EQ 28)
t=0 k=1
fyi-1
Cijx = Z o, Cix, (1D B, | (EQ29)
=1,
I-1
Cix, () = D PT(X) Uyb; (X) P11 (X)) (EQ 30)
¥=0

We notice that C, jx, (L) 1s in the form of a matrix convolution, and thus take the z-

transform;

Dyx, (D = Z(Cyy (D) = Y 77Cy (D (EQ 31)

I=1

18




oo -1
Dy () = 3 7Y PUX) Uy () P1-1(X) EQ32)
I=1 ¥=0

O (@) = Y, Y, [FPEIIUh Xz (PRI (EQ3D)

)
1=0l=y+1

Now, if welet & = [—y-1, then we can say:

2 [P (X)] Y)U,.jbj (X, z“( 2 [z'P(X)] 5] (EQ 34)

D,ix, (@ = (
¥=0 8=0
@y (1) = (=P (XY Uub;(X)z[2l-P (X1 (EQ 35)

Here, we must pause to describe a decomposition that allows us to better describe
this z-transform -- in particular, a way of rewriting [z/ -P(X)1'. Let us first

focus on the matrix P (X,) . If we let A, Ay, ..., Ay e the eigenvalues of P (X,) ,

Ay 0 ... 0
with A, = 0 Ao O ,and S, = [vkl Vig oo Vu\ﬂ be the matrix whose col-
0 0 ...hy

umns are the eigenvectors of P (X,) , then it is well known that
P(X,) = S;A,S¢! (EQ 36)
N
If we then rewrite A, = Z A;U;;» we see that
i=1

N
P(X) = ) MDy, where (EQ 37)

i=1
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Dy, = §,U;S¢ (EQ 38)

N
Also, since (P (X)) * = S, AZS;!, itis easy to see that (P(X ) = El,ﬁ.Dk,..

i=]

However, we now turn our attention to the matrix z/ - P (X,) . Notice that

N N N
o = SIS = Y 2SUS, while P(X,) = Y NDyi = 3 4, SU,S; thus

i=1 i=1 i=1

N N
d-P(X) = Y @-M)SUST =Y (2-1,) D, (EQ 39)

i=1 i=1
In other words, we can treat z/ - P (X,) just as P (X,) , except with eigenvalues

Z2=Ag 2 Ayy, ... 27— Ay - Hence, it is clear that

N N
D,
[I-P(X)] = ) (z-X)"'Dy; = ZZ_’;: (EQ 40)
ki

i=1 i=1

Now, returning to our characterization of (Din, (2) , and substituting in the above expres-
sion, we see that

N N
®ix, (D = ¥, D DyUyhy (XD ké( (z- ng)z(z —ep) ) (EQ4D)

e=1{=1
Now, since the z-transform is a linear operator, we need only find the inverse z-

transforms of each element of the sum in order to recover C.jX () from @, (2).
Ay 1A

z Al .
M oD =3 i LAz (EQ 42)
L _ ot (EQ 43)

(z-2)?
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Therefore, it is easy to see that

N N
Coy (I = D,.U,b; (X) D z—l( z ) ,where (EQ 44
(0 2;2 Uity GO ) G ), A
A AL

z1( 4 ) = PRI i %, or (EQ 45)

(z-2) (z—?»,,g) \ll’ )"ke")"kg ke T Mrg
(e YeE )l = 1 = D (EQ 46)

€

"

This allows us to calculate the desired quantities in a much more efficient manner.

Finally, one remaining implementation issue needs to be dealt with. Because the
computations involve the exponentiation of stable matrices, we must take care to
avoid numerical underflow. During the computations of o and §§, we should store
vectors which are normalized so that the sum of their elements is one. The scaling
factors used should also be stored, as they will be needed to successfully evaluate
the other equations. A description of this process can be found in [Morgera91] or

[Turin93].

5 A Test Scenario

In order to explain how these methods fit together, this section will describe an

idealized testing scenario, from beginning to end.

Company C wishes to characterize the performance of Application A over a Satel-
lite Channel SC. Therefore, Company C arranges time on the channel SC, and sets

up and runs application A over the channel when they get it. In addition, they take
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measurements of the channel at a bit level, either at the same time as the test is

running, or scparately, perhaps at night.

Now, as was expected, the application A ran fairly poorly. Therefore, the applica-
tion folks begin to work on its ability to work under such adverse circumstances.
Meanwhile, channel characterization can take place. First, each of the available
models are used on the available data to generate channel models. The faster mod-
els are built first; much of the next step can be done while the more complicated
ones are being computed. Now, once the models are available, the distribution of
error bursts and error free bursts and their autocorrelation functions can be com-
pared with the measured distributions and autocorrelations, taken from the data
itself. Also, the probability that each model generated the given error strings can
be computed. (Note that these probabilities decrease exponentially fast with the
length of the error string. It is not the absolute size of these probabilities, but the
relative size which is of interest.) Now, using these techniques, it should be possi-
ble to identify a few models which seem most promising. These models (and per-

haps some others, as well) should reach the next stage of testing.

The selected models should then be loaded into an EIU (or other similar device).
The test of application A which was conducted earlier should be repeated over
each of the modelled links. Those whose performance most closely match the pef-
formance observed during the actual test are to be regarded as best for this appli-

cation.

Now, by this time, the applications folks should have some improvements in
place, creating a new version of application A, call it A’. But by now they’re won-
dering if they improved it enough to cover for the channel errors, or if they have

sandbagged the performance by providing too much redundancy. The channel
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model(s) which have been selected can be used to evaluate these question. When
the revision performs well on the modelled channel, company C can again arrange
time on channel SC, and can test and tune the parameters of the new model. In
addition, of course, it may very well be that a new application, B, needs to be

tested. And so here the cycle swings full circle and the process begins again.

6 Conclusions

This work has presented newer and more sophisticated methods for the develop-
ment of error channel models than those which were previously in use at Rome
Laboratory. These methods have been implemented on available computer sys-
tems, and have been placed firmly within a development cycle which includes
data collection, model building, and evaluation of the fitness of the various mod-
els. While further work is still required on the autocorrelation matching method,
the other methods provide an array of models varying in complexity and fidelity.
Further study is required to predict the quality of each method, and to understand

the trade-off between model quality and computation time.
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