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FOREWARD

Welcome to Database ‘95, DoD’s twelfth and AFCEA’s fifth Database
Colloquium. The driving purpose of the Colloquium remains as always -- to enhance the
professional knowledge of those participating, and to foster an ethical and mutually
beneficial exchange of data management technology information between government,
industry and academia. You are a welcomed and essential participant in this forum.

The papers included within these pages should provide you with sufficient detail on
the subject matter to select those you want to know more about, or to make reference to
when facing the challenges addressed by those papers. We regret that, in a few cases,
authors may not have been able to receive clearance granting their papers inclusion in
these proceedings; however, this is an unavoidable consequence of the different themes
included in the conference, some of which may involve security, economic, strategic, or
proprietary sensitivity. Additionally, there are usually some authors who simply do no
forward their papers in time for inclusion. This too is probably unavoidable -- the result of
the “busyness™ of professional people, like you, who often have more to do than can be
accomplished in a given time.

One copy of these Colloquium Proceedings will be provided to each registrant of
DoD Database Colloquium ‘95. Requests to purchase additional copies should be referred
to AFCEA, Attention: Programs Department, 4400 Fair Lakes Court, Fairfax, VA
22033-3899.

One final note: Views expressed by the authors are their own and do not
necessarily reflect those of AFCEA, the United States Government or its agencies, or the
participated corporations and institutions.

So, enjoy your time at Database ‘95. Talk to the authors and to each other. Be a

player, and you will find it three days extremely well spent.

Lawrence D. Pierce, LTC (USA), Ret.
Colloquium Manager and Proceedings Editor
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APPLICATION OF OBJECT TECHNOLOGY FOR
DATA MANAGEMENT

ABSTRACT OF FEATURED ADDRESS
By
Dr. Bhavani Thuraisingham

The MITRE Corporation
202 Burlington Road
Bedford, MA 01730

Data Management is the process of (1) understanding the current and future data
needs of an enterprise and (2) making that data optimally available to support the
operations of that enterprise. It includes methods for providing integrated access to
one or more databases possibly heterogeneous in nature as well as methods for
designing and maintaining the databases. Database management is an aspect of data
management. Data management has interactions with other technology areas like
mass storage management, distributed processing, knowledge management,
information management, and human computer interaction. For example, the data
extracted from the databases may be presented in an appropriate manner using
techniques from human computer interaction.

The key feature of object technology is an underlying model which views the world
as a collection of objects which interact with each other through exchanging
messages. Encapsulation, where information in an object is accessed through well
defined interfaces, and Inheritance, where objects inherit properties from other
objects, are two major constructs of an object model. Initially, object technology
was applied to develop programming languages. However, during the past decade,
there have been numerous applications of object technology in the development of
operating systems, data management systems, distributed applications, and
heterogeneous systems. Object technology is now increasingly used to design and
develop complex software systems.

Object technology is being applied to several aspects of data management. Many
database management systems now have object-oriented programming language
interfaces. Object-oriented data models are being utilized for database management
systems. The resulting systems are object data management systems. These systems
include object-oriented database management systems, object relational database
management systems, and extended relational database management systems. Object-
oriented design and analysis techniques are being applied to design database
applications. For example, the entities of the application and their structural
properties, the interactions between the entities, and the functions on the entities are
being modeling using the object-oriented approach. Object technology is being




applied to handle certain problems in heterogeneous database integration. One
application in this area is to utilize an object model as the global data model to
represent the metadata information in the databases involved. Another application
is the use of distributed object management systems such as the Object Management
Group's Common Object Request Broker Architecture to facilitate interoperability

between heterogeneous database systems.

This presentation will first provide an overview of data management and object
technology. Then it will describe the application of object technology for data
management mainly in the following areas: (1) programming language interfaces,
(2) data modeling for database management systems, (3) designing database
applications, and (4) heterogeneous database integration. Emerging object-oriented
standards for data management as well as future directions in the application of
object technology for data management will also be presented.

Biography of Dr. Bhavani Thuraisingham:

Dr. Bhavani Thuraisingham is a Principal Engineer with the MITRE Corporation’s National
Intelligence Division and heads the Corporate Initiative on Data Management Research. She is also a
strategic technology area leader in the Advanced Information Systems Center and is responsible for
the data and information management section. She is currently working on realtime database systems,
massive multimedia database management, and database security. Her interests also include
heterogeneous database integration, and object-oriented design and analysis techniques for developing
various information systems applications. Her previous work at MITRE included the design and
implementation of a secure distributed query processor, database inference controller, and secure
multimedia/object-oriented database system. She provides directions in database management
research and development for the Department of Defense and the Intelligence Community. She isa
Co-Director of MITRE's Database Specialty Group and serves in the Corporate Technology Area
Council in Database Systems.

Prior to joining MITRE, she conducted research and development activities at Honeywell Inc. where
her work included the design of the secure database system Lock Data Views, the design of a network
operating system for space station applications, and also the application of object-oriented technology
for developing next generation process control systems and for integrating heterogeneous data
dictionaries. Before that she was at Control Data Corporation where she worked on the product
development of CDCNET. She was also an adjunct professor of computer science and a member of
the graduate faculty at the University of Minnesota.

Her work has been published in over two hundred technical papers and reports including over forty
journal articles. She is an inventor of a U.S. patent for MITRE on database inference control . Dr.
Thuraisingham gives tutorials in object-oriented database systems, heterogeneous database systems,
secure database systems, and realtime database systems to various government organizations, has co-
edited a book on secure database systems for North Hollgnd and one on object-oriented systems for
Springer, serves on the editorial boards of the Journal of computer security and the Computer
standards and interface journal, and has served as the program chair or program committee member at
conferences/workshops. She gives invited presentations including the featured address at the 1994
DOD Database Colloquium. Dr. Thuraisingham received the M.S. degree in Computer Science from
the University of Minnesota, the M.Sc degree in Mathematical Logic from the University of Bristol,
U.K., and the Ph.D. degree in Computability Theory from the University of Wales, Swansea, U.K.
She is a member of the ACM, IEEE Computer Society, and the British Computer Society.




Defense Information Infrastructure:
- Data Migration Tasks, Techniques, and Solutions

Phillip Cykana
Defense Information Systems Agency
Center for Software
INTRODUCTION

The Defense Information Infrastructure (DII) initiative is a major Department of Defense
effort to improve information systems support to the warfighter. Focused on improving
systems support in connection with optimizing the use of designated migration systems,
this paper is devoted to describing the role of data administration and data management in
achieving DII goals.

BACKGROUND

The DoD DII Master Plan (Version 2, 20 March 1995) provides detailed information on
the major elements of the DII initiative. These include: DoD mission area applications, '
tactical applications, communications networks, data standards, value added services, and
technology support. As detailed under the Master Plan, the DII is:

...a seamless web of communications networks, computers, software,
databases, applications, and other capabilities that meets the information
processing and transport needs of DoD users in peace and in all crises,
conflict, humanitarian support, and wartime roles. It includes:

The physical facilities used to transmit, store, process, and display voice, data
and images.

The applications, engineering, and data practices (tools, methods, and
processes) to build and maintain the software that allows ... users to access,
manipulate, organize, and digest proliferating quantities of information.

The network standards and protocols that facilitate interconnection and
interoperability among networks and systems and provide security of the
information carried.

The people and assets which provide the integrating design, management and
operation of the DII, develop applications and services, construct the
facilities, and train others in DII capabilities and use.

In working data administration and data issues under the DII, several points are relevant.
First, the DII is about databases. The design, development, implementation, and
deployment of data resources that support the range of users in the Department. Second,
the DII is about the physical facilities used to transmit and store data. This includes but, is
not limited to the use of electronic commerce/electronic data interchange (EC/EDI)
technologies such as EC/EDI applications, EC/EDI gateways, Network Entry Points
(NEP), and the design and development of EC/EDI databases. Third, the DII is about




data practices (tools, methods, and processes) that are used to build the DII. In the DoD
environment this includes tools to support data migration, data modeling, data extraction
and load, data quality, and the use and management of data repositories for AIS design
and development. Data practices also includes the methods and procedures used to
establish and implement DoD data standards as well as the design/development of EC/EDI
implementation conventions. Fourth, the DII is about people. The people that work data
migration and data integration across the DoD Components. This includes central design
activities, megacenter operations, functional data administrators, and database
administration personnel.

Generally, data plays an important role in the DII as a mechanism for achieving system
integration and interoperability. We have seen this from a number of points of view.

e Operation Desert Storm taught us that the availability of information is key
in warfighting. Conrad (1994), for example, cites the lack of intransit
visibility of supplies as a major logistics problem. For although our logistics
systems were designed to get assets to fixed points of supply, these
systems were not able to track and update supply information for units on
the move. In this situation, “...thousands of containers filled with
undeliverable goods proved to be a vast waste of resources we cannot
afford in the future”.

e Delays in getting the right data to military personnel can be costly. For
example, data delays have been cited by senior DoD officials for lost
aircraft over Bosnia under UN sanctioned missions.

Data integration and system interoperability are often major elements in disaster
avoidance. In addition, we also have experience in information technology
modernization that has shown us that data centered solutions tend to avoid the
design/development of stovepiped capabilities. Within the Center for Software,
we are using DoD data standards to promote data interoperability under the Global
Command and Control System (GCCS) AIRFIELDS project. We are also using
data integration and migration techniques to facilitate enterprise integration,
design/development of shared database capabilities, and the reduction in the
number of AIS that satisfy the same requirements.

DOD MIGRATION EFFORT

Data migration and data integration in the DoD environment has focused on several goals.
These have been outlined under public law and mandates issued by the Department. For
example, Section 381 of the National Defense Authorization Act for Fiscal Year 1995
requires the Department to establish performance measures and management controls for:

e Accelerating the implementation of DoD migration systems.
e Establishing and using DoD data standards.
e Improving DoD business processes.




Performance measures and management controls are intended to ensure that the
Department receives the maximum benefit possible from the development, modernization,
operation, and maintenance of DoD migration systems.

In addition to performance measures, recent mandates requiring the selection of migration
systems and the acceleration of data standardization and process improvement
(DEPSECDEEF, 13 Oct. 1993) have underscored the requirement to detail data migration
strategies that will help the Department in achieving DoD goals. Major goals include:

Optimizing the use of migration systems.
Adopting and using DoD data standards.
Improving the quality and utility of DoD AIS.
Reducing AIS operations and maintenance costs.

DOD MIGRATION STRATEGIES

Achieving the DoD goals for migration systems is no easy task. Nevertheless, the DoD
community is working to achieve these goals through the use of several types of migration
strategies: AIS Consolidation, Middleware, and Reengineering.

AIS Consolidation: This approach is driven by the megacenter migration shown in Figure
1. AIS consolidation is characterized by moving legacy data to the migration environment
and then dealing with the interfaces that must be mirrored to support users at particular
sites. This approach to optimizing the use of a migration system may be used under
situations where selected migration systems can be hosted on the same or similar platform
at the megacenter site and/or when terminal or workstation connectivity to an existing or
activated megacenter is practical.

The driving force behind the AIS consolidations is the reduction in facilities that is the
result of the movement of Information Processing Center (IPC) capabilities to the DoD
megacenters.

Figure 1 shows the locations of DoD megacenters and number of facilities being
consolidated due to base realignment and closures (BRACs) and Defense Management
Review Decisions(DMRDs).
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Figure 1 Megacenter Consolidations

In the Department, the first stage of the megacenter consolidation effort is a simple
“drag and drop” of processing and data from existing sites to a megacenter. Benefits to
be realized by this approach include a standardization of operating environments and
naming conventions and improved automation of computer operations and operating
support functions. The major factors influencing this approach are cost and availability of
modern telecommunications capabilities and other technical considerations. Importantly,
the program to consolidate operations does not in itself suggest a requirement to modify
the underlying data structures that support migration or legacy systems. Nevertheless,
some exceedingly complex data issues arise. For example: (1) legacy systems moved to
the megacenter must consider how legacy interfaces will be maintained; (2) data security,
data quality (e.g., availability timeliness), data distribution, and remote data entry
decisions must also be considered.

Middleware: Generally, the middleware solution is devoted to locating/finding data rather
than moving data to migration environments. As such, “middleware” refers to a variety of
products and techniques that are used to connect users to data resources.

Figure 2 displays the position of various middleware components as a messaging layer
between client and server. It shows legacy systems connected through a function server
and an interface while standard or target systems are connected through an object broker.
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Figure 2 Middleware

Middleware components can be classified by the degree of “coupling” between the user
and the data resource. Loosely coupled products allow flexibility in specifying
relationships and mappings among data items, but this may also promote multiple
semantics and possibly different mappings (e.g. non-standard structures). Tightly coupled
products place more authority with standard interfaces and database administrators. Such
products support the goal of providing location, replication, and distribution transparency,
but demands the identification of authoritative data sources.

Focused on couplings between users and data, it is beneficial to classify middleware
solutions as loosely coupled or tightly coupled middleware options. Some characteristics
of each option are provided below.

Option 1. Loosely Coupled Middleware: This option is typically used under “quick fix”
scenarios and usually allows for the introduction of “False Front Interface” and Graphical

User Interface (GUI) technologies at the workstation. Application Program Interfaces
(API) are used or developed in conjunction with the use of GUI tools with “point-and-
click” icons placed at the desktop. This middleware solution may allow for the
performance of X-terminal sessions over communication networks.

This option requires no modifications to the underlying migration/legacy data structures. It
can be used to migrate text-based dumb terminal applications to a workstation GUI
environment. Via translation code executing on a workstation, text terminal sessions can
be captured, and a GUI presented to the user. Keyboard mapping and multiple login
problems will need to be resolved. This option can also allow users to transparently access
multiple equivalent migration systems via a single standard interface.

Option 2. Tightly Coupled Middleware: This option is the most aggressive middleware
strategy. It combines API/GUI technologies and extended data communications with the

Coupling




design/development of dictionary/directory capabilities that provides data access across a
distributed data environment. The dictionary/directory services are typically contained in a
global dictionary/directory (reference library) that is located between the workstation and
migration/legacy systems. The global dictionary/directory not only locates
data/applications but may provide a number of other services (e.g. data
replication/distribution, query translation, remote data access, and phased updates).

The aggressive nature of this option requires data standardization and reengineering
activities. It should be attempted only after specific objectives have been defined,
application and process boundaries have been established, and data standardization has
been initiated in paralle] with design/development efforts.

The dictionary/directory capability tightly couples users to a three tiered systems
environment as shown in Figure 3 This approach may require extensive mappings between
the workstation and legacy/migration systems.

The first tier is the workstation environment; the second tier is the global data
dictionary/directory database; the third tier is represented by the legacy and migration
systems. For the most part, the extensive mappings suggested through the use of a global
dictionary/directory are stored at Tier 2. This middleware option promotes interoperability
by providing a standard user interface at the workstation, by handling of communications
protocols, and through access to data/applications resident on many different hardware,
application, or DBMS platforms. The different applications and DBMSs interoperate at
the desktop level. Although no modifications are usually made to the underlying
migration/legacy data structures (Tier 3), considerable effort may be extended to develop
the dictionary/directory capability. Additional information on middle products can be
found in DISA Consumer’s Guide to Middleware, Version 1.0, May 1994

Tier 1 Tier 2: Directory Tier 3

/ National Stock #

Stock Number| Materiel Item ID NSN :
Part Number Materiel Item ID Reference # Reference #
LN Number M ateriel Item ID Local Stock #

y

Local Stock #

Figure 3: Middleware in Three Tier Architecture

A disciplined approach to the use of middleware may provide benefits that outweigh costs.
For example, the utilization of middleware technologies may help to optimize the use of a
migration system as the authoritative source of information while maintaining connectivity




to legacy databases for archive or read only purposes. Another approach is to map all
legacy and migration data to the tier two directory/dictionary and to eventually move data
to the DBMS data structure described in the tier two database. In the Department, the
application of middleware solutions may be justified in situations where legacy data must
be accessible because of congressional and/or legal requirements. The major factors
influencing this approach are: (1) consequences of lost functionality, (2) performance
across the distributed environment, and (3) costs connected to the design, development,
and implementation of the global data dictionary/directory. ‘

Reengineer: This approach to data migration is devoted to reengineering the migration
system(s) to support both common and unique requirements that are supported by
migration/legacy systems. As an approach to migration, data and/or application programs
may be rebuilt. Importantly, the rehosting of the data is accompanied by software
development which is aimed at replacing the existing application programs with either
Ada code (FIPS PUB 119) or SQL compliant (FIPS PUB 127) data manipulation
language (DML).

The following definitions outline several methods of reengineering that are typically used
in conjunction with DoD migration system efforts.

Business Process Reengineering - The fundamental rethinking and radical redesign of
business processes to achieve dramatic improvements in critical contemporary measures of
performance, such as cost, quality, service, and speed. (Michael Hammer and James
Champy, Reengineering the Corporation.) In the DoD environment, process
reengineering has been focused on Functional Process Improvement (FPI) initiatives.
Although not as radical as the BPR methods (sometimes referred to as “management by
camnage”), FPI emphasizes the same fundamental rethinking of business processes.

Information Engineering - A systems development methodology comprising a toolkit of
disciplined techniques supported by automated tools within a clear project management
task structure. IE starts with three architectures, (Information, Business Systems, and
Technical), which are detailed until code generation can be done. This is the basis for most
integrated CASE tools.

Systems Engineering - Modifications and enhancements to existing migration or legacy
systems, which can include expansion of functionality, interface enhancement, forward or
reverse engineering, technology refreshment, or architectural reconfiguration (such as to
client/server). It focuses on increasing the value of the migration systems in the legacy
inventory.

The three reengineering methods can also classified as pertaining to two distinct
reengineering options: (1) incremental replacement/evolutionary reengineering and (2)
“big-bang” design, development, and deployment. Either option can be used under a
migration effort.




Some examples of incremental and evolutionary changes that may be made to migration
systems include:

e Conversion from one file format to another and the rehostingof the application
under the same or a different hardware/software platform and operating system.

o Data structure is salvaged; the code is reworked to support integration and
interoperability.

e Transition from flat file data structures to a DBMS and salvage of the
existing procedural language by inserting database access routines into the
existing code.

e Both the data structure and application code are reworked to support
enterprise information integration and interoperability.

e Database consolidation '

Typically, big-bang reengineering attempts to leap past the optimized use of migration
systems and focuses on the design/development of “target” environments. Centered on
“targets” or the “objective system”, the BPR method may be used to support a
fundamental restructuring of the organization and the automated support provided across
functional areas. FPI and information engineering efforts may be structured to support the
same purposes as BPR. As “big-bang” approaches to migration, FPI and information
engineering efforts can be devoted to describing the “target” environment through
extensive “as-is” and “to-be” modeling.

Some examples of “big-bang” reengineering efforts include::

e Large cross functional AIS design/development efforts that involve extensive changes
to the business rules governing the creation, management, and use of data.

e Large AIS replacement efforts with new requirements.

e . Reengineering efforts that throw it all out and ignore the past.

e New Starts: Top-Down approaches that are devoted to strategic planning, business
area analysis, system design, AIS development, and finally deployment.

DATA MIGRATION TECHNIQUES

In conjunction with the execution of the strategies outlined above, several major tasks,
techniques and technologies are being used to support the movement of DoD users to
selected migration systems.

Five of the major data migration techniques and tasks that are being used across the
Department include:
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Reverse and forward engineering.
Implementing DoD data standards.
Managing interfaces.

Performance of data extraction and load.
Conducting data quality projects.

Given the complexity of many of the Department’s systems and mandated goals to
optimize the use of migration systems, DoD data administration and database
administration presents special problems, issues, and opportunities. Central to these
concerns is system redundancy and the techniques and tasks to move legacy systems to the
migration environment. As shown above, there are a number of strategies that can be used
to “move” legacy data. Our experience shows that some functional areas prefer some
techniques over others. For example, functional areas with prior investments in system
modernization are likely to choose reengineering options. In managing change from
legacy to migration systems, these functional areas are using reverse engineering and
forward engineering to: (1) document legacy requirements (reverse engineering) and (2)
enhance the capabilities of the migration system (forward engineering).

Functional areas concerned with the proliferation of data redundancy have focused efforts
to establish and implement DoD data standards. In this process, they are working the
creation and approval of data standards under DoD 8320.1 series guidelines and are
registering their use of DoD data standards. Working with these functional areas, the
Center for Software has worked criteria that is used to determine whether migration
system application elements either match or should be mapped to DoD data standards.
Criteria include metadata characteristics such as: data type, field length, domain values,
and access name. Our initial matches and mappings using the GCCS AIRFIELDS project
shows approximately 70% against DoD standards.

Another data migration task that has received much attention in the DoD community is
interface management. In situations where the migration system is to support various
types of interfaces, integration managers are using a number of techniques to manage data
interchange. For example, interface management techniques may include the use of
interface databases, data warehousing, data translation, and middleware solutions. In
managing interfaces, some integration managers are working the design/development of
interface architectures. These architectures recognize the need to match interface
requirements (e.g., read/write access, batch data load, on line transaction processing
(OLTP), decision support) to appropriate interface solutions (e.g., data replication, point-
to-point data interchange, data warehousing).

Working with the logistics community, the Center for Software has also worked data
extraction and load problems under the Depot Maintenance Management Information
System (DMMIS). Under this project, data is being extracted from legacy systems and
loaded to an interim database that is used to support data quality checks against the data
prior to loading to the DMMIS. In combining data extraction and data quality tools this
project demonstrates the feasibility of cost effective measures that can speed the load of
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migration systems from legacy data sources. It also shows how integration managers can
incrementally develop a data integration and migration environment.

Integration managers dealing with data migration are working with some tough problems.
To solve these problems, they are working in environments that must support a range of
migration objectives. These include: (1) movement and improvement of data, (2) shut-
down of legacy systems, (3) data engineering and reconciliation (e.g., identification and
description of common and unique data needs), (4) design, development, and
deployment of migration system enhancements, (5) management of data interchange and
(6) design, development, and deployment of middleware solutions.

Scrubbed Data Exception Data
Legacy - Subject )
| Matter Migration
" Experts System
Legacy _—
Data Migration &
— Data Quality Tools, e Shared Data
Methods,Techniques Resource
Legacy _— and Procedures
i — -
Migration
Legacy Data Extracts Data .Loads System

eData Extraction & Load *Reverse Engineering

eData Quality | __1 eForward Engineering
«Call Level Interfaces TOOIS *Repository
Middleware *|CASE Suite

Figure 4: Data Integration and Migration Environment

Importantly, integration managers and Central Design Activities (CDA) have a wide
range of tools, techniques, and methods that can be put to use to achieve the desired
results. As shown in Figure 4, the development and use of the data integration and
migration environment can ease data migration work. First, it contains all the tools (e.g.,
data quality, data migration, repository, and design/development) required to execute
data engineering and migration tasks. Second, it includes technical personnel and subject
matter experts that are teamed to work operational data integration and migration issues.

CONCLUSION

This paper has been devoted to describing the importance of data administration under the
DII and common migration strategies that are used across the Department. In conjunction
with these strategies, this paper has also detailed several major data migration tasks,
techniques, and solutions that are being used within the Department to support data
sharing, data integration, system interoperability, and the management of data
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quality/utility. As the Department moves to shared data resources, the disciplined
execution of both data integration and migration tasks will demand increased attention.
Tools, techniques, methods, procedures, and knowledgeable personnel will be
indispensable as designated migration systems evolve toward target environments.
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QUESTIONS

.Whatis it? Aircraft type.

Who is it? Country, Unit.

Where is it? Latitude/Longitude, Range, Bearing.

Where did it come from? Airfield or Carrier.

What can it do to us? Weapons.

How can it detect us? Sensors.

Why is it here? Intent.

How can we avoid detection? ECM.

If detected, how can we defend ourselves? My own weapons.
0. If detected, how may we defend ourselves? Guidance.

=l e B o o e

*They are asking the same questions.

Joyce Wineland, ONI-712, 8/25/95

INFORMATION AVAILABLE )

Question-Answer Available

7 Human Knowledge

10 National, Theater, JTF - Guidance

8,9 EWOPFAC - RAPADS (Radar parametrics) §
1,5,6,8,9 S&T Centers - CPDB (Platforms, Weapons, Sensors)
DIA -MIDB (Facilities, Units, Equipment)

DMA - AAFIF (Airfields)

Messages - Real-time Information fromOrganic Sensors
NRO - Imagery
DMA - Maps

Joyce Wineland, ONI-T12, 825/95




/ ANSWERS

RAPADS - Frequency, PRI

NID - Speed, Range, Warhead
MIDB - Unit, Facility, Equipment+
Messages - Contact, Track ~__|

Imagery - Airfield
Maps - Curr@t, AirﬁeN

Joyce Wineland, ONI-712, 825/95

Data Modeling

4 )

BENEFITS

» Message Text Formats can be used to exchange
data between databases

* Seamless data exchange, no translators

* Remove the man/woman from the loop

* Faster, more accurate response, from source
thru analysis to shooter.




Data Modeling

~

* Bandwidth

ISSUES \

« Complex architecture
» Data must be independent of system implementation

« Difference Functional Data Administrators (FDAd) for
Intelligence and Communications

» Coordinate with all services and several DOD agencies
e Which chain of command for submitting data element
packages?
* How to determine which should also be MTF changes
vs translator?

* NATO

» Time lag for implementation

Data Modeling

-

CONCLUSION N

Data Modeling is one technique for identifying the
data available, normalizing the database structures,
removing redundancy, resolving ambiguity, and
documenting consistent database linkages.

It is not quick and easy.

Without it, we put our people and nation in jeopardy




DATA SHARING, INTEROPERABILITY,
AND STANDARDIZATION
by Janet E. McDonald
Electronic Proving Ground

An exciting and beneficial methodology has been developed within the Department of Defense (DoD)
which facilitates the acquisition, effective use, and sharing of data across organizational and functional
boundaries. This paper highlights the essential features of the Joint Data Base Elements for Modeling and
Simulation (JDBE) project that developed this new approach to data sharing, interoperability, and stan-
dardization through information modeling.

Several years ago, the DoD began putting emphasis on information standardization with the initiation of
the Corporate Information Management (CIM) program. CIM has created many DoD policies, directives,
and programs which are designed to standardize information processing systems and data. It is now rec-
ognized that data precision is crucial, particularly in modeling and simulation (M&S) in support of Test
and Evaluation (T&E), and that standardized and accurate representation of data is a top priority in the
DoD M&S Master Plan.

Over two and one-half years ago, the U.S. Army Electronic Proving Ground (EPG) recognized the in-
vestment in our legacy data bases as well as the need to comply with the emerging DoD data standards. A
proposal was submitted to the Defense Modeling and Simulation Office (DMSO). Subsequently, a proof of
concept was successfully executed by the JDBE project at EPG. For the proof of concept, we chose the
subject area of electromagnetic equipment characteristics and integrated data elements from nine different
data bases, some of which included IEW parameters. The JDBE project has now developed reverse-
engineering and data integration methodologies. By applying the reverse engineering methodology, data
models, describing existing data bases, are created. By grouping data elements by subject area and
applying a data integration methodology, mappings can be defined to share data among diverse data
sources and user information systems.

Figure 1 depicts why it is worth the

effort to develop a data standard, AdVantage of
especially when so much has al-
ready been invested in the many Data Standards

data bases that are in constant use.
Here, five separate and incom-
patible data base systems need to
share data. If no common standard
exists, a transformation must be set
up for each direction of transfer be-
tween each pair of data bases. But,
with a single standard, only two
transformations (one for import
and one for export) are needed for Without Standard With Standard

each data base. Even with just five

data bases, 20 transformations are .

required without a standard. but FIGURE 1. Advantage of sharing data through a standard
only 10 are needed if a standard ex-

ists. This advantage grows rapidly as more data bases are considered; e.g., if 100 data bases wanted to
share data, 9,900 transforms would be needed without a standard, versus only 200 with a standard. Notice,
too, that this concept allows existing data base systems to continue to function without alteration. The
capability for data sharing, gained through a bottom-up development of data standards, can be very bene-




ficial to many different functions. One of the biggest payoffs of this approach lies in its applncatxon to

T&E activities.

So, what can a data sharing
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capability do for a T&E op-
eration? As shown in Figure
2, the advantage is realized
in the user’s view of the
data base system supporting
various T&E functions. The
goal is to make all user sys-
tems (such as range man-
agement, test item
stimulation and control, and
analytical mechanisms)
view and access the data
base as a single, integrated
system with information
freely flowing among them
as they interact in the T&E
process. In order to make

FIGURE 2. Data sharing for Test and Evaluation

this possible, an integrated
data standard is defined
which becomes the basis to

map data elements among the physically and logically independent data bases that already serve different
functions. What is really happening, is that data are being transformed and exchanged as necessary to
support those interacting functions. The JDBE methodology may be applied to achieve this data sharing.

¥

JDBE REVERSE ENGINEERING
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FIGURE 3. Reverse-engineering process

The discussion so far has
mentioned using existing data
bases, systems that represent
major investments and are
supporting critical activities on
an ongoing basis. Rather than
waiting for data standards to
be imposed from the top down,
and possibly suffering addi-
tional expense and an inter-
ruption of essential functions,
the JDBE methodology pro-
poses standard data elements
through a reverse-engineering
process. As shown in Figure 3,
JDBE captures the logical
structure of existing data bases
by creating models, expressed
in the graphical IDEF1X data
modeling language. This lan-
guage is the subject of a Fed-

eral Information Processing Standard (FIPS 184). Groups of such project information models are then
integrated to define the data standard and the corresponding data transforms to make data sharing

possible.




If IDEF1X project information
models are developed for data
source and user systems which DATA INTEG RAT'ON EXAMPLE
must interact and share data,
transforms may be defined to
allow the integrated operation DATA
of the systems via a central data SOURCE 1
standard. Figure 4 is an exam-
ple of data integration in the
T&E environment. In this ex- :
ample, data sources 1 through ; TR M
N interoperate with T&E user ;

systems 1 through N via appro-
priate data transforms.

USER
SYSTEM 1

DATA
SOURCE N

Figure 5 shows a more general
example of how the JDBE USER
methodology of data integration SYSTEM N
might be applied to a require-
ment for an integrated, standard
data base. Multiple existing FIGURE 4. Data integration for Test and Evaluation

data bases, which are independ-

ent and non-standard, may

provide data that are eventually needed in various user systems. The capabilities of these source data
bases, and the requirements of multiple, dissimilar user information systems (e.g., training or analytical
simulators, weapon systems, system testbeds, or decision support systems) are derived through data
modeling and are merged into an integrated data model. This model is like a blueprint for the creation of
an integrated standard data base. Data modeling yields mappings which are the specifications for the
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FIGURE S. General data integration example




transformation of data between data sources and user systems. This methodology is currently being ap-
plied by the JDBE team to design a common threat data base for a joint project, the Universal Threat Sys-
tem for Simulators (UTSS). The data model also provides the meta-data (data about data) needed in Army
or other service data standards and for submission of candidate standard data elements for inclusion in
the Defense Data Dictionary System (DDDS).

The main thrust of the JDBE methodology is to support data sharing within the defense community.
Currently, the JDBE project is attempting to aid appropriate DoD organizations in realizing this goal. The
methodologies and procedures for their application are documented in the JDBE Methodology Manual.
This manual is available from EPG upon request. The JDBE team has also developed a curriculum and
teaches classes on data modeling and the JDBE methodologies. ’

With completion of the JDBE proof of concept phase, the project has moved into application of the meth-
odology and techniques both in conjunction with other DMSO sponsored efforts, and in support of other
client projects. Several of the tasks for DMSO directly support the objectives of the DoD M&S Master
Plan.

One of these tasks is the hosting and development of the Interim M&S Resource Repository (iMSRR). The
iMSRR is implemented as a collection of World-Wide-Web (WWW) nodes with various resources avail-
able at each node. The iMSRR features user authentication and access control to sensitive data while
maintaining public front-ends. The WWW architecture permits multimedia interfaces to information and
very user friendly interfaces. The JDBE Node offers a repository of data models which are available for
both interactive browsing and downloading. The iMSRR hosts directories and catalogs of its own as well
as containing links to other popular catalogs and it includes a variety of utilities and tools for Web
browsing and editing, data administration, and other reusable software components. The iMSRR also
provides a means for distributing information about the various DMSO working groups. It is operational
at the Universal Record Locator: http://huachuca-jdbe.army.mil/. The JDBE team is working to expand
the repository services and components, to evaluate and develop tools, to contribute to the definition of
standards, and to add features to fit emerging requirements. Utilizing what we have learned and are
learning in establishing this repository, a similar repository could be set up for use by the T&E or IEW
communities.

JDBE methods were first set down to solve data sharing problems in the M&S community, but the proc-
esses that were defined have wide applicability to other areas. T&E involves many applications for shared
data. There is a growing requirement to use test data to create more realistic “synthetic environments” for
training exercises and subsequent testing of equipment, systems, and employment concepts. A central idea
in the application of simulation technology is to “train as we fight.” This depends on effective use of data
from multiple sources, consistently shared, to create appropriate “virtual” testing and training envi-
ronments and scenarios.

The essence of the JDBE methodology is the attainment of the goal of data sharing and reuse within
DoD. Although JDBE takes a bottom-up approach, it fully supports the DoD’s long-term standards ob-
jectives and processes. In the near term, JDBE can assist organizations in the integration of diverse data
resources or in the shared use of common data bases to supply data for multiple applications. The JDBE
team includes personnel trained in proven methods and experienced in the techniques to allow sharing of
data from several sources. The JDBE methodology facilitates moving data from existing data bases into
multiple applications. JDBE directly supports the DoD Functional Data Administrator (FDAd) for M&S
and the DoD data standardization and data administration directives.




DEFENSE MODELING AND SIMULATION

DATA ADMINISTRATION
by
Dr. Chien Huo Ms. Iris Kameny
Defense Modeling & Simulation Office The RAND Corporation

1. BACKGROUND

The Military Services, Joint Chiefs of Staff (JCS), Office of the Secretary of Defense (OSD),
Combatant Commanders, and DoD Agencies are major users of modeling and simulation (M&S)
for live exercises and for virtual and constructive simulations. Simulation environments span
geographic regions; air, land, and naval forces; and command echelons, and are used in stand-
alone or networked modes. The Chairman of the Joint Chiefs of Staff, General John
Shalikashvili, has stated that the Services have not yet tapped the potential of using simulation.
Given this vast expanse of applications and an acknowledged need for simulation, data quality
and shareability are of paramount importance to users of M&S.

Within OSD, the Defense Modeling and Simulation Office (DMSO) was established to promote
cooperation among DoD components to maximize efficiency and effectiveness by serving as a
full-time focal point for information concerning DoD modeling and simulation (M&S) activities
and by promulgating M&S policy, initiatives, and guidance. The Defense M&S Initiative
(Reference 1) encourages information sharing, investments in common technologies, and the
formulation of common standards for simulation development and interoperability across the
training, analysis, and acquisition functional areas in the Components. The May 1991 DoD
Executive Council for Modeling and Simulation (EXCIMS) vision statement (Reference 1)
alludes to the need for standards that will drive data and database interoperability:

“Defense modeling and simulation will provide available, operationally
valid environments for use by DoD Components ... from affordable,
reusable components interoperating through an open systems architecture.”

Since October 1993, senior managers throughout DoD (References 2, 3, 4, and 5) provided
guidance and generic evaluation criteria to be used in the selection of migration systems. One of
the critical factors is data.

To accomplish this, DMSO seeks to foster development of DoD-wide standards, databases, and
communications capabilities. In this way DMSO intends to promote simulation system
interoperability, the development and use of standards-based databases, models, and simulations.

2. NEEDS
Users need to be able to quickly access and acquire operationally valid data in order for M&S

environments and scenarios to represent the real world in sufficient detail and resolution to train
forces, develop doctrine and tactics, plan and assess operations, perform “what if” analyses of
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operational alternatives to potential deployment scenarios, and support the acquisition of new or
modified war fighting capabilities. User need for data in the M&S community can be described

in the following four phases:

. locating, accessing, acquiring, and preparing data inputs for M&S,
. executing the simulation and exchanging data interoperably with other simulations,

1
2
3. post-processing of M&S results, and
4

. management support for designing model runs and experiments, and maintaining records
of experiments.

Data standards and recognized authoritative data sources are required to meet the need, to ensure
data and algorithm consistency, especially for interoperating across models. In order to produce
valid and useful M&S results, the data used in a model must be verified, validated and certified
by the data producer and the exercise or study director as part of the verification, validation, and
accreditation (VV&A) process for the model or exercise.

In view of the importance of pre-processing, the M&S community has recently developed a
number of data centers to collect, maintain, verify and validate, and provide data either to
specific models or to users of models. These include the Army TRAC Automated Data System
(TADS), CENTCOM’s Conventional Force Data Base (CFDB), the Joint Staff/J8’s Operations
Analysis and Simulation Interface System (OASIS), the Navy’s Automated Repository for
Modeling and Simulation (ARMS), and others. The trend is toward developing more data
centers, which raises a need for coordination among the centers to promote reuse and sharing of
data. Some of these centers are developing data models and standards in order to improve the

quality and availability of their data.

3. M&S DATA ADMINISTRATION PROGRAM

The DoD M&S Master Plan (MSMP) (Reference 6) provides a comprehensive framework for
planning, programming and budgeting of M&S projects, programs, and activities; and assigns
responsibilities for implementation. The MSMP begins with the EXCIMS Vision for M&S and
describes how M&S can substantially improve capabilities in each of the four pillars of military
capability: readiness, modernization, force structure, and sustainability. The MSMP then
presents six objectives (Figure 1) necessary to achieve the M&S vision and examines a baseline
assessment to identify shortfalls that must be corrected to realize the vision.

These six MSMP objectives are constructed from three main concepts: provision of a technical
framework for M&S; provision for authoritative representations of natural environment, systems,
and human behavior; and establishment of an M&S infrastructure.
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Figure 1. DoD M&S Objectives and Sub-Objectives

DMSO is delegated with the mission and full authority to act as the M&S Functional Data
Administrator (FDAd) by the Director, Defense Research and Engineering (DDR&E). It is
developing and implementing the M&S Data Administration (DA) program in accordance with
the DoD MSMP, DoDD 5000.59 (Reference 7), and DoDD 8320.1-M (Reference 8) to manage
these data resources effectively in the M&S community. The mission of the M&S DA Program
is to enable data suppliers to provide the M&S community with cost-effective, timely, and
certified data to promote reuse and sharing of data, interoperability of models and simulations,
and improved credibility of modeling and simulation results. The strategic objectives of the
M&S DA Program are to:

o  Establish, promulgate, and oversee policies, procedures and methodologies for M&S
data requirements; data standards; data verification, validation, and certification
(VV&C); and data security to provide quality data as common representations of the
natural environment, systems, and human behavior.

e As part of the future DoD Repository (DoDR) system, develop a distributed resource
repository system to serve the community in accessing and retrieving M&S resources
(metadata, data, algorithms, models, simulations and tools).

The M&S FDAJ, together with the M&S Data & Repositories Technology Working Group
(DRTWG) and the M&S community, has put in place an infrastructure and is executing the
MSMP. The M&S FDAd is coordinating efforts with the Components (Reference 7) to help
achieve an M&S framework by concentrating on data necessary for representations of the natural
environment, systems, and human behavior in support of C3I applications. These areas support
such critical projects as the Global Command and Control System Leading Edge Environment
(GCCS LEE) and Synthetic Theater of War-97 (STOW-97).

The M&S FDAJ directs data modeling projects to capture data requirements and develop
standard data elements, works with data users and data producers to standardize data, ensures the
on-going assessment and improvement of data quality, and supports data security. A distributed
resource repository system will serve as the primary infrastructure for coordination and will store
these M&S resources for standardization and reuse.
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By the year 2000, the M&S DA infrastructure will provide Components with distributed
repositories that the M&S community can use to access resources for reuse in models and
simulations. The M&S DA Road Map in Figure 2 identifies the major activities that will be
accomplished over the next several years to provide the data administration products needed
across the community to achieve M&S objectives.

Near-Term Mid-Term L0n=erm

M &S Technical Infrastructure Guidelines for Complex Data,
Nomenclature and
Symbology standards

M&S Data Standards M&S Data Standards

Guidelines for VV&C Data VV&C Data VV&C

Data Security Requirements

Operational Classified & Fully Distributed Classified

Interim Classified &
& Unclassified Repesitories

Unclassified Repositories Unclassified Repositories

e
Pilot Studies (e.g. complex Pilot Studies in Data Security
data, data standards, VV&C)
” Databases Databases
o Migrate Legacy Data Base ° Retrieve to higher

o Standards-based Data Bases N :22‘::;‘5;:;‘::&] sources

° Access MLS Directory

Figure 2. M&S DA Road Map

3.1 Data and Repositories Technology Working Group (DRTWG

The M&S FDAdJ has established the DRTWG and its task groups and subgroups as shown in
Figure 3. The DRTWG is the focal point of the M&S DA program. It is co-chaired by the
authors, who coordinate all activities through the technical infrastructure support groups working
to achieve the DoD MSMP objectives. The figure also depicts the M&S DA technical
infrastructure, the DRTWG, and their relationship to other Components’ DA organizations.

DDR&E EXCIMS
Component’s
M&S Office
DMSO
non-M&S
FDASAS/CDAds FDAd MSWG Other M&S
FDAds/CDAds
LEGEND
Data & Repositories Technology Working Group CDAd - Component Data Administrator
(DRTWG) DAd - Data Administrator
I DDR&E Director, Defense Research &
Engineering
DMSO - Defense Modeling & Simulation Office
EXCIMS Executive Council on Modeling &
Simulation
FDAd - Functional Data Administrator
Data VV&C Data Standards Data Security Reg’ts Repositories M&S - Modeling & Simulation .
Task Group Task Group Task Group Task Group MSWG - Modeling and Sirnulation Working Group
VV&C - Verification, Validation & Certification

Figure 3. M&S DA Technical Infrastructure Support Groups
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The M&S FDAJ coordinates the M&S DA activities with Components in a number of ways
through the organizational structure outlined in Figure 3. The M&S FDAJ is assisted by
members of the DRTWG drawn from the government (e.g., Services, Joint Staff, Agencies,
NIST, NASA, OSD), federally funded research and development centers (FFRDCs), and
contractors. The membership has grown to about 200 individuals since 1992. Through
consensus building, these groups identify issues, define requirements, and develop
recommendations for implementation. As a result, the M&S FDAd works closely with DRTWG
members with functional and technical backgrounds to: (1) ensure that DA policy, procedures,
and standards are being implemented effectively; and (2) develop standard data products for
current and planned simulation applications.

3.2 Data Verification, Validation, and Certification (VV&C) Task Group

The data VV&C Task Group was formed based on the 1993 MORS Conference and has two
Subgroups to address data quality.

3.2.1 VV&C Guidelines Subgroup. The VV&C Guidelines Subgroup has developed definitions
for the VV&C of data. The definitions apply to (1) data developed specifically for M&S
applications which requires that data VV&C be integrated with M& S VV&A (Reference 9), and
(2) data produced generically for M&S and other functional areas such as C3I and logistics
(example producers could be the Defense Mapping Agency's terrain data and the Defense
Intelligence Agency's intelligence data). The data VV&C effort is also defining a data quality
profile (metadata) (Reference 10) that describes the condition of the VV&C’ed database/data set,
including the V&V procedures performed on it and audit trail information as to how the data was
derived. Certification requires attachment of the data quality profile. This subgroup is in the
process of developing a VV&C guidelines document based on ten studies of how data VV&C is
performed in Service and DoD Agency organizations. Plans are to use the guidelines in one or
two pilot studies during FY96-97 before refining them and developing data VV&C policy to
implement them. Part of this effort is also concerned with defining metrics for measuring data
quality.

Outstanding issue: There is high relevancy of the Data VV&C work toward addressing
requirements for M&S VV&A. The condition and validity of the data used in M&S is a critical
part of the VV&A process and has a profound effect on interpreting M&S results. This effort
will need support in order for the guidelines to become DoD M&S policy and has potential as
DoD-wide VV&C guidelines.

3.2.2 Authoritative Data Sources Subgroup (ADS). The ADS Subgroup has developed initial
definitions for "data source"”, "authoritative data source", "data customer”, and "data center". In
addition, it has initially defined the roles and responsibilities of these entities. The subgroup has
been ab’gively developing a taxonomy or set of categories of M&S information areas in order to
categorize authoritative data source entries, and to aid searching for an authoritative data source.
The initial ADS Directory is currently available through the interim M&S Resource Repository

(MSRR) on the World Wide Web (WWW).

Outstanding issue: This effort requires visibility at the DoD level since it is relevant to all
aspects of information management across DoD. Identifying and obtaining consensus on these




authorities and giving producers responsibilities, including coordinating database development in
their areas of authority, will be effective in reducing the number of stovepipe database
development efforts. This can save dollars, avoid the need for future data adjudication between
similar data collections, and provide quality data to M&S users.

3.3 Data Standards Task Group

The Data Standards Task Group has two subgroups addressing data standardization: the
Distributed Interactive Simulation (DIS) (References 11, 12) Data Standards and Repositories
Special Interest Group (DSR SIG), and the Complex Data Subgroup. Standard data is key to
M&S for automated acquisition of input data and automated interoperability of models and
credibility of simulation results. The Task Group will support M&S FDAd’s development of

data standards:

o To support common representations of data for use in models and simulations

o Maintain standard data elements and data models in distributed repositories that enable
data sharing, reuse, and single point-of-entry

o Reduce need for data translation between applications, between databases, from
message systems to applications, etc

o Enable advanced communications such as self-describing messages.

The M&S community is dependent upon the rest of the DoD data administration community for
the majority of its data standards and does not standardize most of its data elements
independently. This is because the M&S community is primarily a user of data defined and often
produced, in other functional areas (Reference 14) and DoD Components. The M&S community
uses international, national, Federal, and DoD standards. The M&S FDAd coordinates and
guides the assembly, review, and submittal to the DoD Data Administrator (DAd) (Reference 14)
of data model proposal packages from the M&S community. In addition, the M&S FDAd
receives other functional data model proposal packages from the DoD DAd for distribution to
selected reviewers in the M&S community.

The M&S community uses the evolving simulation architecture and DoD Enterprise Model
(process and data models) as a framework to facilitate interoperability and reuse. The DoD
Enterprise Model and the DoD Data Model provide a common perspective to support cross-
functional integration and control data redundancy. M&S will integrate its data models with the

DoD Data Model.

Planned activities in support of data standards include: building an automated process for
developing M&S data standards and submitting them to DoD; facilitating the integration and
extension of M&S data models with the DoD Data Model and the C2 Core Model; continuing to
use, refine and extend the reverse engineering methodology (Reference 13) developed by DMSO
to determine data requirements and standards from legacy databases and legacy M&S systems;
and investigating object-oriented 'database techniques which lead to proposing appropriate
extensions to DoD data modeling and DoD data standards to accommodate data objects.

Outstanding issues: Supply of data used by M&S must evolve from current stovepipe databases
to intermediary data centers (e.g, TADS, OASIS) that provide aggregated data to models and
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simulations, to provider data warehouses (e.g., Defense Mapping Agency, Defense Intelligence
Agency) that will directly supply data to models and simulations. Essential to the data centers
and warehouses is the use of data standards to achieve interoperability across M&S as well as for
sharing and reusing data. Coordination across data warehouses can be accomplished
procedurally and electronically (exchange of metadata and instance data in standard file formats)
when interoperability across M&S data centers is a reality. There are hard issues to address, such
as maintaining currency on derived databases versus database creation on demand. Since the
unclassified DMSO MSRR node only supports unclassified directories, another issue, is the need
for classified directories and the need for users to know about their existence.

3.3.1 DIS DSR SIG. The purpose of the recently formed DSR SIG is to make recommendations
to the DIS community (DoD and non-DoD government, academia, and industry) on requirements
for use of DoD Data Standards and M&S Resource Repository (MSRR), and accompanying
rationale and guidance documents. More explicitly, the SIG will define DIS functional area
requirements for data standards (i.e., data models, standard data elements, data dictionary) which
will be compliant with DoD data standards (References 8, 14, 15, 16) and relevant commercial
standards and define or identify common datasets (e.g., authoritative data sources) for use in DIS
exercises.

Current DMSO activities in support of DIS include: developing a database containing the
enumerated values for data items exchanged through DIS Protocol Data Units (PDU)
(References 12, 17); initial development of a DIS Data Dictionary based on the data items
described in the PDUs; and extension of the DIS Data Dictionary to include "more static" data
items not present in the PDUs but found in the reference databases for the PDU entities. Other
possible DIS DSR related activities include: IDEF process and data models of the DIS exercise
life cycle; methods for an exercise planner to locate authoritative data; implementation of DIS
data standards, symbology standards and complex data standards; implementation of a DIS node
of the MSRR; DIS guidelines for configuration control procedures and toolsets to manage DIS
resources; and DIS data security requirements.

3.3.2 Complex Data Subgroup. The M&S community deals with technical and scientific data
that is often represented as complex data rather than atomic data. Complex data is difficult to
model, standardize, and to share because it may be a composite data structure or be derived data
(References 18, 19). The M&S FDAJ coordinates the ongoing efforts to develop data models
and standards for complex data, and promotes the incorporation of complex data standardization
procedures into the DoD DA community.

Activities in support of complex data include: pilot studies of highly derived complex data (such
as weapon performance probabilities hit/kill) in order to develop improved data modeling tools
and metadata to describe data standards; and proposed improvements and extensions to IDEF1X
to handle modeling of complex data and to DoD data standards to handle extensions to metadata
definitions.

Outstanding issue: Much of the data that is shared and reused by the M&S community is
scientific and technical data that is not being addressed by DoDD 8320.1-M-1 (Reference 15).
Therefore, standardization of complex data must receive high priority when addressing
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requirements. For example, the M&S community needs to describe data standards in the data
dictionary for concepts such as probability of kill or hit (Pk and Pp) in such a way that M&S
developers and users can quickly understand how these were derived and what standard is
relevant to their problem.

3.4 Data Security Requirements Task Group

Data security is becoming critical to M&S because of the need to run large exercises (e.g., DIS,
STOW) that include both classified and unclassified sites, and the planned implementation of
distributed unclassified and classified MSRR systems. Even for the unclassified interim MSRR,
there are issues of access control and user authentication, as well as releasability and sharing of
information resources. Conflicting security policies and procedures, and changing requirements
and technologies, are forcing DoD to take a critical look at data security.

The Task Group is currently carrying out activities to define the M&S data security requirements
for technology and policy. A very critical near term effort is to support the unclassified interim
MSRR needs to control user access and to support sharing and releasability of information
resources among the M&S community.

Outstanding issues: Addressing the data aggregation security classification issue is of high
importance because of the frequent need to aggregate large amounts of data for M&S. An
aggregated M&S database may require a higher security classification than the individual data
sets. Once the aggregated database is created, it is difficult to release subsets of data at the lower

classification level.

The need for multilevel secure (MLS) data management is of high relevance to M&S since there
will be a need to gather data from databases at different classification levels to run large
exercises. Currently, both unclassified and classified MSRR systems are being planned pending

maturation of MLS technology.

Releasability of data is an issue for unclassified as well as classified M&S data. While there is
DoD security policy protecting data, there is no DoD policy supporting the sharing of data except
for the Freedom of Information Act. As a result, it is currently easier and safer for DoD release
authorities to prevent or delay release than to support it. While it costs nothing to not share,
there may be costs associated with sharing such as preparing datasets for export, explaining the
data, etc. The M&S Security Task Group will address releasability policy. Associated with this
are considerations of how to provide fee for service.

3.5 Repositories Task Group

M&S employs and promotes the use of common procedures and tools to support the M&S
FDAd, study directors, data administrators, and the functional and technology support
community. These procedures and tools provide shared access to standard data products (e.g.,
process and data models, complex data representations, and data element definitions). They also
support reusability and interoperability of associated M&S resources (e.g., metadata, data,
algorithms, models, simulations, and tools) among developers and users throughout the M&S

community.
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The Repository Task Group worked with the DoD DAd to prioritize changes to be implemented
in Defense Data Dictionary System (DDDS) releases, and with the DoDR Steering Committee to
identify M&S community’s requirements for the DoDR. M&S requirements include a repository
metamodel, directories, support for complex data, data VV&C and data security, authoritative
data sources, configuration management, data collection and distribution (e.g., data centers), and
support for the FDAd and DoD data standardization process.

3.5.1 M&S Resource Repository (MSRR). The M&S FDAJ is implementing a system of
distributed MSRRs to efficiently and effectively provide the M&S community with data,
metadata, algorithms, models, simulations, and tools. The MSRR concept of operations
(CONOPS) addresses operation and management; policies and procedures; information resource
management and protection; technology insertion and standards; and security. The MSRRs will
also maintain and provide quality assurance information (e.g., model assumptions, data source,
data classification, range of validity of algorithms, VV&A/C status, and configuration history) to
improve the usability and credibility of modeling and simulation. Additional tools provide for
developer and end-user access, browsing, and retrieval of M&S resources from the MSRRs.

The M&S FDAd will establish distributed interim MSRR (iMSRR) nodes with access via
Internet WWW server nodes for collection, maintenance, and retrieval of data products and M&S
resources. This initial capability is intended to establish and enhance communication
coordination and information sharing between DoD M&S activities and allow a more disciplined
evolution to the objective MSRR. The initial MSRR node is at DMSO and is available on the
WWW (http://www.dmso.mil).

An Implementing Committee will collaborate and concur on an MSRR architectural framework
of standards and conventions (compatible with the Technical Architecture Framework for
Information Management (TAFIM); policies and procedures; and the organization and
responsibilities of MSRR groups (i.e. Registrar, Users Working Group, Node Administrators
Working Group, etc.) The first meeting will be held in August 1995. Much of the MSRR
architecture will be based on similar operational systems such as the Intelligence Community's
Intelink and NASA’s Earth Observing System Data and Information System (EOSDIS).

Current activities include: participation as a DoDR beta test site for the to-be-selected new DoD
repository software; providing M&S Community directories to databases, models and
simulations and authoritative data sources on the iMSRR; establishment of DMSO sponsored
iMSRR nodes for each Service and the Joint Simulation System program by the end of FY96;
development of configuration management procedures and tools for supporting management of
MSRR resources; and a full plan for evolving from the iMSRR to a comprehensive, fully
operational DoD-wide system of distributed MSRRs by FY99.

Outstanding issue: It is important to meet incremental requirements in developing the MSRR
to reach the final goal of seamless access to M&S information resources. The iMSRR will a base
for all future M&S repositories. Its goal is migration of existing resource repositories, and
seamless or near seamless access to many other information resource repositories throughout
unclassified and classified networks. In development, the technical risk is low through the
prototype phase and becomes riskier during the operational phase because of uncertainty about
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the availability of repository standards and COTS products to implement the standards. If the
future DoD Repository is available and is selected for the MSRR, the risk may be lower. Once
the MSRR is operational there may be high risk in the final phase if multilevel security is

implemented.

4. SUMMARY

This paper describes the Defense M&S DA Program’s mission, scope, implementation approach,
goals and objectives, and action plans to achieve the DoD M&S Master Plan objectives.

The major accomplishments of the M&S DA Program from FY93 to date, listed below, form the
baseline for future phases of the M&S Master Plan.

@

The M&S FDAd established the M&S Data Administration Program and developed
close coordination with the Component M&S offices to provide data administration
support to the M&S community.

The DRTWG identified key data issues being addressed in the data portions of the M&S
Master Plan and supporting Investment Plan to guide DMSO’s short-term and long-term
DA initiatives.

The M&S FDAd provided M&S DA services for a pilot study in modeling complex
data, submitting and reviewing candidate standard data elements to DoD for approval,
training users, facilitating development of shared databases and reusable data. Also the
M&S FDAdJ developed and validated the reverse engineering methodology for several
simulation systems, published the handbook for migrating legacy M&S databases
(Reference 13), and supported the development of data quality engineering tools.

The M&S FDAJ facilitated M&S information sharing by hosting DRTWG conferences
and working group meetings, and presenting papers at MORS conferences, DIS
workshops, CENTCOM’s M&S Data Base Conferences, an Intelligence community
M&S Symposium, and M&S Industry Days.

The M&S FDAd developed the initial node of the interim MSRR in support of the
future DoD Repository System.

Major emphases of the M&S 1996-2000 DA are listed below:

]

In accordance with the DoD Corporate Information Management/Enterprise Integration
(Reference 20) and the M&S Master Plan, develop a data technical framework and
extend the M&S infrastructure to support developers’ and end users’ needs.

Develop data standards to support common representations in models and simulations.

Leverage new technologies through R&D activities to include object-oriented database
management and distributed databases.

Establish methodologies, standards, and procedures for the VV&C of data as part of the
Mé&S VV&A process to support credible M&S results.

Define specific M&S data security requirements for access across repositories.
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e Provide classified and unclassified distributed MSRRs to facilitate developer and end-
user access to M&S information resources for reuse and sharing.
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COMNAVSECGRU
Data Administration and

Data Standardization

Data Base Colloquium
28 August 95

Duane L. Waggoner
CNSG Data Base Administrator
STU-III:(202)764-0430 DSN:764-0430
Fax (202) 764-2914

& Background
— What is Data Standardization, and Why Do I care?
— Development of NSG Master Data Element Dictionary (MDED)
— NWTDB Standards and Structures Manual

 Current Activities
- NSG MDED
— Common Cryptologic Database (CCDB)
— NSA Coordination

& Future Activity
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@ Data standardization is the process of reviewing and
d@cumemmg the names, meanings, and characteristics
of data elements so that all users of the data have a
common shared understanding of it.

& Promotes Interoperability

m Provides developers the basic building blocks required
to develop software systems

@ Compliance Mandated by OSD

i_‘fei oblem

2 Operational Problems
— Redundant data
- Redundant processing
— Complexity and interdependence
- Difficult to change (Legacy Systems)

m Information Related Problems
- Inconsistent data
~ Inconsistent representations and codes
-~ Lack of understanding
— Data quality
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Name Source Document Domain Value
Antenna Type USMTF 1-17A

Manual of Standard Data 2 A
Elements and Related Features

NWTDB 3 CHAR
Ship Type MIIDS/IDB 1-6 A
IDEAS 3N
JOPES 4N
USMTF 1-8A

 Gather and register data requirements

& Model your data to a common standard (DoD
Enterprise Model/C2 Core Data model)

@ Build and maintain data dictionaries
—~ Two types of dictionaries
» Active

w dictionary and DBMS are integrated. DBMS uses definitions
at run time

» Passive
u dictionary and DBMS data definitions are separate
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Backgrountl
z NSG developed Master Data Element Dictionary to aid

systems developers in development of cryptologic
systems to achieve interoperability

z Joined NWTDB process as the FDBM for Cryptology

Relntionships

@ Navy - CNQ, ONI, NISMC
- MIIDS/IDB
B NSA

— Data Administration
~ Center for Standards

— CONSTANT WEB

- TEARS
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@—— DDRS __{__,.._—— USAF

(P14 S~ Nsa
[ NWTDB l
CLryptologic Coordination

’ ’ ’

users / developers

m DISA Compliant (DODDIR 8320.1 series)
& Built in Oracle 7 running on Vax 4400 under VMS

— Oracle Forms v3.0 used for interface
E Repository of NSG standards data elements

& Centrally managed at HQ Naval Security Group
Command

& Approximately 2500 terms
& Passive Data Dictionary
E Adopted by NSA

— being converted to run on SPARCs
— developing GUI
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2 PC Windows-based application
— 386 with minimum 4 MB RAM (8 MB preferred)
~ MS-Windows

@ Application developed using Powerbuilder
& uses DBASE file structure

& contains all 2500 terms from Oracle version
— only attributes pertinent to developers are displayed

& only used as a browser
@ distributed via CD-ROM or 3.5” disks
& submission of new terms via hardcopy or softcopy

# SPAWAR document references the MDED for all Naval
Cryptologic Systems development

& Copies sent to contractors supporting SPAWAR
cryptologic development efforts

& Copies of MDED requested and sent to NAVSEA, NSA,
NRAD, other government agencies

33




@m Continue to work on NWTDB Standards and
Structures manual

& Continue development of NSG Data Model

@ Coordinate submission of Cryptologic Data Elements
through NSA to DDRS

@ Assist NSA and FDAd - Intelligence with data
repository

& Distributed database structure
- Common data dictionary structure used by all data stewards

m Relational database (ORACLE, SYBASE, etc.)
2 Accessible via INTELINK
s Common GUI being developed

@ Data stewards maintain only the data elements
attributed to them

& Access to DDRS will be provided through FDAd-I

— via air gap until trusted Multi-Level Secure system is delivered

i Ultimate goal is to provide an active dictionary
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SIGINT_",.»""': v IMINT v: HUMINT__'__!.. i

INTELINK BACKBONE
(DATA REPOSITORY IS CENTRALLY CONTROLLED BY FDA-I)

@ Realize cost savings

& Migration of legacy systems

@ Improve Interoperability

& Improve C4I for the warrior

2 Compliance with DoD Directive 8320 series
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“Achieving Joint Interoperability through Information Standards”
LTC John D. Burke

Office of the Director for Information Systems,
Command, Control and Computer Systems (DISC4)
Headquarters, Department of the Army

1. INTRODUCTION

The US Department of Defense has 40,000 or more information, weapon, and Command
and Control (C2) systems under development, migration, or designated as legacy systems.
Perhaps at least as many software systems exist as “command uniques” developed by individual
major commands and activities to satisfy a unique or time critical need. These information systems
range in importance and sensitivity from satellite intelligence imagery to the location and waiting
time for installation housing. Unfortunately, even though each was originally designed to meet a
specific functional need and an implied or specific performance criteria, the traditional outcome
has been to evolve into “stovepipe” systems that lack even basic interoperability between systems
of like nature and mission.

Taken beyond the context of narrow scope systems, there exists a compelling need to
satisfy the competing requirements of communications frequency bandwidth, heterogeneous
databases, different switching systems, multi-level security, and multiple programming languages.
Each area represents a significant interest in industry and DoD to improve the efficiency and
utility for all types of data. Data becomes the common denominator for the transfer of information
between users regardless of the platform, operating system, and communications media. It is
persistent across applications and represents a common building block throughout requirements
analysis, design, development, testing, and fielding.

2. JOINT INTEROPERABILITY IN CONTEXT

Joint Interoperability Requirements and Doctrine

The authoritative source of joint interoperability, Command and Control Computer
Systems for the Warrior (CAIFTW) states, “At the center of the C4IFTW concept is the
establishment of a global C4I capability that allows the warfighter to plug in anytime, anyplace, in
the performance of any mission.” Clearly, the underlying theme in discussions regarding joint
interoperability rotates around the need to leverage and apply technology in support of the
warfighter and the military missions. The need for successful joint interoperability may be
demonstrated by the volume and importance to the theater commander or Joint Task Force (JTF)
commander’s reliance on information.

General Powell, in his assessment of the Persian Gulf conflict, reported to Congress, “At
the height of the Persian Gulf conflict, the automated message information network passed nearly
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2 million packets of information per day through gateways in the Southwest Asia theater of
operations. The technology developed to support these networks proved to be a vital margin that
saved lives and helped achieve victory.” Furthermore, the information being passed included much
more than simply data. Voice and network management played a key role in ensuring reliable
information transfer over the available communications network was feasible. The DoD Final
Report to Congress: Conduct of the Persian Gulf War, April 1992, assesses that, “At the height of
the operation, this hybrid system supported more than 700,000 telephone calls and 152,000
messages a day. Additionally, more than 35,000 frequencies were managed and monitored daily.”

Required C4 Capabilities

Our joint warfighting publication for Command, Control, Communications, and Computer
(C4) Systems Support to Joint Operations, lists these mandatory C4 capabilities:

1. Support activities across the range of military operations

2. Support a smooth, orderly transition from peace to war.

3. Provide for the collection, processing, transmission, and dissemination
of data and products.

4. Protect systems/networks through C4 defensive measures.

This paper will focus primarily on the third key doctrinal mandate for joint interoperability,
the dissemination of data and products. The purpose of the required C4 mandates is to support
the objectives of the C4 systems to meet the needs of the warfighter. These needs may be

summarized as follows:

1. Produce a Unity of Effort through common understanding by multiple
commanders.

2. Exploit Total Force Capabilities by extending human senses and
processes.

3. Properly Position Critical Information in order to respond quickly to a
request for information and maintain the information where it is
needed.

4. Information Fusion in creating a common picture of the battlefield that
is accurate and meets the needs of the warfighters.

The emphasis on joint interoperability must be considered beyond data. The fourth tenet of
CAIFTW, Horizontal and Vertical C2, states that the communications requirements, “... may be
data, voice, video, or integrated mode. The goal also includes doctrine, standards, terminology,
and data availability and processing to ensure common interpretation and understanding.” The
current efforts in DoD data standardization support the need for common interpretation and
understanding by creating a set of information standards that capture the entire function and
relationships between data supporting different areas of interest.
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3 Levels of Operations

Joint Interoperability is achieved through the fusion of three levels of operations: Doctrinal
Interoperability, System Interoperability, and Operational Interoperability. These levels of
operations represent the perspectives of the joint planner, the C4I staff , engineers, and software
developers, and the task force units which must employ land, sea, and air forces to achieve the
mission.

Doctrinal interoperability is achieved through the collaboration of the individual service
requirements, capabilities, and warfighting philosophy. JCS Pub 6-0 states a number of principles
for achieving joint interoperability. These include, Establish Liaison Early; Effective Use of
Limited C4 Resources such as space based assets; JCSE, and frequency spectrum,; Standardization
of Principles and Procedures; Agreement in Advance of War for the principles, procedures, and
overall communications requirements to include standard message text formats; STANDARD
DATA bases and formats; and frequency management.

System interoperability is the mechanical, physical, electrical, and communications
interfaces that allow one weapon, C2, or information system to pass information from user to user
without human intervention. In terms of communications systems, joint doctrine states that C4
systems include these key components: 1) Terminal Devices such as telephones, fax machines, and
computers; 2) Transmission Media to include radio, space based systems, wire and fiber; 3)
Switches, either circuit or message (packet) that route traffic through the network; and 4) Control
in terms of network or nodal. Network control provides management of networks, while nodal
control manages the local C4 networks and equipment. The key point is that system
interoperability cannot be achieved by design or software alone; a physical medium complete with
the design, production, and operational constraints, must be included in the overall assessment of
system interoperability.

Operational interoperability is the condition of fighting in a joint or combined situation
where each force package is able to link functionally, and through its C2 systems into a single
operating unit. This type of interoperability is documented in the relative joint and service
doctrines such as the Army Field Manual 100-5, “Operations”, and Training and Doctrine
Pamphlet, 525-5, “Force XXI Operations.”

Army’s Force XXI

The premise of the Army’s Force XXI is the need to use technology and information to
achieve victory over the enemy by being able to know the enemy’s intent and dictate terms for
which he is unable to react in time. Information is a pervasive and powerful part of Force XXI
since it is expected that, “Information technology is expected to make a thousandfold advance
over the next 20 years.” The information war is based on two key parts. First, information
technology will greatly increase the volume, accuracy, and speed of battlefield information
available to commanders. Such technology will allow organizations to operate at levels most
adversaries cannot match while simultaneously protecting that capability. Second,
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advances in information management and distribution will facilitate the horizontal integration of
battlefield functions and aid commanders in tailoring forces and arranging them on land.

Force XX expects a complete change in the concept of fighting the battle where it
will change from one with a rigid hierarchy to that where, “Individual soldiers will be empowered
for independent action because of enhanced situational awareness, digital control, and a common
view of what needs to be done.” Each individual soldier thus becomes a separate battlefield
component capable of observing, orienting, deciding on the appropriate action, and acting on that
information. Yet, to prevent the traditional stovepiping of individual systems within a Service, the
US Army doctrine expressly ensures that, “Joint and Multinational operations will be facilitated by
improvements described in the battle dynamics, early twenty-first century American land
operations will be fully integrated, completely joint, and most often multinational.”

DoD Guidance on Interoperability

DoD guidance and direction provides some operating guidelines for the assurance of joint
interoperability. These include two key DoD Directives. DoD 4630.5, Compatibility,
Interoperability, and Integration of Command and Control, Communications, and Intelligence
(C3I) Systems and DoD 4630.8, Procedures for Compatibility, Interoperability, and Integration of
Command, Control, Communications, and Intelligence (C3I) Systems.

The identification of an C2 or information system by Service is now passé. The DoD
Directive 4630.5 states, “It is DoD Policy: That for purposes of compatibility, interoperability,
and integration, all C3I systems developed for use by US forces are considered to be for joint
use.” This policy has become the source for several other related DoD and DISA policies on joint

interoperability certification and testing.

The DoD Directive 4630.8 identifies the responsibilities of the Chairman of the Joint
Chiefs of Staff who shall: 1) ... confirm that interoperability requirements for interfaces,
software integration with other C3I or supporting functional information systems, ... are clearly
identified in requirements submissions for new or modified C3I capabilities;” and, 2) “In
accordance with (Defense Acquisition Policy), validate interface standards and recommend to the
ASD(C3I) for approval as appropriate.” Furthermore, “All C31 systems and equipment shall
conform to technical and procedural standards for compatibility and interoperability, developed or
recommended by the DISA under guidance provided by the CJCS.”

The achievement of joint interoperability cannot be done solely through policy and
procedure. The inherent capabilities within weapon systems and their design must represent the
warfighter’s intention and concept of operations. The systems to execute joint interoperability are,
by their nature and the complexity of using multi-service systems, also complex, highly integrated
systems. In essence, systems of systems. It is this concept of banding multiple systems of different
designs, capabilities, and stages in life cycle, that mandates for successful joint system
interoperability require that a structured systems engineering approach be used to improve the
reliability of information exchange and information flow between systems.
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3. SYSTEM ENGINEERING FOR C3I SYSTEMS

“Be quick, be quiet, be on time. If you can’t do it with brainpower, you can’t do it with
manpower-overtime” quoted by “Kelly” Johnson, of the famous Lockheed Skunk Works, who
was the Lockheed Blackbird (SR71) program manager. Prudent engineering management requires
a well thought out design and validation of the design prior to development.

The next logical step in the achievement of joint interoperability is translation of the
requirements and mandates described above into a design and structure capable of meeting these
needs within the constraints of cost, schedule, performance, and supportability. The scale and
breadth of joint interoperability indicates that even at the modular level, this is not a trivial task.
To translate specified requirements we must engineer at the system level using structured analysis
and design as a basis.

System Engineering Defined

One of the leading authors in the area of system engineering, Dr. Sage of George Mason
University, has defined system engineering consistent with MIL STD 499A as, “the application of
scientific and engineering efforts to (a) transform an operational need into a description of system
performance parameters and system configuration; (b) integrate related technical parameters and
ensure compatibility of all physical, functional, and program interfaces to achieve optimization,
and, (c) integrate reliability, maintainability, human engineering ... within cost, schedule,
supportability, and technical performance objectives.”

However, he points out that there are problems in implementing this simple definition
when dealing with interoperable and complex systems. There are distinct problems associated
with the production of functional, reliable, and trustworthy systems of large scale and scope. He
identifies three distinct areas of concern: 1) It is very difficult to identify the user requirements for
a large system; 2) Individual new subsystems often cannot be integrated with legacy or heritage
systems; 3) Large systems often do not perform according to specifications; and 4) System
specifications often do not adequately capture user needs and requirements.

Dr. Dimitris Chorafas, in his book, “Systems Architecture and Systems Design”, identifies
these conditions as particularly problematic in large scale information systems engineering:

1) heterogeneous equipment

2) incompatible operating systems

3) installation in multiple locations

4) requirements for a timely response to user needs

5) transfers of large file volumes (text, data, graphs, voice, image)
6) increasing stress on reliability and availability
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Reguirements Analysis

The underlying need to understand and represent the user’s requirements cannot be
underestimated. A clear definition becomes the foundation for virtually all of the life cycle
program documentation and the resultant test and evaluation criteria. Poorly defined requirements
permeate the program’s documentation requiring constant correction and redefinition throughout
the engineering and production phases. It is equally unrealistic to think that all possible
requirements can and will be understood and articulated at the beginning of the project. An
encyclopedia of documentation is both unwieldy and unrealistic. Dr. Rechtin, in his book,
“Systems Architecting,” tell us that, “Amid a wash of paper, a small number of documents
become critical pivots around which every project’s management revolves.”

Rechtin further recognizes the need to join the user and the designer together with at least
a working understanding of the requirements. In fact, “... the de facto initial step in the
development of complex systems is for the client and architect to take whatever requirements do
exist and construct, through discussion, a rough model of a system that might satisfy most of
them.” The building of a model, even if only an abstract representation, needs to be as complete
as is feasible since, “In the model building process, some of the original requirements are, or can
be, lost or deferred. If unrecognized in the beginning, the losses can later be the cause of
disappointment, frustration, and recovery costs.” However, as we will explore later, there are
measures to reduce the risk of incomplete requirements analysis through the use of DoD tools.

Utility of Modeling and Simulation

The Vision, 2 document that provides the Army Chief of Staff’s perspective on the Army
Enterprise Strategy, lists 10 principles essential to reaching the Force XXI capability. Modeling
and Simulation is one of these 10 principles. The Army’s Enterprise Implementation Plan enforces
the use of models and simulation by requiring that, “The operational architecture, as the
operational requirements components of the enterprise architecture, must be derived from the
documents and models produced in the requirements process.” Additionally, in the procedures to
execute this task, “The process and data of the simulation are captured in IDEF and the
simulation, using whatever methodology, technique, platform and language ...”

4. REQUIREMENTS (PROCESS) AND DATA MODELING

We have seen up to this point that a framework exists for conducting joint interoperability
with broad operational goals and limited procedural constraints. Furthermore, the recognized
methodology for beginning the system engineering of these requirements lies in a formal method
of modeling and simulation. Within the Army, the two techniques required for activity
(requirements) and data modeling are IDEFO and IDEF1X, respectively.

The Department of the Army C4I Technical Architecture

The C4I Technical Architecture represents the strategy for implementing a multitude of
standards and procedures to achieve interoperability within the Service as well as between

42




Services. “It is intended to serve not only the Army Enterprise Strategy implementation, but to be
expanded and proposed to support the Joint Warfighter community.” Additionally, the C4I
Technical Architecture is mandated for use by the Army Acquisition Executive who has decision
authority and oversees all army acquisition, research and development. The tools and techniques
for interoperability are therefore included at the inception of any program and throughout its life
cycle.

The C4I Technical Architecture applies to all tactical, strategic, and sustaining base
information systems as well as all soldier, weapon, and information system programs. Materiel
and combat developers will ensure this architecture is the basis for design and implementation and
for determining performance and sustainment criteria. Combat developers will use the C41
Technical Architecture in developing requirements and functional descriptions. The C4I Technical
Architecture consists of four parts: 1) Information Processing Standards; 2) Data Transport
Standards; 3) Information Standards; and 4) Human Computer Interfaces. Each of these areas are
briefly summarized below:

Information Processing Standards: The government and commercial standards that
comprise the Common Operating Environment (COE) and the mandated use of common products
that form the COE.

Data Transport Standards: Describes the data transport standards and profiles that
are essential for data transport interoperability and seamless communications. Mandates the use of
the open-systems standards used for the Internet and Defense Information Systems Network

(DISN).

Information Standards: Information modeling using IDEFO process modeling and
IDEF1X data modeling. Describes the use of the Defense Data Repository System and the
Command and Control (C2) Core Data Model.

Human Computer Interfaces (HCI): Specifies the HCI elements and the
development guidance, mandates, and standards.

IDEFO Process Modeling

Solvberg, in his book, “Information Systems Engineering,” describes the beginnings of
system design as the identification of requirements and a model of those requirements. The use of
the model is to provide a common ground for all participants in the project. “The objective of the
work in the system modeling and evaluation phase is to develop a logical model of functions and
data that is sufficiently detailed to give users, management, and developers a realistic
understanding of the properties of the system and its implications.”

Federal Information Processing Standards Publication (FIPS) 183, “Integration Definition
for Function Modeling (IDEF0)”, states that, “Functional models produced through the IDEFO
technique provides a structured representation of the functions, activities or processes within the
modeled system or subject area.”
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IDEFO has the following characteristics:

1. It is comprehensive and expressive, capable of graphically representing a wide
variety of ... enterprise operations to any level of detail.

2. It is a coherent and simple language, providing for rigorous and precise
expression, and promoting consistency of usage and presentation.

3. Enhances communication between systems analysts, developers, and users
through ease of learning and its emphasis on hierarchical exposition of detail.

4. Well tested and proven.

5. Can be generated by a variety of computer graphics tools.

The two primary modeling components are functions (represented by boxes) and the data
and objects that inter-relate those functions (represented by arrows).Each activity, i.e., “Conduct
Joint Operations”, is bounded by four arrows: Input = those items which are transformed or
consumed by the function (activity); Output = data or objects produced by the function; Controls
= conditions (constraints) required for the function to produce the correct outputs; and
Mechanisms = means (resources) to produce the output. The four arrows further define the
functional model into an ICOM (Input, Control, Qutput, Mechanism) Model showing the
necessary resources, constraints, inputs and outputs of the function.

An example of an IDEF0 model, “Implement DoD Data Standardization” is shown
as Figure 1.

Data Modeling using IDEF1X

Federal Information Processing Standards Publication (FIPS) 184, “Integration Definition
for Information Modeling, extended, (IDEF1X)”, states that, “Information models produced
through the IDEF1X semantic data modeling technique represent the structure and semantics of
information within the modeled system or subject area.”

The principal objective of IDEF1X is to support integration. The approach is to capture
and use semantic definition of data resources referred to as a “Conceptual Schema.” This schema
provides a single integrated definition of the data within an enterprise which is unbiased toward
any single application of data and is independent of how the data is physically stored or accessed.
The primary objective of this conceptual schema is to provide a consistent definition of the
meanings and interrelationship of data which can be used to integrate, share and manage the

integrity of data.

The IDEF1X consists of three key parts: Entities which are things (nouns) of interest to
the organization; Attributes are the properties or characteristics common to some or all instances
of an entity, where they represent the use of a domain in the context of an entity; and,
Relationships which represent the association between two entities or between instances of the

same entity.
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An example of a portion of the IDEF1X data model used for the Allied Tactical Command
and Control Information System (ATCCIS) which is directly correlated to the C2 Core Data
Model is shown as Figure 2.

Limitations on using Activity and Data Modeling

The use of activity models to define requirements and broad enterprise wide information
flows is undeniably useful. The conceptual and logical data models are equally valuable in the
definition of data and the relationship of data within entities and between entities. Although the
relationship between the process and the data models is intuitive, a study commissioned by the Air
Force found that, “When defining requirements we are primarily concerned with two elements:
data and the use of data. The fundamental flaw of trying to trace these types of requirements from
an IDEF model into an object-oriented model is the data (IDEF1X) and the use of data (IDEFO0)
are not directly integrated.”

The DoD, recognizing the structural limitations of the two tools, enforces an environment
that provides a common framework for the design and development of process and data models.
DoD Procedure 8320.1-M, “Data Administration Procedures” explains that, “Data models and
activity models are used as a principal mechanism for managing the data asset, and are aligned to
each other through common missions, policies, goals, doctrines, tactics and operations orders.”

A second limitation in the use of IDEF1X as a data modeling method is that is has limits
for design and implementation directly into software applications. The US Army Electronic
Proving Ground Joint Data Base Handbook (DRAFT) explains, “It is important to note the
limitations of IDEF1X methodology; it is a tool for modeling the structure of data and their
relationships. Its focus is primarily on data and relational modeling and is not an object oriented
methodology.”

Information Exchange Mechanisms

Information exchange represents a very significant requirement for joint interoperability
across DoD. The DISA is charged, through DoD 4630.8, to:

1) Identify and maintain a master list of C3I systems and their interoperability
requirements.

2) In collaboration with other DoD components, identify requirements for
information exchange and develop standardized procedures and formats for information flow
among C3I systems.

Information exchange uses the structured means of formatting data in a machine readable
form and either a bit or character oriented scheme for transmission across communications media.
As part of the modeling and simulation efforts, performance and physical design are a primary
consideration. The realities of using narrow-band tactical line-of-sight radios at 16 Kilobits per
second through the fiber optic capability of 400 Megabits per second data transfer is necessary if
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we are to achieve the DoD goal of, “Appropriate data available to the warrior in the foxhole and
the commander in headquarters, in the type and form needed for the functional process being

formed.”

Eventually we expect to see the NATO Level 5, database to database, direct
interoperability between different computer systems and information sensors and sinks. Today,
that is not possible due to a variety of reasons to include operational considerations and the
investment in software, training, and joint and combined interoperability. Data transport at the
operational and tactical level is done by two principal means: character and bit oriented. The JCS
Publication on Joint Interoperability for C31 recognizes the need for standard data and the use of
standard databases. Data base standards include the logical structure and the data elements.
Unfortunately, present operations will only support computer to computer bulk data transfers
including standard formats for initial or replacement data loads and for data base maintenance
purposes. These standard formats are the United States Message Text Format (USMTF), a
character based messaging system; and the Variable Message Format (VMF) system, a bit
oriented messaging system.

Joint Pub 6-04, “US Message Text Formatting Program” provides the management and
documentation for character oriented standards. The Joint Pub cites the benefits of character
oriented message standards which improve interoperability through: 1) Producing messages that
can be read by humans and processed by machine; 2) Reducing time and effort required to drafi,
transmit, analyze, interpret, and process messages; 3) Provide uniform reporting procedures to be
used across the range of military operations; and 4) Facilitating exchange of information between
the US and multinational commands.

Procedures for bit oriented messages are described in Joint Pub 3-56.2, “Tactical
Command and Control Planning Procedures for Joint Operations.” Bit oriented message standards
provide message formats for data links between command centers, sensor platforms, and weapon
