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ABSTRACT

Hierarchical Holographic Modeling

for Software Acquisition Risk Assessment and Management

Software has come to play an increasingly dominant role in today's world. System design,
quality, and risk are predicated, as never before, on the software component of the system.
Unfortunately, this significant increase in our dependence on software, which in turn
causes an increase in the amount of software required, has not been matched by a
corresponding increase in our capability to manage its acquisition and development. Cases
of software acquisition mismanagement that resulted in large cost overruns and schedule
delays have been widely reported. Maturing the capabilities of the software acquisition
community require the development of appropriate tools and methodologies for risk-based

decision-making management.

This dissertation addresses the assessment and management of risks associated with the
software acquisition processes from a holistic perspective using hierarchical holographic
modeling (HHM). The multiple visions and perspectives within which the life cycle of
software acquisition is stated and modeled, provide a comprehensive framework for risk
assessment and management of software acquisition. In particular, widely used models in
software acquisition such as the COCOMO model, can now be extended to incorporate
probabilistic as well as dynamic dimensions. The uitimate contributions of this dissertation
can be found in at least two major areas: () in the theoretical and methodological domain
of systems modeling in the quest of a more quantitative risk assessment and management
framework, and (b) in advancing the state of practice in the assessment and management of
software acquisition by extending highly used models in practice to incorporate more

realistic probabilities and dynamic dimensions.




A probabilistic, multiobjective approach to software estimation that focuses on the risk of
extreme events and utilizes the conditional expected value as an additional risk management
decision-making metric is developed. Motivated by the software community's transition
towards a prototype or spiral development process paradigm, a dynamic software
estimation model is developed that is particularly suited for modern software development
processes. The dynamic model permits analysis of the impact of management control
policies on future decision opportunities, while accounting for changes over time in the
development environment and the system requirements. A software estimation updating
scheme is developed as an extension of the dynamic software estimation model to account
for the differences between actual project resource requirements and the estimates of those

requirements, and to update the overall resource requirement projections.

The HHM framework is extended to formulate software acquisition as a hierarchical
decision problem. Software acquisition management decision options do not fall entirely in
the domain of any single participant community, yet each party is affected by the other's
decisions. HHM provides the necessary insight and coordination structure for resolving
the competing issues, objectives, and decision opportunities of the several participant

communities as they impact the project's cost and schedule.
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Chapter 1
Introduction and Problem Background

1.1 Motivation for the Research

Software has come to play an increasingly dominant role in today's world. It controls the
way organizations operate, aids in analyzing and determining corporate strategies, and
generally helps organizations operate more efficiently. As computer usage has become
central to organizational activities and engineering system design, the software component
of these systems has become increasingly important. Software has assumed the systems
integration role -- components that before could not be integrated, or were interconnected
through hardware means, are now linked via software. Systems quality is predicated, as
never before, upon the quality of its software. System risk is increasingly being defined

relative to the risk associated with the software component.

Unfortunately, this significant increase in our dependence on software, which in turn
causes an increase in the amount of software required, has not been matched by a
corresponding increase in our capability to manage its acquisition and development.
Acquisition officials, whose training and experience previously focused on the hardware
component of a system, now find themselves concentrating more of their energies,

concern, and resources on the software component.

The inability to effectively manage the software component leads to project cost overrun
and schedule slippage. Rothfeder [1988] gives an example in the case of Allstate Insurance
which hired Electronic Data Systems in 1982 to build an $8 million computer system
expected to be completed in 1987. It was finally completed in 1993 at a price of over $100
million [Fairley 1994]. Neumann [1988] gives the example of Bank of America which in
1988 abandoned a computer system originally estimated to cost $20 million in 1982 after
spending over $60 million trying to get it to work. GAO [1992a] states that software
development has been a major problem during the C-17 development program. Although
operational C-17 aircraft are now in the Air Force inventory, the overall project is over 2
years behind schedule and $1.5 billion over its 1985 cost estimate of $4.1 billion.
McFarlan [1981], Rothfeder [1988], and Neumann [1988] provide numerous other




instances where software projects have gone over budget and schedule more frequently

than not.

Boehm [1989] states that these project disasters can generally be traced back to risk items
that were either not identified, were improperly assessed, or improperly dealt with. For
example, GAO [1992a] states that the Air Force underestimated the size and complexity of
the C-17 software development effort and assumed that the software development would be
low-risk without performing any analysis to support and document the assumption. Thus,
it is clear that the risks in software acquisition must be identified and managed properly in

order to minimize the losses resulting from such runaway projects.

Effective management of modern, complex processes such as software acquisition requires
capable, mature direction. Good management of technological systems must address the
holistic nature of the system in terms of its hierarchical, organizational, and functional
decision making structure; the various time horizons; the multiple decision makers,
stakeholders, and users of the system; and the host of technical, institutional, legal, and
other socioeconomic conditions that require consideration. Maturing the capabilities of the
software acquisition community will require increasingly sophisticated analytic tools and
methodologies to identify program risks, evaluate their potential adverse impact, and
effectively incorporate risk considerations in the decision making management framework.

1.2 Impact of the Research.

The overall aim of this research is the development of theoretical and methodological
foundations upon which we can enhance software acquisition management through the
development of a holistic and systemic risk assessment and management framework. The
particular objectives in support of the overall focus include:

» Developing a holistic framework for software acquisition that provides a
comprehensive structure to identify risk sources, assess the risks, explicitly
include the consideration of uncertainty, and coordinate competing issues that

dominate software acquisition decision making.




o As part of the review of literature, identify current methods, models, and tools that
assist in the software estimation effort -- including software cost, schedule, and

performance estimation.

« Extend current software estimation practices to include explicit consideration of
the inherent uncertainties - hence, risks -- associated with a software acquisition

endeavor.

« Develop a dynamic software estimation approach that is particularly suited for
modern software development practices; namely, prototyping and spiral

development processes.

« Devise an approach for updating the software estimates as an on-going activity,

conducted throughout the life cycle.

« Demonstrate a hierarchical multiobjective decision-making framework for
coordinating competing decision-making issues among software participant

communities as they impact the project's cost and schedule.

The intent of this work is not to specifically address and consider all of the multiple aspects
associated with the software acquisition process, but to develop a framework that would
enable the consideration of such complexities and interconnectedness, and then focus the
research effort on a most-critical element of the software acquisition process -- software

estimation.

The research builds on the framework of risk assessment and management for engineering
systems, hierarchical holographic modeling (HHM), software estimation modeling, the
partitioned multiobjective risk method (PMRM), the risk of extreme events, and dynamical

modeling.

While many examples and references are made to government software acquisition (due to
the federal government's tremendous expenditures for software products and services and
to the fact that government acquisition procedures, regulations, and results are available for
public review), application of the results of this research are intended to strengthen the
software acquisition program manager's (government or industry) ability to: i) identify and
comprehend the complexities and risks associated with a software acquisition program, ii)




quantify the uncertainties associated with the program, and iii) make trade-off judgments

for resolving competing issues and objectives.

1.3 Organization of the Dissertation

This Chapter 1 demonstrates the need for a comprehensive approach to software acquisition
risk assessment and management for identifying and evaluating project risks in situations of
uncertainty. Background information regarding the criticality of software for modern
systems, the complexity of the software acquisition process and all it encompasses,
software risks, and past trends and shortcomings in software acquisition research point to

the need for this research.

Chapter 2 reviews the literature pertinent to software acquisition risk modeling. The
concepts of risk, and risk assessment and management are introduced and reviewed.

Model management methods, those approaches for structured consideration of multiple
analytic models, are reviewed. Hierarchical holographic modeling (HHM), which provides
the theoretical and methodological basis and incentive for many of the results of this
dissertation, is introduced and reviewed. Software estimation and software reliability
models are reviewed. An extensive review of software estimation methods and tools is
provided in an appendix. The general concepts of probabilistic analysis are introduced, and
an explanation of the fallacy of the expected value motivates the extension of classical
approaches. The partitioned multiobjective risk method (PMRM), with its risk measure of

extreme events, fa, is introduced.

Chapter 3 develops a hierarchical holographic model for software acquisition. Exploiting
the inherent synergy of HHM's descriptive and analytic duality provides the necessary
theoretical, methodological, and practical foundation for a software acquisition risk
assessment and management framework. Only by exploring the various dimensions and
perspectives of software acquisition, and the combinations of perspective elements, can

risk identification be properly accomplished.

Chapter 4 is a derivation and application of the exact solution for the expectation functions
of the triangular distribution. In situations such as software acquisition, where insufficient
empirical evidence or expert judgment rule-out the use of other probability distributions,
analysis using triangular distributions is often desirable. Deriving risk functions for the




triangular distribution enhances decision making in conditions of uncertainty, permitting
probabilistic analysis that includes the additional information of the conditional expected
value. Results are deployed to software acquisition decision making situations.

Chapter 5 develops two probabilistic, multiobjective approaches for software estimation. A
method for direct estimation that employs the results of Chapter 4 is developed and
demonstrated. The second method, using Monte Carlo simulation, extends probabilistic
analysis to the range of existing software estimation models. A methodology for evaluating
the unconditional and conditional expected values of a Monte Carlo simulation is
developed. The approach is deployed to the COCOMO model; comparisons of the
probabilistic approach, the COCOMO model, and the actual project results are made using
the original COCOMO data set.

Chapter 6 extends the current state-of-art in software cost estimation modeling by
developing multistage, dynamical software cost estimation models. As the software
community embraces the spiral development process model, software cost estimation
models that are responsive to the new paradigm are required. No longer a single time-
period activity, software cost estimation models must account for the dynamics of changing
software requirements and design over multiple time periods. Applying the probabilistic
cost estimation method of Chapter 5 with its multiple objective risk functions constitutes a

multiple objective decision problem that is solved over multiple stages.

Chapter 7 explores two additional issues related to software estimation: i) the on-going role
of software estimation for resolving the discrepancies between actual and estimated project
progress, and ii) the coordinated resolution among participant communities of software
program management. Actual project development effort and schedule rarely matches its
estimates exactly -- appropriately adjusting the estimation models to update the eventual
effort and schedule requirements is facilitated through an HHM investigation. With a
revised estimate, appropriate management control policies can be selected. These policy
decisions, however, are not entirely in the jurisdiction of any one participant community,
but are shared among the participants. Each participant is affected by the other's decisions.
Investigation of the unique and overlapping problem elements through the HHM increases

understanding and provides the framework for mutually agreeable solutions.

Chapter 8 provides a summary of the contributions of the dissertation and some

recommendations for future work.




Three appendicies are included. Appendix A is a detailed tutorial on the popular software
estimation model, COnstructive COst Model (COCOMO). As COCOMO is widely
recognized as the industry standard software estimation model, the results of this research
are applied to the model. Appendix B is a thorough review of the many software
estimation tools available on the market. A brief description of each tool, along with
information concerning its vendor or supporting organization is provided. Appendix C
includes derivations of the remaining conditional expectation functions for the triangular
distribution that were not included in Chapter 4.

1.4 Software Acquisition - Background

The concept of software acquisition is in fact a misnomer (even though it is included in the
title of this dissertation). In reality, government acquisition focuses on acquiring systems,
not exclusive software per se; these systems include an increasingly major software
component. Simply stated, systems acquisition (to include software acquisition) is the
process and activities associated with procuring a solution system that meets a real-world,
operational need. Major systems acquisition is a complicated jumble of regulations,
organizations, activities, decisions, and procedures. The following sections provide
background on some of the elements that contribute to the complexity associated with
software acquisition: the criticality of software, the participants involved in software
acquisition, the software acquisition process, software risks, and trends in software
development and software acquisition research.

1.4.1 Criticality of Software in Modern Systems

As computer usage has become central to organizational activities and engineering system
design, the software component of these systems has become increasingly important. The
criticality of software's role in modern systems is well documented and universally
accepted [Sage 1995], [Blum 1992], [GAO 1992b], [DSB 1987].

Chittister and Haimes [1994] document the occurrence of a power shift -- the transfer of
importance -- from hardware to software within modern systems. Software has become
the principal system design component, as well as the principal factor affecting system
quality. In fact, software has been described as the "Achilles heel" of modern weapon




systems because it is a key determinant of development schedules and because the
performance of key functions such as navigation, enemy detection, and fire control
depends on it [GAO 1992b]. As depicted in the introductory section of this Chapter,
examples of system failure whose root cause can be attributed to software failure have been

well publicized.

Expenditures for software are growing rapidly. The Department of Defense "reached an
annual software expenditure level in mission-critical computer systems [defined as systems
whose failure would endanger life, equipment, or success of the defined task] of about $9
billion in 1985, with projections of over $30 billion annually by the mid-1990s" [DSB
1987]. As expenditures grow, so do concerns about the reliability, cost, and performance

of these complex software systems.

Due to the continued expansion of software's commanding role in modern systems (and the
budget for such systems), the ability to effectively acquire and integrate software into these

systems will continue to be an increasingly important issue.
1.4.2 Participants in the Software Acquisition Process

There are three principal participants, or groups of participants, in an acquisition endeavor:
the user, the customer, and the contractor. As depicted in Figure 1.1, under current
practice the user and contractor communities generally communicate through the customer
community. Quite often, an almost adversarial relationship exists among the three

communities, stemming from their competing interests and objectives.

User |ggm| Customer | .| Contractor
Community Community Community

Figure 1.1 Acquisition process participants

In government as well as corporate acquisition, these groups rarely constitute single
individuals, but each is often comprised of one or more organizations and their
representatives. The user's role is to identify and validate operational needs; the contractor
is responsible for developing a system that will satisfy the operational need; and the
customer organization is responsible for accurately translating the user's needs into the

contractual language of systems requirements, selecting the most appropriate system design




and the best qualified contractor, monitoring system development, accomplishing contract

management and negotiation functions, and conducting system testing and acceptance.
1.4.3 The Software Acquisition Process

The software acquisition process encompasses all activities required to define, develop,
test, and procure a software product. Acquisition starts with the process of defining
requirements for a system and ends when the software is placed into operational use.
Software acquisition is closely related to the term software development (the set of activities
that results in software products) [DoD 1994]. The distinction made between the terms, as
used in this dissertation, is that software acquisition implies the viewpoint, responsibility
and focus of the customer community, while software development implies the activities
and focus of the contractor community. Software acquisition encompasses all of the stages
and activities of software development, with additional activities specific to the customer
organization. Another term that is often used in connection with software acquisition or
software development is the term software life-cycle. Again, there is a subtle distinction
among the terms. The software life-cycle begins with the establishment of a mission need,
encompasses all the activities of software acquisition, and includes the additional activities

of operations, maintenance, reconfiguration, and retirement.

1.4.4 Phases in the Software Process

The software process discussion contained in the software literature is primarily focused on
software development processes and on the contractor's role in the development process.
Nonetheless, existing software process models provide the foundation for describing the
central activities associated with software acquisition. An acquisition endeavor begins with
the recognition that a problem or a need exists which can be solved or fulfilled by a
software product. This leads to the design and implementation of the software product.
Broadly, the activities in the process can be classified as [Abbott 1986]:

Requirements: This phase covers the development of the system
requirements and other specifications. The requirements characterize the
expectations of the user from the software system and define the
objectives to be achieved. These objectives may evolve over time. A
detailed requirement specification could also describe the external behavior
of the system.




Design: A design describes the internal organization of a system. A
detailed system design would include details on the various modules, sub-
modules, and the interaction required. A set of preliminary test cases to
be used for system debugging and evaluation is also specified in this
phase. A detailed design also usually incorporates the concepts of
dataflow, components, and would include flow charts and pseudo code.

Implementation: This phase covers the actual coding of all the
components of the system as well as the interactions between them. The
debugging of the lower-level components of the system is usually a part
of this phase.

Testing: In this phase the debugging and testing of the overall system is
carried out. The debugging is performed on the interactions between the
different modules and the testing of the complete system is carried out
according to the system test cases and data defined earlier.

Operation: In this phase the system is fully operational and is used by
the end user. Some debugging and minor revisions may be done in this
phase as required.

Maintenance: In this phase, the system is modified and enhanced
according to new requirements desired by the user. Usually during this
phase, any debugging or minor revisions done on the system during the
operation phase are cataloged and incorporated into the system
documentation.

1.4.5 Models of the Software Process

Software life cycle models identify various phases and associated activities required to
develop, acquire, and maintain software, and provide excellent input into the software
estimation process. This section discusses some of the common models of the software
development process. The intent is to highlight the complex coordination of activities,

processes, and individuals in a software acquisition effort.

1.4.5.1 Waterfall Model. Traditionally, the software process has been described in
terms of the waterfall model [Royce 1970], also known as the phased or the stagewise
model. In this model (an adaptation from the hardware development process model), the
software development process goes through each of the phases described in the previous
section once. There are criteria defined for the transition from one phase to the next. At
each phase, there is a feedback loop so that the product does not move on to the next phase
until the validation of the previous phase is complete. The two main features of the
waterfall model are the validation and verification of the current phase before progression to




the next phase and iterations of the previous phase in order to remove any remaining

problems. Figure 1.2 illustrates the waterfall model.

System
feasibility

Validation \

Software plans and
requirements

Validation \

Product design

Verfication \

Detailed design

Verfication \

Code

Unit test \

Integration

Product
verfication

Implementation

System test \

Operations and
maintenance

Revalidation

Figure 1.2 Waterfall model of the software process [Boehm 1981]

While the model presents a logical, organized approach, its inflexibility in adapting to
unique requirements of modern software development has led many in the software
community to feel that the model has been discredited [Blum 1992]. Furthermore, the
model was never really followed because of the iterative nature of software development.
Consequently, the spiral model is gaining more acceptance, at least as the iterative
approach.
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1.4.5.2 Prototype Model. Two prototype models, Rapid Prototyping, and
Incremental Development, are discussed in [Davis et al. 1988]. The concept behind the use
of the prototype model is that small problems are easier to solve than large ones.

Therefore, the software development process consists of building a series of smaller
systems for testing and evaluation. The experience gained from testing these prototype
systems is then used to build the final system. The purpose of development of the
intermediate products is to increase the understanding of the system and therefore only the
most immediate issues are addressed. In most cases, the intermediate products from the

application of the prototype model are discarded.

The prototyping approach provides a more realistic validation for requirements than
reviewing a set of specifications and manuals, it helps in minimizing requirements changes
from a long development period, and makes it possible to generate a number of alternative
systems for comparative trials. However, the failure of initial prototypes may discourage
the users and the developers. It can lead to the acceptance of a suboptimal system which

may require substantial rework before it can be accepted.

1.4.5.3 Spiral Model. The spiral model of software development [Boehm 1988]
integrates the prototype with the waterfall model as shown in Figure 1.3. The spiral model
can accommodate the waterfall and the prototype models as special cases. This model
consists of a series of learning cycles with each iteration including the phases of
identification, evaluation, planning, and testing. With each successive iteration, greater
insight is gained and system development is improved.

There are no restrictions as to the number of cycles to be followed; the process is continued
until an acceptable product is developed. By combining the stages from the waterfall model
and the iterative nature of the prototype model, the spiral model addresses the limitations of
the waterfall model. However, it only addresses development processes where

requirements are specified but not processes where requirements evolve [Carr, 1989].

1.4.5.4 Other Software Process Models. Additional software process models
have been proposed, although not widely accepted. Carr's circular model [Carr 1989] was
motivated by the need to address development processes where requirements evolve. This
model consists of two independent cycles with three stages in each cycle. The first cycle
consists of requirements, design, and evaluation functions while the second cycle consists
of analysis, build, and evaluation functions. Progression from the first cycle to the second
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Figure 1.3 Spiral model of the software process [Boehm 1988]

is based on sucessful development of a proposed solution, otherwise, the process repeats
the first cycle. The Reusable Software model and the Transform model [Davis 1988]
include development phases and decision points for software projects that primarily depend

on modifying existing software systems rather than developing new code.

1.4.5.5 Software Process Models and Software Acquisition. The
evolutionary process models, such as the spiral model or circular model, provide a flexible
structure for program managers to develop and adjust project design and objectives over
time. Under such a paradigm, the program manager can iteratively evaluate alternative
software designs to determine which best addresses user needs within resource constraints
and at acceptable risk. Unfortunately, the government acquires software using a system
known for its rigidity and dependence on the waterfall approach [DoD 1991].

One of the major initiatives associated with recent acquisition reform efforts is modifying
the existing process to better meet the unique requirements of software projects. Adoption
of Military Standard 2167A [DoD 1988] was an attempt to encourage modern software
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development methods and flexible design opportunities in government software acquisition
programs. Continued calls for improvements that include adaptive design, prototyping,
and other iterative development approaches have been recommended [SST 1989], [DSB
1994], [SAB 1994]. A newly-released DoD guideline for software development, MIL-
STD-498 [DoD 1994], includes options for flexible acquisition strategies.

1.4.6 Software Risk

The categories of software risk are generally divided into those that deal with the process of
acquiring the software and with the product itself. Chittister and Haimes [1994] refer to
these two areas as software nontechnical risk and software technical risk. Software
nontechnical risks are associated with the programmatic aspects of the acquisition process
[Haimes and Chittister 1995]. This may include risks associated with general management,
contractor selection, scheduling, budgeting, etc. Software technical risk refers to the
adverse event that the software does not meet its intended functions and performance

requirements.

Charette [1989] highlights several general characteristics of the software acquisition
environment that contribute to the presence of risks:

» Software development projects are complex. The problem elements are
numerous and the interrelationships among the elements are extremely
complicated.

» Relationships between elements may be highly nonlinear.

* The elements of the problem are uncertain.

« The situation is dynamic; conditions change continuously, equilibrium is
rarely encountered.

* Software development is @ human endeavor, with all the problems that
brings.

The inherent uncertainty in software acquisition is a result of some of its key characteristics:
software evolves rapidly, is difficult to explicitly define and specify, acquisition officials
often lack software understanding, and there is difficulty in estimating project costs and
time requirements. The current acquisition process takes an average of 16 years to field a
new weapons system [Pages 1994], while software and computer life cycles are as short as

1 to 2 years. A software solution could become obsolete before being delivered.

The increasingly popular approach of using commercial off-the-shelf (COTS) packages to
construct software systems rather than build all the needed components is often looked
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upon as being a less-risky venture. Such buy-and-integrate strategies, however, have their
own inherent risks. Some of the risks associated with COTS include [Fairley 1994]:
« Integration. Integrating the different packages' data formats and

communication protocols can be tricky. Often it takes more effort to
integrate packages than to build the components from scratch.

« Upgrading. The new version of a vendor's package may have a different
interface or feature set than the old version. The new version may require
more memory or run more slowly.

» Lack of source code. Buying a COTS package provides only the object
code, making enhancing the system nearly impossible. Vendors are
reluctant to provide the source code. Even if the source code is available,
it is often so difficult to understand that it is hard to modify.

« Vendor failure. What happens if the vendor goes out of business or is
bought out?

1.4.7 Software Development Research

Over the past three decades, much research has been conducted relative to software
development practices and processes -- those generally associated with the contractor's
domain of an acquisition project. Early efforts of applying and extending the practices and
principles of engineering to software led to the development of the software engineering
discipline (histories of the origins of software engineering are found in [Sage 1995],
[[Blum 1992], and [Charette 1989]). The development of software life cycle models and
software process development models [Feiler and Humphrey 1992], have helped to bring a
degree of standardization and process improvement to the software development

community.

Much research has focused on improving the software development process (e.g.,
[Humphrey and Kellner 1989], [Kellner 1991], [Heineman et al. 1994]). Business
realities such as strong competition, pressure for increased profits, and external regulations
have spurred the momentum for an improved software development process [Austin and
Paulish 1993]. Improving the software development capabilities of software vendors by
improving their software development process maturity is the focus of the Software
Engineering Institute's Capability Maturity Model (CMM) [Paulk et al. 1993]. This tool
"provides software organizations with guidance on how to gain control of their process for
developing and maintaining software and how to evolve toward a culture of software
engineering excellence" [Paulk et al. 1992]. Other related advances including software

process assessment [Humphrey 1989] [Kellner and Hansen 1988], software metrics
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[Shepperd 1995] [Rozum 1992] [Mills 1988], CASE tools [Brown et al. 1994] [Barros
1992] [Nejmeh 1990], software quality [Florac 1992] [Schulmeyer 1992] [IEEE 1990],
and software reliability [Neufelder 1993] [Musa et al. 1990] [Glass 1979] have been
accomplished predominately on behalf of the software contractor, to aid in the actual

development of software.
1.4.8 Software Acquisition Research

Unfortunately, when compared to the volume of software development research, relatively
little has been studied and written specifically for the customer's benefit, i.e., the
development of methods and approaches to effectively manage a software acquisition
effort. As it is the customer community that assumes the major role in an acquisition effort,
"the next major improvement in software acquisition will come by turning the focus to the
customer's role in this complex process" [Sherer and Cooper (draft) 1994].

Recent developments by the Software Engineering Institute [Ferguson et al. (draft) 1995]
[Sherer and Cooper (draft) 1994] have led to an initial version of a Software Acquisition
Capability Maturity Model (SA-CMM) for maturing the acquisition capabilities of the
customer community. Parallel, yet independent research in this area is presented in [Baker
et al. 1994]. As with the CMM, the SA-CMM is both an evaluative tool as well as an aid
for increasing a community's capability. The SA-CMM (Figure 1.4) proposes a structure
of five progressive levels of maturity for software acquisition capability, along with key
process areas for each level. The premise of the maturity model is that increasing in
capability by moving up in maturity level also increases the probability for success; a level
3 organization has a greater probability of achieving success than a level 2 organization
[Ferguson et al. (draft) 1995]. Increasing the acquisition capability of the customer
community improves productivity and program quality while simultaneously reducing risk.

The maturity progression is intended as an upward flow, in that satisfying the requirements
of one level leads to higher-level functions. The key process areas at any given level
describe the minimum requirements for that level of maturity. While a lower-level
organization may be practicing some elements of a higher maturity level, it cannot achieve
the higher level unless all of the requirements of all of the key process areas have been
satisfied.
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Level Focus Key Process Areas Result
| 5 Process Continuous Process Improvement Productivity
| Optmizing | Optimization | Acquisition Change Management & Quality
\
| Lo Quantitative Process Management

4 Quantitative | oftware Quality Management
Managed | Management | Agset Management
Organization Process Definition
Organization Process Improvement
3 Integrated Project Performance Management
| Defined Project Contract Performance Management
| Management | [ntergroup Coordination
Acquisition Risk Management
Training Program
Acquisition Management Planning
Solicitation
2 Stabilized Requirements Development
Repeatable Contract Requirements Management
Management | Project Office Management
Contract Tracking & Oversight
Evaluation and Acceptance
Transition & Maintenance
1
Initial | Adhoc Risk

Figure 1.4 Software Acquisition Capability Maturity Model (SA-CMM)
based on [Ferguson et al. (draft) 1995] [Sherer and Cooper (draft) 1994]

Maturity in software acquisition capability implies a verified, repeatable, effective process
and a quantitative management framework for governing that process. Level 2 focuses on
stabilizing the management process, "allowing project teams to repeat successful practices
employed on previous projects” [Ferguson et al. (draft) 1995]. A level 3 organization
employs an integrated project management, contract management, and risk management
strategy. At level 4, Quantitative Management, the customer builds on the level 3
management framework by setting and monitoring quantitative quality goals for processes,
products, and services. The highest maturity level, Optimizing -- level 5, is focused on
continuous process improvement; the organization has the means to identify processes that
can be optimized and has statistical evidence available to analyze process effectiveness.
The general framework of the SA-CMM underscores the need for a comprehensive
software acquisition risk management vision with appropriate quantitative analysis for
decision-making support.
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1.5 Chapter Summary

Software acquisition encompasses a wide range of activities and concerns far beyond that
of the actual development of a software product. The complexity of the process now extant
requires new analytical models and techniques that explicitly consider the uncertainties
associated with software acquisition, and requires a multi-visionary approach to the

understanding and quantification of both the complexity and the risks associated with the

elements thereof.

Strengthening the software acquisition manager's ability to systematically identify project
risks, quantify their impact, assess various management policy alternatives, and do so in
the ever-changing, dynamic environment of software acquisition would be of benefit.

Such is the intent of this research.
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Chapter 2
Literature Review and Model Evaluation

Software acquisition management requires the completion of many complex data analysis
and decision making activities. Operating in an uncertain environment, one of the most
challenging aspects of software acquisition management is accurately determining the
needed resources, required schedule, and performance measures for software development.
Such a task requires establishing the functions and characteristics of the desired system,
estimating the size and design of the software product to be produced, and estimating
development effort requirements. Accounting for, and effectively managing software

acquisition risks is a key element in the management process.

This Chapter provides a discussion of the relevant theories and analytical approaches that
impact the decision making activities associated with software acquisition. This first
includes a review of the concepts of risk, and risk assessment and management. Model
management methods and hierarchical holographic modeling (HHM) -- approaches for
considering the integration of modeling efforts -- are reviewed. This Chapter reviews the
various analytical approaches associated with software estimation: effort and schedule
models, and software performance models. An extensive review of software estimation
tools is provided, with detailed information in an accompanying appendix. The general
concepts of probabilistic analysis are introduced, and an explanation of the fallacy of the
expected value motivates the extension of classical software estimation approaches. The
partitioned multiobjective risk method (PMRM), with its risk measure of extreme events,

fa, is introduced.

2.1 Risk

Risk has been defined in many different ways. Some examples of these definitions are:

» Lowrance [1976] has defined risk as “a measure of the probability and severity of
adverse effects.”

» Rowe [1977] has defined risk as “the potential for realization of unwanted, negative
consequences of an event.”
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« Kaplan and Garrick [1981] suggest a quantitative definition of risk as a set of triplets.
This set is framed as a series of three questions:

- What can happen? (i.e., What can go wrong?)
- How likely is it to happen?
- If it does happen, what are the consequences?

Risk, therefore, consists of two interrelated elements: i) the undesirable consequence or
outcome, and ii) the probability or potential for the realization of that outcome. As
introduced in Chapter 1, software acquisition risk includes software technical risks and

software nontechnical risks.
2.1.1 Risk Assessment and Risk Management

The basic goal of risk assessment is to describe the current risk scenario by answering the
three questions posed by Kaplan and Garrick [1981]. Risk assessment has been divided
into three phases, namely, risk identification, risk estimation, and risk evaluation. The first
phase, risk identification, is the reduction of descriptive uncertainty [Rowe 1977]. Relating
to the definition of risk by Kaplan and Garrick, risk identification is the list of answers to
the first question. The second phase, risk estimation, is the reduction of measurement
uncertainty [Rowe 1977] that comes in answering the second two questions. Risk
evaluation is the assignment of values to the probabilities and the consequences associated

with the scenarios identified in the risk identification phase.

The risk management process builds upon the risk assessment process by seeking answers
to a second set of three questions [Haimes 1991]:
- What can be done? (i.e., What options are available?)
- What are the associated trade-offs between the options in terms of costs,
benefits, and risks?

- What are the future impacts of current management decisions on future
options?

The answers to these questions facilitate risk-based decision making.

2.2 Model Management

Evaluation of complex systems and processes relies on the use of multiple analytic models.

There has been a recognized increase in the use of computer-based management science
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models to solve problems encountered in all areas of government, business, and industry
[Muhanna and Pick 1994]. The requirement for, and the availability of, a large and diverse
collection of decision models has prompted the growing body of work focusing on the

topic of model management.

The broad view of model management is "the philosophy that: 1) models are a resource
(like data) that should be managed; and 2) modeling is an ongoing activity that should be
managed, integrated, and coordinated in order to avoid wasteful, suboptimal decisions”
[Muhanna and Pick 1994]. During the last decade, research concerning model management
has been developed along such diverse paths as database theory, artificial intelligence, and

conceptual graphs.
2.2.1 Database Theory-based Model Management

The success of database management systems in overcoming the problems of data
management motivated a number of researchers to investigate the use of this technology in
addressing issues in model management. Such data-oriented approaches are found in
[Miller and Katz 1986], [Lenard 1986], [Liang 1985], and [Stohr and Tanniru 1980].
Unfortunately, these approaches are reported at the conceptual level with little consideration
given to the feasibility or practicality of actual implementation.

2.2.2 Artificial Intelligence-based Model Management

Artificial intelligence techniques for knowledge representation have also been investigated
for model representation (e.g., [Dutta and Basu 1984], [Fedorowicz and Williams 19861,
[Shaw et al. 19881, and [Dutta and Mitra 1993]). Integrating database and formal logic
approaches was proposed in [Bonczek et al. 1981]. Use of semantic nets as a vehicle for
representing knowledge about models was proposed in [Elam et al. 1980]. Other than
simple prototype systems, automated model synthesis through artificial intelligence has yet
to be implemented.

2.2.3 Graphical-based Model Management
Graphical approaches to model management utilize visual images to capture and describe

the relationship between models [Muhanna and Pick 1994], [Muhanna 1994], [Basu and

Blanning 1994]. These approaches provide a framework for model composition by
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identifying models that may be combined into an integrated model [Basu and Blanning
1994]. In addition to the visualization benefits that graphical representation offers, the
process of model integration is facilitated by identifying the connectivity of models that is
made apparent in the graphs. Interconnecting the output of one model with the input of
another, component models can be coupled together to assemble composite models.
Muhanna and Pick [1994] advocate a modular, hierarchical model management approach in
which composite models can be formed from the coupling of atomic models (those without
components). These composite models can then be used as a component coupled with

other models to form a new higher-level model.

Model management systems (MMS) that essentially employ a graphical approach have been
proposed as a component of computerized decision support systems [Applegate et al.
1986], [Blanning 1985], [Sprague and Carlson 1982]. A MMS is "a software system that
facilitates the development, storage, manipulation, control, and effective utilization of
models" [Muhanna and Pick 1994]. While prototype MMS frameworks have been
successfully developed, the inherent benefits of a graphical approach, along with ease of
application, indicate that this approach has the most promise for implementation and use in

actual model management applications.

2.3 Hierarchical Holographic Modeling (HHM).

Since its origin in 1981, the HHM has provided a general framework for addressing the
modeling of complicated, multiple objective problems of large scale and scope [Haimes
1981]. HHM's multivisionary approach to problem definition and risk identification has
been widely, although often indirectly, accepted. Throughout his book Metasystems
Methodology, Hall [1989] uses HHM to recount the history of systems methodology, and
to distinguish the varied applied systems methodologies from each other. He states [Hall
1989]:

History becomes one model needed to give a rounded view

of our subject within the philosophy of hierarchical

holographic modeling, defined as using a family of models

at several levels to seek understanding of diverse aspects of a
subject and thus comprehend the whole.

Fundamentally, HHM is grounded on the premise that complex systems and processes,

such as software acquisition, should be studied and modeled by more than one single
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model, vision, or perspective. HHM possesses a dual nature as 1) an holistic, investigative
paradigm, and 2) a mathematically-sound, hierarchical, multiple objective decision-making
methodology. The HHM approach identifies and coordinates multiple, complementary
decompositions of a complex system. A decomposition is a hierarchy of systems;
components, subcomponents, and sub-subcomponents to provide structure to the risk

analysis process.

The formal, methodological development of HHM builds on the hierarchical overlapping
coordination (HOC) methodology [Macko and Haimes 1978] and the hierarchical
multiobjective optimization (HMO) model [Tarvainen and Haimes 1982]. The impact of
the HHM methodology is realized in that the basic philosophy is to build a family of
hierarchical holographic submodels (HHSs) which address different aspects of the system.
With each decomposition represented as its own HHS, HHM provides a construct for
consideration of multiple objectives, multiple decision makers, linear and nonlinear causal
relationships between model elements, and the coordination between the HHSs. Figure
2.1 depicts a HHM framework with three HHSs and subsequent sub-HHS levels.

HHM
F*(F1, F2, F3)

el

HES HHS, HES
Fl*(fl 1 le’ ey f]n) F2*(f21, f22 ey fzm) F3*(f3} f31, . f3p)
£ 1y e By [} ST i fap? R
/\ /\

Figure 2.1 Coordination in an HHM framework

2.3.1 HHM as a Model Management Methodology

While not generally referred to as such, HHM can be considered a model management
methodology, related to the graphical approach of Muhanna and Pick [1994]. HHM
provides a graphical framework for understanding and analyzing the elements
(components) of a complex situation, the interrelations of these elements, data
requirements, and analytical modeling approaches. In addition, the HHM methodology
also provides a mathematical construct for higher-level decision making by resolving the
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coordinated solution at the submodel level (and even at sub-submodel and lower levels as
necessary), allowing for the possibility of overlapping and coordinated decision variables,
objectives, and program constraints -- qualities that are not part of other model management

methods.

HHM has been successfully deployed for examining large-scale technical processes and
decision problems (e.g., [Haimes et al. 1994b], [Chittister and Haimes 1993], [Haimes et
al. 1990]). While there are many complicated dimensions of the software acquisition
process, a most troubling issue for software program managers is estimating software cost,
schedule, and performance and making the difficult trade-off decisions among these
elements [Barrow et al. 1993]. We next review analytic modeling approaches for software

estimation.

2.4 Software Estimation

Software estimation is the activity of determining a software project's resource
requirements, generally in terms of a project's cost and schedule. Due to the inherent
relationship between cost and schedule, most software estimation models provide

projections of both elements.

Estimating a software project's cost and schedule is most often assessed by first answering
the question [Conte et al. 1986], "how many people will the project require (or person-
equivalent units of effort)?" Thus, the result of software estimation is often in terms of
effort, as opposed to actual cost. The effort estimate can then be converted to cost and

schedule.

Software estimation models rely on a combination of algorithmic techniques, expert
judgment, and analogy to past data. The algorithmic approach has been the most-studied
method, identifying factors that must be considered while estimating development cost and
schedule [Boehm and Papaccio 1986], [Mohanty 1981], [Boehm 1981], [Benbasat and
Vessey 1980]. Determining the relationships among the factors has been approached
through statistical models that rely on analysis of past software project data. The two most
widely-applied approaches for software estimation use different measures of system
complexity as the basis of their estimation [Barrow et al. 1993]: the thousands of lines of
code (KLOC) approach and the function point (FP) approach.
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2.4.1 KLOC-based Software Estimation

The largest class of software estimation models relies on mathematical relationships that
compute software project development effort and schedule as a function of project size.
The number of lines of code is the most commonly-used measure for software estimation.
[Blum 1992]. The reliance on KLOC as the principal estimation factor was selected early
by researchers, and is based on the observed correlation between delivered lines of code
and development effort (measured in man-months) in the data collected from hundreds of
software projects (e.g., [Boehm 1981], [Freiman and Park 1979]).

One difficulty with the KLOC-based approach has been establishing a set definition for a
"line of code.”" Discussion in the literature concerning comment lines, declaration
statements, etc. has led to a general, although not universal, agreement [Boehm 1981],
[Boehm 1986], [Jones 1986].

The relationships contained in KLOC-based models express development effort as a

function of the number of lines of code, with the most-common form

MM = a+ b(KLOC)* 2.1

where MM is the man-months of development effort required to complete the project . The
models focus on producing families of <a, b,c> values to account for project-specific

factors. Improvements on the basic model (2.1) include adjustment muitipliers that reflect
project complexity, personnel experience levels, and management control policies

(particularly resource allocation strategies).

A conversion equation is then used to translate the man-month development effort estimate

into an estimate of the project's development time, zp
tp=d(MM)e. (2.2)
The values of the parameter vector <d, e> depend on project-specific attributes and

characteristics. Note that zp is the development time -- the time requirement after the plans

and requirements phases are completed.
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The projected effort and time duration for each phase of the development life cycle is
determined by distributing the total development effort and development time according to
past observations of phase-specific effort and time requirements. This is often done on a
simple percentage basis [Boehm 1981], or by more complex models that consider
manpower staffing rates and other variables such as the trapezoidal staffing model [Londeix
1987] and the Rayleigh curve model [Norden 1966].

2.4.2 Function Point-based Software Estimation

In function point analysis, software estimation is based on the intended system's functional
characteristics rather than its predicted size [Albrecht and Gaffney 1983]. Advocates of the
approach claim that the method computes the cost of the problem to be solved rather than
the product to be delivered. The objective is to quantify the size and complexity of a
software system in terms of the functions that the system delivers to the user.

Function point counts are arrived at by considering a linear combination of five basic
software component estimates: inputs, outputs, inquiries, files, and external interfaces.
Each component is evaluated at three complexity levels: low, average, and high. An
adjustment factor that considers numerous aspects of a software project's processing and
development complexity is then employed to modify the base function point count.

Models that use function points for software estimation have generally been approached
through regression methods that relate FP to development effort, or FP to development
time [Albrecht and Gaffney 1983], [Kemerer 1987], and [Matson et al. 1994]. A
limitation to its usefulness, function point analysis is designed to measure business-type
applications; it is not appropriate for technical or complex applications that deal with
complex algorithms.

Currently, most users of the FP technique employ the method as a way of improving their
KLOC estimate within a traditional cost estimation model [Austin and Paulish 1993].
Studies have produced FP-to-KLOC conversion multipliers for several software languages
and development environments [Albrecht and Gaffney 1983] [Jones 1986]. Thus, function
points normally are employed as an improved method of predicting the size of the delivered

product, which is then used to predict effort and schedule.
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2.4.3 Software Estimation Models

The two system complexity measures, KLOC and FP, have been employed in a wide range

of models. A taxonomy of software estimation approaches is shown in Figure 2.2.

Software Estimation Models

Static Dynamic

l I :
Emp{rical Linear Non-Linear Theoretical ~ Non-Linear

Nelson (1966) Waltson-Felix (1977) Abdel-Hamid (1984) Putnam (1978)
Boehm (1981)

Figure 2.2 A Taxonomy of Software Estimation Models

Studies have shown no single method to be better than all others from all aspects [Bell
1995] (see also [Conte et al. 1986], [Ferens, 1984], and [Kemerer 1987]). The selection
of an appropriate estimation model is, therefore, dependent on the attributes of the
particular software project, the development environment, software estimation experience,
and the availability and type of estimation data (expert and otherwise) [Navlakha 1990].

The majority of software estimation models are of the static class, with very little work
having been done in developing dynamical models. Early attempts projected linear
relations between software effort and system size [Nelson 1966]. Later models explored
more-realistic non-linear relationships. A number of non-linear static models have been
proposed, of which one of the first was by Waltson and Felix [1977]. For surveys of
linear and non-linear software estimation models, see [Barrow 1993], [Londeix 1987],
[Conte et al. 1986], [Boehm 1981], and [Herd 1977]. The most widely known and widely
used software estimation model is the COnstructive COst MOdel (COCOMO) developed by
Boehm [1981]. Numerous variations of the COCOMO have been developed, with recent
updates including consideration of Ada projects [Boehm and Royce 1987], the use of
commercial off-the-shelf (COTS) packages, software reuse, and other modern software

development process issues [Boehm et al. 1995].
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Of the multitude of software estimation models besides COCOMO and its derivatives, a
few have gained at least a degree of wide-spread acceptance, including: Price-S [Freiman
and Park 1979], SEER-SEM [Galorath 1989], REVIC [Kyle 1991], Checkpoint [Barrow
et al. 1993], and SLIM [Putnam 1978]. Of these, SLIM is the only one that could be
considered a dynamic model. [Note: The Abdel-Hamid [1984] dynamic model, referred to
as a holistic representation model [Bell 1995], is a conceptual model that attempts to
describe the multitude of dynamic relations in software development with graphical node
and arc relations.] Some of these models are KLOC or FP-based, while others rely on
different metrics. Unlike COCOMO, whose methodology has been widely published,
most of these other models are proprietary and their methodologies not released to the

public.

2.4.3.1 COCOMO. While this section provides only a brief review of COCOMO, a
detailed tutorial of COCOMO is given in Appendix A. Originally developed in the early
1980s [Boehm 1981], COCOMO is widely recognized within the software community as
the predominant software estimation methodology. COCOMO is a public model, in that its
methodology, assumptions, projects database, and updates have been widely published
(e.g., [Boehm 1981], [Boehm and Royce 1989], [Boehm 1995]). COCOMO consists of
three models of increasing complexity: Basic COCOMO, Intermediate COCOMO, and
Detailed COCOMO. The primary distinction among the models is the detail and number of

model parameters.

Of the three models, the Intermediate COCOMO model has been the most widely
implemented and, therefore, the most widely implemented of all software estimation
models. The Intermediate COCOMO uses development effort equations to estimate the
total man-months (MM) of development effort required to complete a project:

MM = (EAF)[a(KLOC)?] (2.3)

where the parameter vector <a,b> takes on differing values according to the development
mode of the project, and the effort adjustment factor (EAF) indicates the effect of 15 "cost
driver" attributes. The value MM that is produced from the effort equation is used in the
schedule equation to estimate development time p (in months)

tp =c(MM) (2.4)

where the parameter vector <c,d> takes on differing values according to the development
mode of the project.
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Recent extensions of the original COCOMO include a version tailored for Ada language
projects [Boehm and Royce 1987], [Boehm and Royce 1989]. Development of a
COCOMO model that includes consideration of software reuse and re-engineering,
commercial off-the-shelf (COTS) packages, object orientation, non-sequential process
models, and rapid development processes is in the design stage [Boehm et al. 1995].

In accuracy tests using actual KLOC and effort multiplier data, the reported accuracy of the
COCOMO models is reported to be (at best) within 20% of the actual results 68% of the
time [Barrow et al. 1993]. These reported accuracy levels define the upper limit of
accuracy for software cost estimation, as these have been evaluated using actual, ex-post
data. The COCOMO models are often used as the benchmark for testing other estimation
methodologies [Kemerer 1987] and serve as the standard for the software community.

2.4.3.2 The Price-S Model. The Price-S model was developed by GE Price systems
primarily for aerospace applications [Freiman and Park 1979] [Wolverton 1980]. A
proprietary model, the exact form of the model's equations is not readily available. A
general description of the model's methodology, however, is found in [Price 1988]. The
major input to Price-S is KLOC; other inputs include software functions, operating
environment, complexity factors, and productivity factors. As the model is intended for a
specific software domain, its use for business and other non-aerospace applications is

questionable.

2.4.3.3 SEER-SEM. The System Evaluation and Estimation of Resources - Software
Estimation Model (SEER-SEM) provides software estimation through knowledge bases
developed from completed projects [Galorath 1989]. While the actual algorithms of the
model are proprietary, SEER-SEM permits either KLOC or FP sizing input, and has been
updated to handle software reuse and COTS development projects [McRitchie 1995].
SEER-SEM is applicable to all types of software projects and considers all phases of
software development [Stutzke 1995].

2.4.3.4 REVIC. The Revised Enhanced Version of Intermediate COCOMO (REVIC)
was developed by Hughes Aerospace using a database of DoD aerospace software projects
[Kyle 1991]. Although REVIC is a COCOMO derivative, it uses different coefficients in
the effort equations and uses a different methodology for distributing effort and schedule to
each phase of product development.
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REVIC also applies a measure of standard deviation to each estimate as a means of risk
assessment. REVIC provides a single-weighted "average" distribution for effort and
schedule along with the option for the user to vary the percentages in the development

phases.

2.4.3.5 Checkpoint. The Checkpoint model is a knowledge-based software estimation
model with algorithms derived from measurements of more than 4200 software projects
[Barrow et al. 1993]. The model is based on the work of Jones [1986] and incorporates
proprietary algorithms. Checkpoint was one of the first models to incorporate function
points as a measure of size to estimate project complexity. Other model inputs include
project type and class, experience level, development method and environment. The model
is intended to be applicable to all types of programs and all phases of the software
development life cycle.

2.4.3.6 SLIM. While COCOMO and related models may be considered a micro-
modeling approach (evidenced through reliance on detailed modeling parameters and an
extensive projects data base), the Software Life Cycle Model (SLIM) cou