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ABSTRACT

This paper discusses the principles of command and control information systems
from the point of view of the timely, cost effective supply of information to the
commander. Itis based on the premise that if the commander requires information to
make a decision and the information exists within the ADF, or within allied defence
organisations, then the information should be provided to the commander. It is for
the commander to define the information needed to dispel the “fog of war”.

It gives a definition for interoperability in this context and describes a model for
information systems interoperability. It goes on to discuss the concept of a common
operating environment in terms of what it is, why is it needed, what it looks like and
how it may be implemented.
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A proposed model of
interoperability and a common operating environment for
C3I information systems

Executive Summary

This paper discusses the principles of command and control information systems from
the point of view of the timely, cost effective supply of information to the commander.
It is based on the premise that if the commander requires information to make a
decision and the information exists within the ADF, or within allied defence
organisations, then the information should be provided to the commander. It is for the
commander to define the information needed to dispel the “fog of war”.

In this context interoperability is considered to exist
when two organisations can freely interchange
information in a form that is immediately useable.
The paper proposes a five layer model for
information systems interoperability.

Policy
Procedures
Information management
Information technology
Connectivity

It goes on to discuss the concept of a common operating environment (COE) in terms
of what it is, why is it needed, what it looks like and how it may be implemented. In
summary, a common operating environment is more than just interoperability. An
ideal COE, wherever it was used, would provide the same “look and feel” to the user,
it would have the same semantics for data, the same availability of data and the same
generic applications. Some of these attributes will be modified by security and need to
know; others will be modified by environment - the warrior in a foxhole will not have
the same range of facilities as the Assistant Chief, Operations(ACOPS) in the ADF
Command Centre.

The COE can be pictured in three layers of increasing user specificity:

Architecture - This defines the overall shape, interfaces and connectivity.

Core systems - Applications, databases, etc. that are available to everyone.
Special systems - Applications, databases, etc. that have specialised and limited
interest. Typically these will be such things as air tasking, sonar signature
interpretation or artillery calculations.

An ADF wide C2 information systems COE is seen as a sensible approach to
maximising the ADF’s operational efficiency and minimising the growing cost of
information technology. The downside is that it will require a strong policy statement
to ensure compliance, a change in organisational structure, control of expenditure and
the establishing of a central authority charged with the constant redefinition of the
COE following the monitoring of user requirements and technology. A common
operating environment must constantly evolve or die.
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1. Introduction

A command and control system is one example of a common business unit, i.e. an organisation
that depends on information for its effective operation. In the beginning the only support a
commander had was the information fed to him by his physical senses plus intuition honed by
experience. Then shouted orders were supplemented by runners to take orders and bring back
information; these runners became more sophisticated, they rode horses and motorcycles and used
radio all of which increased the immediacy. More recently the transmission of information has
gained speed and capacity by the use of computers and high speed telecommunications. The
essential component remains the same - information.

The difference between the ancient commander and today’s commander lies in the scale and
speed of hostilities. Because of the high speed of today’s hostilities commanders need information
faster and they need considerably more information to make an informed decision. This
information rarely originates from within the headquarters and needs to be drawn from superior
and subordinate headquarters and facilities. In the ideal case any required information should be
available instantly and the mechanism of obtaining this information from the distant source
should be transparent to the commander. In this ideal case all headquarters and facilities must
interoperate as one.

This paper discusses the principles of command and control information systems from the point of
view of the timely, cost effective supply of information to the commander. It is based on the
premise that if the commander requires information to make a decision and the information exists
within the ADF, or within allied defence organisations, then the information should be provided
to the commander. It is for the commander to define the information needed to dispel the “fog of

Y4

2. Interoperability

Interoperability exists when two organisations can freely interchange information in a form that is
immediately useable.

Two organisations may be regarded as interoperable when they can exchange information and
information based services in a timely fashion. For one organisation to exchange information with
another it is not necessary that they be identical, merely that they both adopt the same mechanism
for interoperating. This may be as simple as agreeing to use the telephone to exchange
information but even in this simple example there are preconditions - telephone numbers need to
be exchanged, times when the recipient will be within earshot of the telephone and the language
to be spoken have to be arranged or assumed.

Thus interoperability only occurs when certain conditions are fulfilled, these conditions may be
mandated or assumed. Interoperability is not an all encompassing entity but an attribute of two
systems that is interpreted in a particular context. In the case of modern command support
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systems reliant on telecommunications and computers these contexts may be grouped into a five
layer model.

Headquarters A Headquarters B
Policy Policy
Procedures Procedures
Information management Information management
Information technology Information technology
Connectivity Connectivity

These layers are arranged in order of technical content but it must not be thought that any of the
layers can be removed. In some cases a particular layer may play a small part because the
interoperating systems are initially similar but these assumptions must still be spelled out if
interoperability is not to be inadvertently lost in the future.

The meaning of the model.
Policy.

The policy layer describes the objectives of interoperability, the assumptions that are to be made
and the mandated management decisions. Doctrinal changes may need to be made to take
advantage of the flatter structure possible by adopting an ADF C3I common operating
environment. It may be considered that the benefit to the ADF of universal interoperability is
greater than the optimal efficiency of individual headquarters and facilities. Therefore, as a
minimum, there must be a policy supported from the highest level that individual organisations
must be designed for optimal overall interoperability even if this means that these individual
organisations operate at what they perceive as less than optimal efficiency. This policy emanating
from the top will need to be rigorously applied and policed as individual organisations will often
see their own efficiency as more important than the ADF as a whole.

Without weakening this policy it must be recognised that the interoperability required between
any two organisations in the ADF will vary depending on their function and the constraints of the
technology that connects them. Complete interoperability between every organisation in the ADF
is neither possible nor necessary. To illustrate this point, contrast the required and possible
interaction between a strategic and an operational headquarters connected with wideband, fibre
optic bearers and the required and possible interaction between a unit in the field and battalion
headquarters connected with HF radio.
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Procedures.

The procedures layer describes the standard operating procedures that are to be used to set up and
maintain communication between organisations. Detailed procedures and the organisational
structure to support procedures are more important than might at first be imagined. For example,
during the five nation, combined JWID exercise, held in September 1995, Australia’s ability to
maintain a Common Operating Picture with the USA was hampered by the lack of procedure.
Australia was interpreting OTHR Gold track messages defining the position of ships, planes, etc.
using standard software however it became apparent at the start of the exercise that the USA had
changed to a later, incompatible version but no one had thought to tell the Australians. There was
no procedure for it.

Information management.

If data is to be used and understood ADF-wide the syntax and semantics of data will need to be
defined in an ADF-wide data dictionary. The responsibility for maintaining accurate data will
need to be assigned to either the generators of the data or, where that is not possible, the
organisation for whom the data has the greatest importance. This responsibility for maintaining
the data will not necessarily include the authority to grant or deny access to the data; this
authority may be assigned to another organisation, ACOPS for example.

There are two major mechanisms for moving information between distributed, computerised ADF
organisations. These are messaging and remote procedure calls. The former includes
unstructured messages such as email and structured messages such as ADFORMS. The latter
permits a multi-layer client server model giving applications portability, survivability and location
transparency. Application level interoperability layered on top of these mechanisms is more
expensive because it is achieved either by a translation mechanism or by formal, environment
wide standards.

Information technology.

Information technology is the mechanism by which the information is viewed, stored and
manipulated, the hardware and the software. Interoperability between different vendor’s
platforms and operating systems can be achieved by choosing appropriate middleware. It is not
necessary to mandate a single configuration. In fact it is counter productive to mandate a single
configuration because technology and, indeed, each commander’s requirements are in a constant
state of flux and locking in to one vendor can not provide a final solution.

Connectivity

Connectivity refers to the ability to create a link between systems. Telecommunications provides
machine to machine connectivity but while this is a necessary condition for interoperability it is
not sufficient; the upper layers of the interoperability model are also needed for true
interoperability. The degree of connectivity will affect how well two systems can be made
interoperable. Wide bandwidth fibre connections and HF radio both provide connectivity but
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their initial capacity and the potential degradation of links need to be considered when deciding
on the degree of interoperability.

3. A common operating environment

What is a common operating environment?
A common operating environment is a context where certain conditions have been mandated or

assumed such that the required exchange of information is achieved. The five layer
interoperability model may be used when defining the conditions. As a minimum, these
conditions need to govern only the mechanisms for the exchange of information.

Put another way, a common operating environment provides an integrated set of information
where all concerned can access whatever information they require and simultaneously know that
the information is the same right across the organisation. The information can be tailored by the
user to show only what they need to see; the big picture or the detail, secure in the knowledge that
the underlying data has the same level of currency and integrity.

Why have a common operating environment?

Any nation that might oppose us will have access to similar weapons. Thus our command and
control decision cycle must be shorter than that of our enemy so that we can use our weapons
more effectively. A common operating environment is one part of that greater effectiveness. If it is
such a sensible idea it might be asked why it has not been implemented before now. The answer
is that the technology is only now at a point where the required level of functionality, security and
connectivity is available at an acceptable cost.

The military world is characterised by a hierarchy of independent decision making. An action is
repeatedly split and delegated and the process is locally optimised at each level. Initiative and
independence are prized. The impact of technology has simply changed the level of
communication across the hierarchy; additionally the multiplicity of complex equipment used by
the modern warrior demands a multi-skilled individual. When taken together these conditions
shift the emphasis to a greater availablity of information and an interchangeability of skills across
and up and down the hierarchy so that information and people can be easily moved around to
give the ADF a greater effectiveness. Systems originally developed in isolation for a local need are
incompatible with this notion. It is therefore necessary to, as a minimum, harmonise those
concepts in the five layer interoperability model which have in the past been implemented in
multifarious ways through out the ADF.

It is believed that a common operating environment will provide a cost-effective and flexible
capability which appears as an integrated, corporate whole, while in fact being a federation of
organisations each carrying out its own tasks. It will provide direct access to information and a
similarity of user interface so that multi-skilling is reduced and staff may carry out their assigned
tasks efficiently, effectively and independently of location.
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What does a common operating environment look like?

A common operating environment is more than just interoperability. An ideal common operating
environment, where ever it was used, would provide the same “look and feel” to the user, it
would have the same semantics for data, the same availability of data and the same applications.
To clarify an important point, the word application here means generic application not a specific
package. It means, for example, wordprocessing, it does not mean Word 6 or Applixware. Some
of these attributes will be modified by security and need to know; others will be modified by
environment - the warrior in a foxhole will not have the same range of facilities as ACOPS in the

ADFCC.
The common operating environment can be pictured in three layers of increasing user specificity:
Architecture - This defines the overall shape, interfaces and connectivity of the environment.

Core systems - These are applications, databases, etc. that are available to everyone (subject to
security).

Special systems - These are applications, databases, etc. that have specialised and limited interest.
Typically these will be such things as air tasking, sonar signature interpretation or artillery
calculations.

How do we implement a common operating environment?

A common operating environment does not need to mandate hardware or software, it can achieve
interoperability by defining interfaces between systems. Once information flows are defined,
current and expected mechanisms can be examined. Standards must be employed but whether
these are anticipatory and de jure or de facto needs serious consideration. The lack of success of
GOSIP against TCP/IP is an object lesson. However, operational and training considerations
dictate a common user “look and feel” so that staff may be moved from organisation to
organisation without the need for retraining. Financial considerations may also need to be taken
into account when assessing bulk purchases, maintenance and software administration; but given
the constant state of flux in C3I systems purchasing decisions must be taken in a short term,
evolutionary manner.

The key to a workable common operating environment is flexibility. The central authority who
mandates the environment should continually monitor the commercial world for new
developments, evaluate them and, where they are seen as a step forward, incorporate them into
the environment as quickly as possible. Some innovations, such as the Internet and the World
Wide Web, appear and grow rapidly. These innovations have the potential to undermine a
common operating environment if they are left unconsidered. The key is to have a policy but the
policy must be flexible.
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4. Conclusion

An ADF wide C2 information systems common operating environment is seen as a sensible
approach to maximising the ADF’s operational efficiency and minimising the growing cost of
information technology. The downside is that it will require a strong policy statement to ensure
compliance, a change in organisational structure, control of expenditure and the establishing of a
central authority charged with its constant redefinition following the monitoring of user
requirements and technology. A common operating environment must constantly evolve or die.
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