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Chapter 1

Introduction

The origins of fault-tolerant computing, for electronic computers, is credited to von
Neumann [1]. In 1837, Charles Babbage wrote [2] that a complicated formula could
be algebraically arranged in several ways such that, if the same values are assigned to
the variables and the results agree, then the accuracy of the computation is secure.
Babbage, of course, was referring to the work of clerical staff — the “computers” of
his time. Even with its long history, fault-tolerant computing is undergoing continuing
development today as advances in digital computer technology result in applications

that call for high reliability.

The reliability of a system as a function of time, R(t), is the conditional probability
that the system has survived the interval [0,¢], given that the system was operational
at time t = 0 [3]. In other words, the reliability is the probability that the sytem
will provide correct output throughout a complete interval of time. A fault-tolerant
syﬁtem is reliable even after the occurrence of some number of failures. Failures that

1




are present from the time of manufacture of initial assembly are often called defects.
Faults are logical models (or abstractions) of the actual defects and failures that occur.

Phenomenological causes of faults are physical and man-made. Hardware faults
are pixysical faults in the equipment that can be tolerated by introducing redundancy
into the design. Replicating processors yields a straightforward and effective solution.
Clearly, it is desirable to minimize the amount of resources dedicated to fault tolerance-
related activities because this increases the resources available for more “productive”
computing. This can be done through selectivity. Selectivity of fault tolerance should
be in two forms: first, a choice as to whether to have any fault tolerance; second, if fault
tolerance is required, then to use the resources judiciously.

In this dissertation, we first present an evolutionary look at some important tech-
niques used in the design and implementation of fault-tolerant computing systems, pay-
ing partiéula,r attention to those systems that advocate selective fault tolerance. Then
we propose an FPGA-base architecture that supports selective fault tolerance. In addi-
tion, we use the same basic mechanisms that we have added to support selective fault

tolerance to also implement efficient multiprocessing.

1.1 Problem Formulation

Hardware fault-tolerant digital systems are currently designed with redundant comput-
ing modules so that a failure of a module does not mean failure of the system. Tradeoffs

are made regarding the way the fault tolerance is implemented. Figure 1.1 identifies the

main tradeoffs that designers consider.




Benefits Costs
Software Flexible Slow
Implementations
Hardware Fast Inflexible
Implementations

Figure 1.1: Fault Tolerance Implementation Tradeofts

Software implementations allow the redundant resources to be used most efficiently,
but considerable overhead is incurred in providing the fault tolerance. Hardware im-
plementations offer the fastest solution, but their inflexibility in how the redundant
resources are used is wasteful when applications do not need all the available modules
to meet their reliability requirements.

Using traditional technology, designers of hardware fault-tolerant digital systems
must deal with this dichotomy between hardware and software implementations in cre-
ating the system’s fault-tolerant capability. Our goal gherefore, is to obtain a solution
to the problem of fault tolerance that offers the benefits of hardware and software imple-

mentations, while mitigating the costs of both.

1.1.1 Historical Perspective

Fault-tolerant digital systems strive to continue operation in the presence of faults. To
tolerate hardware faults, additional hardware is introduced. If a copy of the redundant
hardware fails due to a fault, then the fault-free copies can perform the operation. Ad-
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ditional logic is necessary to receive and resolve the outputs of the redundant copies
to produce a single, fault-free output. How much redundancy is needed depends on
the probability that a fault will occur, and on the system reliability or availability re-
‘quirements. The most straightforward response is to introduce sufficient fault tolerance
to handle the worst-case scenario for the system. However, during a system’s mission
the worst case may seldom occur, so the additional hardware for fault tolerance often
does not serve a useful purpose. Researchers have recognized this, and, as a result,
systems have been designed that switch between fault-tolerant mode and a mode where
the otherwise redundant hardware is used for other functions. For example, the C.vmp
(Voted MultiProcessor - circa 1975) [4] can switch between fault-tolerant mode and
non-fault-tolerant mode. When in fault-tolerant mode the majority output from the
redundant modules is computed by a hardware voter. Havihg only the two modes of
operation, fault-tolerant and non-fault-tolerant, was not enough fqr all cases. During
some missions, instead of using the full complement of redundant hardware, the relia-

bility requirements could be met with a lesser amount of fault tolerance.

The need for finer granularity in choosing the requisite amount of redundancy led
to the design of systems where hardware resources could be divided among concurrent
tasks such that the redundancy would be judiciously allocated for a desired level of fault
tolerance. In order to support this granularity it was necessary to have an easily mod-
ifiable voting operation that could be performed on some collection of the computing
modules. Because of the flexibility required, this function has almost always been im-
plemented in software. The SIFT (Software Implemented Fault Tolerance) Program [5]
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(circa 1975) was the first attempt at supporting fine-grained flexibility in fault-tolerant
operation. This program also served as the seedbed for solutions to important prob-
lems in fault-tolerant distributed systems such as the Lamport’s “Byzantine Generals
Problem” [6]. In SIFT, the use of software-based voting permitted novel approaches for
the tolerance of software errors (i.e., design errors). Software-based voting, however,

produced a significant negative impact on performance.

A central theme of computer organization is that hardware and software are logi-
cally equiva,lent,band that the design decision to put certain functions in hardware and
others in software is made on the basis of such factors as cost, speed, and expected
frequency of design changes [7]. Reconfigurable devices such as Field-Programmable
Gate Arrays (FPGAs) have altered this balance between hardware and software trade-
offs. These devices, which represent a revolution in custom digital logic design, consist
of programmable logic cells and interconnections. FPGAs are becoming larger with
even greater numbers of signal I/O pins. Recently, IBM announced é high I/0 FPGA
(448 signal 1/O pins in a 624-pin Ball-Grid Array) using the Atmel FPGA architecture.
Traditionally, only the most frequently-used operations had the cost justification for
performing them in hardware; but now a single FPGA can be frequently reprogrammed
in order to perform a variety of operations directly in hardware. The basis of this is
the general rule that for any algorithm to achieve maximum throughput it should be
implemented in hardware. FPGAs offer the opportunity to mend the split between
hardware and software solutions to fault tolerance. Gaining the speed of hardware and

the flexibility of software is now possible.




The objective of this research is to develop a capability for computer systems to
achieve selective fault tolerance. With this capability, both parallel and fault-tolerant
computing are supported. We investigate the use of FPGA technology to provide selec-
tive fault tolerance, and develop a design methodology based on this device technology.
The FPGA is a hardware alternative for supporting flexible fine-grained hardware fault
tolerance that has previously been implemented only in software. This permits signif-
ica,n’p speedup of the critical operations associated with fault-tolerant computing and

provides a configurable switch for parallel computing.

1.2 Organization

The organization of this dissertation is as follows. In Chapter 2 background on some
relevant topics and a literature survey of related work is presented. The requirements
of high-performance multiprocessing and fault tolerance are covered in Chapter 3. In
Chapter 4 we provide the architecture of the Dynamic Reconfigurability Assisting Fault
Tolerance (DRAFT) system for providing FPGA-based selective fault tolerance. How
DRAFT supports both multiprocessing and fault tolerance is presented in Chapter 5.
We show the performance gains, cost, configurability, reliability, and scalability ad-
vantages of DRAFT over comparable designs in Chapter 6. In Chapter 7 we present
implementation issues: modeling and simulating the FPGA-based system; applying dy-
namic reconfigurability; testing the FPGA by performing fault simulations on a logic
model of the FPGA; and FPGA versus microprocessor reliability analyses. Chapter 8

summarizes and concludes this dissertation. We also discuss future work to extend the



research presented in this thesis.




Chapter 2

Background and Literature

Survey

2.1 Design Considerations for Fault-Tolerant Computers

Fault-tolerance is the ability of a system to continue executing its tasks despite the
occurrence of some humber of faults. Fault-tolerance can be achieved by fault masking.
Masking (also called passive) redundancy is incorporated in the design to concurrently
correct the errors caused by the occurrence of faults, and thus prevent the propagation
of these errors to other modules. The most common example of passive redundancy is
the Triple Modular Redundant (T'M R) system. Another approach for providing fault-
tolerance is active redundancy, which uses spare components to replace faulty modules
once they are detected. A combination of these forms, called hybrid redundancy, applies
passive and active redundancy to achieve fault-tolerance. In general, the design of a

8



fault-tolerant computer involves using one or more of the following strategies [8]:

1. Fault detection. Hardware and software mechanisms are used to determine
the occurrence of a fault. Fault detection mechanisms include: concurrent fault
detection; stepwise comparison; and periodic testing to check if computers or

communication links are operating correctly.
2. Fault masking. Concurrent masking and correction of generated errors.

3. Fault containment. This prevents propagation of erroneous or damaged infor-

mation in the system after the occurrence of a fault, but before its detection.

4. Fault diagnosis. This locates and identifies the faulty module responsible for a

detected error.

5. Repair/reconfiguration. This eliminates or replaces the faulty module, or pro-

vides the means to bypass it.

6. Fault recovery. This corrects the system to a state acceptable for continued

operation.

Most of these techniques have been used to build fault-tolerant computers such as the
Tandem non-stop architecture, Stratus pair and spare architecture, VAXft 3000, Tera-
data, Sequoia, FTMP and SIFT, and AT&T Electronic Switch System ESS [9, 10]. The
eﬁeé‘t'iveness of fault-tolerance techniques can be measured by the fault recovery “cover-
age,” which is defined as the conditional probability of recovering from a fault given that
a fault has occurred [11]. It is difficult to measure this parameter because it involves

9




evaluating the probability that fault detection, fault diagnosis, repair/reconfiguration,

and recovery algorithms will operate correctly.

2.2 Fault Tolerance Methods

We now consider the implementation of hardware fault tolerance methods. In these
implemeﬁtations we focus on techniques that involve hardware redundancy; however we
also mention three other types of redundancy that apply to fault-tolerant computing.
These are types are information redundancy, time redundancy, and software redundancy
[3]-

The addition of redundant iﬁformation to data to allow fault detection, fault mask-
ing, or possibly fault tolerance involves the use of codes. The simplest code is the
parify code. ’O'ther codes include: m-of-n code; duplication codes, checksums, cyclic
codes, arithmetic codes, Berger Codes, and Hamming Error-Correcting Codes. The
applicability of a code depends upon the encoding and decoding process, whether error
detection, error correction, or both are required, and the number of bit errors that need
to be detected or corrected.

Time redundancy involves the repetition of computations so that faults may be
detected or tolerated. Examples of methods that use time redundancy are: recomputing
with shifted operands, recomputing with swapped operands, and recomputing with
duplication with comparison.

Software redundancy methods may use extra, or redundant, software to detect and
tolerate faults that occur in hardware. Tolerating faults within the software itself is
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through the use of functionally redundant, but differently designed software. These are
design faults, which will be treated as a separate concern.

Because information redundancy can require large amounts of extra hardware [3],
and time redundancy calls for significant costs in terms of throughput, we focus on hard-
ware redundancy. Also, advances in processor technology have influenced our decision.
For example, instruction retry has the attributes of time redundancy. When a tran-
sient fault is detected (through the use of time or information redundancy), execution
must be rolled back to a state previous to the instruction for which the error occurred.
Ideally, the fault detection is immediate and rollback requires that only the current in-
struction be re-executed; however, the deep pipelining and super scalar architectures of
today’s processors make this extremely difficult. As a result, using redundant processors
provides a straightforward approach to tolerating faults (including transient faults).

Primary examples of fault tolerance methods where the digital output is produced

by a hardware mechanism are found in [3], and are as follows:

N-Modular Redundancy (NMR) This represents passive hardware redundancy (see
Figure 2.1). In most cases, N is selected as an odd number so that a majority vot-
ing arrangement can be used. If fewer than a majority of modules become faulty,
then the remaining modules mask the results of the faulty modules. By comparing
the majority with each module’s output, a faulty module can be identified. When
the number of faulty modules is greater than or equal to N/2, the correct majority
cannot be determined. A common form of NMR is triple modular redundancy
(TMR). We will refer to TMR as 3MR.

11




Modulel ————\

Module2 ———=
[

)
[ ——/
Module N

Figure 2.1: N-modular Redundancy

Output

Duplication with Comparison (DWC) This is the fundamental form of active hard-
ware redundancy (see Figure 2.2). In this method, two modules operate in par-
allel and their results are compared to provide a primary error detection capa-
bility. When a miscompare occurs, the result is ignored and module self-test or
externally-applied diagnostic routines are used to identify the faulty module. Once

identified, the faulty module can be replaced.

Module Output
Compare

Module —r L'—> Agree/

Disagree

Figure 2.2: Duplication with Comparison

Standby Sparing This is a form of active hardware redundancy (see Figure 2.3). In

12




this method, one module is operational and the other modules serve as spares.
Various error detection schemes are used to determine when a module becomes
faulty, and fault location is used to determine which module is faulty. A faulty
module is removed from consideration and replaced with a spare. A switch ex-
amines the error reports from the error detection circuitry associated with each

module to decide which module’s output to use.

Module 1
L Error
e
Detection
Module 2
® N-to-1
Error > Out
L o . put
o Detection Switch
®
Module N
Error
Detection| ~ ™7

Figure 2.3: Standby Sparing

Pair-and-a-Spare This is another form of active hardware redundancy (see Figure 2.4).
In essence, this method uses standby sparing; however, two error-free modules al-
ways operate in parallel and their results are compared to provide a primary error
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detection capability. When a miscompare occurs, the error reports from the mod-

ules are used to identify the faulty module and select a replacement module.

Module 1
R Error
- - -
Detection
Output ‘
Module 2 r
® Error éV—f;o—}fll Com-
-~ =2 Switc
® Detection pare
* Al
A
Module N ‘gree/
Disagree
Error
Detection [ ]

Figure 2.4: Pair-and-a-Spare

NMR with Spares This is form of hybrid redundancy (see Figure 2.5). This method
provides a basic core of N modules arranged in a voting configuration. In addition,

spares are provided to replace failed units in the NMR core.

Self-Purging Redundancy This is another form of hybrid hardware redundancy (see
Figure 2.6). All modules actively participate in this method; any module can be
removed from the system in the event that its output disagrees with the voted
output of the system. A switch is associated with each module and the function of
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the switch is to remove its module from the system in the event that the module
fails. The voter that produces the system output and masks faults is a threshold
voter; for the self-purging system of Figure 2.7, the effective threshold of the voter
is fixed at half the number of the remaining fault-free modules. This has been

shown to be the best self-purging system possible [12].

Modul Switch \
odule
1 T~
Switch Threshold
Module
2 ® @ Voter
o L @
o o o
o
Switch
Module
N

Figure 2.6: Self-Purging System for Optimal Tolerance to Multiple Faults

Sift-Out Modular Redundancy This is another form of hybrid hardware redun-
dancy (see Figure 2.8). This method uses the N modules configured into a system
using the circuits comparator, detector, and colle¢tor. The comparator compares
each module’s output with the remaining modules’ outputs. Thus the comparator
must produce one signal for each pairwise comparison that can be performed. The
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Figure 2.7: Switch for Optimal Fault Tolerance

total number of signals produced by the comparator is (];J ). The detector produces
one signal for each module for a total of N signals. The value of a signal is 1 if
the module disagrees with a majority of the remaining modules, and it is 0 if the
module agrees with a majority of the remaining modules. The collector uses the
signals from the detector that indicate which modules are faulty and produces the

system’s output.

Another method, not listed in [3], is where a 5MR is automatically reconfigured
into a 3MR system under single or double failures [13]. Since the majority function is
symmetric, the 3MR is easily obtained from a 5MR by replacing any one input signal
by 0 and any other input signal by 1. The reconfiguration is accomplished in such a
way that when the 5SMR detects a malfunctioning module the faulty unit is suppressed
and a fault-free module is removed and effectively held in reserve. In this way, the 5MR
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Figure 2.8: Sift-Out Modular Redundancy

becomes a 3MR with a spare module. After two modules have failed, the system is still
a perfect 3MR. This method can tolerate more failures than 5MR can, and has a circuit

realization that is simpler than the other methods that employ hybrid redundancy.

A method proposed by [14], called Stepwise Negotiating Voting, uses error reports
from the modules in choosing the proper system output. As the number of non-faulty
modules decrease, this method uses a switch matix to gracefully degrade (negotiate) the
inputs to a conventional voter. A system composed of N modules can tolerate faults in

up to N — 1 of the modules.
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2.3 Switching Between Fault Tolerance and Non-Fault

Tolerance

When protection from faults is unnecessary, redundancy is a waste of resources. For
instance, during non-critical tasks the modules should be scheduled with nonredundant
(i.e., distinct) programs. Since not all tasks require fault-tolerance, it would be desirable
to run only the critical operations in a fault-tolerant mode, and run the rest of the oper-
ations in a normal mode. This would provide a significant improvement in performance
without compromising the fault-tolerance requirements. Consequently, the architecture
of the computing modules should support dynamic reconfigurability such that the pro-
cessors within a node can be configured to be used as a masking redundancy during
critical operations and as a multiprocessor system during non-critical operations. This
capability has been supported by the C.vmp (computer voted-multiprocessor) which
contains three processor-memory pairs that can operate independently as will as pro-

vide fault-tolerant operations [4].

Figure 2.9 shows the basic configuration of the C.vmp. Figure 2.10 shows the C.vmp
voter/multiplexing architecture. PA, PB, and PC are the buses for processor A, B,
and C respectively. V is the voting element. L is a latch for ensuring addres§ timing
integrity. EA, EB, and EC are the external buses A, B, and C respectively. The
voter is used to determine the modes of C.vinp operation. In fault-tolerant mode, the
transmitting portions of the three buses are routed into the voter, and the results are
routed to the receiving portions of the three buses. In non-fault-tolerant mode, buses B
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Figure 2.9: C.vmp Configuration

1

_4
PB > B
<A
R PP e O
PC > ™
I

D

AY &Y 4:7

Figure 2.10: C.vmp Voter/Multiplexing

20

EB

EA

EC




and C are routed around the voting hardware while bus A is routed to feed its signals to
all three inputs of the voting element. In this way, the C.vmp forms a loosely-coupled

maultiprocessor.

2.4 Selective Fault Tolerance

Selective fault tolerance supports a fault-tolerant mode, parallel computing mode, or
both. Under selective fault tolerance, the computing resources are apportioned so that
they are judiciously used. For instance, a task in fault-tolerant mode that does not
require the full complement of redundant hardware has assigned fo it only the neces-
sary amount of resources. By making the remaining resources available to other tasks,
concurrent task execution can be accommodated.

As shown in Section 2.2 there are several methods that receive and resolve the
outputs of the redundant tasks to produce a single, fault-frée output. We refer to this
operation, regardless of the method used, as fault decision.

Selective fault tolerance implies flexibility in the fault decision. Software takes ad-
vantage of a processor’s computational capability in yielding flexibility. In NMR, the
output majority can be determined by a software voter, and, as failures in the redun-
dant modules occur (and accumulate), the software can easily accommodate the fault
decision of fewer than N modules. By simply modifying the software, the manner of
voting can be carried out differently with respect to changes in the system. However,
a disadvantage is that the processor cannot execute instructions and process data as
rapidly as a dedicated hardware voter [3].
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In the 1970’s two fault-tolerant systems were developed that took opposite ap-
proaches to voting. The Fault-Tolerant Multiprocessor (FTMP) took a hardware ap-
proach and the Software Implemented Fault Tolerance (SIFT) System used software
voting. In FTMP [15], a set of processors and memories are connected to five redun-
dant buses through special redundant bus “guardian” circuits. Processors and memory
modules are dynamically assigned to be a member of a group of three processors and
three memories which run the same task. This is designated as a triad. The guardian
circuits in the processors vote on the three copies of the data arriving from their assigned
memories, and, conversely, the guardian units in the memories vote on the data from
their processors. The occurrence of a failure can be sensed by a different triad, and the
affected triad can be reconfigured by assigning a new processor, memory, or bus to the
triad that experienced the failure. The computers in SIFT [16] are totally connected.
To perform a vote, the processors send their results to the other processors where a
software voting procedure is invoked to mask faults. As noted in [17], an advantage of
FTMP over SIFT is that the voting is done in hardware whereas SIFT spends a signifi-
cant percentage of time running the software voting program. However, as also noted in
[17], although FTMP may have been more practical than SIFT, the software approach
made the more significant research contribution due, in part, to software voting allow-
ing tasks to run in fault-tolerant and non-fault-tolerant mode. In retrospect, the SIFT
designers (who sought to emphasize software implementat‘ions of the system functions),
cited the overhead for software voting as putting a heavy damper on performance, and

stated that the use of a hardware voter would have been “...a profitable retreat from
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purity of concept” [5].-

Two multiprocessors designed in the early 1980’s targeted selective fault tolerance
[18] [19]. In [18], the term taskspecific redundancy is used to capture the notion of
selective fault tolerance. Depending on the application, very different reliability re-
quirements can be met by this fault-tolerant computer system. These requirements
define the fault tolerance methods that the system provides and their implementation |
strategies. The two fault tolerance methods provided are 3MR and duplication with
comparison. When no fault tolerance is necessary, the task requires no redundancy.
Each task is individually equipped with the suitable degree of fault tolerance and there-
fore tasks with different redundancies are mixed within one system. Since these tasks
may be implemented in the system in any combination a high degree of flexibility for the
voting and comparing process is required, and, as noted in [18], only a software based
voting mechanism seems possible. The ATTEMPTO system [19] implements taskspe-
cific fault tolerance. The system enables the user to choose an appropriate balance of
trade-offs in terms of throughput and fault tolerance based on the user’s application.
The user can direct that part of the system resources be spent on reliability purposes
with a resultant reduction of system throughput. When the resources are used ex-
clusively for maximizing system performance, then reliability is sacrificed. Since the
system is built from conventional computer components, its fault-tolerance mechanisms

required software implementations.

In the late 1980’s the Multicomputer Architecture for Fault Tolerance (MAFT) was
proposed as a distributed system that relies on modular redundancy and distributed
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agreement algorithms to mask the effects of corrupted messages [20]. The modules are
connected using a fully connected broadcast network. Each data message is tagged
with a data identification descriptor (DID) that uniquely labels the data contained in
the message. The voter in each module does not wait for the arrival of all expected
copies of a DID. Rather, it performs a vote using the new copy and any previously
received copies. If one copy of the task generating the data value should fail such that
it ceases producing messages, the voted value of the remaining is still available. The
amount of redundancy assigned to a task is variable; MAFT therefore supports selective
fault tolerance. When changes in the system operating set occur due to module failures,
the process of task reconfiguration redistributes the application workload. Additional
flexibility is designed into the voter to allow diversity in the modules’ software and
hardware. Design diversity is used to tolerate design faults. The flexibility of the
MAFT is achieved largely because the algorithms for fault tolerance are implemented

in software.

The design of fault-tolerant distributed systems has been discussed at length in [21].
In [21], a computing service specifies a collection of operations that can be carried out
only by a server for that service. A hierarchy exists in the architecture of the computer
system where servers implement their service, in turn, through services implemented
by other servers. What is a server at a one level of system abstraction can be a user
of the service at another level of abstraction. Failure semantics is a term used for
characterizing behaviors in the presence of failures. Weak failure semantics imply
that there are more ways for a server to fail, and strong failure semantics means that
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fewer failure semantics can be experienced with a server. Tradeoffs must be made when

deciding on a server’s failure semantics:

...a key issue in designing multilayered fault-tolerant systems is how to
balance the amounts of failure detection, recovery, and masking redundancy
used at the various levels of a system in order to obtain the best possible

overall cost /performance/dependability results.

[21]

Investing resources at a lower level of abstraction to ensure that lower-level servers
have a strong failure semantics can contribute to cost savings and speed improvements
at higher levels of abstraction. Conversely, deciding to use too much redundancy at
the lower levels of system abstraction might be wasteful from cost/effectiveness point of
view, since such low-level redundancy can duplicate the redundancy that higher levels
of abstraction must use to satisfy their own dependability requirements.

To achieve an appropriate balance at the low levels of system abstraction, there
must be freedom to choose how much redundancy to employ. Selective fault tolerance
provides this necessary freedom; however, we have discussed that, in today’s state-
of-the-art, software implements the fault decision. In this dissertation, FPGA-based
selective fault tolerance offers the required flexibility of the state-of-the-art, but with

the significant performance gains of a hardware-based approach.
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Chapter 3

Requirements for High
Performance Multiprocessing

and Fault Tolerance

In this chapter we discuss the requirements for high-performance multiprocessing and
fault tolerance. The design must allow a variable number of processors per application,
and for fault tolerance both passive and active hardware redundancy must be allowed.
As noted in Section 2.2, NMR represents passive redundancy, and duplication with
comparison (DWC) is a fundamental form of active redundancy. It must be possible
to apply these fault tolerance methods to any combination of the computing modules:
passive redundancy among any n (n < N) modules, or active redundancy between
any two modules. The apportionment (by the system) of passive redundancy to any n
modules means direct afrailability of hybrid redundancy.
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Multiprocessing is required. In this case, the modules that are not dedicated to
providing fault tolerance can be used to provide concurrent execution of non-redundant

computations. Parts of a single application can therefore be carried out in parallel.

Because provisions for both fault tolerance and multiprocessing are required, we are

specifying selective fault tolerance capability.

3.1 Multiprocessing Support

An application may be composed of several tasks. One approach to represent applica-
tions is by graphs where nodes represent computational tasks, and arcs represent de-
pendency constraints and/or communication flow between the tasks. Figure 3.1 shows
a diagram of an application with five tasks. For multiprocessing, there are two main
parallel processing programming paradigms: functional parallel and data parallel. Fig-
ure 3.2 shows the graph of an application programmed according to the functional
parallel model, and Figure 3.3 shows the graph of an application that conforms to the
data parallel model. From these application graphs, tasks are assigned to individual
processors. The applications are compiled using the processor identifiers shown in the
application graphs; however, these are virtualids and, as will be discussed later, must be
mapped to physical processors at runtime. For either parallel programming model, we
say that the tasks that comprise the multiprocessing application are in the MP mode.
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Figure 3.1: A Diagram of an Application with Five Tasks
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Figure 3.2: Functional Parallel Model
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Figure 3.3: Data Parallel Model
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3.2 Fault Tolerance Support

Fault-tolerant applications require multiple processors to execute the same task. The
number of processors depends on the number of faults to be tolerated. The type of
redundancy (active or passive) used depends on whether the effects of the faults must
be masked or not. A fault-tolerant application and its associated tasks are said to be in
the FT mode. Figure 3.4 shows a graph of an application that must mask the effect of a
faulty processor, so three processors are used in a 3MR fashion to form a fault-tolerant
computer. In this graph, each of the five tasks are assigned to the three redundant
processors, and the final output of the application is the result of a majority vote. The
transition to an application with combined FT and MP requirements is easily achieved

by replicating the processors that form a multiprocessor.

Fault-Tolerant
Processor

Figure 3.4: Fault-Tolerant Application
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3.2.1 Tolerating Software Faults

In addition to the well-established fault tolerance techniques for coping with the oc-
currence and effects of anticipated hardware component failures, it may be necessary
for an application to also be able to tblerate its own design faults. While not consid-
ered a major problem in hardware, design faults are a major concern in software [22].
Software is a critical component of all electronic computing systems. Indeed, the major
portion of a system’s complexity is to be found in the software. Two main techniques
have been proposed for tolerating software faults: the Recovery Block (RB ) scheme [23]
and N Version Programming (N VP) [24]. In general, these schemes employ multiple
versions, or variants, of the software in an attempt to guarantee that at least one ver-
sion will pass the correctness checks that are performed while the software executes.
The checks include voting on results that may not exactly agree, but are nonetheless
correct, and determining the reasonableness of a variant’s results. In a study by Laprie
et al. [25], RB and NVP were both recommended for meeting the requirements of
a combined hardware-software fault-tolerant architecture where the checks that detect
software faults are deemed sufficient to detect hardware faults as well. However, quan-
tified estimates of the improvement in system reliability to be expected from using RB
or NVP are lacking. As a result, these techniques are not widely accepted (as discussed
by Lee and Anderson [22]). NMR and duplication-with-comparison together remain
the cornerstone of hardware fault tolerance.

An architecture for high-performance fault-tolerant computing must provide the

hardware capacity to rapidly and selectively vote or compare processor outputs. Al-
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though current usage of software fault tolerance is limited to only a few systems, its
potential as a source of additional system dependability has been demonstrated [28], so
our proposed architecture must support it. The architectural capacity that enhances

hardware fault tolerance has to also be extensible to software fault tolerance.

Already, software solutions to hardware fault tolerance been found to severely curtail
performance [26] [27]. Techniques for tolerating hardware faults are well-established,
yet their software implementations have recognized and serious shortcomings. Software
fault tolerance requires that checks be performed, and these checks are far more complex
than simple output comparison or majority voting. It is therefore inevitable that, to
tolerate software faults effectively, the required checking operations must be carried out

in hardware.

3.2.2 Process Recovery for Resource Preservation

Not all hardware faults are permanent; one study found that from 60 to 80 percent of
hardware faults were temporary [29]. A transient fault is a fault that is present in a
system for only a limited period of time. A fault that is transient should not be treated
as a permanent fault: the occurrence of a permanent fault means the module in which
is occurred must be replaced, but a transient fault spontaneously disappears and the
module is once again usable. Restoration of the system is accomplished by replacing
thé current erroneous state with a good state it occupied before the fault occurred.
Checkpointing is a process where periodic “snapshots” of the system’s state are taken so
that, if a subsequent fault is transient, then the state prior to the fault can be recovered.
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The architecture therefore must include support for detecting errors in intermediate
results to allow recovery from transient faults. To adequately checkpoint a process, in
principle a copy must be made of main storage as well as any secondary storage accessible
to the process [22]. Potentially, the amount of data involved is enormous, and to ensure
the integrity of the checkpoint all these data must be examined for latent errors. Thus,
checking of the checkpoint data is required, and the only conceivable way this can be

performed efficiently is through a high-speed physical architectural mechanism.

3.3 Operation Methodology

Applications are assumed to arrive from a host that requests application service. As
mentioned earlier, there must be two operational modes: fault-tolerant (FT), and mul-
tiprocessing (MP). The host describes an application to the server by specifying the
required operational mode (FT or MP), the amount of computing resources needed by
the application, and the distribution of the application’s tasks among those resources.
All this information is conveyed by the application graph. To illustrate the type of
support that must be provided, consider two multiprocessing applications APP1 and
APP2, and fault-tolerant application APP3. APP1 is programmed according to the
functional parallel model and is described by the application graph of Figure 3.2. APP2
is programmed according to the data parallel model and conforms to the graph of Fig-
ure 3.3. APP3 follows the graph of Figure 3.4. For this example, we assume that five
processors are available and the application scenario is as follows:
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1. APP1 and APP2 arrive.

2. APP1 and APP2 are loaded and execution begins.
3. APP1 completes and APP3 arrives.

4. APP3 is loaded and execution begins.

5. APP2 and APP3 complete.
In this scenario, the following steps are performed:-

e TFor APP1:

1. Load tasks T1 and T3 into processor 1, and tasks T2, T4, and T5 into

processor 2.
2. Initialize APP1.
3. Signal processors 1 and 2 to execute their tasks.

4. Coordinate communication (i.e., sharing of data) between processors 1 and

2.

5. Produce APP1 results from processor 2.
e For APP2:

1. Load tasks T1, T2, T3, T4, and T5 into processors 3 and 4.
2. Initialize APP2.
3. Signal processors 3 and 4 to execute their tasks.

4. Produce APP2 results from processors 3 and 4.
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APP1 completes.

¢ For APP3:

1. Load tasks T1, T2, T3, T4, and T5 into processors 1, 2 and 5.

. TInitialize APP3.

]

w

. Signal processors 1, 2, and 5 to execute their tasks.
4. Coordinate the 3MR voting algorithm.

5. Produce APP3 results that are the majority output from processors 1, 2, and

In situations other than the above example, applications may be of different modes,
arrive in different order, and require a different number of processors. Because we do
not restrict ourselves to a particular situation, the functions described above must be
fully flexible. Fault tolerance involves multiple processes, so it initially appears as just
more parallel tasks. However, the output of parallel tasks across processor boundaries
receive different treatment depending upon the application’s mode. Furthermore, sup-
port for multiprocessing and fault tolerance should be hardware-based for maximum

performance.
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Chapter 4

Dynamic Reconfigurability
Assisting Fault Tolerance

(DRAFT) Architecture

Changes made to the internal logic of computer-based systems to enhance performance
requires consideration of the architectural design. Previously, only the most frequently
used operations had the cost justification for performing them in hardware, but now
reconfigurable logic can be frequently changed in order to perform a variety of operations
directly in hardware. Acting as a coprocessor, reconfigurable logic increases a processor’s
throughput; however, it does not parallelize execution as in a multiprocessor. Moreover,
when multiple computing modules operate redundantly, they offer fault tolerance. The
~architecture presented in this chapter uses dynamic reconfigurability to support fault
tolerance and multiprocessing. We refer to our architecture as Dynamic Reconfigurability
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Assisting Fault Tolerance (DRAFT).

4.1 Architectural Description

The main components of DRAFT include a set of computing modules (CMs) (each
composed of a processing unit and memory), dual-ported Result Memories (RMs). a
Reconfigurable Logic and Switching Unit (RLSU ), an. RLSU controller, and read-only
memory (ROM). This architecture is shown in Figure 4.1. The RLSU consists of a
Multimode Translator (MT) and a Main Controller (MC).

Each CM has a private RM in which it can place application output. Communication
between the MT and the CMs is through the dual-ported RMs. In a similar way, the
CMs and the MC communicate, via the MT, using the dual-ported RMs. The host
communicates with DRAFT through the host interface unit.

The MT translates CM output for use in either FT or MP mode. That is, among its
functions are voting between any CMs and linking any two CMs for message passing.
The MT detection signals have different purposes, dependent upon the application’s
mode. In FT mode, they can indicate a failed CM, and for MP mode they can flag
which CM is the source of an output message. The MC coordinates the activities
between the MT, RM, RLSU controller, and the Interface Unit.

Through the use of each CM’s private RM, MT service to one application does not
force suspension of the output activities of any concurrent application; instead, output
is temporarily buffered for MT service. With double-buffering, RM read and write
operations can be performed in parallel. By dividing the RM into two buffers, results

37




CM CM CM CM CM | Computer Modules (CMs)
1 2 3 4 N
|
RM RM RM RM RM | Result Memories (RMs)
1 2 3 4 N
A1 A1 13 Al A
chip
enable
data bus data bus data bus data bus data bus R
addr TN
r- Q- - =-=-=-=rr -‘y— R A
v '
Multimode Main 4
Translator Controller | —
MC :
(MT) (MO) 1 Prog.
bits
Reconfigurable !
Logic and Switchi detection signals ! RLSU
ogic and Switching N | Controller
Unit 7
(RLSU) ' addr data
__________ I |

Interface Unit

ROM

Host

Figure 4.1: DRAFT Architecture
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can be read from one buffer while results are written to the other buffer. Once the
data from the first buffer have been read, the CM can then write to this buffer allowing
concurrent reading of the second buffer. The two buffers continue to switch back and

forth from destination to source of results.

4.1.1 Reconfigurable Logic and Switching Unit (RLSU)

The RLSU consists of a two-dimensional array of programmable logic blocks (or cells)
that can be connected through interconnection resources (or buses). Figure 4.2 shows
the basic makeup of an RLSU entity.

Logic Block 1/0 Pad

N

LI

Interconnection Resources

Figure 4.2: The RLSU Entity

The cells can implement a simple combinational logic function, a constant value
(‘0’ or ‘1), or a sequential function (i.e., a flip-flop). Inputs are provided by the cell’s
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neighboring cells or from the adjacent buses that run horizontally and vertically through
the inter-cell channels. A cell’s output is to the neighboring cells and can also be placed

on the buses.

The cells are individually programmed and reprogrammed to perform a logic func-
tion. Cell program data are stored external to the RLSU in non-volatile memory such as
ROM. Cell programming takes place without disturbing the programming of any other
cell, so that, once its programming is complete, a cell’s logic function is unchanged by
the programming of other cells. This is called dynamic reconfiguration, and, as a result,
the RLSU can operate even while some of its cells are being programmed. Figure 4.3
shows how the RLSU could be used to implement multiple functions. In this example,
one collection of cells implements function f;, while a different collection of cells imple-
Iﬁents f;. As only one function is needed at a time, the cells used by the other function
are inactive so loading of that function’s program data occurs without interruption to

the opeirating function.

Because all cells are reprogrammable, the RLSU can be used repeatedly to perform
many different functions. By clustering repeatedly-used building blocks of pre-designed
functions, these groups of cells make up virtual ICs (VICs). The RLSU can be envisioned
as a “circuit” board with sockets for accepting VICs. Insertion of different VICs, and
personalization of the interconnect between these VICs, yield different board operations.
DRAFT’s operations exhibit a locality of reference, so that the need for future operations
are anticipated and requests for their support are issued in advance. Handling requests
for board operations require fetching the configurations for the necessary VICs from a
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RLSU

data //

Figure 4.3: RLSU Dynamic Reconfiguration

library (stored in the ROM), and then using them to populate the board. A new VIC
is plugged into a socket that is already occupied by simply writing over the cells of the
unused, resident VIC. The functions that comprise an operation are never active all at
the same time, so the operation can begin with only a subset of its functions actually
loaded. Because modification of the board occurs dynamically, functions that are no
longer needed are replaced during the functional latency. Control of the modiﬁcation
process is necessary to ensure that placement of a new function leaves a currently active

function undisturbed.

The control process itself uses dynamic reconfiguration. Figure 4.4 shows the par-
titioning of MC functions into simpler functions. At boot up, the initial controller
function (fcn 0) is configured by loading a counter with a 0 count. This is the starting
address for fen 0 stored in ROM. As the count proceeds, fen 0 is loaded into the RLSU
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and then the count is halted by this function. All requests for RLSU functions are
made through fcn 0. As shown in Figure 4.4, a request for fen 13 is made to fen 0. The

starting ROM address is loaded into the counter.

boot 0 start addr

VO ROM

t counter |
PR : fen 0
1
l | l__ (boot)
[}

Y b -]
contrciller - fen 1
function Yo

. e
(fen 0) r -
L fcn 2
LT
L
RLSU L bt
o L4
oy L
T
[}
' : fen 12
]
/’? L 'r' '
Addresses for functions : fen 13
/ "
[ ]
. . ®
Programming bits ®

Figure 4.4: Controlling Dynamic Reconfigurability

Loading of fcn 0 is under control of the counter where the address bits used for
accessing the ROM also serve to address cells for RLSU programming. A binary code
stored in the ROM indicates the end of function (EOF). The controller function fen 0
halts the counter once it recognizes that an EQF has been read. After boot-up, fen
0 receives all function requests and coordinates dynamic reconfiguration of the RLSU.
The RLSU controller shown in Figure 4.1 has the complexity of a simple counter.
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Two types of cell addressing are used by fcn 0 to load a function into the RLSU:
either the counter bits serve as start addresses and counts for block programming many
successive RLSU cells, or the address of a single cell to be programmed is stored in the
ROM along with the cell’s programming data. Functions are numbered according to
which type of addressing they require. When a function request is made, inspection of
the function number by fcn 0 determines how the programming data are fetched from
ROM and loaded into the RLSU. In support of dynamic reconfiguration, fcn 0 offsets
the target cell address to steer it to an inactive area of the RLSU. In either type of cell
addressing, function loading is completed when fen 0 detects an EOF. Obviously, the

EOF code cannot be in the code space for the cells’ programming data or address.

As the coordinator for the dynamic reconfiguration process, fcn 0 is never overwrit-
ten by another function. This is analogous to the software that implements a page-
replacement algorithm in a main-memory management scheme: it never allows itself to

be paged out to disk because it would have no way to return.

4.1.2 Reconfiguration Methodology

For FT support, the RLSU provides voting on 5, 4, or 3 of its inputs, or comparison of
any two of its inputs. A common operation in support of MP modes is the passing of
messages between any two CMs.

Configuring the RLSU for both types of operations is accomplished by changing
only a few cells. Through partial reconfiguration, the device’s function changes while
its structure is maintained, so that the time required to switch between the various op-
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erations is kept small. The implementation details are presented in Chapter 7; however,

we describe here the methodology as it relates to the DRAFT architecture.

All the CMs have physical connections to the RLSU; yet an application that is not
executing on all the modules uses only some subset of these connections. It is important
to remember that the other connections still have an electrical value on them, and if these
values are used, then an erroneous output could result. Ignoring these inputs is critical.
For FT applications, the RLSU is programmed so that the majority function, expressed
as a sum-of-products, implemented in a logic network can be reduced to the majority
function of fewer inputs. Su and DuCasse [13] showed that, since the majority function
is symmetric, a 3MR is easily obtained from a 5MR by replacing any one variable by 0
and any one other variable by a 1. With the 5SMR voter, some cells are programmed to
to a constant 1 or 0 in order to implement a smaller function by only “programming”
gate elements; that is, there is no need for steering logic, new elements, or change in
interconnect. When converting from a 5MR to a 4MR, the unused variable is replaced
by a 0, which eliminates all the product terms with that variable. The remaining terms
express the majority function of the four variables. In the RLSU, if the vote involves
fewer than five inputs, then some cells are programmed to disable the detection signals
of those CMs that are not participating in the vote. For DWC, some cells in the 5MR
structure are programmed to roi1te the outputs from the two participating CMs to the
voter’s disagreement detector for the comparison operation. One of these CMs results
also serve as the primary RLSU output. Routing is similarly performed in passing a CM
output as an interprocessor message. From the RLSU configuration for 5SMR, support
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for other FT operations and MP are derived. Figure 4.5 shows the relationship be-
tween the RLSU configurations as a rooted tree, with SMR as the root and the other

configurations as the leaves.

Message

Figure 4.5: Rooted Tree Representation of Reconfiguration Methodology

To attempt to minimize both reconfiguration time and the number of distinct con-
figurations that must be stored, our approach is based on incremental programming (or
“deltas”) to transition between standard configurations. For example, to switch from
3MR to DWC, 3MR is first reconfigured to the predecessor 5MR. From there, the SMR
is reconfigured to the successor DWC. During operation of DRAFT, when there is un-
certainty about what function will be needed next the default RLSU configuration is

for 5SMR. In this way, the other configurations can be reached in minimum time.
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Chapter 5

Multiprocessing /Fault Tolerance

Support in DRAFT

In this chapter we present the procedures DRAFT performs, and detail the organiza-
tional features of the architecture. By taking a top-down approach, our initial view
of DRAFT is that of the application developer. Our description progresses to how

applications request and receive support for the MP and FT modes.

5.1 Top-Level View of DRAFT

At the top level, DRAFT appears to the host as a pool of processors that can be
apportioned for concurrent MP or FT applications. During DRAFT operation, the MC
first checks if there is a message from the host. If no host message currently exists
and applications have been dispatched, then the MC polls the RMs for task results.
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Figure 5.1 shows the MC control algorithm.

Forever do /*periodically*/
if message from host_exists then
respond_to.host
else
if applications_are_dispatched = true then
poll_ RMs._for_task_output;
end.

Figure 5.1: MC Control Algorithm

Next we describe the two branches of the MC control algorithm. That is, we will first
describe how the MC responds to a host message, and then we describe the procedures

for polling for task output.

5.2 Handling of Host Messages

The primary messages sent to DRAFT from the host are a request to run an application
or notification that an application is complete. In the former case, if a sufficient number
of CMs are available, then they are allocated and the application is accepted. In the
latter case, the host notifies the MC that the application is finished, and the CMs
allocated to the application are freed. Figure 5.2 shows the algorithm used by the MC

to handle messages from the host.

5.3 Maintaining Application Information

The MC maintains a table, called the allocation table, for tracking where each appli-
cation has been placed, and whether the applications are in the MP or FT mode. The
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Procedure respond._to_-host;
if msg = “load App;” then
begin
if num_CMs_needed(App;) > num_CMs_available then
send(in : host, “cannot service App;”)
else
begin
accept(in : App;);
allocate_CMs(in : App;);
num_CM s_available = num_CM s_available - num_CM s_needed(App;);
dispatch_tasks(in : App;);
applications_are_dispatched = true;
initialize(in : App;);
execute(in : App;);
end;
end;
if msg = “App; complete” then
begin ’
deallocate_CMs(in : App.i);
if num.allocated.CMs = 0 then
applications_are.dispatched = false;
num_C M s_available = num_C M s_available + num_CMs_needed(App;)
- num_CMs_failed(App;);
end; :
else
begin
msg = function(msg);
send(in : host, msg);
end;
end respond._to_host.

Figure 5.2: MC Host-Message Handling Algorithm
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allocation table describes each application initiated. Figure 5.3 shows the format for a

table entry.

| Application id | FT/MP [ bl | b2 [ b3 [eoe | bN |

Figure 5.3: Allocation Table Entry Format

Included in an allocation table entry is an N-bit vector, called the allocation vector,
that shows the assignment of CMs to an application, the applications’ ids, and the
applications’ modes (fault-tolerant (FT) or multiprocessing (MP)). A ‘1’ in the ith bit
of the allocation vector means that the ith CM has been allocated to that application.
In FT mode, the multiple ‘1’s in the allocation vector show where the application’s tasks
have been redundantly loaded. The application graphs (see Figures 3.2 and 3.3) dictate
the number of processors needed in MP mode. At compile time, the numerical id’s given
to the processors in the application graph are used for interprocessor communication.
We assume here, without loss of generality, that processor ids in every application
graph begin with number 0 as shown in Figures 3.2 and 3.3. At runtime, message
passing among tasks that involves interprocessor communication requires DRAFT to
perform the mapping from processor id’s referenced by the tasks to the actual physical
processors. For example, consider once again a DRAFT system containing N = 5
CMs and the three applications APP1, APP2, APP3 of Section 3.3. In this scenario,
APP1 and APP2 arrive, are loaded, and run. When APP3 arrives, APP2 has already
completed and freed up its CMs. Figure 5.4 shows how the entries in the allocation
table would appear for these applications.

When an application is loaded, its vector is used to write-enable those RMs paired
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APP1
[APPL [MP J1J1]o0]o0 0|

APP2
[APP2 [MP JoJoJ1]1]0|

APP1 completes

APP3
[APP3 [ FT [1]1]J0JO0]1|

Figure 5.4: Allocation Table Example

with the application’s assigned modules.

5.4 Communication with the CMs

The RMs share address and read/write lines, but individual enable lines permit the
MC to selectively write or read from each memory. In both write and read operations
the data passes through the RLSU. In the write operations the RLSU is configured to
accept inputs from the host or the MC and broadcast these inputs onto the N memory
data buses. Messages and applications are transferred to the CMs through the RMs. It
is worthwhile at this point to look ahead briefly to the role the RLSU plays in message
passing. As mentioned earlier, MP tasks address messages to a destination processor
using that processor’s virtual id as determinéd from application graph; DRAFT maps
this reference to the physical processor: the destination CM. By folding this mapping
information into the RLSU at loadtime, the mapping operation occurs directly and
without table lookup. This is i]lustr@ted in Figure 5.5 where an MP applicatién, APP4,
has tasks running on CM 1 and CM 2. Because loading can be done freely into any
available processor in DRAFT, virtual processor 1 was assigned to CM 2 and virtual
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processor 2 was assigned to CM 1. The mapping information is shown folded into the
digital network where the virtual-to-physical reference is completed when the RM of the

destination processor is write enabled.

Application id Virtual processor id
of sender of message destination
Enable RM 1 Enable RM 2

(CM 1 is virtual processor 2) (CM 2 is virtual processor 1)
Figure 5.5: Mapping of Virtual-to-Physical Processors

As applications complete, new applications are loaded. As in the case of an example
application APP5 that arrives after APP4 has completed. APPS5 has virtual processor 3
assigned to CM 1 and virtual processor 4 assigned to CM 2. The RLSU is reconfigured,
as shown in Figure 5.6, to reflect this new mapping.

Communication between the MC and the CM is done through messages placed in
the RM. This communication system is based on the scheme presented in [33]. A RM’s
memory locations are all equally accessible by its CM and the MC. The RM is divided

r
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Application id Virtual processor id
of sender of message destination

\1/

Enable RM 1 Enable RM 2
. (CM 1 is virtual processor 3) (CM 2 is virtual processor 4)

Figure 5.6: Another Mapping of Virtual-to-Physical Processors
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into three regions as shown in Figure 5.7.

mailbox
length of data

data

Figure 5.7: Result Memory Format

The first RM region is the mailbox in to which, and out of which, messages are
transferred. Messages may be accompanied by data, so the second region is for holding
the length of the data stored in the RM. If there are no data with the message, then the
contents of this region are set to 0. The third region, which begins immediately after
the region holding the data length, contains the data. After a message has been written
to the mailbox, a response is required from the receiver before another message is sent.
The MC and the CM check the message_destination_bit in the mailbox. If this bit is 1,
it indicates that the MC has sent a fresh message to the CM in the common memory
space. The CM sets this bit to a 0 once it has read the message and responded to the
MC. Conversely, when the message_destination_bit is 0, then the MC reads the message

before it writes to the mailbox.

An application from the host is loaded in the RMs, and, once the load is complete,
the MC sends a message to a mailbox in the RM. While awaiting tasks, the CMs poll
their mailboxes. Tasks in different CMs can execute concurrently.
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5.5 Polling for Task Output

The MC polls the RMs while awaiting task output. The RLSU speeds up the MC
polling 6peration by being configured to recognize the result_ready message. The RM
mailboxes are read in parallel, and, when the binary code for the results;ready message
is found in a mailbox, the RLSU raises the appropriate detection signal. Figure 5.8

describes the algorithm used by the MC in polling the RMs for task results. Once

the MC knows where the available results are, it can determine what action to take.
By comparing the detection signals for results_ready with the allocation vectors, the
MC decides which task to select and the type of support (MP or FT) that must be
provided. In searching the allocation vectors and comparing them against the detection
signals, the process of choosing which vector to try next is based on the speciﬁc types of
applications. Scheduling of service to applications could use any of several well-known
algorithms, such as: fized priority; first-come, first served; or round-robin. For our

current implementation, we chose the round-robin scheme.

During the comparison of the allocation vectors with the detection signals, a deter-
mination is made as to whether the detection is due to a failed but unassigned CM.
If there are multiple CMs for a task and the CMs are not strictly synchronized, the
polling algorithm forces a waiting period equal to the predefined maximum skew among
redundant tasks before indicating a valid failure detection.
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Procedure poll_ RMs_for_task_output;
enable = “all RMs”;
if RLSU_configuration # “polling” then
configure_RLSU for_polling;
poll RMs;
if nonzero(detection) = true then /*presence of RM msg detected*/
begin /*determine which application responded to polling*/
index = start; [*select allocation table entry*/
i=1;
found = false;
while ¢ < number_valid_entries and found = false do
begin
allocation_vector = get_vector(allocation_table(index)); /*select a unique vector*/
enable = (allocation_vector AND detection); /* bitwise AND */
if nonzero(enable) = true then
begin
found = true; /*3 for allocation.vector and detection a ‘1’ in same bit
position*/
mode = get_mode(allocation_table(index));
if mode = “MP” and num_ ones(enable) > 1 then
enable = select(enable) /*service one at a time in round robin*/

/¥if FT mode then multiple CMs are used requiring check whether all redundant
tasks indicate existence of RM msg*/

if mode = “FT” and enable # allocation_vector then
wait until sync(predefined_max_skew) = true; /*Allow for loosely
synchronized CMs*/

end;
t=1+ 1
index = next_validindex;

end;
if found = false then /*CM not running any task failed and sent erroneous msg*/
track faults(in : detection)
else
begin /*setup for task output*/
if mode = “FT” then
~ configure_RLSU for FT(in : enable); /* for fault tolerance on
redundant task outputs */
if mode = “MP” then
configure . RLSU for MP(in : enable); /* for message passing or
steering application output */
task_output_handler(in : enable, mode);
end;
end;
end poll RMs_for_task_output.

Figure 5.8: MC Polling for Task Output Algorithm
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5.5.1 Loose Synchronization of CMs

From characterization of the processors an upper bound on delays between receipt
of results_ready messages is determined [21]. We call this bound maz_skew, so that
any two fault-free processors participating in a fault-tolerant application each send a
results_ready message within maz_skew time units of each other. However, the mere
arrival of the results_ready does not mean it is valid. The behavior of a faulty processor
can be malicious; it can falsely indicate results_ready at any time. If all of the non-
faulty processors do not indicate results_ready within maz_skew time units from the
malicious result_ready message, then some will have exceeded the bound, thus giving
the appearance that they failed by omitting a results_ready message. By causing fault
detection to be initiated prematurely, a single malicious failure could effectively cause
multiple processor “failures” and completely defeat fault tolerance.

In accordance with the requirements of the application, at most f faulty processors
are anticipated and can thus be tolerated. This means that no more than f malicious
results_ready messages can occur. DRAFT takes action to ensure that fault-detection en-
compasses all of the fault-free processors so that none are incorrectly declared faulty-by-
omission. After the arrival of the initja.l results_ready message, fault detection proceeds
for whichever of the subsequent events occurs first: either all participating processors
have indicated résults*ready, or mazr_skew time units have elapsed since the arrival of

latest results_ready message, or maz_skew time units have elapsed since the f+ 1 arrival.

Figure 5.9 shows the function that synchronizes n processors based on the arrival
of the results_ready messages. This function enforces the above stated rule so that a
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maliciously failed processor cannot invalidate the required fault tolerance.

Function sync (in : maz_skew) returns boolean;
doit = false;
nfloor2 = n/2;
while doit = false do /* loop until timing complete */
begin
if num_arrivals = n then /* all ready */
/* initiate fault detection */

doit = true;
if doit = false then
begin

wait for maz_skew until new_arrival = true;
if NOW >= PREV.TIME + maz_skew then /* maxskew */
/* initiate fault detection */
doit = true;
else
PREV _TIME = NOW;
if num_arrivals <= nfloor2 then
begin
wait for maz_skew until new_arrival = true;
if NOW >= PREV_.TIME + maz_skew then /* no event */
doit = true;
else /* an arrival event */
PREV_TIME = NOW;

end;
if num_arrivals >= nfloor2 + 1 and num_arrivals < n then
begin
wait for maz_skew until n = num_arrivals,
doit = true;
end;
end;
end;
return(doit);
end sync;

Figure 5.9: Asynchronous Fault Detection Algorithm

5.6 Coordinating Fault Tolerance and Multiprocessing

The focus of our design is on hardware reconfigurability for selective fault tolerance
where the MC performs a control function and the RLSU provides direct hardware
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support for the MP and FT modes.

Application output must be sent to the host. Task results that are application
output are routed by the RLSU directly to the host. In the FT mode, the same task
will have executed on more than one module so the RLSU is reconfigured to perform a
majority or compare function on results from the tasks. The RLSU provides the error-
free output and signals when it detects a fault in any module. These error reports are
also used by the RLSU to produce a signal for ensuring that a majority of fault-free
outputs exists before the result is accepted. The MC also examines the error reports
for tracking faulty modules. In the MP mode, task output may have to be transferred
to a task in another CM in the form of an intertask message. A task that must send a
message to a task in another CM first passes a message to the MC to initiate intertask
communication. The MC directs the RLSU to provide the necessary support for the
communication to take place. Prior to the actual transfer, however, orderly execution

of the processes involved must be ensured.

Modifying the mailbox contents to indicate the presence of a message requires coop-
eration between the sending and receiving task. In the absence of positive acknowledg-
ment, a message produced and placed in the mailbox by one task may overwrite a fresh
message sent from another task. Positive acknowledgment between the communicating
tasks prevents messages from being affected in this way; however, the additional com-
munication ’phat is necessary may be unattractive in some applications. An alternate
technique [34] is a simpler two-process solution. We apply this solutioﬁ to ensure that,
once intertask communication is initiated by the MC, it will not result in the loss of a
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message sent between CMs.

The MC and CM processes, P,. and P.,, share the following three variables:
flag[mc], flag[em], and turn. Figure 5.10 shows the structure of the algorithm used
by P to coordinate with P,,. The algorithm for P, is identical to the algorithm for
P,.. except that the variables mc and c¢m are exchanged, and the process P, checks

for new message arrivals before overwriting the mailbox’s contents.

procedure modify_mailbox (in : em, message ; inout : mailboz);

begin
flag[me] = true;
turn = cm;

wait_until( not(flag[em]) or turn # cm);
modify mailbox_contents(in : message; out mailbozx);
flag]mc] = false;
end;
end modify_mailbox.

Figure 5.10: The Structure of Process P to Modify a Mailbox Message

Initially flag[mc] = flag[em| = false, and the value of turn is either mc or cm.
The flag and turn variables correspond to memory locations in the RM. Specifically,
the mailbox consists of several memory words: three words are used for these variables
and the remaining are reserved for mailbox messages. To modify the message portion
of the mailbox, process P, first sets flag[mc] to true, and then sets turn = ¢m so that
the CM process can first modify the message if it needs to. If both processes try to
modify the message at the same time, an attempt will be made to assign both mc and
c¢m to turn. The arbitration logic built into the dual-ported memory allows both writes
to occur, but performs them sequentially. The first assignment is then immediately
overwritten by the second, so only the second assignment is retained. This value of
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turn decides which of the two processes can modify If,he message portion of the mailbox.

Process P,,. remains in the wait-until loop only if the condition flaglem] = true
and turn = cm; however, once P, executes the modify_mailbox_contents procedure, it
will reset flag[em] to false, allowing Py, to exit the loop.

This two-process solution has been proved to be correct and shown to be useful
in multiprocessor systems [34]. In DRAFT, this solution is applied to ensure that a
newly-arrived message is not accidently destroyed by the intended receiver.

Watchdog timers in the MC prevent a failed CM process from causing the MC to
loop indefinitely while waiting for permission to modify the message portion of the

mailbox.

The algorithm used by the MC in providing task output service for the MP and FT
modes is described in Figure 5.11.

The enable vector predetermined by the MC polling algorithm is used .to selectively
read-enable RMs for task output. Once read, the data are input to the RLSU. From
the RLSU, the data can be passed to the host, the MC, or other RMs. For FT tasks,
the RLSU performs either a voting or comparison operation. Output from a task in
FT mode includes the error detection reports generated by the RLSU. The MC inspects
these reports for tracking faulty modules. If no majority exists (NMR), or a miscompare
(duplication with comparison) occurs, then the RLSU gives a failure indication to the
MC so that erroneous results will not be accepted.

When providing output service to tasks in the MP mode, the RLSU routes ap-
plication results and task messages. The specific processors involved with intertask
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Procedure task_output_handler(in : enable, mode);

/*in FT mode must signal condition when number of faulty CMs exceeds fault tolerance
capability of a task using n (n < N) CMs*/

if mode = “F'I” then
on condition( count(detection) > [ count(enable)/2 1)
send(in : host, “complete task failure, external recovery required”);

read_RMs(in : enable, addr(mailbox); out : msg, detection);
if mode = “FT” then
track faults(detection);
if msg = ¢ then /* failure of a CM running this task falsely initiated this algorithm * /
track faults(in : detection) .
else
begin /*valid msg : get destination, length of data, and data*/
destination = function(msg) /*msg identifies destination (host or virtual processor)*/
msg = “initiating transmission”; /*outgoing message*/

/*if MP mode communication between CMs possible — receiving CM determined
from allocation table*/

if mode = “MP” and destination # host then
modify mailbox(in : ¢m, msg; inout : mailbox) /*process coordination*/
else
send(in : destination, msg);
read_RMs(in : enable, addr(length_of_data); out : length, detection);
if mode = “FT” then
track_faults(detection);
send(in : destination, length);
address = addr(start_of_data);
for i = 1 to length do
begin
read_RMs(in : enable, address; out : data, detection);
if mode = “FT” then
track_faults(in : detection);
send(in : destination, data);
address = increment(address);
end;
send(in : destination, “transmission complete”);
end;
end task_output._handler.

Figure 5.11: MC Task Output Algorithm
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communication are determined at compile time because DRAFT assigns the applications
to the available processors at load time. A task therefore addresses a message to another
task using a virtual processor id from the application graph. DRAFT must provide rapid
mapping of this processor id to the corresponding physical destination processor.

For message passing, the sending task specifies the destination processor as specified
by the application graph. Before initiating intertask communication, the MC deter-
mines, using the allocation table, the CM that is the destination of the message by
translating the processor id of the receiving processor into an enable vector. Once initi-
ated, message transfer then consists o:f the RLSU receiving the message and forwarding
it. Because a message usually consists of several RM data words, transferring a message
requires a series of steps where a read of the source RM is followed by a write to the
destination RM(s) until the transfer is complete. Locking of an entire RM during mes-
sage transfer is not necessary. By partitioning the RM into buffers, writes to and reads
from distinct buffers limit access contention to the shared mailbox where processes must
coordinate so as to ensure that data transfer, as in the form of incoming and outgoing
messages, is systematized.

The RLSU, under MC control, enables DRAFT to provide direct hardware support

for handling task output in either FT or MP mode.
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Chapter 6

Performance Analysis of DRAFT

In this chapter we analyze the performance of DRAFT and the related issues of cost,
scalability, extensibility of operable time, and configurability. In all of these analyses,
our goal is to ascertain whether the DRAFT architecture is indeed superior to com-
parable methods. DRAFT is compared with bus-based and point-to-point processor
interconnection schemes where the processors themselves are responsible for performing
the fault tolerance and multiprocessing support functions. In DRAFT, the RLSU is
dedicated to the support of efficient fault-tolerant processing and multiprocessing that
are the basic functions of selective fault tolerance, so we also examine the effects of

dedicating an entire processor to serve as a substitute for the RLSU.

As prerequisites, the RLSU must implement logical and communication functions
for fault masking, fault detection, and interprocessor communication. Avoiding the use
of a dedicated unit by offloading these tasks onto the processors themselves has been
shown to adversely impact processor throughput in even a small multiprocessor [47]. In
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the case of the SIFT approach, as much as 60% of the processor’s raw throughput was
consumed by the software-implementation of the selective fault tolerance functions [26].
It was estimated that the execution of these functions in the MAFT multiprocessor was
two orders of magnitude too slow for a usable system [27].

Hence, from a performance standpoint the use of a component dedicated to providing
selective fault tolerance is absolutely necessary. During this performance analysis, we
compare the role of the RLSU as the dedicated unit with that of a very-high speed

processor whose sole responsibility is to provide the equivalent functionality.

6.1 Performance Model for DRAFT

We now describe how the architecture is modeled and simulated at different levels of
abstraction using VHDL. The availability of several VHDL simulators in today’s CAE
market, offering various price/performance ratios and choices in the target platform
[35], has caused use of the language among digital dlesigners to become more widespread.
With a design that can be reconfigured on—the-ﬂy during operation, it is vital to consider
the behavior during the interim period while new configurations are being downloaded.
For this reason, and to guarantee the correctness of sequencing and timing of reconfigu-
rations, full-system simulations are required to assure that the overall systems concept
is correct with respect to the requirements.

At this high level, a performance model describes the aspects of the system asso-
ciated with response time, throughput, and utilization. Because analytical models are
intractable for these models (except in special cases), Monte Carlo simulations are nec-
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essary to estimate these important performance metrics. Typically, VHDL has not been
used for this stage of design. VHDL, which is a powerful system-level simulator [36],
supports only deterministic simulation and does not have the necessary capabilities to
permit stochastic simulation. However our intent is to create a unified simulation envi-
ronment that is ex;censible to greater levels of detail. Our motivations are the following

[37):

¢ Hierarchical completeness: the behavior of a component must be definable at

multiple levels of granularity.

e Separation of concerns: specifications for workload, system-structure, and imple-
mentation technology are done separately, that specifications of functional and
timing behavior should be separated from specifications of interaction behavior so

that both can be individually varied.

o Consistency of interfaces: the interface of a component must be realizable for all

levels of granularity of behavior.

We have devised a VHDL model of this architecture that is appropriate for perfor-
mance analysis. In our technique, a randomized application stream drives the VHDL
simulation in such a way as to emulate a stochastic simulator. By post-processing the
output data, this model allows us to obtain the desired performance metrics and demon-
strate the performance benefits of reconfigurable computing. The application stream
generation process is integrated with our computer-aided design (CAD) tools that de-
velop the VHDL-simulatable models. Data obtained from the lower-level simulations
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determine certain parameters (such as a component’s service rate) for the performance
model. The details of how these simulations were carried out are discussed in Chapter 7.
An analytic performance model of the system has also been created; results from the
analytic performance model are used to validate the simulation performance model.
At the highest level of abstraction, the hardware architectural description consists of
processing elements, switches, and shared-memory elements. Neither the actual appli-
cation data nor the operations on these data are described, other than what is required
to be known to control the sequence of events. For instance, the amount of output data
produced by an application is described simply as a number. Information that describes
the characteristics of each application of a stream is contained in a VHDL simulation

input file. Characterizing each application for simulation are the following:

e Arrival time: During the simulation, this is the time when the application is
scheduled to arrive at the input queue. All times are according to a Poisson

process with a chosen arrival rate.

e Mode: An application may be classified as either FT (fault-tolerant) or MP (mul-
tiprocessing), so, prior to generating the stream, the desired probability of each

mode is declared.

o Number of CMs needed: For a given mode, this is the number of CMs requested
by an application. Requests for one, two, three, four, or five CMs, are based on
the selected probabilities of occurrence for each. For example, letting random
variable R be the number of CMs requested by an application, then P(R = 1) =
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P(R=2)=P(R=3)=P(R=4)=P(R=5)=02 specifies that requests for

one, two, three, four, or five CMs are equiprobable.

e Application size: This is the number of memory words needed to load the appli-
cation. Application sizes follow a Gaussian distribution with a specified mean and

variance.

e Parallel programming model of application: If the mode is MP, then there is a
predefined probability that the application was programmed according to either

the data parallel or functional parallel model.

o Message freduency: For an application that is in the MP mode and is programmed
using the functional parallel model, this is the number of messages passed between
the application’s processors. The message passing events are assumed to occur at
intervals of equal length during application execution. The frequency of messages
per application is given by a Gaussian distribution with a specified mean and

variance.

o Amount of output data produced: This is the total number of RM words presented
by an application to the RLSU for some type of service. It includes interprocessor
messages and application results for the host. Lengths for interprocessor mes-
sages are fractions of the total application output based directly on the message
frequency. The number of RM words output by an application follows a Gaussian

distribution with a specified mean and variance.

e Processing time: Once an application is dispatched and initiated, this is the
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amount of time that it spends processing. It follows a Gaussian distribution
with a specified mean and variance. It does not, however, include the waiting
time experienced by the application when resource contention results in delays.
By realizing the time and resource dependencies between applications, simulation

determines the degree to which the combined behavior of applications produces

congestion and queueing.

Concurrent VHDL processes model the parallel behavior of DRAFT’s CM/RM pairs
and the RLSU with its associated controller and ROM. Figure 6.1 shows the structure

of the VHDL model.

RLSU, CM/RM
counter, pairs
& ROM
Q s
Apphca,’clon_> D
Arrival 1
L
------- L
L
Application D
departure 2 g
N

Figure 6.1: VHDL Model

Applications arrive to an input queue (@) and are dispatched with delay D; to a
subset of the N CMs (servers Sy through Sx). Delay D, represents the time required

by an application for message passing and output service before the application “de-
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parts” the system. The input queue is not modeled by a VHDL process because these
processes are sensitive to signal events that occur during simulation; unfortunately, the
application streams must be created a priori. The VHDL simulator itself is used to
capture the stochastic behavior of the queue. Comparing the timestamp of the appli-
cation currently pointed to in the input file with the value of the simulated clock time
determines if the entry is treated as an arrival. The simulation code is modified so
that TEXTIO statements in the models write the time and name of relevant events
to a history file. Variable-assigned VHDL wait statements simulate the reconfiguration
and processing delays encountered by applications during queueing and resource con-
tention. The resulting data that are relevant to our performance analysis are tracked

and retained.

6.2 Model Verification

6.2.1 Simulation model

A simulation model of the architecture is constructed so that the behavior of the system
can be acted out. Only if the architectural model is sensitive to the interaction between
its components can the simulation yield realistic results. To make the component mod-
els themselves more accurate, their parameters are obtained by back annotation from
the more detailed lower-level models in the simulation hierarchy. Stimuli to the ar-
chitectural model come from a stream of applications; sample application streams can
consist of thousands of entries. Because the applications’ attributes are determined

69




statistically, we measure the architecture’s performance under various loads. DRAFT
loads the available applications from the input queue into the CMs, and then initiates
execution. Unfolding delays Dy and D, with respect to time transforms the VHDL

model of Figure 6.1 into the simulation model of DRAFT shown in Figure 6.2.

Figure 6.2: Simulation Model

Capturing the causal relationships between components within the architectural
model ensures that their combined behaviors will be true to form. It must be verified,

however, that these architectural details have been incorporated into the model.

6.2.2 Initial Simulation Model Verification

Once a simulation model and methodology has been established, it is necessary to verify
correctness. Comparative “Waikthroughs” of manually simulated application streams
with the results obtained from running the same.streams through VHDL simulation
revealed no discrepancies. We found that applications completed in the order and at
the times anticipated. Having obtained reasonable results, we turned to the problem
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of verifying that the simulation model is a valid implementation of DRAFT. Prior to
developing our own analytic model of DRAFT, we compared our simulation model
against a model for which analytic results are already available, as recommended in
[38]. By subsetting the simulation model to conform to an established analytic model,
we checked for errors during the modeling process. Analytic results for the M/M/1
and M/M/c queueing models are well understood and have been published extensively
[39], [40], [41]. Eﬁminating delays Dy and D, reduces the model of Figure 6.1 to a
model consisting of input queue @ and servers Sy through Sy. Corresponding to Dy
and D, are VHDL statements that model the delays caused by RLSU reconfigurations
and application support functions. Having the VHDL simulation assign zero time to

these activities causes Dy = Dy = 0.

Application streams were generated such that each application would arrive accord-
ing to a Poisson process with rate A and execute according to service rate u. Tailoring
an application stream so that every application requests all servers effectively makes
the N servers act like a single server. The result is a simulation model that conforms to
an M/M/1 queue. Similarly, when every application of a stream requests only a single

server of the N available, then the model conforms to an M/M/c queue where ¢ = N.

Several experiments were performed for this stage of the verification. From the
analytic model, measures were made (for both model types) using formulas for the
average number of applications in the system, L, and the average number in the queue,
L,. For the same values of A and p used in the analytic formulas, runs were made of the
modified simulation models, and values for L and L, were calculated. Comparison of
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the results from the respective analytic and modified simulation models revealed very

small differences — less than 5%. The next task was to verify the complete DRAFT

simulation model.

6.3 Application Stream Considerations

An important objective of the DRAFT design is to support concurrent applications that
are FT or MP. For simplicity, we consider an application to be in only one mode; how-
ever, our architecture allows a multiprocessing application to have replicated processors
for combined MP and FT operation.

The loading of applications was assumed to follow the order of the application
stream; out-of-order execution was not exploited. DRAFT maximizes application con-
currency by loading as many applications as the number of available CMs can accom-
modate. The host accepts results as they become available. Regardless of the mode,
and assuming all CMs are operational, an application is loaded for concurrent execution
with other applications unless by doing so would exceed the total of N CMs. As an
exarfxple, consider two application streams, A and B, each of length 4, where the length
of a stream is the number of applications in it. Fach application requires a certain
number of CMs (ranging from 1 to 4), and assume that N = 5 CMs are available. The
apphcafions arrive in a particular order, but otherwise simultaneously. In this example,
the order of arrival is indicated by a left-to-right sequence of numbers that is the CM

requirements for each application stream. For stream A and B we have:

o Application stream A: with CM requirements of 23 4 1
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e Application stream B: with CM requirements of 1342

The total number of CMs required by the two streams is the same, as are the

.
individual numbers of CMs required, but the two streams differ in the order of the
number of CMs required. Each application is assumed to execute in unit time. When
applied to our baseline design of N = 5 CMs, the concurrency that DRAFT achieves

for these two streams is shown to differ. DRAFT loads the applications of the streams

for parallel execution in the following manner (underscores indicate parallel execution):

o Application stream A: with CM requirements are 2341

e Application stream B: with CM requirements are 1 42

Because of parallelism, the applications in streams A and B complete in 2 and 3
time units respectively as shown above. Measuring the CMs’ throughput, in number of
appﬁcations completed in unit time (A/T), for stream A yields 2 A/T and for stream
B it is 1% A/T. This discrepancy shows that the calculation of throughput cannot be
based solely on the probability distribution of the number of CM’s required for a stream.
Furthermore, a non-intuitive result is that the throughput cannot be calculated using
the stationary distribution of each number’s appearance in the stream. The influence of
the immediately preceding numbers is strong — for any requirement other than the full
complement of CMs, the preceding numbers dictate the degree of parallelism achievable
with the curreﬁt number. Therefore, the performance obtainable under an anticipated
application workload must be analyzed over a long period to allow for order-of-arrival
influences to die down and where a steady state has been reached.
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6.4 Analytic Model

We now analyze thGe effective application throughput and latency of DRAFT. The num-
ber of applications in a stream is denoted by S,pp, and the time for DRAFT to complete
execution of the the stream is tcomp. In order to make the problem analytically tractable,
performance measures are based on the rate at which applications complete. Our analy-
sis uses a Markov model for tracking the number of applications completed, and because
a Markov model requires single step transitions we make the strong assumption that
each application executes in unit time. This assumption can be relaxed for the sim-
ulation model where variable completion times are permitted. Nevertheless, identical
completion times result in the highest possible contention for output service among
concurrent applications. This being the case, our analytic model addresses the most
adverse effect that contention has on performance.

The throughput, TPprarT, is defined as:

Sa
TPprarr = 5 2 (6.1)

comp

Two time components comprise t.omp:

tcomp = tp'roc + tdelay (62)

where ... is the time applications spend receiving service from the CMs, and tgelqy is
the time accrued from MP/FT support. Substituting equation (6.2) into equation (6.1)

gives:

Sa
TPprarT = 22— 6.3
tproc + tdelay ) ( )
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Dividing the numerator and denominator of equation (6.3) by tproc yields:

SGPP

_ tproc
TPpRrAFT = Ty faeiar ttdela (6.4)
proc

The numerator of equation (6.4) is the average rate at which applications complete
CM execution. In Figure 6.3 we show an analytic performance model of DRAFT in-
teractions. The model consists of a FIFO queue, a server, and delays Dy and D, that
denote, respectively, the delay incurred by dispatching and then providing output service

to applications.

Figure 6.3: Analytic Model

Although this model appears simple, analytic models of queueing systems [39], [40],
[41] regularly assume that each servicé request is satisfied by a private server. Applica-
tions in DRAFT, however, actually request a variable number of servers, so, as a result,
the server § is a composite of the N individual servers shown in Figure 6.2. The service
rate, in number of applications per unit time (A/T), of § in Figure 6.3 is denoted by
p. X p applications complete in unit time, then the amount of delay these applications l
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experience is p( D1 + D2). Assuming unit time completion for each application (i.e. fyroc

= 1 time unit), and by making appropriate substitutions, equation 6.4 becomes:

Y
= 6.5
TPpRaFT 1% u(Ds £ D3) (6.5)

The latency of DRAFT, denoted by LTprarT, is given by:

LTprart = 1+ u(D1+ Ds) (6.6)

Both D, and D, are pure delay. Low-level design details of logic components supply
the deterministic values for D; and D,. Application statistics, such as the mean number
of message passing events, dictate the frequency of particular logic component functions.
Characterizing S, however, cannot be done using a static probability distribution. Next

we apply hierarchical modeling to determine p.

6.4.1 Hierarchical Analytic Model

The general rule for applying queueing theory stipulates that a customer waiting in the
queué will request a private server. Because applications (customers) request a variable
number of individual CMs (servers), analysis of the composite server S is not easily done
by a direct application of queueing theory. Instead, we apply a Markov process where
a discrete-parameter Markov chain captures the behavior of S. Customers awaiting
service are dispatched to the available servers, and then service commences. Service is
gra,nted for as many customers as permitted by the number of individual servers. Two
types of states make up the chain: the Have Total (HT) and Ezecute-Pending (EP)
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states. A HT state tracks the number of servers that have been assigned to customers.
Eventually, as many customers as possible have servers assigned to them. At this point
service commences, and the customer at the head of the queue has service pending. We
call this situation an EP state. The number of servers requested by the customer at
the head of the queue who was temporarily denied service is used to identify the EP
state. Figure 6.4 shows a Markov chain for the case where 5 is comprised of two servers,
and state transition probabilities P; and P, correspond to the probability that 1 or 2

servers, respectively, are requested.

Have P Execute,
Total 1 Pending

Figure 6.4: Markov Chain for the Two-Server Case

Figure 6.5 shows the transition probability matrix, T, for the general case of N
individual servers. Next, we calculate the steady state for the Markov chain. In matrix

notation:

v=vT (6.7)




Have
Total

Execute

Pending

N-1

2

N-1
N

Figure 6.5: Transition Probability Matrix - T
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we find v — the left eigenvector of T — where

v = [0HT, -+, VHTys VEP,, - - -» VEPy] (6.8)

The Markov chain is aperiodic, so for the n-step transitions

v; = lim Pj(n) exists, wherej € {HT1, ..., HTN, EPy, ..., EPy}

n—o0

The probability v; is interpreted as the long-run proportion of time the Markov

chain spends in state j. This is also the frequency of visiting state j, and

1
frequency

= period
is the average number of states visited to reach an Ezecute-Pending state.

The frequency of being in an E P state is Efil vgp,. Thus, the expected throughput

of applications with unit-time length service times, for a given application stream, is:

1

= (6.9)
SN vEP,

Y

Values for y depend on an application stream’s demand for servers. If every appli-
cation requires N servers, then for this stream p = 1. At the other extreme, if every
application requests only one server, then y = N. Therefore, we first consider classi-
fying applicatioﬂ streams according to the unique number of servers requested by each
application in the stream.

The possible number of servers requested by each application is an element of the
following set:
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C=1{,23.. N-1N}

The set of all unique requests for numbers of servers made during execution of aﬁ
application stream is therefore a subset of C. Among all applications in a stream
however, some number of servers will not be requested. Taking this into account, the
types of application streams to consider are based on the number of servers requested
per each application. The family of all subsets of any C' is called the power set of C,
and is denoted by P(C). P(C) has 2V elements. The empty set is an element of P(C),

and because an application must request at least one server,
M = P(C) — {0}

is the set of subsets of C representing the different number of servers that can be
requested by each application during the course of an application stream. The number
of elements in M is obviously 2V — 1.

Now, we consider two versions of our analytic model — one for each mode of DRAFT
operation. Previously, we noted that support for uniprocessing is covered in DRAFT by
simply declaring that a single processor is needed for an MP application. The number
of servers requested by an MP application can therefore be any element of C, and the
set of all such requests made in some stream is an element of M. The need to tolerate
hardware faults while in FT mode necessitates that each application request at least
two servers. Applications in this mode can therefore request a number of servers only

from the set C — {1} = {2,3 ..., N}.
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The set M represents server requests in MP mode, so the set F = P(C—{1}) — {0}
contains all sets of unique requests for servers found in any stream of FT applications.
The number of elements in F is 2V~1 — 1.

Next, we carry out the analysis for the particular DRAFT that we designed and
simulated.

The DRAFT that we have designed has N = 5 CMs (servers). For FT mode, there
are 25-1 —1 = 15 types of application streams that drive server demands. In MP mode,
there are 25 — 1 = 31 types of application streams considered. For each element sets of

M and F we generate the transition probability matrix. For the transition probabilities:
P,=Pj, fori,j=1,2,..., Nand P, # 0

That is, in the set of number-of-servers-requested we assume that the elements are
equiprobable.

We now analyze the throughput and latency based on our hierarchical queueing
model, and validate the‘ results by simulation. By considering all possible requests for
servers that are placed on DRAFT, we characterize y. For each mode, all possible
stream types are considered. Sets M and F are constructed. The left eigenvectors
are then calculated, and values for u are obtained. Values for D; and D, are assigned
based on the frequency that their composite functions are called in direct relation to
the applications stream’s statistics. Equations 6.5 and 6.6 give values for T Pprart and
LTprarT respectively.

The elements of M and F are themselves sets. We index the elements of M and
F, according to non-decreasing values of T Pprarr obtained when these elements are
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applied to our analytic model. Figure 6.6 shows the indexing of M’s 31 elements. The

15 elements of F' are indexed as shown in Figure 6.7.

[ Index | Element of M |

1 {5}

2 {4, 5}

351 {3, 4,5}
4 (3, 5

5 4}

6 13.4)

7 13]

8| 12,45
91 {2, 3, 4,5}
10 {2, 5}
11 (2,4}
12| {13 4,5)
13 {2 3, 5]
4] {23, 4}
15 {1,4,5)
16 {1, 5}
17| {1, 3,5}
18 | {1,2,3, 4,5}
19| {1,2, 4, 5]
20| 11,3, 4}
21| {1,235}
2| {125}
23| {1,234}
24 12,3}
% | 11, 2, 4}
26 11, 47
27 {1,3}
28 12}

29 | {1, 2, 3}
30 11,2}
31 13

Figure 6.6: Indexing Elements of M

For both analytical analysis and simulation, we use parameters that are realizable.
We assume that applications with unit completion times arrive at the input @ according
to a Poisson process with identical arrival rate A. For a stable system, the condition A <
4 must hold, and we use the same values of A in the analytical model and in the stream

82



{ Index | Element of F |

1 5

2 {4, 5]
31 {3,4,5}
] {3, 5}
5 4}

6 3, 4}
7 3]

8| 1{2,4,5)
9 {2,3,4,5)
10 12,5]
11 (2, 4}
2] {23 5]
3] {2,3,4)
14 12, 3}
15 12}

Figure 6.7: Indexing Elements of F'

generation process that will drive the simulation. Application streams consisting of
10,000 entries were created. Postprocessing 6f simulation results provided close esti-
mates of TPprarr and LTpraFT-

Figure 6.8 shows the application throughput for MP mode obtained from both anal-
ysis and simulation with respect to the indices of set M.

For the first seven indices, every element of M contains nothing smaller than 3. For
these indices no application concurrency is possible and throughput cannot exceed 1
A/T. At higher indices, requests for 3 or more CMs are combined with requests for 2 or
fewer so that application concurrency is possible. Maximum application concurrency,
and thus throughput, is achieved when requests are for only one CM per application.

Figure 6.9 shows the application latency for MP mode obtained from analysis and
simulation again with respect to the indices of set M. This shows the delay encountered
by applications once they leave the input queue, as a function of their index as given
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Figure 6.8: MP Mode: Throughput vs. Index

in Figure 66 In the data parallel model of the MP mode, tasks are identical and are
dispatched in parallel. Although this is not the case for the functional parallel model,
the size of the tasks did not produce significant differences in the dispatch time. For
both types of MP applications, the processing time and the amount of data output were
the same so that latencies are not markedly different across the indices.

Figures 6.10 and 6.11 show performance of FT applications in terms of throughput
and latency respectively. Both of these measures are based on the indices of set F.

For reasons similar to those that apply to the MP mode, throughput cannot exceed
1 AT when no fewer than three CMs are requested in a stream. When requests of this
magnitude are offset by requests for two CMs, as in the higher indices, then ‘app]ica,tion

concurrency boosts throughput.
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Figure 6.9: MP Mode: Latency vs. Index
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Figure 6.10: FT Mode: Throughput vs. Index
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Figure 6.11: FT Mode: Latency vs. Index

One of the factofs that influences latency is the reconfiguration time for the RLSU.
From the RLSU layout described in the next chapter, we have determined the times
required to partially reconfigure the baseline 5SMR function to another FT function of
fewer inputs. Upon completion of the function, the reconfiguration strategy calls for
returning to the function of five inputs. The longest reconfiguration time, based on

our implementation, is when the five input function is transformed to the three input

function and then back again.

Our approach is to provide the best performance for streams with all different CM
requirements. Without priof knowledge of an application stream’s makeup, the reconfig-
uration strategy cannot be tailored to optimally match the requirements of the stream.
Index seven of set F' involves applications requiring only triplication of CMs. Follow-
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ing the general reconfiguration strategy, with each application, the RLSU is changed
from a 5MR function to a 3MR function and back again. Propagation delays through
the RLSU structure for functions of different numbers of inputs vary by only tens of
nanoseconds so the impact of this factor on latency is negligible. All else being equal,
the overiding cause for differences in latency is the differences in reconfiguration time.
It is obvious from the data presented in Figures 6.8 — 6.11 that the simulatioﬁ
results track extremely closely with those of the analytic models for both the MP and
FT modes. Next, we compare the performance of DRAFT against that which would be
achievable if ultra-high speed general-purpose processors were used instead to implement

the functions provided by DRAFT.

6.5 Comparative Performance Results

Previously, we have justified the DRAFT architecture as being the best suited for the
dual role of multiprocessing and fault tolerance. Multiprocessors can configure their pro;
cessors for fault-tolerant operation and distribute the vote among them. In shared-bus

multiprocessors the serial nature of the bus impedes the voting process. Fully connect-

~ ing the processors is an alternative solution, but multiple connections complicate each

processor’s interface. In either case, however, when the processors themselves provide
the comparison and error detection operations for fault tolerance, then fault tolerance
internal to the processors must be added, or assumptions that severely restrict the types
of faults tolerated must be made. Otherwise, a faulty processor that is responsible for
producing the system output is a single point of failure for the system, and its failure
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rate will dominate the overall failure rate of the system. Therefore, the unit that is the
output stage of a fault-tolerant system must offer high performance and high reliabil-
ity. In this section we show that the DRAFT design offers the highest performance in

meeting its goal.

Application streams each consisting of 10,000 applications were simulated. For ap-
phcétioﬁs in FT mbde, requiremeﬁts for 2, 3, 4, or 5 CMs (for any application) were
specified as being equiprobable. Interprocessor communication implies multiple proces-
sors, so, for MP applications programmed according to the functional parallel model
(hereafter referred to as being in the MPFP mode) at lcast two CMs are needed. Re-
quirements of 2, 3, 4, or 5 CMs for any application in the MPFP mode were equiprobable.
Applications conforming to the data parallel model (hereafter referred to as being in
MPDP mode) each had equal probability of requiring 1, 2, 3, 4, or 5 CMs. Streams were
created to allow applications to continuously arrive at DRAFT such that an application
was always waiting to be dispatched, (i.e. the input queue was always full) and the

mean completion time for an application, once dispatched, was assumed to be 10 ms.

For the purpose of comparison, we consider here the effects of an alternative design:
replacing the DRAFT module with a processor that is dedicated to performing the same
fault tolerance and multiprocessing support as the RLSU. Equivalent software versions
of the RLSU functions were written in an assembly language [42] and executed to verify
their correctness. This was done to provide a conservativé comparison that gave every
advantage to the alternative design. Based on the instruction counté, the cc;rrespond-
ing completion times for processors with specified MIPS (Millions of Instructions Per
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Second) ratings are also shown in the following figures.

Figure 6.12 shows the throughput of applications in MPFP mode as a function of
the amount of data produced by each application. Message passing is part of MPFP
operation, and in the situation described in this graph, each application passes eight

messages among its CMs.
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Figure 6.12: MPFP Mode: Throughput vs. Data Stream Length

Figure 6.13 shows the impact of message frequency on throughput. The data length
for each application was fixed at 16,384 words. This graph shows that, as message fre-
quency is increased, throughput quickly drops. 'More importantly, throughput in this
case is unaffected by the processors’ MIPS ratings as these curves are indistinguishable.
Synchronizing the CMs to coordinate their message passing activity consumes a consid-
erable amount of throughput. In spite of dedicating a very-high speed processor or even

&9




the RLSU to facilitate the exchange of information, there is no marked improvement.
In light of this finding, it is clear that as a rule communication between CMs should be

made using a few long messages rather than with many short ones.
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Figure 6.13: MPFP Mode: Throughput vs. Message Frequency

Figure 6.14 shows the corresponding application latency for the MPFP mode. We
again assumed a constant count of eight messages per application.

Figure 6.15 shows the throughput of applications in the MPDP mode versus the
data length, while Figure 6.16 shows the latency.

App]jcations in the FT mode yielded the results shown in Figures 6.17 and 6.18.
The dramatic improvement provided by the FPGA-base RLSU is clearly shown here.

Finally, the throughput and latency for an equal mixture of applications in the
MPFP (with the message count per application set at 8), MPDP, and FT mode are
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Figure 6.14: MPFP Mode: Latency vs. Message Frequency
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Figure 6.15: MPDP Mode: Throughput vs. Data Stream Length
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Figure 6.16: MPDP Mode: Latency vs. Data Stream Length
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Figure 6.18: FT Mode: Latency vs. Data Stream Length

shown in Figures 6.19 and 6.20 respectively.

These figures demonstrate the potential performance gains obtainable with the
DRAFT architecture. It is important to note that these speedups are not just for
the overhead functions required to manage the FT and MP operations, but are in fact
the speedups of the applications themselves.

As the sheer computing power of processors continues to grow, even greater data
lengths will be producible using equal or less processing time. The trends presented
in these figures indicate that the throughput and latency advantages of DRAFT be-
come even more dramatic with increasing data lengths. Thus the DRAFT design is
well situated to meet the future needs of high-performance multiprocessing and fault
tolerance.
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Figure 6.19: MP/FT Mode: Throughput vs. Data Stream Length
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Figure 6.20: MP/FT Mode: Latency vs. Data Stream Length
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The RLSU’s performance overtakes that of any reasonable implementation based
on a dedicated general-purpose processor. It is important to note that a dedicated
processor with the performance assumed here would not be a simple, low-cost device.
It would require, at the least, a relatively large number of packages to provide the core
functions (including memory management), plus substantial local memory. In contrast,
there is a practical, highly-reliable, and relatively low-cost enabling technology for the
RLSU. Applying this technology to the RLSU, however, is the subject of Chapter 7.

In the next section the cost of DRAFT and comparable architectures is analyzed.
The analysis shows that, even when a dedicated processor is altogether avoided by using
the processors themselves to perform the selective fault tolerance functions, DRAFT still

achieves much better performance at lower cost.

6.6 Cost Comparisions

We compare the cost of DRAFT with two types of multiprocessor interconnection
schemes: (1) a bus-based multiprocessor where the communication medium is shared
among all of the processors; (2) where processors are connected by point-to-point com-
munication channels. Figure 6.21 shows the general topologies for each of these two
schemes.

Multiprocessing and fault tolerance can be supported by either of these schemes,
but because fault tolerance entails physical replication of hardware for redundancy it
is the main cost driver. Algorithms achieve fault tolerance by resolving the redundant
processor outputs to produce an error-free output. In the schemes shown in Figure 6.21,
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Figure 6.21: General Topologies

the algorithms are implemented by software running on the processors.

A necessary feature of DRAFT is the use of dual-ported memories for the RMs. Use
of extra memory for fault tolerance is not, however, exclusive to DRAFT. In software
voting [3], each processor writes results to its own dual-ported memory that are then
read by the other processors. In this way, all processors can vote independently on the
results. We consider the memory costs for storing results to be equal for DRAFT and

each of the two multiprocessing schemes.

Bus-based connections pose several drawbacks to processors running fault-tolerant
applications. For example, the occurrence of a bus fault has high probability pf disabling
the entire system, or a faulty processor’s behavior might result in it acquiring the bus
and never releasing it. Bus redundancy is only part of the solution; each processor must
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possess the capability to “fail-safe” by detecting its own faults and then isolating itself
from the bus. Otherwise, a failed processor may disable the entire redundant bus so that
all communication among the working processors stops. Additional hardware is attached
to each processor for the purpose of making the processor fail-safe. The hardware cost for
fail-safe processing, particularly with off-the-shelf components or systems, is likely to be
at least twice the normal cost. This is because duplication and lock-step operation with
output comparison is the most straightforward and perhaps the only available method
for on-line fault detection. Additional logic for bus isolation further drives up the cost.
In DRAFT, the fault confinement area consists of the CMs, the RMs, and the data
buses from the RMs to the RLSU. Confining the erroneous data caused by these faults
to these components is done without changes to the CM hardware. Intervention by
the RLSU prevents faulty processors from influencing correct DRAFT operation. Any
bus-based scheme where processors provide the fault tolerance operations themselves,
and the processors are directly interconnected, suffers from the possibility of a malicious
processor fault corrupting the entire system. The cost of making such a system fault-
tolerant through fail-safe processor operation is double that of DRAFT in terms of the
number of processors. Without sacrificing fault tolerance, DRAFT halves the number
of processors required while only slight overhead is accrued. The overhead consists
of the dedicated unit composed of the RLSU, RLSU controller, and ROM. We relate
component complexity (i.e., gate count) directly to cost, and in Chapter 7, we show that
the dedicated unit has less complexity than the type of high-performance processor that

would need to be employed as a CM.
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A component’s complexity is also directly related to its unreliability. The Mil-Hdbk-
217E reliability model [71] applied in Chapter 7 measures the complexity of a digital

circuit using its gate, bit, package, and pin counts to predict the circuit’s failure rate,

A

Interconnection schemes that are not bus-based, but instead use point-to-point con-
nections between processors, are not vulnerable to a single processor fault completely
disabling all communications. Individual links between processors can be made redun-
dant in order to tolerate a link failure. Because there is no single continuous link joining
all of the processors, a failed processor that disables its links to other processors does
not necessarily prevent communication among the remaining working processors in the
system. To achieve this goal, all that is required is to provide adequate connectivity in
the initial network topology so that communication can continue in spite of breaks in
the structure that correspond to failed processors or théir links. Failures can occur at
any time, so entrusting the fault tolerance to a single processor increases the vulnerabil-
ity of the system. As in the bus—based connection scheme, assigning majority voting or
comparison operations to a single ﬁnit that has the same complexity, or even the same
order of complexity, of one of the redundant processors has the effect of limiting the
system reliability to the reliability of one of its composite processors. Redundancy in
this case is detrimental; the simplex approach offers better reliability and at lower cost.
To make the fault tolerance operations reliable, they are carried out redundantly on
multiple processors. However, when processors must cooperate among themselves, as in
performing a majority vote on their outputs, another type of failure can occur that is
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often overlooked: namely, sending conflicting information to diffe{:ignt processors. This

is caused by the so-called Byzantine fault [6].

The theoretical requirements necessary to guarantee correct system behavior in this
situation can be summarized as follows. In order to tolerate f Byzantine faults, it is
necessary to have 3f + 1 independent participating processors in the Byzantine-fault-
tolerant scheme, where the processors are connected by 2f + 1 disjoint communication
paths, and go through f+1 rounds of information exchange to arrive at exact consensus.
Byzantine faults are the most malicious kind of processor faults that can be considered,

and therefore are the most difficult to tolerate.

In a cost analysis, we consider the number of processors required in the DRAFT
approach. We compare this to other approaches where a dedicated processor is not
used, which we refer to as “non-DRAFT” approaches. Having already considered that,
in spite of its simplicity, the bus-based scheme still requires bus redundancy. Processor
cost is a comparative measure that ciearly does not favor DRAFT. Furthermore, because
the bus has a fixed size regardless of the number of processors. attached to it, we consider

its cost negligible.

Let C represent the cost of a processor. We will first consider comparing DRAFT
with a bus-based non-DRAFT approach. In this case all processor faults can be consid-
ered except Byzantine faults. Tolerating f faulty processors requires 2 f + 1 processors.
Protecting the bus requires fail-safe processor operation. Duplicating processors to
form a module that can detect its own failures is often done in bus-based, fault-tolerant
designs [43] [44] [45]. The resulting module pairs are thus indivisible and have the
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processing power of only a single processor. Employing fail-safe operation doubles the
number of processors required to tolerate f faults. Let the quantity ¢ represent the frac-

tion of C required for the dedicated unit in DRAFT. Then the cost ratio of bus-based

non-DRAFT to DRAFT is:

bus—based, Non—DRAFT

e e
20(2f +1)
(C(2f +1) +¢C)
DRAFT

_ 202/ (6.10)

(2Ff+1)+ec

COSt Ra;tiobus_based

Owing to the simplicity of the dedicated RLSU, controller and ROM when it is
compared with a processor’s complexity, their combined cost is ¢C where ¢C' <3C for
¢ < 1. RLSU cost must be nonzero, and we will not consider any design alternative
where the voter cost equals or exceeds that of a baseline processor. Therefore, as a cost
multiplier, 0 < ¢ < 1.

Figure 6.22 shows cost ratio curves using equation (6.10) for various values of c.

Concern over a faulty processor potentially disabling an interprocessor communica-
tion channel means that, to achieve fault tolerance bus-based designs require, a minimum
of twice the number of processors as in the baseline design. Arbitrary faulty bus be-
havior due to a Byzantine fault can cause failure of the voting process. However, as the
bus is a simple entity in comparison with a processor, the use of a broadcast protocol
together with an assumed dependable medium assures consistent message transmission
in a bus-based system. We therefore restrict our consideration of Byzantine faults to
the processors themselves. While only a single channel connects a processor to the other
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processors in a bus-based design, in a point-to-point connection scheme a processor may
have multiple channels that link it to other processors. Although we can assume that
the message medium is totally reliable, a Byzantine fault can prevent a processor from
simultaneously broadcasting a single message over its separate channels; instead, con-
flicting messages may be sent over each channel. As long as there are 2f + 1 disjoint
communication paths from any processor participating in a vote to any other partici-
pant, enough correct information can be transferred to allow consensus to be reached
in the presence of f Byzantine faults. Whereas the cost for connecting processors was
considered negligible for the bus-based case, point-to-point connections means that a
multiplicity of communication channels must be provided and the associated cost can
no longer be ignored. Under the Byzantine fault assumptiqn, the stipulation that there
exist 2f + 1 disjoint paths between cooperating processors requires that each vertex in
the graph representing processor interconnections have at least degree 2f + 1. Each
edge in the graph corresponds to an independent communication channel that is shared
by the two bprocessors. With the required minimum of 3f 4+ 1 processors (denoted by

vertices in the graph), the total number of edges Numeqdges is at least:

Numegges = [((3f +1)(2f + 1))/2] (6.11)

The ceiling of the expression is taken because, if f is even, then the product (3f +
1)(2f + 1) is odd; however, the total degree of all vertices in a graph must be even [46].
An even value for f means that there exists a vertex in the graph whose degree is even
and greater than 2f + 1.
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Equation (6.11) represents the total amount of processor interconnect. We could
consider the cost of traces on a printed circuit board (PCB) that implement interconnect.
Material costs aside, very often the power, weight, and size limitations determine the
number of processors allowed in a system [3]; however this is in the context of non-
Byzantine faults. The sheer physical complexity of processor connectivity for Byzantine
fault tolerance can lead to systems whose resultant size is a reliability penalty [47] that
can outweigh the benefits of fault tolerance. Added material costs would clearly be not
just for extra PCB traces as the entire packaging concept for the system must change.
Even if the increased system size is still acceptable, there are additional operational
costs associated with the higher degree of connectivity. These include the additional
mass of circuit boards made larger to accommodate interconnect area, and greater
power supply demands caused by processors driving larger parasitic loads. Unlike the
bus-based approach where each processor interfaces to a shared interconnection medium,
multiple point-to-point connections to other processors impose specialized 1/O interfaces
on each processor.

We express the cost for interconnect as a fraction of a processor’s cost. A single
interconnection is assigned the cost E x C' where E is interpreted as a fraction of a

processor’s cost. Then, for the point-to-point scheme, we have

point—to—point,Non—DRAFT
C((3f +1) + E X Numedges)
T (Cef+1)+0)
DRAFT
(3f+ 1)+ E X Numedges
(2f+1)+c

~ .
Lost Ra'tlopoint—to—-point

i

(6.12)
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Using equation (6.12), Figure 6.23 shows the cost ratio curves for different values of
E. In these curves, we assume the pessimistic, limiting value of ¢ = 1 for the dedicated

unit’s cost.
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Figure 6.23: Cost Ratio of Point-to-Point, Non-DRAFT to DRAFT vs. Number of

Processor Faults, f

The baseline DRAFT can tolerate up to f = 2 simultaneously faulty CMs. For equiv-
alent fault coverage, the bus-based and point-to-point schemes have the costs shown in
Figures 6.22 and 6.23 respectively. These figures show that, even when the cost param-
eters for the non-DRAFT options are given optimis‘tic values, while those for DRAFT’s
dedicated unit are pessimistic, the cost advantage is sﬁi]l considerably in DRAFT’s fa-
vor. In addition to DRAFT’s cost savings is the previously pointed out ifnprovement
in application performance provided by DRAFT’s dedicated unit. Next, we address
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extending the operable time of DRAFT beyond what is achievable with non-DRAFT

approaches.

6.7 Extensibility of Operable Time

Operable tinie is the period during which a functional unit would yield correct results
if it were being used. Reducing the probability of failure increases a system’s expected
operable time. The reliability function R(t) is the probability that the system will
perform satisfactorily from time zero to time t. The exponential distribution is one
of the most commonly encountered in reliability models [65]. Using it as the fault
distribution model together with a constant failure rate A, then each processor has

reliability

R, =e (6.13)

A system’s Mean Time to Failure (MTTF) is given by (3]:
MTTF = / R(t)dt
0

Just as we assume that cost and complezity are directly related, we also assume that
complexity is related to failure rate. In Mil-Hdbk-217E, the failure rate of a component is
not considered to increase linearly with its complexity (measured in gates or bits on the
chip) as one might think; instead, the system failure rate decreases as the level of logic
integration increases. If the same level of integration is assumed for the components
involved, then r is the fraction of a processor’s failure rate realized by the simpler
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dedicated unit. This being the case, then the reliability of the voter is:

R,=e™ (6.14)

In the ideal case, the voter in.-an NMR system would have perfect reliability. This
corresponds to R, = 1, implying that the dedicated unit that carries out the voting
function has zero times the complexity of a CM. The MTTF of a single processor and

the MTTF of a 5SMR system that has a perfect voter are given by the following equations:

o0
MTTFg, = / e Mt
0
1

A
MTTFsyRg,., = /0 00(106’3’“—156‘4’\t+66'5’\t)dt

A7
60

Obviously, the MTTF of the 5MR system is lower than the MTTF of the simplex

system. However, the plots in Figure 6.24 show that for certain values of At the 5SMR
system is more reliable. The crossover point occurs where the 5MR and simplex system
have equal reliabilities. The MTTF for each system is the area under its respective
reliability curve, but a better comparison parameter here is the achievable mission time.
This is the time t,, at which the reliability of a system falls below a predefined level
[3]. To realize the rehabiﬁfy benefits demonstrated by the 5SMR curve in Figure 6.24,
the mission time %,, must be selected so ;chat At,, corresponds to a point before the

Crossover.
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Our baseline DRAFT design has N = 5 CMs where 5MR would be the largest avail-
able fault-masking technique. We want to establish, in terms of processor complexity,
how complex the voter can be and still yield a 5MR system that is more reliable than a

simplex system. A 5MR configuration using five processors each with reliability R, has

reliability:

Bsmr = () (i) Rj(1-R,)" )R,

=3
(10R3 — 15R; + 6R2)R, (6.15)

We wish to know when 5MR offers better reliability than the simplex approach, that
is:
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(10RZ - 15R; + 6R3)R, > R, (6.16)

We determine the range of r values from the reliability constraints given in equation

(6.16). Substituting equations (6.13) and (6.14) into equation (6.16) yields:
(106-—3>\t _ 156—4/\t + 66—5)\15)6—7')\75 > e——/\t

Solving this inequality for r yields:

N In(10e=3* — 154" + 6e~5)

T (6.17)

r<1

We use inequality (6.17) to show how the value of r affects the feasibility of system
application for extensive mission lengths. Note that, because the 5SMR reliability curve
in Figure 6.24 assumes a perfect voter, it shows the maximum reliability that is obtain-
able. Because we are measuring complexity in terms of gate count, we know that » = 0
is a physical impossibility. The unit carrying out the voting function has a non-zero
failure rate so it reduces the 5SMR’s reliability from that shown in Figure 6.24. From
inequality (6.17) the values of br are found that, when multiplied by Af, would make the
respéctive reliabilities for 5SMR and simplex systems the same. The r values are also
shown in Figure 6.24.

As r varies, the crossover points for the SMR and simplex reliability curves change.
For values of r that are close to zero, the crossover point is close to the one shown
in Figure 6.24, but as r increases the crossover points occur sooner. This is shown in
Figure 6.25 for three nonzero values. of r.
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The extent to which operable times can be assured depends on 7. Figure 6.25 shows
that the smaller the r value is, the longer 5SMR is more advantageous than simplex.
Consequently, the user can select a longer mission time t,, as the complexity of the
voting is lessened. The RLSU, RLSU controller, and memory for configuration data
comprise DRAFT’s dedicated unit. Because of the RLSU’s self-reconfiguring capability,
it requires only simple support devices: the RLSU controller is a simple counter and the
external memory for conﬁgurationldata is a ROM. The RLSU’s logic resources are not
static; instead they are used over and over again where a particular instance of RLSU
functionality is derived from the ROM data. Initially there is a sharp expenditure in
RLSU complexity because it is reconfigurable hardware. However, the requisite com-
plexity for high functionality resides in mask-programmed ROM — these devices are
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highly dense and have the lowest failure ra,té of any type of electronic digital device
[71]. Based on these considerations r < 1. In Chapter 7, we quantify the complexities
of a processor and the RLSU, and show that for high-performance processors we have
7 << 1. Next we address whether the scalability of the dedicated unit is an overriding

factor.

6.8 Scalability

The ability to increase the number of processors used in a DRAFT implementation de-
pends upon how easily the architecture can be scaled. The component interconnections
in DRAFT are the metal conductor buses prevalent in most electronic systems today.
Maximum clock speeds for these buses is between 200 MHz and 300 MHz, whereas pro-
cessor clock rates themselves are approaching those of the bus. This limits bus-based
multiprocessors to support only a few processors because higher numbers of processors
cause performance degradation as active processors saturate the bus. DRAFT is de-
signed to provide high bandwidth architectural support for sharing and control. As
opposed to the global shared memory often employed with bus-connected multiprocess-
ing, the dual-ported RMs in DRAFT are private to each CM. Distributing the memory
among the processors reduces memory contention to only those necessary instances
when process coordination for access to the shared mailbox resource is required. The
high performance of the RLSU mitigates the congestion of a centralized transfer point
for messages and data. System clock rates for the RLSU can easily meet the minimum
RM access times for both read and write operations.
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Difficulties related to interconnect are encountered when scaling up a point-to-point
multiprocessor ’scheme. As discussed in Section 6.6, for the system to be capable of
tolerating f processor faults requires that there exist at least 2f + 1 disjoint paths be-
tween any two processors participating in a vote. DRAFT allows any subset of available
CMs to form a fault-tolerant processor. Knowledge of which processors will be available
depends on the application load, and so it is a runtime issue. This uncertainty means
that 2f +1 disjoint paths must exist between all processors of the multiprocessor if it is
to offer the same flexible fault-tolerant operation as DRAFT. Our cost analysis for the
point-to-point interconnection scheme shows that this connectivity becomes prohibitive
for even a small number of processors when fault tolerance is required: given N pro-
cessors, the required connectivity grows as NV 2, Applying a fault-tolerance requirement
(in this case, connectivity) to all processors leads to poor scalability using a traditional

approach.

In contrast, universal application of a fault tolerance requirement to allow any subset
of the processors to form a fault-tolerant processor is a feature of the DRAFT approach
discussed here. In the baseline design, a SMR voter is configured to vote on any subset
of inputs or to perform a comparison of any two inputs. We address the scalability
of DRAFT by considering its impact on configurable voting. Majority voting is widely
used to fnask hardware faults, and the complexity of its hardware implementation grows
rapidly with N. The number of terms in the sum-of-products expression for the majority
function of N inputs (where N is odd) is ([ NA/[2])' Configuring an NMR voter is suitable
for small N. Details of the sum-of-products implementation in the RLSU are shown

111




in Chapter 7. Briefly, a horizontal collection of cells is used to form a product term.
Buses run vertically between cell columns, and the value of a literal is carried by one
bus per column so that each literal corresponds to a column. Therefore, the RLSU
area, (in cells) needed to form the full sum-of-products expression for majority of N
inputs is N X (fNA/]?])' We contrast this with the following alternative aﬁproach that
uses a routing network with the baseline 5SMR voter as its core. The N (N > 5) inputs
are grouped into non-disjoint subsets of size N — 4. Each element of a subset can be
connected to a 5SMR voter input. Figure 6.26 shows the formation of each subset and

the allowable 5MR input for that subset.

1.2 3 4 5 .. N-4 N-3 N-2_.N-1 N,
5MRInput1
: 5MR Input 2
i R
5MR Input 3
: 5MR Input 4
5MR Input

Figure 6.26: Grouping DRAFT Inputs

The configurable 5SMR voter provided in the baseline DRAFT can now be applied
simultaneously to any 5 of the N inputs. Detection signals are raised depending upon

112



the nature of the inputs. Figure 6.27 shows the structure of the routing network to and

from the 5SMR core voter.

CARY

Qutput
5MR Core [—>=

oo J____,

Fanout Network

WA

N Detection Stgnals

Figure 6.27: Scalable DRAFT

We now analyze the complexity, in RLSU cells, of the scalable design. The upstream
fanout network in Figure 6.27 is approximately of height N to allow the vertical inputs
to turn the corner and reach across to the multiplexer inputs. In Chapter 7 we show that
two input multiplexers are readily available in the RLSU. The N inputs are grouped
into 5 subsets. Routing of each subset to a voter input calls for 5x (N —4) cells of RLSU
width. The multiplexer tree upstream from the 5MR core is of height [logy(NV — 4)].
As described earlier, the 5MR core is iO cells high. Downstream is a 5 cell high fanout
network that spreads the core’s 5 detection signals across the width of a multiplexer
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tree. This multiplexer tree routes the core’s detection signals to correspond to the
appropriate processors. Its height is [log,(5)] = 3 cells.

The 5MR voter with upstream multiplexer tree and fanout network are provided for
each bit of the inputs. However, the N detection signals are only 1 bit each, so the cost
of the downstream fanout network and multiplexer' tree is amortized over the number
of bits in each input.

Based on this analysis, this approach requires
5(N — 4)(N + [logy(N —4)] + 10 + N + 3)

cells. Note that we have included the cell count for the N detection signals.

Figure 6.28 shows the full sum-of-products and routing network complexities on a
log scale versus the number of processors (V).

Figure 6.28 demonstrates how increasing the redundancy used for fault-masking can
quickly result in a voter with unmanageable complexity. As a result, practical voting
applications rarely employ more than 7 processors [12] [13]. For N < 8, direct imple-
mentation of the full sum-of-products is possible, but for N > 8 it becomes necessary
to use a routing scheme and apply an nMR voter (n < N) to any n of the N possible
inputs. Comparison of RLSU sizes suggests differences in the number of cell propagation
delays from input to output, so Figure 6.29 indicates the relative impact of increased
N on RLSU speed.

In the full sum-of-products implementation, the critical path initially crosses N
cells to form the first product term. This is then summed with each of the remaining
([NA/Iz]) — 1 terms where a cell delay is incurred per term. Applying the routing network
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Figure 6.28: Full Sum-of-Product and Routing Network Complexities vs. Number of

Processors (V)
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to the critical path associated the sum-of-products of the 5MR core adds only [logy(N —
4)] + 3 cell delays. Figure 6.29 shows the number of cell propagation delays for the full

sum-of-products and the routing network on a log scale versus the number of processors

(N).

6.9 Configurability

6.9.1 Processor Configurations

In this section, the flexibility of our proposed architecture is considered and the various
configurations of the CMs in the baseline DRAFT are described. Previously, we have
discussed the cases where a processor is in one of two operational modes: fault-tolerant
(FT) or multiprocessing (MP). A third mode is possible. It is when the processor is
unused (UU). A processor’s operational mode is determined by the application assigned
to it, whereas a processor is UU because either it is 7dle awaiting an application assign-
ment, or it is in a failed state. Our objective is to create snapshots of DRAFT so as to
determine all of the processor configurations where at least one CM is executing. We
refer to these as the active configurations.

For the purpose of identifying combinations of modes, we do not distinguish between
a processor in UU mode as being failed or idle. We take the view that an idle processor
can experience a fault and therefore fail. Likewise, a processor that DRAFT has pre-
viously identified as failed could have since been repaired and replaced so that it can
now be allocated. Also, although an MP application may be programmed according to
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either the functional or data parallel model, we do not need to make this distinction
at this time in examining the processor configurations. When several processors are in
MP mode, different configurations are possible. All the processors do not necessarily
form a single multiprocessor. Recall that uniprocessing is simply MP mode with allo-
cation of a single processor. Also, a set of processors in MP mode may be partitioned
to form smaller multiprocessors. We maintain that hardware redundancy is necessary

to tolerate processor faults, so at least 2 processors are required for an FT application.

We first consider the FT mode and the coexistence of processors in FT mode with
others in the MP and UU modes. Then we will examine the MP mode together with
the UU mode. Processors in the same mode may be grouped together in different
ways. For instance, three processors in MP mode may be grouped together to forﬁ a
three-processor multiprocessor, or a two-processor multiprocessor with a uniprocessor.
Examples of FT mode are five processors forming a 5MR unit or a 3MR unit and a pair

of processors that operate in the manner of duplication with comparison (DWC).

We use the notation Ths(N,n,m) to denote the number of ways n processors in
mode M can be used to create different configurations of the N available, and where
m is the maximum number of processors among the n that can be grouped together.
For instance, Trr(5,5,3) implies that there are N = 5 processors (as in the baseline
design), and all of them (i.e., n = 5) are in FT mode, and at most three (i.e., m = 3) of
" the five can be grouped together. This gives the number of configurations where there
is a 3MR unit and DWC unit. Some combined values of n and m are not possible, such
as Trr(5,5,4). Once 4 procéssors are grouped together a single processor still remains,
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but that single processor cannot be used for an FT application because of the lack of
redundancy.

Beginning with FT mode,

TFT(5a575) = (2) =1

When the maximum of 3 processors are grouped the remaining two must still form a

fault-tolerant unit so they become a processor pair for DWC, which means

Trr(5,5,3) = (g) =10

Next we consider when four processors are in FT mode. Allocation of 4 processors to a
single FT application means that there are (i) = 5 ways to group four out of the five

processors and the remaining processor can be in either MP or UU mode, thus

Ter(5,4,4) = (Z) x2=5x2=10

When two is the maximum group size when four processors are in FT mode there are
(;) = 6 ways to form a DWC processor pair using the four available. However, the

remaining two are in FT mode and they too must form a DWC processor pair, so only

one-half (i.e., 3) are unique configurations. Thus
5
Trr(5,4,2) = (4> x3x2=5x6=30

There are (:53) = 10 ways to form a 3MR unit out of five processors. Each of the
remaining two processors can be in MP or UU mode, yielding a total of four possible
modes for both of them. Yet when both are in MP mode they can form either a two-
processor multiprocessor or two independent uniprocessors, so there exists five possible
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configurations for these two processors. As a result

)

3))(5:10><5:50

Trr(5,3,3) = (

There are (g) = 10 ways to select two processors from five. Three processors re-
main and we examine their possible configurations. Two modes are available for these
processors — MP and UU. If all three processors are in MP mode they can form a
three-processor multiprocessor or three uniprocessors (2 configurations). There are
also (g) = 3 configurations involving two-processor multiprocessors and a uniproces-
sor. Among the three processors, if one of them is in MP mode, then there are (:13) =3
additional configurations. On the other hand, if two of the three processors are in MP
mode, then there are () X 2 = 6 configurations because the two processors in MP mode
can be either a two-processor multiprocessor or two uniprocessors. Finally, all of the
three processors can be in UU mode, so the total number of configurations for the three

processors is 24+3+6+3+ 1 = 15. Then
5
Trr(5,2,2) = (2) X 156 =10x 15 = 150
Thus, for FT mode, the complete count is
Trr(5,5, 5)+ Trr(5,5, 3)+ Trr(5,4, 4)+ Trr(5,4, 2)+ TFT(5, 3,3)+ Tr1(5,2, 2) = 251

possible configurations.
Now we turn to configurations of processors in MP mode and UU mode. When all

processors are in MP mode,

Tp(5,5,5) = (?) =1
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For a uniprocessor and groupings of size four the remaining processors

Trmp(5,5,4) = (i) =5

Owing to two processors forming either a two-processor multiprocessor or two unipro-

cessors, the number of ways to group three processors out of five is multiplied by two:

Trnp(5,5,3) = (g) x2=10%2=20

There aré (‘;’) — 10 ways to select a two-processor multiprocessor from five available
processors where the three remaining processors are uniprocessing. These three remain-
ing processors have (g) = 3 configurations involving a two-processor multiprocessor as
well. This does not, however, create an additional 10 x 3 configurations; instead only

half are unique, so

Trnp(5,5,2) = (;) + [(2) X %l} = 10+(—107Xi) =10+ 15 = 25

There is a single configuration where all the processors are uniprocessing, that is

TMP(5,571) = (2) =1

Next, when four of the five are in MP mode and the other is in UU mode we calculate

Trmp(5,4,4) = (i) X (i) =5x1=5
Trp(5,4,3) = (Z) X (;) =5x4=20

4 .
There are (;) = 6 ways to select a two-processor multiprocessor from four processors
where the two remaining processors are uniprocessing. The two remaining processors
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could also form a two-processor multiprocessor. This does not, however, create an ad-
ditional six configurations, because when they are paired and placed along with the
previous pairs only three are unique configurations. With four processors in MP mode,

the number of ways to select either a two-processor multiprocessor with two uniproces-

sors, or two two-processor multiprocessors, is 6 + 3 = 9. Thus
| 5
Trmp(5,4,2) = 4 X9=5%x9=45
When all four processors are uniprocessing we have

TMP(5,4,1)= <Z) X (;l) =5x1=5

We turn to the situation where three of the five processors are in MP mode and the

other two are in UU mode, to obtain:

Trrp(5,3,3) = (g) X (;’) =10x1=10

Trpp(5,3,2) = (g) X (;) =10 x 3 = 30

5
Tmp(5,3,1) = <3> X (g) =10x1=10

Next, when two of the five processors are in MP mode and the other two are in
UU mode the situation is once again such that the two processors can form either a

two-processor multiprocessor or two uniprocessors. So

TMp(5,2,2) = (;) =10

Tarp(5,2,1) = (;) =10
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Finally we consider when a single processor of the five is operating

Tup(5,1,1) = (‘;’) =5

The total number of active MP configurations is 191. Thus, the total number of CM

operating configurations for our DRAFT design is 442.

6.9.2 Analysis of an Alternative Design

We introduce an alternative architecture that can support FT and MP modes. Through
our review of the relevant literature we believe that this approach is representative of the
current state of the art in hardware-based selective fault tolerance. It will be shown how
this architecture’s lack of flexibility allows for far fewer processor configurations than
in DRAFT, which translates directly into a large decrease in application processing
throughput.

Figure 6.30 shows a five processor system consisting of processors P; through Ps, a
voter V and a comparator C. This design recognizes the need for selective redundancy
as not all processes are considered to be'sufficiently critical to warrant triplicating their
processors. A comparator is used with a pair of processors so that they can operate in
the manner of DWC.

This type of system has been embodied in the AIPS fault-tolerant computer [17].
In the system depicted in Figure 6.30 we assume an eztended capability by applying
the concept of the C.vinp [4] to the processors at the sites of 3SMR and DWC. That
is, when they are not in FT mode the processors at each site can operate as either
multiprocessors or multiple uniprocessors.
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Figure 6.30: A Five Processor Comparative Architecture

For comparison with DRAFT, we calculate the number of processor configurations
for the system shown in Figure 6.30. Previously, we calculated the number of possible
DRAFT configurations of two and three processors when the available modes are MP or
UU. For the two processor case there are five configurations, and for the three processor
case there are 15. One possible configuration for the system shown in Figure 6.30 is
when both the 3MR and DWC sites are in FT mode. Additional configurations exist
when only one site is in FT mode. When the 3MR site is in FT mode, then the two
processors at the DWC site can support five configurations. On the other hand, when
just the DWC site is in FT mode, the three processors at the 3MR site can be configured
in 15 different ways. Therefore, there are 1 + 5+ 15 = 21 different active configurations
involving FT mode. When neither site is in FT mode, then there are 15x5 = 75 possible
configurations. However, one of these configurations has all processors in the UU mode,
so after removing it from consideration the total number of active configurations for the
system of Figure 6.30 is 21 + (75 — 1) = 95.

DRAFT has 442 active configurations as compared to the 95 offered by the alterna-
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tive design that has the same number of processors. Thus, DRAFT has over four times
the number of alternative configurations.

It can be immediately seen that the alternate design does not support 5MR, 4MR,
or multiprocessors of size greater than three. This places a tighter limit on the re-
source demands that an application can make. Previously, we categorized for DRAFT
the supportable application streams based on the number of proce;ssors requested per
application in a stream. Sets F' and M have 15 and 31 elements respectively. Since
we must Testrict the number of processors an application can request in the alternate
design to three, the sets are limited to {1}, {2}, {3}, {1,2}, {1,3}, and {2,3} for MP
and {2}, {3}, and {2,3} for FT. Although the number of processors for both designs
are the same, DRAFT supports 12 more types of F'T application streams and 25 more
types of MP application streams.

However, placing a limitation of three processor per application does not signifi-
cantly diminish DRAFT’s higher degree of configurability. From the 442 possible CM
configurations we subtract those that involve 5MR, 4MR, or multiprocessors of size

greater than three. That is

442 — (TFT(57 9, 5) + TFT(5’ 474) + TMP(B’ 3, 5) + TMP(57 574) + TMP(574’ 4))

= 442 (14104 1+5+5) =420

unique configurations exist.

Applications arrive, execute, and complete at different times, so the configurations
that we have enumerated for each system can be used to describe their activity. Never-
theless, given applications that can run on either design, the difference in the number
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of active configurations between the two systems is 440 — 95 = 325. The alternate de-
sign cannot be configured into any of these. Accounting for this difference is DRAFT’s
higher configurability where the only constraint on executing applications as they arrive
is the existence of a sufficient number of available processors. The alternate system of
Figure 6.30 lacks the flexibility of DRAFT. For example, an FT application requiring
3MR that arrives and finds a system state where one or two of the processors at the
3MR site have already been allocated cannot be dispatched. Even though there may
be three available processors, this system structure specifically requires processors (P,
P;, and P3) in order to provide 3MR. Moreover, the alternate design would never be
in a configuration offering triplication where at least one of the processors at the 3MR
site is in UU mode. Not only is it impossible to achieve triplication in this way, but
if those processors in UU mode at the 3MR site are usable (i.e., not failed) then they

would have been allocated instead.

Interpreting the UU mode also as the unusable mode instead of merely the unused
mode, we can attribute the active conﬁgqrations with at least one processor in UU mode
to times when the system is operating with less than its full complement of processors
because some have failed. These configurations represent situations where application
support continues but with degraded throughput. DRAFT does not impose restrictions
on which processors can be used, so degradation is more graceful. We have tabulated
325 active configurations that are unachievable by the alternate design. DRAFT, on
the other hand, can enter these configurations because it sustains more combinations of
concurrent applications and adapts more readily to processor failures.
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By removing all restrictions on the arrangement of available processors before they
can be used, resource utilization in DRAFT is maximized. Direct comparison with the
resource utilization of the alternate approach would depend on the application stream
statistics. However, resource utilization can be measured in terms other than processors.
The ability of a system to meet changing circumstances will determine how well any of
its resources can be used.

. Processor failures adversely impact the ability of a system to maintain full support
for its applications. By being unable to provide the resources for carrying out various
application streams, the system will be underutilized. We quantify the extent of the
impact through the tables shown in Figures 6.3i and 6.32 that show, for MP and FT
respectively, the conditional probabilities of supporting application streams given that

some number of processors have failed.

Application Number of Failed Processors (f)
Request f=1 f=2 f=3 f=4
Set Alternate DRAFT Alternate DRAFT Alternate DRAFT Alternate DRAFT
for MP Mode Design Design Design Design
{1} 1 1 1 1 1 1 1 1
{2} 1 1 1 1 0.4 1 0 0
{3} 04 1 0.1 1 0 0 0 0
11,2} 1 1 1 1 04 1 0 0
(1,3} 0.4 1 0.1 1 0 0 0 0
2,3} 04 1 0.1 1 0 0 0 0

Figure 6.31: Conditional Probabilities of MP Application Stream Support, Given f
Failed Processors

Assuming that all processors have equal probability of failure, we calculated the
conditional probabilities by finding the number of different configurations where f pro-
cessors have failed and, of these, the number where the entire application stream can
still be supported. Note that in the alternate design a processor failure at the 3MR
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Application Number of Failed Processors (f)
Request f=1 f=2 f=3 f=4
Set Alternate DRAFT Alternate DRAFT Alternate DRAFT Alternate DRAFT
for FT Mode Design Design Design Design
{2} 0.6 1 0.3 1 0.1 1 0 0
{3} 0.4 1 0.1 1 0 0 0 0
2,3} 0 1 0 1 0 0 0 0

Figure 6.32: Conditional Probabilities of FT Application Stream Support, Given f
Failed Processors

site prevents triplication of processors. DWC would similarly be prevented by a pro-
cessor failure at that site. Wheieas a single processor failure in the alternate design
immediately diminishes its fault-tolerant capability, MR and DWC are uninterrupted
in DRAFT. DRAFT can experience two CM failures and continue to support processor
triplication or duplication for both FT and MP. With probability 0.6, the alternate
design is completely unusable for fault tolerance when two processors fail. On the other
hand, with probability 1.0 three surviving CMs in DRAFT can support all MP/FT
application streams.
The tables in Figures 6.31 and 6.32 show that as failed processors accumulate,
- DRAFT’s application stream support diminishes much less rapidly. Due to its high
degree of configurability, DRAFT is more resilient to changing circumstances by offer-

ing more opportunities for its continued utilization.

6.10 Programmability Support

The RLSU provides the routines for voting, comparison, and process coordination during
access to shared mailboxes. Programmers can view the RLSU as a library of routines
at their disposal. In our scheme, processes request RLSU functions in a manner similar

128




to a function call. A function is specified in a mailbox message, and the function’s
parameters are included in the RM mailbox data. The RLSU returns the results to the
calling process in the form of a message.

Although the functions are carried out in hardware, they are easily modifiable by
altering the configuration code in ROM. If at a later time more functions are deemed
necessary, then the contents of ROM would be augmented. Creation of the configu-
ration code for a function is the outcome of the design phase for that function. Re-
configurable logic can dynamically alter hardware in real time, blurring the boundary
between hardware and software. Programmability of the hardware itself is not the full
story. Reconfigurable hardware technology has outpaced its own design software to the
point where designers are unable to use dynamic reconfigurability to its best advantage
[48]. Programming of tools for designing with dynamically reconfigurable logic was per-
formed as part of this research — providing support for the creation of functions that
execute at hardware speeds but whose implementation has the flexibility of software.
In the next chapter, we describe a practical, highly-reliable, and relatively low-cost en-
abling technology for the RLSU and the development of design tools that are necessary

to the successful application of this technology.
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Chapter 7

Implementation — FPGAs

7.1 Logic Simulation

We turn to Field-Programmable Gate Arrays (FPGAs) as an enabling technology for
the RLSU. Currently, the Computer-Aided Engineering (CAE) environments that are
avajlable for designing FPGA based systems do not support simulation of the FPGA
reprogramming process, so prototyping of adaptive systems relies upon using the actual
FPGAs. The FPGA architecture baselined in this section, similar to a commercially-
available FPGA architecture, supports partial reconfiguration, to the individual cell
level, without disturbing the rest of the array. In this section®, we describe a modeling
| strategy for obta,ining VHDL descriptions of versatile FPGAs so their dynamic behavior
can be exhibited in advance of device procurement. An adaptive system using a versatile

FPGA may also be prototyped with an emulation system whose FPGAs are architec-

1©1995 IEEE. Reprinted, with permission, from Proceedings of the Sixth IEEE International Work-

shop on Rapid System Prototyping, Chapel Hill, North Carolina, June 7-9, 1995, pp. 174-180.
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turally different from the one requiring emulation. VHDL structural descriptions of the
prototype’s FPGA demonstrate the feasibility of transferring the model to the emula-
tion system. We show how the generation of both the model and the simulation input

capture the FPGA’s full versatility.

7.1.1 Logic Simulation of Dynamically Reconfigurable Systems

A highly configurable digital system adapts to various computational tasks through
reuse of its available hardware for maximum performance with minimum overhead.
Adaptive systems offer attractive features such as conservation of board space and
the migration of algorithms from software to hardware. These systems can exploit
reprogrammable FPGA technology by continually reconfiguring the existing hardware,
and thus reduce the amount of hardware dedicated to system functions. Once the
configuration data are read from an external memory, such as a PROM, and loaded
into the FPGA, a function can be performed directly in hardware.

A major obstacle for the designgrs of adaptive systems to overcome is that current
FPGAs are still too small when used singly. Another is that most FPGAs require
complete reloading of the program memory when changing even a single programming
bit, requiring them to be ofﬂiﬁe while they are programmed. To permit systems to
become more adaptive, FPGA manufacturers are striving to produce devices that are
more versatile. For example, Atmel offers FPGAs with a capability trademarked by the
company as Cache Logic [49]. These devices can be partially reprogrammed without
disturbing the rest of the array, and reprogramming can occur even during operation.
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This permits continuous operation of an active function while another function is fetched
from external memory and loaded into an inactive part of the chip. A large function
can therefore be broken down into smaller functions so that some of these smaller
functions are performed in the available hardware while the inactive functions are stored

externally. Thus, the amount of hardware needed to implement a function can be

significantly reduced.

Although FPGAs offer a widening range of opportunities for designers to make
their digital systems adaptable, the available CAE environments for FPGAs do not
support full exploitation of this capability. A survey of vendors’ catalogues [49] [50]
[51] revealed that none of the CAE tools for designing FPGAs permit the simulation
of FPGA progmmming. Adaptive systems have potentially greater complexity due to
their multi-mode nature and are thus strong candidates for rapid prototyping; yet to
verify the system’s reconfigurable behavior, designers must rely upon the actual target
FPGA. Inevitably, breadboarding must be used to demonstrate FPGA reprogramming
as part of system reconfiguration. Thisﬁ requires that the actual .FPGA and its design

system be procured prior to prototyping.

Simulation of FPGA reprogramming as part of adaptive computing would allow
prototyping earlier in the design cycle, and, in addition, allows different FPGA archi-
tectures to be modeled an.d used in advance of device procurement. Without simulation
of FPGA reprogramming, the debugging of dynamic device reconfiguration must be
done entirely at the breadboarding stage. Simulation of FPGA reprogramming as part
of adaptive computing would allow prototyping earlier in the design cycle where changes
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in the system design can be more easily accommodated. Simulation provides several
benefits over breadboarding, especially in the most preliminary stages of design. A sim-
ulation provides information about aninitialized and unknown signals (i.e., X states)
that the actual hardware cannot. A simulator can be used to trace internal signals that
are inaccessible to physical probing. Later in the design process, fault simulation can
be used to gauge the degree to which the test cases verify the correctness of the design
[52]. In situations where simulation times are long, system verification could be sped up
greatly by porting the FPGA design to an emulation system. These systems enable the
exercising of digital designs in a real operating environment several orders of magnitude
faster than a simulator. The prototype at this stage allows the software developers to
write and debug their software in parallel with the detailed hardware development [53].
Emulation of a design is based on transferring its hardware description into a prototype
consisting of FPGAs. Commercially-available emulation systems may use FPGAs that
are architecturally different from the FPGA to be emulated, so a hardware description
language version of the device is needed as system input. The VHSIC Hardware De-
scription Language (VHDL) [54] has been adopted by the IEEE and is now an industry

standard for digital designs.

This seétion describes an application of VHDL in modeling and simulating FPGA-
based adaptive systems. In this method, a VHDL structural model of a versatile FPGA
is automatically generated so that multiple configurations of the device are possible —
even while the model performs a mission function. Support is provided for modeling
the design at different levels of abstraction. As demonstrated in Section 7.2, adaptive
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computing applications are achievable by reprogramming only a few individual cells
that are distributed throughout the array, so modeling the FPGA at the cell-level is
required. A structural description is the simplest to synthesize into hardware [55], so

our simulated, detailed VHDL model of the FPGA makes it ready for logic emulation.

In Subsection 7.1.2, we describe the baselined FPGA. Subsection 7.1.4 contains the
approach taken to model the FPGA’s versatility. VHDL simulations are described in

Subsection 7.1.8. Concluding remarks are found in Subsection 7.1.9.

7.1.2 FPGA Cell Model

The FPGA implementation considered in this section is based loosely on the Atmel
architecture [49]. In the Atmel FPGAs, each cell can perform a combinational function,
a sequential function (a d-type flip-flop), or both. In addition to logic and storage, these
cells can also be used as simple “wires” to connect cells over short distances. For fast
communication over longer distances, buses run horizontally between rows of cells and
vertically between columns of cells. In addition to bus connections, an Atmel FPGA
cell receives two inputs (A4 and B) from, and provides two outputs to, each of its north,
south, east, and west neighbors. Figure 7.1 shows the model of the cell architecture. At
“the top of the figure are two independently configurable multiplexers - one multiplexer
for the A inputs and another for the B inputs. Each of these multiplexers can also select
a logical constant 1 so as to provide a constant 1 or 0 at outputs of the cell. The two
four-input multiplexers providing the cell’s outputs are controlled in tandem. In the
Figure 7.1, the network composed of configurable bus drivers 'and supporting program
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enable logic provides read/write access to four buses: north-south-1 (nsl), east-west-1

(ewl), north-south-2 (ns2), and east-west-2 (ew2).

A Inputs B Inputs
N E s W T N E S W
[ I N Y T T
/—+— p3-p0 \ St pTpt
pll
‘o’ p10
pl8 | p22
pl2 g |
) nsl ns2
X ‘1, I I
7 pl9 p23
| ¥ —P13 7 p21
~—~

¢ clock I

reset

E ewl ew2
plé p20
D
Q

N\ 1 2 3/— gg =3 2 1 o/ pid pl5
vy ooy B
N E s W N E S W
A Outputs B Outputs

Figure 7.1: Cell Architecture

7.1.3 FPGA Programming

Although several programming methods may be available for a given FPGA, a method
common to all reprogrammable FPGAs is the serial loading of programming data into
the device. This is the only programming method considered in this section. Figure 7.2
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shows a model of the FPGA programming logic and a cell’s program memory. There are
FPGA inputs for program data, a clock, program enable, and a load signal. These in-
puts, together with two decoders - row and column number - comprise the programming

logic.

program

ol = I S 11 S
T op D |

program data | -
clock

toa

Figure 7.2: FPGA Programming Logic and Cell Program Memory

Associated with each cell are two registers: a shift register to accept the serial
data and a parallel-load register to hold the progra,fn data for the cell. As previously
mentioned, a feature o; Atmel’s FPGAs is the ability to reprogram any cell without
disturbing the rest of the array; our FPGA model implements this feaﬁure by making
individual cells addressable for programming. The shift register of an addressed cell
is enabled and serially loaded with the cell’s programming data. The shift register’s
contents are then transferred in parallel to the hold register.
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7.1.4 Initial Design Description Format

The Netlist Intermediate Form (NIF) is a Rome Laboratory-developed language for
transfer of digital designs [56]. NIF contains only structural information; no behavioral
or functional data are included. The wide variety of CAE workstations'produce an
equally wide variety of netlist outpﬁts, and many design verification techniques have not
been implemented using these netlist formats. In response to this need, NIF is the target
language for a set of translators that accept existing simulation languages as input,
and it is the source language for a set of translators that produce existing simulation
languages as output. This is far more efficient than writing a direct translator from every
language of interest to every other. Other Janguages have been developed expressly for
the purpose of transferring design data. For éxample, the Electronié Design Interchange
Format (EDIF) [57] allows a user to describe many types of data about a design. NIF’s
description of gate interconnections is more convenient than EDIF’s, and EDIF-to-NIF
and NIF-to-EDIF translators have already been built. An advantage of using NIF was
that the FPGA models could also be translated into a hardware description language

(such as the Navy’s HITS [58]) that supports fault simulation.

We describe the use of NIF in handling purely structural descriptions of designs at
the gate or block level. A model contains macros (for hierarchical descriptions) and a
qu’n model. Macros and the main model have the same syntax. The building blocks
are components, which each have a name, type, inputs, and outputs. Inputs and outputs
are lists of signals. A component type is either the name of an already-defined macro,
or it is assumed to be a primitive (a primitive can be a NAND gate, for instance). The
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NIF does not interpret or give meaning to primitives — that is solely the task of the
translators. Figure 7.3 shows a hierarchical schematic for a small network. The name

of the macro is “SUB,” and “DNDL” is a defined in the target simulation language.

7.1.5 FPGA Generation

An FPGA model consists of the following components: cells, buses, row-decode, and
column-decode. Figure 7.4 shows five cells of an FPGA. Each cell is identified by its row
and column coordinates. CELL2_2 is connected to four adjacent cells and buses. Only
CELL2_2’s connections to the other cells are shown. The east-west buses are shared by
cells in the same row, and north-south buses are shared by cells in the same column.
Figure 7.4 shows the bus labels prefixed with their respective row or column number.

The regular structure of the FPGA facilitates automatic construction of the NIF
model. A program was written to create the NIF model for an FPGA of any desired
size. In the model, each component cell’s A, B, and four bus outputs are labeled using
the cell’s coordinates as a prefix (e.g. CELL1_2 produces outputs 1.2A, 1.2B, 1.2NSlo,
1.2NS20, 1 2EW1o, and 1 EW20). The connections to a cell are determined by the cell’s
coordinates. For example, component CELL2_2 appears in NIF as shown in Figure 7.5.

Type CELL is a macro made up of gates, muxes, 3-state buffers, and a flip-flop as
shown in Figure 7.1. A bus component, such as nsl in column 2, appears as shown in
Figure 7.6.

FPGAs require that the cells and interconnect be programmed prior to use, so an
FPGA programming and application language was developed along with an interpreter
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Figure 7.3: Sample Network and its NIF description
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C (CELL22 CELL 1IN (12A 1.2B 32A 3.2B
2.3A 2.3B 2.1A 2.1B
2NS1 2NS2
2EW1 2EW2
clock reset load
rowd column_j
program data )

oUT (22A22B
2 2NSlo 2.2NS20
22EWlo 22EW20 ) )

Figure 7.5: NIF Component Declaration of CELL2_2

C (2NS1BUS IN  ( 1.2NSlo 2.2NSlo 3:2NSlo )
OUT (2NS1))

Figure 7.6: NIF Component Declaration of a Bus
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that converts this language into the necessary simulation input. The interpreter can
also put the FPGA program data into an appropriate format for PROM storage. It also
simultaneously creates the NIF model of the FPGA and its programming data.

To reduce both the model complexity and the simulation times, the unused cells were
modified. An unused cell can be greatly simplified because the only path for its outputs
to a primary output is through the bus interface, which is disabled. As a result, an
FPGA cell unspecified in the programming language is replaced by a stub of a full cell.
Note that only cells that are unused in every configuration (during a single simulation)
can be made stubs. All programming logic was removed from a stub and its architecture
was reduced to only disabled bus drivers and a single gate that sinks all the cell’s inputs
and sources a constant output of zero. For example, if CELL2.2 were unused, it would
appear in the NIF model as shown in Figure 7.7.

C (CELL22 STUB IN (°0°°0°°0°°0° 0" °0° 0’
’0°°0° 07’0’ 0" ’0" 0’
070’ °0" 0" )
OUT (2.2A 222B

2_2NSlo 2.2NS20
2.2EW1o 2.2EW20 ) )

Figure 7.7: NIF Component Declaration of a Stub

v Cells can be programmed by either specifying a standard state (combinational, se-
quential, or constant), or by individually defining each programming bit. A program-
ming language example appears in Figure 7.8.

In this example, the interpreter will generate the vectors to set CELL2.2’s program-
ming bits for the standard (i.e. predefined) combinational state “cs20.” This state calls
for the cell to be configured as a two-input (A & B) multiplexer with output selection
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prog = (2,2)

type = (std)

state = (¢s20)

input = (AN, BE, NSI)
output = (EW2)

Figure 7.8: FPGA Programming Language Example

provided by a bus. The cell’s A output is the multiplexer output. Bits p8 and p9 (see
Figure 7.1) are set to zero, and pl2 is programmed so that the bus input will control
selection of either A or B. For its inputs, CELL2_2 uses the output of its northern and
eastern neighbors for A and B respectively. Determining the selection for the cell’s
multiplexer function is bus nsl. Fanout of the output is always to the adjacent cells;
however, the A output in this example is also routed to ew2 bus.

The individual setting of program bits is done when bus connections between cells
must “turn corners,” say, from east-west to north-south.

Data vectors that exercise the operation of the programmed FPGA also appear in
this programming language. When the interpreter encounters them, they are formatted
for application to the FPGA’s primary inputs. During initial programming of the device,
“don’t care” values (Xs) are placed on the data inputs. Thereafter, data vectors can be

flagged so they will be simultaneously applied with the serial program data.

7.1.6 Versatile Reconfiguration

Figure 7.9 shows how a versatile FPGA could be used to implement multiple functions.
In this example, four different functions are successively performed on the input data.
The two-input multiplexer is implemented using a single cell as described in Subsec-
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tion 7.1.5. A collection of cells occupying area a; of the FPGA is sufficiently large
enough to implement functions f; or f3, where fi is an adder and f3 is a subtractor.
Similarly, area a; can hold either f; or fy where these functions carry out, respectively,
comparison of an input value against an upper and lower bound. As only one function
is needed at a time, the area occupied by the other function is inactive. Loading of the
next function’s program data into this area occurs without interrupting the operations
of the current function.

select

/
data 7

Figure 7.9: Parallel Operation and Programming

In support of the concurrent programming and functional operation described above,

the FPGA programming language steps have the following form:

1. Program cells of a; for fi.

2. Program cells of a; for f, while applying data vectors.
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3. Program cells of a; for f3 while applying data vectors.
4. Program cells of a; for f4 while applying data vectors.

‘We have described the generation of both the model for the versatile FPGA and
its programming input. Seamlessly merging data inputs with the programming inputs
demonstrates reconfiguration in parallel with operation of the mission functions. In the
above example, all four functions are “available” in hardware; however, only two are
embodied by the FPGA at any time. Next, we discuss the transfer of this design data

to VHDL.

7.1.7 Translation to VHDL

The translation from NIF to VHDL was straightforward because the FPGA models
created were purely structural. The VHDL models were based on a four-valued logic
0,1, X, Z)’.

. VHDL has no built-in primitive gates, such as AND and OR; these primitives must
be implemented behaviorally. A gate-level library was used to provide the required
“primitive” gates, which included bué drivers and flip-flops.

The NIF-to-VHDL translator automatically creates the VHDL code that is normally
superfluous to the user, such as the signal and component declarations. Component
instantiations were mapped one-for-one from the NIF model. The precompiled gate-
. level library does not usually contain every gate type needed for every logic model so
the translator also creates the behavioral code for the missing gate types.

The VHDL simulation environment has a cumbersome interface to the outside world.
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The translator creates a customized VHDL test bench that reads ASCII vectors and
writes the stimulus/response data as an ASCII file. This permits the same test vectors
to be used for emulation in VHDL as well as be fault-graded in another hardware
description language such as HITS. Furthermore, these input/output data formats are
compatible with a wide array of vector preprocessors and postprocessors developed at

the Rome Laboratory.

7.1.8 VHDL Simulations

Once translated to VADL, the FPGA model was simulated in the Model Technology,
Inc., VHDL environment. Data vectors in these simulations were also combined with
programming bits to verify the dynamic reprogrammability of the device — even while
it is operating.

While it is useful to simulate only the FPGA, reprogramming a FPGA when it is in
a system requires support chips. Figure 7.10 shows the high-level schematic of a VHDL
model of a board translated from NIF.

The PROM and FPGA Controller are components declared in NIF but whose be-
havior is defined in a VHDL library. The FPGA component is a NIF macro composed
of many other macros and translated to a detailed structural VHDL model. The PROM
contains the programming data for'implementing those functions that the FPGA must
embody. Together, these components make up a basic FPGA-based adaptive system.

This model was used to simulate the in situ programming of the FPGA as described
in Sﬁbsection 7.1.6. A state machine in the FPGA controller coordinates FPGA pro-

145




apply

data start a4,

prog.

bits

7 FPGA

Reconfigurable Controller
select
addrt 4 program
FPGA data
PROM

Figure 7.10: Basic Adaptive System

gramming and execution. The controller receives a signal from the VHDL test bench
to initiate FPGA programming. The test bench applies data vectors to the model only
when signaled to do so by the controller. Simulations have been performed that demon-
strate reprogramming the FPGA with a new function, while it simultaneously performs
an operation on the data vectors applied to its inputs. From this model of a basic adap-
tive system, we constructed the design for the Reconfigurable Logic and Switching Unit
(RLSU) described in Chapter 4. There we described the RLSU as self-reconfiguring, so
_ that after the major control functions are migrated to the FPGA itself, all but a counter

remains as the FPGA controller.

The PROM and controller of Figure 7.10 are chip-level primitives in that they are
not constructed hierarchically from more basic primitives. The FPGA we have de-
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scribed is a hierarchical model. These different model types were connected through
NIF to create our simulatable adaptive system. Because simulating the low-level FPGA
model could be prohibitively expensive, a behavioral description of the cell was writ-
ten. Exhaustive simulation of the behavioral cell verified that its output responses were
identical to those of its structural version. By simply deleting the cell macro from the
NIF model and inserting the cell’s corresponding behavioral code in the VHDL library,
a more abstract FPGA model was generated in which every structural cell was replaced
with its behavioral counterpart. This resulted in a decrease in the simulation times for
the adaptive system, and an increase in the size of the FPGA models that the simu-
lator could support. Carrying the abstraction process further, collections of cells that
perform various FPGA functions (e.g., f1, f2, f3, and f4 of Subsection 7.1.6) were given
behavioral descriptions and connected, using NIF, to ultimately produce a behavioral
VHDL description for the entire FPGA. When simulation becomes too slow, even at
' this highest level of abstraction, the structural VHDL FPGA model allows transfer to

an emulation system.

7.1.9 Summary

Adaptive systems are possible through FPGA technology. Until now, however, the only
way to demonstrate the capabilities of these systems is to use the actual FPGAs. To
prototype an adaptive system more rapidly, we proposed a strategy to model versatile
FPGAs. This strategy has been applied in the transfer of an FPGA design to VHDL.
This same strategy can be applied to create VHDL models of other FPGA architectures.
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Simulations of the FPGA both as a stand-alone device and in concert with VHDL models
of a PROM and controller were performed. In both types of simulation, the FPGA’s full
versatility was demonstrated. An automated process creates the VHDL description of
the FPGA for simulation at different levels of abstraction, and, if necessary, for transfer

of the model to an emulation system.

7.2 FPGA Layouts

We now show how the FPGA described in Section 7.1 can be rapidly reconfigured to
support all of the options available in both the fault-tolerant and non-fault-tolerant
modes.

FPGA reconfiguration service has to be provided for task output. FPGA routing of
non-fault-tolerant task output is to the host, the MC, or to other tasks. When applying
fdult-tolerance across subsets of the N computing modules, FPGA feconﬁgurations are
required because a subset may be in the form of passive redundancy (from any 3 modules
up to N modules) or active redundancy (any 2 modules).

All the modules have physical connections to the FPGA, but, unless a task is redun-
dantly executing on all the modules, it uses only some of these connections. The other
connections still carry some logical value, and if these values are used by the FPGA,
an erroneous output could result. If less than NMR is called for, a modification to the
FPGA is necessary; but it is our goal to preserve as much of the current FPGA configu-
ration as possible so only small differences exist among all the necessary configurations.
In an Atmel FPGA consisting of up to 6400 cells, the time to program any individual
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cell is 0.2 ps [49]. Small differences between any two configurations mean that only a
short time is required to switch between operations. Thus, incremental programming
boosts throughput. Also, the need to store only small differences lessens the amount of

PROM storage needed for configuration data.

7.2.1 N-Modular Redundancy Example

Consider, as an example, a voter designed to produce as output the majority of 5
modules. Because the majority vote function employs passive redundancy, errors are
masked. However, with the addition of a bank of XOR gates, module errors are revealed
by comparing the majority with each voter input. Figure 7.11 shows how a circuit can
be changed so that it functions as either a 5MR or 3MR voter. The gates in this
example are unusual in that they can be programmed to output a constant 1 or 0. For
5MR, the squares in Figure 7.11 represent logic gates programmed so that their input is
passed directly to their output. When switching to a 3MR vote, the sum-of-products is
appropriately reduced by programming some gates to output a fixed 0 or 1 as illustrated
by arrows in Figure 7.11. For this example, the output expression for 5SMR is reduced
to be + bd + ed when error detection for inputs @ and e is disabled. This expression now
determines the majority of only the inputs b, ¢, and d. Other combinations of 3 inputs
can be similarly obtained. |
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7.2.2 FPGA Design

Figure 7.12 shows a bit slice of the FPGA design that supports NMR, nMR (where
n < N) and duplication with comparison. The darkened squares are bidirectional I/0O
pads, and the undarkened squares are logic cells. In this representative layout, five
modules (a through e) are connected to the top I/0, and the MC is connected to the
bottom I/O. Some cells are used for routing, while others are shown performing a logic
function. The symbol “e” in a cell indicates that the cell performs an AND function, a
«1” indicates an OR, and a “®” indicates a XOR. Arrows indicate the direction of signal
flow. Figure 7.12 forms the core FPGA design — all other necessary configurations are
derived from this design.

'In describing the FPGA design, indiv'idual cells are identified by their row and
cplumn coordingtes, indexed from 1, with cel I(1,1) being the cell at the top left corner.
The six cells cell(15, 1.) through cell(15,6) are used for routing any single FPGA input
to the output. In the core design, the first five of these cells are each configured to pass
their input to their eastern neighbor, while the sixth cell passes its northern input to
its output. Only cell(15,6) and one more cell require reconfiguration for routing either
a, b, ¢, d, or e to the FPGA output. For example, routing input ¢ is accomplished
by programming cell(15,3) to accept ¢ from the bus instead of from the output of its
western neighbor. Now ¢ flows to the input of cell(15,6) which has been programmed
to pass to its output its western input instead of its northern input.

The submatix of cells from row 5 to row 17 and from column 1 to column 6 perform
the sum-of-products majority function with disagreement detection. The majority out-
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Figure 7.12: FPGA Core Design
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put is routed from cell(14,6) to the bottom 1/0. The outputs of cell(17, 1) to cell(17,5)
are the disagreement signals; these signals are shown being routed to the right where
each signal is ORed with the remaining respective error signals from its module output
bits to create a single error signal for each module. This results in an N-bit vector.

For tasks in the FT mode, the FPGA inspects the N-bit vector and indicates when
no majority exists (N MR function) or a miscompare (duplication with comparison func-
tion) occurs. The FPGA does this by feeding the vector to an N-bit summer whose
output vector, SUM, indicates the number of errors. Clearly, a FT task using n (n < N)
redundant CMs must satisfy the condition SUM < [n/2] before its output can be ac-
cepted. Otherwise, the fault tolerance capability for the task has been exceeded. The
FPGA performs the comparison described above, and raises the failure signa1 if the
condition is not met.

In Subsection 7.2.1, we described the conversion of a 5MR voter to a 3MR voter
by assuming we could force gates to output constant 1s or 0s. When the gates are
implemented using FPGA cells, their outputs can be programmed to output constant
1s or Os.

The reader can verify that the FPGA output is the majority of b, ¢, and d and that

the proper error detections are enabled when the following steps are performed:

1. Program cell(1,1) to output a constant 1 and cell(1,9) to output a constant 0.

2. Program cell(17,1) and cell(17,5) to output a constant 0.

Now, let us assume that modules a and e are being used in the duplication with com-
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parison mode. To switch from 3MR operation to duplication with comparison using a
and e, the FPGA cells in the 3MR configuration that are different from the core design
are first programmed back to their original state. To create the compare function for a

and e, the following steps are performed:

1. Program cell(15,5) to route e from the bus to its output.

2. Program cell(17,2), celi(17,3), cell(17,4), and cell(17,5) to output a constant 0

to disable all error detection except between a and e.

This example demonstrates how the core design of the FPGA can support, directly in
hardware, fault-tolerant operations on all N modules and every combination of fewer
modules.

The FPGA is also configured to recognize the presence of a 0 message_destination_bit.

Programming cell(14, 6) to output the opposite binary value from the one to be recog-
nized causes the XOR cell to raise the detection signal when the desired bit is found.
By making the message_destination_bit the lower-order bit in the mailbox, the higher-
order bits in the message can be ignored during polling so that the cell corresponding
to cell(14,6) outputs a constant 1 for detection of a 0 message_destination_bit.

When the MC issues a write/read to any RM, the bidirectional I/O pins in the
FPGA are switched accordingly. When the data source for a write operation is either
the host or the MC, routing in the FPGA is from the bottom I/O pins to the top I/0
pins of Figure 7.12. Figure 7.12 is a representative layout; a more compact routing of
signals through the FPGA to the RMs exists but the layout shown here is easier to

follow.
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To show how the FPGA supports the transfer of data between RMs for message
passing we refer to the collection of cells near the bottom I/O pad of Figure 7.12.
The I/0 pad and six cells corresponding to the bottom of Figure 7.12 are enlarged in
Figure 7.13. This figure shows that the output of the FPGA can be stored by using
a cell as a flip-flop. Another cell serves as a two-input multiplexer with output select
provided by the MC. Using the circuit of Figure 7.13, data read [rom the sour.ce RM into
the flip-flop can be routed through the multiplexer to the FPGA/RM interface. From
there, the data are written to the destination RM(s). Note, that the data could also
pass through the voter for fault-tolerant message passing within a combined FT and
MP application. Once intertask communication is initiated, the circuit of Figure 7.13
allows minimum movement of data for message transfer — from source RM, to FPGA,

to destination RM.

7.2.3 FPGA Support for Software Fault Tolerance

We have demonstrated how FPGA cells can be programmed and reprogrammed to pro-
vide a virtual FPGA that is much larger than the physical FPGA. In the context of
dependable computing, our FPGA-based approach shows promise of significant perfor-
mance gains over traditionai software-intensive approaches. We apply this capability to
the enhancement of software fault tolerance.

Software components are especially susceptible to unanticipated faults. For exam-
ple, the Apollo lunar missions were oneb of the most carefully planned and executed
software projects ever undertaken; yet nearly all the major problems in the series were
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Figure 7.13: Circuit for Intertask Message Transfer
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attributed to software design faults [59]. Myers [60] also points out that the United
States’ first space mission to Venus failed because of a missing comma in a FORTRAN
Do statement. Tolerating faults of this type, through software fault tolerance, requires

system adaptability.

A highly configurable digital system adapts to various computational tasks through
reuse of its available hardware for maximum performance with minimum overhead.
Adaptive systems offer attractive features such as conservation of board space and
the migration of algorithms from software to hardware. These systems can exploit
reprogrammable FPGA technology by continually reconfiguring the existing hardware,

and thus reduce the amount of hardware dedicated to system functions.

A major obstacle for the designers of adaptive systems to overcome is that current
FPGAs are still too small to be useful when used singly. Another is that most FP-
GAs reqﬁire complete reloading of the program memory when changing even a single
programming bit, requiring them to be offline while they are programmed. To permit
systems to become more adaptive, FPGA manufacturers are striving to produce devices
that are more versatile. As mentioned earlier, Atmel has an FPGA product line that
supports dynamic reconfiguration. Recently, Xilinx also announced an FPGA family

that has on-the-fly programming capability [61].

Next, we describe how FPGA dynamic reconfigurability is used to satisfy complex
checking required for software fault tolerance. Through use of our simulation tools,
FPGA dynamic reconfiguration is verified.
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7.2.4 Applying Dynamic Reconfiguration

The underlying cause of failure of a software component is in its design [22]. Software
fault tolerance therefore encompasses various techniques to mitigate the fault; in each
of these techniques extra software is added to the component to make it fault-tolerant.
A critical part of this software checks if the component has experienced an error so
that initiating a corrective action allows fault tolerance to take place. Because the
faults being tolerated are design faults, the checking routine is intrinsic to the software
component, and the routines are as varied as the software components themselves. We
are not discussing the notion of software fault tolerance per se, but are using it only as
a demonstration vehicle for our proposed architecture. We have considered the case of
providing hardware fault tolerance in a flexible manner in Section 7.2. A wide variety of
functions are necessary to implement software fault tolerance, yet a software-intensive

solution is not the only choice simply because of the large number of functions involved.

Here, we show how a single dynamically reconfigurable FPGA can provide the same
functionality as a software-intensive solution, but the checks are performed with the
speed of a hardware solution. The components of Figure 7.10 form a coprocessor to
a processor that executes the application software. Checks of the application software
are done in the coprocessor. Separation of the application and its associated fault-
detection mechanisms off-loads the checking overhead from the executive processor to
its coprocessor. This allows the executive to proceed while the coprocessor checks for an
error. In the rare event when an error occurs, the coprocessor notifies the processor to
halt and rollback to the point in its execution when the error was detected. Independent
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units can also be used to reduce the number of failures that can defeat fault-tolerant
strategies where the processor has the responsibility of checking its own execution [25].

In this section, the two main software fault tolerance techniques, N-Version Program-
ming (NVP) and the Recovery Block (RB) method [22], are considered and examples of

the types of checking routines used by each are described.

7.2.5 N-Version Programming

NVP consists of N functionally-identical versions of a program (N > 1) which have been
independently designed to satisfy a common specification. The N versions are executed
and their results compared by some form of replication check [22]. In NVP, this check is
often referred to as inezact voting because the correct outputs of the N versions may not
be exactly the same, but are nevertheless all considered to be correct due to tolerances
in the specification. A'n algorithm for inexact voting could be very complicated, and a
general algorithm for determining if the N inputs are different from one another within
an allowable range that is applicable to any application is not possible to formulate [62].

A function that checks that an output is within a certain range is an elementary
form of inexact voting [63]. Figure 7.14 shows the block diagram for the checking circuit
where, in addition to the input data being checked, the LB input specifies the lower
bound, and the UB input specifies upper bound.

Figure 7.15 shows how the checker for either the upper or lower bound is decomposed
into a bit-slice for each bit of an n-bit input vector.

In conventional cell-based VLSI design, a macro with the gate-level representation
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Figure 7.16: Data-Folding

shown at the top of Figure 7.16 would be used for each stage. In a custom design, the
penalty for roﬁting the inputs for data, LB and UB to the checker is much less than
in a direct FPGA implementation. More circuitry is needed in the FPGA because the
circuit’s layout has to be spread over a wider area in the array to allow sufficient access
by the programmable interconnect. Also, several FPGA cells are needed for routing so
the combined effect is a circuit that is less efficient in chip area and has much greater
path delay. However, the partial-reconfigurability property of the FPGA raises some

interesting possibilities for a more economical realization.

A scheme called data folding [64] allows a circuit that performs a function on specific
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data to be optimized for those data; that is, constants can be “hardwired” into the
circuit. In the case of the range check, the LB and UB are constant for the set of input
data so that an alternative FPGA implementation offers better routing opportunities.
Figure 7.16 shows how the stages are modified based on each bit value of the bounds.
Once the bounds are folded-in, at most two signals are needed per stage and the number
of gates that the FPGA has to implement per stage is also at most two. In the FPGA
implementation, the checking operation must stop when the bounds change to give time
for the FPGA to partially reconfigure. The time to reconfigure depends on the Hamming
distance between the new and old bounds. The following three subsections? of Section
7.2 illustrate reconfiguration occurring concurrently with device operation — we refer

to this capability as configuration parallelism.

7.2.6 Recovery Block (RB)

In this technique, different algorithms, called alternates, are available to perform a given
task. Associated with these algorithms is an acceptance test, and together they comprise
a recovery block. When an RB is entered, the primary alternate executes first, and,
if its results are not acceptable, then the alternates are sequentially invoked until the
acceptance test is passed. The acceptance test is the most critical component of the RB
and it must be complete enough to evaluate the performance of each of the alternates
[62].

The following example of an RB has been frequently used [22] [62] to demonstrate

2(©1996 IEEE. Reprinted, with permission, from Proceedings of the Sizth Great Lakes Symposium

on VLSI, Iowa State University, Iowa, March 22-23, 1996, pp. 39-42.
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this technique:

ensure
SortCheck (S) and CheckSum (S, Prior(S))
by quickersort (S)
else by quicksort (S)
else by bubblesort (S)
else error

This RB is for performing a sort on a list, S, of elements. The acceptance test
performs two checks: are the data sorted correctly, and are the sums of the elements
from the sorted and unsorted list the same? The function SortCheck verifies the order
of the elements in the sorted list. The function CheckSum sums the elements of S and
Prior (S) and checks for equality. This ascertains that no elements were dropped or

inadvertently repeated during formation of the sorted list.

We now propose an FPGA implementation of the checking functions. Figure 7.17
shows the block diagram of the circuit to be implemented. Note that CheckSum requires
the data prior to and after the sort, while SortCheck needs the data only after the
sort is complete. This functional latency allows us. to exploit configuration parallelism:
SortCheck is configured into the FPGA While the device performs CheckSum.

Figure 7.18 shows a stage of a bit-slice design fof the checking functions. The
top three rows of the array perform SortCheck, and the remaining seven rows perform
CheckSum. As shown in the the block diagram of Figure 7.17 it is necessary to configure
a cell at the output stage of SortCheck as a latch flip-flop in order to capture the error
signal.
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Figure 7.18: FPGA layout for Sort Check and Checksum
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Referring back to Figure 7.9, a simplistic approach to configuration parallelism is to
partition the chip into distinct areas as shown in the figure. This is the same as creat-
ing a chip within a chip and is essentially no different than having two non-dynamically
reconfigurable FPGAs that are programmed independently. In the more versatile ap-
proach for FPGA programming, the functions are not necessarily confined to distinct
chip i)artitions; instead the areas that they occupy may overlap. In these instances,
configuration parallelism stops once either the row or column coordinate of a cell to be
programmed intersects with the area of the active function. Programming is resumed
when the active function has completed. For true configuration parallelism, any avail-
able logic resources should be of potential use; however careful preplanning is required.
For example, the cell in the upper-left corner of Figure 7.18 is the fanout origin of the
input signal. Though this cell is in the area of SortCheck, it is necessary to configure it
prior to initiating CheckSum. Configuration of the remaining cells for SortCheck take
place during operation of the CheckSum.

Dynamic reconfiguration, especially configuration parallelism, is complex and sim-
ulation tools to support it are indispensable. For instance, if a cell of one function is
driving a bus while another function is being configured in parallel, then no cell of the
new function that will drive the bus can be configured until the current function is com-
plete — else a bus conflict will occur. The VHDL simulations reveal when such conflicts
occur by forcing an unknown value (“X”) on the bus. Attempting to debug such a
design at the actual hardware level would potentially result in an unreliable design and

can cause damage to the FPGA.
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Figure 7.19: Circuit for Cyclic Redundancy Check (CRC)

7.2.7 Preserving Configurations

As a final example of ways dynamic reconfiguration can take place, we consider an
extension to the example of Subsection 7.2.6. Assuming that the RB has been performed
sutcessfully, we now wish to provide reliable transmission of the sorted data. We do so
by having the FPGA perform a cyclic redundancy check (CRC). The encoding for the
CRC is performed independently and in parallel over the several serial-bit streams. The
CRC check bits for each bit stream are generated during transmission and are appended
to the end of the block [65]. A 12-bit linear-feedback shift register encoder for a CRC-12

cyclic code is shown in Figure 7.19.

The FPGA implementation is shown in Figure 7.20. By overlaying this layout onto
the layout of CheckSum shown in Figure 7.18 we see that not all of CheckSum’s cells
need changing. In fact, 18% of the cells in CheckSum have the same functionality in
both designs. Preserving cell conﬁgurétions in CheckSum, by programming only the
differences. reduces the time to configure the CRC-12 encoder by 25%.
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Figure 7.20: FPGA layout for CRC
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7.2.8 Performance

In addition to using logic simulation to verify the use of dynamic reconfiguration, simu-
lations also show the performance payoff that canbbe expected. While it can be generally
assumed that the performance of a hardware-based solution will outperform that of a
software-based approach, the reconfiguration time for the FPGA is still significant and
must be considered. There are delays associated with partial reconfiguration, and also
with parallel configuration. When the length of the data stream is insufficient to allow a
new function to be completely configured, then processing stops when the new function
is needed and resumes when configuration is complete.

As shown in this section, the FPGA can be configured for many different functions,
and dynamic reconfiguration can take several forms: partial reconfiguration with data
folding, configuration concurrently with device operation, and partial reconfiguration by
overlaying layouts. To determine the suitability of using the FPGA, we use the VHDL
model shown in Figure 7.10 and simulate the stochastic properties needed to realize
numerous job mixes. Execution statistics of each job are determined. The controller
sequences the FPGA through the necessary reconfigurations that support the particular
job mix. The output data produced by each job are input to the FPGA-based system
for checking. One characteristic of a job is the amount of data it produces; by varying
the amount of output data produced by each job we can examine the combined impact
that data stream length and dynamic reconfiguration have on performance.

Figure 7.21 shows the time required by each job mix to have its output data checked

as a function of the amount of output data produced by the mix. Equivalent software
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versions of the FPGA functions were written in an assembly language [42] and executed
to verify their correctness. Based on the instruction counts, the corresponding com-
pletion times for processors with specified MIPS (Millions of Instructions Per Second)

ratings are also shown in Figure 7.21.
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Figure 7.21: Data Stream Length vs. Completion Time

This figure establishes that, as long as the data stream length per job exceeds a
certain length, then for practical purposes, the FPGA’s throughput overtakes that of a
processor executing at any stated MIPS. Furthermore, we observe that these crossover
points occur at relatively small values of the data stream length.

Also shown in Figure 7.21 is the time required for a non-dynamic version of the
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FPGA to complete servicing the job mix. In this case, all of the used cells must be
reprogrammed when switching between the different configurations even though only
a part of the array needs to be changed. Comparing completion times of an FPGA
to software, the crossover points in Figure 7.21 occur at much smaller values of data
stream length for the FPGA that is dynamically reconfigurable than for the one that is
not. Dynamic reconfigurability presents more opportunities for an FPGA to be used as

an application accelerator.

7.2.9 Summary

In this section we have demonstrated ways that a dynamically reconfigurable FPGA
can accelerate software algorithms. The checking algorithms found in software fault
tolerance techniques were used as examples; their variety indicates that the FPGA can
provide exlactly the specialized machines needed for a particular application. These
machines execute with the inherent parallelism of hardware while avoiding the overhead

associated with load/store, branch operations, and instruction fetch and decode.

Recently [66], it was noted that appropriate architectures need to be developed for
reconfigurable computing. Using the simulation tools and the types of experimental
results mentioned in this section, we have dev_eloped dynamically reconfigurable archi-
tectural support for selective fault-tolerant and parallel computing systems.
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7.3 Fault Simulation

Although Field-Programmable Gate Arrays (FPGAs) a,ré tested by their manufacturers
prior to shipment, they are still susceptible to failures in the field. In this section, test
vectors generated for the emulated (i.e., mission) circuit are fault simulated on two
different models: the original view of the circuit, and the design as it is mapped to the
FPGA’s logic cells. Faults in the cells and in the programming logic are considered.
Experiments show that this commonly-used approach fails to detect most of the faults

in the FPGA.

7.3.1 FPGA Considerations

Field-Programmable Gate Arrays (FPGAs) resemble traditional mask-programmed gate
arrays, but differ in that they are programmed by the end user.

The starting point for designing an FPGA is logic entry. A schematic capture or
logic synthesis tool is used to create a description of the circuit to be implemented.
Then, the circuit design is translated into a standard form consisting of basic logic
gates. This process of converting the netlist of basic logic gates into a netlist of FPGA
cells is referred to as technology mapping [67].

For this section, we define the following terms:

unmapped logic circuit A circuit design described as a netlist of basic logic gates.

This is the target circuit that is to be emulated by the FPGA.

mapped logic circuit The same logic design as an unmapped logic circuit, but im-
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plemented as FPGA cells through technology mapping.

mission vectors The vectors that would be applied to the unmapped logic circuit.
These vectors are applied to the corresponding inputs of a mapped logic circuit
after the FPGA has been programmed. In the case where both circuits are fault-

free, their output responses for any sequence of mission vectors are the same.

Manufacturers’ documentation of reprogrammable FPGAs state that the devices
have been tested with 100% fault coverage prior to their shipment (e.g., [49] [50] [51)).
However, faults induced thereafter (i.e., field failures), must be tested for by the user.
The manufacturer’s test algorithm may be unavailable, but even if it were available, it
may be impossible to apply it during board level test due to the FPGA’s pin assignments.
Thus, the most common approach is to generate test vectors for the unmapped circuit
that the FPGA will embody. This section describes the adverse effects that technology

mapping has on this approach.

7.3.2 Determining Fault Detection Coverage

The procedure we use to measure the effects of technology mapping on fault detection

coverage in a reprogrammable FPGA is as follows:

e Step 1: Create a logic model of the unmapped circuit.
o Step 2: Perform the technology mapping.

o Step 3: Create a logic model of the unprogrammed FPGA consisting of cells, cell
interconnections, cell program memory, and FPGA programming logic.
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e Step 4: Create the programming vectors that embed the mapped circuit into the

FPGA model.

e Step 5: Obtain mission vectors that achieve the maximum fault coverage for the
unmapped circuit, and produce lists of detected and undetected faults for the

unmapped circuit.

o Step 6: Using vectors obtained from Step 4 and Step 5, obtain FPGA simulation

vectors.

e Step 7: Fault simulate the vectors from Step 6 on the mapped circuit, and obtain

lists of detected and undetected faults in the FPGA.

o Step 8: From the lists of detected and undetected faults for both circuit types,

determine the discrepancies in fault coverage.

Next, an illustrative example of a full adder mapped to an FPGA provides a demon-

stration of this procedure.

7.3.3 Circuit Mapping for Fault Simulation

The first step in our procedure involves determining the logic diagram of the circuit un-
der study. Figure 7.22 shows a full adder composed of basic logic gates. This represents
how the designer might describe the circuit to be implemented in the FPGA. From this
schematic, the logic model of the unmapped full adder is created.

Technology mapping is the next step in measuring the fault coverage detection.
Figure 7.23 shows a mapping of the full adder description to the FPGA where the
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set of logic gates specified i:.a the original schematic have been transformed to those
available through cell programming. While placing the cells that implement the full
adder, additional cells are allocated for signal routing. Cells that are not involved in
the full adder implementation have their bus drivers disabled.

In Figure 7.23, indiﬁdual cells are identified by their row and column coordinates,

indexed from 1, with cell (1,1) being the cell in the top left corner.

7.3.4 Simulation Setup

Logic models of the unmapped and mapped circuits are needed prior to fault simula-
tion. The NIF language (see Section 7.1.4) was used to model both circuit types. A
computer program was written to generate automatically the NIF description of the
unprogrammed FPGA. A gate-level NIF model of the unmapped full adder was created
and then translated to the Navy’s Hierarchical Integrated Test Simulator (HITS) [58]
language for fault simulation. The simulation platform was a VAX 8650.

To reduce both the model complexity and the simulation times, the unused cells
were modified. An unused cell can be greatly simplified because the only path for its
outputs to the adder output is through the bus interface, which is disabled. As a result,
a cell that was not used by the technology mapper and router was replaced by a stub
of a full cell. All programming logic was removed from a stub and its architecture was
reduced to only disabled bus drivers and a single gate that sinks all the cell’s inputs
and sources a constant output of zero. For the full adder the elapsed time for fault
simulation of the mapped circuit (2,312 gates) exceeded 18 hours.
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Figure 7.23: Mapped Full Adder. Percentages are individual cell fault coverages

achieved by applying an exhaustive set of mission test vectors.
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An exhaustive set of mission vectors achieved 100% fault detection of all single
stuck-at-0 and stuck-at-1 faults in the unmapped circuit; this set comprised the mission
vectors for our experiment. A vector sequence that programs the FPGA to implement
the full adder was created (882 vectors), and the eight mission vectors were appended

to this sequence. This sequence of 890 vectors was then fault simulated, and lists of

detected and undetected faults in the FPGA were obtained.

7.3.5 Simulation Results

Fault grading was done in accordance with the standard procedure for fault coverage
reporting (MIL-STD-883 Procedure 5012) [68] [69]. This procedure provides a consistent
means of reporting fault coverage, regardless of the logic and fault simulator used.
Exceptions to the baseline procedure were as follows: the fault uniyerse was based
on all faults on the signal lines, instead of fault equivalence classes of those faults;
undetectable faults were not dropped from the fault universe; and faults in the logic
that fed only the bus enables (there were 95 such faults in each cell) which are detectable
only as potential detects were dropped from the fault universe.

The final step of the procedure calls for determining the fault coverage discrepancies
between the two circuit types. Table 7.1 shows the fault coverages on a cell-by-cell
basis, and for the programming logic; these values are repeated in Figure 7.23 where

the corresponding function of each cell is also shown.

Unfortunately, when the constant zeroes sourced by the stubs are propagated through
the logic model, these constants cause the fault simulator to reduce the fault universe,
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and as a result the number of faults per cell is not constant. Likewise, cells on the
FPGA’s periphery have some of their inputs tied to a constant value, and this accounts
for the differences in the total number of simulatable faults for these cells. After ad-
justing the fault universe to account for these artifacts of fault simulation, only 17.5%

of the faults in the entire FPGA were detected.

No FPGA faults were detected until the first mission vector was applied. Most faults
in the programming logic are detectable only as potential detects. Unprogrammed cells
that are intended to be programmed produce indeterminate values in the simulated
circuit, so the fault originating the error is only potentially detectable. However, if a
programming logic fault results in unmapped and mapped circuits that are decisively

not functionally equivalent, then the fault is still detectable as a solid detect.

The technology mapping illustrated by Figure 7.23 is not unique. It is well-known
that layout can influence testability (e.g., [70]), and a different arrangement of the
stubs would produce different fault coverages for their neighboring cells. The technology
mapping determines what programming input a cell can receive in the presence of a
fault, so another technology mapping alters the circumstances of detecting the fault.
Furthermore, a change in the order in which cells are programmed can also produce

differences in fault detection.

The fault simulation results show that, when a set of mission vectors that is a
complete test for an unmapped logic circuit is applied to a mapped circuit, the fault
coverage is greatly reduced. To determine if the low fault coverage for the mapped
circuit was due to intrinsic lack of testability of the FPGA, an experiment was performed
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to determine the achievable level of fault coverage for an FPGA cell. An FPGA cell
(without the bus drivers) was modelled and a test of size 12 was obtained that detects all
detectable faults in the combinational part of the cell. Next, this test set was modified so
that whenever a vector is applied to the cell, the cell’s flip-flop is clocked, resulting in 24
vectors. A vector was then added to test the flip-flop reset, making the sequence length
25. In the worst case, each of these 25 tests would require a unique cell programming.
A total of 25 clock cycles (24 to shift in the data and one additional cycle to load
the hold register), multiplied by the number of vectors, means that at most 625 test
vectors would be required to detect all detectable faults in a single FPGA cell. Using
this test sequence, the maximum achievable fault coverage for a cell is 95.884%. This
coverage represents detection of faults in both the cell architecture and the cell’s program
memory. A cell is therefore intrinsically highly testable; however, the low fault coverage
achievable using a complete test vector set for an unmapped circuit demonstrates the

scope of the adverse effect technology mapping has on fault coverage.

7.3.6 Summary

The effectiveness of user tests applied to an FPGA depends on the cell architecture, the
cell program memory, and the FPGA’s programming logic. The approach shown in this
section can be applied to study other reprogrammable FPGA architectures. We have
demonstrated that, when a gate-level design is mapped to a network of FPGA cells and
tested using mission vectors developed for the original, unmapped gate-level design, the
" reduction in fault detection coverage is enormous.
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7.4 Reliability Analysis

Tt is well known that the reliability of a fault-tolerant system cannot exceed the reliability
of the output stage of the system. Put another way, the reliability of the element that
resolves the outputs of the redundant CMs to produce the system output governs the
overall system reliability. The design that we have targeted offers multiprocessing and
flexible fault tolerance. Previous analyses showed that the FPGA is superior to a
software-intensive, dedicated processor. This analysis shows the FPGA to also offer
superior reliability.

We use a widely accepted reliability-prediction method [71] to calculate the failure
rate of the output stage of DRAFT.

The failure rate, ), is calculated by the formula:

A = (Cirr + Comr)TQTL Failures/10® Hours

Where:

—

. C, is the die complexity failure rate.

2. 7 is the temperature factor.

3. O, is the package complexity failure rate.

4. 7 is the environmental factor.

5. mg is the quality factor.

6. 7, is the learning factor.
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In the calculations that follow, the following values are constant: 77 = 0.16, 7 =

0.5, 19 =3, and 7, = 1.

We calculate the failure rate for the two cases: the reconfigurable FPGA approach
and a conventional approach with fixed hardware logic. A tradeoff occurs by migrating
complexity from gates in the case of a fixed hardware design to bits in an FPGA design
that is continuously reconfigured so that its gates are reused over and over again. For the
fixed hardware design, C is measured by the gate count. Only when external storage
is added can the FPGA implement usable gates; so initially C; for the unprogrammed
FPGA is based solely on the FPGA’s cells, program memory and program logic. By
adding external memory, we in(;rease the C; factor of the reconfigurable design. For
external memory we turn to a ROM solution that offers the greatest density available
— up to 16 Megabits per chip. For example, 1 Mbits of ROM can be used to implement
41,600 gates. The Cy value for a ROM of this size is only 0.0052, while the C1 value for

the equivalent number of hardware gates is 0.29 — a factor of 55 increase in complexity.

A 1024 cell FPGA has an initial failure rate that is calculated before any gates are
implemented. Three bytes program a cell, and it is assumed a single gate is implemented
per cell. Increases in the gate count of the target design imply a 3 byte increase in the
ROM on a per gate basis. With 16 Megabits of ROM, the FPGA can implement 666,666
gates. For the fixed hardware solution, two subcases are considered. The first is a single
package solution and the second is a two-package solution. The failure rate calculation
for the reprogrémmable approach includes three packages: the FPGA, the counter, and
the ROM. The number of pins for the FPGA package is 224. The counter is assigned
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1,000 gates and an initial package pincount of 36. Initially, the ROM of byte size 3 (for
1 gate) is assigned a 16 pin package. The number of address pins for the counter and
ROM are then increased with the size of the ROM needed to accommodate the gate
count of the target design. Figure 7.24 shows the failure rates between a fixed hardware

design and a reconfigurable design.
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Figure 7.24: Number of Gates vs. Failure Rate

The horizontal axis is the number of logic gates required. For the fixed hardware
case, this number is the same as counting the number of gates directly. For the FPGA,
this is the number of gates implemented through dynamic reconfiguration where the
unused gates are stored externally in the ROM. Initially, the failure rate for the unpro-
grammed FPGA is high due to its gate count of 55,296. However, the complexity for
each implemented gate is placed into a significantly less complex 24-bit increment of
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ROM. As a result, the failure rate curve for the FPGA, counter, and ROM grows only
slightly as Compa,red to the curves for the hardware solutions. Comparing the failure
rates of the reconfigurable and fixed designs, the subcase of the single package fixed-gate
solution has greater failure rates when gate counts go above 130,000. At higher gate
counts, the two-package subcase would pfobably occur, and, as shown in Figure 7.24, its

corresponding failure rate is dramatically greater than that of the reconfigurable design.

The fixed-gates case may be used to implement a processor that runs software ver-
sions of the DRAFT algorithms. Fixed gates could also implement these algorithms
directly in hardware. The gate counts shown in Figure 7.24 are easily exceeded by
processoré with MIPs ratings in the range that has been discussed here, and the failure
rates shown in Figure 7.24 do not include the memory that is required by software-based
algorithms. Even so, high speed processors are often possible only when used with cache
chips and memory management units in addition to the basic “CPU” functions — thus,
multiple package solutions would be expected. A large number of fixed gates would
be necessary for a direct hardware implementation of the algorithms. Driving up gate
counts even more would be the need to match DRAFT’s ability to provide an increase
in the variety of fault tolerance algorithms. This is especially true when algorithm com-
plexity exceeds that of majority voting such as when correct results may not completely

agree or a reasonableness check is performed.
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7.4.1 Summary

We have described a flexible architecture that supports fault tolerance and multiprocess-
ing. A key component of the design is a reconfigurable logic and switching unit that can
be reconfigured on the fly. This offers a degree of flexibility that has been achievable,
up to now, only through a software implementation. Our hardware alternative has both
better performance and reliability than comparable approaches. We have described how

a versatile FPGA is an enabling technology for this design.
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FPGA Faults | Total Fault
Component | Detected | Faults | Coverage
cell (1,1) 152 711 24.7%
cell (1,2) 156 717 25.1%
cell (1,3) 144 703 23.7%
cell (1,4) 0 21 0.0%
cell (2,1) 110 709 17.9%
cell (2,2) 191 717 ~30.7%
cell (2,3) 0 21 0.0%
cell (2,4) 125 701 20.6%
cell (8,1) 0 21 0.0%
cell (3,2) 136 717 21.9%
cell (3,3) 221 717 35.5%
cell (3,4) 201 715 32.4%
cell (4,1) 115 709 18.7%
cell (4,2) 114 725 18.1%
cell (4,3) 222 717 35.7%
cell (4,4) 199 709 32.4%
cell (5,1) 161 709 26.2%
cell (5,2) 233 717 37.5%
cell (5,38) 0 21 0.0%
cell (5,4) 0 21 0.0%
cell (6,1) 0 21 0.0%
cell (6,2) 217 709 35.3%
cell (6,3) 232 707 37.9%
cell (6,4) 143 701 25.6%
prog logic 10 305 3.3%

Table 7.1: Fault Coverages
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Chapter 8

Conclusion

8.1 Research Objectives

We have investigated how to efficiently implement selective fault tolerance by migrating
functions into hardware that previously could be implemented only in software. Selective
fault tolerance in this context means that the same resources that could be used for

duplication-with-comparison or N MR can also be used to support multiprocessing.

Currently, fault-tolerant and multiprocessing systems are not very efficient when the
implementation is hardware intensive, or are effected by degraded performance with a
software intensive approach. Our objective is to obtain a solution to the problem of
fault tolerance and multiprocessing that offers the beneﬁt?s of hardware and software
implementations, while mitigating the costs of both.

" A central theme of computer organization is that hardware and software are logically
equivalent. A designer must decide how to allocate functions to hardware or software,
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where these decisions are based on such factors as cost, speed, and complexity. In
current practice, hardware and software solutions are effectively at extreme corners
of the tradeoff space defined by these factors. We have investigated how FPGAs can
achieve a more optimum balance between hardware and software tradeoffs in the design
of a multiprocessing and fault-tolerant system. Previously, only those operations that
were most ffequently used, or did not have to deal with different input combinations,
had the cost justification of performing them in hardware; now a single FPGA can be
frequently changed in order to perform a variety of operations directly in hardware.
We have devised an architecture that capitalizes on FPGA technology to offer a high-
speed solution to multiprocessing and fault tolerance that is flexible, reliable, and cost-

effective.

8.2 Contributions

We have proposed a novel architecture we refer to as Dynamic Reconfigurability As-
sisting Fault Toleran‘ce (DRAFT). The architecture is comprised of computing modulés
(CMs), dual-ported result memories (RMs), reconfigurable logic and switching unit
(RLSU), an RLSU controller, and ROM. The architecture supports two modes of op-
eration: fault-tolerant (FT) for high-reliability applications, and multiprocessing (MP)
for parallel computing applications. Our architecture also allows a multiprocessing
application to have replicated processors for combined MP and FT operation. Our ar-
chitecture is flexible; processors do not have to be tightly synchronized, and it combines
combinations of applications for efficient and effective processor utilization. Global con-
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siderations include tolerating faults in the software by means of functionally redundant,
but differently designed, software. Although software faults are design faults, architec-
tural support is required if these faults are to be tolerated efficiently in the field. Voting
algorithms for multiple results that are each correct but may not all exactly agree, or
performing a reasonableness check on a process, are essential for software fault toler-
ance. However, until now, a hardware implementation for these functions has not been
seriously considered. We have capitalized on the current advances in VLSI by basing
the design of the RLSU on Field-Programmable Gate Arrays (FPGAs). The FPGA is
dynamically reconfigurable: portions of its logic can change without disturbing the rest
of the array. We exploited this property by reconfiguring the FPGA while it operates.
Thus, a virtual FPGA is created that is much larger than the physical FPGA. The
reconfigurable hardware realizes benefits similar to those software receives from virtual
memory management. Through the use of ROM, the FPGA-based RLSU provides vir-
tual IC support for fault tolerance and multiprocessing without accruing a significant
reliability penalty to the system. Not only does the RLSU offload the overhead from

the CMs, it accelerates it.

We analyzed the performance of the proposed DRAFT architecture both analyti-
cally and by simulation, and showed that our FPGA-based RLSU design enables greater
application throughput than a software-intensive solution that is executed on a very-
high speed processor. Simulations were performed hierarchically using VHDL, which
is a powerful system-level simulator. Unfortunately, this language supports only deter-
ministic simulation and does not have the necessary capabilities to permit stochastic

189




simulation. We developed a technique for creating randomized application streams that

drive the VHDL simulation in such a way as to emulate a stochastic simulator.

Our analysis of DRAFT performanée is based on the performance achievable by its
components. For processors and memories, performance data such as instruction execu-
tion rates and access times, as published in manufacturer’s data catalogs, are sufficient
to parameterize a performance model. However, FPGA performance is highly depen-
dent on the user’s design. Our efforts included design and development of tools to model
the FPGA architecture and create FPGA implementations of the DRAFT functions.
We accomplished the important task of simulating FPGA dynamic reconfigurability so
as to realize the device’s full versatility. The FPGA architecture that we chose was
one of the first dynamically reconfigurable FPGAs to become available; since then new
-dynamica]ly reconfigurable FPGA architectures have been announced with new parts
releases forthcoming. Our modeling approach is readily applicable to these new ar-
chitectures so that DRAFT can capitalize on the configurable logic technology of the
future. In addition, because of its criticality to our approach, we performed gate-level
fault simulations on the FPGA to determine its testability. The experiments determined
the effectiveness of “mission vectors” (tests generated for the design that is mapped into
the FPGA) for detecting faults in the circuit. It was found that this technique, used
prevalently in industry, provides extremely poor fault coverage. It was also found that
these circuits are inherently highly-testable, and so the test philosophy concerning these
important devices must be changed. The efforts directed towards the FPGA were nec-

essary and contributed to the overall goal of providing a high-performance architecture
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that supports both fault tolerance and multiprocessing. We have published our findings
in numerous symposia proceedings and technical journals [72], [73] [74], [75], [76], [77].

We have analyzed the related issues of cost, scalability, extensibility of operable time,
and configurability to provide graceful degradation in the event of processor failures. In

all of these analyses, our design has been shown to be superior to comparable designs.

8.3 Future Work

Following this research, the following are areas for further investigation:

e Current design of DRAFT assumes that the proximity of the computing modules
to one another is similar to the distances achievable between processors in a mul-
tiprocessor. Each of the dual-ported result memories are equally accessible by a
processor and DRAFT’s reconfigurable logic and switching unit. However, under
circumstances where the processors are physically dispersed over an area that can-
not be spanned by conventional data buses, then other communication schemes
should be considered such as those found in distributed computing environments.
By constructing a network of DRAFTs, we could also investigate the use of our

architecture as nodes in a fault-tolerant, distributed system.

o In the current design of DRAFT, applications in the arrival queue are treated
in a first-come-first-served manner. This restriction can be relaxed to permit
reordering of the queue entries to make better use of the CMs. However, now the
timeliness property of applications would have to be considered so that deadlines
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are not exceeded.

In the current approach, reconfiguration effectively removes a faulty CM so that
it no longer participates in the voting. A potential area of investigation is the
protocol for réstoring the fault-tolerance capability of an application, while it is
executing, by switching in an available CM. Accordingly, the RLSU would then be
configured to recognizé the new processor allocation. There are local application
p_erformance issues concerning the migration of oné of the surviving redundant
processes to the spare CM, and there are global application stream performance

issues as an application’s processor allocation increases dynamically.

We have used the FPGA to accelerate functions between processors that suppdrt
multiprocessing and fault tolerance. The FPGA could also be used as a general
custom computing resource that is shared by the processors. In this way, a com-
putation that might otherwise be an overly time consuming operation in software
can be carried out directly in the FPGA’s specialized hardware. Processor con-
tention for the FPGA is a critical issue because halting a processor while awaiting
availability of the FPGA can effectively reduce overall processing speed. Having
a processor refrain from using the custom computing facilities and perform the
operations entirely by itself, albeit more slowly, could result in higher application
throughput. Striking a balance between using the FPGA as a custom computing
resource and avoiding processor contention involves extending our analyses to the

number and variety of specific operations posed by the application.
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e Another exploration involves technology mapping of FPGA designs that make op-
timum use of the virtual IC concept. With the FPGA we have already exploited
partial reconfiguration, configuration parallelism, and overlaying layouts. For the
latter, we could develop a systematic approach to recognize similarities between
FPGA designs in order to preserve cell programmings. Moreover, we could in-
vestigate creating FPGA designs whose structures are homogeneous, so changing

between functions involves only a minimum of cell reprogrammings.
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