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Based on 

a prepared 

statementto 

the House National 

Security Committee, 

Feb. 12,1997 

By William S. Cohen, Secretary of Defense 

hile the threat of nuclear holocaust has been significantly re- 
,   duced, the world remains a very unsettled and dangerous place. 

Hostile regimes and instability threaten U.S. interests in key regions. 
.,'  The proliferation of weapons of mass destruction and the ballistic 

missiles that deliver them continue to be a serious concern. The threats of 
terrorism, international organized crime and   
drug trafficking remain unabated. Because 
the global economy is increasingly interde- 
pendent, our future well-being can be 
threatened by conflicts within or between 
nations and by other disruptions to trade 
and stability. 

America must remain actively engaged in 
this complex global environment. We must 
exert strong leadership to deter aggression, 
foster peaceful resolution of conflicts, under- 
pin stable foreign markets, encourage 
democracy and promote a better future for 
the community of nations. An absolutely 
central component of strong U.S. leadership 
will continue to be our military strength. We 
cannot be the world's policeman, but we 
must recognize that strong U.S. leadership 
on behalf of stability and democracy is in our 
own best interest. 

Serious threats to U.S. security and well- 
being can be found in all key regions of the 
globe and generally can best be addressed in 
concert with others. Therefore, America 
must continue to cultivate the cooperation of 
other nations, directly and through interna- 
tional organizations. We must keep our 
security alliances strong and adapt them to 

this post-Cold War world. America also must 
be prepared to act unilaterally when neces- 
sary — to intervene decisively if U.S. vital 
interests are at stake. 

n particular, America must continue to 
forge a pragmatic partnership with 

 Russia through efforts to nurture close 
NATO-Russia relations, strengthen U.S.- 
Russian military-to-military cooperation, 
continue Cooperative Threat Reduction 
activities and advance our arms control 
agenda. Our policies also need to recognize 
the ever-increasing importance of the East 
Asia-Pacific region. 

Our national security is not only a matter 
of defense, but also of diplomacy. Indeed, the 
two are closely linked. Our foreign affairs 
programs can strengthen America's security 
in close synergy with our military strength. 
For example, the forging of our overall 
relationship with Russia encompasses 
activities ranging from DoD's Cooperative 
Threat Reduction program to the State 
Department's Freedom Support Act pro- 
grams. Mindful ofthat reality, I have urged 
Congress to provide healthy funding for 



DoD's 
interna- 

tional 
affairs 

programs. A 
strong military is 

a necessary support to a 
successful diplomacy; successful 

diplomacy can often make the costly use of 
that military unnecessary. 

Arms control also can be a high-payoff, 
low-cost means to advance U.S. security. For 
example, the Chemical Weapons Convention 
provides a major advancement for America's 
disarmament and nonproliferation goals. I 
urge the Senate to advise and consent to 
ratification of the convention, which would 
commit other nations to the measures the 
United States already is pursuing. 

ver the past few years, President Clinton 
and former Defense Secretary Bill Perry 
made substantial progress meeting the 

complex challenges of this new security era, 
and I will do my utmost to build upon their 
accomplishments. 

President Clinton's fiscal 1998 defense 
budget begins implementation of the fiscal 
1998-2003 Future Years Defense Program. 
The fiscal 1998 request totals $250.7 billion 
in budget authority and $247.5 billion in 
outlays for DoD. Budget authority for fiscal 
1998 is $2.6 billion above the amount in last 
year's DoD plan. 

For fiscal 1999 through 2003, plans call 
for DoD budget authority to increase above 
projected inflation. This planned real growth 
was possible because President Clinton 

added $7 billion to the previously 
*. planned DoD topline and allowed 
I DoD to keep $4 billion of infla- 
tion savings. This is the fifth time 
|| in four years President Clinton 

increased defense spending above 
previously planned levels. 

DoD budget authority requested for fiscal 
1998 is, in real terms, about 40 percent 
below its level in fiscal 1985, the peak year 
for inflation-adjusted defense budget author- 
ity since the Korean War. As a share of 
America's gross domestic product, DoD 
outlays will fall to 3 percent in fiscal 1998, 
well below average levels over the past five 
decades. 

While I was not involved in preparing this 
budget request, I recommend Congress fully 
support it. It will sustain America's military 
might and our active engagement around 
the world. Having said this, however, I will 
review major DoD plans and programs over 
the next few months in connection with the 
Quadrennial Defense Review. The central 
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Investments 
in people 
offer the 
greatest 

returns for 
America's 

defense 
dollars. 

goal of the review is to ensure a proper 
match of strategy, programs and resources. I 
expect important results, but it is too early 
to predict those results. 

In considering the department's budget- 
ary needs, I will stress three top priorities. 

y first priority goes to people. We must 
continue to attract and retain the high 

> quality personnel necessary to preserve 
U.S. military superiority. The increasing 
complexity of technology, quickening pace of 
warfare and growing unpredictability of the 
international scene require our people be 
more adaptable and versatile than ever. The 
key to America's military strength is the 
superb quality of our uniformed men and 
women. 

My second priority is readiness. We must 
ensure the force readiness needed to carry 
out U.S. defense strategy, so our forces are 
able to respond to crises whenever and 
wherever necessary. To support both my 
priorities of people and readiness, we must 
provide a good quality of life for our military 
personnel and their families — focusing 
especially on compensation, housing and 
medical benefits. 

My third priority is modernization. We 
must develop and field new and upgraded 
weapons and supporting systems to guaran- 
tee the combat superiority of U.S. forces in 
the years ahead. The substantial reduction 
in force structure following the end of the 
Cold War allowed us to terminate or defer 
many programs within acceptable risks. This 
trend must now be reversed. 

It is also important that we overhaul 
DoD's support elements and activities. We 
must make substantial progress on acquisi- 
tion reform, streamlining infrastructure, re- 
engineering DoD business practices and 
more. The department's infrastructure and 
support activities must consume less of the 
budget without sacrificing the quality of 
support to the armed forces for my priorities 
to be met. 

By ensuring the battlefield superiority of 
U.S. forces today and tomorrow, the entire 
defense budget supports the goal of attract- 
ing and retaining high quality military 
personnel. New recruits want to be a part of 

a winning team, and seasoned professionals 
want to be trained and equipped so they 
have confidence of success when called upon. 
The high quality of today's uniformed 
personnel is the result of many years of 
investment and hard work, and it can only 
be sustained by more of the same. Any 
proposed budget savings that would under- 
mine the high quality of our military person- 
nel would be false savings. Investments in 
people offer the greatest returns for 
America's defense dollars. 

roviding a good quality of life for our 
uniformed personnel and their families is 
essential to sustaining the long-term 

quality of U.S. forces, as well as crucial to 
ensuring high readiness. Reflecting that 
reality, the fiscal 1998 budget includes 
strong support for military pay, housing, 
medical services and other important ben- 
efits for our personnel. The budget supports: 

Z Military pay raises up to the maximum 
percentage established by law. The fiscal 
1998 budget funds a 2.8 percent pay in- 
crease; the outyears provide for 3 percent 
per year. 

Z Expanded use of the Family Housing 
Improvement Fund. To solve its housing 
problems more rapidly, the department is 
seeking to take advantage of private sector 
expertise and capital, which will result in 
greater payoff from our budgeted funds. 

Z The construction or modernization of 
approximately 11,000 barracks living spaces, 
with the majority of the new or modernized 
living spaces providing each unaccompanied 
service member with more room and a 
private sleeping area. 

Zl Strong child care; family support, and 
morale, welfare and recreation programs. 

Gen. John Shalikashvili, chairman of the 
Joint Chiefs of Staff, and I agree that U.S. 
forces are as ready today as they have ever 
been. The high readiness and quality of our 
forces is being demonstrated everywhere 
those forces are deployed or conducting 
exercises and training. 

To ensure high readiness and quality, the 
new budget provides strong support for 
training, exercises, maintenance, supplies 
and other essentials needed to keep U.S. 



forces prepared to carry out their combat 
missions decisively. This readiness-related 
spending occurs mostly in the department's 
operations and maintenance accounts. 
Reflecting the priority given to readiness, 
Operations and Maintenance is the only 
appropriation title given a dollar increase in 
the new budget: from $92.9 billion in fiscal 
1997 to $93.7 billion in fiscal 1998. Within 
its own account, each military service will 
work to ensure high levels of readiness, 
while pursuing initiatives to reduce over- 
head costs. 

It is important the department continue 
to take action to prevent unbudgeted costs of 
nonroutine operations, like those in Bosnia, 
from absorbing funds needed for readiness, 
modernization and other top priorities. To 
that end, the fiscal 1998 budget retains the 
practice of budgeting for all known military 
operations. The request includes $1.5 billion 
in fiscal 1998 in the Overseas Contingency 
Operations Transfer Account to complete 
planned operations in and around Bosnia. In 
addition, $.7 billion is included in military 
service and defense agency budgets for the 
continuing operations in Southwest Asia. 

In its fiscal 1997 defense bill, Congress 
appropriated $1.3 billion to cover fully the 
costs of military operations projected at the 
time of the bill's completion. Since then, two 
developments occurred that now leave the 
department facing $2 billion in unbudgeted 
fiscal 1997 military operations costs. First, 
new provocations by Iraq last September 
increased the intensity of U.S. operations in 
Southwest Asia. Second, this past Novem- 
ber, President Clinton approved participa- 
tion of U.S. forces in a new phase of opera- 
tions in Bosnia to further advance the goals 
of the Dayton peace accord. The administra- 
tion is requesting a fiscal 1997 supplemental 
appropriation of $2 billion to cover these 
new projected costs. Of this $2 billion, $124 
million is for Southwest Asia operations. 

The administration is also requesting 
authority for the secretary of defense to 
rescind $4.8 billion in previously appropri- 
ated fiscal 1997 funds. The goal will be to 
target spending that is not expected to make 
significant contributions to U.S. military 
capabilities. The budget assumes $2 billion 

of these rescissions would offset the fiscal 
1997 supplemental appropriation request for 
Bosnia. The other $2.8 billion in rescissions 
is necessary to reach outlay targets. 

fjillhe uncertainty surrounding most contin 
gency operations makes them difficult to 
predict their costs. Therefore, budget 

development for such operations is less 
certain than for other parts of the defense 
budget. The department is intent on continu- 
ing to improve the speed and accuracy of its 
cost estimating for any future operations. 
That will help us fund these operations 

U.S. Army helicopters 

ferry British scout 

vehicles during a 

combined forces exercise 

at Fort Bragg, N.C. The 

need for and ability of 

U.S. forces to conduct 

joint and combined 

operations, and coalition 

warfare, are key 

readiness concerns. 
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Our challenge 
is to make sure 
the department 

has a strong 
modernization 
program that is 
achievable and 
fully sufficient 

security needs. 

through productive interaction with Con- 
gress and to keep them from undermining 
force readiness. 

One final word on Bosnia: As I said at my 
confirmation hearing, I plan to work hard to 
help ensure the participation of U.S. ground 
troops in Bosnia will indeed end by June 
1998, as planned. 

Modernization 
For several years, the Defense Depart- 

ment has been able to reduce its procure- 
ment of new weapons and upgraded capa- 
bilities without undermining the battlefield 
superiority of U.S. forces. The average age of 
military equipment has not risen substan- 
tially, partly because many new weapons 
were procured in the 1980s and partly 
because older equipment was weeded out as 
forces were drawn down. This decline in 
procurement spending has made room in the 
budget for robust funding for training, 
maintenance, quality of life and other 
components of near-term readiness. 

ow, to ensure the long-term superi- 
ority of U.S. forces, it is necessary 
to begin investing in the procurement of 

new systems. Consistent with that goal, 
spending for procurement is projected to 
increase to $60 billion by fiscal 2001, a 
target amount and date that the Clinton 
administration first established in its fiscal 
1996 budget. By fiscal 2002, procurement 
spending is projected to achieve real growth 
in excess of 40 percent over the fiscal 1998 
level of $42.6 billion. 

I plan to remain focused on this procure- 
ment spending target. Necessary adjust- 
ments forced us to set the fiscal 1998 target 
we have. Our challenge is to make sure the 
department has a strong modernization 
program that is achievable and fully suffi- 
cient for America's security needs. Modern- 
ization is one of the most important areas 
being analyzed in the Quadrennial Defense 
Review and one in which I will be intimately 
involved. The review will focus on the 
adequacy of DoD modernization programs as 
well as on the achievement of savings from 
operating and support activities — savings 
we can invest in modern weapons and 

equipment and superior technology. 
The DoD modernization program is 

multifaceted and forward-looking. 
To modernize the combat platforms of U.S. 
forces, two components are being pursued. 
First priority goes to leap-ahead systems. 
These are brand new systems featuring the 
most advanced technologies and designed to 
ensure future U.S. forces have the greatest 
possible battlefield superiority. Major leap- 
ahead systems include the Comanche 
helicopter, tilt-rotor V-22 aircraft, new 
attack submarine, F-22 fighter, joint strike 
fighter and F-18E/F aircraft. 

!M ost-effective upgrades of existing combat 
platforms also are important. Such 

\J upgrades will substantially increase the 
capabilities of U.S. forces at a much lower 
cost than for fielding new systems. Major 
examples are the CH-47 helicopter engine 
upgrade, AH-64 Apache Longbow, M-l 
Abrams tank upgrade, M-2 Bradley fighting 
vehicle base sustainment, tactical vehicle 
remanufacture, AV-8B Harrier jet 
remanufacture and B-1B bomber upgrade 
programs. 

Another modernization requirement is 
to expand and ensure battlespace 
information dominance of U.S. forces. The 
key goal here is to make combat leaders as 
aware as possible of the situation confront- 
ing them — most notably with regard to the 
enemy's size, location and activity. Major 
programs: Army digitization, unmanned 
aerial vehicles, Global Broadcast System, 
Cooperative Engagement Capability, and 
the Milstar and Space-Based Infrared 
System satellite programs. Also essential, 
the advanced concept technology demon- 
stration initiative accelerates the introduc- 
tion of advanced technologies into the 
systems of our operating forces. 

(finally, the Ballistic Missile Defense 
Program is an essential component of 
DoD modernization plans. 

The proliferation of weapons of mass 
destruction and the ballistic missiles that 
deliver them poses a major threat and must 
remain a major focus of U.S. defense policy 
and budget allocations. America must 



pursue a robust ballistic missile defense 
program as part of a broader 
counterproliferation strategy to reduce, 
deter and defend against this threat. 

As a senator I worked hard to narrow the 
differences between Congress and the 
Clinton administration regarding missile 
defense. In my new position, I am committed 
to advancing a missile defense program that 
is sound and executable and provides an 
effective defense against the threat. This 
budget incorporates changes to ensure that 
the department has a strong ballistic missile 
defense program, is allocating substantial 
resources to advance essential goals and is 
proceeding as rapidly as is technologically 
sound. 

I will closely monitor all major aspects of 
the program. Its highest priority is theater 
missile defense, to meet the threat that 
exists now. The goal is to develop, procure 
and deploy systems that can protect for- 
ward-deployed and expeditionary elements 
of U.S. forces as well as allied and friendly 
nations from theater-range ballistic missiles. 

n general, these theater defenses are 
structured to proceed as fast as technology 
risks will allow. Key programs include the 

Patriot Advanced Capability-3 missile, Navy 
Area and Theaterwide missile defense 
systems, Theater High Altitude Area De- 
fense, Medium Extended Air Defense Sys- 
tem, and Airborne Laser system. Among its 
features, this budget accelerates by two 
years the Theater High Altitude Area 
Defense program and the first launch of a 
Space and Missile Tracking System satellite, 
and adds funds to the Navy Theaterwide 
Defense program to reduce risk. 

The next highest priority is development 
of a National Missile Defense program that 
positions the United States to deploy the 
most effective possible system to defend U.S. 
territory when the threat warrants such 
deployment. The program will develop all 
elements of a system in a balanced manner, 
achieving the first test of an integrated 
system by fiscal 1999. If the fiscal 1999 test 
is successful, the United States would be in a 
position, beginning in fiscal 2000, to deploy 
this initial system within three years of a 

decision to do so, based upon the threat. 
After the fiscal 1999 test, until a decision to 
deploy is made, the program would be 
geared to improving the performance of the 
designed system by advancing the technol- 
ogy of each element and by adding new 
elements — all the while maintaining the 
capability to deploy the system within three 
years of a decision. 

f 1 he third ballistic missile defense priority 
is the continued development of a tech- 

. I nology base that improves the capability 
of both the theater and national defense 
programs to respond to emerging threats. 
These expenditures seek both to enhance the 
performance and reduce the cost of future 
ystems. 

Fiscal 1998 budget authority requested 
for ballistic missile defense is $3.5 billion. 
For fiscal 1999 through fiscal 2003, an 
additional $17.9 billion is planned. This 

IP-liMlffSfll 
Procurement and R&D 

(Budget Authority $ Billions) 

FY98 
QUANTITIES   DOLLARS 

FY 99-03 
QUANTITIES    DOLLARS 

Comanche Helicopter — .3 —          2.9 

V-22 Tilt-rotor Aircraft 5 1.1 86          7.2 

New Attack Submarine 1 3.0 3          7.7 

F-22 Fighter — 2.2 70         18.2 

Joint Strike Fighter — .9 —          9.2 

F-18 Fighter 20 2.5 228        18.0 

(Budget Authority $ Billions) 

QUANTITIES DOLLARS QUANTITIES DOLLARS 

CH-47 Engine Upgrade 24 .1 371 .9 
Longbow Apache 44 .5 356 3.2 

Abrams Tank Upgrade 120 .6 432 3.2 
Bradley Base Sustainment — .1 — 1.9 

Medium Truck SLEP — — — .6 
AV-8B Remanufacture 11 .3 33 .9 

B1-B Conventional Upgrade — .3 — 1.4 
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$21.4 billion total is $2.4 billion above what 
was projected by the department last year. 

The new budget and Future Years De- 
fense Program reflect projected savings from 
various sources. DoD civilian personnel are 
being drawn down, partly as a result of post- 
Cold War force structure reductions and 
partly because of management reforms. 
Excess inventories of supplies are being 
reduced. Acquisition reform is changing the 
way the department develops and procures 
new weapons and is making the process less 
expensive for both the department and its 
private contractors. Financial and personnel 
management systems are being consolidated 
and modernized, making them less costly 
and more responsive to both customers and 
DoD decision makers. 

The department is identifying what goods 
and services can be produced more cost 
effectively by the private sector than by DoD 
elements and pushing to implement these 
changes as quickly as possible. Savings from 
such outsourcing or privatization initiatives 
are crucial to achieving robust funding of 
force modernization. 

/; ''i he department is continuing to carry 
out the decisions of the base realignment 
and closure process for streamlining 

defense facilities within the United States. 
Savings began to exceed implementation 
costs after fiscal 1996. The results from all 
four rounds of realignments and closures 
should be implemented completely by the 
end of fiscal 2001 and should provide a net 
savings of $1 4 billion for the years fiscal 
1990 through fiscal 2001. After fiscal 2001, 
the costs avoided by having reduced and 
realigned the department's base structure 
will amount to about $5.6 billion every year 
thereafter. 

In view of the significant demands on the 
defense budget, the department must 
continue to streamline, improve and rein- 
vent its support activities wherever possible. 
The goal is to provide better products and 
services at reduced cost to U.S. forces and 
other DoD customers. 

These are some major security challenges 
facing our nation and the ways in which the 
president's fiscal 1998 budget addresses 

those challenges. This year promises to be 
pivotal in the continuing task of adapting 
America's defense posture to the uncertain- 
ties of the post-Cold War period. 

We are coming to the end of a century in 
which the United States played a unique 
role in defeating tyranny and aggression, 
nurturing open political and economic 
systems, and leading peoples of the world 
toward a better future. Much ofthat ex- 
traordinary achievement was based on the 
willingness of Americans to build and 
maintain extremely capable military forces. 
Now that the Cold War is over and freedom 
is becoming harder to suppress around the 
globe, America's defense challenges clearly 
are less daunting, but they remain substan- 
tial nevertheless. 

The greatest need is for America to 
skillfully fulfill its global leadership man- 
date. In an increasingly interdependent 
world, such leadership is critical to influenc- 
ing the actions of others who could affect our 
national well-being. It is also key to creating 
the international conditions in which peace, 
stability, democracy and free trade can 
flourish. Let us therefore remember strong 
U.S. leadership continues to depend on 
sound defense policies and budget priorities, 
to which we now must focus our full 
attention.* 
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Artists' conceptions depict new 

multirole Joint Strike Fighter 

designs championed by two 

competing contractors, 

Lockheed-Martin, left, and 

Boeing, below, right. The 

aircraft, a leap-ahead 

modernization effort,figures 

modestly from now through the 

fiscal 2003 budget — 

operational status is scheduled 

for 2008. Below left, rows of 

armored vehicles bound for 

Europe await loading aboard a 

freighter at the port of 

Savannah, Ga. Mobility — 

putting forces where and when 

they're needed — and 

sustaining them during 

contingency operations and 

other commitments are key 

DoD budget concerns. 
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DFAS 
By Richard F. Keevey, Director, Defense Finance and Accounting Service 

DEFENSE FINANCE AND ACCOUNTING SERVICE touches all 

service members and DoD civilians. Most people recognize us simply 

I       as the organization that pays them, but we do much more. We are DoD's accountant 
o 

t       as well as its paymaster. From reimbursing you for travel and moving expenses to 
o 

o       paying contractors for the supplies you use at work to paying those who service or 

=       repair your equipment, we are involved. 

0 The magnitude of our workload is vast. The agency has fiscal control of a program 
o 
o 
J       larger than the combined annual sales of 264 Fortune 500 companies and 20 times 

1 the size of Coca-Cola. We process a monthly average of 9.8 million payments to DoD 

0 personnel and 2 million commercial invoices, disbursing $25 billion a month. Many 

= agencies and organizations rely on us to implement a multitude of regulations and 

1 to collect and disburse funds. Foreign governments depend on us to account for 

Ö their security assistance purchases. 
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I he Defense Finance and Accounting 
Service was established in 1991 to 
improve the quality of DoD finance 

and accounting operations and to reduce 
their cost. Under this charter, we consoli- 
dated military service and defense agency 
finance centers into one agency, with a 
headquarters in Arlington, Va., and major 
centers in Cleveland and Columbus, Ohio; 
Denver; Indianapolis; and Kansas City, Mo. 

Before we were established, no one could 
accurately determine how much it cost to 
provide finance and accounting services to 
DoD components. We can now measure 
what they cost with an accuracy we never 
had before — about $1.6 billion in fiscal 
1997. When we compare our costs to a 1992 
baseline, we show $995 million in cumula- 
tive savings through 1997. Some of our 
largest savings are the result of our consoli- 
dation efforts. 

Until consolidation began, the 
department's many financial systems 
operated from over 300 field activities in the 
United States. By November 1998, we will 
be down to five centers and 19 operating 
locations. 

[ n addition, we have saved money by 
standardizing and reducing the 
number of finance and accounting 

systems. There were 324 finance and ac- 
counting systems in 1991, including 37 
military and retired pay systems, 27 civilian 
pay systems, 10 contract/vendor pay systems 
and 197 different accounting systems to 
record, accumulate, report and analyze 
financial activity. We reduced the 324 
systems to 217 at the end of fiscal 1996 and 
plan to be down to 32 by fiscal 2002. 

The reduction of sites and the consolida- 
tion of systems will eliminate redundancy 
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and unnecessary management layers, 
improve and speed up operations and 
service to customers, and increase produc- 
tivity. They will facilitate standardization 
and the expanded use of innovative technol- 
ogy, and they will enhance financial man- 
agement support to DoD decision makers. 

■ he Defense Finance and Accounting 
Service operates much like a busi- 
ness. We charge DoD components 

for each unit of work we perform. We must 
recover our costs from customers, and 
because our mission is to support them in 
their mission, we have a clear incentive to 
make our services less expensive and more 

r 
25 

SCHEDULED 
FOR FY 98 

SCHEDULED 
FOR FY 97 

Annual Savings of 
$120 million 

LINE 



—— «sira -^HKSSBWB 

efficient. When we started consolidation four 
years ago, numerous skeptics thought we 
would fail, and they thought even if we 
succeeded, there would be a lot of problems. 
To date, though, things have gone very well 
— customers have been kept informed on all 
our efforts, and by and large, they like what 
we have done. 

Irom a savings standpoint, consolida- 
tion alone will ultimately generate 
savings of $120 million per year; we 

already have savings of $65 million. Our 
latest program objective memorandum 
shows $800 million in reduced costs through 
fiscal 2003. This is in addition to the $995 
million in savings we have already achieved. 
Savings will, of course, be passed to custom- 
ers. 

Electronic Commerce 
Electronic commerce encompasses a wide 

variety of technological innovations that 
allow the Defense 

,,„,,„__, ^_,     _11I _ ._,,., Finance and 
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vice to conduct 
paperless financial 
transactions, 
saving time and 
money in the 
process. 

Electronic 
data interchange 
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change of business 
information, such as invoices, bills of lading, 
receiving reports and contracts, in a stan- 
dard, public electronic format. The agency 
uses electronic data interchange technology 
to redesign processes, eliminate paper 
documents and streamline disbursements. 
Using data sets codified by the American 
National Standard Institute, we ensure 
contractors can submit information elec- 
tronically. About 10 percent of our invoices 
now are submitted in this way; our goal is 50 
percent by the end of 1997. 

We are making a major effort to expand 
use of electronic funds transfers, where we 
use direct deposits instead of issuing checks. 

Our statistics tell a good and improving 
story: We use electronic transfers for 96 
percent of all payroll, 45 percent of all travel 
reimbursements, 45 percent of the dollar 
value sent to vendors, 81 percent of the 
dollar value sent to major contractors who 
build and provide services for major weapon 
systems and 65 percent of the payments to 
other federal agencies, such as the Social 
Security Administration and Internal 
Revenue Service for income tax withholding. 

But we can do better. Our goal is to do all 
payments electronically by 1999. Direct 
deposits save considerable money in postage 
and printing, and they are faster and more 
accurate. Customers and creditors know the 
money ends up in their accounts and does 
not get lost. 

Two million invoices come in every month. 
We expect electronic data interchange to 
reduce this paper burden, but we also need 
to control and more accurately track docu- 
ments from creditors who do not use it. We 
will be using electronic document manage- 
ment — some people refer to it as "imaging." 
This converts hard-copy data into electronic 
files that can be more easily routed for 
action and also easily accessed for later 
research. The documents can also be passed 
electronically to disbursing for payment — 
the system promises to change the way we 
pay vendors, manage contracts, handle 
civilian pay and administer travel pay, and 
it could cut processing times and costs by up 
to 25 percent. We are conducting two tests of 
this system now, in Omaha, Neb., and 
Columbus. 

Ilectronic document access makes 
contract data available using a 
standard World Wide Web browser. 

In DoD, we routinely print an average of 18 
copies of documents to administer a con- 
tract. Handling paper eats up scarce re- 
sources in terms of printing, filing and 
administration. By making contracts avail- 
able electronically on an intranet server, any 
DoD contract specialist can access them on 
demand. 

We just completed a business process re- 
engineering study of our garnishment 
operation in Cleveland. We handle 12,000 
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court orders per month totaling over $27 
million for garnishment of pay from civilian 
and military personnel for child support, 
alimony, commercial debt and divisions of 
retired pay. We used to do garnishments in 
five different centers and at over 300 instal- 
lations nationwide with no standard proce- 
dures. Now, the operation is located in just 
one center, and we have increased employee 
productivity by improving work flows and 
processing practices and introducing new 
performance measurement standards. Next 
year, we will introduce a new integrated 
garnishment system with imaging technolo- 
gies that will further streamline the opera- 
tion. 

IMPAC Impact 
The DoD comptroller's initiative to in- 

crease use of the International Merchant 
Purchase Authorization Card, or IMPAC, 
throughout DoD will produce major savings 
for our customers. The card streamlines 
purchase approvals, generates less financial 
documentation, reduces costs and speeds up 
vendor payments. 

More than 200,000 government employ- 
ees, over 84,000 in DoD, use IMPAC to buy 
supplies from commercial vendors of their 
choice, cutting through cumbersome acquisi- 
tion procedures. Employees use IMPAC to 
buy office supplies, tools, equipment, peri- 
odical subscriptions and services. The card 
cannot be used for land or building rentals, 
cash advances, clothing, contracts that 
compete with existing federal contracts or 
mandatory telecommunication services. The 
rules are changing, however, and the trend 
is toward lifting many restrictions — one 
day soon, IMPAC cardholders may be able to 
purchase almost anything costing $2,500 or 
less, to pay for intragovernmental goods and 
services, and to pay for some commercial 
contracts. 

lew IMPAC cards will be issued 
beginning in April to the more than 

I 84,000 DoD cardholders. DoD will 
switch from Rocky Mountain National Bank 
to its parent, First Bank. DoD users will see 
balance forward billing, convenience checks 
for those situations where vendors do not 
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ver 175,000 Defense Finance and Accounting Service 

| customers a month find answers to their questions at 

I theirf ingertips. In January 1996, the agency launched 

DFAS Lane (www.dfas.mil), a World Wide Web site devoted to 

providing information about itself and to addressing subject matter 

experts in the field. Today, after nearly one year in existence, DFAS 

Lane sometimes sees as many as 10,000 customer "hits" a day. 

At its inception, DFAS Lane was primarily a library of general 

information about the agency. Users could access press releases, 

biographies of key leaders and selected information about agency 

systems and policies. Users submitted questions to one e-mail 

address. 

By studying incoming messages, the agency created a number of 

e-mail links dedicated to handling specific inquiries such as Army 

active duty pay, retired pay and vendor pay. Each center's public 

affairs office monitored and tracked the inquiries directed to its 

center and made sure experts fielded the questions. 

The Defense Finance and Accounting Service also developed a 

Vendor Information Page on DFAS Lane, allowing vendors in the 

Denver Center network to obtain the latest information on their 

payments. The page is the precursor of the type of simple application 

that represents the future of the site. Users will be able to access the 

latest information, including leave and earning statements, without 

leaving their homes. 

accept Visa cards, enhanced management 
reports and invoices at the approving official 
level instead of the installation or agency 
program coordinator level. The new card will 
be introduced incrementally; we will provide 
training for the estimated 1,700 DoD pro- 
gram coordinators in concert with the 
scheduled conversion. Conversion will begin 
with the Army. 

The Defense Finance and Accounting 
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Service currently processes about 10 million 
commercial invoices per year; over three- 
quarters are under the card's $2,500 thresh- 
old. People who use the card can save a lot of 
money because a card transaction means we 
have to pay only the bank, not numerous 
vendors — thus reducing our costs and 
everyone's paperwork. 

p to now, we have often had 100 or 
more fund cites on one invoice, and 
that has required us to make an 

extraordinary number of entries to process a 
bill. Soon, however, we expect DoD compo- 
nents to use one fund cite, or line of account- 
ing, per card. Components can make bulk 
obligations against those lines of accounting 
and charge their purchases against the bulk 
obligations. 

We will only summarize lines of ac count- 
ing into the accounting system and will bill 
customers for each line entered. Because we 
will only summarize invoice information, we 

will no longer 
track the details 
of each purchase. 
This does not 
mean more work 
for DoD, but less, 
because custom- 
ers have usually 
reconciled their 
bills before 
submitting them. 
Because most 
customers 
already track and 
verify each 

purchase, the only real change is that they 
will reconcile transactions on a real-time 
desktop tracking system rather than wait to 
see them in our accounting or vendor pay 
system. It also means we will be out of the 
"check the checker" scenario. We are provid- 
ing free tracking software and related 
training to all customers who do not already 
have their own system. Training is sched- 
uled to begin in March. 

In addition to using bulk obligations and 
summary-level accounting to cut costs, we 
will adopt a "prompt pay-delayed dispute" 
payment process. This means we will pay 
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the complete total shown on an IMPAC 
invoice within 30 days of receipt without 
regard to disputes. Customers will have 60 
days from the invoice payment date to 
dispute any charges with the vendor. If the 
customer finds an erroneous charge on the 
card statement, First Bank will credit the 
customer's next bill. This change eliminates 
late payments and resulting interest 
charges, which totaled more than $580,000 
during fiscal 1995. 

Effective Oct. 17, 1996, DoD Comptroller 
John Hamre directed all DoD components to 
designate certifying officers as responsible 
for certifying invoices and assuming finan- 
cial liability for payments. 

Another important ongoing re-engineer- 
ing effort involves travel. This effort is 
headed by the comptroller, for whom the 
Defense Finance and Accounting Service 
provides extensive staff assistance. We are 
simplifying the process for temporary duty 
travel by DoD civilian and military person- 
nel. 

In the old days, travel meant maintaining 
logs of costs, nonavailability statements and 
paperwork to turn in for reimbursement. 
Financing and accounting was even more 
cumbersome. Numerous employees scruti- 
nized every piece of paper for anomalies 
between what was spent and what was 
authorized. 

I he first step in the new process was 
to simplify the travel regulations. In 
fact, several have already been 

eliminated. Since October 1995, travelers 
have not needed to obtain paper 
nonavailability statements to justify reim- 
bursement for commercial lodging and per 
diem expenses. In November 1995, DoD 
implemented electronic funds transfer to pay 
for travel advances and reimbursement for 
all military personnel; eased the threshold 
for the retention of receipts from $25 to $75; 
and instituted a standard 75 percent reim- 
bursement for meals and incidental ex- 
penses on the first and last day of travel. 
DoD began to phase in direct deposits for 
civilian travelers in January 1996. As of 
August 1996, travelers were no longer 
required to submit receipts for rental car 
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Problem Disbursements 
($IN BILLIONS) 
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expenses less than $75. 
In addition to simplifying the entitle- 

ments, a special project management office 
was established to implement a process that 
will simplify the administrative burden of 
travel. A seamless, paperless process will 
begin in an 11-state region next year. 

The new process will allow travelers, 
supervisors and commercial travel offices to 
interface on-line, performing all the neces- 
sary arrangements and computations in one 
integrated process. A DoD-wide common 
user interface will allow travelers to define 
their trip requirements and send them to the 
commercial travel office, which will make 
arrangements. The interface will develop an 
accurate "should cost" estimate the authoriz- 
ing official can approve line by line. 

Ince travelers complete the trip, the 
system accepts actual costs and 

I forwards the information to the 
authorizing official for approval. Travelers 
receive their reimbursements by electronic 
funds transfer and may even elect to have a 
portion of their settlement forwarded to the 
travel card company. This split disburse- 
ment should help travelers manage their 
finances more effectively and reduce delin- 

quent payments to the travel card company. 
Random audits ensure the process works 
smoothly. 

Show Me the Money 
The civilian and military pay systems are 

very good already, but people sometimes 
complain because pay is about the most 
sensitive work issue imaginable. If it is not 
always correct, they justifiably get upset. 

When the Defense Finance and Account- 
ing Service was created, DoD had 27 differ- 
ent civilian pay systems paying 800,000 
civilian employees. Our goal is to get to one 
pay system, and we are more than three- 
quarters of the way there. We pay 635,000 
civilians using the Defense Civilian Pay 
System; all 165,000 remaining civilians will 
be converted to this system by the middle of 
1998. The productivity of our technicians has 
increased from 400 accounts each to 1,800. 
We estimate overall savings at $80 million 
annually. This is a real accomplishment — 
reducing systems, increasing productivity, 
saving money. We have four pay offices: 
Pensacola, Fla.; Omaha; Charleston, S.C.; 
and Denver. 

The same thing is going on in military 
pay. We pay over 2.6 million active and 
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reserve component military personnel. We 
inherited 22 pay systems, and our goal is to 
get down to two. We will retain the current 
Marine Corps Total Force System because it 
is an integrated pay and personnel system, 
but all other services will be on the Defense 
Joint Military System. The Army and Air 
Force are already on board, and the Navy 
should be by the end of 1997. 

he services have found the standard 
defense system is more streamlined 
and efficient than theirs, and they 

are reaping the benefits — their shares of 
the $337 million we saved through consoli- 
dation. Service members are paid from the 
following locations: Army, Indianapolis; Air 
Force, Denver; Navy, Cleveland; and Marine 
Corps, Kansas City, Mo. 

Recently, the Defense Science Board 
recommended we should have a single, 
integrated personnel and pay system similar 
to the system we operate for the Marine 

Corps. A study 
group has been 
formed to follow 
through on this 
recommenda- 
tion, and we 
expect a new 
system to be 
developed, but it 
will probably 
take five to 
seven years. 

We have also 
revised the 
retirement and 
annuitant 

system, which involved 2 million accounts, 
four locations and four systems. Cleveland 
now pays retirees, and Denver handles 
annuitants. In the past, one technician used 
to handle 2,000 accounts; now it is 3,500. We 
estimate the savings from consolidation and 
the introduction of imaging technology at 
over $10 million in annual operating costs. 
Further, if you are a retiree and you have a 
problem, you can call Cleveland, or Denver if 
you are an annuitant, and they can check 
the status of your account while you wait — 
all technicians have undergone training, so 
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they are well-prepared to help customers. 
There are still occasional pay glitches, but 

we try to fix problems as quickly as we can 
to ensure our customers' satisfaction. 

Left Hand-Right Hand 
"Problem disbursements" occur when 

expenditures have not been reconciled with 
official accounting records. There are two 
types: disbursements that have not been 
matched to an obligation and those that 
exceed the obligations to which they have 
been matched. Such occurrences are the 
result of a decades-old practice that allowed 
payments to be made before ensuring there 
was a clear path back to the appropriate 
accounting record. This practice is being 
phased out. 

Problem disbursements in June 1993 
totaled $34 billion; by November 1996, we 
had reduced them to $9 billion. Problem 
disbursements exist, in part, because of the 
way DoD used to do business. Payment 
systems were often separate from account- 
ing systems, making it difficult to validate 
the obligation before paying the bill. 

Although DoD's problem disbursements 
have been a serious issue needing remedy, 
there is no basis for concluding the expendi- 
tures were not valid. Each expenditure was 
made only after a department official 
confirmed receipt of the subject goods or 
services and ensured the payment was 
made in accordance with a valid contract. 
That safeguard has been scrupulously 
followed. The failure was in not having 
these valid and proper disbursements 
reconciled with accounting records in a 
timely manner. 

no prevent future problem disburse- 
ments, the department will require 
every disbursement be prevalidated 

— that is, matched to an obligation before 
payment is made. Since July 1996, for 
contracts centrally managed by the Defense 
Contract Management Command and paid 
at our Columbus center, the prevalidation 
threshold is $4 million on contracts awarded 
prior to fiscal 1997. In addition, at the 
Columbus center all payments are now 
prevalidated to zero for new centrally 
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administered contacts awarded after Sep- 
tember 1996. Prevalidation for all other 
contracts is, at a minimum, at a $1 million 
threshold. 

Our ultimate goal is to validate all dis- 
bursements to zero, and this will be achieved 
when we have redesigned our major ac- 
counting systems and properly integrated 
them with our payment systems. 

We are also exploring new approaches to 
the way we pay contractors, based on visits 
to some large companies and reviews of their 
business practices. Because current proce- 
dures require us to match a contract with a 
receiving report and invoice before payment, 
we sometimes delay payment and incur 
interest charges due to the lack of a receiv- 
ing report from the customer. 

no streamline this process, we are 
conducting a six-month test in 
Denver with the DoD inspector 

general whereby we pay contracts under 
$2,500 upon receipt of an applicable invoice. 
Later, we conduct a random audit to confirm 
that the contracted product or service was 
provided. But in the meantime, the vendor 
receives payment, which prevents late 
charges. Early test results have shown fewer 
than 10 percent discrepancies between the 
receipt and the invoice, and almost all have 
been resolved in the vendor's favor. In 
addition, we have reduced interest pay- 
ments. If the test is successful, we will 
migrate this process to the rest of our 
operations. 

Operation Mongoose 
The Defense Finance and Accounting 

Service is enhancing customer service, 
reducing fraud, resolving payment problems 
and saving millions of dollars annually 
through Operation Mongoose, a combination 
of the latest technology and old-fashioned 
leg work. Before 1991, hundreds of disburs- 
ing offices nationwide paid bills using dozens 
of finance systems. There was no central 
program to detect improper payments. 

Operation Mongoose is designed to ferret 
out and stop fraudulent and erroneous 
payments through a complex system of 
computer matches that spot anomalies in 

payroll, personnel and 
vendor pay systems. We and 
the Defense Manpower Data 
Center conduct these matches 
on records for vendor pay, 
civilian pay and transportation 
pay. 

This initiative has achieved the 
most visible results in the field of 
retiree and annuitant pay. All 
retiree and annuitant pay records 
have been consolidated into the 
Defense Retiree and Annuitant Pay 
System. We conduct matches against 
that system, which ensures consistent 
results. In addition, we have also 
instituted a series of verification inter- 
views with retirees and annuitants to 
ensure they are receiving the proper pay- 
ments. 

To date, interviews have focused on 
retirees and annuitants living outside the 
continental United States. Many countries 
and territories have inconsistent records, 
which make it difficult to ascertain when a 
retiree has died. The process unearthed 
many cases where family members have 
cashed checks addressed to deceased retir- 
ees. In most of these cases, the families are 
not acting in bad faith, but are unaware of 
the rules governing retiree and 
annuitant payments. By 
conducting the interviews, 
we have been able to identify 
payments to deceased mem- 
bers and inappropriate annu- 
itant payments. As a result, 
the agency is recovering about 
$6 million every year. 

The overseas interviews are 
conducted by agency employees 
with the help of deployed reserv- 
ists. Many of these reservists are 
conversant in the native tongue of 
such countries as the Philippines, 
Spain, Italy, Germany and Japan. In 
addition to uncovering fraudulent 
payments, the Mongoose program is 
also able to provide valuable services to 
the interviewees — updating records 
and resolving pay problems. Because 
these retirees and annuitants live over- 



seas, they can find it difficult to get answers 
to resolve pay problems. Operation Mon- 
goose affords beneficiaries the opportunity 
to resolve their problems immediately. In 
some cases, Mongoose teams have helped 
retirees and annuitants recover thousands 
of dollars to which they were entitled. 

Operation Mongoose is an "after the 
fact" process to detect fraud, but it also has 
the important agenda of reducing the 
vulnerability of the department's computer 
network to intrusion. DoD makes payroll 
and other types of payments amounting to 
billions of dollars every month. These 
payments are at a greater risk of fraud due 
to the tremendous increase in electronic 
interconnectivity and automation. 
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any other federal agencies are 
partners in Operation Mongoose. 
Defense Finance and Accounting 

Service specialists often work together with 
representatives of the DoD Inspector 

General's Office, 
the Department 
of Veterans 
Affairs and the 
Social Security 
Administration. 
The Secret 
Service also 
supports the 
operation, while 
many other 
federal and 
state agencies 
have expressed 
an interest in 
participating. 

We have initiated a more defined train- 
ing program for finance and accounting 
people. It is a certification program and has 
two main elements oriented toward employ- 
ees in grades GS-12 to GS-15. 

First of all, employees in that grade 
range will attend a two-week cornerstone 
program where they will learn strategic 
planning, statistical analysis and manage- 
ment skills. Our goal is to have all GS-12s 
to GS-15s go through this program. Then 
we want our management personnel to 
nominate about 5 percent of that group for 
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further training. These employees will have 
individual training programs developed and, 
before they are promoted to GS-13 or GS-14, 
will have received the training outlined in 
their schedules. 

Ihe major goal is to identify the most 
1 qualified people in the grade range 
and get them into proper training 

programs. The program includes a rotational 
assignment, so someone at the headquarters 
can go to one of the centers and vice-versa. 

In addition to providing training for our 
own employees, we want to make sure our 
customers are trained. For example, if you 
are a Navy employee who enters data into 
our accounting system, whether obligation 
data or contract data, we want you trained 
to do it correctly. Another example is trans- 
portation: Much data in the Defense Trans- 
portation Payment System relies on our 
customers' input, so we need to make sure 
they understand their responsibility. 

Intergovernmental businesses such as the 
Defense Finance and Accounting Service 
have to search for ways to provide fair and 
competitive services to customers. We try to 
do this by reducing costs and improving 
efficiency, and one alternative has been 
outsourcing. 

We study the feasibility of moving select 
finance and accounting functions to the 
private sector. The impetuses have been the 
Office of Management and Budget A-76 
Circular, which directs federal agencies to 
compare in-house and private-sector costs; 
congressional requests; and internal man- 
agement initiatives. 

Ihe Defense Finance and Accounting 
1 Service is involved in six A-76 
studies. Two have been formally 

announced — the Defense Commissary 
Agency vendor pay operation and the facili- 
ties logistics and administrative support 
review. Four others — depot maintenance 
accounting, transportation accounting, DoD 
Schools finance and accounting, and commis- 
sary agency accounting — will be announced 
in the coming months. 

A seventh A-76 study, announced but 
discontinued due to an Internal Revenue 
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Service ruling, helped us identify the most 
efficient organization for our debt and 
claims management operation. Each year, 
five centers processed over 200,000 military 
and civilian debt cases where service mem- 
bers and civilians no longer work for DoD 
but owe the government money. We also 
manage more than 3,000 contract debt cases 
annually at the Columbus center. By con- 
solidating our debt and claims management 
operations in Denver, we will save 200 
work-years and $8.5 million annually — a 
30 percent savings. 

In the fiscal 1996 National Defense 
Authorization Act, Congress required a 
study on outsourcing the civilian payroll 
operation and the payroll and accounting 
functions for nonappropriated fund instru- 
mentalities. The civilian payroll study was 
completed and briefed to the deputy secre- 
tary of defense, and the DoD inspector 
general is looking at the process used in the 
study. A final decision on what happens to 
civilian pay is forthcoming. The 
nonappropriated fund study was divided 
into two phases. The first is a six-month 
pilot with a private firm doing the civilian 
payroll function. Phase 2 will look toward 
outsourcing the accounting function after it 
is consolidated within DoD. 

Two management initiatives have re- 
viewed or are reviewing outsourcing oppor- 
tunities. A "Big Six" accounting firm is the 
finance and accounting support contractor 
for the Defense Export Loan Guarantee 
Program, which backs private-sector loans 
to nations that buy or lease U.S. defense 
goods or services. The second is the continu- 
ing effort to re-engineer the travel function. 
Pilot tests at 27 sites will be completed 
within the next few months and are ex- 
pected to provide the information necessary 
to begin outsourcing. 

Not Over Till It's Over 
All these initiatives have combined to 

make it possible for us to lower our rates to 
our customers. We project our rates will 
decrease each year for at least the next six 
years. But as successful as our streamlining 
effort has been, we still have too many 
accounting systems, and none has the 

proper functionality. We still lack final-stage 
accounting systems. 

The military departments and defense 
agencies customized their systems to sup- 
port their business philosophies and the 
practices existent at thousands of sites. 
They focused only on appropriation account- 
ing and the recording of obligations and 
expenditures. These legacy systems do not 
do the kind of accounting necessary to 
prepare accurate and complete balance 
sheets and financial statements. To address 
this shortcoming and to expedite further 
consolidation of these systems, we recently 
created a project management office to focus 
on streamlining our accounting systems and 
analyzing the flow of data. 

We are developing a plan to correct 
accounting and financial reporting deficien- 
cies to be compliant with the Chief Financial 
Officers Act. For example, it was common 
practice to pay bills even though the ac- 
counts were in the red. We have stopped 
that. The assumption was that it was a bad 
accounting transaction that would ulti- 
mately be corrected. Now, if an account is in 
the red, we do not pay until we fix the 
problem. 

Ie need standard, fully functional 
accounting systems for depart- 
mental accounting and for our 

various business systems. As we consolidate, 
we are identifying poor business practices 
and correcting them while also developing 
plans for standardized systems. We are 
trying to impress on our customers the 
importance of recording all financial trans- 
actions in a timely manner to the accounting 
records. For example, we found many 
examples where customers failed to record 
obligations but still expected us to make 
payments. This is simply not an acceptable 
way to do business and has been corrected. 

We are working hard to overcome these 
problems and are making incremental 
improvements each year, but it will probably 
take until the year 2002 to get all the 
accounting systems fully developed. Making 
this happen is the biggest immediate chal- 
lenge facing the Defense Finance and 
Accounting Service.»*» 

Richard F. Keevey 
The Defense Finance 
and Accounting Service 
director since Feb. 5, 
1995, Keevey immedi- 
ately prior had been 
deputy under secretary 
of defense for financial 
management. He came to 
DoD by way of the New 
Jersey State Office of 
Management and Budget, 
where he had been the 
state budget director and 
comptroller for five years. 
He is a past public admini- 
strator of the year of the 
New Jersey chapter of the 
American Society for 
Public Administration and 
a recipient of the Distin- 
guished Leadership 
Award from the New 
Jersey chapter of the 
Association of Govern- 
ment Accountants. An 
Army artillery officer from 
1964 to 1966, Keevey 
holds an undergraduate 
degree from La Salle 
University and a graduate 
degree from the Wharton 
School of the University of 
Pennsylvania. 
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ByLT. GEJV. ALBEKT <J. BLfMOJVBS, USAF, Director 

""; NFORMATION SUPERIORITY — the ability to collect, process and dissemi- 

]  nate an uninterrupted flow of information while denying our enemy that 

J ability —will remain vital to our armed forces as we begin to realize the 

Joint Vision 2010. The vision provides an operational-based template for the 

evolution of our armed forces for a challenging and uncertain future. The monu- 

mental strength of our military has always been the unique core competencies 

of each service. The vision harnesses these skills and service strengths to 

achieve full spectrum dominance by conducting fully joint military operations. 
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4  /ith the lack of Cold War confronta- 
¥'   tion and with uncertainty and 

change as the only constants, more will be 
expected of our armed forces. Although we 
cannot predict future confrontations, the 
vision helps to plan for future possibilities 
by describing the global environment and by 
preparing our forces for the full range of 
challenges we may face. Simply stated, 
Joint Vision 2010 prescribes how we will 
fight into the 21st century, and it is the 
vision upon which Command, Control, 

Communications, Computers and 
Intelligence For the Warrior, or 
CTFTW, was formed. 

! *>'v> The Defense Information 
!/ Systems Agency's mission is to 

implement CIFTW. The agency's 
global work force of 7,350 civilian 
employees and 2,265 military 
members are committed to satis- 
fying the warrior's quest for 
information to achieve victory for 
any mission from any location at 
any time. C4IFTW is the map for 

creating a broadly connected joint 
system that will provide the warrior 
total battlespace information. 

! n implementing C4IFTW, the Defense 
I Information Systems Agency is construct- 

ing the Defense Information System Net- 
work, the Defense Message System, the 
Global Command and Control System and 
the Global Combat Support System. These 
are core missions and the pillars that will 
ensure warriors have global 
interoperability, assured communications, 
and command, control and computing 
services. Information security is integrated 
into each initiative from the beginning to 
ensure warriors can act efficiently and 
effectively. 

The Defense Information System Net- 
work, Defense Message System, Global 
Command and Control System, Global 
Combat Support System and innovations in 
information security have great potential to 
more effectively fulfill the full range of 
tasks assigned to warriors of the future. As 
pillars in the Defense Information Infra- 
structure, they will vastly improve the 

warfighter's ability to see, prioritize and 
distribute data to thousands of tactical and 
strategic locations. These initiatives are 
designed to provide significantly enhanced 
capabilities for the warfighter at reduced 
COStS. :>= 

\ long with the military services and 
/"'% defense agencies responsible for 
implementation and operation of the De- 
fense Information Infrastructure, the De- 
fense Information Systems Agency, as 
central manager, is executing the first step 
in CIFTW. The infrastructure is the seam- 
less web of communication networks, com- 
puters, software, data bases, applications, 
data, security services and other capabilities 
that meet the information processing and 
transport needs of DoD users in times of 
peace and crisis. The agency is integrating 
hardware and software and constructing a 
common operating environment — standard 
communications applications, data and 
human-computer interfaces — that will 
enable execution of multiple mission and 
combat support applications to reduce cost, 
eliminate duplication and promote 
interoperability. 

DoD Superhighway 
Through the Defense Information System 

Network, the Defense Information Systems 
Agency is transforming the way information 
is transported, used and shared. The net- 
work consolidates more than 1Ö0 indepen- 
dent DoD networks into an integrated, 
cost-effective global "infosphere." It sets DoD 
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on a course toward an open systems archi- 
tecture, a global grid that will provide 
virtual connectivity on warrior demand. Its 
objective: information anywhere, anytime. 

The network integrates satellite, airborne 
and terrestrial transmission assets and a 
combination of commercial and military media 
into a flexible information transport infra- 
structure that can accommodate new technolo- 
gies that serve warfighters' needs. The seam- 
less Defense Information System Network 
crosses strategic and tactical networks sup- 
porting joint and combined task forces as well 
networks of nondefense entities. 

=,' he network transmits a shared image of 
i:   the battlespace among joint decision 

makers in a timely and coherent fashion — 
it provides the connectivity to support 

o assure satellite 

capacity is available 

in key scenarios, the 

Commercial Satellite 
Communications Initiative gives DoD bulk 

discount rates and the right of first refusal 

where capacity is in short supply. 

collaborative "smart push" and "user pull." It 
accommodates a variety of connections from 
high-data-rate fiber-optic cable to satellite 
communications with unmanned aerial 
vehicle relay backup to extensions for 
tactical use. These technologies and others 
provide near-instantaneous sensor-to- 
shooter connectivity that allows rapid 
exploitation of situational opportunities. 

The network maximizes security consis- 
tent with threat, acceptable risk factors and 
cost effectiveness, and it makes use of any 
operationally available network assets at a 
given time for fulfilling the priority needs of 
the users. These assets include synchronous 
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optical network fiber-optic cable transmis- 
sion and bandwidth managers, switched 
circuit and packet services, and teleconfer- 
encing services. The Defense Information 
System Network provides bandwidth ser- 
vices for wide, local and metropolitan area 
networks. 

The Joint Broadcast System, a component 
of the Bosnia Command and Control Aug- 
mentation initiative, extends the network's 
high-capacity communications capability to 
U.S. and NATO elements in Bosnia. The 
augmentation includes a two-directional, 
high-bandwidth tactical internet and direct 
broadcast capability. The Global Command 
and Control System taps the Bosnia 
adjunct's large bandwidth and other capa- 
bilities to access imagery, maps and other 
information products. The system is being 
used to broadcast live video shot by Preda- 
tors and other aerial drones in Bosnia. The 
Defense Information Systems Agency and 
U.S. European Command are examining the 
potential for commercialization of tactical 
assets in theater. The Defense Information 
System Network Support Services-Global 
contract, for instance, could provide opera- 
tional support services and integrate a 
number of commercialization activities. 

~Y'o assure satellite capacity is available in 
i=   key scenarios, the Defense Information 

Systems Agency awarded the Commercial 
Satellite Communications Initiative in July 
1995. This contract provides bulk satellite 
capacity at attractive rates and includes 
bandwidth management facility services to 
manage the space segment effectively and 
efficiently. DoD enjoys the right of first 
refusal in specific areas where capacity is in 
short supply, thus ensuring service during a 
crisis. First refusal rights give DoD time to 
execute a task order under the commercial 
contract or to execute a new contract. The 
contract has proven a valuable tool for 
supporting contingency operations. 

The Defense Information Systems Agency 
is also leasing satellite terminals. European 
Command is using six terminals in support 
of Bosnia operations. Terminals are also part 
of the improvement program for U.S. forces 
in Korea. 
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The agency has awarded all four initial 
Defense Information System Network 
contracts. The first, Support Services-Global 
contract, was awarded to Boeing Informa- 
tion Services, Inc. and serves as network's 
technical management support vehicle. The 
second, covering stateside Switched/Band- 
width Manager Service, was awarded to 
MCI Telecommunications Corp. In addition 
to supporting the vast majority of all conti- 
nental United states traffic, this contract 
also covers overseas traffic that starts or 
ends in the 48 contiguous states. 

A T&T Government Markets won the last 
j\ two: The Transmission Services- 
Continental United States contract will 
provide backbone and access area transmis- 
sion services at T-l and above bandwidth 
rates. The Global Video Services contract 
will provide multivendor interoperability, 
dedicated video services including secure 
and nonsecure, point-to-point and 
multipoint bridging, a reservation/schedul- 
ing system, video services management and 
monitoring, provisioning and user-site 
network interface equipment. The company 
also won the Defense Information System 
Network Hawaii Information Transfer 
System contract to provide wide-area and 
local networking services to DoD facilities 
within Hawaii. 

Secure, Reliable Messaging 
In a purely commercial environment, 

maneuvering successfully on the electronic 
superhighway can mean the difference 
between enrichment and maintaining the 
status quo. On the electronic battlefield, 
reliability and security determine success — 
the difference between dominating and 
merely surviving. 

The Defense Message System provides 
DoD a mainline commercial-based, fully 
integrated, secure messaging capability. An 
important byproduct is standardized elec- 
tronic mail capability. The defense system 
differs from commercial e-mail products 
primarily in that it brings elements of 
command and control to the desktop. The 
system will provide accountable and reliable 
messaging for the Global Command and 

Control System and therefore will simplify 
C4 on the battlefield. 

"he basic messaging components are the 
L user agent (e-mail software), the mes- 

sage transfer agent and the message store. 
These parts allow users to create, send, 
receive and store X.400 messages. Because 
the system complies with international 
standards, it has standardized DoD while 
retaining the features and capabilities of the 
latest commercial e-mail systems. 

The Defense Message System will be 
interoperable across multiple vendor plat- 
forms. The Defense Information Systems 
Agency will certify and integrate several 
vendors as compliant so users can choose 
their preferred desktop interface. The 
Defense Message System Compliance 
Handbook is posted on the agency's World 
Wide Web pages to allow vendors to incorpo- 
rate requirements into their mainline 
commercial products, which the agency then 
tests for compliance and certification. 

The system uses existing battlespace 
networks, not a separate transmission 
system. Messages move via communications 
networks and media, primarily the Defense 
Information System Network. Implementa- 
tion of the message system target architec- 
ture will allow for the phase-out of the 
Automatic Digital Network by the year 
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2000. It will also replace incompatible, 
unsecured e-mail systems. The Defense 
Message System provides users with organi- 
zational and individual messaging and 
directory services for both. 

'('% efense Message System products, like 
.1.»'other Defense Information Infrastruc- 

ture applications, will run on distributed 
personal computer and/or client-server 
environments over the next few years. The 
X.500 directory and security management 
infrastructure put in place for messaging 
will evolve to support other functions such 
as electronic commerce/electronic data 
interchange. The X.400 message protocol 
will support textual messages, imagery, 
graphics, video clips and a wide range of 
other attachments. The agency expects the 

he Defense 

Information 

Systems Agency will 

certify and integrate several 

vendors as compliant so users 

can choose their preferred 

desktop interface. 

system to reduce the warfighter's cost and 
staffing requirements while enhancing 
messaging service and security. 

The Fortezza cryptography card will 
provide Defense Message System users with 
writer-to-reader security. The PC Card 
device, inserted into a personal computer 
like a bank teller card, has an encryption 
engine and the user's private key. Fortezza 
enables originators to sign messages with a 
digital signature, which allows the recipient 
to verify the author's identity with complete 
confidence. 

Each Fortezza card is unique to each user, 
and users must authenticate the card before 

accessing the Defense Message System. In 
addition to the user's private key, the card 
sets user privileges. These include informa- 
tion as to whether a user is an individual or 
represents an organizational authority 
(release agent), and the authorized prece- 
dence (priority, flash, etc.) and classification 
(e.g., unclassified, secret, etc.) levels of 
origination and release. 

The Defense Message System contract 
was awarded in May 1995; the system is in 
operational testing and evaluation. The 
Defense Information Systems Agency 
centrally manages the program. 

The agency has adopted, and the Military 
Communications and Electronic Board has 
approved, an event-driven fielding strategy 
with target dates. Major capabilities are 
being defined in terms of criteria matched to 
tests that provide quantifiable metrics. This 
approach applies Global Command and 
Control System lessons learned. With 
approval of the Major Automated Informa- 
tion Review Council, the Defense Message 
System has been installed at nine sites in 
three theaters, five government test labs and 
multiple pilot sites. The system is success- 
fully exchanging signed and encrypted 
messages using Lotus, Microsoft and Enter- 
prise Solutions Limited user agents and 
infrastructure components. More than 
100,000 user agents have been ordered to 
date, and 215,000 users are projected to be 
in live operation by the end of calendar 1997. 

Command and Control 
The Worldwide Military Command and 

Control System served our nation well for 24 
years. It served the military community and 
the civilian world as well. On Nov. 18, 1978, 
the world rocked with the mass suicide of 
911 members of the Jim Jones People's 
Temple in Jonestown, Guyana. Immediately, 
the Joint Chiefs of Staff activated an 
intercomputer network teleconference on the 
system to support and coordinate an emer- 
gency operation as supplies, personnel and 
aircraft converged at staging areas and 
headed for Jonestown. 

Even with its success, the system's tech- 
nology became outdated and its increased 
cost led the way for DoD to find a successor. 
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On Aug. 30, 1996, the Defense Information 
Systems Agency officially pulled the plug 
and the Joint Staff concurrently declared the 
Global Command and Control System as the 
joint command and control system of record. 

"T" he new system is far more than a re- 
Is, placement. Deliberate and crisis man- 

agement is just a small part of what the 
Global Command and Control System brings 
to the table. It can exploit new technologies 
as enablers to provide warfighters with 
advanced command and control capabilities. 
It provides intelligence analysis and support; 
tactical planning, tactical execution and 
collaborative planning; and has elaborate 
communications processes and networking 
of information using electronic mail technol- 

ogy- 
The Global Command and Control System 

uses an integration standard and migration 
strategy that eliminates the need for inflex- 
ible stovepipe command and control systems 
and expensive duplication. This ensures 
interoperability, minimizes training require- 
ments and allows efficient use of limited 
defense resources. It uses standard commer- 
cial hardware and software to provide a 
single, seamless command and control 
structure from the National Command 
Authorities down to the deployed com- 
mander. 

The system uses client/server architecture 
with commercial, open systems standards 
for both standard commercial and govern- 
ment applications. The system approach 
focuses on developing the Defense Informa- 
tion Infrastructure common operating and 
data environments as well as shared ser- 
vices that enable interoperability between 
command and control applications and data. 

'arfighters using the system can selec- 
' tively push and pull the information 

they need to respond and coordinate hori- 
zontally and vertically during any mission. 
The system is a prescription for more agile, 
faster-moving joint operations. It provides 
automated decision support to key 
warfighters across the full range of military 
operations. Importantly, the system helps 
warfighters store, recall and fuse data to 
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produce the minimum essential information 
necessary to support requirements through- 
out the entire joint force. Most importantly, 
it gives the warfighters a fused picture of 
the battlespace. 

The Global Command and Control System 
gives warriors the same kind of "plug-and- 
play" they get with the operating systems 
running on their home computers. Diverse 
service systems will operate at any Global 
Command and Control System location with 
a consistent look and feel. The Defense 
Information Systems Agency distributes 
system applications by posting them on a 
secure web server. Sites pull them down and 
then use point-and-click set-up tools to 
install them into their systems. 

The integration process is defined in the 
integration and run-time specification 

the agency has published. If warriors build 
their applications in accordance with the 
specification, software tools will automati- 
cally insert applications into the common 
operating environment and deconflict them 

CI Forthe Warrior 

promises U.S. command- 

ers unprecedented 

knowledge of the 

battlespace and command 
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with other applications. The integration and 
run-time specification were designed to allow 
adaptation of current and emerging technolo- 
gies such as object-oriented technology, C, 
C++, 3rd and 4th generation languages, web 
and relational technology, as well as Ada 83 
and Ada 95. The system provides warfighters 
with surveillance, reconnaissance and the 
precise location of dispersed friendly forces 
with the ability to direct those forces within 
the battlespace. It has a dynamic, flexible 
structure and provides access to global 
intelligence sources, which gives warriors 
insights into exploitable opportunities. The 
system provides the president and the 
secretary of defense with similar advantages, 
augmenting their ability to make accurate 
and timely strategic decisions. 

The Global Command and Control System 
incorporates the core planning and assess- 

he Global Command 

and Control System 

provides warfighters 
with surveillance, reconnaissance and the 

precise location of dispersed friendly forces 

with the ability to direct those forces 

within the battlespace. 

ment tools the Joint Chiefs, combatant 
commanders and their subordinate joint 
force commanders need to meet the services' 
readiness support requirements. The situ- 
ational awareness it affords at the opera- 
tional level helps commanders build the 
appropriate mix of forces and then maintain 
them, their capabilities and their operations. 

The system is fully operational at 37 
unified command and component sites, and 
at over 500 additional sites worldwide. It is 
networked through the Defense Information 
System Network. The system was success- 
fully used during Operation Uphold Democ- 

racy in Haiti, and it is now deployed with 
the U.S. peacekeeping force in Bosnia. The 
system also provides warfighters in the 
Persian Gulf with a near real time opera- 
tional picture updated from multiple tactical 
and intelligence sources. 

The Defense Information Systems 
Agency, Joint Staff and the Office of the 
Secretary of Defense are developing a 
postinitial operating capability acquisition 
strategy for the system that uses the inte- 
grated product team process within a 
streamlined, evolutionary framework. The 
agency has fielded Version 2.2 and will field 
Version 3 in fiscal 1997, increasing function- 
ality and building upon the information 
infrastructure's environment. 

Advanced Combat Support 
The Global Combat Support System is a 

warfighter-focused strategy that will fuse 
procurement, logistics, personnel, medical, 
transportation, financial and reserve func- 
tions to provide rapid crisis response, en 
route asset tracking and shifting, and 
tailored sustainment at the strategic, 
operational and tactical levels. The Defense 
Information Systems Agency is implement- 
ing this strategy through an initiative that 
provides the infrastructure needed to 
interface and integrate combat support 
applications. 

The global system will be fully adaptive to 
the needs of dispersed, mobile forces, provid- 
ing support in minutes, hours or days 
instead of weeks. 

=T* he strategy will support the impetus of 
"L   combat support from the continental 

United States into the theater and forward. 
Total asset visibility will allow logistics 
managers to obtain and act on information 
such as the location, quantity, condition and 
movement of equipment throughout the 
storage and supply chain. Importantly, the 
support system will provide continuous 
automatic push or pull requisitioning. 
Deployed forces will require less continuous 
support with a smaller combat support 
footprint; this will decrease the vulnerability 
of combat support lines of communication. 

Like the Global Command and Control 
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System, the support system initiative is 
based on mainline commercial and govern- 
ment software products. The two share the 
same technical infrastructure. The support 
system builds on the technical developments 
and products, procedures and integration 
strategies that have been employed in the 
command and control system. They both use 
the Defense Information Infrastructure 
common operating environment and the 
same integration process and tools. This will 
allow users to get to all applications they 
need from a single terminal at a given 
security level. 

f nstead of the services developing and 
S fielding complete systems independently, 

the agency will provide the operating envi- 
ronment for adoption by the services. Nu- 
merous military applications will be hosted 
on any equipment with an operating system 
that meets the common operating environ- 
ment. 

The initiative will achieve functional 
interfacing quickly. Global Combat Support 
System will become hardware independent 
and interoperable through incremental 
improvements and heavy participation using 
software that best meet the requirement. 
The system is evolving toward a commer- 
cially based open system environment that 
supports crossfunction, cross-service 
interoperability; it will provide 
interoperability across combat support 
functions and between combat support and 
command and control functions. Conse- 
quently, it will reduce the number of combat 
support systems needed to deploy and 
sustain a joint task force. 

The support system will be fielded in 
increments to match increasing user commu- 
nities and the addition of new products to 
the common operating and data environ- 
ments. In a broad implementation strategy, 
the agency is building a little, testing a little 
and fielding a lot. 

The first steps, already under way, will 
identify candidate users and functional 
proponents and build partnerships. The 
agency believes opportunities exist to save 
the department money by simply applying 
the Global Command and Control System 

philosophy and communication standards to 
the combat support environment. The 
agency can gain from its partnership with 
functional area central design activities that 
code their applications to the common 
operating environment to help save money; 
using a standard data elements to ensure 
their portability across applications (integra- 
tion); and using the same communication 
pipes, which conserves bandwidth and 
provides a faster, more efficient communica- 
tions infrastructure. 

Technology and the common operating 
environment have enabled the agency to 
integrate functions instead of systems, 
capitalizing on commonality between one 
functional domain and another. Common 
support like mapping and weather applica- 
tions will be overlaid on a computer screen 
that can access all information and applica- 
tions users need. Users will load military 
applications as they would load software on 
a home computers. The applications will not 
necessarily be built or provided by the 
Defense Information Systems Agency; 
anyone can build them. The combat support 
and command and control systems' install 
program creates directories, allocates 
memory, posts files, makes sure the correct 
libraries are present, and when complete, 
warfighters have an icon on their screen and 
are ready to go to work. 

"Y"he Global Combat Support System, like 
L   the Global Command and Control 

System, provides a shared infrastructure 
and data base environment upon which 
applications can be integrated. The Global 
Data Management System and Workflow 
Manager are two examples. These compo- 
nents are being integrated into the common 
operating environment and will support 
critical infrastructure requirements for data 
exchange and workflow across functional 
areas. 

The Defense Information Systems Agency 
is expanding the capabilities available to the 
combat support user world by adding a 
Global Combat Support System web that 
will incorporate off-the-shelf World Wide 
Web technologies — home pages, search 
engines, locator capabilities, newsgroups 
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and other technologies. It is a low-cost, low- 
risk approach to interfacing into the combat 
support system rapidly and effectively and is 
scheduled to be in operation by May. 

T""or the first time, a joint task force com- 
]   mander can see the assets available from 

each service. The Defense Information 
Systems Agency also demonstrated "Events 
Logbook," a tool developed by the U.S. 
Transportation Command to keep an elec- 
tronic, multimedia "log" of messages, infor- 
mation, graphics and all the material needs 
to trace command center actions and ensure 
there is an accurate report of these events. 
During the Joint Warrior Interoperability 
Demonstration '96, the Global Combat 
Support System was used to locate equip- 
ment parts as well as the availability and 

he agency is 

f integrating and 
applying operational, 

engineering, intelligence and security 

disciplines to ensure the availability, 

integrity and confidentiality of 

information throughout DoD. 

location of personnel who spoke a particular 
language. During the 1997 demonstration, 
both the command and control and combat 
support applications will be demonstrated at 
a single work station. 

The Defense Information Systems Agency 
is working with the Joint Staff J4 director- 
ate to establish the requirements and 
priorities for support system applications 
and setting up the management process for 
the J4 proponency of the system. The agency 
is also working closely with the Theater 
Medical Information Program, which will 
focus on medical support to the warfighter. 

The Defense Information Systems Agency 
has nearly 30 initiatives, spanning logistics, 
medical, finance, acquisition and procure- 
ment, and covering both in-theater opera- 
tions and U.S. sustaining base, which are 
under way and will result in fielded Global 
Combat Support System capabilities within 
the year. 

Information Security 
The Defense Information Systems Agency 

is protecting the Defense Information 
Infrastructure from deception and destruc- 
tion so warfighting combatant commanders 
can fight more effectively. The agency is 
integrating and applying operational, 
engineering, intelligence and security 
disciplines to ensure the availability, integ- 
rity and confidentiality of information 
throughout DoD. It is integrating multilevel 
security products, such as Fortezza, at both 
the application and core infrastructure 
levels. It is installing firewalls and guards, 
prototyping multilevel security products, 
performing vulnerability assessments on 
systems and, in support of the DoD Informa- 
tion Warfare-Defend Program, developing 
smart tool kits for systems administrators to 
protect against, detect and react to threats. 
It has installed network monitoring systems 
on DoD networks and is incorporating the 
intrusion monitoring data from the unified 
commands, services and agencies within the 
Defense Information Systems Agency Global 
Operations and Security Center. 

The agency provides a round-the-clock 
Automated Systems Security Incident 
Support Team that cooperates closely with 
the services and the National Security 
Agency for rapid response to all information 
security events. 

"' "he Defense Information Systems Agency 
'■■:,. and the services assess defense systems 

to identify vulnerabilities and implement 
fixes. The agency issues the defense operat- 
ing environment in several versions of UNIX 
and Windows NT to provide a standard 
configuration baseline that can be secured 
against attacks. 

These efforts will help the agency catego- 
rize security vulnerabilities, dissuade 



hackers and gauge the relative security 
health of the Defense Information Infra- 
structure. As the central manager of the 
infrastructure, the Defense Information 
Systems Agency, in cooperation with the 
National Security Agency, defines its re- 
quirements and implements them. The 
Defense Intelligence Agency supports these 
activities with threat assessments. Coordi- 
nating with these other activities, the 
Defense Information Systems Agency is 
certifying systems that are a part of or 
interact with the information infrastructure, 
and it is working toward providing a stan- 
dard certification process across DoD. Right 
now, the Defense Information Systems 
Agency provides security policy, accredita- 
tion and Defense Information System 
Network connection approval, and it per- 
forms compliance validation of systems 
connected to the infrastructure. 

X he Defense Information Systems Agency 
t, has a close and trusted relationship with 

industry, specifically major telecommunica- 
tions companies, through the National 
Communications System, the Network 
Security Information Exchange and the 
Forum for Incident Response Security 
Teams. The agency also works in partner- 
ship with other government agencies and 
nations to develop effective security policies 
and low-cost, standards-based solutions. 

The agency is spearheading DoD's effort 
to increase information security awareness 
and education by developing courses for 
training systems administrators, informa- 
tion systems security managers, information 
systems security officers and users, and 
promulgating them through other federal 
departments and agencies. The agency 
facilitates this effort as vice chair of the DoD 
Education, Training and Awareness Work- 
ing Group and participating in the educa- 
tion, training and awareness efforts at the 
national level through representation on the 
National Security Telecommunications and 
Information Systems and Security Commit- 
tee and Security Policy Board's Training and 
Professional Development Committee. To 
support these efforts, the agency established 
the DoD information security training 

ISSiE 

facility, which provides instruction to per- 
sonnel in the National Capital Region. 

The Defense Information Systems Agency 
is covering all aspects of Information War- 
fare-Defend from policy and training to 
systems analysis. It is the vice chair of the 
assistant secretary of defense for command, 
control, communications and intelligence's 
Information Assurance Group. The group 
includes the Education Training and Aware- 
ness, DoD Multilevel Security and DoD Joint 
Information Assurance Tools working 
groups. The Defense Information Systems 
Agency and National Security Agency co- 
chair the fourth working group, which 
focuses on Information assurance policy. 

The Defense Information Systems 
Agency, in support of the President's Critical 
Infrastructure Protection task force, partici- 
pated in the utility subgroup and will be a 
contributor on the Defense Information 
Infrastructure subgroup. The agency partici- 
pates in the policy under secretary's Infra- 
structure Assurance Analysis Working 
Group. 

The Future 
Accommodating sweeping technological 

change and revolutionary DoD requirements 
is a tremendous opportunity for the Defense 
Information Systems Agency and its service 
partners. The agency is aggressively work- 
ing to ensure information systems are not 
just maintained but enhanced for the 
warfighter. Working as a team, the agency 
and the services will meet the goal of provid- 
ing the warrior with pre-eminent support 
across a broad spectrum of needs. 

Last year, the agency was with our 
nation's warfighters in Bosnia, the Arabian 
Gulf, Haiti, sub-Saharan Africa and along 
the Pacific Rim, ensuring that they had the 
information technology support they re- 
quired to execute their missions. This year, 
it will work closely with warriors to maxi- 
mize support, find innovative solutions, and 
aggressively reduce their expenses. The 
Defense Information Systems Agency will 
continue to enhance the way it does business 
while increasing access to information and 
improving the speed and accuracy of priori- 
tizing and transferring data.<» 

Lt. Gen. 
Albert J. Edmonds 
The director of the 
Defense Information 
Systems Agency and 
manager of the National 
Communications 
System since July 29, 
1994, Edmonds joined 
the Air Force in August 
1964 and earned a 
commission through 
Officer Training School 
in November 1964. A 
career communications 
officer, he has served in 
Virginia, Hawaii, the 
Pentagon, Thailand and 
Guam. He was Joint 
Staff director for 
command, control, 
communications and 
computer systems from 
September 1991 until his 
current assignment. He 
holds a bachelor's 
degree in chemistry 
from Morris Brown 
College, Atlanta, and a 
master's in counseling 
psychology from 
Hampton (Va.) 
University. He is a 1980 
distinguished graduate 
of the Air War College, 
Maxwell Air Force Base, 
Ala., and his decorations 
include the Defense 
Distinguished Service 
Medal, Defense Superior 
Service Medal and 
Legion of Merit. 
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Based on remarks at the 

National Information 

Systems Security 

Conference, Baltimore, 

Oct. 25,1996 

HE EMERGENCE of communications and computer networks offers us 
tremendous opportunities for changes that will benefit mankind. Contem- 
plate for a moment, however, a future in which there are no secrets. Imagine 

that anyone can discover almost everything about you that you consider private 
— your spending habits, your school report cards, your medical history. 

BY 

DEPÜTV DIRECTOR, 
NATIONAL 

SECURITY AGENCY 

Image there are no business 
secrets — intellectual property 
is unprotected, market strate- 
gies are known by your com- 
petitors, and corporate weak- 
nesses are known to all. 

This in not the kind of fu- 
ture I want to see. A society 
without information safe- 
guards would be harmful to 
the privacy of U. S. citizens, the 
competitiveness of U.S. busi- 
ness and, ultimately, the na- 
tional security of our nation. 
So let us consider the tremen- 
dous challenges this nation must address to 
ensure a smooth transition to an information- 
based society. 

futurists Alvin and Heidi Toffler describe 
J society's evolution in three "waves": agricul- 
ture-based, industry-based and information- 
based. They maintain today's leading powers 
have evolved from agrarian nations into in- 
dustrial ones, and now, many industrial 
nations are evolving into information societ- 
ies. 

The United States prospered within the 
first two waves and is certainly on the fore- 
front of the third wave. In fact, many believe 
the prospects for the United States in the 
information society of the 21st century are far 
greater than what we experienced as a nation 
during the industrial wave of this century. 

Information security, or the 
lack of it, has the potential to 
determine whether we simply 
ride the third wave to see where 
it takes us or we maximize the 
opportunities the information age 
offers. The results might be very 
different. 

'd like to see the robust develop- 
ment of information security 

and, with it, information security 
professionals to help the country 
surf the third wave — that is, 
help establish information secu- 

rity policies, products and services that be- 
come ubiquitous, inexpensive and easy to use. 
Information security will be a deal-maker as 
we transition to an information-based soci- 
ety. This transition won't be an easy task. 

The National Security Agency has long 
played an important role in implementing 
information security to produce the safeguards 
that control our nuclear arsenal and enable 
our military commanders and policy makers 
to communicate securely anywhere in the 
world. But the expansion of networks and 
information technology beyond the traditional 
government and the military sectors into the 
global business network means industry will 
lead the way into the information age. Infor- 
mation technology and information services 
dominate domestic business sales and are 
already a leading export, but many of these 
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commercial information products and services 
are not proliferating as they otherwise might 
because of their lack of security. 

For example, consider electronic commerce. 
Inexpensive information technology, ubiqui- 
tous networking, public key encryption, the 
needs of customers and the im- 
peratives of business competition 
make electronic commerce inevi- 
table. Despite its huge potential, 
however, electronic commerce has 
grown remarkably slowly, prima- 
rily because of the lack of security 
needed to instill confidence in its 
use. Information security is para- 
mount for successful implemen- 
tation of electronic commerce. The 
net without security takes us back 
to the days of the telephone party 
line. 

The White House recently de- 
fined a policy initiative designed to accelerate 
the growth of cryptography as a security 
enabler. Some believe the administration's 
initiative is about key escrow and export con- 
trols, but in the broadest sense, the initiative 
deals with preparations we must make as a 
nation to use information technology to its full 
potential by implementing proper security pro- 
tocols. 

he administration policy transcends the key 
escrow issue. It focuses on the more funda- 

mental question of key management infra- 
structure. In other words, it is an attempt to 
create an environment in which an interna- 
tional framework will grow to support use of 
strong encryption to protect private, business 
and government interests. Although it will be 
difficult to move this initiative from concept to 

reality, it is critical that we do so, and quickly. 
To provide security in a networked environ- 

ment, we will need to resolve a complex and 
interrelated set of issues pertaining to trust, 
scalability, liability and risk, availability of 
service, and public policy. 

et me give you a sense of 
the level of trust in our sys- 

tems today. According to a sur- 
vey by the accounting firm of 
Ernst and Young and Informa- 
tion Week magazine released 
in early October 1996, 71 per- 
cent of the 1,300 senior infor- 
mation executives surveyed ex- 
pressed lack of confidence in 
the security of their computer 
networks. Over three-quarters 
had experienced losses within 
the past two years due to prob- 

lems with information security, computer vi- 
ruses and disaster recovery. 

There is much more to the issue of trust 
than a good encryption algorithm. Without an 
effective security infrastructure to implement 
it, an encryption algorithm value is compa- 
rable to that of a bank vault door on a card- 
board box. 

Trust in a system begins with the encryp- 
tion algorithm and goes far beyond. Trust 
encompasses not only the strength of the en- 
cryption algorithm but the integrity of those 
who: 

H Issue the public key certificates that vouch 
for your identity and the identity of those with 
whom you deal; 

H Build the directories that allow others to 
know how to communicate securely with you; 
and 
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TJ Assist you if you believe your encryption 
key or certificate has been compromised or 
lost. 

Can we build that level of trust into an 
infrastructure big enough to support electronic 
commerce on a global basis? The answer to 
that is, "We must!" Encryption has little chance 
of being used to its full potential, here or 
overseas, until such a trusted international 
framework is in place. 

'_' ow do we scale up to a global system while 
..: maintaining trust? Many of us have experi- 
ence in building limited segments of a manage- 
ment infrastructure for a business, a business 
sector or a part of the government. 

The National Security 
Agency and the Department 
of Defense have a great deal 
of experience in building se- 
curity infrastructures for 
critical functions like nuclear 
command and control and 
military operations world- 
wide. We are currently build- 
ing the key management in- 
frastructure to support 2 mil- 
lion users of the Defense Mes- 
sage System to provide e-mail 
and browser services to DoD 
users, but we have yet to 
tackle the issue of support for 
electronic commerce with the 
860,000 vendors who do busi- 
ness with the Department of Defense. 

The complexity of these efforts pales in 
comparison with putting together a key man- 
agement infrastructure for all applications — 
private, public and military — in a global, 
networked environment. Unanswered ques- 
tions abound in this area. For example: 

""] Who defines what constitutes a trusted 
issuer of certificates? 

~~ How do we limit authorities of certificate 
users? 

71 Are we ready to certify all users for all 
applications and all types of transactions? 

~! Are we ready to cross certify from any 
nation? All nations? 

To use certificates with confidence — that 
is, the way we use paper currency and signed 
contracts today — we will need to track the 

certificate authorities globally and with com- 
plete trust. Making trust scalable will be one of 
the most difficult challenges of the informa- 
tion age. 

What happens when something goes wrong, 
for example, when a user trusts the infrastruc- 
ture, follows its procedures and loses informa- 
tion or money? Whose fault is it, and who 
makes good the loss? 

Risk is inherent in networking. With the 
best precautions, in a networked environment 
some risk will always remain. With informa- 
tion technology advancing dynamically, today's 
effective solution will be obsolete tomorrow. 
The situation is made more difficult by the 
competitive imperatives driving us toward elec- 

tronic commerce. Electronic 
commerce cannot wait until 
the perfect infrastructure is 
put in place. 

The next stage of elec- 
tronic commerce takes risk 
to a new plane. It must pro- 
tect billions of transactions 
ranging from simple credit 
card purchases to large-scale 
electronic transfers of funds 
and proprietary information. 

To use networks, we 
must accept some risk and 
manage it. Part of risk man- 
agement will require us to 
take a hard look at the issue 
of liability. How do we set 

limits on liability while maintaining trust? 
Another challenge we face with the increased 

dependency on computers and communica- 
tions technology is network availability. Con- 
sider the medical community's use of informa- 
tion technology for telemedicine. Using the 
network in the field of medicine has tremen- 
dous potential to globally unite specialists and 
patients. It can, literally, be a life saver. But 
the users of telemedicine's information tech- 
nology must be able to count on its availability. 
Denial of service is unacceptable. 

i- j e are now in a national discussion on how to 
] I balance the interests of individuals' and 
businesses' privacy with society's public safety 
interests in law enforcement and national se- 
curity. How we resolve this dichotomy will 
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shape the structure we build to implement our 
security solutions, an infrastructure that will 
have key management as its foundation. 

If we overemphasize public safety and secu- 
rity, we risk a world with too much govern- 
ment access at the cost of individual privacy. If 
we overemphasize the privacy issue, we risk a 
world with perhaps too many secrets — for 
example, a world in which terrorists, orga- 
nized crime and hackers acquire secure com- 
mand, control and communications capabili- 
ties with a degree of privacy formerly available 
only to advanced military forces. Both of these 
extremes are unpalatable. We need to strike a 
balance that provides adequate protection for 
both individuals and businesses and for soci- 
ety as a whole. 

s a matter of public policy, the administra- 
tion is pursuing establishment of a key man- 

agement infrastructure with a feature called 
key recovery. One fundamental question on 
this issue is whether to include a key recovery 
feature. Key recovery would add complexity, 
and arguments have been advanced to support 
proceeding without it. There are, however, 
three very good reasons for designing key 
recovery into the key management infrastruc- 
ture. 

First, key recovery is good business prac- 
tice. It protects information from loss by allow- 
ing users to regain access to their encrypted 
data when encryption keys are lost or cor- 
rupted. Key recovery is analogous to systems 
administrators recovering forgotten passwords 
or individuals maintaining spare house or 
desk keys for emergency use. 

This goes back to the trust issue. Key recov- 
ery will help ensure availability of information 
and systems by avoiding lockout and by guar- 
anteeing authorized access to information, thus 
increasing the level of trust in the security 
system. 

Second, key recovery makes it possible for 
law enforcement, with proper authorization, 
to access the keys. This is an essential compo- 
nent of a solution that protects the public 
interest. There is a clear societal interest in 
preventing cyberspace from developing into a 
sanctuary for global, instantaneous and se- 
cure centers of operations for criminals, ter- 
rorists and rogue nations. 

Finally, key recovery may prove essential 
in making encryption scalable on an interna- 
tional basis. We are not the only country wres- 
tling with the public safety implications of 
unbreakable cryptography. France, Israel and 
Russia recently imposed import and domestic 
use restrictions. Several Asian, South Ameri- 
can and African countries have had similar 
restrictions in place for years. Others may 
impose them as strong cryptography prolifer- 
ates. 

For many overseas, as well as here, the logic 
of the need to balance business imperatives 
with public safety concerns argues for key 
recovery. The European Union and other con- 
federations are considering key recovery-based 
key management infrastructures. The world's 
major standards bodies are designing future 
standards so key recovery can be accommo- 
dated. 

International standards and protocols for 
key recovery may prove essential to hand off 
national restrictions on strong encryption, to 
promote a broad export market for cryptogra- 
phy, and to establish a key management infra- 
structure acceptable for general international 
use. This would accelerate the realization of 
the promise of information technology, and 
that would be in everyone's best interest. 

orking in partnership, government and in- 
dustry together need to lay the foundation 

necessary to sustain and strengthen informa- 
tion security for America. I wish to emphasize 
the key management infrastructure will be 
built by industry as a commercial venture. 
This task is huge. Collaboration among many 
partners will be essential if we are to establish 
an infrastructure that promotes the use of 
encryption worldwide. 

Security is essential to successfully navi- 
gating the information age. We must build the 
foundation components of trust, risk and li- 
ability, scalability, availability and policy that 
must accompany encryption to build real secu- 
rity into systems. Information security profes- 
sionals will play a critical role in making this 
a reality. We are facing a tremendous chal- 
lenge during the transition to an information 
society, and we can only succeed by working 
collaboratively to keep ahead of the breaking 
crest of the third wave.*?» 
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After nearly four years as assistant secretary, 
what are some of the biggest successes you've 
seen in terms of the reserve components? 

would say we have taken on a number of 
_ themes and a number of issues, and I feel 
quite satisfied we have done well with them. 
We still have a way to go, but I think we've 
had some solid accomplishments. 

Obviously the first issue was a macro 
Department of Defense issue, and that was 
downsizing. We were determined to do it 
right, to be fair to our people and, at the 
same time, at the end of downsizing, to 
make sure we were a highly ready and 
effective force. 

Downsizing is almost over. We've pro- 
vided transition benefits to those who left us 
to try to fulfill the promise of protecting our 
people. At the same time, the people who 
remain are highly motivated, highly edu- 
cated and the best qualified; they are superb 
individuals for the force that remains. And 
we are in fact ready. So I feel the 
downsizing, hard though it was, was done 
properly. 

Second, we took on the theme of increased 
use of the Guard and Reserve in the post- 
Cold War environment. That is, they're not 
solely a backup force of last resort in an all- 
out war. Rather, we're using the Guard and 
Reserve more and more in a spectrum of 
operations short of war. We felt this made 
sense from the taxpayers' standpoint be- 
cause the Guard and Reserve are less 
expensive to maintain in peacetime than 
their active duty counterparts. It also made 
sense from the standpoint of making best 
use of all your assets. So, in fact, we have 
used the reserves more, and they have been 
effective. They have done a terrific job in 
every operation and every joint exercise. 

They've performed superbly. 
I remember access being one of the major 

issues and concerns brought to my attention 
when I came into this job. Could we gain 
proper access to the reserve components if 
we needed to do so? Meaning, would the 
president really call them up? Would we get 
enough volunteers if we needed them for 
duty? Could we really ask people to go to 
joint exercises for three and four weeks vice 
two weeks? Again, the news has been very, 
very good. 

I do not hear from our leaders any more 
about concerns on access. The reason, I 
think, is the president has called up the 
reserves when he has been advised to do so. 
We have gotten superb volunteerism, 
particularly on the side of the Air Force, 
when we've needed to do so. The reserves 
have made themselves available for longer 
exercises, meaning three to four weeks 
rather than the customary two weeks' active 
duty training. I think the way we used the 
reserves in the last few years is a great 
success story. The reserves have gotten good 
training, and they've also helped reduce 
some of the active duty personnel tempo. 

The next theme we took on was reserve 
component readiness. The key objective to 
me is to achieve optimum wartime capabil- 
ity while helping the active force complete 
its peacetime work. Although there are 
many ingredients to readiness, military 
experts agree two are particularly essential 
— top-notch training and equipment. 

These past four years we have taken a 
nontraditional look at training. One ap- 
proach has been to provide training in real- 
world settings. That was the focus of 
[former] Secretary William Perry's in- 
creased-use initiative, in which the com- 
manders in chief and the services have 
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made greater use of the reserve components, 
usually through extended annual training, 
to help relieve the personnel tempo of active 
duty units. 

Another nontraditional way to conduct 
readiness training here at home has been 
through innovative readiness training 
programs, which are coordinated by my 
office. We have also recognized the aggres- 
sive use of technology can help us revolu- 
tionize the way we train, reduce our long- 
term costs, maximize the time we have 
available for training and deliver a high- 
quality product to a geographically dispersed 
population. 

It has also been our goal to equip the 
reserves with modern, compatible equip- 
ment that enables them to do their job side 
by side with the active force and coalition 
partners. To meet near-term challenges and 
prepare for the 21st century, we have 
implemented a strategy for equipping the 
reserve component s that defines our re- 
quirements for the future and gains agree- 
ment with the active force on the most 
critical mission needs. 

Another theme we tackled was quality of 
life — making sure we take care of our 
people. It's part and parcel of of force readi- 
ness. We've focused on employer support and 
on family readiness. We've also focused on 
protecting reservists from great financial 
loss by implementing a new mobilization 
insurance program. 

So, these have been our four top issues. 
There's always work yet to be done, but I 
feel like we've made some solid advance- 
ments. 

With the Implementation Force out of Bosnia 
and the Stabilization Force in, what role will 
our reserve components play1? 

Their role will continue to be much the 
same. They'll continue to be an integral 

part of the operation. The reserves have 
played an important role, certainly in the 
civil affairs realm, in the medical realm and 
in a number of support areas. They have 
been in Bosnia proper, they have been in 
some of the surrounding areas in support 
functions, they have been backfillers in 
Germany and in certain locations in the 
United States. I would anticipate they 
would continue to play an important role in 
the Stabilization Force. 

In the past, you have expressed a strong 
desire to ensure no one unit or individual is 
tapped to carry out more than its fair share 
of contingency missions. With Guard and 
Reserve members now supporting a second 
year of operations in Bosnia, is this becom- 
ing more of a challenge? 

t is, but I think it's a challenge we will 
meet successfully. We do not anticipate in 

this rotation the need to call any units that 
were called for Haiti. We may call up units 
that served in Operation Desert Storm, 
perhaps, but then Desert Storm was five, 
six years ago. 

My notion has always been that we must 
not call reserve units in back-to-back years 
if we can help it. Now there may be indi- 
viduals who were in both Haiti and Bosnia; 
perhaps they volunteered or they changed 
units. But there should be no units called to 
both operations. And so far, we've success- 
fully spread the work around. Clearly, the 
more rotations you have, the more of a 
challenge that becomes. 

Another point to bring out, I think, is the 
Army Reserve provided the bulk of the 
reserve forces that supported Operation 
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Joint Endeavor. Now, we're calling more 
Army National Guard units. So again, that's 
spreading the work around to a larger 
number of units to not tax any single unit or 
units too much. 

With a succession of three deployments for 
members of the Guard and Reserve, what are 
you doing to ensure members don't have 
employer problems when they return? 

',. S , > : e have a several-fold strategy. First, we 
J J have personnel at all the mobilization 

sites who brief deploying reservists to make 
sure they know their rights and responsibili- 
ties with respect to employer support. At the 
tail end of a deployment, we similarly have 
briefings at the demobilization site or at the 
home bases so the reservists get a refresher 
before they go back to work. So, focusing on 
the reservists and their need to know their 
rights and responsibilities is the first pillar 
of the strategy. 

The second pillar is focused on the em- 
ployers. We try to keep in touch with em- 
ployers, to make sure our paperwork is in 
order and is submitted to them as quickly 
and as early as possible. In addition, for 
every reservist who filled out a form that we 
provided, Secretary Perry personally wrote 
to the employers to thank them. We also 
have award ceremonies to honor employers 
who have made special efforts to support 
their Guard and Reserve workers. But the 
bulk of that effort takes place in the field, 
with volunteers in each state keeping in 
touch with employers and doing all of what I 
just described on a daily basis. 

What has volunteers' feedback been regard- 
ing their experiences with the employers? 

, /d enerally it's supportive. Of course, we do 
w get inquiries. We do hear of problems. 
There is concern that employers perhaps do 
not favor the notion of having their workers 
volunteer for duty, but being more under- 
standing if someone is involuntarily called to 
duty. 

The law that governs reservists'job rights 
is blind to whether a person volunteers or is 
involuntarily called. The same protections 

exist for all. But there is that concern. 
We make every effort to turn the tables 

and see the situation from the employer's 
standpoint. It's important to consider how 
many of their employees are called to duty 
at any given time, how much time they have 
in terms of advance notice and the frequency 
of the deployments. If we can successfully 
spread the work around and give as much 
notice as possible to employers, then we will 
have done as good a job as we can do in 
supporting employer concerns. 

What has this succession of deployments 
meant to the reserve components and their 
standing as a member of the total force? 

think the reserves are today more than 
ever a solid component of the total force. 

That's a description that's existed for per- 
haps 20 years, but I think it's reality, and I 
think active duty commanders view it as 
ground truth more than they ever have 
before. They are becoming more and more 
familiar with reserve capabilities than they 
ever have been before, and that's because 
the reserves are going wherever the active 
military goes and doing whatever the active 
military does in the world these days. The 
reserves, I believe, have really come of age, 
and they are more essential today than ever. 

Much of the military's civil affairs and 
psychological operations efforts, to name just 
two missions, are in the reserve components. 
Do you have any concerns that maybe in 
some cases the active duty force is overly 
dependent on the reserve components ? 

he Quadrennial Defense Review will look 
at the role of the reserve components and 

structural changes that may be in order. 
Now, any time that you have 100 percent or 
90 percent of a particular mission in either 
one component or the other, that creates 
certain stresses and certain reactions. For 
example, 97 percent of the Army's civil 
affairs capability resides in the reserve 
components. And clearly, as a practical 
matter on all the operations we run, we need 
contingents of civil affairs personnel. So this 
is a field very much in demand for every- 
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thing from the Haitis of the world to the 
Bosnias of the world. 

It may be that we need to "grow" more 
civil affairs units, perhaps more in the active 
component, perhaps more in the reserve 
components. But again, it's a matter of, if 
you're going to spread the work around, 
there has to be someone to spread it to. This 
is an example of an issue that the Quadren- 
nial Defense Review will look at. Should we 
have some structural changes in our support 
forces to expand certain areas, perhaps 
contract others? 

What changes have you seen since the Bot- 
tom-up Review was conducted? 

think one area that will get a lot of review 
in the Quadrennial Defense Review is the 

threat, because the threat drives everything 
we do. 

The Bottom-up Review said we have two 
major powers in the world that may 
threaten our interests. We want to notion- 
ally be able to fight and win both of those in 
a nearly simultaneous fashion, and at the 
time of the Bottom-up Review, those two 
powers had certain levels of forces and 
certain capabilities. Four years later, clearly 
they are both still there in the world. But 
have their capabilities changed, are they 
more powerful, less powerful? The threat 
will be an important factor of this, because it 
will then drive what our macro-level strat- 
egy will be. 

The other piece of the emphasis, I think, 
will focus on the peacetime operations we 
have been, as a practical matter, running. 
You need certain kinds of forces for high- 
level combat. That may or may not be the 
kind of forces you need for operations such 
as Bosnia and Haiti. Bosnia and Haiti have 
required higher level support-oriented 
forces, and lesser numbers of front-line 
combat type forces. So there has to be some 
kind of balance. The Quadrennial Defense 
Review will look at what that appropriate 
balance is. That is, do we need to make any 
changes on the margin? 

What could be the effect on the reserve 
components? 

\ ;'e could see a "growing" of certain kinds 
._.' J of units that have been in high de- 

mand. We could see a shrinking of other 
kinds of units. I would say that would be the 
key outcome. I feel very confident the 
Quadrennial Defense Review will reaffirm 
the notion of using the Guard and Reserve to 
the maximum extent possible, just as the 
Bottom-up Review did. I don't see a shift in 
overall strategy, but do see the possibility of 
refinements on the margin, based on what 
we've learned over the past four years about 
usage. 

What new initiatives are you particularly 
proud of? 

^he reserve components have demon- 
strated the tremendous value of civil- 

military cooperation. Essentially, the idea of 
civil-military cooperation is that in lieu of 
training in a simulated environment, we 
send units — particularly support-oriented 
units such as medical personnel and engi- 
neers — to real communities in the United 
States to either treat people who have 
medical needs or to do real engineering 
projects that will be of use to communities. 

We have been doing this for years in U.S. 
Southern Command, for example, but only 
recently have we placed an emphasis on 
doing this in the United States. We see it as 
a "double bang for your buck" issue. Our 
people get good readiness training, which is 
our job, No. 1. In addition, they're giving 
back to communities. So this has worked 
quite well. 

We have a process institutionalized in the 
Pentagon whereby local commanders and 
community leaders develop suggested 
projects and suggested ideas. The military 
commander must certify the proposal is solid 
readiness training and then send it up 
through the chain of command for funding. 
This has been another success story we will 
certainly proceed with in the future as well. 

As an example of both the medical and 
the engineering side, to show how this very 
much fits in with readiness-oriented 
training, we have run a civil-military 
project in a very remote part of Alaska 
above the Arctic Circle for two years now. 

40 



%M 

Nearly 6,000 Army National 

Guardsmen from across the U.S. 

conducted their annual two-week 

training in a massive engineer- 

training, humanitarian civic action 

exercise dubbed "New Horizons- 

Panama." A North Dakota guardsman 

drills steel rafters, far right, for a 

medical clinic and another from the 

Virgin Islands, near right, passes 

shovels to a Panamanian in a remote 

village. A pair of Utah guardsmen, 

below, wash an air-portable bridge 

with a high-pressure water hose. 
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This involves Army National Guard, Army 
Reserve and Marine Corps Reserve person- 
nel, who do it in a joint fashion. They have 
to load up equipment, deploy to ships and 
get to Alaska. So they're getting practice in 
a number of skill areas, just getting ready 
to deploy, actually deploying, making the 
trip. Then they have to set up equipment 
in a remote, difficult area, to say the least. 

Once there, they treat people who live 
there. These folks do not see a doctor or a 
dentist on a regular basis. And they will 
also provide certain kinds of engineering 
projects. The folks who participated re- 
ported that never in their entire reserve 
careers had they ever done anything like 
this. So they got a lot of experience they 
wouldn't ordinarily get, and they helped 
the people in that region very, very much. 

What initiatives do you see on the horizon 
for the reserve components? 

^ irst, I think we're likely to stay the course 
LI  on a number of important themes. We 
will certainly stand by the theme of in- 
creased use of the Guard and Reserve as a 
policy matter, and I think you will see in 
our fiscal 1998 budget submission that we 
will put money in that direction to reflect 
that policy. So when it comes to increased 
use, I think you're going to continue to see 
an emphasis on utilizing the reserves to 
reduce the active duty personnel tempo, if 
possible, utilizing them in peacetime 
operations but still relying upon them in 
the event we have a major war. 

On the readiness front, here again, I 
believe we will stay the course. So our 
funding profiles will continue to fund high 
levels of readiness for our front-line 
deployers, lower levels for later deployers, 
but nevertheless, everybody will have 
adequate funding to make sure they can do 
the job they need to do in the timeframe 
they are ordered to do it. 

In addition, we are looking at different 
ways of training that may ultimately save 
us money and provide a more effective 
product. Distance learning is one example, 
where technology will help us provide 
training outreach to the many, many 

communities across the nation where 
reservists live and work. So there's an 
example of differences in training that 
may be coming down the line. 

ij\ nd last, I think we will also stay the 
Lj-A course on quality of life. We are look- 
ing at a number of possible refinements in 
the mobilization insurance program. They 
may be a year off, because we have to first 
understand what it is we have learned 
from our initial period, and that is not yet 
up. Making sure we provide proper dental 
and medical care is another area we will 
constantly peruse. We are proud we will 
introduce a new dental insurance program 
for members of the Guard and Reserve and 
will have it up and running Oct. 1. 

So I think essentially you will see a 
"stay the course" approach on our major 
initiatives and major themes and improv- 
ing on the margins where it seems we need 
improvement. 

What do you see as the biggest challenges 
ahead in paving the way for the reserve 
components in their emerging role? 

think the big challenges will be continuing 
J to spread the work so we don't overtax 
single units and single individuals. We 
must always monitor employer support, 
and our statistics are very good at the 
moment. They are holding steady and 
strong, but we always have to watch that. 
We must not rest on our laurels. 

Recruiting and retention will be a 
challenge. The reserve components have 
been the great beneficiaries of the active 
duty drawdown because we received a lot 
of very highly qualified and experienced 
prior-service personnel into our ranks. 
Less of this will occur in the future be- 
cause the active duty drawdown is over. 
We will have to watch recruiting and 
retention and work on them very carefully. 

And making sure that readiness stays 
strong in what will be challenging fiscal 
times — this, too, will be an important 
area for us. That's why I place such an 
emphasis on thinking about doing business 
in different ways.* 
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