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ABSTRACT

NEEDLE IN A HAYSTACK: HUNTING THEATER MISSILES ON THE
BATTLEFIELD by MAJ Scott M. Reynolds, USA, 80 pages.

The proliferation of weapons of mass destruction and their delivery means -
tactical ballistic and cruise missiles - have caused anguish in the West. Few nations are
equipped to defend against theater missiles. Theater missiles encompass the broad
category of missiles incorporating tactical ballistic and cruise missiles. Indeed, the U.S.
and their coalition partners discovered the difficulties in Operation DESERT STORM.

One of the four pillars of theater missile defense is attack operations. It is an
offensive strategy aimed at attacking the missile launchers, missile, guidance mechanism,
command and control, and resupply system. This monograph investigates attack
operations from an intelligence perspective. Its intent is to delve into the relationship
intelligence has to the operations and targeting staffs. The author begins by exploring the
history of attack operation to determine procedures and lessons that may still have
applicability today. Next, IPB is introduced as a systematic negative search methodology.
Targeting is covered from a command and control, attack, and measures of effectiveness
perspective. Finally, the author grapples with the issue of sensor allocation.

What is needed is a good beginning knowledge of the enemy capabilities, doctrine,
training, operations, leadership, and organization. Building a database during conflict is
problematic. Second, the joint headquarters must have adequate and practiced theater
missile defense doctrine, TTPs, communications, intelligence, and command and control
relationships. The ability to put all of the pieces together synergistically is the key to
success in attack operations.
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1. Introduction. Western statesmen agree that worldwide proliferation of ballistic and
cruise missiles represents a serious and increasing threat. Ballistic missiles have already
emerged as a preferred weapon of strategic intimidation for third-world regimes. Indeed,
former U.S. Secretary of Defense Dick Cheney stated following Operation DESERT
STORM:

The Persian Gulf War was not the first in which ballistic missiles were
used, and there is no reason to think that it will be the last. Indeed, ballistic
missiles were the only weapon systems with which Saddam Hussein was able to
take significant offensive action against U.S. forces and allies, and the only one to
offer him an opportunity (via the attacks on Israel) to achieve a strategic objective.
We must expect that even more countries will acquire ballistic missiles and will be
prepared to use them in the future.'

Thirty-six countries now possess ballistic missiles of some type, and 14 of these
produce them. Five other countries are developing ballistic missiles or have the capability
to develop them. Cruise missiles are fast emerging as another choice weapon of strategic
intimidation. Some 19 countries produce cruise missiles, and a further 54 count them as
part of their arsenals.” Appendix B and C provide a list of missile capabilities and
holdings by countries.

The chance that U.S. interests are threatened by a hostile state with missile attack
grows with the proliferation of increasingly long-range ballistic and cruise missiles. This is
a serious threat, but one that is compounded by the parallel proliferation of Weapons of
Mass Destruction (WMD). Many of the same countries that are developing ballistic and

cruise missiles are also in various stages of developing WMD. This confirms the

supposition that adversaries possessing theater missiles (TMs) armed with WMD



warheads pose the greatest danger to Western interests and those of their allies in the next
century.’

To halt the spread of ballistic and cruise missile technology, the United States has
entered into the Missile Technology Control Regime (MCTR) with Russia, Ukraine, and
South Africa. The U.S. has actively pursued the inclusion of other nations to broaden the
membership in the MCTR. China, Hungary, Argentina, and Brazil have joined the MCTR
or agreed to abide by its provisions.* Despite these measures, proliferation continues.’

Over the next decade, these missiles will come to pose an increasing strategic and
operational threat to the interests of the western powers and their allies. This is
particularly so because many of the nations that have acquired ballistic and cruise missiles
are led by tyrannical, or by weak and unstable governments. As Saddam Hussein’s
invasion of Kuwait in 1990 demonstrated all too clearly, the doctrines of deterrence that
underpinned Western security during the Cold War may no longer work.®

Operational commanders must deal with the threat to their deployed forces. Few
adversaries have assets with the range to strike the United States. However, in-theater
forces are at risk. Tactical ballistic and cruise missiles provide an attractive option to
offset the conventional might of the Western powers, particularly the U.S. They afford an
asymmetrical means to strike at critical targets and the will of allied forces. DESERT
STORM saw the use of these weapons against U.S. and coalition forces by a Third World
country (Iraq). Our efforts to find and destroy these very mobile high priority targets on

the battlefield were something less than successful.”




Theater missile defense rests on four pillars that must work in concert: attack
operations, active defenses, passive defenses, and command, control, communications, and
intelligence (C4I). Attack operations are those that seek out and destroy the enemy’s
ability to launch tactical ballistic and cruise missiles. It is an offensive strategy. Active
and passive defense includes those defensive measures that defeat the missiles after launch.
The Patriot air defense system is an active defense complex. It seeks to destroy the missile
after it is launched, but before it strikes the target. Passive defense tries to weather a
missile strike. Examples of this are hardened built to survive an attack, camouflage and
concealment designed to hide lucrative targets from the enemy’s prying eyes, deceptive
measures set up to entice the enemy to strike less important assets or decoys, and
dispersion of assets to limit damage from an impact. C4I coordinates the allocation of
resources and information that allows the other three pillars to work in consonance with
one another.®

This monograph strictly pertains to attack operations, also referred to as
counterforce operations. Specifically, it will identify the methodology for optimizing
intelligence techniques, sensor mixes, and linkages with operations elements. The
intelligence collection and analysis required to conduct counterforce operations are
substantially different from those required of situation development, and indications and
warning. It is a refined form of target development, with a mixture of predictive
intelligence. The target is not a unit, but an individual transporter - erector- launcher

(TEL) vehicle. The mobility of which make them difficult to locate and track.



What the intelligence community has yet to come to grips withis a methodology
for searching for and tracking high priority targets. Specifically, intelligence professionals
need to acquire the skills to identify the specific components of the problem set,
synergistically synchronize sensors to optimize the advantages of each for the problem at
hand, and deal with the massive amounts of data available to them. Albeit these problems
seem as diversified as one can get in the intelligence business, they cut to the core of the
operational attack problem.

The criteria for evaluating the efficacy of the methodology for locating and
tracking TMs is accuracy of predicting and locating TM TELs, appropriate utilization of
the available sensor suite, ability to fuse multi-source data to locate, discriminate and track
TBMs, and ability to cue attack asset in sufficient time to conduct counterforce operation.

Targeteers must grasp the nature of the TM threat, its strengths and weaknesses,
as well as the ability of friendly attack assets to take advantage of the weaknesses, while
minimizing their own vulnerabilities. The intelligence staff is integral to a successful
solution throughout this process. At issue are the questions, what makes the TM threat so
viable and what can be done about it.

II. Problem Statement. Besides the odious WMD issue, concerns arising from the
nature of the TM threat require resolution. The most obvious involve the increased
precision afforded by the U.S. Global Positioning Satellite (GPS) and the Russian Global
Navigation Satellite System (GLOSNASS) assisted guidance mechanisms, the limited

defensive capabilities against TMs, and the difficulties in targeting single launch elements.




A. Precision Munitions vs. WMD Capabilities. Ballistic and cruise missiles
have been around since Germany launched the V-1 and V-2 destruction weapons of the
Second World War. Their accuracy, however, had made them little more than terror
weapons. Scud B missile variants, the most prolific ballistic missiles available today, have
a circular error probable (CEP) of about 450 meters.” Since CEP is the probability that
50 percent of the rounds fired will land within a circle with a radius denoted by the value,
Scud missiles are extremely inaccurate weapons. That is, until one considers that Scuds
were designed to carry nuclear and chemical weapons, which do not need the requisite
accuracy to be effective. Scuds are intended to act as terror weapons against civilian
population centers and other rear area targets where they can achieve maximum impact on
morale, much as the German “V” weapons did in WWII.

That a rogue Third World nation may play the nuclear card is the most fearful
proposition imaginable for Western powers. Slightly less dramatic is the potential for
biological and chemical weapon use. As proliferation of WMD increases, the probability
of their use also grows.

Heedless of the warhead composition, the danger from TMs due to improved
guidance increases daily. The U.S. GPS and its Russian counterpart GLOSNASS provide
resolutions to within 16 and 17 meters of the receiver’s three-dimensional location in
space, respectively. GPS was sold to the U.S. Congress as a dual-use technology to aid
military and commercial navigation of aircraft, ships, and vehicles. Its military value was
demonstrated to the world during Operation DESERT STORM." Since then, countries

such as China, have developed course correction mechanism for their TMs using GPS




and/or GLOSNASS. Greatly improved accuracy due to these course correction features
could reduce the Scud’s CEP to tens of meters. GPS assisted guidance on TMs may
prove accurate enough to relieve many second generation missiles of their “terror
weapon” moniker, and place them in the precision weapon category.'!

From a tactical prospective, the most likely targets for precision TMs are critical
command and control (C2) nodes and logistical sites in the enemy rear areas. This
improved accuracy also negates, to a certain extent, the need to carry WMD payloads.
They can destroy the target with conventional munitions, increasing their legitimacy by
avoiding the use of morally reprehensible weapons.?

Third-world nation-states do not have the economic means to confront western
powers militarily. TMs with precision guidance might provide that opportunity. It is the
equivalent of the poor man’s air force. Asymmetrical strikes on a partially deployed
western power, such as the United States, could prove disastrous not only for the force,
but also for the mission as well. The destruction of valuable equipment and personnel,
through surgical strikes, would set an early entry deployment back months. Significant
losses surely would erode support for the operation in the United States. Battlefield losses
plus moral degradation in theater and at home might spell doom for the operation. "

B. TM Defense. Defending against TMs is difficult, at best. Few countries have
adequate active defenses. A greater number have no defenses at all. The U.S. was
foresighted enough to address the problem with the Patriot PAC-2 air defense missile
system in the late 1980s. Since the Gulf War, the U.S. Department of Defense has spent

considerable money and time trying to shore up the deficiencies found in Patriot during




Operation DESERT STORM. " Cruise missiles, on the other hand, may present a more
difficult target. They display a much smaller signature for a shorter period of time, due to
low altitude, nap of the earth approaches. Stealth features are also generally built in to
complement their already small size. 1

For all of the improvements made to active defenses they are just that; defenses.
Initiative remains with the attacker, and not the defender. Furthermore, studies by Kneel
T. Marshall, Professor of Operations Research at the U.S. Naval Postgraduate School
indicate that without adequate counterforce, TMs could easily overwhelm active
defenses.® The joint community needs to shunt more effort into counterforce or attack
options to reduce the enemy capability before launch. The joint community requires
training, methodologies, and doctrine that optimize the services and support agencies in an
integrated, synergistic effort to stamp out launch and support facilities before employment
against U.S. forces and their partners.

TM defense must rely on four elements: counterforce (attack), active and passive
defenses, and C41. The robustness of each pillar in the triad represents increased freedom
of action for the commander. Denying the enemy effective use of TMs amounts to force
multiplication for the friendly side.

C. TM Model: What to attack is another important question. Strategically and
operationally, targets may include the national apparatus commanding and controlling
TMs, missile and WMD component manufacturing and assembly, foreign weapons and
critical materials agreements and transfers, and a myriad other pieces that make up or

support the TM system. Tactically, TM systems normally have several major components.



Among these are the missile, the launcher, a command and control apparatus, a guidance
mechanism, and a support structure (resupply vehicle, missile reloads, fuel, etc.). A

simplified model for the employment of TM systems is provided below in figure 1.

MISSILE STORAGE LAUNCHER

REPLENISHMENT [ FORWARD STAGING

: 7

HIDE SITE HIDE SITE

\\> SETUP/LAUNCH/MOVE /‘
\&MISSILE

Figure 1. Theater Missile Launch Sequence’’

Deciding what to attack, and when and where to debilitate the targets to achieve
the desired effect is part of the equation. The first order of business is usually to attempt
to locate and destroy the missile launchers. This is the most immediate and pressing need.
Without the launch facility, the missiles cannot fire. Obviously, it would be better to strike
TM launchers, command and control, and infrastructure before the enemy deploys and
hurls missiles at friendly forces.'® Tt is unlikely that the executive branch of the U.S.

government would sanction a first strike for political reasons. The challenge is to find




deployed launch assets at or shortly after the initiation of hostilities. This is a huge
challenge, as witnessed during DESERT STORM.

Most countries probably learned key lessons about deploying mobile launchers
from the Iragis during the Gulf War. First, keep the launchers separated and operating
individually. Single launcher deployment retains maximum survivability. Reloads and
other logistical support also require dispersion. Second, cover and concealment are
critical. Using hide sites and camouflage increases the TELs survivability manifold. The
launcher should only come out at night and for a limited time. Third, dummy vehicles
confuse the enemy and draw combat power away to attack these tactical decoys. Since a
western power has only so much airpower and long range fires, enticing them with
deception efforts whittles away at that valuable resource on worthless targets. It also
confounds attempts at definitive battle damage assessment (BDA)."

D. Locating Mobile TM Launchers: In terms of the dispersed battlefield,
ballistic and cruise missiles are part of the future of warfare, not a dead end. TMs deepen
the battlefield even further. With ranges averaging around 300 kilometers for the current
stockpile of 1950°s era missiles, the ranges in the next decade could average thousands of
miles. The distances allowed by these strategic and operational weapons are significant.
In effect, a belligerent can place long range ballistic and cruise missiles anywhere in his
territory and fire them at an adversary. The dispersion allowed by increased weapon
system ranges grants maximum security for the fires complex. 2

The security afforded by the ability to use a greater area from which to fire

expands the search area exponentially. A soldier with a rifle can place effective fire to




about 300 meters covering an area of about 282.74 square kilometers. A howitzer with a
range of about 30 kilometers can effectively fire in an area of about 449.5 square
kilometers. A TBM with a range of 300 kilometers, average Scud range, can hit targets in
an area of up to 43,987.5 square kilometers.”’ The extensions in range presume
increasingly greater areas from which the weapons can operate and still reach their targets.
This expansion in operating domain also increases the territory to be searched.” Because -
of the ever-increasing range of systems it becomes more and more important that wide
area search systems are in the inventory.

The design of U.S. remote intelligence assets and doctrine focuses on monitoring
stationary pinpoint targets, or detecting and locating large formations. The dichotomy
between these two functions is clear. Sensor design has followed a peacetime indication
and warning, and scientific and technology path. They were never designed to conduct
wide area search and pick individual targets out of vast spaces. The soda straw, or small
field of view (FOV) approach is not amenable to wide area search for individual TM
launchers, but there are ways to integrate these capabilities into a more effective search
methodology.

Certain implications accrue from the increased range of the weapon systems. Most
missiles and artillery systems have a minimum range within which the weapon cannot
strike the target. For Scuds and other tactical ballistic missiles it is the physics by which
they are designed. They are launched in a direction, and when the plume extinguishes it
falls freely in a ballistic glide path back to earth. Since cruise missiles need a certain

amount of space to arm themselves, it provides sensors and attack assets security from the
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effects of the missile when operating within that minimum range. It also helps narrow the

possible search area, that is if the analyst can define the target set aimed for by the enemy.

Furthermore, through maneuver the friendly force commander can force the enemy to

abandon his target

set. This is accomplished by making the foe move beyond of his

optimal firing range.

E. Data Management: The volume of information entering the data networks of

U.S. forces is staggering. With the growth of communication capacities, the amount of

information has skyrocketed. Figure 2 illustrates the dramatic rise in communications

capacity.
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Figure 2. Trends in Communications Capacity”™

Managing the torrent of data flowing into a headquarters, making sense out of it,

and culling it down to a usable form for making decisions is critical. The difficulties in

doing this increase

every year. More “stuff” becomes available over the Defense

Communications System (DCS), Global Broadcast System (GBS), internal organizational
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networks and links, or through the coalition or allied sources. Management of intelligence
data is especially critical, due to its time sensitivity.
Alacrity with which the command and staff deals with information does not
necessarily determine success. There is just too much of it to digest. In order to deal with
the ever burgeoning throughput of information, one has to either decrease volume or
increase proficiency of assimilation. Weeding out the information of limited utility in favor -
of high yield data is one way to sift through the torrent. Another is to fight fire with fire,
by using high speed processors to increase the available pool of information through
automated databases and manipulation (Figure 3). The U.S. armed services have opted
for the latter methodology. However, both are useful and not mutually exclusive.
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Figure 3. Transistors per Chip**
L History of U.S. Tactical Missile Counterforce. Understanding the historical
context in which U.S. efforts against mobile high priority targets, such as TMs, facilitates

conceptualizing the difficulties inherent in present counterforce operations. Three
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examples suffice to highlight prior counterforce efforts. The Allied attempts to squelch
the German V-1 and V-2 threats during WWII provided the first opportunity to explore
TM counterforce methods. With the rise of intercontinental ballistic missile forces in the
Cold War, arms control verification became critical to national security. The latest
Strategic Arms Reduction Treaty (START) verification methodologies present an
occasion to view planning during peacetime for potential counterforce operations. Finally,
Operation DESERT STORM offers the latest lessons learned with the infamous Iraqi

Scud hunt.

Ballistic and cruise missiles were parallel developments of the aviation and space
age. The German V1 and V2 missile systems were crude and inaccurate by today’s
standards, but ushered in the age of guided missile weaponry. They were the first viable
CM and TBM systems, respectively.

A. The German Vengeance Weapons: Cruise missile development began during WWI
with the flying bomb, although the concept predated that war. It took until WWII and the
fielding of the V-1 to realize the vision. The V-1 was a pilotless bomber powered by a
pulse jet engine that allowed it to travel between 340 and 400 miles per hour for a distance
of approximately 150 miles. Its normal operating altitude was 2,000 to 3,000 feet above
ground level. The V-1’s guidance system consisted of a gyro autopilot to keep the
weapon on a preset magnetic azimuth.”

The first successful impact of the V-1 against London occurred on June 13, 1944,
By the end of the war the Germans had launched as many as 19,500 V-1s. The casualties

were roughly 11,000 killed and 28,000 injured.” The relatively small loss of life was due
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in large part to the inaccuracy of the missiles, poor targeting by the Germans,
predictability of the missile flight path, and good defensive measures on the part of the
allies. Combined V-1 and V-2 attacks, however, caused widespread panic and the
evacuation of up to 1,500,000 civilians from London. Tremendous political pressure to
end the missile attacks forced General Eisenhower to raise the priority of the V-1 and V-2
countermeasures program over all other requirements except for the highest ground war -
needs.”’

Initially, the V-1 launch sites were relatively easy to identify and target. The V-1
required a large ramp structure (138 to 170 feet long) to launch the missiles. These “ski
sites”, as they were called by the Allies, were difficult to camouflage and conceal. From
December 1943 to 10 June 1944 Allied bombing put 82 of the 96 operational sites out of
commission. Recognizing the vulnerability of the fixed sites to Allied intelligence and
targeting, the Germans constructed smaller, easily concealed and camouflaged sites.
These modified ski sites were also targeted, and 24 of 88 were destroyed by 15 July
1944, Targeting the original and modified ski sites reduced the launch of the V-1s, but
cost the allies dearly. Allied counterforce efforts on the continent cost at least 351 bomber
aircraft and 2,183 crew members. The real degradation from counterforce, however,
came when the allies bombed the storage and manufacturing facilities.”

Regardless, the Axis was not severely deterred by the counterforce actions. Active
defenses were the real hero in the fight against the V-1 missiles. Allied forces learned the
value of air defense artillery, and not the efficacy of cruise missiles. Due to the limitation

of the missiles, it was easier for the Allies to rely primarily on active defense. The success
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of these active defenses had adverse effects following WWIIL. The U.S. and Britain
consistently underrated the value of cruise missiles and underfunded development of their
own missile systems. Their over-confidence in active defense measures assured that they
would not develop rigorous counterforce procedures. The methods and means to conduct
successful counterforce were not ingrained.™

The V-2 ballistic missile system was much more difficult to defeat, despite its more
intricate design. It had mobility, struck silently, and was impossible to defend against once
launched. The V-2 was a single-stage, liquid-fueled weapon with an inertial guidance
system and a range of about 200 miles.>® Tt was trucked around on a mobile launcher to
pre-surveyed sites, set up, and fired. The German’s fired 3,150 V-2 missiles against
targets in United Kingdom and on the continent, killing approximately 2,500 British
citizens.*> They were defeated only by ground force occupation of their launch sites.*

With regard to counterforce, the main force protection differential between the V-
1 and V-2 missile systems was the V-2’s mobility. The V-1 could only use existing ramps,
or airplanes for launches. Since airplanes and‘pilots were scarce by 1944, ski sites became
the only practical method of launch.

Since WWII there have been fourteen known conflicts involving TBM and CM
launches. Appendix C lists these instances. For the next thirty years the ballistic and
cruise missile club remained almost exclusively the purview of the major western powers.
In the 1970s many Third-World countries acquired sufficient missile technology to modify
foreign missiles or begin development on their own. Today, at least 77 nations have or are

developing TMs. To understand the impetus behind the proliferation of TMs the reviewer
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must understand the history of TBM and CM development. The principles used in the
manufacture and deployment of the V-1/V-2 missiles provided the impetus and
technological markers needed by the allies to develop their own systems.

B. START Verification: START verification during the Cold War was primarily a
conflict of national technical means. Mobile missile monitoring during war requires these
same national technical means. Differences in approaches do occur that hinder our ability
to directly apply the treaty verification model to operations during national crisis. First,
operations during a crisis place a premium on precision and timeliness of intelligence
information. Decision-makers most often want information about the quantity, status, and
locations of deployed systems. Targetable data must reach warfighters in time to support
strikes on launch and support units, or C2 elements. Second, the long term aspects of
treaty verification allow analysts to build a data base that may not be available during war.
The Gulf War provides an excellent example of the lack of intelligence data on the types,
numbers, organizations, doctrine, and locations of TM systems in Iraq. Building an
intelligence database during wartime can provide disastrous results. Third, an arms
control treaty generally provides measures for inspections and other forms of
corroboration of the terms of the agreement. No such cordial arrangements are possible in
conflict and war. By contrast, intelligence efforts at treaty verification focus on anomalies
in force status, readiness, and size, and system characteristics, doctrine, and operations.
Detecting variations in the size, capability, and status of the missile force is the aim.
Long-term sampling provides decision-maker's confidence in the compliance of the other

. .3
signatories.*
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C. DESERT STORM: America’s most recent test facing a TBM threat came in
Operation DESERT STORM. The U.S. was not well prepared to conduct counterforce
operations against Iraq for several reasons. First, the Scud missile, and its variants, used
by Iraq were renowned for their inaccuracy. It was strictly a terror weapon. Second, U.S.
Central Command (USCENTCOM) targeted only the fixed sites for the initial phase of the
air campaign. Reduction of these sites was presumed to have eliminated the most pressing
threat. Third, although U.S. analysts knew that Iraq had mobile TELS, their numbers were
believed to be small and their detection would be relatively effortless.” History shows
this was a gross error on the part of the planners.

In fact, the Scud missile did not have the accuracy necessary to seriously concern
military commanders, except when it threatened to break up the coalition by bringing
Israel into the fray. ** The political ramification of Israel’s entry into the war was enough
to tie the Commander-in-Chief’s (General Schwarzkopf) hands, forcing him to raise the
priority of Scud related target to the highest priority.*” Second, CENTCOM failed to
view the enemy as a thinking adaptive adversary. They assumed the Iraqi’s would use the
fixed sites predominantly, as they had during the Iran-Iraq war in 1988. Iraq surely
endowed the Coalition with a greater capability than it thought Iran would ever possess.
They probably knew that use of the fixed facilities was untenable due to the massive air
power available. Third, inattention to the Iragi missile problem prior to the conflict by
U.S. intelligence agencies provided a scant database that could not reasonably determine

the number of missiles and mobile launchers on hand, the organization of the missile
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forces, and the doctrine for operating these mobile forces. Detection and elimination of
the mobile TELs was extremely difficult.**

What DESERT STORM revealed most clearly was the lack of training,
procedures, and doctrine to conduct effective counterforce operations. The whole effort
was ad hoc from the start. Without any clear doctrine, the coalition pieced together a
methodology that proved inadequate to the situation.”

In addition, intelligence and operations had come a long way toward the
synergistic approach necessary to optimize operational effectiveness. The plethora of
inputs into theater was staggering. When the time came to provide superior and time
sensitive fusion of multi-source data to targeteers, the effort faltered. The procedural
methodologies and automation support to conduct fusion was immature.*’

In the end, the success of the coalition efforts against the Iraqi Scud threat was
questionable. The number of Scud launches dropped precipitously following the
implementation of the counterforce operations against mobile TELs; however, the
launches never completely ceased. The intense effort to find the mobile launchers and
destroy them certainly had an impact on the launch schedule for the TELSs. That the Joint
Force Air Component Commander, Lieutenant General Horner, threw up to 1,500 air
sorties against Scuds, and related facilities and equipment says volumes of the effort
expended to eliminate this threat. This represented about four percent of the total combat
sorties flown during the war.*'

Some lessons learned from peacetime treaty verification strategies and experiences

in war are:
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e Operational forces must know enemy missile force status, readiness,
size, doctrine, operations and system characteristics prior to a conflict.
¢ Timely dissemination of targetable intelligence information regarding
location of mobile launchers and support units is critical to the success of any crisis
or wartime operation.
e Joint and service training, doctrine, and procedures must reflect a
rigorous and systematic approach to locating and targeting TMs.
IV. Locating High Priority Mobile Targets. Defining the threat, and putting together
the disparate pieces of the TM system begins with Intelligence Preparation of the
Battlefield (IPB). Because of the vast expanses of land involved, it is usually best to
determine where the enemy is not. Eliminating possibilities narrows the scope of the
problem, and makes analysis more manageable. This is the philosophy behind negative
search theory.
Not surprisingly, negative search theory finds an ally in IPB. IPB (U.S. Army
Field Manual 34-130, Intelligence Preparation of the Battlefield) covers the areas of
negative search in a “systematic, continuous process of analyzing the threat and
environment in a specific geographic area.”* Tt breaks the component parts of the
battlefield problem into bite-sized morsels, and allows the analyst to inductively build the
puzzle in a systematic manner.
IPB is a reductionist methodology by design. One difficulty with IPB is that it is
adequate for the bigger issue of tactical intelligence, but not quite so good for problems

that lie on the periphery; i.e. low intensity conflict, terrorism, or counterforce. A more
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systemic approach is necessary to deal with the issue. At a minimum, modification of the
basic IPB might prove sufficient. Regardless, Joint Pub 3-01.5, Doctrine for Joint
Theater Missile Defense, affirms that “Planning for attack operations begins with the IPB
process.”®  With this in mind, the intelligence staff must modify IPB to suit the exigencies
of counterforce targeting.

Constricting the realm of possibilities open to the enemy is a first step to providing
certainty. According to negative search theory there are two ways in which the searcher
can accomplish this task. He can either raise the probability of detecting the launcher, or
the searcher can reduce the required search effort. The searcher can do this by increasing
the launcher’s exposure probability, or reduce the search time when the launcher is hidden
from view.** The second option is the province of negative search theory.

A. Environmental Factors. Carl von Clausewitz, the influential Prussian military
theorist wrote that, “Geography and ground can affect military operations in three ways:
as an obstacle to the approach, as an impediment to visibility, and as cover from fire.”*

In the first sense, evaluating the terrain of the area of operations and area of interest are
critical to determining the probable staging and launching bases as well as hide sites and
movement routes between these areas. Based on an evaluation of the threat systems
involved, the analyst can determine the areas that the vehicles can traverse, where they can
fire, and where they can hide after they fire. This type of analysis is known as negative
search. It is the negation of usable space to enemy systems due to their known capabilities
and limitations. As the analyst delves into the doctrinal employment of the TM elements,

more space drops out of the equation. This iterative denial of space hones the search area
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to a more manageable piece. The implication of Clausewitz’s second part is that terrain
plays a key role in obscuring the observers view of the target. Modern connotations
extend to both visual as well as electronic masking. The third meaning imparts a defensive
property to terrain if used properly. Even for relatively defenseless TELs and resupply
vehicles geography allows a measure of protection.

The intelligence analyst in consonance with the engineer terrain expert must
conduct a thorough and accurate terrain analysis of the area of operation (AO) and area of
interest (AI). Especially important are factors such as terrain, road access, vegetation,
communication networks, and physical limitations of the launcher itself. % As mentioned
above, the enemy is restricted to certain areas due to the capabilities of the TELs.
Negating space based upon terrain considerations identifies possible operating areas. As
Sun Tzu pointed out over 2,000 years ago,

Now the army’s disposition of force (hsing) is like water. Water’s
configuration (/sing) avoids heights and races downward. The army’s disposition
of force (hsing) avoids the substantial and strikes the vacuous. Water configures
(hsing) its flow in accord with the terrain.*’

Vehicle traversibility over various ground compositions and slopes is specific to a
particular type of chassis. When evaluating TM launcher and resupply vehicles the analyst
must become fully conversant in their capabilities and limitation. For instance, the MAZ-
543 transporter-erector-launcher is the primary launch support vehicle for the SS-1B
(Scud-A), SS-1C (Scud-B), and SS-12 (Scaleboard) surface-to-surface missiles.”® It has

excellent cross-country mobility. See Appendix D for details on Scud movement

attributes.
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Placement of artificial obstacles further fences the TEL in to designated areas. A
commander cannot afford to waste obstacles, or area denial weapons. He must take
careful consideration of where he wants the target to operate, and where the artificial
impediments to movement are optimized with respect to target canalization.

A particularly undesirable means of locating launchers is to geolocate their missile
plume after they have fired. In doing so the command has abrogated the initiative to the
enemy. Besides, now air defense assets must deal with an incoming missile. It provides
only an after-the-fact measure of where the launch vehicle was, not where it is. For the
intelligence professional plot diagrams and pattern analysis probably will not suffice. The
enemy will change his pattern based on success or security considerations. As Chuyev and
Mikhaylev, prominent Soviet theorists, point out:

[1]t would be naive to assume that the enemy, who would also be
observing and analyzing our action, would hold to his former offensive tactics
(would not change the model of his actions), having seen that, because of the
timely adoption of countermeasures by the other side, the success of his offensive
operation had become problematic.49

The enemy will undoubtedly employ multiple presurveyed launch and hide sites. For these
reasons, it is always desirable to locate and destroy the systems before they launch their
payload.

Weather can change the environmental dynamics tremendously. Terrain previously
trafficable to vehicles becomes impassable, or vice versa. It impacts not only where on the
ground the TELs can go, but where and when the launchers can launch. Ground tension

changes with precipitation, and incidental seasonal variations, such as types of

precipitation and temperature. Bad weather severely restricts the ability of the system to
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deliver its payload. Missiles cannot effectively launch in high winds, thunderstorms, or
with heavy rains or snows. Weather also impact counterforce operations as well.
Whereas cloud cover aids TM launches by minimizing enemy employment of precision
guided munitions, it also restricts aerial and overhead reconnaissance and early warning
detection of launches. Higher cloud cover is better. It allows increased launch time
before detection.*

Time of day has a tremendous impact on operations. During low visibility, even
allowing for the tremendous advances in infrared and thermal technology, commanders
have encountered more difficulties than at clear daylight hours. Iraqi launch systems
exploited this deficiency during the Persian Gulf conflict by firing mainly at night.”!

B. Force Considerations. The analyst must consider numerous factors and
issues when approaching the problem of finding deployed TMs. First, the analyst must
determine the nature of the force under consideration. What are their doctrine, TTPs,
training level, timing, and deployment patterns. The characteristics of the enemy’s
weapon systems are also of interest; i.e., range, C2, signatures, etc. Second, the
intelligence officer must measure the impact of terrain and weather on the way the
opponent would like to execute. He cannot necessarily deploy his forces in his preferred
manner. In the end, as Sun Tzu would say, “One who knows the enemy and knows
himself will not be endangered in a hundred engagements.”*

Data bases built in peacetime provide numbers, types, ranges, and operating
characteristics of missile systems. They also develop training proficiency, organization,

doctrine, and TTP for operating the missile forces. This is easier in a non-intrusive way
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through treaty verification. If no treaty is in effect, then the database must be built from
open source press releases, covert, and clandestine means. Open source publications,
conferences, and symposiums provide the bulk of the intelligence regarding foreign
capabilities. The most hypothesized means is through airborne and overhead electro-
optical and synthetic aperture radar imaging systems. Although the capabilities of such
systems is beyond the scope of this monograph, the ability to determine the quantity and
type may be their sole benefit. Human intelligence (HUMINT) sources provides not only
the data provided by open source material and national technical means, but also the
intentions of the force under surveillance.

Databases are generally in various stages of disrepair. They are rarely complete or
current. The quality of the databases are dependent wholly on the priority given to the
target or nation. Iraq provides the case in point for this as well. Iraq, although not entirely
trusted by the United States prior to the Persian Gulf War, was not seen as a major threat.
As such, the intelligence community put forth little effort and priority to collection of their
TBM capability, doctrine, organization, and equipment.

Equally applicable are friendly capabilities. The enemy’s perception of them, play
a significant part in determining his courses of action. This is one area that is ill
considered in the IPB process. Enemy intentions, objectives, and ways are in large part
determined by their appreciation of friendly capabilities. Again, take DESERT STORM as
a cogent example. The Iraqi’s were aware of the United States’ capabilities with regard to
signals intelligence. They modified their tactics to reduce the signature of the assets they

wished to protect. In this instance, communications over the open air waves were
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minimized, and where necessary, one way - from the command to the TEL, and not vice
versa.> The Iragi’s did, however, employ the Fan Song and End Tray meteorological
radars and associated Ball Point radiosonde, but the signals were not a good predictor of
launcher location. They were often many kilometers away from the launch point.>* These
are not the only examples, but are satisfactory to make the point.

The Results of IPB analysis are the basis for the targeting process. Attack
operations require the rigorous specificity of enemy locations to prosecute. IPB can tell
where the enemy probably is, and based on his capabilities, doctrine, and goals where he
will likely go. But IPB is only the start.

V. Targeting and Attack Operations. The linkage between intelligence operator and
targeteers is critical to prosecution of the mission. Each has a significant part to play in
achieving the end: destruction of the enemy target(s). The roles overlap; requiring
extensive coordination in all phases of the decide, detect, deliver, and assess (D3A)
methodology.”

The intelligence staff has a responsibility that goes well beyond the confines of the
J-2. Tt must ensure that credible, accurate, and timely information makes it to the
shooters. Beyond that, even, intelligence personnel should intervene to ensure that the
information needs of the decision makers are addressed adequately, that valuable
information is acted on, and intelligence operations are fully integrated in the operations
plan. Planners should introduce measures of effectiveness to evaluate the productiveness

of the overall counterforce mission.
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Following the D3 A methodology, intelligence planners develop the enemy
situation as they envision it at some future time, as deemed appropriate by the decision
makers. Along with these estimates, the planners determine the enemy’s most precious
assets, the destruction/neutralization of which would seriously disrupt his plan. These
precious quantities, or high value targets (HVT) are presented during the targeting
meeting/board for validation and consecration as high priority targets (HPTs). HPTs are
those assets that the command wants to destroy as part of its campaign. It is thus that the
intelligence planner provides cogent input to the attack operation.

A. Measures of Success: Measures of effectiveness must necessarily include the
number and percentage of functional launch platforms, C2 capability, and the ability to
resupply the TELs with missiles. As far as available launch platforms, a numerical count
of TELs is probably insufficient. A wily foe, such as the Iraqi missile commanders who
used numerous dummy launchers, would degrade friendly efforts to derive an accurate
count of available TELs and subsequently BDA. Furthermore, since the systems operate
semi-autonomously, the reduction of launchers probably would not suffice to incur a
severe reduction in operating efficiency. Continuous survival moves by TELs and
resupply vehicles resulting from vigilant and aggressive attacks, however, would degrade
the efficiency of individual crews significantly. The second measure of effectiveness,
reduction or denial of a command and control capability for the TM system, can be
measured by inefficient employment and use of TM resources, ineffectual targeting, and
sporadic firings. This measure calculates the ability of the enemy to orchestrate his

disparate pieces. Lastly, resupply is critical to continuance of the TM effort by the enemy.

26




Loss of resupply vehicles, and destruction of missile caches and logistics sites are the key
measures.

Looking at the problem from a probabilistic viewpoint, the probability of a
launcher kill is the product of conditional probabilities of detection (Pp), classification
(Pc), geolocation (Pg), acquisition (Pa), and kill (Px): Px=Pp * Pc * Pg * P4 * Px. The
probability of detection is the product of the detection probability conditioned on the
search and the search decision probability.*® The information associated with the
probabilities is highly perishable. Because of this the conditional probabilities the
probabilities decay exponentially, and thus the probability of kill does as well. Upon
detection, for instance, the probability of correct detection may be very high, but it will
rapidly decrease over time so that when it is acted upon the probability is much lower.

The probability of initiating and allocating resources is the C2 measure of
effectiveness. Allocation of resources is the primary role of command and control. Given
the mission, the decision maker must sift through the data to determine what is going on
and apportion the holdings under his control to accomplish the appropriate task. For the
J2, this implies optimization of the collection process.”’

What the command is trying to accomplish is to push the probability of kill close to
one, that is to certainty, while the enemy tries to keep it near zero. For this, U.S. forces
rely on IPB (negative search), synchronized collection management, dynamic retasking of
sensors, sensor-to-shooter links, and information dominance. As one side becomes
successful, the other will change TTPs as an attempt to tip the scales in the other

direction.
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The command group and operations staff must ensure that it articulates what it
wants targeted, and to the degree of precision and timeliness. Close interaction with the
intelligence staff and other component commanders during the execution phase ensures
valuable information is shared to the necessary degree of accuracy.”®

The formal venue for interaction of the intelligence staff and the targeteers is the
targeting meeting, joint targeting board, or joint target coordination board.” Whichever
name is applied the function remains the same: to select targets for strikes, in priority; and
to determine the information requirements to support the prosecution of the target.
Before attending the targeting meeting, the intelligence staff takes apart the high value
targets (HVTs) identified in the mission analysis portion of the decision making process to
determine the ability of sensors to detect, classify, geolocate, and acquisition. This input
provides the basis for turning the HVT list into the HPT list.

As is evident from the DESERT SHIELD/DESERT STORM experience, a
dedicated effort must be made toward targeting mobile high priority targets. Ad hoc
efforts do not provide the expertise and cohesiveness needed to tackle so difficult a
problem as this. The TTPs cannot be developed, absorbed, and perfected overnight. It
takes time and much exertion. However, once a viable team is assembled, trained, and
qualified the process is one of creative analysis. The team must think like the adversary
and determine the best placement of assets to accomplish the enemy’s mission. Once this
is done, the team can focus appropriate assets on the areas of interest.

B. Attack Operations. According to Joint Pub 3-01.5, “During planning,

decisions are made concerning targets; conditions for attack; and asset assignment for
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surveillance, target acquisition, deconfliction, suppression of enemy air defenses, and
attack.”® These decisions emanate from the Joint Target Coordination Board (JTCB), or
whatever forum is established to make them. The decisions are embodied in four specific
products. First, the board issues a prioritized target list. Second, the committee matches
targets to attack assets in an attack guidance matrix. Third, the board determines the
criteria for sensor cueing and triggering of attack assets - target selection standards -
based upon timeliness, accuracy, validity, and reliability. Fourth, the group, through the
J2, publishes the collection plan focusing intelligence assets on the targets in question.

C. Command and Control. According to that famous military theorist Carl von
Clausewitz, “War is the province of uncertainty: three-fourths of those things upon which
action in war must be calculated, are hidden more or less in the clouds of great

81 Knowing all that must be known is impossible, however reducing some

uncertainty.
uncertainty helps pave the way to a reasonable solution. Decision makers instinctively try
to abrade the lack of precision to increase the confidence about the choice(s) they must
make.

During Operation DESERT STORM the U.S. Air Force implemented command-
by-plan®* through a centralized air tasking order (ATO). About command-by-plan,
Thomas J. Czerwinski, a political scientist with the National Defense University, asserted,

Operating exclusively at the strategic and operational levels of war, it
reduces information requirements by focusing on perceived centers of gravity and
by honing the associated target lists into prioritized and--increasingly--
synchronized and simultaneous operations.”

The truth is that organizations and plans are always slower and more inflexible than the

events they are intended to control.** Eventually the Joint Force Air Component
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Commander (JEACC) was forced to revert to combat air patrols (CAPs) to hunt for Scuds
due to the inflexibility of the ATO.%° The inability of the system to forecast Scud
locations before ATO publication, or even before launch, forced the necessary changes.
Even these modification were insufficient due to sensor limitations on the attack aircraft.

The Scud hunt in the Persian Gulf conflict was essentially a single service
enterprise. The U.S. Air Force controlled the primary means of destruction through the
ATO. In the future, all services will likely play equally in joint theater missile defense
(JTMD). Only decentralized mission execution under joint force commanders can ensure
the best tools are brought to bear on the problem. Elaborate joint TTP are required to
delineate the functions of each service component command to support intelligence
collection, C2, mission planning and execution, and logistics.®’

The normal response to uncertainty is to increase the information flow. Intuitively,
more information means more situational awareness and less fog. This is not necessarily
the case. Intelligence data is often incomplete, inconclusive, imprecise, unreliable,
conflicting, and more interpretive than fact. What the command does not know, it must
make assumptions about. Assumptions regarding enemy capabilities, doctrine, training,
and morale provide a means for framing the problem. However, they must be valid.
Validity is the key without which planning is ludicrous.®®

Three assumptions about the TM problem are appropriate to help solve it. First,
the target can locate anywhere in the AOR. Its distribution is equivalent over the entire
range. Intuitively, one tends to discount this due to the impacts of terrain and weather.

Target vehicle cannot traverse certain types of terrain. However, probability analyses
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show the distribution over large areas to be fairly distributed throughout; i.e. in all
similarly sized regions there are equivalent numbers of targets. Second, the target
exposure time will not exceed 120 minutes. This is a somewhat arbitrary interim, however
120 minutes is appropriate for several reasons. TMs instinctively will attempt to get as far
away from the location they fired from, while minimizing their exposure time.

Geolocation by infrared (IR) sensors of missile exhaust plume is relatively accurate. If the
TM remains in the area it will die. As as example, DESERT STORM indicated that Iraqi
Scud launchers were in the open for no more than 120 minutes. The third assumption
states that the assets available to the command are limited. Again, the obviousness of the
statement does not undermine its important truth. Commanders and intelligence officers
must husband their intelligence collection resources and focus them where they are
needed. These three assumptions will force the analysis and collection planning in certain
directions.

V1. Sensor Allocation. Post launch targeting is easier to accomplish. Either infrared
launch detection satellites, such as DSP, or over-the-horizon radar will identify the launch
and calculate the azimuth and geolocate the launch position. Dynamic retasking of
collection assets is possible to identify the TEL and track it to vector in attack assets.
Once in the vicinity of last contact by the sensors, an attack systems must detect, locate,
identify, track, acquire, and kill the launcher. ® All of this must be accomplished moving
at a high rate of speed, while a cognizant enemy is trying to evade a knowingly imminent

attack ™
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Table 1 shows the remote sensors ability collect the information necessary to
discriminate among possible targets, identify the target of interest, and provide reasonably
accurate locational data. The numbers indicate the rank order of the intelligence discipline
evaluated. A dash means the discipline was ineffective against the target.

Table 1: Post-Launch Collection Capability

SIGINT IMINT IRINT RADINT | HUMINT
C2 1 2 4 - 3
MISSILE - - 1 2 3
GUIDANCE 1 - - - -
LAUNCHER - 4 1 2 3
SUPPORT 4 2 - 3 1

DESERT STORM proved the inadequacy of the collectors to find and track the
TEL, as well as the attackers to locate and discriminate the appropriate target from the
ground clutter. Even more infeasible was the search for pre-launch TELs and resupply
vehicles. Without the missile plume to serve as an identifiable signal above the
background noise, the search was virtually a hunt for a needle in a haystack. Taking the
negative search methodology provided previously, the collection manager can focus the
limited array of sensors in the best manner to capture critical data about the TELs. Table 2
identifies the collection capability by discipline for pre-launch scenarios. Table 2 provides
an indication of the ability to acquire TELs prior to launch.

Table 2: Pre-Launch Collection Capability

SIGINT IMINT IRINT RADINT | HUMINT
C2 1 2 4 - 3
MISSILE - - - - -
GUIDANCE 1 - - - -
LAUNCHER - 2 - 3 1
SUPPORT 4 2 - 3 1
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There were some sensor systems success stories, albeit not complete, that lend
themselves to further development. On the side of stand alone cueing system - that is,
systems that cue other systems for targeting purposes - first among equals during the
Persian Gulf conflict was the special forces teams. Inserted deep behind enemy lines to
locate Scuds, they provided invaluable service in finding launchers.”' Very few definitive
sources can do all of the intelligence collection, analysis, and targeting functions right from
their location. Special forces can. The down side of the special forces team is the slow
response time and the limited field of view. Unattended ground sensors, such as the
remotely emplaced battlefield sensor system (REMBASS) provide term surveillance 24-
hours per day, but do not yet have the acuity to vector attack assets. Unmanned aerial
vehicles (UAVs) provide an excellent tool for the operational commander to provide long
dwell surveillance over critical named areas of interest/target areas of interest
(NAIs/TAIs).

Cued assets include the Joint Surveillance and Target Acquisition Reconnaissance
System (JSTARS), U-2 Advanced Synthetic Aperture Radar System (ASARS), and easily
retasked systems like the UAV. These assets have the benefit of providing greater
identification and tracking.

Now that the analyst has determined the probable areas where TM systems are
deployed, or at least the location where they are unlikely, he coordinates with the
collection manager to focus assets to begin the search. Focusing the sensor array against
the TM target set requires dynamic and flexible application of the scarce resources

available. Collection management doctrine for the U.S. Army is embodied in FM 34-2,
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Collection Management and Synchronization Planning. None is specifically delineated in
the joint community, although broad guidance is provided in Joint Pub 2.0, Joint Doctrine
for Intelligence Support to Operations. To delineate this segment of the TM challenge
from the previous writings, the author will refer to intelligence collection as positive
search. Search theory provides the basis for this effort.

A. Search Theory. Search and detection theory is not only the latest, but also the
most rigorous, approach applied to the TM challenge. It actually has a long and proven
history of providing a paradigm for developing successful search techniques for U.S. Navy
anti-submarine warfare (ASW) efforts.”” Regardless of the incongruities between the
operations of submarine and TM forces, there is enough similarities between the two to
allow the use of search and detection theory as a useful framework for conducting analysis
and intelligence collection management for the TM problem. Essentially search theory
holds that the probability of detection of a mobile launcher is a direct result of several
factors: the probability that the target is exposed to potential sensor coverage, and the
amount of passes required for a sensor to acquire a target (coverage ratio). We can show
that the greater the exposure the more likely the detection. Figure 4 above illustrates this

dynamic quite clearly.
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Figure 4. Deterministic Exposure Proportions.73

To increase the coverage ratio (z = WL/A) we must accomplish either of three
things: increase the sweep width, increase the search length, or decrease the effective area
searched.”* The sweep width, or field of view (W) is a relationship among the sensor
type, platform speed and altitude, environmental and geographic factors, and operator
proficiency. The implication here is that it is critical to match the sensor to the particular
mission, environment, terrain, and time of day. Generally, slower platforms obtain better
sweep width due to their ability to discriminate objects better. However, there is a
tradeoff between the coverage desired, represented by speed, and the sweep width. Total
search length (L) equates to search time. This is obvious, since the time equals total
length divided by platform velocity. Greater dwell time means increased probability of
detection. The search area (A) is a component of the IPB process. The more refined the

analysis, the greater the probability of detection. Negative search and the proper use of
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artificial obstacles tends to constrict the search area, thus increasing the probability of
detection by the searchers.”

If the analyst knows with a high degree of confidence, based upon his previous
IPB, what the effective operating area for the target is, then the collection manager can
use the coverage area formula to assist in determining the best systems to cover the zone.
It does not, however, tell him the appropriate collection asset to use based on sensor -
capability. He must utilize the best mixture of collectors within his means to increase the
probability of detection.

B. Collection Management. Determining the intelligence means (sensors) and
ways (collection strategy) to achieve the ends (satisfy requirements) is the province of the
collection manager. He is responsible for the allocation of resources to locate the target(s)
within the parameters established by the targeting board: meeting the target selection
standards, coordinating the information flow to the attack assets, and determining the
effectiveness of strikes. Given the measures of performance for collection assets -
timeliness, coverage, accuracy, and adequacy - it is quite possible to rank order collection
systems as to their value for a particular mission.”® Generally, it is clear from Table 3 that
no intelligence collection discipline holds primacy over the others. What is evident is that
a synergistic, considered employment of the various discipline systems will provide the

best coverage.

Table 3: Overall Scores of Collection Means for TM Detection.

SIGINT IMINT IRINT | RADINT | HUMINT
TIMELINESS 2 4 3 1 5
COVERAGE 1 4 1 3 5
ACCURACY 4 3 5 2 1
ADEQUACY 5 3 2 4 1
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Meshing all of the collection means together into a coherent, synchronized plan
takes an inordinate amount of skill and patience. It does not come about by simply
slapping an intelligence synchronization matrix together. Capabilities and limitations of
the sensors and their associated bus must be weighed.

The fact is that there are too many taskings for the sensors available. The sensor
mix is also important. The art is in the proper combination of available assets, with regard
to target signature, and geography and environment factors. The collection manager must
ensure the sensor mix maximizes the probabilities of detection, classification, and
geolocation.

The objective is to increase the probability of detection. As was stated previously,
the two ways to accomplish this were to reduce the search area or increase the sensor
capability. We cannot readily increase the capability of the sensor suite, but we can
effectively reduce the search area further by mixing the collectors in an optimal pattern.
Using the NAIs and TAIs established in IPB, the collection manager can ensure
continuous coverage, using appropriate sensors, of the most likely areas in which a TM
component will pass. Once identified, dynamic retasking will focus on the last sighting to
attempt reacquisition, track, locate, and identify the target for cueing of attack assets.

[T]hree potential benefits from the dynamic allocation of sensor resources
are as follows: enhanced performance, freeing resources for other tasks or even

eliminating some sensors, and enhanced reliability because of redundancy. A

tradeoff between the first two benefits usually exists. The sensor resources are

used either for improving performance or are released for other uses. The third

benefit results from the involvement of more than one sensor. If one sensor fails,
tracking can still continue, even though the performance deteriorates.”’
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In this way the loop is closed. From analysis to targeting to active search to confirmation
of our analysis and cueing of attack assets.

Geographic diversity of sensors is an important concept. The impact of the spatial
configuration on position estimation is well known. In some systems using sensors for
location, a concept known as Geographic Dilution of Position (GDOP) is used to

designate some deleterious effects, such as error blowup when the target is on the baseline

of the two sensors.

When the objective is to destroy the launcher by estimating the launch
point from the track, we must be able to respond before the launcher is moved.
Obtaining the best results entails a delicate balance between a swift response and
accuracy in pinpointing the launcher....[E]ven a single measurement from a second
sensor improves the accuracy of the estimate dramatically. Geographic diversity is
the source of this improvement.”

Detection, as alluded to previously, is not the sole goal of collection. This
classification issue is particularly perplexing. On the one hand the greater the FOV or
search length, the greater the coverage ratio and thus the detection probability.
Alternatively, the larger the FOV and search length, the less classification ability is
inherent in the system. Orchestration of assets provides for complementary employment
of wide area search (high probability of detection), and small FOV (high probability of
classification) working in concert.

Even harder to distiguish is the dummy launcher. DESERT STORM provided
stark illustrations of the difficulty in determining between real and imitation launchers.
Little improvement in sensor classification capabilities appears on the horizon to counter
the dummy vehicle/missile issue. Perhaps the research and development community needs

to pursue new realms of sensor applications in areas such as mass differential, olfactory,
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gustatory, tactile, thermal, or electromagnetic.” This technology may also prove effective
in classification between WMD and conventional weapons.

C. Information Management. The amount of intelligence data that floods joint
staff is overwhelming. Even more profound is that more of it is lost due to inadequate
receiving nodes and interoperability between intelligence, and C2 systems. Finding ways
to link all of the interested parties will substantially reduce the information wastage
occurring now. Improving interoperability will not, however increase the coverage area.”

Single source information requires fusing. Data fusion always helps, at least
conceptually, although it is not necessarily practical. Theoretically, obtaining data from
additional sensors improves performance, even if the quality of the additional data is poor.
The resultant effect is to increase the coverage ratio and thus the probability of detection.
If the sensors are unsynchronized, the time interval between updates is reduced and this
results in improved accuracy between updates. Having the data interleaved is
preferable.®!

The communication bandwidth and the computing power necessary to move this
data around and manipulate it are tremendous. Not just that, but the algorithms to
interleave information and present it meaningfully are intricate. Planning and training
before conflict is critical for execution in war.

VII. Conclusions. Continued and simultaneous proliferation of TM and WMD items has
sent shock waves through the developed world. Now countries with meager means or

unstable governments can strike a strategic blow to the heart of some of the more
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advanced world powers. This has operational and even strategic implications for United
States regional and collective security.

The issue becomes ever more complicated as time moves on. Increased precision
and range, inadequate operational and strategic defenses, poor understanding of threat TM
organization, doctrine, training, TTPs, and equipment, and continued difficulties grappling
with joint theater missile defense are the causes of this concern. Only by working through
the issues can the U.S. and its allies alleviate some of the angst.

Historically, the U.S. dealt with counterforce operations only twice. In WWII the
allies attempted attack operations but came up short. Occupation of the launch sites
ended the problem before it was solved. DESERT STORM proved that TMs are
formidable weapons and could outwit arguably the world’s best air force and intelligence
system. The Cold War spurred the technology that is instrumental in any detection
operation: national technical means. It built the databases during pre-hostilities and
provided quality intelligence information during war.

Three primary factors come into play when dealing with intelligence and
counterforce operations. First, the proper application of intelligence preparation of the
battlefield assesses the enemy and environment for probable launch, storage, transit, and
hide locations. Second, sensor placement, integration and synergy verifies or denies the
IPB and tracks suspected TELs or resupply vehicles. And third, timely cueing of attack
platforms for the pursuit of a counterforce mission are critical to completion of the
mission. Without the coordination of all services and assets toward a common objective,

using joint tactics, techniques, and procedures the effort to thwart TM treats before launch
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will fail. If the ‘Scud Hunt’ during the Gulf War showed nothing else, it was the need for
a unified and rigorous methodology, and the cooperation of all the service component
commanders and supporting agencies. But the ‘Scud Hunt’ failed for many of the reasons
previously illustrated.

That the coalition forces failed in DESERT STORM to stop the Scud attacks is
true. The reasons are many and varied. First, that the threat from Scud or their variants
was not appreciated by the leadership is well known. General Schwarzkopf considered
them terror weapons, and tactically and operationally insignificant because of their poor
accuracy. He had not fully considered the impact from the political leadership of the U.S,,
Saudi Arabia, and Israel. This pressure turned the affair into a high priority hunt, much as
it had in Eisenhower’s search for V1 and V2 sites and related facilities in Europe. Second,
the intelligence community failed to follow the development of Iraqi missile organization,
equipment, doctrine, training, and tactics, techniques, and procedures. Perhaps, it thought
the procedures would stay the same as it had in the Iran-Iraq war that ended two years
before. They did not. Certainly, the intelligence community did not account for the Iraqi
perception of U.S. intelligence and attack capabilities. Iraq, in effect, successfully broke
with its past and deployed almost entirely mobile launch operations. They modified the
whole launch sequence to shorten the time to firing and dispersal following delivery.
Albeit, it made the system much less accurate, Saddam Hussein was not so much
interested in the physical effects as the political and morale impact. In this, he almost
succeeded in tearing the coalition apart by bringing Israel to the brink of offensive action.

Third, neither Central Command nor the strategic community understood how the Scud
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problem should be prosecuted. It was a seat of the pants effort pieced together using the
JFACC “Black Hole” as the coordinating hub. JTBM doctrine for attack and intelligence
operation was not written until after the conflict, and presumably because of the Persian
Gulf deficiencies in these affairs. Although the tools to solve the problem were at hand,
for the most part, the means to piece them together can and should never be done in war.
It is a recipe for disaster.

The key to counterforce operations is the detection, geolocation, tracking, and
cueing of the attack assets by intelligence systems. And the crux of intelligence operations
is the skillful determination of most likely areas where TMs are located, and the adroit
application of sensors to detect and track the target. To increase the probability of
detection, the collection manager must increase the coverage ratio. This is raised by
placing more coverage over the suspected areas.

Locating TMs is possible through the proper application of IPB, search theory,
and sensor allocation. The methodology is solid. But a flexible and directed architecture
must get the information to those who need it.

As Stephen Mann, Deputy Chief of Mission at the U.S. Embassy in Colombo, Sri
Lanka warned, “Once we have achieved a ... framework that is logically consistent and
provides a comprehensive, predictive description of war, we can no longer fully trust that
framework.”®? Tt is the observers impact upon the environment under observation that
changes it. This is certainly true of the TM threat. The framework provides a means to

work through the TM problem from an intelligence support to targeting perspective.
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However, it allows enough flexibility to anticipate the vagaries of the capricious

battlefield, and enemy modifications to capabilities and intentions.
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Appendix A: Glossary of Terms

Area of Operations (AO): An operational area defined by the joint force commander for
land and naval forces. Areas of operation do not typically encompass the entire operational
area of the joint force commander, but should be large enough for component
commanders to accomplish their missions and protect their forces.®

Area of Interest (AI): That area of concern to the commander, including the area of
influence, areas adjacent thereto, and extending into enemy territory to the objectives of
current or planned operations. This area also includes areas occupied by enemy forces
who could jeopardize the accomplishment of the mission.®

Attack Operations. Operations taken to destroy, disrupt, or neutrahze theater missile
launch platforms and their supporting structures and systems.*’

Circular Error Probable (CEP): An indicator of the delivery accuracy of a weapon
system, used as a factor in determining probable damage to a target. It is the radius of a
circle within which half of a missile's projectiles are expected to fall. Also called CEP.*

Counterforce: a strategy to employ forces to destroy, or render impotent, military
capabilities of an enemy force.*’

Global Navigation Satellite System (GLOSNASS): A 21 satellite constellation in three
planes, 120° apart, designed to provide accurate positioning data. It was developed by the
USSR, and is now operated and maintained by Russia. GLOSNASS operates in the
frequency band 1602.2 to 1615.9 MHz at a wavelength of 19cm. Recently, the system has
logged performance in the range 17 meters spherical error probability (SEP).*

Global Positioning Satellite (GPS): A U.S. 21 satellite constellation in polar orbit. It
operates in two frequencies 1575.42 MHz for civilian applications, and 1227 60 MHz for
military use only. The system can provide accuracies up to 16 meters SEpP.*

High-Payoff Target (HPT): High Value targets whose loss will contribute to the success
of the friendly course of action (COA).”®

High-Value Target (HVT): Assets that the threat commander requires for the successful
completion of a specific COA. o1

Intelligence Preparation of the Battlefield (IPB): A systematic, continuous process of

analyzing the threat and environment in a specific geographic area. It is designed to
support staff estimates and military decision making. i
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Joint Force Air Component Commander (JFACC): Derives authority from the joint
force commander who has the authority to exercise operational control, assign missions,
direct coordination among subordinate commanders, redirect and organize forces to
ensure unity of effort in the accomplishment of the overall mission. The joint force
commander will normally designate a joint force air component commander. The joint
force air component commander's responsibilities will be assigned by the joint force
commander (normally these would include, but not be limited to, planning, coordination,
allocation, and tasking based on the joint force commander's apportionment decision).
Using the joint force commander's guidance and authority, and in coordination with other
Service component commanders and other assigned or supporting commanders, the joint
force air component commander will recommend to the joint force commander
apportionment of air sorties to various missions or geographic areas.”

Joint Target Coordination Board (JTCB): A group formed by the joint force
commander to accomplish broad targeting oversight functions that may include but are not
limited to coordinating targeting information, providing targeting guidance and priorities,
and preparing and/or refining joint target lists. The board is normally comprised of
representatives from the joint force staff, all components, and if required, component
subordinate units. Also called JTCB. See also joint target list.”*

Joint Theater Missile Defense (JTMD): The integration of joint force capabilities to
destroy enemy theater missiles in flight or prior to launch or to otherwise disrupt the
enemy's theater missile operations through an appropriate mix of mutually supportive
passive missile defense; active missile defense; attack operations; and supporting
command, control, communications, computers, and intelligence measures. Enemy theater
missiles are those which are aimed at targets outside the continental United States.”

Named Area of Interest (NAI): The geographical area where information that will
satisfy a specific information requirement can be collected. NAI are usually selected to
capture indications of threat COAs but also may be related to conditions of the
battelfield.”

Target Area of Interest (TAI): The geographical area where HVTSs can be acquired and
engaged by friendly forces. Not all TAIs will form part of the friendly COA; only TAls
associated with HPTs are of interest to the staff. These are identified during staff planning
and wargaming. TAlIs differ from engagement areas in degree. Engagement areas plan
for the use of all available weapons; TAIs might be engaged by a single weapon.”’

Theater Missile (TM): Ballistic missiles, cruise missiles, and air-to-surface missiles
whose targets are within a given theater of operation. Short range, nonnuclear, direct fire
missiles, bombs, and rockets such as Maverick or wire-guided missiles are not considered

“theater missiles”.”
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Appendix B: Ballistic and Cruise Missile Capabilities99

Country BMs LACMs ASCMs NBC Wpns
Afghanistan USED no no

Algeria deploy no deploy

Angola no no deploy

Argentina Produce® capability USED N (cap)
Australia no no deploy

Azerbaijan  deploy no no

Bahrain no no deploy

Bangladesh  no no deploy

Belarus deploy deploy deploy

Belgium no no deploy

Brazil capability no deploy N (cap)
Brunei no no deploy

Bulgaria deploy no deploy

Cameroon  no no deploy

Canada no no deploy

Chile no no deploy

China produce®™® future cap.  produce N, B, C
Colombia no no deploy

Croatia deploy ? no deploy

Cuba no no deploy

Czech Rep.  deploy no no

Denmark no no deploy

Ecuador no no deploy

Egypt USED no USED C

Eritrea no no deploy

Finland no no deploy

France produce®™®  produce produce N

Georgia deploy no no

Germany no produce produce

Greece no no deploy

Hungary deploy no no

India produce*™  produce USED N, B (cap.), C
Indonesia no no deploy

Iran USED* capability USED N (prog.), B (prog.), C
Iraq USED* produce USED N, B, C (all prohibited)
Israel produce“’b produce USED N, B (cap.), C
Italy no no produce

Japan capability*™  no produce N (cap.)
Kazakhstan  deploy™* deploy deploy N, (Russian control)
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Country BMs LACMs ASCMs NBC Wpns

Kenya no no deploy

South Korea produce no deploy N (cap.), B (cap.)
North Korea produce"”b future cap.  produce N, B, C (programs)
Kuwait no no deploy

Libya USED no deploy N (prog.), B (prog.), C
Malaysia no no deploy

Morocco no no deploy

Netherlands no no deploy

New Zealand no no deploy

Nigeria no no deploy

Norway no no produce

Oman no no deploy

Pakistan produce no deploy N, B (prog.), C

Peru no no deploy

Poland deploy no deploy

Portugal no no deploy

Qatar no no deploy

Romania deploy no deploy

Russia produce produce produce N,B,C

Saudi Arabia deploy no deploy

Serbia developing  no deploy

Singapore no no deploy

Slovakia deploy no no

Somalia no no deploy

South Africa produce capability produce N (dismantled), B (prog.), C
Spain capability no deploy

Sweden no produce produce

Syria deploy no deploy B,C

Taiwan produce produce produce N (cap.), B (prog.) C (cap’)
Thailand no no deploy

Tunisia no no deploy

Turkey no no deploy

Ukraine deploy deploy deploy N

UAE. deploy no deploy

UK deploy capability USED N

United States produce USED USED N, C (being dismantled)
Venezuela  no no deploy

Vietnam deploy no deploy C

Yemen deploy no deploy
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* Produce, deploy or have the capability to produce medium range ballistic missiles (800 -
2,399 km).

® Produce, deploy or have the capability to produce intermediate range ballistic missiles
(2,399- 5,499 km).

° Produce, deploy or have the capability to produce intercontinental range ballistic
missiles (5,500 km+).

48




I |

Appendix C: Ballistic and Cruise Missile Inventories.'*

Country/System (Alt. Name) Type Supplier ~ Range Payload Status
AFGHANISTAN

SS-1 SCUD B (R-17) SRBM  Russia 300 985 I
ALGERIA

SS-1 SCUD B (R-17) SRBM  Russia 300 985 1

SS-N-2b STYX (P-15) ASCM  Russia 50 513 1
ANGOLA

SS-N-2b STYX (P-15) ASCM  Russia 50 513 1
ARGENTINA

ALACRAN SRBM Domestic 200 500 1

CONDOR 2 (Badr 2000) MRBM  Domestic 900 450 T

EXOCET (MM-38) ASCM France 42 165 1

EXOCET (AM-39) ASCM France 50 165 1

EXOCET (SM-39) ASCM France 50 165 1

EXOCET (MM-40) ASCM France 70 165 1

MQ-2 (BIGUA) LACM Domestic 900 70 D
AUSTRALIA

AGM-84A (HARPOON) ASCM USA 120 220 1

RGM-84A (HARPOON) ASCM USA 120 220 1
AZERBAIJAN

SS-1 SCUD B (R-17) SRBM Russia 300 985 1
BAHRAIN

EXOCET (MM-40) ASCM France 70 165 1
BANGLADESH

HY-2 (SILKWORM) ASCM China 95 513 1

FL-1 ASCM China 40 513 1
BELARUS

SS-21 SCARAB (Tochka) BSRBM  Russia 120 480 1

SS-1 SCUD B (R-17) SRBM Russia 300 985 1

SS-25 SICKLER (S-12) MICBM  Returned to Russia, Nov 1996

AS-4 KITCHEN (Kh-22)  LA/ASCM Russia 400 1,000/N 1

AS-6 KINGFISHKSR-5 LA/ASCM Russia 400 1,000/N I
BELGIUM

EXOCET (MM-40) ASCM France 70 165 1
BRAZIL

MB / EE 150 SRBM Domestic 150 500 T

SS-300 SRBM Domestic 300 450 T

SS-600 SRBM Domestic 600 500 T

SS-1000 SRBM Domestic 1,200 nk T

VLS SLV Domestic 5,000 500 D

SM-70 (BARRACUDA) ASCM Domestic 70 nk D

EXOCET (MM-40) ASCM France 70 165 1
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Country/System (Alt. Name) Type Supplier =~ Range Payload Status
BRUNEI
EXOCET (MM-38) ASCM France 42 165 1
RGM-84A (HARPOON) ASCM USA 120 220 1
BULGARIA
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
AS-1 KENNEL (Kh-28) ASCM Russia 100 1,000 1
AS-9 KYLE ASCM Russia 90 200 1
SS-N-2b STYX (P-15) ASCM Russia 50 513 1
CAMEROON
EXOCET (MM-40) ASCM France 70 165 1
CANADA
AGM-84A (HARPOON) ASCM USA 120 220 1
RGM-84A (HARPOON) ASCM USA 120 220 1
CHILE
EXOCET (MM-38) ASCM France 42 165 1
GABRIEL II ASCM Israel 36 100 1
CHINA
CSS-2 (DF-3/3A) IRBM Domestic 2,800 2,150/1 RV I
CSS-3 (DF-4) IRBM Domestic 4,750 IRV 1
CSS-4 (DF-5 5A) ICBM Domestic 13,000 IRV 1
CSS-5 (DF-21/21A) MRBM  Domestic 1,800 IRV 1
CSS-8 (M-7) SRBM  Domestic 160 190 1
CSS-N-3 (JL-1) SLBM Domestic 1,700 IRV 1
DF-11 (M-11/CSS-7) SRBM Domestic 300 800 1
DF-15 (M-9/CSS-6) SRBM Domestic 600 950 1
DF-25 MRBM  Domestic 1,700 2,000 D
DF-31 ICBM Domestic 8,000 IRV T
DF-41 ICBM Domestic 12,000 MIRVed D
JL-2 SLBM Domestic 8,000 1RV D
SY-1/HY-1 ASCM Domestic 50 513 1
HY-2 (SILKWORM) ASCM Domestic 95 513 1
HY-3/C-301 ASCM Domestic 100 500 D
HY-4/C-201 ASCM Domestic 150 500 1
FL-1 ASCM Domestic 40 513 1
FL-2/SY-2 ASCM Domestic 50 365 1
C-101 ASCM Domestic 50 400 1
C-601 ASCM Domestic 95 500 1
YJ-1/C-801 ASCM Domestic 40 165 1
YJ-2/C-802 ASCM Domestic 95 165 1
C-802 (mod) AS/LACM Domestic 180 nk D
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Country/System (Alt. Name) Type Supplier =~ Range Payload Status
COLOMBIA

EXOCET (MM-40) ASCM France 70 165 1
CROATIA

SA-2 (modified) BSRBM  Domestic 80 130 1

SS-N-2b STYX (P-20) ASCM Russia 50 513 1

RBS-15 ASCM Sweden 90 250 1
CUBA

SS-N-2b STYX (P-20) ASCM Russia 50 513 1

AS-1 KENNEL (KS-1) ASCM Russia 100 1,000 1
CZECH REPUBLIC

SS-21 SCARAB (Tochka) BSRBM  Russia 120 480 1

SS-1 SCUD B (R-17) SRBM Russia 300 985 1
DENMARK

RGM-84A (HARPOON) ASCM USA 120 220 I
ECUADOR

EXOCET (MM-38) ASCM France 42 165 I

EXOCET (MM-40) ASCM France 70 165 1

GABRIEL I ASCM Israel 36 100 1
EGYPT

SS-1 SCUD B (R-17) SRBM NK/Russia 300 985 1

PROIJECT-T SRBM Dom./NK 450 nk 1

VECTOR (Badr 2000) MRBM Domestic 900 450 T

ARMAT ASCM France 90 160 1

AS-1 KENNEL (KS-1) ASCM Russia 100 1,000 I

AS-5 KELT (KSR-2) ASCM Russia 180 1,000 1

EXOCET (AM-39) ASCM France 50 165 I

FL-1 ASCM China 40 513 1

HY-2 (SILKWORM) ASCM China 95 513 1

SS-N-2a STYX (P-15) ASCM Russia 43 513 1

OTOMAT (Mk 1) ASCM Italy 80 210 1

RGM-84A (HARPOON) ASCM USA 120 220 1
ERITREA

SS-N-2a STYX (P-15) ASCM Russia 43 513 1
FINLAND

RBS-15 ASCM Sweden 90 250 1

$S-N-2b STYX (P-15) ASCM Russia 50 513 1
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Country/System (Alt. Name) Type Supplier ~ Range Payload Status

FRANCE
HADES SRBM Domestic 480 400 1
SSB S-3D IRBM Domestic 3,500 IRV R
MSBS (M-4A/B) SLBM Domestic 4,000 6RV 1
MSBS (M-45) SLBM Domestic 6,000 6RV 1
MSBS (M-51) SLBM Domestic 8,000 6RV D
EXOCET (MM-38) ASCM Domestic 42 165 1
EXOCET (AM-39) ASCM Domestic 50 165 1
EXOCET (SM-39) ASCM Domestic 50 165 1
EXOCET (MM-40) ASCM Domestic 70 165 1
ARMAT ASCM Domestic 90 160 1
APACHE ASCM Domestic 150 5200 T
ANS ASCM Domestic 180 180 C
ANL ASCM Domestic 50 180 C
ASMP LACM Domestic 300 300ktN 1
APACHE (SCALP) LACM Domestic 400 +400 D
ASURA LACM Domestic 400 240 D
ASLP LACM Domestic 1,300 N D
GEORGIA
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
GERMANY
EXOCET (MM-38) ASCM France 42 165 1
RGM-84A (HARPOON) ASCM USA 120 220 1
KORMORAN 1 ASCM Domestic 35 165 1
KORMORAN 2 ASCM Domestic 60 220 1
KEPD 50/250 LACM Domestic 50 250nk D
GREECE
PENGUIN (Mk 3) SRBM Norway 300 985 1
EXOCET (MM-38) ASCM  France 42 165 1
AGM-84A (HARPOON) ASCM USA 120 220 1
HUNGARY
SS-21 SCARAB BSRBM  Russia 120 480 I
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
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Country/System (Alt. Name) Type Supplier ~ Range Payload Status
INDIA
PRITHVI 1 (SS-150) SRBM Domestic 150 1,000 I
PRITHVI 2 (SS-250) SRBM Domestic 250 500 1
PRITHVI 3 (SS-350) SRBM Domestic 350 500 D
SAGRIKA SLBM Domestic 300 nk D
AGNI IRBM Domestic 2,500 1,000 P
ASLV SLV Domestic 4,500 1,000 1
GSLV SLV Domestic 14,000 nk D
PSLV SLV Domestic 8,000 nk D
EXOCET (AM-39) ASCM France 50 165 1
KORAL (SS-N-22) ASCM Dom/Russia 110 500 D
SS-N-2¢ (STYX) ASCM Russia 100 513 1
SS-N-2d (STYX) ASCM Russia 85 513 1
SS-N-7 (STARBRIGHT) ASCM Russia 65 500 1
SEA EAGLE ASCM UK 110 230 1
LAKSHYA LACM Domestic 500 200 1
INDONESIA
EXOCET (MM-38) ASCM France 42 165 1
RGM-84A (HARPOON) ASCM USA 120 220 1
IRAN
MUSHAK 120 (IRAN 130) BSRBM  Domestic 120 150 1
MUSHAK 160 SRBM Domestic 150 190 D
CSS-8 (M-7) SRBM China 160 190 I
MUSHAK 200 SRBM Domestic 200 500 D
M-11 (Tondar 68) SRBM China 300 800 I
SS-1 SCUD B (R-17) SRBM NK/Domestic 320 985 1
SS-1 SCUD C SRBM NK 550 500 1
NODONG 1 MRBM  NK 1,000 1,000 T
AS-11 KILTER (Kh-58) AS/LACM Russia 50 130 1
AS-9 KYLE (Kh-28) ASCM Russia 90 200 I
YJ-2/C-802 ASCM China 95 165 1
HY-2 (SILKWORM) ASCM China 95 513 1
SS-N-22 SUNBURN (3M80)ASCM Ukraine 110 500 1
RGM-84A (HARPOON) ASCM USA 120 220 1
HY-4/C-201 ASCM China 150 500 1
SILKWORM (mod) ASCM Domestic/NK 450 500 D
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Country/System (Alt. Name) Type Supplier =~ Range Payload Status
IRAQ
ABABIL 100 SRBM Domestic 150 nk D
SS-1 SCUD B (R-17) SRBM Russia 300 985 P
AL HUSSEIN SRBM Domestic 600+ 250 P
AL HIJARAH SRBM Domestic 650+ 250 P
BADR 2000 MRBM Domestic 900 450 P
AL ABBAS MRBM Domestic 900+ 350 T
TAMMUZ 1 MRBM Domestic 2,000 750 T -
AL ABID SLV/IRBM Domestic 2,500+ nk T
YJ-1/C-801 ASCM China 40 165 1
AS-11 KILTER (Kh-38) AS/LACM Russia 50 130 1
EXOCET (AM-39) ASCM France 50 165 1
FAW 70 ASCM Domestic 70 500 1
ARMAT ASCM France 90 160 I
HY-2 (SILKWORM) ASCM China 95 513 1
C-601 Nisan 28 ASCM China 95 500 1
FAW 150 ASCM Domestic 150 500 1
AS-6 KINGFISH (KSR-5) AS/LACM Russia 180 1,000 1
FAW 200 ASCM Domestic 200 500 1
AS-4 KITCHEN (Kh-22) AS/LACM Russia 400 1,000 1
AS-5 KELT (KSR-2) AS/LACM Russia 400 1,000 1
ABABIL LACM Domestic 500 250 D?
ISRAEL
LANCE (MGM-52) BSRBM  USA 130 450 1
JERICHO 1 (YA-1) SRBM Domestic 500 500 1
JERICHO 2 (YA-2) MRBM Domestic 1,500 1,000 1
SHAVIT SLV Domestic 4,500 1,100 I
GABRIEL II ASCM Domestic 36 100 1
GABRIEL I1I ASCM Domestic 36 150 1
POPEYE LACM Domestic 100 3905 1
AGM-84A (HARPOON) ASCM USA 120 220 1
RGM-84A (HARPOON) ASCM USA 120 220 1
UGM-84A (HARPOON) ASCM USA 120 220 1
GABRIEL IV ASCM Domestic 200 240 1
DELILA HHD Domestic 400 54 1
DELILAH (mod) LACM Domestic 400 450 D
HARPY HD Domestic 500 nk I
ITALY
KORMORAN 2 ASCM Germany 60 220 1
OTOMAT (Mk 2) ASCM Domestic 180 210 1
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Country/System (Alt. Name) Type Supplier =~ Range Payload Status

JAPAN
M-3 SLV Domestic 4,000 500 C
H-1 SLV Domestic 12,000 500+ C
H-2 SLV Domestic 15,000 4,000 C
ASM-1 (TYPE 80) ASCM Domestic 50 150 1
ASM-2 (TYPE 80) ASCM Domestic 150 150 D
AGM-84A (HARPOON) ASCM USA 120 220 1
RGM-84A (HARPOON) ASCM USA 120 220 1
UGM-84A (HARPOON) ASCM USA 120 220 1
SSM-1 ASCM Domestic 150 250 1
KAZAKHSTAN
SS-21 (SCARAB) BSRBM  Russia 120 480 I
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
AS-4 KITCHEN (Kh-22) LA/ASCM Russia 400 1,000N 1
KENYA
GABRIEL 11 ASCM Israel 36 100 1
OTOMAT Mk 2 ASCM Italy 180 210
NORTH KOREA
SCUD Mod B (R-17) SRBM Domestic 320 985 1
SCUD C SRBM Domestic 550 500 I
NODONG 1 (ND-1) MRBM  Domestic 1,000 1,000 E
NODONG 2 (ND-2) MRBM Domestic 1,500 1,000 D
TAEPODONG 1 (TD-1) MRBM  Domestic 2,000 1,000 D
TAEPODONG 2 (TD-2) IRBM Domestic 3,500 1,000 D
SS-N-2a STYX (P-15) ASCM Russia 43 513 1
HY-2 (SILKWORM) ASCM China 95 513 1
SILKWORM (modified) ASCM Domestic 160 +nk D
SOUTH KOREA
NHK-1 SRBM Domestic 250 300 1
KSR-1 SRBM Domestic 150 200 D
NHK-AHYON MU SRBM Domestic 180 300 D
EXOCET AM-38 ASCM France 42 165 1
AGM-84A  HARPOON ASCM USA 120 220 1
RGM-84A  HARPOON ASCM USA 120 220 1
KUWAIT
ARMAT ASCM France 90 160 1
EXOCET (AM-39) ASCM France 50 165 1
EXOCET (MM-40) ASCM France 70 165 I
AGM-84A (HARPOON) ASCM USA 120 220 1
RGM-84A (HARPOON) ASCM USA 120 220 1
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Country/System (Alt. Name) Type Supplier =~ Range Payload Status
LIBYA

SS-21 (SCARAB) BSRBM  Russia 120 480 1

SS-1 SCUD B (R-17) SRBM Russia 300 985 1

SCUD C SRBM North Korea 550 500 I

AL FATTAH (Ittisalt) MRBM  Domestic 950 500 D

EXOCET (AM-39) ASCM France 50 165 I

SS-N-2¢ STYX (P-20) ASCM Russia 85 513 1

OTOMAT (Mk 2) ASCM Italy 180 210 1
MALAYSIA

EXOCET (MM-38) ASCM France 42 165 I
MOROCCO

EXOCET (MM-38) ASCM France 42 165 1

EXOCET (MM-40) ASCM France 70 165 1
NETHERLANDS

RGM-84A (HARPOON) ASCM USA 120 220 1
NIGERIA

EXOCET (MM-38) ASCM France 42 165 1

EXOCET (MM-40) ASCM France 70 165 1

OTOMAT (Mk 2) ASCM Italy 180 210 1
NORWAY

PENGUIN (Mk 3) ASCM Domestic 300 985 1
OMAN

EXOCET (AM-39) ASCM France 50 165 1

EXOCET (MM-40) ASCM France 70 165 1

SEA EAGLE ASCM Italy 110 230 1
PAKISTAN

HATF 1 BSRBM  Domestic 100 500 1

HATF 2 SRBM Domestic 300 500 1

HATF 3 SRBM Domestic 600 500 D

M-11 SRBM China 300 800 1

FL-1 ASCM China 40 513 1

HY-2 (SILKWORM) ASCM China 95 513 1

EXOCET (MM-40) ASCM France 70 165 1

RGM-84A (HARPOON) ASCM USA 120 220 1
PERU

EXOCET (AM-39) ASCM France 50 165 1

EXOCET (MM-40) ASCM France 70 165 1

OTOMAT (Mk 2) ASCM Italy 180 210

56




Country/System (Alt. Name) Type Supplier ~ Range Payload Status
POLAND
SS-21 (SCARAB) BSRBM  Russia 120 480 1
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
AS-1 KENNEL (KS-1) ASCM Russia 100 1,000 I
AS-9 KYLE (Kh-28) ASCM Russia 90 200 1
PORTUGAL
AGM-84A (HARPOON) ASCM USA 120 220 1
RGM-84A (HARPOON) ASCM USA 120 220 1
QATAR
EXOCET (AM-39) ASCM France 50 165 1
EXOCET (MM-40) ASCM France 70 165 1
ROMANIA
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
AS-1 KENNEL (KS-1) ASCM Russia 100 1,000 1
AS-9 KYLE (Kh-28) ASCM Russia 90 200 I
RUSSIA
SS-1 SCUD B (R-17) SRBM Domestic 300 985 1
SS-11 SEGOR (S-10) ICBM Domestic 13,000 1-3RV 1
SS-13 SAVAGER (8-12) ICBM Domestic 9,400 IRV 1
SS-17 SPANKER (RS-16) ICBM Domestic 10,000 4RV 1
SS-18 SATAN (RS-20) ICBM Domestic 11,000 I0RV 1
SS-19 STILETTO (RS-18) ICBM Domestic 10,000 6RV 1
SS-21 SCARAB (Tochka) BSRBM  Domestic 120 480 1
SS-24 SCALPEL (RS-22) ICBM Domestic 10,000 1I0RV 1
SS-25 SICKLE (RS-12M) ICBM Domestic 10,500 IRV 1
SS-X-26 SRBM Domestic 400 800 E
SS-X-27 ICBM Domestic 10,000 IRV E
SS-N-6 SERB (RSM-25) SLBM Domestic 3,000 650 1
SS-N-8 SAWFLY (RSM-40)
SAUDI ARABIA
CSS-2 (DF-3) IRBM China 2,800 2,150 1
RGM-84A (HARPOON) ASCM USA 120 220 1
OTOMAT (Mk 2) ASCM Italy 180 210 1
SEA EAGLE ASCM UK 110 230 1
SERBIA
SA-2 (mod.) BSRBM  Russia 80 130 1
K-15 (KRAIJINA) SRBM Domestic 150 nk D
SCUD (mod.) SRBM Domestic 400 700 D
SS-N-2¢ STYX (P-21) ASCM Russia 85 513 1
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Country/System (Alt. Name) Type Supplier  Range Payload Status

SINGAPORE
EXOCET (AM-39) ASCM France 50 165 1
GABRIEL II ASCM Israel 36 100 1
RGM-84A (HARPOON) ASCM USA 120 220 1
SOMALIA
SS-N-2a STYX (P-15) ASCM Russia 43 513 1
SLOVAKIA
SS-21 SCARAB (Tochka) BSRBM  Russia 120 480 1
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
SOUTH AFRICA
ARNISTON MRBM Domestic 1,500 1,000 T
EXOCET (AM-39) ASCM France 50 165 1
SKORPIOEN ASCM Domestic 36 100 1
SKORPIOEN II ASCM Domestic nk nk D
SKUA LACM Domestic 800 100 D
SPAIN
CAPRICORNIO SLV Domestic 1,300 500 D
RGM-84A (HARPOON) ASCM USA 120 220 1
SWEDEN
KEPD 50/ 250 LACM Germany 50/250 nk D
RB 08A ASCM Domestic 250 250 1
RBS 15 ASCM Domestic 90 250 1
SYRIA
SS-21 SCARAB (Tochka) BSRBM Russia 120 480 1
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
SS-1 SCUD C SRBM North.Korea 550 500 1
M-9 (CSS-6/DF-15) - SRBM China 600 950 O
AS-1 KENNEL (KS-1) ASCM Russia 100 1,000 1
SS-N-3b SEPAL (P-7) ASCM Russia 450 1,000 1
TAIWAN
GREEN BEE (Ching Feng) BSRBM  Domestic 130 400 I
SKY HORSE (Tien Ma) MRBM Domestic 950 500 D
HSUING-FENG 1 ASCM Domestic 36 100 1
HSUING-FENG 2 AS/LACM Domestic 170 75 1
HSUING-FENG 3 AS/LACM Domestic 300 nk D
THAILAND
EXOCET (MM-38) ASCM France 42 165 1
FL-1 ASCM China 40 513 1
GABRIEL II ASCM Israel 36 100 1
AGM-84A  HARPOON ASCM USA 120 220 1
RGM-84A HARPOON ASCM USA 120 220 1
YJ-1/C-801 ASCM China 40 165 1
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TUNISIA
EXOCET (MM-40) ASCM France 70 165 1
TURKEY
RGM-84A (HARPOON) ASCM USA 120 220 1
U.A.E.
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
EXOCET (MM-40) ASCM France 70 165 1
U.K.
TRIDENT (C5) SLBM USA 12,500 MIRV 1
ALARM LACM Domestic 45 nk I
EXOCET (MM-38) ASCM France 42 165 1
RGM-84A (HARPOON) ASCM USA 120 220 1
SEA EAGLE ASCM Domestic 110 230 1
TOMAHAWK (TLAM-D) LACM USA 1,296 450 O
UKRAINE
SS-21 SCARAB (Tochka) BSRBM  Russia 120 480 I
SS-1 SCUD B (R-17) SRBM Russia 300 985 1
SS-19 STILETTO (RS-18) ICBM Russia 10,000 6MIRV N
SS-24 SCALPEL (RS-22) ICBM Russia 10,000 10 MIRV N
AS-4 KITCHEN (Kh-22) LA/ASCM Russia 400 1,000 1
AS-6 KINGFISH (KSR-5) LA/ASCM Russia 400 1,000 1
AS-15 KENT (Kh-55) LACM Russia 3,000 200ktN I
SS-N-2¢ STYX (P-21) ASCM Russia 85 513 1
U.S.A.
ATACMS (MGM-140) BSRBM  Domestic 135 450 1
MINUTEMAN 3 (LGM-30G)ICBM Domestic 14,800 3 MIRV 1
PEACEKEEPER (LGM-118)ICBM Domestic 11,000 10 MIRV 1
TRIDENT C4 (UBM-93A) SLBM Domestic 7,400 SMIRV 1
TRIDENT CS (UGM-133A) SLBM Domestic 12,500 5MIRV 1
AGM-69 (SRAM) LACM Domestic 200 170ktN I
AGM-84A (HARPOON) ASCM Domestic 120 220 1
RGM-84A (HARPOON) ASCM Domestic 120 220 I
RGM-84D (HARPOON) ASCM Domestic 277 220 1
UGM-84A (HARPOON) ASCM Domestic 120 220 1
AGM-84E (SLAM) LACM Domestic 100 220 1
AGM-86B (ALCM) LACM Domestic 2,500 200ktN 1
AGM-86C (CALCM) LACM Domestic 2,500 450 1
AGM-129 (ACM) LACM Domestic 3,000 450N 1
AGM-131 (SRAM-2) LACM Domestic 400 250N 1
AGM-142 (HAVE NAP) LACM Domestic 100 395 1
TOMAHAWK (TLAM-N) LACM Domestic 2,500 N 1
TOMAHAWK (TASM) ASCM Domestic 480 480 1
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TOMAHAWK (TLAM-C) LACM Domestic 1,650 320 1

TOMAHAWK (TLAM-D) LACM Domestic 1,296 450 1
VENEZUELA

OTOMAT (Mk 2) ASCM Italy 180 210 1

RGM-84A (HARPOON) ASCM USA 120 220 1
VIETNAM

SS-1 SCUD B (R-17) SRBM Russia 300 985

SS-N-2 b STYX (P-20) ASCM Russia 50 513 1
YEMEN

SS-21 SCARAB (Tochka) BSRBM Russia 120 480

SS-1 SCUD B (R-17) SRBM Russia 300 985 1

SS-N-2b STYX (P-20) ASCM Russia 50 513 1

The Master Tables are a complete listing of the ballistic and cruise missile capabilities of

all countries which currently possess such weapons in their armouries, exluding unguided
artillery rockets such as the Russian Frog-7 and ballistic missiles with ranges of less than

50 km.

ABBREVIATIONS & RANGE CLASSIFICATION: BALLISTIC MISSILES
Battlefield Short-Range Ballistic Missile (BSRBM): up to 150 km/up to 94 miles
Short-Range Ballistic Missile (SRBM): 150 - 799 km/94 - 499 miles
Medium-Range Ballistic Missile (MRBM): 800 - 2,399 km/500 - 1499 miles
Intermediate-Range Ballistic Missile (IRBM): 2,400 - 5,499 km/1,500 - 3,437 miles
Intercontinental-Range Ballistic Missile (ICBM): 5,500 km plus/3,438 miles plus
Submarine-Launched Ballistic Missile (SLBM): No Specific Range
Classification:

KT: Kiloton (Nuclear Yield)

MIRV: Multiple Independently Targetable Re-Entry Vehicle (Nuclear)

RV: Re-Entry Vehicle (Nuclear)

Non-Op.: Non-Operational [Warheads Removed]

ABBREVIATIONS

ASCM: Anti-Ship Cruise Missile: No Specific Range Classification

LACM: Land-Attack Cruise Missile: No Specific Range Classification

HD: Harassment Drone: No Specific Range Classification

[: In Service

Development

Non-Operational

Tested

Terminated

On Order

Cancelled

Qo-AmzY
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Appendix D: Post WWII Conflicts Involving Ballistic and Cruise Missiles'"

Date  Conflict Missiles Used  Type Fired by Fired Against
1967  Arab-Israeli  SS-N-2 Styx ASCM  Egypt Israeli Destroyer Eilat
1971  Indo-Pakistan SS-N-2 Styx ~ ASCM India Pakistani Ships
1973  YomKippur Scud B SRBM Egypt Israel
FROG-7 BSRBM  Egypt, Syria Israel
AS-5 Kelt LA/ASCM Egypt Israeli Ships
Gabriel 1 ASCM Israel Egyptian Ships
1982  Falklands AM-39 Exocet ASCM  Argentina  British Ships
1980/88 Iran-Iraq FROG-7 BSRBM Iraq Iran
Scud B SRBM Iraq Iran
Al Hussein SRBM Iraq Iran
Armat ASCM  Iraq Iranian Ships
AM-39 Exocet ASCM Iraq Iran Ships, USS Stark
HY-2 Silkworm ASCM Iraq Iranian Ships
FAW-70 BSRBM Iraq Iranian Ships
Oghab BSRBM Iran Iraq
Iran-130 BSRBM Iran Iraq
Scud B SRBM Iran Iraq
HY-2 Silkworm ASCM Iran Iraqi Ships
1986  US-Libya Scud B SRBM Libya USNB Lampedusa, IT
AGM-84A ASCM  USA Libyan Ships
1988-95 Afghanistan Scud B SRBM Afghan Army Mujaheddin
Scud B SRBM Mujaheddin Kabul
1991  Persian Gulf FROG-7 BSRBM Iraq Saudi Arabia
Al Hussein SRBM Iraq Israel, S.A., Bahrain
Al Hijarah SRBM Iraq Israel
HY-2 Silkworm ASCM Iraq USS Wisconsin
Tomahawk LACM  USA Iraq
AGM-86C LACM USA Iraq
AGM-84E LACM USA Iraq
RGM 84A ASCM S. Arabia  Iraqi Ships
1993  Persian Gulf Tomahawk LACM  USA Iraq
1994 Yemen Scud B SRBM N. Yemen San'a, South Yemen
1994  Iran-Iraq Scud B SRBM Iran Mujaheddin bases, 1Z
1994-5 Yugoslavia Mod. SA-2 (mod) Bosnia Serbs Bihac Pocket
1995  Yugoslavia  Tomahawk LACM  USA Bosnian Serbs
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Appendix E: Movement Attributes of Generic Scud Brigade

Attributes Speed Units
Secondary Road 30.0 km/h
Primary Road 40.0 km/h
Major Road 50.0 km/h
Spur Track Rail 0.0 km/h
Single Track Rail 0.0 km/h
Double Track Rail 0.0 km/h
Open Fields 15.0 km/h
Scattered Trees 10.0 km/h
Light Forests 5.0 km/h
Dense Forests 0.0 km/h
Villages 30.0 km/h
Towns 20.0 km/h
Cities 15.0 km/h
0-2% slope, % of base 1.0 km/h
3-5% slope, % of base 0.8 km/h
6-10% slope, % of base 0.4 km/h
11-20% slope, % of base 0.1 km/h
21-30% slope, % of base 0.0 km/h
30-40% slope, % of base 0.0 km/h
45+% slope, % of base 0.0 km/h
Small River Crossing delay 75.0 minutes
Medium River Crossing delay 110.0 minutes
Large River Crossing delay 150.0 minutes
Secondary Road Bridge Crossing delay 40.0 minutes
Primary Road Bridge Crossing delay 25.0 minutes
Major Road Bridge Crossing delay 15.0 minutes
Spur Track Rail Crossing delay 90.0 minutes
Single Track Rail Crossing delay 50.0 minutes
Double Track Rail Crossing delay 30.0 minutes
Sleet or Hail, % of base 0.8 km/h
Dust or Smoke, % of base 0.8 km/h
Fog or Haze, % of base 0.8 km/h
Light Rain, % of base 0.9 km/h
Moderate Rain, % of base 0.8 km/h
Heavy Rain, % of base 0.7 km/h
Light Snow, % of base 0.5 km/h
Moderate Snow, % of base 0.3 km/h
Heavy Snow, % of base 0.1 km/h
Frozen Ground, % of base 1.2 km/h
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