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Executive Summary

EXECUTIVE SUMMARY

This report is based on the premise that total ship
system engineering should seek to maximize value
delivered to mission teams on a life cycle basis. The
first step in defining a ship is to consider its purpose
and how warfighters envision its use. Primary
emphasis is on understanding what future mission
teams must do, what the associated operating
processes will be like, and what information will be
needed to execute those processes. Success is
achieved only when an executable system design
description has been produced and acceptance
criteria for the ship have been nailed down. These
criteria reflect how the user will see the ship and key
mission systems (and interact with them) as the tasks
laid out by the concept of operations are performed.

In particular, the report considers what
characteristics make a fighting unit such as a ship or
warfare system into a system of systems. A system
of systems is one formed by integrating other
systems, each a product in its own right with its own
development team, objectives, management, and
schedule. The core problem is not how to break a
ship into component systems but how to articulate
what it means for component systems to work
together as a single entity. Emerging strategies for
the engineering of complex systems, such as naval
ships and warfare systems, lead to the flowdown of
integration objectives shown below. Suitable
guidelines might be created, for example, by forming
a cross-functional team for each of the integration
objectives shown.

¢ Structure
* Flow
* Properties

¢ Automation
» Collaborative Warfare
* Resource Sharing

e Planning
» Readiness
@  Mission Control
. » Displays
* Peripherals
e Algorithms

e Comms

* Physical
¢ Functional
* Information

FLOWDOWN OF INTEGRATION OBJECTIVES



Introduction

INTRODUCTION

This report, along with References 1 through 3,
results from an effort to reinvent the Navy’s process
for transforming operational needs into warfare sys-
tems and combatants. The overall objective is to
articulate a framework and strategy that will foster
teamwork across organizational lines in creating a
new generation of warships, designed from the keel
up to enable on-board mission teams to act as inte-
gral parts of a joint operating force and to set a new
standard in life cycle effectiveness. This report ex-
pands on the backbone control concept featured in
the earlier reports.

Results of the previous work suggest that a com-
mon environment for control of operating processes
(control backbone) can be created, based on sys-
tematic integration of automated control and support
resources across mission teams and tasks. Key ca-
pability objectives for the envisioned approach are
given below.

« Command spaces will become utilities,
tailorable to any required set of mission teams,
organic or embarked. Any console, at any lo-
cation, will support any operator position.

- Command spaces will be reconfigurable and
flexible, so that watch station functionality and
layout can be tailored to any mission or task
required. Changes in technology and operat-
ing process will be easy to accommodate.
Software will aid a Commanding Officer in tai-
loring ship organization and arrangement to
assigned mission tasks and personnel.

- Incompatibilities in control features of different
mission areas will be eliminated without requir-
ing all man-machine interfaces to be uniform.
The aim will be to offer standardized capabili-
ties that can be tailored to the needs and skills
of different tasks and operators.

« Information assets will be managed on a
shipwide basis, using common C4l interfaces
across a diverse mix of installed systems, in-
cluding some with different age and logistics
support characteristics.

» Readiness management and resource control
functions will be handled on a shipwide basis.
Future ships will track physical plant configu-
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ration and utilize current performance data to
construct a feedback loop from operations to
posture (and to design).

« A scalable open architecture will enable new
capabilities to be installed while legacy sys-
tems are retained and excessive recertification
effort is avoided. The basic design will be re-
usable across many ship types, serving as the
nucleus of a more advanced system with hooks
installed to enabie change. Extensive use will
be made of commercial components to meet
affordability goals and to create technology in-
sertion opportunities.

The potential benefits appear very significant.
In concept, each mission team will come on board
carrying any mission-unique computer programs and
data needed, configure watch stations and displays,
establish sensor networks to support operations, in-
stall the preferred mix of weapons, conduct test and
training exercises, and commence operations. Ev-
erything but mission-unique assets will be provided
by the backbone, including watch stations, interfaces,
displays, computers, and networks. Command
spaces will be designed for multipurpose use, with
layout and functionality tailorable to any necessary
mission or task. In advanced systems, it is envi-
sioned that command spaces and warfighting control
systems will be designed to support networks of mis-
sion teams and component equipments extending
across an entire theater of war. Open systems and
design for reuse will make changes and upgrades
faster and easier.

DOMAIN OF INTEREST

A warship is a complex of people, plant, and pro-
cedures that together form a warfighting system of
systems. Figure 1 identifies key mission areas and
development trends within the domain. Mission con-
trol systems create value by mediating the execu-
tion of operating processes under the direction of
mission teams. This report considers concepts for
integration of mission control resources on a totai
ship basis.

A number of issues and opportunities in the
design of mission control facilities can be identified.
One has to do with the basic organization of mission
resources. U.S. military strategy places increasing




Introduction

o Airspace Control in MOOTW
> Theater Missile Defenses
» Automated Force ID/TEWA

Theater Air Warfare

= Integrated Survivability
» Detect and Neuiralize Mines
= Shallow Water ASW

Maritime Warfare

¢ NSFS, ASu, STK Integration
o Embarked Vehicles & UAVs
» Automated Strike Control

Land Attack Warfare

» Unified Tactical Picture
o Auto Plan Execution Options
> Collaborative Operations

Command, Control &
Information Warfare

o Armed Helicopters
o Unmanned Vehicles

» Special Mission Modules

Embarked Elements

o Marine Corps/NSW Teams

FIGURE 1. WARFIGHTING CONTROL TRENDS

emphasis on theater warfare conducted by joint and
combined operating forces. As suggested by Figure
2, major warfare systems are thus becoming network
systems with nodes at sea, in the air, and on land.
This will alter how naval forces and ships are
organized to deal with their external partners,
competitors, and stakeholders. The mission teams
carried by future surface combatants will fight as part
of a theater organization that integrates sea, air, land,
and space elements to deliver timely and effective
theater warfighting capability. The network must
reflect applicable doctrine and operating concepts,

mission architecture, decision making procedures,
and course of action alternatives at unit, force
component, and theater levels of concern.

Given this context, mission control requirements
are driven by a complex set of trade-offs. While ca-
pabilities provided to mission teams depend largely
on decisions made in major warfare system devel-
opment programs, there is potential for affordability
and capability gains from integration across war-
fare systems and ship classes. Increasingly, re-
sources used by one warfare system may be fur-
nished by equipment from another warfare system
program or surface ship program.

Integration strategies must also reflect emerg-
ing concepts for dealing with people and teamwork,
information, processes, and infrastructure.

DIMENSIONS OF INTEGRATION

There are many ways in which any given set of
components (weapons, sensors, watch stations, ap-
plications, and mission teams) can be assembled
to produce an environment that supports mission
control. The key question is, How can the right set
of components be produced and integrated? Deal-
ing with this question means reexamining the mean-
ing of integration itself. A discussion of the charac-
teristics desired in an integrated environment for mis-
sion control is given below (see also References 4

and 5). Figure 3

lists the topics con-
sidered. The first
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topic, process inte-
gration, deals with
integration across
teams and tasks.
Intrateam aspects
are addressed in
the remaining sec-
tions of this report.
This provides a
model of the prob-
lem that is general
enough to permit
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backbone compo-
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FIGURE 2. FORCE VS. WARFARE SYSTEM INTEGRATION MATRIX
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in which they will
be used.
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ized views and to propagate changes
between such views.

» Control Integration. In this area
the goal is to enable flexible use of
people and resources to accomplish
mission tasks in accordance with
user preferences. Mission teams
must share functional resources to
support flexibility in team structure
and access to resources. Controlin-
tegration, in this regard, is comple-
mentary to data integration. The lat-
ter deals with data entry, storage, man-
agement, and access issues, while the
former deals with control transfer and
service sharing.

FIGURE 3. INTEGRATION DIMENSIONS

* Process Integration. The goal of process inte-
gration is to ensure that teams and tasks interact
efficiently in support of a defined operating pro-
cess. Mission teams and operations are gener-
ally well integrated when goals and constraints es-
tablished for each mission team or task, and the
implementing sequences of operational activities,
are consistent.

« Data Integration. The time lines and information
flows required to implement a concept of opera-
tions are the focus at this level. The design for
integration describes how information will be used
to support decision making and identifies data el-
ements and data structures that capture the infor-
mation in the operating process. A basic goal in this
area is to provide for a common tactical picture with
the ability to maintain several different and special-

 Presentation Integration. The
goal here is to improve the efficiency
and effectiveness of the user’s interaction with the
environment by reducing his cognitive load. Dis-
play management functions are particularly impor-
tant. Key properties are appearance and behav-
ior integration and interaction paradigm integration.

e Infrastructure Integration. At this level we are
concerned with commonalities between the control
backbone and the shipwide computing environment.
Key concerns include interface standards, inter-
connects, and shared use of resources.

Use of the term “dimensions of integration” is not
intended to imply that the factors involved are in some
way orthogonal. The message is simply that an in-
tegrated environment for mission control can be
achieved only if systematic attention is given to these
factors and their interactions.

PROCESS INTEGRATION

There are two ways to look at system engineer-
ing. One sees the result as a product system, while
the other sees it as an operational process. The
difference lies in the recognition that a warfighting
system’s real value is not determined by market
forces but by how itis employed, in combination with
other systems, to accomplish military objectives in
a complex and dynamic operational environment.
If mission needs are best defined in an operational
context, then more emphasis must be placed on how
mission teams operate, how operations are coordi-
nated across teams, and how technology can influ-

ence their operations. A clear focus on process con-
cerns is the remedy for stovepiping in development.

The goal of process integration is to ensure that
a variety of mission teams and tasks (see Figure 4)
interact efficiently in support of a defined warfighting
process. Mission teams and operations are gener-
ally well integrated when goals and constraints es-
tablished for each mission team or task, and the
implementing sequences of operational activities, are
consistent. The benefits expected from systematic
attention to warfighting process integration include
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FIGURE 4. ARRAY OF MISSION TEAMS

(1) effective ways to automate without loss of readi-
ness or flexibility, (2) collaborative mission control
capabilities, and (3) enhanced life cycle effective-
ness due to synergy in development and operation
of mission systems. Opportunities for process in-
tegration are considered further in the remainder
of this section.

AUTOMATION

What the Navy appears to want from automa-
tion initiatives is to reduce life cycle cost for a given
level of mission performance. Similar efforts have
been made by industry in the area of computer-
integrated manufacturing (CIM). But CIM has a
downside: many times, the resuiting systems show
a lack of flexibility. As it turns out, people drive
flexibility; and when technology issues get more at-
tention than people, systems tend to become in-
flexible. Since flexibility is an important concern in
naval operations, we want systems that combine
automation and flexibility. What is needed is auto-
mation that will help mission teams in tailoring pro-
cesses for a real-world operating environment.
What is needed is automation that augments human
performance in dynamic situations, where the inde-
terminacy of the world itself ensures that some capa-
bility for on-the-fly problem solving will be necessary.

In an era of joint programs, it seems appro-
priate to take notice of an Air Force automation
initiative. The Controls Automation and Task
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plan is to adopt a
“composite wing”
structure, combining
a mix of attack and support aircraft to achieve maxi-
mum flexibility and strike effectiveness. The role of
CATA is to provide an integrated flight management
system for the composite wing while limiting the im-
pact on pilot workload. Its functionality will include
flight path control, allocation of assets (weapons and
sensors), maximizing survivability against threats,
limiting fratricide (deconfliction), optimizing fuel re-
serves, and coordinating attack maneuvers.

In general, it can be expected that future mission
control systems will incorporate similar advances in
automation. There are opportunities for Navy appli-
cation in such areas as readiness management,
embedded training, damage control, ship control,
and ammunition handling. However, better opera-
tor interfaces may offer the greatest leverage. If a
ship is a weapon system, operator interfaces are
the “handle” by which its capabilities are used to con-
duct warfighting tasks. While improvements may be
difficult to quantify, it is clear that new design tools
and emerging technologies will permit dramatic im-
provements in capability and affordability.

COLLABORATIVE WARFARE

U.S. military strategy places increasing emphasis
on the conduct of theater warfare by joint and
coalition operating forces. Theater warfare involves
a different kind of battle space, one in which events
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ashore have a great deal to do with mission goals
and tasks. Maritime forces add depth to the
battlespace and create new opportunities for
maneuver. But this isn’t a Navy battlespace alone;
increasingly, forces ashore and afloat must be able
to operate as part of an integrated warfighting
system, a network system with nodes at sea, in the
air, and on the land.

The Navy’s Cooperative Engagement Capability
can be cited as an example. In broad terms, coop-
erative engagement involves the use of distributed
sensor and weapon assets to engage air threats. A
forcewide infrastructure is provided to control the dis-
tributed functionality of the warfighting process. Thus
units are interconnected by a covert, jamproof, high-
capacity link. The potential for high-altitude and
hypervelocity weapons (including tactical ballistic mis-
siles) makes this capability increasingly important.

A joint approach to doctrine, planning,
operations, and support will enable these networks
to operate as a distributed warfighting enterprise.
Command spaces will provide a general task
environment for warfighting control, with functionality
and layout tailorable to any necessary mission or
task. This backbone environment will accommodate
any mission team, providing operator interfaces and
information flows as necessary to permit available
resources to be utilized effectively. In addition, it must
help to reduce time and
cost to get new

ning, training, decision making, and operating
practices of all theater force elements. This is a
process integration problem that cuts across at least
three levels of doctrine (campaign, task force, and
unit). For example, there are important philosophical
differences between services on how to approach
theater air warfare battie management. This holds
especially for differences between Air Force and
Navy approaches. For sea, air, and land forces to
fight as one, common doctrine will be necessary for
mission operations and support functions such as
training, connectivity, data standards, decision aids,
and logistics.

SYNERGY

Creation of a common environment for mission
control means a common core of functional
elements, combinable and tailorable to the specific
needs of various ship classes. Figure 5 offers a
generic view of mission control functionality. The
idea is to minimize the proliferation of distinct
programs, address pressing interoperability
concerns, and gain the life cycle advantage of a
single common core to fight, train, and maintain.

Some dramatic changes from traditional designs
can also occur in the layout of mission control
facilities. Spatial arrangement alternatives include
a conventional amphitheater layout, a theater-in-the-

technologies into the

Fleet. These are key
elements of a strategy
for making a ship into a
real “system of systems.”

Many aspects of
force integration have
their roots in doctrine.
One complicating factor
in coordination of
multiple mission teams is
that teams controlling
different parts of a joint
or coalition warfighting
process may employ
inconsistent operating
concepts. The lack of a
unified concept is
embedded in the plan-
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round layout, and a distributed layout. Each of the
alternatives has certain advantages, and a
comprehensive analysis will be needed to determine
which would best serve future ships and crews.

In some areas, better capability can be gained
by integration across related mission areas. The
use of guns, missiles, and air assets for land attack
is an example. While the target sets for strike,
interdiction, defense suppression, and fire support
are somewhat different, the necessary information
flows overlap to a great extent. It is possible that a
unified fire control system, providing situation plots
tailored appropriately for each mission and weapons
mix, would be more capable and more affordable
than a battery of stovepiped systems. Associated
requirements for air space control, monitoring the
tactical situation ashore, and adaptability to evolving
command and control structures can also be
supported by an integrated control environment.
Given today’s emphasis on joint operations and the

promise of sea-based weapons for land attack, an
effort to rationalize information and control flows across
the entire mission area appears warranted. Figure 6
shows basic functional flows for a consolidated
warfighting process. Tie lines drawn across the top of
the figure are used to show internal and external
information flows. A third tie line, drawn across the
bottom of the figure, indicates resource fiows.

An integrated control environment also has appeal
in the area of survivability. Future joint and
expeditionary warfare operations are likely to involve
complex operating environments and multiwarfare
threats. Dealing with a mix of air, surface, and
underwater threats will call for a total ship approach
to survivability. This demands an effort that cuts
across the traditional boundaries that separate
combat and ship systems. Key concepts include
automation and integration of signature
management, hard kill, soft kill, and passive defenses
against threat weapon systems.

DATA INTEGRATION

The goal of data integration is to ensure that all
the information in the environment is maintained as
a consistent whole, regardless of how parts of it are
operated on and transformed to support decision
making. This section reviews the character of
information flows in warfighting processes and the
properties necessary for data integration. Important
properties include interoperability, nonredundancy,
consistency, exchange, and synchronization.

Until World War |1, the pace of operations was
such that mission teams could gather selected
information, study it, generate alternatives, and
evaluate them to determine the most appropriate
course of action. The speed of modern vehicles,
weapons, and communications stresses the team’s
ability to react fast enough to a shifting tactical
situation. In future conflicts, warfighters are
expected to mass fire and not forces. This style of
warfighting will make new demands on information
management for mission teams. Given the
complexity and time constraints of future combat
environments, mission teams may have difficulty in
responding adequately to the challenges listed
below:

« Assign targets with the speed and precision
necessary to seize the initiative

» Analyze the tactical situation as quickly and
accurately as needed for effective planning

+ Generate, select, and integrate responses
fast enough to optimize force deployment

« Communicate plans and objectives quickly
or accurately enough to maintain unity of
effort

« Allocate dispersed resources with sufficient
accuracy and speed to position them
properly for countering an enemy attack in
depth

Consequently, improved data integration is
necessary to enhance the efficiency of warfighting
processes and continue to reduce manning
requirements, while improving time lines for the
conduct of operations.

TACTICAL INFORMATION FLOWS

In peace and in war, shipboard mission teams
are constantly surrounded by masses of information.
Most of it is needed for day-to-day operations, while
a small amount makes the difference between suc-
cess and failure. The challenge is to separate the



Data Integration

lllllIllllllllllllllllll‘llllll'llllllll|lllfllllll|llllll‘llI‘llll'll"lllllllll!l'll'llllllllllll.lll‘lll’lllll

External Information Flows

‘ Gwdance

1 F{epomo Theater
' &Componenthls B

OPTASK Supp
Daily Intentions
Threat Priorities
Defended Areas
Rules of Engmt
Strike Guidance
Joint Air Ops Plan
Air Task Order
Airspace Ctl Order
Air Defense Plan
ECM Plan

IW/SEAD Plan
Logistics Constraints
Command Structure

i ooBEop | i b i

.1 Capabilites 1 | [
Environment : 1 I A

ThreatData i P

2 Establish Taskmg ’A(r;(r:]ri:/[:s i Plans i 1 ob b
& Expectations ., ‘Doctrine t 1 ¥ 1
R W ! ' Archives ! 1 't ! ‘
:3 Develop & Test H . ! E : : H H
- Qoeratlon Plans : ' Comms Plan ‘

. ‘L ¢ Screen Formats '
Promulgate oP ' i Pads & Overlays ‘

Support Plans —

C2 Methodology
Identification Criteria
Preplanned Responses
Air Space Coordination
Readiness Posture
Analyze/Plan Surveillance
Coord. Air Tac Net Comms
Stationing, Sectors, Patrols
Air Safety & Joining Proc.
Training Plan

Logistics & Supply

6

'\ﬁ'ss_'o? Posture E : comms Plan E Plan Evaluation : E ; E
o i+ LinkStatus v, , ., H P
7 AlIocateR soutces v : EMI Data - R . -
PR : : Stat * . Plans & Constraints ey
8 Establish Desired - "%‘sset tatus | Local Scene S
Dlsplays&Lmks ' ; 'raining Alds i Summary Plot T
! ) 9 L Exiatiish B T Component A : o :g
' , 'gw . Requests, !NavigafonData ! | i !
: . Mission Team(s) ;' 1 Orders, ‘Manguver Tactics & 1 3%
| ) 77 ¥t Reports  1VoyageMgtData : f -
' A 10 ‘Maintain Nets | Assets Data ! .yg, g . Voo :ﬁ
R Wamies T | E e, D
! Y ‘Monitor Readiness | « i ' ! Track Files oy
| i yooooooo— o Yoiob ot iiDConficts of bt
' [ 12 Position & Coord. H I H we "
1 A : i 1 | Evaluated Tracks
+ Mission Teams j Assets (Organiclloint) Vo Engage Modes & Zones
I'ilz'grl\(/;lere?e/r\{sCe T a . O!;ta;Alf I Engagement Constraints
HE nt u
|CAP Control A P[otlnforrnahon i v Engagement Schedules

! 5
I i
[ i
[ i
i i
[ i
l .
i : !
Billets ]
Watch Stations i
Displays '
I
I i .
I i !
I .
' |
P !
vl
1o !
] l l

w 5 Conduct Trammg v

“Select Desired

1 Joint Air ID
1

Resources: Space, Coollng Power,
Moment; Training, Equipment, Admin,

Logistics Support and Replenishment

' Frdly Air Ops/ASu
. Air Marshalling Ctl
| Embarked Teams

} Watch Duties &
: Responsibifities
! Proficiency Data

: Contact Data
Track Reports
Position Data

14 ‘Build Air Plot

Internal Informatlon Flows

| Warnings
2 Asset Status
i Position Orders

1 Position Reports

§ Force Orders

l

.._.-_---.-?

Capabilities
Air Plans

‘ Térge't Files
Tactical Plots

v

Assessments

B/S Track Data
Evaluated Trks
Intelligence Data
Enwronment Data

i

teememmeememimcmmaaman;
..._----.---..-.----.--|
tmmmememecmmimcmmma—aa

Engage Orders & Status
Guidance Data/ Comms

NHMS—ITOD>

: 15 Assess Sh[p !

Control Requnements

-

Sf'\ips
Aircraft
Helos
UAVs
Sensors
Weapons

e e ot = 4 e e = e W e m e = e e @ M m

516 Maneuver Own Ship

17 Estabhsh CombatID !

f,<

i 0 Contlngency Ops

(e g NO‘Fiy Zones)

:

: Damage Rpts
+ KA Reports
MainteLance
M

chy Condition
Startup / Restart

Sit Reps
“Heads Up”
Op Reps

'

21 Operanons OTW 1

l A 2" BDA/Kiii Assess |

Cas Reps

Ri

»23 Recover/FlghtHurt !

24 Report Staius

FIGURE 6. PROCESS REFERENCE MODEL - AIR DOMINANCE

7




Data Integration

wheat from the chaff while remaining flexible enough
to handle changing demands. To characterize es-
sential information flows, some key questions must
be addressed:

« What kinds of information must be provided?

« What processing modes must be supported?

« In what directions must information flow?
Kinds of Information

A ship must accommodate information relating
to all courses of action of interest to decision mak-
ers. Mission effectiveness depends on the quality of
the tactical picture made available. ldeally, a good
situation assessment provides for timely and com-
plete understanding of the military situation at hand
and how it has evolved. This includes information on
the mission, operating area, enemy situation, own
force situation, and weather, along with all essential
operational capabilities. The depth of understanding
achieved must be enough to support accurate pre-
diction of hostile intent and selection of an optimal
course of action. This represents an ideal, an upper
bound as to what can be known with confidence.

There appear to be four broad categories of in-
formation useful in describing any military situation:
identity, geolocation, operational, and organizational.
With respect to dynamic behavior, each category
contains two kinds of information. One (tactical) is
dynamic and perishable, derived from message traf-
fic and organic sensors. This information is most
useful for describing the dynamics of evolving tacti-
cal situations. The other (archives) consists of fairly
static databases, including order of battle data and
other nonperishable information that can be used
to enhance or refine the overall picture. At a mini-
mum, enough information is needed to answer the
questions listed below.

This list is sometimes called the “commander’s
catechism.” References 7 and 8 provide further dis-
cussion. Despite the organizational, procedural, and
doctrinal changes taking place in U.S. warfare con-
cepts, these questions remain valid, and serve as a
starting point for consideration.

Processing Modes

As a beginning, three modes are used to pro-
cess the mass of information. Pipeline information
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~ Where am |7 (Situation)
Where is the enemy?

What is the enemy doing now?

Where is the enemy vulnerable?

What are the enemy capabilities?

What are the enemy’s key decisions?
How should we influence those decisions?
What combat power do we have? 1
What are our vulnerabilities?

© Am | in balance?
; Movements? Reserves? Logistics?

How long will it take me to .... ?
' How long will it take an enemy to .... ?
| What is the most important thing to do now? s

§

, How do | get it done7 3

is standard, persistent information shared between
units. Only a small amount of this information is
essential for the commander to get a sense of the
battle space. Reports are automatically updated and
disseminated per standing operating procedures.
Alarms, the second mode, are time-sensitive reports
alerting a mission team that things are not going as
envisioned and corrective action is needed. This
type of information flow is fundamentally important
for response initiation in operating process control.
Reporting criteria are set either by the commander
or by subordinates with an understanding of the
commander’s intentions and mission objectives.
Alarms should not be delayed for any reason and
should skip echelons in transmission. Thirdly, the
tree mode involves a directed search for informa-
tion from internal and external sources. The tree
represents the many sources of information involved
and becomes the prime mechanism for retrieving
data needed to solve specific problems. The tree
mode is used to communicate the commander’s in-
tent and update his estimate of the current and fu-
ture situation. It is also used to maintain operational
history data and to verify assessments of unit readi-
ness and capability.

Direction of Flows

Information can flow up, down, or laterally within
a ship’s command hierarchy. Downward flows
include directives, guidance, statements of the
objective, regulations, and information of importance
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or general interest. Upward flows may include
organic sensor data, status or progress reports,
situational information, and assessments. Lateral
flows contain information that may be shared by
several mission teams or tasks.

INTEGRATION PROPERTIES

The information manipulated by mission teams
and systems includes both persistent and nonper-
sistent data. In essence, data that does not survive
completion of the mission task creating it is called
nonpersistent. Data integration becomes important
when either type of data is shared across mission
teams or tasks. There are four ways of sharing data.
Direct transfer is most efficient when real-time inte-
gration is required. File-based transfer is easiest to
implement. Communication-based transfer is used
for open systems and distributed environments. Re-
pository-based transfer can support a tightly
coupled, consistent task environment. The goal is
to maintain consistent information, regardless of how
parts of it are transformed in task execution. Key
data integration properties (See Reference 9) are
displayed below and discussed in the following text.

’ lnteroperablllty How much work must be done for
! one mission team or control system to manipulate the
data produced by another? :

Nonredundancy How much of the data held by one
mission team or control system can be duplicated by,
or derived from, the data managed by another?

Consistency - How well do different mission teams
and control systems cooperate to maintain a unity of
effort when sharlng data?

Data Exchange How much work must be done to
make nonpersistent data generated by one mission
team or control system usable by another?

Synchronlzatlon - How well does each mission team
¢ or system communicate the changes it makes inthe |
values of shared nonpersistent data? !

Interoperability

Major warfare systems increasingly are net-
work systems that may have nodes in the air, at sea,
and on land. U.S. and allied forces will have to em-
ploy common approaches to doctrine, planning, and
battle space awareness data if interoperability is to

be assured. Suppose that one mission team or sys-
tem is using a particular view of some data in the
mission control environment. Another team may
need to use the same data but see it at a different
level of detail or utilize another scheme for repre-
sentation. Many kinds of information can be shared,
including documents, voice, imagery, graphics,
specifications, computer programs, computer pro-
gram data, and metadata (descriptions of data struc-
tures and relationships). Whatever kinds of infor-
mation are involved, it is often difficult to say pre-
cisely what is being shared. The difficulty factor
arises because what is being shared depends on
the kinds of agreements that exist between the com-
ponents sharing data. Two teams or systems may
wish to use different symbol sets or even different
semantics for data from a single source. The follow-
ing categories indicate the levels of agreement that
can exist.

e Carrier. Agreements at this level allow data to be
shared by teams or systems independent of syn-
tax or semantics. Use of a common byte stream,
as in UNIX, is an example. Without such agree-
ment, each node’s output must be converted for
use by another node. But since the nodes have no
shared understanding of the data, each must ana-
lyze the entire stream.

» Lexical. Agreements at this level establish a com-
mon understanding of the basic tokens of data (or
symbols) being shared. Nodes are then able to
interact with greater efficiency. But they still have
no shared understanding of operations performed
on the data. One form of lexical agreement: a list
of items separated by commas.

* Syntactic. This level of agreement establishes a
common syntax for shared data. Nodes may agree
on a set of data structures or rules governing the
set’s formation. This permits nodes to avoid re-
peating actions to analyze, validate, and convert
data structures, but there is no shared understand-
ing of meaning and implied behavior.

« Semantic. This level of agreement establishes a
shared understanding of data structures and op-
erations performed on those structures. This can
be done either by embedding knowledge of data
structures and operations into systems and pro-
cedures or by creating a repository of information
about them. This level of integration is an enabling
factor for task automation.
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e Method. This level of agreement establishes a
shared understanding of the method, or context,
in which the data is to be shared. Some knowl-
edge of context is essential for nodes to under-
stand how data elements interact. Method-level
integration comes close to process integration,
since it implies each node understands the overall
work process to some extent.

These categories have some interdependence
and the boundary lines are not crisp. The difficulty
of implementing agreements increases with the
scope of understanding to be shared and can be-
come an obstacle to openness.

The role of information standards is to document
the agreements set up to enable interoperability. In
essence, they define a logical view of data (mean-
ing and use context) independently from the pro-
cesses that create or use it and make it possible to
maintain and share that view across many pro-
cesses. Both Army and Joint Technical Architec-
ture documents (References 10 and 11) cite an ex-
tensive list of relevant standards. Both mandate use
of IDEF tools to model information flows and cite
the Defense Data Dictionary System (DDDS) as an
authoritative source for data standards. Managed
by DISA, the DDDS is a central database that in-
cludes standard data entities, data elements, and
data models.

Aninformation model is a representation at some
level of detail for a set of real-world processes,
products, and/or interfaces. Models of three types
(for activities, data, and interfaces) are often created.
Activity models describe the procedures (automated
and manual) a team must perform to achieve its
mission, with particular attention to required
information. Data models, developed from the
information requirements given by activity models,
define entities and their data elements and illustrate
the relationships among the entities. Interface
models tie disparate activities together to represent
mission processes and tasks. Interface models may
be customized to fit particular teams or systems and
are considered later, in the section on Infrastructure.

Nonredundancy

Redundant information in a database, whether du-
plicated or derived, is undesirable because it is dif-
ficult to maintain consistency. Nonredundancy is
relevant even if different teams and systems store
their information in the same database. In general,

mission control operations can benefit from efforts
to rationalize information flows. Air dominance op-
erations, as an example, involve many different sys-
tems and target types. Ballistic and cruise missiles,
fixed wing and rotary wing aircraft, and unmanned
air vehicles are target categories with different track-
ing, identification, and engagement characteristics.
Missiles, guns, electronic countermeasures, and
manned aircraft are used to engage threats, while a
large array of sensors provides target motion and
characteristics data. Since a weapon system may
be served by multiple sensors as well as multiple
target or track databases, rationalizing information
flows involves integration of sensing and fusion re-
sources as well as data flows. Clearly there is much
room for improvement.

Today’s front line surface combatants are
required to perform at sea for long periods of time.
A multimedia archive system is needed to provide
local repositories of tactical, technical, and
administrative information for use during these
periods. Today, database support tends to be
stovepiped, and it is difficult to maintain compatibility
across ship classes. At times, archive data can
become so out of date or lacking in detail as to
interfere with efficient operation. Effective integration
calls for adoption of a single repository to provide
paperless access to archive data on a shipwide
basis. This will create many opportunities for
eliminating redundant data. The way to begin is by
reaching agreement on a general, extensible
information model, plus an object manager to
perform data storage, query handling, update, and
security functions. The repository must support
concurrent access to multiple versions of many
objects, ranging in size from very small to very large.

Consistency and Data Management

Given the need for a shared understanding of
the battle space, the Navy can’t risk not having a
common situation piot. A fundamental goal is to
provide for a common database with the ability to
deliver appropriate data to users at different locations
and levels of command, regardless of the actual
equipment used. This demands the ability to
maintain several different views of the battle space
and to propagate changes between such views,
allowing mission teams and individual operators to
work at different levels of responsibility and utilize
different representations (symbology). Each team
has its own roles and capabilities and may have
different battle doctrines, rules of engagement, and
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situation displays. Resulting views will differ in many
respects, but basic consistency must be maintained
to establish a unity of effort. Each view should be
derived from a common global process model to
ensure consistency in terms of view creation and
change propagation. The information must be timely
and it must have the ring of validity; it can’t be just
someone’s interpretation of the battlefield.

Data Exchange and Synchronization

This area is very similar to interoperability, but
applies to nonpersistent as well as persistent data.
Future theater warfare operations will call for the
collaboration of multiple mission teams controlling
different parts of a joint operating process.
Cooperative engagement was cited as an example
earlier. There is also growing interest in the concept
of a virtual land attack system that uses interacting

air, space, and surface resources to detect, target,
and attack in real time. Elements of the concept
include creation of a theater planning node capable
of operating at sea, on land, or in the air; an object-
oriented model of adversary operational structures;
and a modular family of munitions that can be
allocated to generate highly effective attacks at
relatively low cost. Generation of high-quality fire
control loops across multiple participating units
depends on the accuracy, latency, reliability, and
consistency of associated data exchange and
synchronization processes. This involves
tremendous demands on data processing,
simulation, and display resources. For example,
high-capacity data storage is essential to provide
fast access to photographic information or to three-
dimensional terrain data. Such demands will make
it necessary to adopt new computer architectures,
based on parallel and distributed processing.

CONTROL INTEGRATION

The goal of control integration is to allow the
flexible use of resources to accomplish mission tasks
in accordance with user preferences. Teams must
share functional resources to support flexibility in
team structure and access to resources. Within this
context, control and data integration are
complementary. Data integration deals with data
representation, transfer, conversion, and storage
concerns, while control integration deals with control
transfer and service sharing concerns. The control
environment must accommodate a large array of
possible operating modes and configurations to
permit effective service in a wide variety of scenarios
and environments. Consequently, it is necessary to
support and integrate results from three main groups
of processes. Mission planning processes support
efforts to define what the mission teams will do.
Readiness management processes provide access
to essential resources. Mission control processes
execute a chosen course of action.

In a sense, a backbone environment consists of
the services it makes available to users. To the extent
that services can be standardized across mission
teams, it becomes possible to create a general task
environment for mission control. Given a joint
approach to doctrine, mission planning, and battle
space awareness, interoperability can also be
improved. As suggested by Figure 7, the general
task environment (GTE) is likely to provide only part
of the resources available to each mission team. An
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operating environment for software and hardware
resources (SHOE) and a specific task environment
(STE) of assets and capabilities that are unique to
a mission area will complement the GTE. Ideally, a
service offered to any team should be accessible to
all, and the use of one service by a team should not
limit appropriate use of any others. However, simply
eliminating incompatibilities between component
systems, so that the mission teams no longer
perform tedious data entry or extraction tasks
because computers won’'t communicate, would
make a good beginning.

MISSION PLANNING

Information flows are one of the critical elements
in the conduct of operating tasks and a central factor
in design of a backbone environment for use by
mission teams. Finding ways for mission teams to
utilize massive amounts of information from external
sources is especially important in mission planning.
Existing systems tend to limit access to such data
and make it difficult for joint and coalition forces to
develop an integrated command and control
structure.

Commonality in mission planning begins with a
shared concept of operations and the associated
command structure, and in many regional conflicts
decision criteria for key phases of the campaign will
have a joint flavor. Today, for example, it can be
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modernization and upgrade cycles.

o Battle Doctrine. As operations
become more complex and difficult, the
role of automation becomes more
important.  Automated doctrine
capabilities can help to cut reaction
times further, enhance tactical flexibility,
reduce operator stress, and tailor
response sequences to prevailing

FIGURE 7. GENERIC BACKBONE ENVIRONMENT

awkward to coordinate mission planning with
embarked forces because ships do not employ the
rapid reaction planning process used by the Marine
Corps. In another decade it can be expected that
joint mission planning, using simulation-based
planning methods, will enable coordination across
an entire theater of war. Even a diverse mix of forces
will then be able to develop and execute a shared
concept of operations with confidence. Another step
that can be expected is the integration of mission
planning with training systems. By tailoring
simulation and modeling assets to the actual
operating area, and incorporating current
intelligence, it will become possible to generate a
visual rendering of mission plans on a synthetic
battlefield. The notion of “just in time” training then
becomes meaningful. Beyond training for a given
course of action and on-the-fly revision of training
scenarios, this means new capabilities for plan
evaluation and rehearsal of critical tasks.

At present, however, mission planning is a
manpower-intensive undertaking with a number of
limitations. In particular, various process
improvement efforts indicate that mission teams
without extensive experience in a specific operating
area could benefit from automated planning
support. This system would assist mission teams
in the following areas:

 Data Structures. Lack of standard data formats
leads to interoperability problems between the

conditions. Better capabilities can also
be provided for visualizing the effects
of alternative tactical doctrines.

» Communications Setup. Planning tools to assist
mission teams in establishing a communications
profile tailored to the operating environment should
be provided. In advanced versions, the goal should
be to load a predefined plan and have the
communications profile automatically adjusted as
necessary to implement the plan. Plans would be
assessed on a continuing basis, with summary
feedback to operators on connectivity and traffic
statistics. The idea is to simplify the mission team’s
operating processes.

 Display Management. Similarly automated
capabilities should be provided for planning and
setup of operational displays. The idea is to tailor
displays to what operators need to know in the
actual operating environment. This involves use of
information layering and visualization techniques,
advanced graphical user interfaces, and ways of
automating extraction of essential information.

e Virtual Teams. A virtual command team concept
can be implemented using computer-supported
cooperative work tools to conduct assessments,
develop or evaluate a course of action, and address
technical or support problems. This enables
mission teams to work together across department
or service lines.

« Message Processing. A broad range of information
is sent to the ship by naval message traffic. This
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traffic is generally maintained as separate paper
message logs, making it somewhat difficult to
cross-correlate with ongoing events or tactical
displays. Command needs paperless delivery and
access to operations messages, along with
automated parsing, sorting, reformatting, and
display of pertinent information. In short, provision
should be made to strip the message data of
unwanted formats and transform it into something
usable by a human being.

e Reference Data. Historical data about the
environment, previous operations, and
contingency plans can help newly deployed
mission teams learn what to expect and what has
worked in the past. In addition, CD ROM “juke
boxes” can be provided to supply tactical
references (joint and service publications) for use
in planning. Teams without extensive experience
in the operating area could benefit from access to
a consolidated database.

e Data Fusion. Mission teams continue today to
plan operations using large charts and yellow
adhesive notes. Enormous efforts are made in
gathering data and trying to make sense of the
operational situation. Access to a large-screen
display and automated planning tools would be a
big step forward.

READINESS MANAGEMENT

The role of readiness management s to balance
available resources against tasks. Local readiness
functions monitor capabilities in each major mission
area and provide status information to the respon-
sible mission team. The mission team determines
when intervention is necessary and initiates the
proper response. The ship-level readiness function
collects technical status data from mission teams
and must transform it into a description of available
warfighting capability for the command team. But
this arrangement is far less than ideal. First, the
command team has limited connectivity to the dif-
ferent areas within a ship, so available data is some-
what limited. Second, reports from individual mis-
sion areas can be inconsistent, as each has differ-
ent data structures. Third, even if the available re-
ports are consistent, it may be quite difficult to trans-
form the technical data into operational information.
There is a need for a “what if” tool to help in assess-
ment of mission impact, estimation of recovery time,
and allocation of resources. Readiness can be de-
fined and quantified adequately only in terms of an

operating profile, tailored to some mission environ-
ment and tasking.

Configuration Management

The basic functions in this area include identifi-
cation, control, status accounting, and verification.
Distributed control systems typically demand a so-
phisticated level of configuration management be-
cause of the frequency of field reconfiguration and
upgrade. Configuration management tools are used
to define node addresses and the relationships be-
tween the nodes, to add new nodes and to replace
any defective ones, and to test any node and any
function needed to properly start up and maintain
the system. Configuration management require-
ments come as a surprise to many people moving
from centralized to distributed control structures. The
earlier system never had to replace nodes or ad-
dress them. Relationships between its nodes (sen-
sors and actuators) were usually programmed into
the system. Changes (e.g., adding sensors or ac-
tuators) were difficult and expensive to make. But
the “necessary evil” of system management is re-
ally an enabling tool to harness the new capabilities
of distributed control structures, including autonomy
of nodes, flexibility of configuration, and ease of
maintenance.

Fault Management

Total failure in warfighting control systems is un-
acceptable. Fault management services allow a sys-
tem to react to the loss or incorrect operation of sys-
tem components at various levels. Because no one
wants to go to war with weapons that don’t work, a
general task environment for warfighting control must
provide for predictable behavior under a wide range
of conditions, based on well-tested systems with
built-in protection against the loss or incorrect op-
eration of system components at various levels. Cus-
tomary methods of design for fault-tolerant opera-
tion include the use of ultrareliable components, re-
dundancy, component diversity, casualty mode op-
eration, and comprehensive capabilities for fault de-
tection and recovery.

One of the major concerns in design of
warfighting control capabilities is that an adversary
may attempt to attack weak points of the control
structure itself. Any flaw in weapons or battle doc-
trine, poor safety or security, or susceptibility to in-
terference effects represents a possible failure mode.
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Performance Management

Services in this area allow resources to be man-
aged efficiently. System management includes ca-
pabilities for defining and managing user access,
devices, file systems, administrative processes,
queues, machine/platform files, authentication, au-
thorization of resource use, and system backup.
Performance aspects of hardware, software, and
network components must be monitored and sub-
sequently made available to the system manager.
The manager must then have access to resources
and parameters with which to tune the system to
meet performance targets. In this process, the sys-
tem manager must monitor various triggers for func-
tion migration such as failure or repair of hardware
components, mission phase or workload change,
requests, and timed events.

Data extraction, recording, playback, and re-
construction capabilities are essential aids to sys-
tem performance management. To aid mission
teams in conducting reviews of recent operations,
capabilities should be provided to record pertinent
information for at least 24 hours. The archiving fea-
ture should provide snapshot capabilities that allow
an operator to select any period of archive data for
permanent storage. In addition, playback capabili-
ties should be provided that allow an operator to
replay any time period in the last 24 hours to any
station in the ship, without disrupting live operations.
Multimedia data storage will be needed eventually.

Security Management

Achieving adequate security protection may in-
volve various approaches, including the control of
physical access to facilities, the invocation of par-
ticular security mechanisms in computing platforms,
and the control and protection of information trans-
ferred between elements. Security services that
need to be provided either through implementation
in the information systems or through the exercise
of physical facility and administrative control proce-
dures include identification, authentication, access
control, assurance of resource integrity, service
standards, accounting, and auditing. Where pos-
sible, the backbone environment should reduce or
eliminate the need for separate or dedicated sys-
tems to process information controlied by different
security policies. This means providing an applica-
tion platform with security protection adequate to
permit simultaneous processing of multiple tasks,

subject to multiple security policies of any complex-
ity or type, including policies for sensitive unclassi-
fied information and for multiple categories of clas-
sified information. This will permit system use to
support multiple missions with varying sensitivity and
rules for protected use. It will also permit the sys-
tem to give simultaneous support to multiple users
with different security attributes.

Force and Warfare Systems

The importance of shipboard readiness manage-
ment functions has long been apparent. A need for
readiness management capabilities is emerging at
force and warfare system levels as well. The prob-
lem of asset allocation in a warfare system inherits
all the difficulties of ship-level readiness manage-
ment. But warfare systems have little access to ship-
board readiness information. To avoid creating a
communications bottleneck, the data transmitted to
higher command should include only summary data.
To develop a basic asset management capability at
this level, it is also necessary to address operating
concepts and mission profiles, control structure and
techniques, and associated component capabilities.

For warfare systems, readiness management in-
cludes determining the source and allocation of sen-
sors, systems, and data assets among participating
units to enable coordinated mission operations. Abil-
ity to disperse tasks among participating units is both
a strength and a weakness in the face of partial loss
of function. The strength is that the mission can be
at least partially successful, even when one or more
of the participating units is lost. The weakness is
that relatively complex reconfiguration procedures
across the overall warfare system may be neces-
sary to maintain continuity after a disruption. The
resultant task is developing reconfiguration strate-
gies to retain maximum effectiveness in the event of
unit loss, sensor system failures or jamming, or com-
munications losses.

Embedded Training

While shore-based training is the genesis of a
well-trained crew, on-board training provides an at-
hand, versatile, and challenging method of improv-
ing crew skills while avoiding some of the costs as-
sociated with shore-based refresher training. The
on-board training system must be designed and in-
tegrated in such a way as to provide training evolu-
tions that can be tailored to the entire crew, a se-
lected portion of the crew, or individual training. It
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must allow for on-line operator manipulation of the
training problem and be capable of “instant replay.’
The concept of stimulation is fundamental. Ownship
sensors, communications equipment, data links, and
weapons can be stimulated through on-board train-
ing systems. Imaginary contacts can be input to
sensor systems through training systems that per-
mit the entire ship to operate as if actual contacts
were present. Through stimulation, realistic sce-
narios can be played out to exercise the entire ship
and crew.

MISSION OPERATIONS

Mission control systems create value by medi-
ating the execution of mission tasks under orders.
A wide range of mission tasks can be performed,
from maneuver and interaction with friendly units to
delivery of energy against a target. This section con-
siders the character of mission control operations.
A number of associated design issues and opportu-
nities are given in the following section.

In general, each mission team performs a se-
ries of situation monitoring, diagnosis, response ini-
tiation, and execution control activities. Discrete ac-
tions involve a sequence of discrete functions or
steps (an action path) designed to achieve some
desired outcome. Mission teams initiate the actions
and direct their execution through a control struc-
ture that places all the machinery of a large ship at
their disposal. Figure 8, which is based on a con-
cept of integrated survivability, shows a process flow
that is typical of mission control operations.

Situation Monitoring

Battle space awareness is the mainspring of mis-
sion control, and a comprehensive situation plot is
vital for effective operations. Itis convenient to think
of situation plots as layered information structures.
In such a context, the first layer might reflect the
information standards, symbol sets, and screen for-
mats used to prepare and display plot data. The
second layer might consist of relatively static data
taken from archives, including information about the
operating area, the enemy order of battle, and simi-
lar data used to establish a context for operations.
A third layer might reflect command formulation of
the objectives, constraints, and plans that govern
mission operations. Data received from off-board
sources might make up a fourth layer, while data
from organic sensors makes up another. The re-
sulting plot contains a mix of dynamic and perish-

able information that is updated cyclically and pro-
vided to monitoring functions. Both human opera-
tors and computer-based systems are used to per-
form situation monitoring. Updates from sensors with
high-volume search rates may require intensive pro-
cessing. High-speed processing is then necessary
to meet response time constraints. For example,
future systems may have to perform threat evalua-
tion for up to 5000 tracks within a cycle time of four
seconds or less. Situation monitoring involves a
number of design issues and opportunities ad-
dressed at the end of this section.

Assessment (Diagnosis)

Command decision makers need full informa-
tion concerning a track’s kinematic, identification, and
tactical histories to support decision making that is
timely and correct. Currently, this can be obtained
only by concentrating on a few specific tracks over a
period of time. This current process exceeds one
person’s span of control in a dense track environ-
ment and drives current ships to designate multiple
tactical action officers (TAOs) for different warfare
areas. A capability to display a concise, complete
tactical history of a track is needed. This history
should include kinematic history, identification indi-
cators received and all decisions made from them,
actions taken, and who performed the actions. Com-
mand personnel could then rapidly review all perti-
nent track information prior to making a decision.

Response Initiation

This capability is of central importance. For ef-
fective mission operations, alarms and alerts at dif-
ferent levels of criticality must be sensed and ap-
propriate responses quickly setin motion. Response
initiation triggers are of two types. State-based trig-
gers are closed-loop mechanisms, produced when
the system is in a particular set of states. If time is
regarded as a state variable, periodic functions are
initiated by this method. Operators can generally
override automatic systems, generating or cancel-
ing triggers at will. Command by negation is an ex-
ample. Common mechanisms should be used for
message passing, event notification, and triggers
across all mission teams.

Execution Control
Mission tasks are broken into a sequence of

primitive steps, each implemented by a set of simple
components. The components include sensors,
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effectors, and controllers. The sensors transform
physical resources into information, while effectors
transform information into actions. The control com-
ponents govern resource flows. Execution of war-
fare tasks is controlled by a combination of manned
watch stations and automated assets. In general,
the task is to control target processing by on-board
weapon systems. Response time (time from detec-
tion to completion of a suitable response) is a criti-
cal factor in performance and may require schedul-
ing based on deadlines and criticality. Execution
times of all tasks must be predictable and should be
driven by hardware constraints rather than the time
taken by human or computing elements to note
alerts, select an action option, and then exercise the
controls needed to generate that option. Accord-
ingly, many elements of target processing systems
are highly automated.

DESIGN ISSUES AND OPPORTUNITIES
Interoperability

Lack of a common situation plot among all com-
ponents of a distributed force is a key obstacle to
cooperative warfighting. A joint force commander
may not even have the same plot accessible to all
members of his staff, and extensive communication
is then necessary to coordinate decision making.
What is needed is an object database approach that
offers tailored plot data (of fire control quality) for all
mission teams yet is interoperable with systems used
by joint and allied forces. It will take more than com-
mon data flows to accomplish such a goal. This ar-
chitecture must include definition of common data
interchange models, data structures, and data man-
agement services suitable for use across the many
independently developed subsystems found in the
mission domain.

Lack of comprehensive standards for tactical
data handling is a key impediment in this area, al-
though MIL-STD-2525A (Common Warfighting Sym-
bology) may offer a convenient starting point. An-
other key obstacle is that computer program appli-
cation entities tend to make different assumptions
about what part of the software holds the main thread
of control. Thus the application software used by
different mission teams may complicate operational
integration. As an example, consider the area of
threat evaluation and weapon assignment. Many
concepts for new warships contain cooperative en-
gagement, self-defense, and area air defense sys-
tems for antiair warfare. Each component is likely
to have a capability for combat identification, each

may assume it holds the main thread of control, and
each is unlikely to support a collaborative workstyle.
What future mission teams may have to do, how-
ever, is conduct an interactive computer dialog with
mission teams across a theater and manipulate plots
provided by allies and coalition partners equipped
with systems and application programs not shared
by the U.S. Defining an object data management
architecture suitable for coalition warfighting and re-
use across multiple mission areas thus becomes a
task of enormous scope and importance.

Multimission Displays

Since the command team supervises all mission
operations, it is essential to provide display support
that spans multiple mission areas. Display
geolocation and range scales often vary by mission
team and system. In addition, the volume of data to
be handied (tracks or targets) often warrants mis-
sion-specific filtering of track data. Advanced tacti-
cal displays are needed to provide a comprehen-
sive situation plot.

Multipurpose Sensors and Weapons

The main question considered in this effort was
whether it makes sense to talk about a common
system engineering framework across many differ-
ent mission projects. This would mean, for the ship
as a whole, the kind of flexibility and resource shar-
ing achieved by the Vertical Launching System in
handling multiple missile types or the AEGIS
Weapon System in handling multiple simultaneous
targets. But the adoption of a common backbone
environment for control functions will create new op-
portunities for multipurpose functional components
as well.

Figure 9 utilizes the open systems paradigm to
describe the notion of a multipurpose sensing
system. The diagram shows three entity types and
two interface types. Application entities are viewed
as report generators, turning sensor data into
packages that meet user requests. One or more
application platform entities provide basic sensor
functions as services. The role of the resource
manager is to allocate and schedule sensing
resources to satisfy requests by application entities
for services. Given resource availability data for
external sensors, a resource manager could be
utilized to request coverage from an external sensor
(outsourcing), manage data formats, or establish
doctrine for cooperative action to identify tracks.
Users and targets are external environment entities,
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as are sensor resource suppliers, target data
providers, and sources of interference.

Historically, the creation of multifunction sensors
(AN/SPY-1 Radar System) was a notable step
forward in combat system automation. In this case
a single, highly flexible system replaced a variety of
special-purpose radars and communication links.
Future systems probably ought to address the
problems of situational awareness on a theater basis,
working across individual ship and system
boundaries. A ship designed for joint operations
must not only correlate its own sensor data but also
have the flexibility and architecture to use information
from (or provide information to) all mission teams
present in the joint mission scenario and operating
environment.

Figure 10 describes another success story, the
Vertical Launching System, using a similar model.
In this case, missile types are the application enti-

ties. Future extension to launching of unmanned
aerial vehicles (UAVs), gun projectiles, and decoys
is not at all difficult to envision. These examples
serve to illustrate that there is a hidden assumption
underlying the way we currently design and build
mission systems: information and control flows are
relatively static. We may expect data in these flow
paths to change as the tactical situation evolves, ord-
nance is expended, and new orders are received.
But we do not expect or provide for continuously re-
defining the way system tasks are viewed. Design
of sensing and engagement components for any-
to-any interconnection can support a large reper-
tory of action paths, with flexibility to create new op-
erating modes tailored to specific operating tasks
and roles. Effective use of a large repertory en-
hances a commander’s ability to dictate the terms
of action and achieve the advantages of surprise in
tactical operations. Thus, future warfighting systems
should be able to continuously redefine information and
control flows by altering interconnection structures.
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PRESENTATION INTEGRATION

The goal of presentation integration is to improve
user interactions with the backbone environment by
reducing the associated cognitive load. This goal
can be achieved by reducing the number of
paradigms employed for interaction and
presentation, by adopting paradigms and metaphors
matched to the users mental models, by meeting
user response time expectations, and by ensuring

that users get a steady flow of useful information.
Key concerns are the integration of appearance and
behavior, the integration of interaction paradigms,
and display management.

While machines are reasonably well understood,
human-computer interfaces are not. This is appar-
entin our designs and studies. Within the shorttime
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allowed, studies are generally biased to quantifiable
results. Improvements in hardware are easily quanti-
fied while improvements to operator interfaces must
be gauged in terms of human cognitive performance.
All too often, the net result is that operator interface
improvements are left for another day. Since opera-
tor interfaces can account for over half of the code
in any major application (see Reference 12), this is
a problem. Operator interfaces not only consume
application development effort, but also determine
how effectively operators use the applications to
collect and process information, make correct deci-
sions, and execute required actions. If a ship is a
weapon, the operator interface is its handle. Better
design tools and new technologies will be used ex-
tensively in future command spaces and team work
stations to create better operator interfaces. Some
of the opportunities are shown in Figure 11 and dis-
cussed in the text below.

include ways to establish, monitor, and maintain a
target communications profile tailored to the watch
position. This would be a natural extension to an
automated capability for communications mission
planning. Watch standers should be able to load a
predefined plan and have the communications profile
automatically adjusted as necessary to implement
the plan. Plan assessment will be conducted on a
continuing basis, with summary feedback to the
operator. Information on connectivity of
correspondents should also be made available.
Opportunities for simplified communications also
include the following:

» Current techniques for controlling voice communi-
cations depend on an assortment of switches that
are physically awkward to manipulate. Future
watch stations should implement these in software.

e A personal interior
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Communications

The services provided at individual watch
stations are considered here rather than the overall
communications capabilities of a ship. A key goal
for development of advanced watch stations must
be to automate communications management so
operators can communicate effectively without
diverting their attention from primary mission tasks.
“Simplify” should become the watchword. External
communications today are accessed by voice link
to radio operators, and it is difficult for a watch
stander to maintain awareness of actual connectivity
and performance. Automated capabilities should

between ships by message
traffic. Future capabilities should
include paperless delivery and
access to operations messages, along with
automated parsing, sorting, reformatting, and
display of pertinent information.

* Voice recognition should be used to simplify secu-
rity and authorization procedures. Automated voice
can be used for prompts and acknowledgments.

Majorimprovements in audio equipment are also
needed. Operators may be required to communicate
on at least two internal nets and to monitor other
nets. The noise levels in command spaces are
stressful and distracting. Future headsets should
be designed for comfort and provide such new
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capabilities as digital audio, active noise canceling,
and wireless transmit/receive.

Graphics

Future displays will use new techniques to aid
tactical operators. This may include extensive use
of color, windows and icons, and new display heads.
The latter could include flat panel displays set into
command and control consoles, large wall screens,
and team watch stations using tabletop displays.
Interactive screens may allow

volves creating a new paradigm for information vi-
sualization with metaphors suitable for a
“cyberspace” environment. This will mean creating
advanced systems with context knowledge of infor-
mation resources to assist end users in acquiring
and assembling pieces of information. Figure 12,
derived from Reference 14, suggests creation of a
virtual environment for information access over net-
works where the user can navigate freely and query
globally without extensive technical knowledge of the
system.

da_ta_entry t_)y touch or thrOUQh Information Processing Client/Server Information
pointing devices. Volumetric (3D) Object Storage Facilities Facilities Warehouse
displays may allow better use of O Disk Storage Application Databases Mission Area
the cognitive skills underlying [JTape Storage posloases Applications abass -
human vision to understand the Enterprise (O Mission/Support base Manager
Object Manager Applications and Toolset

tactical situation better and

quicker. They will help to increase
the amount of information that an [

Enterprise Information Highway

operator can interpret and act on
quickly and confidently. New
symbol sets will permit use of
icons in tactical displays, leading
to reduced training time and better
retention of skills.
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The idea of a virtual panel
(see Reference 13) illustrates
what can be done. A control panel
is a common instrument for
controlling devices in the physical world and also
for controlling interactive computer applications. A
virtual panel combines elements of both physical
and computer control panels. As with the physical
panel, virtual panels can be arranged to permit use
of “muscle memory” in activating a control device.
As with the computer panel, virtual panels are easy
to design and customize, and the design can
implemented by many different devices. Interfaces
for a virtual panel can utilize at least three
techniques: gestures, manipulation of objects, and
voice command. Data gloves and touch-sensitive
screens are ways of implementing the first method.
The second can utilize many different device objects:
button, linear slider, rotary knob, stylus, data tablet,
mouse pad, keyboard, trackball, or touch-sensitive
screen. The last depends on sound or speech
recognition devices.

Many believe that next-generation technology
must and can go beyond present concepts of vir-
tual reality and graphical user interfaces. This in-

FIGURE 12. VISUAL INFORMATION UNIVERSE CONCEPT

Peripheral Devices

Future command and control consoles will likely
take advantage of windowing techniques to integrate
auxiliary displays into the main watch stations.
However, many new peripheral devices could come
into use; a number of examples appeared in Figure
11. Interactive device technology will permit the use
of interactive screens and a variety of pointing
techniques in future display interfaces. Touch-
sensitive screens exist today and improvements in
granularity and sensitivity will continue. Pointing
techniques will include eye-safe lasers, photoelectric
light-sensitive devices, and mouse-type devices,
among others. Existing prototypes allow interaction
with a display through eye contact. This has been
done to let pilots get information without use of any
other device.

Consoles could also provide a docking port that
enables a watch stander to connect and make use
of a portable computer; for example, with training or
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electronic library applications. Hence future
consoles may provide an array of quick connect ports
to enable use of such devices.

Support Applications

Portability of application programs will be the rule
in future developments. Such techniques as the
following will be provided to assist operators with
tactical planning and decision making tasks:

* Doctrine will be incorporated into display creation
so operators or Combat Information Center (CIC)
supervisors can better control the interface. This
will include the use of context-sensitive help
capabilities and workload balancing to maintain
alertness and prevent error due to overload.

» Decision aids will be provided to answer questions
and prompt users in situations fitting specified
criteria. This capability should be built around a
real-time database and be available for both

tactical and ship service applications. For example,
the system might offer cues and prompts for
accessing joint doctrine, accelerated mission
planning, setup of communication links, or
accessing an electronic bulletin board. Arguably,
there is a need to improve on today’s tactical
decision aids in terms of integration,
standardization, and quality control across ship
classes. Applications with undefined reliability and
maintainability characteristics or marginal logistics
support can have adverse ordnance safety
implications.

* Help engines will be designed not only to speed
task execution but also to help operators gain skill
in the use of application programs.

* Techniques will be developed allowing operators
to exercise control over the level of automation
employed, the level of explanations offered for
machine solutions, and the feedback provided on
relevant decision parameters.

INFRASTRUCTURE

We selected shipwide computing as an example
of infrastructure integration issues.* At this level
we are concerned with commonalities between the
backbone environment and a shipwide computing
environment. A virtual machine concept holds
promise for shipboard computing, but its
implementation involves some critical design
decisions. Perhaps the most important class of
decisions is the choice of interfaces based on open
system standards. First, we frame the problem in
terms of a total ship architecture concept. Next, we
consider applicable standards by computing function
or service area. A second class of key decisions
arises in formulating a strategy for isolating end use
functions (so that no failure in one function can cause
another to fail) while still allowing shared use of
instruction processing, memory, and I/O resources.
This is a final consideration.

REFERENCE MODEL

Standards have a growing role in development
of multiuse software. Standard operating systems
(such as POSIX), communication mechanisms (such
as CORBA), programming languages (such as C),
and graphical user interfaces (X-Window) have been
found to make software reuse easier. Adoption of a
standards-based technical architecture promotes

* Topside configuration is another area that might have been chosen. 21

use of standardized interfaces to achieve
interoperability, portability, and scalability across all
essential service areas. Known as the open system
paradigm, this approach offers improved
interoperability, systematic use and reuse of
commercial and government products off the shelf,
more competition by avoiding sole source
procurement, and reduced life cycle costs.

Ideally the qualities of reliability and effectiveness
needed in mission control systems can be combined
with the qualities of interoperability, portability, and
scalability offered by the use of an open systems
approach. Figure 13 represents a ship as a layered
open system containing three types of entities and
two types of interfaces. The entity types are
application software, application platforms, and
external environment entities. The interface types
include application program interfaces (APIs) and
external environment interfaces (EEIs).

The application platform layer includes all system
software services and all processing and display
hardware. The role of an application platform is to
provide services to external users at the EE! layer
and to application software at the API layer. The
role of the AP layer is to provide application software
access to the services of the application platforms.
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services can be provided directly
to end users, but increasingly
such interactions are mediated by
computers. Across the ship as a
whole, then, any two elements
providing equivalent services
should be interchangeable.

APPLICABLE STANDARDS

FIGURE 13. TOTAL SHIP ARCHITECTURE CONCEPT

This includes programming and operating services,
communications and security services, data
management and data interchange services,
graphics, and user interaction services. A
programmer causes an application software entity
to invoke application platform services (at the API
layer) by writing source code, which accesses the
services when compiled and executed. As in the
NIST Application Portability Profile (References 15
and 16), the basic idea is to make the software
services provided at the AP! layer interoperable and
transparent to application software. The line drawn
between software services and computing hardware
signifies that the hardware maker should be free to
change technology and manufacturing processes
while decoupling these changes from the service
characteristics delivered. The two entity layers are
then loosely coupled in that application platform
entities become interchangeable and application
software entities become portable.

" The top half of the target architecture provides
the logical component of mission resources; and the
bottom half, the physical component. The EEl layer
provides interfaces for exchange of communications,
information, user interaction, and service element
interaction categories. EE! and API layers are not
exactly parallel because the former also provide
application platforms access to ship resources such
as space, power, conditioned air and water,
passageways, and structural support. The external
environment entities layer includes mission teams,
command spaces, and ship physical resources.

Over the past several years
many efforts have been made to establish a work-
able set of base standards. Some of them are listed
below.

« TAFIM - Technical Architecture Framework for
Information Management

e DIl COE - Defense Information Infrastructure
Common Operating Environment

« ATA - US Army Technical Architecture

« JTA - Joint Technical Architecture, intended to
govern future C4l acquisitions

« USAF TRCs - Technical Reference Codes
» DoN Computer Resources Management

« USMC Marine Air/Ground Task Force C4l Technical
Architecture

References 10, 11, and 15 through 21 provide
further information. References 22 and 23 describe
similar approaches generated separately for appli-
cation to avionics systems.

Future surface ships are thus likely to use some
set of base standards as a point of departure for
definition of a shipwide computing plant. Figure 14
is based on the major service areas cited by most
of the recent studies: operating system, human-
computer interface, software engineering, data
management, data interchange, graphics, network,
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and security services. The text that follows gives a
short description of each service area and
associated primary standards. A brief discussion of
extensions that may be necessary to establish a
suitable environment for warfighting control systems
follows each description.

and recovery are also key tasks, since any serious
loss of performance can mean operational disaster.
The essential fault handling capabilities include
reconfiguration (where possible) and rescheduling
of tasks upon processor failure. Time constraints
complicate all these tasks.

DoD Model
POSIX, WIN32
X Windows, Motif, Win32

Service Areas

Operating System

User Interface

Use of an operating
system to control task
execution in an individual
computer is widely
understood. The idea of

Data Interchange

Adopt standards to meet

Software Engineering Ada 95 : .
real-time requirements
Data Management SQL, CGM, ODBC lncorporate standards
SGML, HTML with real-time extensions

CGM, JPEG, MPEG

Define specifications

extending standards to
fit real-time requirements

orchestrating task execu-
tion across a distributed
computing system is less
familiar. The existence of
such an overall system
manager is a key factor in

Graphics GKS, PHIGS, CGI
Network IP Suite, FDDI, XTP
Security DoD Goal Security Arch

Business

Near-real-time (C4l)

integrated architectures.
The higher-level operat-
ing system usually

Combat i .
maintains a hot backup,

FIGURE 14. COMMON APPLICATION ENVIRONMENT

Operating System Services

This category includes the core services needed
to operate and administer application platforms and
to provide suitable interfaces with application
software entities. Core services include kernel
operations, shell and utilities, real-time monitor
program, and drivers for hardware and peripherals.
The JTA calls for service access through either
POSIX or WIN32 APIs. Standards for distributed
computing services are drawn from the OSF
Distributed Computing Environment (DCE) and the
work of the Object Management Group (OMG). The
former supports remote procedure computing, while
the latter provides common object request broker
services. The DCE Authentication and Security
Specification is also of interest as an emerging
standard in the area of Distributed Computing
Services. The X/Open Single UNIX Specification
(SUS) is of interest as an emerging standard.

The importance of response time in weapon
control makes the real-time monitor a vital factor in
performance of warfighting control systems. The
monitor’s function is to ensure delivery of a required
level of service in a bounded response time. Process
synchronization is established in the context of given
priorities, deadlines, and constraints. Fault handling

23

performs allocation of
assets to processes, and
provides fault manage-
ment services. While OS kernels for real-time
systems are available off the shelf, it is not a trivial
matter to supply a distributed real-time executive
operating system as necessary to achieve a
distributed multiprocessing architecture.

Human/Computer Interfaces

This category includes the core services needed
to define how users may interact with an applica-
tion. The term user interface in this context is used
to mean a graphical user interface (GU!). Standards
are not only required for how to set up and manage
graphical windows, but also for the tool kit used to
generate basic display elements and so to establish
the generic “look and feel” with which functions are
presented to an operator.

FIPS Pub 158-1, User Interface Component of
the Application Portability Profile (X-Windows Ver-
sion 11, Release 5) is the principal base standard
for this area. The X-Windows System and OSF Mo-
tif or WIN32 APIs are the major building blocks. X-
Windows is a de facto standard for GUIs in open
system environments. The specifications are rela-
tively stable and any changes are expected to in-
volve tuning rather than major changes.
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A style guide is needed in order to achieve a
consistent “look and feel” across different applica-
tions. The DoD HCI Style Guide (TAFIM vol. 8) pro-
vides guidelines for user interface standardization
across applications developed for DoD activities and
calls for each organization to detail the specific “look
and feel” for its systems in addenda to the guide.
Domain-specific user interface guidance developed
for JMCIS and GCCS is now being incorporated in
the DIl COE.

Most of the mission control systems in service
today have system-specific user interfaces, while
the less-time-critical systems are using X-Windows
and Motif. This is due partly to lack of real-time
extensions to X-Windows, and to lack of style
guidelines for Motif in applications that demand
quick response under stress. While attention is
being given to performance improvements in new
versions of Motif, additional guidance will be
needed to address response time and weapons
safety features necessary for warfighting control
applications. Some current R&D programs are
making extensive use of common display kernel
(CDK) and the GUILE tool kit.

Software Engineering

The procedural aspect of an application program
is embodied in the programming languages used to
code it. Additionally, system developers require
methods and tools for development and mainte-
nance of the applications. Core areas include pro-
gramming language services, language bindings,
computer-aided software engineering environments
and tools, and formal software engineering meth-
ods. Ada has been a standard in the area of pro-
gramming language services. However, it is useful
at this point to note that the base standards apply to
interfaces rather than functionality. Application pro-
grams can be written in other languages (Cand C++
are frequently mentioned) as long as standard in-
terfaces to Ada are provided to maintain
interoperability.

Application programs for combat systems inser-
vice today make extensive use of CMS-2 and are
the only systems that rely extensively on assembly
language. Existing combat support systems use a
combination of Ada and C, while C3l systems use
G and other commercial languages. Little use has
been made so far of object-oriented languages (C++
and Ada-95).

Data Management

Standards in this area support the storage, con-
trol, distribution, management, and allocation of per-
sistent data and provide the means to preserve data
meanings and relationships. To improve
interoperability, data should be defined indepen-
dently from the processes that create or use it and
should be maintained and shared among many pro-
cesses. Core areas of service include data dictio-
nary and directory services, database consistency
and concurrency control, distributed data services,
and security services.

Entry-level SQL (structured query language) and
CGM (computer graphics metafile, to store graph-
ics) are usually cited as building blocks in this area.
FIPS Pub 127-2, Database Language for Relational
Database Management Systems, is the main stan-
dard cited for use in less-time-critical systems.
ODBC 2.0 (open data base connectivity) is man-
dated by the JTA for both database application cli-
ents and database servers.

One of the most critical needs in mission control
is to define a track data architecture that is fully
interoperable with systems used by joint and allied
forces and yet meets the needs of all warfare mis-
sion areas for track data of fire control quality. Such
an architecture must include definition of common
data interchange models, data structures, and data
management services suitable for use across the
spectrum of independently developed subsystems
found in warfare systems. MIL-STD-2525A (Com-
mon Warfighting Symbology) may serve as an ex-
ample and a starting point.

Today’s warfare systems use system-unique so-
lutions for track data management. Solutions are
typically defined by interface design specifications
(IDSs) written for each pair of interacting systems.
IDS messages concerning track data are often
based on similar messages in joint tactical digital
information link (TADIL) standards. The less-time-
critical systems make extensive use of SQL and re-
lational database management products such as
ORACLE, Informix, and Sybase. However, system-
unique solutions remain customary in track data
management applications.

Industry standards for database management
concentrate on relational databases in a client-server
environment. The standards available and under
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development do not effectively address highly struc-
tured track data files. Lacking standards, individual
systems have developed and continue to rely upon
system-unique track file management solutions that
cannot be extended into a vendor-independent dis-
tributed environment. Lack of a standard for track
file data management is a key impediment to imple-
menting distributed processing in the mission con-
trol domain.

Data Interchange

This category provides support for the inter-
change of nonpersistent data between applications
on the same or on different platforms. Many forms
of communication are used for data interchange. A
list of examples might start with function calls, glo-
bal variables, file transfer, object methods, shared
memory, remote procedure calls, interprocess com-
munications, and interprocessor communications.
Core service areas include document, graphics,
product, and electronic data interchange. Basic stan-
dards in this area include the following:

* National Imagery Transmission Format

» Standard Generalized Markup Language
(SGML)

* Hyper-Text Markup Language (HTML)
» Computer Graphics Metafile (CGM)
* Joint Picture Experts Group (JPEG)
* Motion Picture Experts Group (MPEG)

The importance of highly perishable sensor data
gives it a high priority in warfighting control systems,
but the architecture must also deal with many other
types of data including relational databases, imagery,
video, and map graphics (including products derived
from DMA standard products for real-time map
generation). The benefits of open system design
cannot be achieved if data interchange is throttled
by system-unique data interchange solutions. Free
interchange of data among systems developed
independently requires a systemwide data
architecture.

Graphics

This category provides functions required for
creating and manipulating pictures. The primary type

of service involved is definition and management of
displays and objects. These services include
definition of multidimensional graphic objects in a
form that is independent of output devices, and
managing hierarchical database structures
containing graphics data. Basic standards include
the graphical kernel system (GKS) for 2D graphics,
the programmer’s hierarchical interactive graphics
system (PHIGS) for 3D graphics, and the computer
graphics interfacing (CGl) techniques. The main
additional requirement in this area is adherence to
specifications established by the Defense Mapping
Agency (DMA) for its mapping, charting, and
geodesy products.

* The vector product format (VPF) is DMA’s effort to
move away from raster images of printed maps to
an encoding of geographic information in a form
more usable by mapping software.

* The Spatial Data Transfer Standard (SDTS)
provides specifications for the organization and
structure of digital spatial data transfer, definition
of spatial features and attributes, and data transfer
encoding.

* JPEG (Joint Photographic Experts Group) was de-
veloped to support compression of full-color still
images for facsimile transmission. It is being
adopted for storage and transmission of images
independent of fax. Additional standards may be
needed to support full motion video, video tele-
conferencing, and video synchronization as the as-
sociated technologies are deployed in future mis-
sion systems.

There is no standardization issue in this area,
since commercial standards (PHIGS and its X-Win-
dows extensions) are complete and widely accepted.
However, the systems in service generally have ven-
dor-unique graphics generation capabilities. Com-
bat control systems rely on AN/UYQ-21 graphics
while the Joint Maritime Command Information Sys-
tem (JMCIS) uses the CHART program. The issue
is how to migrate to the standard PHIGS interface.

Networking

This category includes core services needed to
support distributed applications requiring data
access and applications interoperability in
heterogeneous networked environments. Core
areas of service include protocols for file access,
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data communications, network management, PC
support, and network security. The internet protocol
(IP), transmission control protocol (TCP), and user
datagram protocol (UDP) are now among the JTA
base standards.

While today’s mission control systems rely
entirely on point-to-point interconnections, less-time-
critical systems are using Ethernet running the IETF
protocols. Since the Ethernet protocol does not
guarantee bounded latency at any significant level
of network loading, this combination does not appear
suitable for time-critical warfighting control
applications. Distributed information systems and
distributed control systems both relocate the
functionality of a complex system from a centralized
processor to a collection of smaller processors. But
the similarities end there. Just as a highway can be
used to land aircraft, general-purpose data networks
can be used to pass control messages; but the fit is
not right, and problems appear when you begin to
put demands on the system. Most often, general-
purpose networks transmit large data files using
large data packets, with low packet rates and high
data rates. Distributed control systems, in contrast,
must shuttie many small packets at relatively high
transmission rates among a large set of nodes. The
issue is not so much media volume or bandwidth as
the time taken up in grinding through protocol layers
to transfer messages into and out of a process.
ONT’s High Performance, Distributed Computing
program (HiPer-D) cites an example. Ina laboratory
setting, several existing protocols were able to
transmit only about 150 messages per second
despite the use of a channel (physical link) capable
of transmitting 10 Mbits per second. With the small
message sizes involved, throughput was nowhere
near maximum bandwidth. The protocols were not
well matched to the traffic characteristics, and
speeding up the channel would not resolve the
problem.

Addressing is another important consideration.
In a typical control structure, information can be origi-
nated by or received by any node. How packets of
data are addressed to other nodes is important in
determining overall system efficiency and reliability.
The simplest method is broadcast addressing, in
which a packet is sent to all nodes. Unicast sends
the packet to one specific node, while multicast
sends it to multiple nodes. Multicast is useful in
warfighting control systems because the message
traffic depends on external events monitored by the
nodes, and one event may generate packets at many

nodes. Multicast and unicast schemes also permit
acknowledgments and retries and so enhance the
reliability and efficiency of communications. Express
transfer protocol (XTP) is cited as an applicable stan-
dard by many combat system development projects
because it provides reliable multicast. Fiber-distrib-
uted data interface (FDDI) is also useful in that it
offers bounded latency in reliable, end-to-end trans-
mission of control message traffic. Commercial real-
time network technology is maturing, however, and
other approaches providing reliable multicast and
bounded latency are expected to emerge.

Security

The TAFIM provides a blueprint for the Defense
Information Infrastructure (DIl), capturing the evolv-
ing vision of a common, standards-based technical
infrastructure. Volume 6 of the TAFIM provides a
comprehensive view of the Dil from the security per-
spective. The DoD Goal Security Architecture
(DGSA) is a generic architectu ral framework for de-
veloping mission-specific security architectures.
While the DGSA calls for advances in security theory
and technology, its concepts and principles can be
incorporated into current systems.

A target for the mission control domain is to
reduce or eliminate the need for separate or
dedicated systems to process information controlled
by different security policies. This means providing
an application platform with security protection
adequate to permit simultaneous processing of
multiple tasks, subject to multiple security policies
of any complexity or type, including policies for
sensitive unclassified information and for multiple
categories of classified information. This will permit
system use to support multiple missions with varying
sensitivity and rules for protected use. It will also
permit the system to provide simultaneous support
to multiple users with different security attributes.
Comparable capabilities are also needed for use in
a distributed environment containing a
heterogeneous mix of application platforms and
communication nets.

APPLICATION PROFILES

The base standards identified here and consid-
ered at greater length in DoD and service studies
are not in themselves sufficient to ensure or even
promote interoperability. Commercial standards typi-
cally cite a variety of non-interoperable options for
many different services, to cover applications rang-
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ing from cheap, uncritical consumer electronics to
highly critical military and space systems. In addi-
tion, where international standards exist they are
often written to include various national standards
and can permit a multitude of realizations.

In DoD programs, VME tailoring has been known
to create non-interoperable products.

A set of base standards typically defines an en-
velope that contains incompatible options for a vari-
ety of different applications. What may then be done
is develop a tailored standard or profile, highlighting
key areas and providing any amplifying data neces-
sary to produce interoperable and portable imple-
mentations. This will include identification of cho-
sen classes, subsets, options, and parameters from
within the envelope defined by the base standards,
as necessary to define all the services needed for a
particular class of applications.

Consider a communication system profile as an
example. The profile represents an operational
thread through the system. Itincludes all the choices
needed to carry out some meaningful communica-
tion-related task in an interoperable and, in some
cases, portable manner. The task may be very re-
stricted, such as an interoperable transport layer
function, or very broad, such as a secure distributed
file service that provides both interoperability and
portability of application software entities. In the first
case the profile could contain a single standard (such
as TCP) required to implement a connection mode
virtual circuits box. In the second case the profile
could include the complete set of standards required
for a secure distributed file function. A complete pro-
file for a distributed file function would include stan-
dards for application program interfaces and distrib-
uted file functions implied in the distributed file box
of the figure as well as supporting functions. The
International Standard Profiles of ISO and the Stan-
dardized Profile (SP) of POSIX are examples. I1SO/
IEC TR 10000 (Framework and Taxonomy of Inter-
national Standardized Profiles) and MIL Handbook
829 (Guidelines for DoD Standardized Profiles) are
guides for defining profiles. In some cases, defini-
tion of suitable profiles could be more difficult and
technically demanding than selection of the base
standards.

ISOLATING END USE FUNCTIONS

While processing, memory, and |/O resources
are shared in a virtual machine approach, end use

functions should be isolated so that no failure in one
function can cause any other function to fail. Refer-
ences 24 and 25 consider ways of achieving this
goal through partitioning of resources in space and
time. Deterministic control over the partitioning of
space means that no function can prevent another
from obtaining adequate memory space and that
the memory space assigned to one function cannot
be corrupted by the behavior of another function.
This degree of control is very difficult to verify for
any bus protocol that includes a destination memory
address in a message. Deterministic control over
time partitioning means that (a) no function’s vari-
able demand for hardware resources can prevent
another function from obtaining a specified minimum
level of service; and (b) it also can never disrupt the
timing of access to the corresponding resources. if
such control is lacking, each function can be certi-
fied only after all combinations of events in other
functions, including all failure events, are considered.
This adds greatly to life cycle cost.

Partitioning

One way to deal with a mixed loading of real-
time and non-real-time tasks involves the use of two
or more dedicated computer subsystems to sepa-
rate real-time events from non-real-time events. This
approach, used in several current developments, is
articulated in Reference 26. Very often, supervis-
ing peripheral devices is the task that makes a host
computer overloaded in real-time systems. The host
may be directly connected to many data acquisition
devices and system peripherals. Each communi-
cates with the host using a handshaking protocol,
whereby the host signals an external device to per-
form a task and the device sends an acknowledg-
ment when the operation is completed. These pe-
ripheral devices rely on the host computer to syn-
chronize their operation with the rest of the system.
As demands increase, the host eventually becomes
so burdened down that it cannot meet all deadlines.

One way of dealing with this situation is to sepa-
rate real-time events from non-real-time events and
use one computer for each set of tasks. Using an-
other computer to perform all the real-time compu-
tation and throughput tasks conveniently divides the
control system into two parts, an executive and a
real-time subsystem. The executive consists of the
host computer, I/O devices, and terminals for user
interaction. Its function is to implement the operat-
ing system and to coordinate non-real-time activi-
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ties. It also supervises the real-time subsystem,
which includes special-purpose processors, convert-
ers, and possibly other real-time devices. Though
always under control of the executive, the real-time
subsystem operates independently. Asynchronous
operation of these two systems is enabled by an
interface placed between them. No longer burdened
with heavy I/O or intensive numerical analysis, the
executive computer system is freed to monitor sys-
tem performance, update on-line graphical displays,
record processed run data to disk, interact with the
user, and perform all file manipulation functions.
These tasks are termed non-real time because noth-
ing critical happens if they are placed on hold for a
few milliseconds, which is generally not true of real-
time control operations. By decoupling real time from
other events, the use of auxiliary processors allows
closed-loop control functions to proceed using dedi-
cated assets. The real-time subsystem does not
have to contend with any slow or non-real-time
events. What is probably not obvious is that a con-
troller design with such auxiliary processors may not
be any more expensive than the design having a
single host computer. The reason is that the host
(adjunct) computer can be less capable. This divi-
sion of labor can also be realized using processors
of identical make, though to a lesser extent.

Eliminating Dependencies

Many times, a commonality or dependency is
created unnecessarily. Typically, integration be-
comes a problem when different components use
different mechanisms for communication. Even a
simple step such as choosing the destination of a
message and embedding it into component code
creates a dependency. A suitable network interface
unit (NIU) can be used to eliminate dependencies.
This is done by translating interface standards; per-
forming protocol and format conversions; and ab-
sorbing differences in system data bandwidth, tim-
ing, and language. By including all interface types
needed to interconnect the chosen components, an
interface unit can be developed to establish the re-
quired communications.

These system integration concepts were exer-
cised in experiments at NSWCDD, conducted with
existing AEGIS and TOMAHAWK facilities. First, an
Advanced TOMAHAWK Weapon Control System
prototype was set up. Then a programmable net-
work interface unit (PNIU) was connected to the
central data buffer of the AEGIS Command and

———

Decision System with a switch to permit use of ei-
ther interface (CDB or PNIU) in communicating with
laboratory equipments. Local area networks, work
stations, and computer programs from commercial
sources were installed in both facilities and a bridge
was set up between the two LANs. At that point,
any watch station on either network could be as-
signed to AEGIS or TOMAHAWK operating modes.
Legacy code for tactical systems was executed in
this environment without any changes to the exist-
ing application programs. From an architecture
viewpoint these experiments, described in Reference
27, were very significant. The test equipment was
introduced at the key element of a warfighting con-
trol system, the human-machine interfaces, where
functionality and information content are very high.
Results showed it was possible to move toward an
open architecture in an evolutionary manner by off-
loading low-level command and decision functions
to the work stations.
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Figure 15 indicates how this approach might be
extended to a virtual machine environment, using a
cyclic approach to process scheduling. Adoption of
a cyclic- or template-based approach to scheduling
permits a static allocation of processes to individual
processing units, but units must be synchronized if
latency control is to be assured. Scheduling methods
that involve asynchronous process interruption are
difficult to validate at high levels of reliability unless
process interactions are restricted or exhaustive
testing is performed.

In this approach, each processing node has a
PNIU that contains an application-specific integrated
circuit, table memory, intermodule memory, and
transceiver. A sequence of commands is determined
by off-line scheduling algorithm (in advance). These
commands control data transfer operations such as
transmit, receive, and skip; synchronization across
bus interface units; and host operations (to
synchronize process execution with transfer of data
on the backplane). The commands are organized
into cyclic loops or frames of constant length and

stored in the table memory device of each NIU.
Generated and stored in advance, the commands
cannot be corrupted by errors in software execution
or communications. Each frame begins with an
interrupt command that synchronizes NIUs as they
ready all modules for the next cycle of commands.
Each command corresponds to a specific time
window and indicates whether its NIU transmits or
receives a message during the time assigned to that
window. Each command points also to the
intermodule memory location of the message to be
passed. In this way, memory space is preallocated
and contention for memory space is prevented.
Memory mapping hardware in the host processor
can then assure deterministic control over the
partitioning of memory space. Similarly, storage of
timing data in the table memories supports latency
control via deterministic partitioning of time. This
discussion is intended only to suggest how network
interface units can be used to simplify the creation
of a virtual machine design to achieve the goals of
openness, isolation of end use functions, and latency
control.
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The cover illustration is derived from a matrix used in a classic paper
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architecture prevalent in computer hardware engineering. The rows
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represent evolving language capabilities. See Brad J. Cox, “THERE
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