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Abstract

We have developed the timed I/O automaton model, a basic compositional formal model for
describing and analyzing real-time systems and distributed systems (in particular, distributed
systems with precise timing assumptions and requirements). We have developed proof tech-
niques, both manual and computer-assisted, for use with timed I/O automata, and have used
the model and methods for analyzing a variety of problems and systems. These examples arise
from a diverse set of application areas, including connection management protocols, clock syn-
chronization, fault-tolerant distributed consensus, group communication, and real-time process
control systems.

We have extended the basic timed I/O automaton model in three directions: to include
liveness constraints (live timed I/O automata), hybrid continuous/discrete behavior (hybrid I/0
automata), and probabilistic behavior (probabilistic timed I/0 automata). In each case, we have
developed proof methods and have applied the models and methods to substantial problems.
For example, in the hybrid systems area, we have carried out an extended case study of safety
aspects of automated transportation systems.

We have recently begun the development of a programming language/environment, based
upon our formal models, and intended to support the coordinated development and analysis of
distributed systems.
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1 Introduction

Our AFOSR project entitled “A Unified Framework for Verification and Complexity Analysis of
Real-Time and Distributed Systems” began in August, 1993 and continued through February,
1997. Its stated purpose was to develop a general formal semantic model for reasoning about real-
time and distributed systems, and to establish its value by using it in several ways: for proving
fundamental results about the capabilities of real-time and distributed systems, for the description
of practical systems, for the specification of interesting problems to be solved in real-time and
distributed systems, and for analysis of system performance. The “grand vision” behind this
work was (and is) the eventual production of a coordinated suite of practical development tools
and practical verification/analysis tools for real-time and distributed systems, all based firmly on
a good mathematical foundation. This work built upon our prior work on developing models for
untimed systems, in particular, the I/O automaton model of Lynch and Tuttle {81] and the untimed
automaton model of Lynch and Vaandrager [76].

During the 3 1/2 years of this contract, we reached most of our goals. In this Introduction, we
describe some of the highlights of the project. More information about the specific accomplishments
appears in the following sections. The individual items in those sections include URL pointers that
yield additional information about the individual accomplishments. Our group’s entire Web site
begins at URL http://theory.lcs.mit.edu/tds.

1.1 Models and Proof Methods

We completed most of the work on the “core” model, which we call the timed I/0 automaton model
(or just the timed automaton model), during the first year of the contract. Besides defining the
model, we formulated compositional, invariant assertion, simulation relation and temporal logic
proof methods in terms of the model, as well as a significant body of process algebraic methods.
The model is capable of expressing safety and real-time (e.g., performance) properties, as well as
some liveness properties. The resulting model is an improved version of earlier models by Lynch
and Vaandrager, improved by addition of such features as incremental time, explicit trajectories,
and components with local clocks that progress at different rates. The model is also an extension
of our earlier models for untimed systems.

An interesting feature of this work is our use of invariant assertion and simulation relation techniques
to prove timing properties — this is an advance over their common use to prove “ordinary” safety
properties. In joint work with Garland and Guttag, we automated the invariant assertion and
simulation relation techniques using the Larch Prover. Archer and Heitmeyer at the Naval Research
Laboratory also automated these methods using PVS.




We used the model and methods for analyzing a variety of problems and systems, arising from a
diverse set of application areas. The point of these cases studies was twofold: they were intended
to contribute useful results in their respective application areas, and they were intended to assist
us in the development and validation of our model. The case studies were chosen from many
areas, including connection management protocols, clock synchronization, fault-tolerant distributed
consensus, group communication, and real-time process control systems.

Motivated by some of the applications we considered, we extended the basic timed automaton model
in three different directions: to include general liveness constraints (live timed I/O automata), hy-
brid continuous/discrete behavior (hybrid I/O automata), and probabilistic behavior (probabilistic
timed I/0 automata). Each of these three developments was itself a substantial modelling effort.
Each model is compositional, and supports its own suite of proof methods. The work on the general
liveness model represents a major simplification over previous attempts at compositional liveness.
The hybrid system model is very general, and supports composition using continuously-changing
shared variables as well as shared actions. The probabilistic model is the first formal model that
is powerful enough to permit accurate description and analysis of realistic randomized distributed
algorithms. For now, these three different extensions are separate; we have not yet integrated the
complications of liveness, hybrid behavior, and probabilities into one coherent model.

We also applied these models to substantial case studies. For the liveness model, the main applica-
tions were to connection management protocols. For the hybrid system model, the main application
was to safety aspects of automated transportation systems. The probabilistic model was applied
to the task of analyzing and verifying randomized distributed algorithms arising in the PODC
community.

1.2 Applications

Our first major case study involved communication systems. The first of these, carried out jointly
with Lampson, was a study of the five-packet interchange protocol of Belsnes and of a timing-based
protocol of Liskov, Shrira and Wroclawski. Our work demonstrated how both of these protocols
could be viewed formally as implementations of a common generic protocol. A continuation of
this project (still being completed) involved modelling and analysis of TCP and T/TCP; this work
involved collaboration with Clark. It produced not only models and correctness proofs for these
protocols, but also an impossibility result expressing an important limitation on their behavior.
Our communication work was based on a mixture of timed and untimed automata, and included
safety, liveness and timing properties. It led to our establishment of formal embeddings of untimed
models within timed models, which are needed to allow timing-based algorithms to implement
untimed specifications.

We also carried out an extended case study in the area of real-time process control, for automated
X
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transportation systems. Working with system developers at Raytheon and the California PATH
project, and building on our hybrid automaton model, we have developed models for some mech-
anisms that ensure safety in certain automated transportation systems. This work helped us to
develop our hybrid automaton model. It also led to substantive information (careful safety guar-
antees, limitations on capabilities) about both automated transportation systems we have studied.

A third important case study involved the definition and analysis of building blocks for the con-
struction of efficient, fault-tolerant distributed systems. This work included an analysis of the key
components of the Orca distributed shared memory system. We also developed a notion of eventu-
ally serializable data service, which models certain weakly coherent data services that are important
in practice. We developed a new, simple specification for a view-synchronous group communica-
tion service, and showed how it can be used to implement a totally-ordered (non-view-oriented)
group communication service. Other work in this area included a combined broadcast-convergecast
communication primitive, and the development of a practical fault-tolerant distributed consensus
protocol. In this work, timed automata formed the basis for practical time performance analysis.

Other case studies involved probablistic systems.

1.3 Algorithms

We obtained new algorithms and impossibility results in the areas of communication protocols,
asynchronous computability, clock synchronization, and self-stabilizing systems. We (primarily,
Shavit and graduate students) developed a collection of highly efficient concurrent data structures
for use in shared-memory multiprocessors and local area networks. We developed a neat formal
decomposition and proof for the Borowsky-Gafni fault-tolerant simulation algorithm.

Lynch wrote an 800-page graduate textbook presenting the most important results of the research
area of Distributed Algorithms, unified in terms of our untimed and timed automaton models. This
book is currently being used as a graduate text in several institutions. Also, Shvartsman wrote a
book on fault-tolerant parallel computing.

1.4 Tools

We are completing a preliminary design of a programming language, IOA, for I/O automata,
intended to support the coordinated development and analysis of distributed systems. We intend
for the IOA language to be integrated with a variety of tools, including simulators, theorem-provers,
and model-checkers. Eventually, it should permit generation of working distributed code.

Our preliminary design does not yet include timing features — this first cut is based just on our
untimed model.

[N




2 Models and proof methods

In this section, we describe our specific projects on development of formal models and accompanying
proof and analysis methods.

2.1 The timed automaton model

During the first year of the contract, we completed most of the work on the “core” timed automaton
model. Besides defining the model, we formulated compositional, invariant assertion, simulation
relation and temporal logic proof methods in terms of the model, as well as a significant body of pro-
cess algebraic methods. The model is capable of expressing safety and real-time (e.g., performance)
properties, as well as some liveness properties.

The resulting model is an improved version of earlier models by Lynch and Vaandrager [70, 71,
72, 114] improved by addition of such features as incremental time, explicit trajectories describing
state changes over continuous time, and components with local clocks that progress at different
rates. The conversion from absolute to incremental time was an especially significant improvement
in the model, because it simplified many of the definitions and proofs. The latest versions of our
work appear in [74, 76, 77, 78, 82, 73, 75]. The model is also described in Lynch’s book [58].

See URL http://theory.lcs.mit.edu/tds/timed-aut.html.

The temporal logic work appears in [112].

2.2 Using invariants and simulation relations to prove timing properties

We developed and exploited a method, suggested earlier by Lynch and Attiya, [80], for proving
timing properties for timing-based systems. This method involves expressing the systems as timed
automata, encoding time deadline information into the states of the automata, and including this
time deadline information in invariants and simulation relations. For example, if we want to show
_ that a timing-based system S meets a timing specification P, we express both S and P as timed
.automata, and demonstrate a formal simulation relationship between S and P. In many cases,
the simulation relationship has an interesting form: a set of inequalities. The method involves
proving that the inequalities hold initially and that they are preserved by all steps of the system.
This method is developed and used for small-to-medium examples (a counter, Fischer’s mutual
exclusion protocol, simple communication protocols) in [54, 53, 57, 50, 51, 58, 113]. It is used for
a much larger example, a timing-based connection management protocol, in [44, 111, 112].

See URL http://theory.lcs.mit.edu/tds/FORTE93.html and

URL http://theory.lcs.mit.edu/tds/TR-589.html.

It has also proved to be important in the hybrid systems work, discussed in Sections 2.6 and 3.2.
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2.3 Mechanical verification

Garland, Luchangco, Lynch and Séylemez [113, 50, 51] developed a method for computer-aided
verification of timing properties of real-time systems. Namely, a special case of the general timed
automaton model, along with the invariant assertion and simulation techniques described in Section
2.2, were formalized within the Larch Shared Language. The Larch Prover was then used to carry
out formal proofs for two examples — a simple counter and Fischer’s mutual exclusion protocol.
This effort involved building a substantial amount of specialized machinery to enable the Larch
Prover to manipulate our timed automaton model. '

See URL http://theory.lcs.mit.edu/"victor_1/papers/FORTE94.html

and http://theory.lcs.mit.edu/"victor_l/papers/masters.html.

In other work on mechanical verification, Petrov, Pogosyants, Luchangco, Garland, and Lynch [86]
developed a formal representation and computer-checked proof of correctness for the Dolev-Shavit
Bounded Concurrent Timestamp algorithm [20], again using the Larch Prover. This algorithm is
one of the most complicated in the distributed computing theory literature. Its proof uses invariant
assertions and a simulation relation to a corresponding Unbounded Concurrent Timestamp algo-
rithm, following a strategy developed earlier by Gawlick, Lynch, and Shavit [31, 28]. This work
demonstrates that our methods work well for complex examples.

See URL http://theory.lcs.mit.edu/tds/CTSS.html.

Segala and Pogosyants carried out a computer-assisted proof of time performance for a randomized
distributed algorithm, using the Larch Prover [87]. This work is based on our probabilistic model

and proof methods, discussed in Section 2.7.
See URL http://theory.lcs.mit.edu/"segala/PS95.html.

Our work on mechanical verification of timed and untimed systems has led to various additions
and improvements in the Larch system.

In related work on mechanical verification, Archer and Heitmeyer at the Naval Research Laboratory
have used many of our proofs (e.g., those described in Sections 2.2, 3.2.1, 3.2.2, 3.2.3, and 3.3.4)
as examples for their work on mechanical theorem-proving using PVS. We assisted by providing
information as needed. '

Our projects on computer-aided verification are described at:
URL http://theory.lcs.mit.edu/tds/cav.html.

2.4 Practical performance and fault-tolerance analysis

Building on earlier work of Patt-Shamir [84], De Prisco developed a new “Clock Timed Automaton”

model [90]. This is a special case of a general timed automaton that includes an explicit notion of a

A
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clock. It provides a systematic way of describing timing-based systems in which there is a notion of
“normal” timing behavior, but that do not necessarily always exhibit this “normal” behavior. This
model is intended to be used for stating and proving performance and fault-tolerance properties
for practical systems. In particular, it is useful for properties that hold when the system stabilizes
to a situation in which timing behavior is normal and no additional failures occur.

See URL http://theory.lcs.mit.edu/tds/paxos.html

Recently, in the course of our work on view-synchronous group communication services [26], we
developed a new method for modular performance and fault-tolerance analysis. Like the method
based on Clock Timed Automata, this method involves proving properties under certain “stabilized”
~ conditions. However, the new method is described in a completely modular way, i.e., it allows proof
of performance and fault-tolerance properties for a complex system by using such properties for
the system’s components.

See URL http://theory.lcs.mit.edu/tds/vsgc.html.

2.5 Liveness and timed automata

Segala, Gawlick, Sggaard-Andersen, and Lynch have incorporated general liveness properties into
the timed automaton model, yielding a compositional model for general liveness properties [33, 32,
96]. An important aspect of these definitions is the ability to identify which liveness properties
are guaranteeable by a system, no matter what its environment does; a key definition is that of a
receptive live timed automaton. The main result is a compositionality result for such automata.
The paper treats liveness properties for untimed automata as well as timed automata.

See URL http://theory.lcs.mit.edu/tds/liveness.html.

2.6 Hybrid automata

Hybrid systems are systems that exhibit both discrete and continuous behavior, for example, a
process control system with a controller that is a distributed algorithm. Lynch, Segala, Vaandrager
and Weinberg developed the hybrid I/0 automaton model, a mathematical model based on la-
belled transition systems, designed for modelling and reasoning about hybrid (continuous/discrete)
systems [67, 66]. The model includes trajectories, and continuous interaction among components.
The model also includes composition and hiding operations, plus a notion of simulation relation to
support reasoning using levels of abstraction. Finally, it includes a notion of receptlveness which
captures the idea that a hybrid automaton allows time to pass without bound.

The model supports composition, invariant assertion, and simulation relation proof techniques,

based on a collection of theorems we have proved. The theorems showing how to prove invariants

and simulations are especially nice, because they break down the facts to be proved into two
:

11
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completely separate categories: continuous facts and discrete facts. Continuous facts can be proved
using methods of continuous mathematics (e.g., differential equations), while discrete facts can be
proved using discrete math (e.g., algebraic deduction).

This model was presented at the 1995 DIMACS Workshop on Hybrid Systems, and a full journal
version is still in progress. The full version will contain some technical generalizations of the original

model.
See URL http://theory.lcs.mit.edu/tds/hybrid-model.html.

Branicky, Dolginova and Lynch [16] extracted some techniques involving reasoning about derivatives
from the control-theory literature, and presented them in a form that is suitable for reasoning about
hybrid systems modelled in terms of hybrid automata.

See URL http://theory.lcs.mit.edu/tds/platoons.html.

2.7 Probabilistic automata

Segala, with some collaboration with Saias, Pogosyants, and Lynch, developed a new and com-
prehensive formal model for randomized distributed systems, both untimed and timed, together
with a toolkit of proof techniques for proving correctness and time performance properties of such
systems (94, 93, 97, 98, 62, 87]. Segala’s model was influenced by some ideas from the slightly ear-
lier thesis of Saias [91]. These techniques include: rules for proving probabilistic time performance
properties (progress statements) by combining probabilistic progress claims [62], rules for deriving
expected time bounds from progress statements [62, 87], rules for composing probabilistic systems
[94], rules for building such systems hierarchically [97, 98, 93], and rules (coin lemmas) for reducing
probabilistic systems to non-probabilistic systems [62].

See URL http://theory.lcs.mit.edu/tds/probability.html.

Various formal techniques for proving probabilistic time performance properties for probabilistic
systems are summarized in [56]. We use these techniques in a variety of case studies, described in

Section 3.4.

Pogosyants, Segala and Lynch developed new coin lemmas for random walks, developed new general
techniques for compositional reasoning about randomized distributed algorithms, and also devel-
oped some new modular techniques for time performance analysis. This work was carried out as
part of a project [88, 89] on modelling and analyzing the very complex randomized consensus pro-
tocol of Aspnes and Herlihy [6]. This case study is discussed further in Section 3.4.

See URL http://theory.lcs.mit.edu/tds/AH.html.
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2.8 - Other work

Various other projects involving formal modelling were carried out in our group during the time of
the contract. We list them briefly here. None of these dealt specifically with timing issues.

Segala published a paper based on his MS thesis, giving a process algebra for I/O automata [83].
That paper proposes process algebraic methods for proving properties of systems described as I/O
automata. Lynch and Segala carried out a comparative study, applying both simulation techniques
and process algebraic techniques to a simple concurrent system verification problem [63, 64, 65].
Other work by Segala dealt with notions of fairness and implementation [92, 95].

Jensen and Vaziri examined and developed techniques for the integration of model checking and
theorem proving methods for verification of concurrent systems. Specifically, they studied the
feasibility of abstracting from an infinite-state system to a finite-state system. They developed a
property-preserving abstraction theorem for an untimed automaton model. They examined uses of
this theorem in the verification of concurrent read/write and mutual exclusion algorithms.

See URL http://theory.lcs.mit.edu/"ejersbo/research.html#absio.html.

3 Applications

In this section, we describe our application case studies. We group them into four main areas:
communication, real-time systems, distributed system building blocks, and probabilistic systems.

3.1 Communication
3.1.1 At-most-once message delivery protocols

Our first communication case study, which was completed during the beginning months of this
contract, was an extensive study of the five-packet interchange protocol of Belsnes [14] and of a
timing-based protocol of Liskov, Shrira and Wroclawski [48]. Our work demonstrated how both
of these protocols could be viewed formally as implementations of a common generic at-most-once
message delivery protocol [44, 111, 112]. This work was based on a mixture of timed and untimed
automata, and included safety, liveness and timing properties. Proof techniques included invariants,
simulation relations (both forward and backward), and temporal logic. Also, the mixture of timed
and untimed models required us to define formal embeddings of untimed models within timed
models; this was needed for claiming that timing-based systems implemented untimed specifications.
See URL http://theory.lcs.mit.edu/tds/FORTE93.html

and URL http://theory.lcs.mit.edu/tds/TR-589.html.

{
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3.1.2 Connection management protocols

~In a continuation (still being completed) of the project described in Section 3.1.1 [110], Smith

worked with Lynch and Clark on modelling and analyzing the TCP and T/TCP Internet transport-
level protocols. T/TCP is a new version of TCP, by Braden and Clark, that is more efficient for
transactions (simple request-response pairs of messages). First, an abstract formal specification
was developed for the user-visible behavior of TCP, and a formal proof (currently being polished)
was developed for the fact that TCP satisfies this specification [109].

Next, an attempt was made to verify the correctness of T/TCP by means of a simulation relation
mapping it to TCP. However, this attempt resulted in the discovery that no such simulation exists;
in fact, T/TCP exhibits user-visible behavior that is not present in TCP, and T/TCP does not
even implement the same specification — it can deliver duplicate data to the user at the server
end. Discussions with protocol designers suggested that this behavior was not disastrous, so Smith
developed a weaker specification that captures the guarantees that T/TCP actually makes. He is
currently working on proving that T/TCP satisfies this weaker specification.

Based on his observation of duplicate delivery in T/TCP, Smith considered the question of whether
the combination of (correctness and performance) conditions that T/TCP is intended to satisfy can
in fact be achieved. He obtained an impossibility result for the at-most-once fast delzvery problem,
an abstract formulation of the problem that T/TCP is designed to solve.

See URL http://theory.lcs.mit.edu/ mass/comm.html.

URL http://theory.lcs.mit.edu/ mass/imposs.html.

This project on TCP and T/TCP used a combination of timed and untimed automata, with
invariants, forward and backward simulations, and embeddings as discussed in Section 3.1.1. It
also used the live timed automaton model discussed in Section 2.5, for the impossibility proof; for
use in that proof, the model had to be augmented with some structure for describing local clocks.

3.1.3 Other work

Various other communication projects were carried out during the time of the contract, though
not specifically in terms of the new formal models. For example, Gawlick worked with Plotkin and
Kamath of Stanford and Ramakrishnan of AT&T Bell Labs to develop some admission control and
routing algorithms for ATM networks [27, 30, 29]. The algorithms were developed by combining
recent theoretical advances with stochastic analysis. Simulations showed the algorithms to perform

well in practice.
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3.2 Hybrid systems

We carried out an extensive set of case studies in the area of hybrid systems in order to help us to
develop and validate our hybrid automaton model. Initially, we spent a good deal of time searching
for an appropriate application within the area of hybrid systems — one that was tractable but not
trivial, of practical importance, and able to benefit from the use of careful modelling and analysis
methods. The application we eventually settled on was that of automated transportation systems.

Our research in automated transportation systems was (and is) intended to build up a collection
of techniques for representing, designing, and reasoning about automated control systems. Such
techniques should also be useful for military applications such as autonomous weapons systems and
semi-automated flight systems.

An overview of the group’s work on modelling automated transportation systems, covering (only)
the work through October, 1995, appears in [59].
See URL http://theory.lcs.mit.edu/tds/prt.html.

3.2.1 Generalized railroad crossing

The first case study was a simple one based on the toy Generalized Railroad Crossing problem
proposed by Heitmeyer and others at the Naval Research Laboratory as a challenge problem for
evaluating formal methods for modelling and verifying real-time process control systems. Because
we felt the stated requirements needed discussion, we ended up working collaboratively with Heit-
meyer in developing our solution [34, 35]. We used our timed automaton model and compositional,
invariant assertion and simulation relation methods; in particular, in order to prove timing proper-
ties, we used the methods described in Section 2.2. We were able to verify all required properties,
in complete generality, using parameters for various time bound assumptions. (Most of the other
approaches fixed particular values for the assumed time bounds.) We later revised this paper for
inclusion as a chapter in a book on formal methods for real-time computing [36].

See URL http://theory.lcs.mit.edu/tds/grc.html.

Later, Archer and Heitmeyer at NRL checked most of our proof details mechanically using PVS.

3.2.2 Steam boiler

Our next hybrid systems case study (not about transportation) was another challenge problem,
this one for a case study in formal methods for industrial applications. Namely, Leeb and Lynch
prepared a paper modelling a steam boiler system [45], and presented this work at a meeting
devoted to this problem in June, 1995. See URL http://theory.lcs.mit.edu/tds/boiler.html.

4
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Again, Archer and Heitmeyer checked our proof using PVS (this work uncovered some small errors
and one significant error, all of which we subsequently fixed) [5].

For this example, we again used timed automata, composition, invariants and simulations. However,
we found that although our methods were adequate for the problem at hand, they were not optimal -
they did not provide the most suitable facilities for modelling the continuous behavior of the steam
boiler (changes in temperature, pressure and volume). This motivated us to develop the more
general hybrid I/0O automaton model, discussed in Section 2.6 above, which provides facilities for
directly modelling continuous real-world behavior.

3.2.3 Deceleration maneuver

Weinberg and Lynch applied the timed automaton and hybrid automaton models, and composition,
invariant assertion and simulation proof methods, to describe and analyze a collection of typical
vehicle deceleration maneuvers [79, 117, 116]. The maneuvers involved reliably reducing the speed
of a vehicle to an acceptable limit before reaching a designated track location. This problem was
considered with and without feedback, and in the presence of various types of timing uncertainty.

For this work, we initially used timed automata, noted the limitations on expressive power that are
discussed in Section 3.2.2 above, and then switched to using hybrid automata. Our proofs treated
continuous and discrete facts separately, using different methods (as discussed in Section 2.6). The
techniques provided easy proofs for all properties (except that our use of continuous mathematical
methods in this work was a bit too brute-force — more on this in Section 3.2.5).

See URL http://theory.lcs.mit.edu/ hbw/decel.html.

3.2.4 Vehicle protection systems

Weinberg, Lynch and Delisle (of Raytheon) [118] produced a preliminary model for structure and
behavior of the vehicle protection system portion of the Raytheon Personal Rapid Transit project.
This subsystem interacts with the vehicles and the vehicle control system in order to ensure basic
safety constrains (e.g., collision avoidance, overspeed protection). They proved that certain of the
vehicle protectors in fact guarantee their specified safety properties, even when used in combination
(and relying on each other’s correct behavior). The correctness proofs use the notion of an “abstract
protector” — a generic component that captures the abstract functionality of a protector without
considering the particular physical plant and protector details. This work uses hybrid automata
and composition, invariant and simulation methods.

See URL http://theory.lcs.mit.edu/ hbw/prot.html.

Livadas and Lynch continued this work [49] (still in progress). The continuation of this project
involved more complicated track topology, more different types of safety subsystems (e.g., safety
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on track merges and diverges), and more complicated interactions among different protectors. It
also involved considerable generalization of the abstract protectors developed in {118]. Correctness
proofs were completed for protectors preventing overspeed and collisions both for a straight track
and a general track topology involving multiple Y-shaped merges and diverges. Some technicalities
remain to be addressed. ‘

See URL http://theory.lcs.mit.edu/"clivadas/research.html.

3.2.5 Platoons of vehicles

Dolginova and Lynch worked on modular safety analysis for the platoon join maneuver of the
California PATH automated highway project. They modelled systems of vehicles using hybrid au-
tomata, and formulated and proved conditions under which vehicles are “safe”, that is, guaranteed
not to collide at greater than a prespecified speed. The proofs mainly involve proving invariant
assertions (in particular, safety assertions describing safe vehicle configurations), using a combina-
tion of continuous methods and discrete methods. They also demonstrated, using similar methods,
that certain conditions are unsafe.

Upon noting our “brute force” use of continuous methods, Branicky (a control theorist) proposed
some more powerful derivative-based techniques, which we used to simplify some of our proofs -
see Section 2.6. This work appears in [16, 21].

See URL http://theory.lcs.mit.edu/tds/platoons.html.

Dolginova won (shared) the Fano prize for the top MIT undergraduate project in EECS in 1996-
1997.

The work described so far in this section only considered the first collision between a pair of
vehicles; however, there are safety issues for subsequent collisions as well. Lygeros and Lynch have
begun modelling and analyzing multiple collisions in platoons of vehicles. In particular, they are
examining the special case of emergency braking of a platoon of vehicles, in the realistic case where
the vehicles in the platoon might have different braking capabilities and different masses. They are
seeking conditions under which such a maneuver can be executed safely, i.e., so that all collisions
occur at acceptably low relative velocities.

See URL is http://theory.lcs.mit.edu/tds/epm.html.

This work is intended not just to contribute results about the safety of platoon systems, but also to
help establish links between computer science techniques (e.g., invariant assertions and simulation
relations) and control theory techniques (e.g., optimal control and continuous game theory) for
designing and analyzing hybrid systems.
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3.2.6 Multilevel analysis of hybrid systems

Lynch has analyzed a vehicle acceleration maneuver, using three levels of abstraction [60]. The
levels capture the relationship between local control and global effects, and also between discrete
sampling and continuous feedback. This serves to illustrate two important uses of simulation
relation techniques in the context of hybrid systems.

See URL http://theory.lcs.mit.edu/tds/three-level.html.

3.2.7 Aircraft control

Many of the methods that we have been developing for automated ground transportation systems
appear to apply also for other types of control systems such as aircraft control systems. We have

begun a preliminary investigation of this applicability.

Namely, Lygeros has begun considering the problem of verifying that the newly-proposed TCAS
conflict detection/resolution algorithm guarantees safety, i.e., that under reasonable assumptions,
it maintains a minimum separation between the aircraft [52]. Lygeros has developed a preliminary
model for the physical system, and is currently working on modelling the protocol. This work
should be important to the area of air-traffic management because it can provide ways of formally
proving the correctness of the protocols before they are deployed. This work is also a test of utility
for our model and methods and a spur to their further development.

See URL http://theory.lcs.mit.edu/tds/TCAS.html.

3.3 Distributed system building blocks

A considerable amount of our group’s effort was (and still is) devoted to the identification and
analysis of building blocks for the construction of efficient, fault-tolerant distributed systems. Ide-
ally, such building blocks should include information about performance and fault-tolerance as well
as ordinary correctness properties. In some of the examples listed below, timing aspects were not
considered, which means that our untimed models were sufficient. In most, however, timing aspects
played an important role, and we used the timed automaton model (at least, for those aspects of

the examples that dealt with timing).

3.3.1 Distributed shared memory

In our first effort in this area (for which we did not consider any timing aspects), Fekete, Lynch
and Kaashoek [24, 25, 23] modelled the key algorithms used in the Orca system of Bal, Kaashoek
and Tanenbaum [13]. The Orca system implements a shared memory service on top of an atomic
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broadcast communication service. In carrying out this work, we found a significant logical error in
the Orca system, which required some reprogramming. For the corrected system, we produced a
nicely decomposed representation (in terms of an intermediate multicast service) and a complete
proof.

See URL http://theory.lcs.mit.edu/tds/orca.html.

3.3.2 Eventually serializable data service

Fekete, Gupta, Luchangco, Lynch and Shvartsman developed a notion of eventually serializable
data service [22]; this service relaxes consistency guarantees provided by traditional distributed
data services in order to improve system efficiency and availability. The service can be used as a
distributed system building block for data service applications that need quick system response and
that can tolerate transient inconsistencies in the replies. They have demonstrated the usefulness
of the service for describing practical network name services. They have developed a distributed
algorithm for implementing this service, based on ideas of Ladin, Liskov, Shrira and Ghemawat
[43], and have verified and analyzed the performance of this algorithm.

See URL http://theory.lcs.mit.edu/"victor_l/eventually-serializable.html

and http://theory.lcs.mit.edu/"victor_l/papers/PODC96.html.

At present, this work appears only in a conference paper and in a manuscript; it remains for us to
produce a journal version.

Shvartsman and Cheiner implemented the distributed algorithm of [22], using a LAN of Unix
workstations and the MPI message-passing system. Empirical study of this implementation is in
progress.

See URL http://theory.lcs.mit.edu/tds/proto.html.

3.3.3 Broadcast-convergecast service

Lynch and Shvartsman formulated a specification of a-general purpose broadcast-convergecast com-
munication service, which delivers a submitted message to a collection of users, awaits responses
from a “quorum” of the users, and combines those responses in a convergecast to produce a response
for the original sender [69]. The service performs the convergecast internally, using a user-supplied
condenser function for combining the responses. The service allows the user to specify the quo-
rum configuration, and so permits the use of dynamic quorums. Lynch and Shvartsman used the
service to construct two distributed implementations of atomic shared memory, using replicated
data-management protocols. One of these is based on dynamic quorums. The algorithms are proved
correct (using invariants) and their performance analyzed.

See URL http://theory.lcs.mit.edu/FTCS97-sub-paper.html.

N
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3.3.4 Group Communication

Fekete, Lynch, and Shvartsman produced a new and simple formal specification for a view-synchronous
group communication (VSGC) service similar to group communication services used in systems like
Isis, Horus, Transis, and Totem [26]. Our paper contains an untimed automaton specification for
the safety aspects of the service, plus a timed trace property specification for the performance and
fault-tolerance aspects. This second part is based on the timed automaton model.

Fekete et al. developed an algorithm using VSGC to implement a totally ordered broadcast ser-
vice, based on a previous algorithm of Dolev and his students [4, 41] that reconciles information
derived from different views of the current group of processors. They verified this algorithm using
invariants and simulations, and analyzed its performance and fault-tolerance. The performance
and fault-tolerance analysis was done for “stabilized” situations, in which the “failure status” of
processors and links does not change and in which the non-failed portions of the system exhibit
good performance. All the analysis, including that of performance and fault-tolerance, is done in a
modular way. Archer has begun work on verifying the safety proofs using PVS.

See UR1 http://theory.lcs.mit.edu/tds/vsgc.html.

Khazan is working with Fekete, Lynch and Shvartsman to model a load-balancing algorithm that

also uses VSGC.
See URL http://theory.lcs.mit.edu/"roger/Research/research.html#DBS.

3.3.5 Paxos

De Prisco, Lampson and Lynch produced a complete model, proof and analysis for Lamport’s Paxos
algorithm for fault-tolerant distributed consensus [19, 90], all using timed automata. The algorithm
is decomposed into separate pieces (including separate failure-detector, leader-elector and starter
components), all modelled as timed automata. The safety proof uses invariants. For performance
and fault-tolerance, we used a stabilized analysis based on Clock Timed Automata, as discussed in

Section 2.4.
We believe the Paxos algorithm is the most practical algorithm available for fault-tolerant consensus. -

See URL: http://theory.lcs.mit.edu/tds/paxos.html.

3.3.6 Other work

We carried out several other “building-blocks” projects involving various memory models. These
did not involve timing, however:

Vaziri proved correctness for a controller algorithm for the RAID level 5 system [115]. The proof
featured a recoverability condition for the operation g{aphs used in the algorithm. This work
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helped to clarify previous work on RAID algorithms, uncovered an error in the RAID level 6
design, and identified another situation where RAID level 6 used more constraints on concurrency
than necessary.

See URL http://theory.lcs.mit.edu/ vaziri/raid.html.

Luchangco developed a theory of precedence-based memory models, which generalize multiple pro-
cessor memory models, and abstract away system implementation details. He defined a generalized
notion of sequential consistency and a weak consistency requirement called per-location sequential
consistency, and established sufficient conditions under which the two types of memory are indis-
tinguishable to clients. He also proved that an algorithm used by the Cilk system [15] implements
a per-location sequentially consistent memory.

See URL http://theory.lcs.mit.edu/"victor_l/precedence.html

or URL http://theory.lcs.mit.edu/ cilk.

Frigo and Luchangco have begun to develop a theory of “computation-centric memory models”,
which characterize memories from the programmer’s point of view. A computation is a general-
ization of an instruction stream. Memory models are expressed in terms of these computations,
allowing the programmer to reason about what a program specifies rather than about low-level
system details. They have defined sequential consistency in this framework, along with several
weak consistency models, and have proved some properties of these models, as well as relationships
among them. '

See URL http://theory.lcs.mit.edu/"victor_l/computation.html.

3.4 Probabilistic systems

Our final set of case studies involved probabilistic distributed systems. As mentioned in Section 2.7,
we used our probabilistic model and methods on a variety of case studies; these involved complex
randomized distributed algorithms from the distributed computing theory research community.
The usual proofs and analyses for these algorithms are quite informal, which is problematic in view
of the subtlety of the probabilistic claims. The usual source of difficulty in the arguments is the
complicated interplay between nondeterministic and probabilistic choice. Our model and methods
handle this and other difficulties cleanly.

3.4.1 Dining philosophers

Lynch, Saias and Segala [62] proved correctness of the well-known randomized Dining Philosophers
algorithm of Lehmann and Rabin [46]. In [46], this algorithm had only a proof sketch showing
eventual progress with probability one, and in fact, it was not clear to us how to turn this sketch
intg a correct proof. Our proof gives a more refined analysis — a probabilistic time bound - and is
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done completely formally in terms of our probabilistic model. This proof uses our “coin lemma”
technique for reducing the probabilistic system of interest to a non-probabilistic system.
See URL http://theory.lcs.mit.edu/ segala/PODC94.html.

Segala and Pogosyants applied our probabilistic model and its proof rules to give a computer-
assisted correctness and time performance proof for Lehmann and Rabin’s algorithm, using the
Larch Prover [87]. This proof also used coin lemmas to reduce the probabilistic system to a non-
probabilistic one, and then used known automatic techniques on the resulting non-probabilistic
system. See URL http://theory.lcs.mit.edu/"segala/PS95.html.

3.4.2 Network spanning tree

Aggarwal, Lynch and Segala [1] proved correctness of a new and subtle self-stabilizing network
spanning tree algorithm of Aggarwal and Kutten (3], exposing and fixing a bug in the process. The
proof is based on progress statements and coin lemmas. A feature of this proof is that it manages to
isolate the probabilistic reasoning to only a very small portion of the paper ~ most of the argument
involves standard non-probabilistic analysis.

See URL http://theory.lcs.mit.edu/TR-632.html.

3.4.3 Randomized consensus

Pogosyants and Segala modelled and analyzed Ben-Or’s randomized consensus protocol [94], using
coin lemmas and generalized versions of progress statements that deal with generalized complexity
measures (rather than just with time). The use of general complexity measures turned out to be
convenient for the complexity analysis of asynchronous algorithms.

See URL http://theory.lcs.mit.edu/"segala/phd.html.

Pogosyants, Segala and Lynch used random walk methods and modular techniques for time per-
formance analysis, as described in Section 2.7, to model and analyze the very complex randomized
consensus protocol of Aspnes and Herlihy [88, 89]. Again, the probabilistic part of the reasoning is
confined to a few short sections of the paper. Most of the reasoning involves invariants. The proof
is highly modular, and comparable in length to the original (less formal) analysis of Aspnes and
Herlihy. The development of the proof led to the following new verification techniques: new coin
lemmas for random walks, rules for proving probabilistic properties of a complex system based on
probabilistic properties of one of its components, rules for combining different complexity measures,
and rules for deriving relations between expected complexity bounds based on relations between
complexity measures. This last kind of rule is very important since, once again, it allows us to
reduce a probabilistic problem to a nondeterministic problem.

v
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This example demonstrates that our methods are usable for the analysis of even the most complex
existing randomized algorithms.
See URL http://theory.lcs.mit.edu/tds/AH.html.

4 Algorithms

In addition to its work on modelling and case studies, described above, our group carried out a
considerable amount of research on distributed algorithms and impossibility results. We summarize
this work in this section. Some of these results involve timing and some do not. Of the results
that involves timing, some are described explicitly in terms of timed automata, and some treat
the timing model less formally (in the style typical for algorithms papers); however, these could be
expressed formally in terms of timed automata.

Our algorithms work falls generally into the categories of communication protocols, data structures
supporting efficient concurrent access, fault-tolerant asynchronous computability, clock synchro-
nization, and “other work”. Two new books on algorithms were also produced.

4.1 Communication protocols
4.1.1 Connection management protocols

Kleinberg, Lynch, and Attiya proved tradeoff lower bounds for the message delivery time vs. the
quiesce time for connection-management protocols in a timing-based setting [42].
See URL http://theory.lcs.mit.edu/tds/ISTCS95.html.

As described in Section 3.1.2, Smith proved an impossibility result for the “at-most-once fast
delivery problem”, an abstract formulation of the problem that T/TCP is designed to solve [110].
This work used the live timed automaton model discussed in Section 2.5, augmented with local
clocks.

See http://theory.lcs.mit.edu/ "mass/imposs.html.

4.1.2 On-line virtual circuit routing

Gawlick wrote a PhD thesis containing a collection of results in the area of on-line virtual circuit
routing [29]. In particular, with Kalmanek and Ramakrishnan of AT&T Bell Labs, he developed
some new algorithms for routing permanent virtual circuits, which model circuits that are leased by
businesses to construct private networks [30]. With Ramakrishnan and with Plotkin and Kamath
of Stanford University, Gawlick worked on routing and admission control algorithms for switched
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virtual circuits, which model circuits that have a relatively short holding time, such as phone calls,
video conference calls, home movies, etc. A key focus of this effort was to design a distributed routing
protocol [27]. Gawlick also collaborated with Awerbuch and with Azar of Tel Aviv University to
develop routing and admission control algorithms for multicast connections [9]. Finally, working
with Awerbuch, Leighton and Rabani, Gawlick investigated some theoretical aspects of admission
control and routing algorithms for tree, mesh, and hypercube networks [10].

See URL http://theory.lcs.mit.edu/ rgawlick/phd.html.

4.2 Concurrent data structures

In this section, we describe work that was led by Prof. Nir Shavit, a visiting professor from Tel Aviv
University working in the TDS group. This work involves the design of data structures supporting
efficient, highly concurrent access. It has yielded algorithms for interprocess communication and
synchronization that have mathematically-provable computability and resiliency properties, and
also run efficiently in experiments on actual and simulated multiprocessor machines. These data
structures are intended for computing environments ranging from tightly coupled multiprocessors
to farms of workstations in local area networks.

Traditionally, the design of concurrent data structures has been based on mutual ezclusion, which
ensures that only one processor at a time is allowed to access a complex data structure. Shavit’s data
structures allow more concurrency, although fine-grain critical sections are still used by processors
at specified coordination points. The resulting approach has already yielded structures such as
diffracting trees, stacks, and pools, which experimentally outperform conventional solutions.

During the period of the AFOSR contract, Shavit and co-workers continued their work on diffracting
trees [107, 108]. Diffracting trees are novel data structures used to accomplish shared counting and
load balancing; they are based on the counting network approach [7, 37] introduced a few years
ago. They can be used to construct efficient shared queues, stacks and pools.

See URL http://theory.lcs.mit.edu/tds/dds.html and
http://theory.lcs.mit.edu/"asaph.

Shavit and Touitou {103, 99] developed a special type of diffracting tree called an elimination
tree, which utilizes matching operations (such as enqueue/dequeue) to help in constructing efficient

shared stacks and pools.
See URL http://theory.lcs.mit.edu/"shanir/st95.ps.

Their empirical performance data shows that diffracting trees and elimination pools substantially
outperform all previously known techniques: they scale better, giving higher throughput over a
large number of processors, and are more robust in terms of their ability to handle unexpected

latencies and varying loads.
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Shavit, Zemach, and Upfal of IBM developed {100, 101] a stochastic model of diffracting trees that
allows certain parameters that govern tree performance to be predicted as a function of the number
of processors that are likely to use the structure.

See URL http://theory.lcs.mit.edu/"shanir/suz.ps.

This modelling led to a more efficient tree implementation.
See URL http://theory.lcs.mit.edu/"asaph and
URL http://theory.lcs.mit.edu/tds/dds.html.

Lynch, Shavit, Shvartsman, and Touitou proved that, under reasonable timing constraints, several
classes of highly concurrent data structures (such as diffracting trees and counting networks) exhibit
linearizable behavior [68]. Touitou and Shvartsman carried out a suite of simulations validating
the theoretical results. A journal paper is being prepared.

See URL http://theory.lcs.mit.edu/ alex/count2.html.

Della Libera and Shavit developed a reactive diffracting tree protocol [18, 47]. This protocol allows
the tree to shrink and grow based on the load, closely following the optimal tree size for a given
number of processors. This improves performance at low loads so that in effect the tree is like a
simple “queue lock” at low loads, with the ability to grow into a powerful diffracting tree as the
load increases.

See http://theory.lcs.mit.edu/"gio/research.html.

Shavit, Upfal, and Zemach also developed a new “wait-free” sorting algorithm [102], that is, one
that takes logarithmic parallel time and still runs (though slightly less effectively) even if many
processes fail.

See http://theory.lcs.mit.edu/"shanir/suz97.ps.

4.3 Fault-tolerant asynchronous computability

Several of our projects involved attempts to classify problems according to their computability or
time complexity in fault-prone asynchronous distributed systems:

Rajsbaum worked with Attiya and Herlihy [8, 38|, on characterizing the problems that can be
solved in fault-prone asynchronous systems. Herlihy and Rajsbaum [38] analyzed solvability of
the fundamental k-consensus problem (wherein processes that start with arbitrary inputs have to
agree on a total of at most & final values) in terms of various common types of objects (read/write,
test-and-set, fetch-and-add, etc.); this work uses techniques of algebraic topology. Attiya and
Rajsbaum [8] developed a characterization theory that is based on elementary combinatorics rather
than topology.

See URL http://theory.lcs.mit.edu/"rajsbaunm.
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Lynch and Rajsbaum [61] carried out a careful treatment of an exciting recent idea of Borowsky
and Gafni — a fault-tolerant simulation algorithm that allows shared memory algorithms for certain
~ decision problems to be used to solve other decision problems, with the same fault-tolerance prop-
erties. Lynch and Rajsbaum’s main contribution was to convert the intuitive ideas to a well-defined
algorithm, with well-defined correctness properties and a real correctness proof; this was far from
a straightforward task. A journal paper is in preparation. This work was all carried out carefully
in terms of our untimed I/O automaton model.
See URL http://theory.lcs.mit.edu/tds/borowsky.html.

Hoest and Shavit developed a novel mathematical model for evaluating the complexity of algorithms
in an asynchronous setting, based on techniques of algebraic topology. They used their methods
to analyze time complexity in the iterated immediate snapshot model, a restricted type of atomic
snapshot shared memory model. They obtained tight bounds for the approximate agreement prob-
lem, and a fundamental time vs. number of names tradeoff for the process renaming problem. This
work appears in [39]. Hoest and Shavit are currently working on extending their complexity theory
to other types of shared memory models. '

See URL http://theory.lcs.mit.edu/ gunnar/acplx.html.

Chlebus, De Prisco and Shvartsman developed a new fault-tolerant algorithm for the Do-All prob-
lem of performing n tasks using p message-passing processors under the constraint of maintaining
message and work efficiency. This is the first algorithm for the problem that efficiently deals with
processor restarts. A technical report documenting this work was submitted for publication [17].
See URL http://theory.lcs.mit.edu/"alex/cds97.html.

4.4 Clock synchronization

Patt-Shamir completed his PhD thesis [84] on the topic of clock synchronization; some of this
work was carried out jointly with Rajsbaum [85]. This work included the definition of a model for
the problem of synchronizing geographically distributed clocks, built upon the timed automaton
model. They developed new techniques for analyzing clock synchronization algorithms, and used
their methods to obtain algorithms that achieve the optimal degree of synchronization, for any
pattern of communication. See URL http://www.ccs.neu.edu/home/boaz/thesis-abs.html.

4.5 Other work

Patt-Shamir, Awerbuch and Varghese [11] devised a general method for transforming unbounded
register protocols so that they can work with bounded registers, and in a self-stabilizing fashion.
They demonstrated the applicability of their method with new algorithms for the problems of
spanning tree computation and topology update. In [12];\.they presented a general paradigm, based
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on local chacking and global reset, for making asynchronous network protocols self-stabilizing.
See URL http://www.ccs.neu.edu/home/boaz/unbounded-abs.html
or URL http://www.ccs.neu.edu/home/boaz/ss-compilation-abs.html.

Other algorithms and lower bound results were also developed in our group during the period of
the contract; these are included in Attachment A.

4.6 Books v

Lynch wrote an 800-page graduate text book entitled Distributed Algorithms [58]. It presents the
basic results (algorithms and impossibility results) of the research area of Distributed Algorithms,
all unified in terms of our basic untimed and timed automaton models. This unification turned
out to be a major research effort. The chapters connected most closely to the AFOSR project
are Chapters 23-25, which present the timed automaton model and use it to explain results about
mutual exclusion and distributed consensus in networks satisfying certain timing assumptions.
See URL http://theory.lcs.mit.edu/tds/distalgs.html.

Shvartsman produced a book entitled A Theory of Fault- Tolerant Parallel Computation [40], which
contains a synthesis of the latest results about parallel computation in the presence of failures and
delays. The monograph deals with several models of processor failures and restarts, it identifies
the key problems to be solved in these models, and presents algorithms, general simulations and
lower bounds. See URL http://theory.lcs.mit.edu/"alex/mono2.html.

5 Tools

5.1 IOA programming language

Garland and Lynch are completing a preliminary design of a programming language, IOA, for our
untimed I/O automaton model. IOA allows simple abstract description of distributed systems, and
is intended to aid in distributed system development, testing and verification, all in one coordinated
framework. We intend for the IOA language to be integrated with a variety of tools, including
simulators, theorem-provers, and model-checkers. Eventually, generation of distributed code should
be possible.

Garland, Lynch and Vaziri are writing a user’s manual for IOA. The language is formulated in
terms of Larch, and will allow use of the Larch Prover for verification; however, we intend that the
language will also be usable with other theorem provers such as PVS.

We also plan to connect the language to existing model-checking tools; as a start in this direction,
Petrov and Vaziri-worked on a translation scheme from IOA to the input language of the model
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checker SPIN.
See URL http://theory.lcs.mit.edu/ petrov/I0AtoPROMELA.html.

We also plan a simulator, and eventually, hope to support real distributed code-generation as well
(via programming in levels of abstraction and translation of the lowest level of IOA to an existing
language such as C++ or Java).

See URL http://larch.lcs.mit.edu:8001/ garland/ioalanguage.html.

Note that IOA does not include timing features — this first cut is based just on our untimed I/O
automaton model. However, if this first attempt works well, the obvious next step is to introduce

timing into the language and tools.
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