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DoD's Fundamental Challenges in an Uncertain Future

Text of a letter from Secretary of Defense William S. Cohen to Sen. Strom Thurmond, chairman, Senate
Armed Services Committee, Dec. 15, 1997.

In accordance with Section 924 of the National Defense Authorization Act for fiscal year 1997, and after
consultation with the chairman of the Joint Chiefs of Staff, I offer the following comments on the report
of the National Defense Panel.

The National Defense Panel has performed a significant service to the nation, both in recommending
long-term changes to the Defense Department and in providing valuable advice to me during the recent
Quadrennial Defense Review (QDR).

The panel is to be commended for its longer-term focus on the many security challenges that lie ahead. I
strongly endorse its key recommendation to accelerate the transformation of U.S. military capabilities
using savings generated by far-reaching business and acquisition reforms and additional base closures.
This recommendation alone will greatly assist the Department of Defense (DoD) in charting a viable,
fiscally responsible path to meeting the challenges of the early part of the next century.

As I have stated frequently in my dialogue with the Congress, and as events of recent months have
repeatedly confirmed, the fundamental challenge facing the Defense Department, indeed the nation, is to
continue to meet the challenges of shaping the security environment and responding to the full range of
crises in the near term while at the same time transforming our forces and capabilities to meet the
demands of an uncertain future.

The panel correctly states that we do not have the luxury to choose between these sometimes competing
demands. We must do both. In the panel's words, "The United States needs to launch a transformation
strategy now that will enable it to meet a range of security challenges in 2010 to 2020. Yet we must do
so without taking undue risk in the interim."

The extent and pace of our transformation efforts will depend critically on the availability of resources to
invest in necessary research, development, testing, experimentation and procurement. In this regard, I
envision two interlocking revolutions in military and business affairs. I am, therefore, particularly
pleased with the panel's support for the infrastructure reforms put forward in the department's recently
completed defense reform initiative.

Efficient business practices and reduced overhead not only free up resources, they also contribute
directly to the transformation of the department's support structure. As I have said elsewhere, the old
philosophy was the big eat the small. Now, it's the fast eat the slow. My goal is for the Defense
Department to be fast and lean. We must be competitive.

Our men and women remain the key to the department's long-term success. They form the core of our
defense capability, and they will continue to do so in the highly technological military of the future.

I fully agree with the panel that "under no circumstances should we reduce the quality or training of our
people." Recruiting and retaining the best people our country has to offer, committing ourselves to their
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continual professional development, providing them with challenging and fulfilling careers, and
ensuring they and their families can enjoy a high quality of life must remain our top priorities.

The NDP offers a number of important recommendations concerning our future security challenges, our
current strategy and force posture and several of our ongoing defense programs. Several of the panel's
more important recommendations deserve comment.

The panel provides a compelling depiction of our future security challenges, though I would emphasize
that there is considerable uncertainty regarding the specific form these challenges might take. As the
NDP report points out, the world of 2020 will likely pose a wide array of military challenges, some
different from today, some quite familiar. Terrorism, information operations, nuclear, biological and
chemical weapons, missile proliferation and a host of transnational dangers may play a more prominent
role, even posing direct threats to the U.S. homeland. These changes in the security environment will
likely require concomitant changes in defense planning.

The most important step in addressing these challenges is for the United States to continue to play a
leadership role in the international community. This in turn depends on close and cooperative relations
with nations that share our values and goals and on our ability to influence those who can affect U.S.
national well-being. Overseas presence and extensive engagement activities are essential to our success
in this area. We are working hard to strengthen and adapt our alliance relationships and develop new
partnerships to meet new challenges. Enhancing interoperability with allied and coalition forces is
another especially important component of these efforts.

I share the panel's concern that our ability to rapidly and effectively project and sustain U.S. military
power to distant regions may be challenged in the future. Our potential enemies will look to exploit our
vulnerabilities through a range of asymmetric approaches that focus on denying us access to key regions
and imposing large numbers of casualties early in the conflict. For our own part, it is important that we
exploit our own warfighting advantages to the maximum extent possible.

The panel's insights will be useful as we pursue a dual-track approach: first, acting to protect facilities
and infrastructure that enable our forces to deploy rapidly in crisis, to secure long-term agreements with
our allies and partners that provide ready access to critical overseas infrastructure, airspace and territorial
waters, and to ensure our mobility and support forces are properly sized, trained and equipped to
perform their missions under what will likely be very different, very demanding future circumstances;
and second, exploring technological developments and innovative operational concepts that would
enable us to project our military power effectively even when confronted by an enemy that seeks to deny
us critical access to a region.

I share the panel's concern about the vulnerabilities of our space systems. Securing unimpeded access to
space will be vital to all future military operations. As the panel points out, the next 20 years will bring a
dramatic expansion in space operations of all kinds, especially in the commercial sector. Military
competitors, enabled by commercially available space systems, will obviously seek to reduce our current
advantages in space.

This challenge requires that we have adequate space control capabilities and better integration of our
defense and intelligence community operations. I also agree that we must have a robust science and
technology program, take best advantage of increasingly innovative commercial practices, and seek to
secure private industry cooperation in addressing our security challenges in space.

I agree with the panel that we need to better prepare ourselves to conduct operations in urban
environments. As we have seen in Somalia, Haiti and Bosnia, many of our efforts to achieve stability
will bring our forces into urban areas. The same will hold true for larger-scale conflicts. The services
already are embarked upon efforts to improve our ability to operate in cities. We will look to build upon
the panel's recommendations as we focus upon this important challenge.

I believe the panel incorrectly characterizes our approach to sizing military forces. Contrary to the
panel's characterization, we size our forces against a range of requirements, not only to fight and win




major theater wars. In fact, for many elements of our forces, the requirements for major theater war are
less demanding than for day-to-day peacetime activities. This has been demonstrated by recent
experience and by analyses conducted during the QDR.

In accordance with our strategy, our force structure is designed to meet three broad requirements: to
provide adequate overseas presence and conduct a wide-range of peacetime activities that help promote
peace and stability in key regions; to conduct the full range of smaller-scale contingencies; and, in
concert with allies, to deter and defeat large-scale, cross-border aggression in two distant theaters in
overlapping time frames. The force structure outlined in the QDR provides the capabilities necessary to
meet these requirements.

Given America's enduring global interests and today's serious security challenges on the Korean
peninsula and in Southwest Asia -- challenges that are explicitly recognized by the panel -- I believe that
maintaining a capability, in concert with our allies, to fight and win two major theater wars in
overlapping time frames remains central to credibly deterring opportunism and aggression in these
critical regions. Moreover, this level of capability helps ensure that the United States maintains sufficient
military capabilities over the longer term to deter or defeat aggression by an adversary that proves to be
more capable than current foes or under circumstances that prove to be more difficult than expected.

Obviously, if threats of large-scale regional aggression were to grow or diminish significantly, it would
be both prudent and appropriate for us to re-evaluate our theater warfighting requirements, while at the
same time ensuring that we retain the capabilities necessary to shape the international environment and
respond across the full range of potential operations.

I believe the panel recommends the correct path for pursuing a national missile defense system. I also
agree that we should seek further reductions in nuclear forces, and we intend to do so upon ratification of
the START II treaty.

The inconsistency the panel perceives between the services' visions and some of their procurement plans
merits consideration. I have called for a measured modernization program that, together with
streamlining the department's business practices, will allow us immediately to exploit the most
promising technologies. Information technologies will clearly be in the forefront of our activities.
Guided by our joint and service visions, I expect our acquisition plans to change over time as new
operational concepts and supporting technologies mature.

The panel also made a number of observations about specific service programs, questioning, in some
instances, projected procurement quantities. Such quantities are revalidated and revised many times in
the life of a program and, hence, will be subject to periodic review. The panel's recommendations to add
or accelerate programs to enhance our transformation efforts, particularly those requiring additional
resources to implement, will be considered in future departmental reviews.

I read with interest the panel's proposals to accelerate our ongoing transformation activities to exploit the
Revolution in Military Affairs (RMA). The Defense Department has recognized similar challenges and
is already pursuing many of the actions identified in the report. ... However, in the face of very real
near-term demands to protect U.S. interests and within the constraints of available resources, we must
pursue this transformation prudently. We have therefore developed a process encompassing a wide
variety of joint and service-unique activities to enable us to fundamentally transform our military
capabilities.

Joint Vision 2010 serves as the template for our transformation activities. It embraces information
superiority and the technological advances that will transform traditional operational warfighting
concepts into new concepts, via changes in weapons systems, doctrine, culture and organization. It
provides common direction for the services, combatant commands, defense agencies and military-related
businesses as they refine their own complementary visions and prepare to meet an uncertain and
challenging future.

I welcome the panel's emphasis on joint experimentation and am particularly interested in those



recommendations that focus on infusing greater "jointness" into our ongoing efforts. Accordingly, I will
explore its suggestion to create a joint battle lab for experimentation and joint exercises, to establish a
joint national training center, a joint urban warfare center, and a joint concept development center, and to
integrate existing service battle labs and facilities where appropriate.

Supporting our efforts to realize a vision of future warfare, the Joint Staff and the services have created
several battle labs to develop and assess new concepts and capabilities to carry out critical missions to
meet current and future challenges. These battle labs serve as our test bed for exploring ways to ensure
our 21st century forces are effective across the spectrum of future military operations. In addition to
these battle labs, we employ a variety of war games to improve our understanding of the security
environment and the relative merits of alternative means of meeting critical military challenges over the
longer term.

Experimentation is another critical tool for gaining insights and refining new operational concepts.
Warfighting experiments evaluate the impact of various concepts, doctrines, technologies and
organizations on the warfighting capability of joint and combined forces. We also employ larger-scale
Advanced Warfighting Experiments (AWES) to further explore emerging operational concepts and new
technologies.

We also have funded an aggressive science and technology (S&T) program to ensure that our future
forces have the competitive combat edge provided by superior technology. Four recent publications --
the Defense Science and Technology Strategy, its supporting basic research plan, the Defense
Technology Area Plan, and the Joint Warfighting Science and Technology Plan (JWSTP) -- lay out our
S&T vision, strategic plan and objectives. The JWSTP takes a joint perspective, looking across the
services and defense agencies to ensure that our S&T programs address priority future joint warfighting
capabilities.

In an effort to link new operational concepts with new technologies, advanced concept technology
demonstrations (ACTDs) are aimed at rapidly fielding new systems to evaluate their military utility --
generally within two to four years. The ACTD is our approach to capturing and harnessing technology
and innovation rapidly for military use at a reduced cost. ACTDs are designed to foster an alliance
between the technologists and the joint warfighters, eliminating barriers and improving the management
of these critical efforts.

Building upon the many departmentwide activities described above, I plan to explore the panel's
recommendations to aggressively implement a transformation strategy. Toward this end, I have asked
the deputy secretary of defense to chair an RMA oversight council within the context of the Defense
Resources Board to review the department's current and planned transformation activities, recommend
areas that could benefit from greater "jointness," and investigate whether changes in funding or activities
are warranted. Qur common goal is to better position the Defense Department to ultimately field the
fundamentally different forces we will need for the future.

A successful transformation of the Defense Department will necessarily involve organizational changes.
The National Defense Panel made several useful recommendations for areas in which the department can
alter its structure to better meet the challenges of the future through: the Unified Command Plan (UCP),
new uses for the Guard and Reserve, and changes within the broader interagency process.

The NDP recommended maintaining the current number of combatant commands but suggested that the
department make adjustments in the responsibilities of many and changes in the missions, and hence
names, of some. I find these observations to be timely and insightful.

As the means by which the missions, responsibilities and force structure of each combatant command
are assigned, the UCP is a cornerstone of the CinCs' [commanders in chief] ability to meet the defense
strategy's fundamental challenge. It is therefore imperative that we thoroughly review and modify the
UCP as we transform our forces for the future. It is also essential that we modify the UCP only after
deliberate analysis. Changes in responsibilities should come at a rate that can be implemented by the
CinCs without an undue increase in risk in the transitional areas of responsibility.



The chairman of the Joint Chiefs of Staff recently completed a biennial review of the UCP as required
by Title 10 and Section 905 of the Defense Authorization Act for fiscal year 1997, which directed a
review of the impact of the QDR on the UCP. This review was an extensive effort that involved the Joint
Staff, CinCs and services.

Several proposals similar to the panel's recommendations were reviewed in this cycle. Some, including
assignment of [ex-Soviet republics], strengthening the mission of SPACECOM [Space Command], and
further clarification of ACOM's [Atlantic Command] mission, were recommended for inclusion this year
(UCP 97).

Since the panel's full range of UCP recommendations merit thorough analysis, I will ask the chairman of
the Joint Chiefs of Staff to include them for consideration in the UCP review cycle that begins in
January 1998 and would look to act on any particularly promising ideas expeditiously.

The department must approach a transformation strategy from a Total Force perspective. The National
Defense Panel correctly states that to achieve transformation, the active and Reserve components must
work together in an atmosphere of mutual trust. Indeed, the panel's specific recommendations on the
reserve components greatly contribute to the national discussion of how best to evolve the Total Force
and are consistent with the department's current efforts to refine the role of our Guard and Reserve
components.

The Army, in particular, is currently assessing more than 30 initiatives to improve active-reserve force
integration. The conversion of Army National Guard combat structure to critically needed combat
support and combat service support structure is under way. Additionally, the Army will begin to assess
integrated [active-reserve component] divisions by fielding two such divisions in fiscal year 1999.

Other proposals include increasing reserve force utilization in support of rotational operational missions,
developing multicomponent units and addressing the growing threat to the U.S. homeland. The NDP's
recommendations will be fully considered as the department continues to shape the total force for the
future.

The panel rightly points out that the future security environment will include threats to the U.S.
homeland, and I agree wholeheartedly that we must examine the role of homeland defense in our overall
defense strategy. I look forward to exploring the panel's recommendations on new roles for our National
Guard and Reserve forces in this area.

Recent legislation provides the National Guard with $10 million to develop its domestic
chemical/biological counterterrorism mission. In addition, the undersecretary of the Army directed an
active-reserve "tiger team" to develop a plan for integrating reserve components in DoD's response to
domestic nuclear, biological and chemical terrorist attacks.

The tiger team will report this month to the deputy secretary of defense on its findings. The department
is also leading the implementation of the domestic terrorism preparedness program, which trains the
local trainers and exercises local first responders, including firemen, law enforcement officials and
medical personnel. The program reached 27 cities this year and will cover 22 more next year.

Over the next few years, we plan to provide "train the trainer" assistance for first responders in
America's 120 largest cities and will provide training to all cities via the Internet, video and CD-ROM.
As we consider these options, we have to balance capabilities, tempo and missions. In considering these
recommendations, however, we must bear in mind that the defense of the U.S. homeland involves many
agencies of government.

The evolving security environment also has significant implications for how the national security
apparatus operates. The distinctions between foreign and domestic policies are less pronounced than in
the past. As the panel points out, the United States faces a panoply of threats that require smooth
interaction among diplomatic, military, law enforcement and consequence-management organizations.




I believe our national security apparatus must be flexible and responsive to meet the kinds of challenges
that this nation will face in the foreseeable future. Presidential Decision Directive 56 on managing
complex contingency operations takes a major step in that direction by providing an approach to
effectively integrate the operations of all U.S. government actors in a crisis situation. I will recommend
to the president that the broader national security community review the panel's proposals in this area.

The National Defense Panel rightly focused on the need for additional resources to fund the
transformation process. Change does not come cheaply, and the department must work together with
Congress to ensure that U.S. forces are not held back by a burdensome infrastructure and outdated
business and acquisition practices. The recently completed Defense Reform Initiative, endorsed by the
NDP, reflects the insights of numerous business leaders who have restructured and downsized their
corporations to compete more successfully in a rapidly changing marketplace.

These leaders made clear that winning in the new era depends as much on speed and agility as on
overpowering mass. This lesson must be learned not only by our fighting forces, but also by the
department's business force, marching together in step to achieve the interlocking revolutions of military
and business affairs.

As we expressed in the Defense Reform Initiative, the Department of Defense's business processes will
be guided in the future by four principles:

e Re-engineering: adopting modern business practices to achieve world-class standards of
performance;

e Consolidating: streamlining organizations to remove redundancy and maximize synergy;

e Competing: applying market mechanisms to improve quality, reduce costs, and respond to
customer needs; and '

e Eliminating: reducing excess support structures to free resources and focus on core competencies.

Three areas of particular interest to the National Defense Panel were outsourcing and privatization, base
closures and acquisition reform.

This year, the Department of Defense is increasing significantly the number of functions that it will
compete. Already, the military departments and defense agencies announced that they will conduct
OMB [Office of Management and Budget] Circular A-76 competitions involving 34,000 [full-time
equivalent] positions.

In addition, the department's components will pursue A-76 competitions for functions involving 30,000
full-time equivalents (FTEs) in each of the next four fiscal years, for a total of approximately 150,000
FTEs. This annual effort represents more than a threefold increase over any year in the previous two
decades.

In addition, DoD continues to pursue public-private competition for depot maintenance work to the full
extent allowed by law. The department is currently reviewing the functions performed by its personnel
to identify additional functions that can be made subject to competition.

As recommended in the Defense Reform Initiative and endorsed by the National Defense Panel, the
department will also continue to pursue congressional authorization for two additional rounds of base
closures. Our proposal is to conduct these rounds in 2001 and 2005. The relative disparity between
current base structure and force size wastes limited resources that should be invested in our
transformation efforts.

Having streamlined the property transfer and environmental cleanup processes, we are now able to reap
the savings from base closures more quickly. Indeed, BRAC [base realignment and closure] 95 sites are
closing in two-thirds the time it took to close BRAC 88 bases. This improved turnaround time not only
benefits taxpayers, it also allows communities to put these properties back to work for them sooner.
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The department agrees with the panel's belief that our acquisition system must be more agile. The
department has already made significant strides toward this end and is examining ways to shorten the
cycle time required to introduce new systems, such as by applying lessons from the ACTD process and
by fostering dissimilar competition. We believe that further civil/military industrial base integration will
allow the department to access significantly more commercial products and services in a more timely
fashion, as the panel recommends.

Carrying out the wide range of important ideas put forth by the National Defense Panel will require a
partnership between the administration, the Congress and the American public. We cannot lose sight that
the purpose of our military is to credibly deter and, if necessary, fight and win wars. Our magnificent
people and technological capabilities are strengths we must maintain.

I'look forward to working with the Congress over the coming months to build upon the important
recommendations highlighted in this report.
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