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ABSTRACT

A number of studies have been accomplished examining the ‘truth bias’
individuals have toward others with whom they have a close relationship or familiarity
(McCornack and Parks, 1986; Levine and McCornack, 1992; Stiff, Kim and Ramesh,
1992). However, little has been done to examine the relationship between individuals
and information artifacts. Does truth bias affect an individual’s ability to detection
strategic information manipulation in artifact-produced information? Are there measures
that can be taken to improve the deception detection capabilities of artifact users? This
research examines the artifact-user relationship and proposes a research model depicting
the competing nature of artifact truth bias and detection factors such as experience,
arousal and training as they influence an individual’s ability to detect deception in
artifact-produced information. The model was empirically tested in a laboratory
experiment that included the use of a survey instrument. Together, the information
collecting methods are used to gain a better understanding of the factors involved in

strategic information manipulation and deception detection via artifacts.



CHAPTER 1

INTRODUCTION

In the last decade, there has been explosive growth in the use of electronic
communications to include electronic mail, the Internet, electronic data interchange
(EDI), and many other forms of computer-based information systems (Schlack, 1992;
Tolly, 1994; Zmud, 1988). All of these forms of communications systems can be
classified as "advanced information technology" (DeSanctis and Poole, 1994, p. 125;
Huber, 1991).  Advanced information technologies (AIT) include artifacts such as
electronic communications, executive information systems, group support systems and
"other technologies that enable multi-party participation in organizational activities
through sophisticated information management" (DeSanctis and Poole, 1994, p. 121).
Further, it has been reported that organizations intend to increase their use of AIT in the
near future. (Mohan, 1995; Day, 1995; Kornel, 1989; Sullivan, 1995).

As use of AIT grows, individuals and organizations come to depend on these
systems for their decision making needs. In many cases, people come to trust the
information systems they use to provide correct information (Wiener, 1985; Parasuraman,
1987). When this occurs, information system users make themselves vulnerable to errors

in the data used by the information system and conditions of "strategic information




manipulation” (Zmud, 1990). They become susceptible to attacks on their information
systems by those wanting to influence their decision making behaviors. Thus, errors in
data and strategic information manipulation are two significant conditions faced by those
who depend on information systems for their decision making needs.

The realm of data error has a long history of research that cross various fields of
study. These include areas of vigilance (Davies, 1969; Weiner, 1987; Adams, 1987),
attention (Parasuraman, 1984); and human ability to detect errors in data (Klein, et al.,
1997; Klein, 1997; Johnson, et al., 1993). On the other hand, very little is known about
strategic information manipulation. While there have been some studies and references
to computer crimes and information manipulation toward the goal of embezzlement, very
little has been accomplished with regard to influence on decision making (Johnson, et al.,
1993; Bequai, 1987; Mungo and Clough, 1992; Shimomura, 1996).

In recent years, the United States military and the civilian sector have noted
concern regarding the dangers of strategic information manipulation. In the mid-1980s,
the military launched an all out campaign to begin to prepare its troops for what it calls
'Information Warfare' (IW) or 'Information Age Warfare' (Fowler and Peterson, 1997,
Goodman, 1996, Libiki, 1995). The United State Air Force defines information warfare
as "..any action to deny, exploit, corrupt, or destroy the enemy's information and
information functions; protecting ourselves against those actions; and exploiting our own
military information functions" (USAF IW pamphlet, 1996). Thus, the ‘infosphere’ joins

air, land, sea, and space, as a potential battleground. The Air Force views IW as an



offensive and defensivc:, operation. The prevention and detection of strategic information
manipulation would be considered a defensive operation, or as named by the Air Force,
'counter-information operations.'

The concern regarding information warfare extends to the civilian sector as well.
This can be attributed to two factors. First, civilian organizations are often closely linked
to military organizations. Several military functions such as base security, network
management, and database management either are currently, or will be, outsourced to
civilian contractors in the near future. Further, the military conducts business
electronically with hundreds of civilian business partners. Because of its need for
information, the military cannot shu;c itself off from the civilian sector. Thus, civilian
organizations can be seen as a possible weak link in the information security chain.
Second, civilian organizations, in and of themselves, are vulnerable to information attacks
(Malik, 1996, Mungo and Clough, 1992). While they may not face a military adversary,
they may be subject to attacks from extortionists and unscrupulous competitors (Ibid.)

Studies and reports on computer and information security take a myopic view
toward protection and system security. It appears the answers to all security problems
are firewalls, encryption and other computer-oriented detection devices (Cobb, 1995;
Moddy, 1995). Further, the Air Force Information Warfare Center (IWC) recently tested
the safeguards used by network operators in the Air Force. Of the networks tested in the
first on-line survey, 46 percent were successfully accessed, and IWC operators were able

to obtain total control of 28 percent of the systems. In contrast, only 13 percent of all




systems tested reported any such break-in attempts or successes. The IWC operators
found ways to circumvent the computer-oriented methods for system intrusion prevention
and detection. This research highlights the importance of artifact users in the struggle for
information security. When computer-oriented security measures fail, users should be
seen as another line of defense. If users also have vulnerabilities, they must be identified
and examined. This research endeavor synthesizes literature on individuals' ability to
detect deception, truth bias, proliferation of information artifacts, and current trends
toward information systems security in order to further understanding of the vulnerability
of AIT users.

To date, little is known about the susceptibility of AIT users to forces that
deliberately alter data in information systems in an effort to influence decision making
behaviors. Do decision makers trust the AIT that is used to generate the information
they need to make decisions? What types of users are most affected by the information
manipulation? Can deceptive information be detected? Further, can arousal to the
possibility of a manipulation and training of users to understand potential vulnerabilities
improve detection results? The study that follows attempts to examine the questions by
subjecting users of AIT to conditions whereby the information in the system they use on a
daily basis is deliberately manipulated so as to influence their decision making behaviors.
The research model for this experiment is founded on the construct of truth bias
(McCornack and Parks, 1986). Truth bias occurs as individuals form relationships with

others. Over time, as people communicate and build relationships with others, they




develop heuristics regarding the reliability of each of their acquaintances. As they begin
to accept that they can believe what others are saying, they establish a truth bias. Thus,
they become vulnerable to information manipulation (McCornack and Parks, 1986;
Levine and McCornack, 1992; Stiff, Kim and Ramesh, 1992). Based on the truth bias
construct and a review of existing literature, a conceptual framework is developed for
understanding how people may be vulnerable to manipulation by information artifacts as
well. From the conceptual framework, a research model and a series of hypotheses have
been developed to explain the susceptibility of AIT user to strategic information
manipulation and to identify possible countermeasures that may be taken to prevent such
problems. The model and propositions are used to extend existing theory and examine
the two following research questions:

1. Does truth bias influence an individual's perception of artifact reliability
in the same manner it influences perceptions of human truthfulness?

2. Can measures such as arousal and training be used to reduce human
susceptibility to strategic information manipulation via information
artifacts?

The following chapters provide the background and conceptual framework for
understanding truth bias and strategic information manipulation. Chapter Two reviews
and synthesizes the literature on truth bias, deceptive communications, error detection,
and artifact use and dependence. In Chapter Three, a research model is developed
depicting the relationship of truth bias to an individual's potential for deception and the

effects of arousal and training as means to reduce deception. Chapter Four outlines a lab

experiment designed to test the research model and hypotheses in a real-world setting. A




description of the location and subject-task characteristics is included to further clarify

the endeavor.



CHAPTER 2

LITERATURE REVIEW

Information manipulation and deception, in and of themselves, are complex
phenomena that draw interest from many different fields of study. However, as Zmud
(1990) noted, new information technologies have the potential to impact the perpetration
of strategic information behaviors in rather unique ways. Individuals do misrepresent or
restrict information in order to influence the behaviors of others (Feldman and March,
1981; Miller and Stiff, 1993, Johnson et al, 1993). The addition of advanced information
technologies to the phenomena of information manipulation and deception adds to their
complexity.

The purposes of this chapter are twofold. First, this chapter will review the
relevant literature and provide a synthesized framework with which to continue the
investigation into this emerging phenomenon of strategic information manipulation
through artifact channels. Second, this chapter will establish the scope of the study.
The first section reviews some of the theoretical bases for information manipulation and
deception to include the truth bias construct (McCornack and Parks, 1986), information
manipulation theory (McCornack, 1992), and interpersonal deception theory (Buller and

Burgoon, 1996a). The second section examines the need for expanding such person-to-



person theories of communication to conditions whereby humans interact with artifacts
for their information needs.  This section will examine the proliferation of information
artifacts, human attitude toward IT, and current computer-based protection mechanisms
against strategic information manipulation. The third section examines human ability to
detect deception and includes background information on attention and vigilance, error
detection, and signal detection theory. It also reviews a taxonomy of deceptive practices
that may help to create a viable detection training program.  The final section
summarizes and critiques the literature. A void in the current literature is identified and

a suggested area of study is offered to help resolve this weakness in the understanding of

strategic information manipulation and deception.

Theories of Information Manipulation and Deception

The theoretical background regarding information manipulation and deception
between human senders and receivers is rich and has been supported by some empirical
testing (McCornack and Parks, 1986; Buller and Burgoon, 1993; McCornack and Levine,
1990; Levine and McCornack, 1991; Burgoon, Buller, Ebesu, and Rockwell, 1994).
Such theories extend the body of knowledge about deceptive communications between
sender and receiver. Three complementary theories of deception will be reviewed in this

section: truth bias, information manipulation theory, and interpersonal deception theory.




Truth Bias

McCornack and Parks (1986) introduce the concept of 'truth bias' as a reason why
people have difficulty in detecting deception from familiar human sources. People
develop relationships with others. Over time, they come to believe that what is told to
them by a trusted_partner is the truth. Of course, relationships whereby the receiver
believes the sender's information cannot be trusted can occur as well. However, the focus
of truth bias is that of a trusting relationship. Eventually, receivers incorporate heuristics
to evaluate the reliability of the source (Tversky and Kahnamen, 1974). For instance, if a
receiver develops a close relationship with the sender, over time the former begins to trust
the latter. The receiver develops a heuristic of trust toward that particular sender. Since
the sender was reliable in the past, the receiver believes all communication will be
reliable in the future. Thus, a truth bias is formed. Levine and McCornack (1992)
empirically tested the truth bias model and found that it held. However, other tests (see
Buller, 1988 and Stiff et al., 1992), labeled "pseudo-replications” by Levine and
McCornack (1992, p. 152), found evidence to the contrary. Further investigation of the
truth bias construct is warranted.

The construct of truth bias has been used in many conceptual and empirical
studies of information deception and detection (Buller and Burgoon, 1994; Stiff, et al.
1992; Buller, 1988; McComack 1992; McComack et al., 1992). It has become a
cornerstone of information manipulation and deception theory. Two key theories that

provide additional understanding of this phenomenon are McCornack's Information



Manipulation Theory (1992) and Buller and Burgoon's Interpersonal Deception Theory
(1996). Both theories are reviewed below.
Information Manipulation Theory

This theory is an adaptation to the Cooperative Principle (Grice, 1989) in that it
applies the cooperative maxims introduced in that research to communication principles.
According to McCornack, "Messages that are commonly thought of as deceptive derive
from covert violations of the conversational maxims" (1992, p. 5). Information
Manipulation Theory highlights four maxims of communication that, when violated, can
be considered a deviation from rational and cooperative behavior. The four maxims are
as follows:

Quantity. This relates to the amount of information that should be provided in
the message. The amount of information presented should be only as much as required
for the situation.  Purposeful addition of non-required information or deletion of
necessary information is considered a violation of the maxim.

Quality. This relates to the verécity of the information. "Participants are
expected not to present information they know to be false, nor make claims for which
they lack adequate evidence" (Ibid., p.5). Knowingly falsifying information violates this
maxim.

Relation. Violations of the relation maxim divert the communication from a
danger of disclosure to a different subject. In layman's terms, this maxim might be best

described as 'avoiding the subject.’
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Manner. This refers to the way in which the information is presented. Often this
form of manipulation transforms the communication into a rather ambiguous transfer of
information. For instance, as a student constructs a research paper, a colleague might ask
'How far along are you?" His answer might be 'I'm on chapter four.! However, if he did
not want to disclose how much or how little he accomplished, he might say, 'Oh, I am
moving right along.! The second answer is not a lie, but it is very ambiguous.

Violating one or more of these maxims is a form of deception in communication.
"IMT argues that one way of thinking about how deceptive messages become 'deceptive’
is in terms of how the information that interactants possess is manipﬁlated within the
messages that they produce” (Ibid., p. 13). The key focus of IMT is the communication
process. Empirical testing, while limited, has shown support for the theory (McCornack,
Levine, Solowczuk, Torres, and Campbell, 1992). However, a more recent study by
Jacobs, Dawson, and Brashers (1996) that replicated McCornack, et al. (1992) suggest
that deception arises only for quality implicatures or inferences by the receiver made
about the quality of information from the sender.  In short, "...deceptions occur by
inviting false implicatures" (Jacobs, et al.,, p. 71). Consideration of the other three
maxims is unnecessary. In a critical rejoinder, McCornack, Levine, Solowczuk, Torres,
and Campbell (1996) reanalyze the data and demonstrate how the data is inconsistent

with the premise that deception arises only from such implicatures.
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Interpersonal Deception Theory
Buller and Burgoon (1996) offer Interpersonal Deception Theory (IDT) as a
framework for understanding and explaining the dynamics of deception during
interpersonal interaction.  IDT posits that "a major factor in deception is one's
communication skills" (Burgoon, Buller, and Guerreo, 1995, p. 290). In order to achieve
successful deception, deceivers must demonstrate several verbal and nonverbal skills
simultaneously. "They must plan and encode credible verbal messages while projecting a
believable nonverbal image..." (Ibid.).
Interpersonal Deception Theory differs from IMT in that it focuses on face-to-face
encounters. This is in contrast to Information Manipulation Theory where the focus is on
" the communication interaction and is more contextual in nature. Further, IDT delineates
five fundamental dimensions including completeness, veracity, directness/relevance,
clarity, and personalization as alternatives to the four maxims of IMT (Burgoon, Buller,
Guerreo, Afifi, and Feldman, 1996). However, the theories are closely related. First,
both emphasize the familiarity between sender and receiver. Burgoon and Buller suggest
that this is somewhat novel as "most deception research has employed deceivers and
detectors who are strangers to one another and therefore may not be relevant to ordinary
deceptive encounters” (1994, p. 158). Second, since familiarity is implied in both
theories, truth bias is a key construct. Finally, if suspicion is aroused as to the veracity of
the transactions, the receiver's awareness will enable him or her to set up some form of

defensive posture such as deception bias.
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Like McCornack's theory, IDT has also received empirical support (Burgoon, et
al., 1995; Burgoon and Buller, 1994). However, much of the support for IDT involves
the receiver's ability to notice nonverbal cues as a means of detecting deception.
Interpersonal Deception Theory, and to a lesser extent IMT, assumes communication is a
phenomenon that only takes place between two human interactants. Recently,
McCornack et al., (1996) have suggested that IDT's conceptual definitions lack precision
and it does not contribute to the knowledge of deception. In a rejoinder to that critique,
Buller and Burgoon (1996) maintain that IDT has empirical support and suggest IMT
does not. However, a review of the literature suggests that the only empirical support
for either of the theories is derived from experiments by those who conceptualized them.

In the past two decades, more and more communication is taking place not face-
to-face but via artifact channels that are provided by advanced information technologies
(Zmud, 1990). It is because of this growth in AIT that these theories need to be expanded
to include human-to-artifact relationships. The following section discusses the reasons
behind a need for expanded theoretical support of information manipulation in human-to-

artifact communication.

The Need for Expanded Theory of Information Manipulation

Advanced information technology has seen remarkable growth in the recent past,

and it is projected to continue expanding in the near future (Schlack, 1992; Mohan,
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1995). As such, much of the communication that takes place will be via channels such as
electronic mail and the Internet. Zmud labeled these channels artifacts which he defines
as..."computer- and communication-based information systems..." (1990, p. 97). Further,
he posits that: 1) people will become increasingly dependent on artifacts as information
sources, 2) they will place increasing confidence in information obtained from artifacts,
3) manipulative behavior will increasingly occur via artifacts, and 4) the perpetrators of
deceptive behavior will be increasingly difficult to identify (Zmud, 1990).
A key notion implied through this work is that information manipulation can extend
beyond person-to-person interactions and exist in person-to-artifact relationships. Based
on this notion, the proliferation of artifacts, human attitude toward such artifacts, and
their vulnerability to attack or manipulation by the human actors that utilize them will be
considered in more detail.
Proliferation of Information Artifacts

Advanced information technologies are widespread in organizations and continue
to grow. Countless articles and studies in both the academic and popular literature report
AlT's continued growth in organizations (Day, 1995; Hamilton, 1989; Jackson, 1995;
Kornel, 1989; Schlack, 1992; Sullivan, 1995). These artifacts have become
organizational tools that users have grown to depend on for their daily activities.

The proliferation of artifacts is projected to continue well beyond the year 2000
(Kornel, 1989). Not only is continued growth a factor, but evidence also suggests people

prefer electronic forms of communication (Sullivan, 1995).  Further, Davis (1989)
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maintains that as individuals find technology to be useful they, will be apt to employ it.
Also, O'Reilly (1982) found that information users appear to prefer accessibility to
information more than they prefer accuracy. As the use of AIT continues to grow, it will
influence the accessibility of information. First, often the employment of AIT replaces
other channels of information accessibility, thereby making the new method more
accessible. Second, the employment of AIT often brings information accessibility to
users' desktops (where it may not have existed before), again, increasing accessibility to
information. These reports and studies and their implications provide support for Zmud's
propositions, noted earlier, as well as support for the argument to extend information
manipulation theory. This suggests that protection from AIT-based information
manipulation should be of concern.

While the proliferation of information artifacts in organizations is clear, it does
not fully explain the artifact-human relationship. Artifacts may well populate the work
place, but an understanding of human attitude toward the artifacts is a requisite for any
study of strategic information manipulation via artifact channels and its detection.
Fortunately, the existing body of literature on human attitude toward computers is quite
rich. The following section will examine some of that literature.

Human Attitude Toward Computers

Probably one of the most cited works on human attitude toward computers is the

study by Davis, et al., (1989) that introduced the technology acceptance model (TAM).

The model is based on the theory of reasoned action (Ajzen and Fishbein, 1980), which
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suggests that a person engages in a specific behavior when he or she has the behavioral
intention to perform the behavior. Behavioral intentions are based on the individual's
attitude toward the behavior and the subjective norms regarding the behavior. In terms
of computer usage, an individual's attitude or judgment that behavior is positive or
negative plays a major role in their use of computers. Subjective norms concern the
"...social pressures put on him to perform or not perform the behavior in question” (Ibid.,
p- 6). Thus, individuals will use computers in their work lives and daily lives when they
believe it to be a positive behavior and/or when they believe others think that they
should. In the work-place, subjective norms might be more of a driving factor when an
individual's attitude toward usage is low. Davis, et al., (1989) introduced the TAM as an
adaptation of the theory of reasoned action to as means of modeling user acceptance of
information systems. They posited that perceived usefulness and perceived ease of use
were of relevance to the acceptance of computer by users. In empirical testing, they
found that perceived usefulness "..is a major determinant in people's intention to use
computers” (Davis, et al., 1989, p. 997). However, there is much more to human attitude
toward computers than intent to use.

In the late 1980's, a number of studies examined human attitude toward computers
(Davis, 1989; Brown, et al., 1988; Popovich, et al., 1987; Koslowsky, et al., 1988).
Morrison (1983) reported that although computers have been in use for quite some time,
there was still a lack of positive acceptance by users and those affected by the

technology. = However, later studies resulted in conflicting findings. One key
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component of positive attitude toward computer usage is time spent with the artifact.
Popovich, et al., (1987) found in developing the Attitudes-Toward-Computer Usage
Scale (ATCUS) that as participants in their study spent more time using computers, they
"...showed a less negative reaction to computers and computer related technology..." (p.
266). Similarly, Davis (1989) and Brown, et al., (1988) found that increased exposure to
computers and computer related devices appear to-determine one's attitude toward the
artifacts. Users with greater exposure have less negative attitudes.

Another key factor regarding positive (or, at least, non-negative) attitudes toward
computers is the amount of training a person has related to computers. Popovich, et al.,
(1987) found that the more computer courses a person completes, the more positive that
person's attitude toward computers. In a reexamination of the ATCUS, Brown, at al.,
(1988) derived similar findings. As such, individuals with computer education will more
likely have a positive attitude than those with less education.

A final finding, and one that is somewhat more related to the study at hand,
concerns computer usage in the work place. Popovich, et al., (1987) found in their study
that males generally had a more positive attitude than females, and younger people had a
more positive attitude (toward computers) than older people. However, when computers
were required as tools for completing tasks in the work place, differences in attitude were
quite reduced. Morrison (1983) reported similar findings in his survey of attitudes

toward computers.
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In summary, the literature suggests that amount of exposure to computers, the
amount of computer training, and the level of work, related to computer use, all have an
influence on computer attitude. Of course, some of these finding may be related. An
individual who uses computers in the work place is likely to be more exposed to
computers than one who does not use computers as a tool. The point is that individuals
who have a greater exposure to computers generally have a more positive attitude or
comfort level toward them. As this comfort level increases, do humans then display a
greater trust in the reliability of the information they receive from these artifacts? The
following section examines this notion of human trust in artifact-produced information.
Human Trust in Artifacts

On a daily basis, humans trust artifacts with a large portion of their information
needs. One only need visit a grocery store or automatic teller machine to view that fact.
Television news shows have reported on the consumers' dependence on the use of bar
code scanners in grocery stores and the lack of checking by consumers to ensure they
purchased the product at the correct price (e.g., NBC's Dateline, 16 Dec 97). Likewise,
the academic literature has examined this phenomenon of human trust in artifact-
produced information (Weiner, 1985; Schlegel 1986; Bequai, 1987; Parasuranam, 1987).

Much of the work on human trust in artifact-produced information comes by way
of the field of aviation. ~Wiener (1985) discusses the implications of using cockpit

automation and its affect on aircrews. He reports that cockpits were automated due to

the:
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increased speed and capabilities of jet aircraft, the explosive growth of

air traffic, the complexity of the regulatory environment, the unbearable
costs of an accident, and the recognition of human limitations
(Wiener, 1985, p.77)

There are various reasons for automating the work environment, including
economy, reliability and availability of information systems. As such, various
information technologies have become necessary for many industries.  Parasuraman
(1987) describes a computerized monitoring device that air traffic controllers have come
to rely on to assist them in their duties. The FBI and many municipal court systems rely
on advanced information technology for the storage and maintenance of criminal records
(Bequai, 1987). Further, many Federal agencies are currently reviewing electronic
record keeping systems (ERKs) that can monitor information from creation to destruction
based on disposition and destruction algorithms. Vital records may soon be placed under
the purview of AIT. Also, the Air Force IWC encourages network systems
administrators to use auditing systems to monitor file usage by network users. The
auditing systems are computer programs used to monitor file usage activity by users.
Using sophisticated algorithms, the programs track and record file usage. When a file is
used in a non-normal manner or when significant changes have been made to the file, the
program flags the file for possible abuse. |

What is the meaning of this trust in artifact-produced information and reliance on

artifacts? A number of problems are recognized. First, individual users of the

technology learn to become dependent on it. Wiener (1987, p. 87) explains that cock-pit
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automation has "taken the crews out of the loop to the extent that they may be unable to
perform the supervisory and monitoring duties that we relegate to them." By having a
high level of dependence on AIT, users can become unable to perform their tasks without
such automated assistance.  Second, by reducing the monitory workload, automation
may lead to complacency and boredom. Parasuraman (1987) suggests that the goal of
automating systems may not necessarily be to reduce the workload but to optimize it.
Finally, reliance on artifact-produced information may cause users to not question the
information they do receive and thereby base decisions on what is perceived or
understood. In short, because the information arrives via an artifact channel, people tend
to be influenced by the style of how it is presented (Schlegel, 1986).

All of the points mentioned above suggest that people in many different
occupations and walks of life can become dependent on artifacts to meet their
information needs. While the loss of appropriate job skills is important, the scope of this
research is to examine how users might prevent themselves from deception via artifact
channels. As more and more information tasks are automated, the vulnerability to
strategic information manipulation increases (Zmud, 1990).  Therefore, it becomes
important to identify ways to prevent such deceptions.

Currently, two basic approaches of protection exist with regard to detecting
strategic information manipulation: computer-based defenses and user-based defenses.
While it is logical that both methods should be used concurrently, often computer-based

approaches receive primary consideration for deception detection activities. A review of
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these approaches including some the methods used and their weaknesses is offered
below.

Computer-Based Protection from Manipulation

One of the concerns of interest to this research is the potential for deception or
information manipulation that takes place via human-to-artifact interactions.  This
deception may be derived from unauthorized users or authorized users manipulating the
information. Preventing unauthorized use of artifacts often falls into the category of
systems security.

Recent reports have noted that computer- and communication-based information
systems have come increasingly under attack (Wright, 1994; Anthes, 1996a; Anthes,
1996b). These attacks come in the form of unauthorized use or manipulation of
information, destruction of information or system-critical files, and exposure to computer
viruses. Attackers could be anyone from outside hackers to disgruntled employees. In
turn, systems security personnel have resorted to sophisticated measures to prevent.
unwanted access. For instance, Cobb (1995) reports that 'firewalls' are popular tools for
protecting networks from unauthorized access. These tools can take the form of
screening routers or packet filters, which reject connection attempts from unauthorized
addresses, or application gateways that enable more direct control of Internet services and
users (Moody, 1995). Another protective technology that is growing in popularity is

encryption. With this technology, information is coded by the originating systems and
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decoded by the receiving system with the correct decoding key. If a receiver (intended or
unattended) does not have the key, the information cannot be decoded.

Computer-based security measures have become commonplace in many
organizations. However, they have not significantly reduced the vulnerability faced by
organizations from information manipulation (Anthes, 1996a). There are a number of
reasons for this lack of performance. First, many computer-based security measures are
not 'foolproof.’ For instance, while an information system may be protected by a firewall
allowing only certain originating addresses entry, a deceiver could gain access to an
authorized address not protected by a firewall and thus gain access to the intended system
(e.g.,a telnet' application). Second, computer-based security measures such as passwords
can be thwarted by network monitoring whereby those intending to deceive can obtain
passwords and other data simply by 'listening' to a network (Anthes, 1994; Grier, 1997).
Third, perpetrators can also "social engineer" pieces of computer security information
(Shimomura, 1996). Social engineering is a tactic used by people who manipulate
artifacts and artifact produced information by talking unsuspecting users and systems
administrators out of valuable information. Kevin Mitnick, a man who achieved almost
legendary status in computer hacking circles, often relied on low-tech social engineering
methods to learn the information he needed to gain access to computer systems (Ibid.)
Finally, computer-based security measures are often ignored (Mohan, 1995). Among
other problems, individuals create passwords that can easily be guessed, leave their

terminals for long periods of time while being logged-in, and allowing others to know
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their passwords. In some cases, the security measures are sidelined by the necessity of
users to have ready access to the information (Alexander, 1990). This, in turn, increases
vulnerabilities to manipulation.

Computer-based security measures do provide some protection from unwanted
manipulation or attack and remain a vital deterrent even though they can be
circumvented. However, the vulnerability to information manipulation is a problem even
the US Department of Defense cannot currently overcome. In 1995 alone, DoD
computers were attacked some 250,000 times, and nearly two-thirds of the attacks were
successful (Anthes, 1996b). These figures remained unchanged in 1996 (Grier, 1997).

Commercial systems face the same vulnerabilities.

Human Ability to Detect Deception

When computer-based protection fails, users become the last line of defense at
detecting deception.  Unfortunately, some studies have shown that human ability to
detect deception, in certain situations, is no better than chance (DePaulo, Stone, and
Lassiter, 1985; DePaulo and DePaulo, 1989; Maier and Thurber, 1968; Feeley and de
Turck, 1995). This lack of positive support of human detection of deception might
suggest that people are not a feasible line of defense, however, two areas particularly of
concern to human-to-artifact interrelations that show promise are cases of aroused

suspicion and the use of contextual cues as a means of detecting deception.

23




Aroused Suspicion

While in a state of normal interaction with other humans, people have trouble
detecting deception. However, if for some reason suspicion is aroused, their ability to
detect deception goes up (Parasuraman, 1984; Stiff, Kim, and Ramesh, 1992; Miller and
Stiff, 1993). That is, if a receiver is forewarned that an incoming piece of information
may have been manipulated, he or she is better able to detect the deception. In a sense,
the arousal places the receiver at a 'state of alert.' As Stiff, et al., noted, "...suspicion
aroused by a third party is an important part of veracity judgment" (1992, p. 342).

One note of importance is that aroused suspicion can also lead to increases in
detection yet be unrelated to accuracy (Parasuraman, 1984; Toris and Depaulo, 1985).
That is, while detection is improved, the rate of false alarms also increases. However,
this may not be important given the current state of affairs regarding information systems
security. If it is desirable to detect possible information manipulation or deceptive
communications in AIT, then the cost of a few false alarms may be worth the effort.
Thus, aroused suspicion may increase false alarms, but that may be a worthwhile cost if
detection of truly deceptive practices can be increased.

One seeming disadvantage to detection deception in artifact-to-human
relationships is the absence of physical gestures that may aid the receiver in detecting
falsifications by the sender. In artifact-to-human communication, the actual sender of

the information is not seen and the receiver must rely on the information and its context
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for any signs of deception. The following section examines the literature on detecting
deception without the aid of sender-receiver visual contact.
Detecting Contextual Deception

The human-to-artifact relationship implies an absence of nonverbal cues for the
receiver to use in detecting deception. While this may seem to be a disadvantage,
research indicates that it may actually improve deception detection accuracy (Zuckerman,
DePaulo, and Rosenthal, 1981; DePaulo, et al., 1985). In an earlier study, Maier and
Thurber (1968) found that readers and listeners actually demonstrated a greater ability to
judge dishonesty than watchers. That is, when receivers were able to see the nonverbal
cues demonstrated by senders, they were less successful at detecting dishonesty than
those who could only read the communication. The authors believe the visual cues
supplied by the sender acted as distracters rather than helpful aids at detecting deception.
Some senders actually learned to use the visual cues to their advantage. While this study
is somewhat dated, more recent studies confirm the results. DePaulo, et al., (1985) and
Zuckerman, et al., (1981) both found that detection accuracy was significantly more
accurate when facial cues were not present than when they were available. These results
provide promising support for the notion that contextual cues of the information can be
used to accurately detect deception in communication.  Similar findings have been
identified in the area of error detection. The following section examines the relevant

error detection literature and its relatedness to deception detection.
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Error Detection

Current research on error detection is quite plentiful, but rather undecided as to
the ability of human to detect errors in computer outputs. Many of the studies on error
detection use signal detection theory as a theoretical basis for understanding the
phenomenon (Davies and Parasuraman, 1981). Signal detection theory has been applied
to examine the accuracy and biases of internal auditors risk judgments (Blocher, et al.,
1986), human attention (Sperling, 1984), and vigilance (Davies and Tune, (1969).
Essentially, the theory is used for explaining the performance of humans distinguishing
between two types of events: noise and signal. Noise can be thougilt of as background
whereas a signal is a stimulus that differs from the background noise. In the context of
deception detection, clean or untampered data might be considered noise and strategically
manipulated data would provide a signal.

Much of the existing research suggests that humans are rather poor at detecting
errors in information they receive from artifact channels (Laudon, 1986; Wiener, 1987,
Rickets, 1990). However, recent studies conducted by Klein and her colleagues suggest
that humans are better than previously thought with regard to error detection in computer
derived information (Klein, 1996; Klein, et al., 1997a; Klein, et al., 1997b). There are
two possible reasons for these differences. First, the earlier studies did not arouse
respondents to the potential for data errors. Second, in many of the earlier studies,
respondents were not made aware that capturing data errors was part of their task sets. In

her most recent work, Klein suggests that there are four possible outcomes in error
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detection tasks. These are presented in Figure 2-1 below. Not surprisingly, this depiction
of the presence of errors and their detection is similar to the discussion of deception and
detection presented earlier. That may be because both streams of research fall under a

larger umbrella of data quality, an area, in and of itself, that is worthy of review.

Behavior

Error Detected Error Not Detected

Error . .
Exists Hit Miss
Data
Error False Correct
Does Not . L.
. Alarm Rejection
Exist

Figure 2-1- Presence of Errors and Detector Responses

Although there exists no single definition of data or information quality, there has
been a significant amount of research conducted in the area (Zmud, 1978; O'Reilly, 1982;
Laudon, 1986; Svanks, 1988; Knight, 1992; Janson, 1988; Paradice and Fuerst, 1991).
Zmud (1990) outlined four dimensions of information. Table 2-1, below exhibits those

dimensions and their corresponding characteristics.
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Table 2-1 - Dimensions of Quality

DMENSION CHARACTERISTICS
QUANTITY Complete, Sufficient
RELIABILITY True, Reliable, Valid, Accurate
TIMELINESS Current, Timely

FORMAT QUALITY Readable, Orderly, Logical, Clear, Simple

Similarly, Huh, et al., (1990), identified four dimensions of quality: accuracy,
completeness, consistency, and currency. Like the Klein, et al., (1997a) work in error
detection, the scope of the current study is primarily concerned with data or information
accuracy. As such, data or information accuracy will be defined as an agreement with an
attribute of a real word entity, a value stored in another database (or source document, or
the results of an arithmetic computation (Huh, et al., 1990)).

As in the case of error detection, detecting deceptive or strategically manipulated
information suggests the detector is a person working with data or information that is
derived from non-human sources such as artifacts like those defined earlier. The detector
must identify the signal from either the information or the context in which the
information is used without any nonverbal cues (e.g., gestures, expressions) from the
sender of the information. The next question is then: Can individuals be trained to
increase their deception detection abilities in artifact-to-human relationships?  The
following section will examine a recent study on fraud detection and suggest how it may

be used in an effort to teach information users how to detect deceptive information.
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Training for Deception Detection

Deception detection is difficult in part due to the fact that most people have little
experience with it. Studies on expertise suggest that those who are expert in a task tend
to base their activities on patterns of information developed through experience (Claser
and Chi, 1988; Larken, et al., 1980). Such patterns trigger solution methods that have
been successful with similar problems in the past. That difficulty is also compounded by
the fact that it is estimated between 1% and 10% of data items in organizational databases
are inaccurate (Laudon, 1986; Klein, et al., 1997). Therefore, people who do believe
they have detected deception may have simply detected a data error that was never meant
to be a deception.

In their 1993 article on fraud detection in accounting, Johnson, et al., attempt to
build strategies for constructing and detecting deception built on a taxonomy of tactics for
cheating (Bowyer, 1982). Bowyer (1982) distinguishes two key strategies: dis-
simulation (hiding the real) and simulative (showing the false) deceptions. Johnson, et
al., note that since the strategies are symmetrical, any tactic might be used for either
strategic purpose. Table 2-2 outlines seven tactics for deception. Of those seven, six
were established by Bowyer and the seventh, double play, was added by Johnson, et al.,
(1993). These tactics help to establish the type of activities a deceiver might use to

manipulate information. Johnson, et al., (1993) believe that if the receiver or user of the
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information can be made aware of these deceptive tactics, he or she can then learn to
detect deception. They suggest that each of the deceptive tactics can be overcome by
hypothesizing the event had occurred (if there is an expectation of its presence) and

examining the data for the assumed tactic.

Table 2-2 - Taxonomy of Deceptive Tactics

Tactic Description

Masking Deleting from the environment attributes that suggest the correct
representation.

Double Play Manipulating attributes in the environment in a way so as to weakly suggest the

correct representation. The purpose is to reinforce incorrect representations by
weakly suggesting the correct one.

Mimicking Modifying attributes in the environment in a way so as to suggest the incorrect
representation. Essentially suggestions (not necessarily deceptions in and of
themselves) are included to support the incorrect representation.

Dazzling Modifying attributes in the environment in such a way as to obscure or blur
those attributes whose interpretation suggests the correct representation and
to emphasize those attributes whose interpretation suggests the incorrect one.

Inventing Adding new attributes to the environment in order to suggest the incomrect
representation.
Repackaging Modifying attributes in the environment in order to hinder the generation of the

correct representation. Repackaging is weaker than mimicking because it is
based on justification and distortion rather than replication of attributes.

Decoying Adds new attributes to the environment in order to hinder identification of the
correct representation. |t is weaker than inventing since the decoys are not
directly suggestive of the incorrect one. It simply directs attention away from
the correct one.

Of the three cases they described in their study, Johnson, et al., found that using
"an intentional strategy may be a necessary but not sufficient condition to guarantee

success" (1993, p. 485). They believe that one must understand the intentions of the

30



deceiving agent (i.e., arousal) and use strategies for detection in order thwart the seven
déceptive tactics. The authors also point out that they have no theory on which to base
their study and suggest that the taxonomy be used in areas other than accounting fraud in
an attempt to gain greater understanding. Furthermore, it is the view of this author that
such a method of deception detection should be tested on more than the performance of
three respondents.  In short, what is missing is adequate theory with which to sustain

~ their taxonomy and suitable empirical testing in other venues.
Summary and Conclusions

This chapter provided a review of the literature regarding theories of information
manipulation, research of deception and deception detection, and work in related fields
such as computer-based detection, user reliance on artifacts, information quality, error
detection and fraud. The literature was used to outline the conceptual framework for the
current study. Essentially, there are existing theories to explain the human-to-human
phenomenon of information and deception. Truth bias is a key construct underlying
these theories. However, the theories lack the ability to capture the phenomenon of
artifact-to-human relationships.

Empirical research on deception and deception detection mostly examines the
human-to-human relationship. Very little has been accomplished with artifacts. Related

literature in the fields of computer acceptance and computer trust depicted today's
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conditions as having a large proliferation of artifacts, increased dependence on artifacts
for information needs, and inadequate protection from artifact-based information
manipulation. What is missing from this research is an understanding of human ability
to detect strategic information manipulation via advanced information technologies. This
includes the influence of truth bias as a vulnerability to deception, arousal as a possible
enhancer to detection in a computer mediated environment, and the plausibility of
training artifact users to detect various types of deception in the artifact-produced
information they use. Chapter Threé will introduce the conceptualization of this situation
and provide a research model to be applied in investigating the influence of truth bias on
artifact/user relationships as well as factors that affect human ability to detection

deception via information artifacts.
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CHAPTER 3

RESEARCH MODEL

The existing theories of information and manipulation focus on human-to-human
relationships. Truth bias is a construct essential to their explanation of the
communications phenomenon of information manipulation. However, as noted, much of
the communication that takes place today occurs via the use of artifacts. The numerous
reports and studies outlined in Chapter 2 attest to that. Furthermore, over time, users
begin to trust the artifacts from which they receive information. Opportunities for
deceptive communications by computer- and communication-based information systems
are indeed prevalent (Zmud, 1988). Yet no theory exists to adequately explain this. This
chapter begins by conceptualizing the development of a user's truth bias toward an

artifact.

Conceptual Model of Artifact/User Truth Bias Development

As a user begins a working relationship with the artifacts at his or her disposai, he
or she brings a history of past experiences both with other artifacts and with people.

This can include positive experiences with other artifacts, perceptions of reliability with

33




the artifact in use and other artifacts in general, a level of computer training, and other
factors such as those depicted in Figure 3-1 below.  As such, it is assumed that user

history will affect the current artifact/user relationship.

User History with Artifact General User History
(with artifact under study) | (with other artifacts) |

LPrevious Non-negative Use -Previous Non-negative Use

LPerception of Artifact Reliability -Perception of Reliability

tReliance on artifact -Reliance on artifacts

-Perception of Artifact Usefulness -Perception of Usefulness

rAmount of Training on Artifact -Amount of Computer Training

l

Artifact
Truth Bias

Figure 3-1 - Conceptual Model of Artifact Truth Bias Development

As the human partner in the relationship begins to use the artifact, his or her
heuristic of truth bias toward that artifact is developed and modified (McCornack and
Parks, 1986).  This, in turn, influences the user's perception of the artifact's reliability.
When the user is comfortable with the artifact, he or she comes to rely on the artifact.
This reliance will thus lead to the potential for deception. Thus, as the truth bias toward

the artifact increases, an individual's vulnerability to strategic information manipulation
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via the artifact increases and his or her ability to detection deception from the artifact

should be reduced. This relationship is depicted in Figure 3-2.

A

A rtifact
Truth Bias

Deception
—————— Detection
A bility

\4

Figure 3-2 - Artifact Truth Bias and Deception Detection Ability Relationship

The ability to detect deception in information provided through artifacts is
reduced by a heuristic an individual uses to assess the reliability of the artifact in use. As
the truth bias toward an artifact increases in strength, the individual's ability to detect
deception is subsequently reduced due to the increased faith in the artifact. This is similar
to a heuristic a person might use to assess the truthfulness of a human counterpart
(McCornack and Parks, 1986). As noted, in the human-to-human relationship, the
receiver is hindered in identifying instances of information manipulation by the sender.
This, according to McCornack (1992), is due to the receiver making implicatures
regarding the trustworthiness of the sender's message.

It is the purpose of this research to better understand the influence of truth bias on
the human-artifact relationship. It is also the purpose of this research to examine factors

that may help counter the influence on truth bias and its hindrance to deception detection.
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The following section will examine some of these factors and outline their relationship to

an individual's ability to detect deception in artifact produced information.

A Conceptualization of Deception Detection Methods

Chapter 2 examined the literature on three general areas that have shown to
improve error detection performance in artifact-produced data (Klein, 1996 and 1997a),
fraud detection in artifact produced data (Johnson, et al., 1993), and deception detection
performance in human-to-human relationships (Miller and Stiff, 1993, Burgoon, et al.,
1994). These areas are experience of the receiver in the communication domain, arousal
of the receiver to the possibility of deception, and training of the receiver to better detect
when deception is occurring. ~ While much of the research in these areas has been
accomplished with regard to human-to-human communicative relationships, this research
attempts to establish them as factors that may improve deception detection in artifact-to-
human information relationships. Each of the areas will be discussed below.

User Experience in the Domain

Typically, users of a given domain of information appear to be better at detecting
problems with the information if they have more experience in the domain. Johnson, et
al. (1993) noted this in their study of accounting fraud detection. Klein, et al. (1997a)

borrowed from Campbell's theory of task performance and suggest that knowledge and
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experience may affect error detection performance by influencing an individual's ability
to discriminate between correct and erroneous records (Campbell, 1990). In their study
on MIS data quality, Paradice and Fuerst (1991) suggest that users perform error
detection on an ad hoc basis when they observe peculiarities in the data, inferring that
greater familiarization in the domain would lead to improved performance.
Furthermore, a consideration of signal characteristics (Davies and Tune, 1969) would
suggest that users with more knowledge and experience in the domain are better equipped
to detect a wider set of signals from the background noise.

In summary, the literature on error detection, vigilance and signal detection
suggests that greater experience in the information domain will leader to greater detection
performance. Similarly, this current research project will posit that greater experience
and knowledge in a given artifact domain will allow for better success at detecting
deception.  Along with experience, arousal of users to potential data problems should
also increase detection performance. The next section will examine the nature of arousal
on deception detection performance.

Arousal

As noted in Chapter 2, arousal can have a positive effect on detection
performance. It can also have a positive effect on false alarms (Parasuraman, 1984; Toris
and Depaulo, 1985). In the case of deception detection, one must consider the
importance of false alarms.  Increasing deception detection performance involves

increasing the user's accuracy of detection actual deceptions. Merely increasing the times

37



an individual sounds the alarm would be similar to the old fable of the boy who cried
wolf. Early on, the alarms would be the cause of concern by those desiring to catch

deceptions. However, too many false alarms might result in an air of complacency.

Another area of concern is task duration. Typically, an individual's ability to
detect deception declines over time. This is especially true in a case where diligence
tasks are long and monotonous (Davies and Tune, 1969; Miller and Stiff, 1993;
Parasuraman, 1984). Parasuraman (1984) refers to this as vigilance decrement that,
according to Wiener (1987), was first noted by Mackworth (1950). Increased arousal
can help to reduce the level of vigilance decrement. However, prolonged task duration
seems to have a negative influence on detection sensitivity even when arousal occurs.
As such, the task duration must be considered a control variable in a vigilance related
study such as this.

Thus, when an individual who has a truth bias toward an information artifact
becomes aroused or suspicious of the reliability of the data produced by the artifact,
deception detection should increase. However, even under conditions of arousal, as the
length of the vigil task increases, the detection level should continue to decline. Thus,
methods other than arousal (or used in combination with arousal) might be of value. One
such option might be training the artifact user to understanding and identify deception
tactics as they might apply to their artifact domain.  The next section considers such a

training option.
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Training for Deception Detection

Chapter Two highlighted a study by Johnson, et al. (1993) which used a taxonomy
of tactics developed by Bowyer (1982) for constructing deception. In the study,
Johnson and his colleagues adapted the seven tactics (see Table 2-2) to the field of
accounting.  They identified situations in an audit scenario whereby each of the
deceptive tactics could be applied. Then, by training auditors to identify and understand
the tactics, they appear to have improved their subjects’ deception detection
performances. Unfortunately, the study was limited in that only 3 auditors were used to
examine the phenomenon. Furthermore, the authors had no theory on which to base their
study. Interestingly, only a year prior in the field of communications, McCornack (1992)
developed his Information Manipulation Theory (also noted in Chapter 2).

Under IMT, deceptive information or messages are derived from covert violations
of four conversational maxims: quantity, quality, relation, and manner. A receiver or
user of the information must make heuristic inferences or implicatures (from Grice's
Cooperative Principle, 1969) regarding the trustworthiness of the sender or source of the
information. As mentioned earlier, this inference making can lead to the creation of truth
bias by the user toward the perceived source of the information. When that occurs, the
potential for deception is increased. To date, IMT has enjoyed little empirical testing
and has incurred some criticism regarding its conceptualization. Nonetheless, it may still

prove to be useful for the current research project.
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By combining the Johnson, et al. taxonomy (1993) and with McCornack's IMT
(1992), it may be possible to theoretically ground the taxonomy and test theory in the
current study of strategic information manipulation via artifact-produced information. In
fact, the seven tactics in the taxonomy seem to factor nicely into the maxims of
communication. Figure 3-3, below, depicts how such a union of the two might take

place.

McCornack, 1992 Johnson et al, 1993

Masking
Quantity ////: Double Play
Quality \—:— Mimicking
Relation\ Inventing
Manner

Dazzling

Repackaging

Decoying
Figure 3-3 - IMT Based Taxonomy of Deceptive Tactics

Thus, while a deceptor may take advantage of a user's truth bias toward an artifact
by violating the conversational maxims noted in IMT, there exist factors that may offset
the negative influence of truth bias on the user's deception detection ability. These
factors include: experience in the domain (i.e.. , information domain), arbusal, and training
for detection. With respect to Signal Detection Theory (Davies and Tune, 1969),

increasing a user's ability to detect the signals of deception in information derived from
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artifacts should produce increased performance in deception detection ability. This is
similar to the theory of error detection proposed by Klein, et al. (1997). The difference
being Klein and her colleagues were concerned with arousing and providing incentives to
respondents to find errors. This research is aimed toward increasing the deception
detection ability of artifact users by examining the three factors noted above.

With the theoretical foundation in place and factors that may improve deception
detection identified, it is now possible to build a research model depicting the relationship
of the detection improvement factors to truth bias and its influence on artifact user

deception detection capability.

Research Model of Truth Bias and Deception Detection Factors

This section will introduce a research model, define the necessary variables, and
establish hypotheses to consider in order to study the influence of truth bias and related
detection factors on artifact user deception detection abilities. The influence of truth bias
on human-to-human communicative relationships has been documented and has been
supported in some empirical testing. Similarly, factors such as respondent experience in
the information domain, arousal, and detection training have all been introduced in the
supporting literature. ~ The following research model, illustrated in Figure 3-4, depicts
the relationships of these constructs and their influence on the artifact/user deception

detection capabilities.
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The model depicts the competing nature of the various forces on an artifact user's
deception detection ability. The following sub-sections will define the model's variables,
introduce the hypotheses to be tested, and operationalize the relationships between

variables in order to suggest methods for future testing.

Artifact Uster
Truth Bias H2 Experience
Level in Domain
+
Detection
- | Hl . Training
+
Deception H4
Detection - Arroused
Ability + Suspicion

Figure 3-4 - Influences of Deception Detection Ability

Variable Descriptions, Hypothesis Development and Model Operationalization -

The only dependent variable in the model is Deception Detection Ability. Since
one of the objectives of this research is to improve artifact user deception detection
abilities, this seems appropriate. Deception detection ability is defined as competence at
correctly detecting deceptions (strategic information manipulations) in the information

derived from the artifact in use. As in the case of error detection (See Figure 2-1),
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deception detection ability is considered substantial when the level of "hits" and "correct
rejections” is high and the level of "false alarms" and "misses" is low.

The independent variables are all factors influencing the users' deception detection
ability. General User History and User History with Artifact act together to establish a
user's Artifact Truth Bias (See Figure 3-1).  While those two variables helped to
conceptualize the Artifact Truth Bias construct, they will not be considered for this
current research project as the do not directly apply to the research questions. This will
be examined in future research endeavors. Thus, Artifact Truth Bias will be presented as
the first independent variable.

Artifact Truth Bias is an independent variable with a negative influence on
Deception Detection Ability. Similar to human-to-human truth bias noted in Chapter 2,
it is the result of heuristics that artifact users use to evaluate the reliability of the
information source. In this case, that source is the artifact in use. For the purpose of this
study, Artifact Truth Bias is defined as the level of trust and perceived reliability a given
user has toward a specific artifact. While it is certainly possible that users can form the
perception that a given artifact is not reliable and is untrustworthy, this study assumes
that artifact users most often come to rely on artifacts and develop some level of truth
bias. As noted in the literature, truth bias, in human-to-human relationships, results in an
increased vulnerability to deception.

In summary, the truth bias construct is derived from a user's experiences with

artifacts in general and from their experience with the artifact in use. Likely this
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experience is mostly non-negative and users establish a truth bias or perception of
reliability regarding the information derived through the artifact channel. Because of
that truth bias, users become complacent and accepting of the information they receive
from the artifact, their vulnerability to deception goes up, and their ability to detect
deception is reduced. Thus, in artifact-human relationships:

H1: Artifact truth bias is negatively related to deception detection ability.

Since this research is concerned with increasing user deception detection ability,
some variables positively influencing the dependent variable have been included in the
research model. There are three variables, all well supported by the literature that may
have a positive effect on user Deception Detection Ability. The first variable is User
Experience in the Domain. This variable is defined as a given artifact user's knowledge
of the information and data in the realm in which they are working. Highly experienced
users should be very familiar with the information and data used in their task domain and
how it is related to other information and data. User Experience in the Domain
incorporates the user's knowledge of what information and data should be available, how
the data or information is typically supposed to look and interrelate, and the typical
location of certain data items in the artifact domain. In short, experienced users in the
domain have a clear understanding how things should look in a normal situation (e.g. a
situation free of errors or deceptions).

Thus, users with more experience in the domain should be better at detecting

deceptions than users who are new to the domain.  This should also be true even if the
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novice is well-versed with artifacts in general. The fact that the experienced users know
how the information should look should provide them with greater ability to detect
deception, simply because they would better know when something in the information is
out of the ordinary. With such an understanding of the domain:

H2: User experience in the information domain is positively related
to user's Deception Detection Ability.

A second variable that should help all artifact users, experienced and novice alike,
to increase their deception detection abilities, is arousal. If artifact users are aroused to
the fact that the information derived from the artifact may have been compromised, their
level of vigilance should increase and, in turn, their level of detection ability should
increase (Parasuraman, 1984; Klein, et al., 1997). If the vigilance decrement situation is
indeed true (Mackworth, 1950; Wiener, 1987), then arousal of users to the possibility of

deception should increase their ability to detect deceptive signals in the regular data

noise.

H3: Arousal (producing expectations of possible information
manipulation) is positively related to Deception Detection
Ability.

A final variable that should influence users' ability to detect deception in
information derived from the artifact is Detection Training. Johnson, et al., (1993)
demonstrated, on a limited basis, that auditors, could improve their fraud detection
capability if they were trained on Bowyer's taxonomy of deception tactics as they relate to

the accounting field (Bowyer, 1982). The taxonomy (described in Chapter 2) is rather
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generic and can be applied to any field or artifact domain. Thus, if a training program
was developed in an artifact domain to help users identify the signals of deception in the
information provided by that artifact, it could have a profound effect on deception
detection capabilities.

H4: Deception Detection Training is positively related to Deception
Detection Abilities.

By training artifact users to understand the taxonomy of deceptive practices, users
should better be able to accurately detect strategic information manipulations. However,
one question remains: Which factor or method for improving Deception Detection
Ability is best? User Experience in the Domain is important to Deception Detection
Ability as users need to understand or have a feel for how the data or information
produced by the artifact would look under non-deceptive conditions (Davies and Tune,
1969; Campbell, 1990). Signal Detection Theory would suggest that experienced users
have a better sense of what is signal and what is background noise. On the other hand,
Aroused Suspicion to the possibility of deception should increase vigilance. However,
since the goal of this research is to improve correct detection of deception, arousal may
not be as influential since it has been shown to increase the number of false alarms
(Parasuraman, 1984). Detection training would likely prove to be effective, as not only
would the users be aroused by the fact that they are receiving such training, but it also
would teach them the signals of aeceptive practices (Johnson, et.al., 1993). While the

training and arousal may not bring the novices to the detection level of experienced users,
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it should increase their ability to notice some signal patterns out of the background noise.
The following additional hypothesis is offered to address these issues.
HS: User Experience in the Domain combined with Deception Detection
Training and Arousal will provide greater positive influence
on Deception Detection Ability than will Arousal, Deception Detection
Training or a combination of the two.

Currently, there is insufficient theoretical or empirical evidence to support
hypotheses regarding interaction effects between User Experience in the Domain,
Detection Training, and Arousal. However, this research will endeavor to explore such
interaction effects as it may provide useful information toward future theory building
work in this area of study.

Past research on deception and deception detection has focused on arousal.
Except for Johnson, et al., (1993), very little has been accomplished toward developing a
method of training for deception detection. While Johnson and his colleagues examined
the field of accounting using paper based audit methods and certified auditors as
subjects, this research differs in a number of ways. First, the objective is to better
understand the relationship between information artifacts and the people that use them.
The subjects of the study will receive the information they need to make decisions
directly from the artifact. Second, Johnson used professionals (auditors) whose job is to
find discrepancies in the information presented to them. This study will focus on

subjects in the course of their daily duties who do not have an explicit mandate to locate

deceptions in the information they use. Third, Johnson, et al., (1993) used three similar
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subjects for their research in a case study methodology. This research endeavor will
examine significantly more subjects.

In short, the goal of this research is to determine the influence of truth bias on
artifact-human associations and examine methods for counteracting the potential
vulnerabilities of such relationships. In order to do this, the research must examine the
characteristics of the artifact users, their attitudes toward both computers in general and
the specific system(s) they use to complete their daily tasks, their detection abilities
without arousal, and their abilities when aroused and when trained. Information
Manipulation Theory (McCornack, 1992) and truth bias (McCornack and Parks, 1986)
play a key in understanding deception vulnerabilities. Signal Detection Theory (Davies
and Tune, 1969) provides the theoretical foundation for examining the detection methods.
A research model and hypotheses were developed in order to examine the phenomena.
The next step is to incorporate an appropriate methodology for examining the hypotheses.
The following chapter illustrates the methodology for capturing the necessary data

needed to test the presented hypotheses.
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CHAPTER 4

METHODOLOGY

Considering the nature of the hypotheses offered above, an empirical
investigation was designed such that an artifact-user relationship could be examined.
Further, the relationship was one where the user had a perception of reliable use toward
the artifact. That is, the conditions had to be right for a truth bias to develop. Thus, the
research site had to demonstrate that the user had a familiarity with the artifact, much like
receivers have familiarity with senders in interpersonal relationships (Burgoon, et al.,

1996; McCornack, 1992).

Proposed Site

A laboratory experiment with an augmenting survey instrument was used for the
investigation. This required a site where respondents could interact with an artifact that
was familiar to them. The advantages of the augmenting survey include the ability to
query multiple respondents and lower cost. The disadvantage, as is often reported, is the
possibility of a poor response rate. The advantages of a laboratory experiment include

the ability to control the experiment, ease of data collection, and ability to use a control
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group. The disadvantage is that an adequate setting for the study may be hard to find.
This study combines the two research methods at a real world training site allowing for
the best of both methods while adding realism. The proposed site is described below.
Keesler Air Force Base (KAFB) is one of a few Air Force installations designated
as a training base. The 335th Training Squadron is a unit at KAFB with a mission to
train Air Force members in the Personnel career field and other career fields. Enlisted
personnel specialists often receive two units of training at KAFB. The first is conducted
shortly after they enter the Air Force, immediately following basic training. The second
opportunity to receive training arises after these individuals have been in the service for
five to seven years. This second unit of training is designed to give the Personnel
specialists up-to-date information regarding new tools and techniques used in the career

field. Officer Personnel specialists receive only their basic career field training at the

335th.
The Information System

A key information system used by personnel specialists throughout the Air Force
is an information system called Personnel Concept III, better known in the field as 'PC-
III." Enlisted personnel specialists are trained on PC-III during their initial training, and
they work with it throughout their careers. They receive even more instruction when they
return for their next level of formal training typically at the five to seven yéar point.
Officer personnel specialists receive only initial PC-III training at the 335th. PC-III is an

information system and database that contains much of the unclassified personnel
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information on nearly all Air Force members and civilian employees. This information
can include name, rank, duty title, career field skill level, education level, other career
fields for which a member might be qualified, assignment preferences, and a host of other
information. PC-III is also interfaced with financial databases that control military and
travel pay for active duty Air Force members.

PC-III is an information system that has been in use by the Air Force for several
years. The personnel specialists who use PC-III have developed a familiarity with the
system and have come to rely on it for nearly all of their personnel information
processing needs. Alternative approaches for meeting their information processing needs
are difficult to access and must often be relearned. Thus, PC-IIl was an excellent
instrument for the study at hand.

Another advantage of using the PC-III system is that a laboratory already exists to
conduct the experiment. The 335th Training Squadron houses a complete mock-up of the
PC-III system. It is a stand-alone network that instructors can manipulate by running
various programs. It provides for the same interface as the real PC-III, and it may be safe
to say that many of the new and returning students are unaware that it is not connected to
the real system. Thus, the PC-III training facility provided for an ideal environment to
test the hypotheses listed above.

A final advantage to the PC-III laboratory is that strategic manipulation of
information in the system can be accomplished quite easily. PC-III system administrators

can access the laboratory system and make changes to the various records it contains.
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For example, a lab administrator can enter they system and give a particular Air Force
member (in the system) a new assignment, extra awards and decorations, or record of
derogatory administrative actions (e.g. admonishments, reprimands, non-judicial
punishment). Such manipulations can simulate a hacker entering the system and making

changes to disrupt the orderly flow of operations.

Study Design

The study took place in two parts. A field experiment was used to capture the
necessary data for Hypotheses 2 through 5. An augmenting survey instrument was used
to obtain an independent measure of Artifact Truth Bias and evaluate Hypothesis 1. The
survey also provided the means to collect data regarding the experience level of the
subjects. Additional surveys were administered as well. The surveys were completed
first, then the respondents were subject to the experiment the next day. So as not to
arouse the respondents to the true nature of the study, they were told that the survey and
following experiment were for the purpose of adding more real world, scenario-based
training to the course curriculum.  Specific details regarding the experiment and
augmenting survey of this study are provided in the sections below.

The Experiment
As noted above, the primary mode of study was a laboratory experiment using

PC-III. At the 335th, there are two types of personnel courses: Personnel Specialist
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courses and Personnel Systems Management courses. The Personnel Specialists are the
users of PC-III and the information it contains. Their duties include inputting information
into the PC-III database and using the information to make decisions about the lives of
airmen throughout the Air Force. These decisions can range from determining duty
assignments to selecting personnel to attend in-residence professional military training
(often considered a prestigious and career enhancing opportunity), to reporting personnel
as eligible or ineligible for promotion or re-enlistment. In short, PC-III and the people
who use it have a significant impact on the lives of thousands of Air Force members.
Strategic information manipulations as described by Zmud (1990) could have, if
undetected, serious implications for many people.

Personnel Systems Management specialists (PSMs) are the maintainers of PC-III.
They are responsible for the maintenance and administration of PC-III. At the training
facility at the 335th (often called the "schoolhouse"), the PSM instructors have
supervisory authority of the PC-III training mock-up. That is, they have the ability to
manipulate any and all of the information in the system. For the experiment, the PSM
instructors manipulated the data used by the users.

There are essentially three groups or types of individuals or users involved in this
study: Officer, Apprentice, and Craftsman. Those in the Officer groups are typically
college graduates (Bachelor's degree required); have attended the Air Force Academy, the
Reserve Officer Training Corps (ROTC), or Officer Training School (OTS); and have

been appointed a commission in the United States Air Force. Officers typically have had
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some formal computer training while in college. Occasionally, some officers have prior
enlisted experience or are cross-trained from other career fields.

Those in the Apprentice group are high school graduates who recently enlisted in
the Air Force.  While some in this group may hold college degrees, the typical
Apprentice has no formal education beyond high school and little formal computer
training. However, some students in the apprentice course may be retrainees from other
career fields. Those in the Craftsmen group are typically noncommissioned officers
(NCOs) in the Air Force who are experienced in the personnel and PC-III domains.
Many hold college degrees and all must have completed on-the-job-training (OJT)
throughout their careers in order to qualify for the Craftsman course. Most have had
either formal training or OJT on PC-III and are experienced computer operators as the
Air Force as become extremely automated in the past decade.

It was necessary to use all three groups for a number of reasons. First, the three
groups represent the population of Personnel specialists in the Air Force. Removing any
one of them would detract from the representativeness of the study. Second, one of the
groups has significant experience in the domain while the other two do not. Using
multiple groups supports some of the hypothesis testing. Third, examining groups with
various computer familiarities may prove useful in the author's future research endeavors.
Finally, the 335th Training Squadron leadership expressed an interest in study and course

supervisors requested that their courses be included.
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All three groups of users receive some form of PC-III training at the 335th, and all
access the same PC-III database to accomplish their course-related tasks. For the
experiment, the systems administrators strategically manipulated the information
accessed by the users in each of the three groups, and the users' abilities to detect the
staged deceptions were recorded and measured.  Considering that three types of users
are involved and each was examined in normal, aroused, and trained capacities, a matrix
design may best suit the needs of the study. A matrix design seemed to help in the
organization of the experiment and appears to be conducive to the statistical manipulétion

suggested below. The next section outlines such a matrix design.

The Matrix Design

Based on the research model offered in Chapter 3, a four-group, pretest-posttest
design was used (Cook and Campbell, 1979). The four groups were obtained from the
different classes of each subject type 'on board' at the time of the study. Usually, all of
the personnel courses have two or three classes running simultaneously. There are no
special classes offered and students are picked based on their availability to meet class
dates. There is little variation from one class to the next. In short, the classes are rather
homogeneous.

One class for each of the three group types (e.g. officer, enlisted, craftsman) was

subjected to the experiment as either a controlled group, an aroused group, a trained
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group or an aroused-trained interaction group. The model of the laboratory experiment

is depicted in Figure 4-1 below.

Control Aroused Trained Interaction

Officer

Apprentice

Craftsman

Figure 4-1 - Laboratory Experiment Model

In a typical Personnel classroom, students are required to accomplish a battery of
exercises using PC-III or a PC-III simulator. The scenarios for each of the groups are
tailored toward the tasks the students will perform at their next duty station. Sometimes,
instructors share task ideas with instructors in other groups so as not to reinvent the
wheel. Also, all of the students, no matter what group they are in, access the same
database. A synopsis of the classroom scenario and data manipulation is presented in

the next sections.

56



Classroom Scenario

In a typical classroom setting, students are assigned to a workstation, given a
handout containing the PC-III tasks they must perform, and are given an established time
limit in which to complete their assignments. The average classroom size is 16 students.
While the students are not evaluated on the speed with which they perform the tasks, only
a finite period of time is allowed, as PC-III instruction is a subset of each of the three
types of courses. Students are generally required to work alone, but if a student has a
~ problem, a good idea, or an extra learning experience avails itself to the class, discussion
is allowed. Students are also informed at the beginning of their courses to identify and
report to instructors any discrepancies they find in the course material. This corrective
action can be taken swiftly. However, it would not be seen as unusual to instruct
students that portions of the course require independent work on the part of the students,
and classroom discussion is prohibited.
Data Manipulation

For the purposes of the experiment, students were given a set of scenarios
reflecting typical decision making tasks that the students accomplish on the job.
However, the PC-III data was strategically manipulated to influence the students to make
flawed decisions regarding the decision-making tasks they must accomplish for the
course. Each of the assigned scenarios is provided in Appendix A. A description of the
task performed and an explanation of the data manipulated is provided in Appendix B.

Also, views of the various PC-III screens used by the students are presented in Appendix
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C. Students were instructed to work on their own without classroom discussion for the
duration of the task. In all groups, students were provided with a discrepancy sheet with
which to report any discrepancy noted in the data. The discrepancy sheet was the main
source of recording the students' ability to detect the information manipulations. The use
of the discrepancy sheet was not considered unusual to the students as it is used
throughout their courses. However, there was one difference. The discrepancy sheet for
the study contains a time stamp (5 minute intervals) and students were asked to note the
point where they found a problem. They were told the time stamp was added to aid
instructors' efforts to find and fix the problem at a later date. A copy of the discrepancy
recording sheet is provided in Appendix D.

For each to the courses, a series of data manipulations was incorporated into the
database by the PSMs who administer the system. One of the main concerns involved
determining how much information to manipulate. Too many manipulations and the
students may catch them on chance. Too few manipulations might result in few or no
findings. Past work on data error detection manipulated approximately one third of the
records reviewed by subjects (Klein, et al., 1997). However, strategic information
manipulation is different from data errors in that the manipulator has a goal of
influencing the information user's decision making outcomes.  Furthermore, in PC-III,
system edits prevent many data errors from occurring. Therefore, each manipulation
must be crafted such that it influences decision makers, yet still remain within the

confines of those edits. Also, the students only had a finite amount of time to complete
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their tasks (approximately 90 min). The students were tasked to act on a series of 20
scenarios in which they were required to look at the records of one to four airmen and
make decisions that might influence the airmens' careers. Of the 20 scenarios, 15
contained records with manipulated information that may cause the users to make
incorrect decisions regarding the airmen. The other 5 scenarios contained records with
no manipulations. If the students happened to notice too many scenarios with problem
records, it could have jeopardized the study. Thus, three/fourths of the scenarios
involved deceptions, but only 22 percent of the records will include strategic
manipulations. A strategy of manipulation difficulty is provided in Appendix E.
Originally, the experiment was designed for a 2 hour time period with 17 of 25
scenarios containing manipulated data. However, a pilot study was conducted, and it was
discovered that changes needed to be made. First, the courses are required by 81st
Training Group regulations to allow for breaks every 90 minutes.  The students have
become accustomed to these breaks and become irritated when they are not on the
schedule. Second, the course instructors requested shortening of the experiment time.
While there is room built into each course for guest speakers and special events, that time
is not infinite. Third, the pilot group of students reported that although they were
accustomed to working under pressure, they felt 25 scenarios were just too many. Thus
the decision was made to shorten both the experiment length and task number to the
extent reported above. Finally, most of the students who were novice users of PC-III

wasted a lot of time hunting through the various screens to locate a particular piece of
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needed information. To prevent this problem, the names of the screens where needed
data is located were noted at the end of each scenario.

Another concern involves the obviousness of the manipulations. Manipulations
that are too obvious may be easily found by all test groups. However, if the
manipulations are too discrete, very few would find them. The manipulations cover a
scale from easy to difficult to detect. During scenario building and record manipulation,
instructors of the different student groups provided insight as to what manipulations they
felt their students might detect. As expected, instructors of the novice students (airman
and officers) indicated that their students would find many of the manipulations hard to
detect. This, however, is assumed to be a good sign as it may better test the validity of
the detection training. See Appendix E for a further discussion of the data manipulation
strategy.

These manipulations were based on the taxonomy used by Johnson, et al. (1993).
While one of the tacit goals of this research is to learn if the taxonomy could be used to
build a deception detection training program for artifact-produced information, it should
be understood that not every artifact may be manipulated in all of the ways described in
the taxonomy.  Certain redundancy checks (known as "edits" by the PSMs) and data
entry standards in PC-III prevented the use of some of the manipulation methods.
However, every attempt was made to follow the taxonomy and manipulate the data as
much as possible to represent each of the seven methods. The students were then put

through the treatments as described in the section below.
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Control and Treatment Groups

The Control groups were put through the paces of the PC-III tasks without any
input. They were not aroused nor made aware in any way that there was something
different about their PC-IIl training. The were assigned their tasks, given their
discrepancy reporting sheets, and informed that this portion of their training was to be
accomplished independently without any discussion with classmates. If students felt
they must bring a problem to the attention of the instructor (researcher), they were
allowed do so, but that is all. The students were instructed to turn in all their materials
upon completion or at the end of the time period. In short, this group did not experience
anything different than their normal routine. The treatment groups will be subject to
changes from the norm.

The first treatment group in each of the classes was the aroused group. This
group was informed at the beginning of the experiment that someone (e.g., a hacker, a
disgruntle;d PSM student) had been tampering with the course data. They were told that
they were still required to work alone, but they should definitely record any problems on
the discrepaﬁcy recording sheet.  Other than the heightened state of arousal, they
proceeded through their assigned tasks much like the control groups.

The second treatment group was the trained group (also refereed to as the trained-
only group). The students underwent a short training program taught by the researcher
that instructed them on the deception methods highlighted in the taxonomy. To ensure

the students would not be aroused by the presence of the researcher and the training,
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precautionary measures were taken. The goal of this treatment was to learn if training
aloné can improve the deception detection capability of the students. Care was taken to
ensure the students were not aroused by the training itself. First, the researcher wore his
uniform and master instructor badge at all times in the training facility. Second, the
students were informed that the researcher was there to provide them with some
additional computer security awareness training due to some recent hacker attacks on Air
Force information systems. Conveniently, the news media had recently run an
Associated Press article reporting a hacker break in to Air Force personnel and financial
systems at the Pentagon! This made for an opportune introduction into the taxonomy
training. Third, the researcher developed a training lesson plan in accordance with the
Air Force's Air Education and Training Command guideline. If a student happened to see
the training materials, he or she would simply see another course lesson plan. A copy of
this lesson plan is in Appendix F.

In all three types of classes (e.g. officer, apprentice, and craftsman), students are
required to have an instructional unit on Communications Security (COMSEC). This
instruction is typically held early in the courses while computer instruction (e.g. PC-III)
is near the end. For this treatment, students received their training on the taxonomy
during COMSEC instruction, but heard no more of it for the remainder of the course.
Because the two parts of the courses are distant in time of occurrence, students were not
roused to the manipulations in PC-III. As with the other groups, respondents recorded

any possible problems on the discrepancy recording sheet.
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The final treatment group received the training mentioned above and was aroused
right before the experiment was to take place. Instead of receiving their training during
their COMSEC instruction, students in this group were trained at the time of their PC-III
instruction, and they were aroused to the fact that some of the information they were
seeing had been manipulated. In this way, the interaction of the training and the arousal
could be considered.

Once the experiment was complete, the researcher had a set of discrepancy
recording sheets from each group so as to complete the matrix depicted in Figure 4-1.
For an alpha of .05, the appropriate sample size for the population of Personnel
specialists should be 200. However, since there were typically 16 students per class and
12 classes were involved in the study, this approach would only yield approximately 192
subjecté. That is approximately 8 students short of the calculated sample size. Doubling
the classes in each box of the matrix was not an issue. While the researcher was given
liberty to use the classes, the generosity of the squadron was not without end. It turned
out that the Craftsman courses had more classes on board in this period. Since one of the
goals of the study was to determine whether experience in the information domain makes
a difference, and that there were significantly fewer subjects in the experienced groups
than the non-experienced groups, the extra courses were used.

A two-factor randomized block design analysis of variance was used to examine
the data. Tukey's Honestly Significant Difference (HSD) test was also used for

evaluating specific group differences. However, this experiment only encompasses part
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of the research model.  The results of the experiment were designed to exhibit
differences in each of the groups so as to provide evidence in favor of one of the
detection methods. For example, it could be that arousal alone is sufficient enough to
increase deception detection. Or, it is possible that the craftsman students with their
greater experience in the PC-III domain will be more successful than the aroused and or
trained groups with less experience (e.g., officer or apprentice). Therefore, the
experiment will help to determine the group that performs best and, in turn, aid in future
endeavors to help users of PC-III detect deceptions.  Still, it does little to aid the
understanding of ;[he role of truth bias in deceptive information practices via artifacts. In
order to measure that portion of the research model and its corresponding hypotheses, a
set of scales was used to augment the laboratory experiment. The use of the scales is
described in the section below.
The Attitude Scales

Much of what the users of PC-III believe about its reliability and trustworthiness
is derived from their past experiences with both PC-III and other artifacts in general
(Tversky and Kahneman, 1974). Figure 3-1 illustrates how truth bias may develop from
these experiences. In order to examine Hypothesis 1, it is necessary to learn if the users'
have a truth bias toward PC-III. For the purpose qf this research it is assumed that users
reporting a higher perceived reliability of PC-III will have higher levels of truth bias

toward PC-III and lower levels of deception detection performance.
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To capture the users' perceived reliability a PC-III trust scale has been developed
(Appendix G). A review of the literature found very little to offer in terms of existing
scales to measure the level of trust by a human toward an artifact. Past research has
demonstrated how person-to-person relationship research can be adapted to artifact-
human relationships.  In fact, such adaptations can be found in research on human
intervention in automated systems (Muir, 1994), the design of decision support systems
(Muir, 1987) and on human-computer cooperation (Moray, et al., 1995). However, little,
if any work has been accomplished on scale development to examine human trust of
artifacts. The trust scale in Appendix G is an adaptation of Rempel and Holmes Trust
Scale for measuring trust in close relationship (Rempel and Holmes, 1986).

There are other trust scales involving a specific other, such as the Johnson-George
and Swap Measurement of Specific Interpersonal Trust (Johnson-George and Swap,
1982). However, the Rempel and Holmes scale appeared to offer more adaptability to the
study at hand, and it is reported to have sound empirical support of its validity and
reliability (Rempel and Holmes, 1986). The original scale is comprised of three sub-
scales involving: predictability, dependability, and faith. Each item on the scale uses the
term "My partner" when referring to a specific other in a close relationship. For the
purpose of this study, the term "My partner" was replaced with the term "PC-III" for each
scale item.  Further, after review of the scale items, it was determined that the items in

the faith sub-scale were irrelevant to the current study. However, it is important to note
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that the level of validity and reliability were report by Rempel and Holmes as nearly
equal for all sub-scales and the overall scale (Ibid.).

In order to evaluate the influence of truth bias on deception detection, the ‘study
uses the survey results to obtain the perceived truth bias level for each of the respondents
and the experiment results to determine their deception detection abilities. It is
hypothesized that those individuals deemed to have higher levels of truth bias will
demonstrate a lower level of deception detection performance. Users who perform lower
in the experiments and have a high reported perception of reliability toward the
information they receive from PC-III are assumed to be influenced by truth bias.

In addition to the PC-III trust scale, a short questionnaire was used to measure the
students' experience in the information domain (i.e., Hypothesis 2). The questionnaire is
comprised of a number of questions to elicit information from the students regarding their
depth and breadth of experience in the Personnel career field.  This measurement
instrument was created with the aid of Personnel instructors who provided input as to
what they would want to know about the students' experience level. The resulting
measurement should provide an independent measure of Experience in the Domain from
which to evaluate Hypothesis 2.

In the end, the experiment and surveys attempt to help explain who is likely to
have higher levels of truth bias, the influence of truth bias on deception detection, and '

how different methods of increasing deception detection will affect the outcome. A
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discussion of results and analysis of the experiment and survey instrument is presented in

Chapter 5.
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CHAPTER 5

RESULTS AND ANALYSIS

This chapter describes the results of the experiment and corresponding survey
introduced in the preceding chapfer. All told, 205 respondents participated in the
experiment and provided information via the survey. Since the survey provided the
necessary information to answer Hypothesis 1 of the research model depicted in Chapter
3, analysis of the survey results will be conducted first.  Then, the results of the

experiment will be analyzed to determine the outcomes of the remaining 4 hypotheses.

Survey Findings

The purpose of the survey was to provide for an independent measure of truth bias
toward an artifact (e.g. PC-III). The survey was administered to three distinct groups of
Air Force Personnel Specialists. Sample statistics including number of respondents per
group, average depth and breadth of experience in the field, and a group mean of attitude
toward PC-III derived from the modified Rempel-Holmes scale are provided in Table 5-1

below.

68



Table 5-1 - Summary Statistics of Survey Findings

Control Aroused Trained Interaction
n=16 n=15 n=16 n=15
d=_.88 d=147 d=1.56 d=.86
b=.81 b=1.53 b=1.06 b=1.00

Officer u=3.04 u=2.83 u=3.09 u=292
n=17 n=17 n=15 n=16
= .41 d= 41 =.20 d=.38
b= 41 b=.24 b=.20 b=.25
) u=23.27 u=3.18 u=3.15 u=3.31
Apprentice
n=21 n=19 n=19 n=21
d=6.29 d=16.84 d=6.11 d=6.10
b=3.10 b=2.84 b=12.68 b=2.48
u=3.52 u=341 u=3.18 u=3.11
Craftsman
n = number of respondents in group b = number of areas worked in Personnel field
d = number of years in Personnel field  u = group mean attitude of trust toward PC-III

Group Size

As noted in Chapter 4, typically the typical class size for all Personnel courses is
16. Course supervisors usually receive their class rosters about a week before each class
is to commence. The roster is nothing more than a short listing of student names, ranks,
and social security numbers. Other than that, nothing more is known about the incoming
classes. While the typical class size is supposed to be 16, unit deployments, personal
problems, administrative oversights, and other general scheduling mishaps often vary the
number of students attending a given class. In the case of the officers' courses, the
aroused group and the interaction group each contained a member who did not meet the

sampling criteria. The aroused group had a civilian student in the class and the
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interaction group had a foreign national in the class.  During the course of the
experiment, these students were allowed to work on other course material in the student
lounge.

The apprentice courses had similar changes in their size. Two of the courses had
17 students (as scheduled on the roster), while one course had 15. One student who was
supposed to be in the aroused group was "washed out” of his Basic Military Training
(BMT) course for failing to meet Air Force standards.

The Craftsmah courses had the largest amount of changes from the scheduled
rosters.  In retrospect, this is not unusual as the noncommissioned officers (NCOs)
attending these courses are older, have more responsibilities at their home units, and they
have more family issues t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>