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Abstract 

INFORMATION OPERATIONS: A Joint Perspective by MAJ Randall C. Lane, USA, 
52 pages. 

This monograph examines the current Department of Defense approach to the 
integration of information operations on the future battlefield. Technology has become 
one of the driving factors as the military enters into the twenty-first century. With 
regards to this focus, each separate military service is capitalizing on information 
technological advances but not with a joint focus or shared desired endstate. Information 
technology and systems are an integral part to the emerging field of information 
operations, but without the joint efforts of each service and a central controlling element 
the military applications of information operations will never meet their intended 
purpose. 

This monograph first explains what information warfare and operations are along 
with their military applications according to each service: the Army, Navy, Marines, and 
Air Force. Secondly, this paper looks at what the emerging joint doctrine states 
concerning the definition, employment and integration of information warfare on the 
future battlefield. This portion of the paper examines joint doctrine concerning the 
integration of information operations at the operational and strategic levels with examples 
of how information warfare was conducted in recent deployments in Somalia, Bosnia and 
the Gulf War. Thirdly, the paper analyzes the potential problems determined from 
comparing the different service approaches to information warfare as opposed to an 
integrated joint approach. Lastly, this paper explores the possible military need to create 
either a functional command responsible for the integration of joint informational warfare 
or simply maintaining the current C2 structure and limiting the focus to C2W for further 
integration of information operations training and doctrinal employment. 

The recommendations proposed in this monograph are centered on developing an 
integrated joint approach to the training, doctrine and employment of information 
operations. The recommended solution to create a separate functional command 
responsible for the conduct and training of information operations is centered around the 
joint C2 structure and an information-based environment designed to exploit the fluidity 
of future battlefields. Information and information operations will continue to be critical 
in future operations, but no more critical than the means to control and effectively employ 
them. This monograph demonstrates that the present course chosen for the development 
of information operations, in support of the future military, must be altered to provide an 
integrated and effective joint approach to the conduct of information operations. 
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Introduction 

According to Carl von Clausewitz, the ultimate aim of war is to compel our enemy to 

do our will.1 Since Clausewitz' day, the desired ends of warfare have not changed but the 

ways and means have been altered drastically. In Alvin Toffler's book, The Third Wave, 

he expounds that we are rapidly shifting from the Industrial Age, in which warfare was 

based upon attrition and maneuver, to the Informational Age, in which warfare is to some 

extent based upon control.2 Control, in this respect, can be increased or diminished 

depending upon one's ability to collect, process and integrate information. 

In the past decade our nation and the world in general have experienced an unlimited 

growth in the information industry as we transition from the industrial age into an 

information age. This trend has been accelerated by the advances in information 

technology, increased focus on technology use in education and training, as well as the 

relatively easy access to these technologies. Information is one of the most sought after 

resources in the world and with control of this element of national power comes certain 

capabilities. Capabilities that effect every other national instrument of power: economic, 

diplomatic, and military. 

Throughout military history, information about the enemy and about one's own forces 

has been paramount to the effective conduct of warfare. The control and potential 

dominance of information are recurring issues in both the National Security and Military 

Strategies. Due to the United States' desire to maintain global influence coupled with 

increasingly rapid technological advances, information and information technologies have 

become increasingly more important in both national security and the actual conduct of 



military operations. Winning the competition for informational dominance is a key factor 

in the maintenance of national security and global military superiority. 

Information warfare is still at best an evolving term and study. Each branch of 

military service views informational warfare with a somewhat biased eye and each service 

has its own working definition. Each service: Army, Navy, Air Force and Marines, is 

presently examining current doctrine with regard to their respective roles in information 

warfare. This internal service analysis is vital to the overall evolution of information 

warfare, but at the same time has little, if any, cohesion in a joint approach to future 

warfare. 

The significance of studying this problem is realized by the fact that although their are 

numerous position papers from each service regarding information warfare, there exists no 

integrating doctrine between the services. Emerging joint doctrine addresses the broad 

term ends, ways and means of information warfare but falls short in capitalizing on the 

individual capabilities of each service. Each service is so individually enamored with the 

latest breakthroughs in technology, communications, computers and systems that a void 

has developed in the considerations for an integrated employment. Information warfare is 

not the ends but merely another means by which the military accomplishes its assigned 

missions. 

The objectives for military information warfare range from establishing legitimacy and 

support in peace operations to reducing the will of adversaries while protecting friendly 

capabilities and our operational reach when forces are deployed.3 The Army's definitive 

manual concerning the future of land warfare, TRADOC PAM 525-5: Force XXI 

Operations, states that: "information technology is expected to make a thousandfold 
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advance over the next twenty years".4  If this assertion is true, then as the force structure 

continues to dwindle due to economic and political reasons, information technology and 

subsequently information warfare may become increasingly important on future 

battlefields. Hence, it is vital that all services of the military agree upon the doctrinal 

training and integration of information warfare. 

Purpose & Methodology 

The purpose of this monograph is to determine, "what approach should the 

Department of Defense (DOD) take to fully incorporate information warfare on the future 

battlefield?" Information warfare is conducted at all levels from strategic down to and 

including tactical. The primary focus of this paper will remain at the operational and 

strategic level and discuss two potential approaches to answer the research question. One 

proposed approach would be to establish a functional command responsible for the 

integration of Joint Informational Warfare. The other alternative is to maintain the current 

C2 structure and limit the focus to C2W for further integration of information operations 

training and doctrinal employment across the service components. 

This paper will use the following methodology to answer the research question. First, 

the paper will examine what is information warfare and its military applications according 

to each service: the Army, Navy, Marines, and Air Force? This portion of the paper will 

explain the doctrinal definitions, the concept of operations and the integration plans for 

information warfare from each branch's perspective with regards to warfare in the near 

future. Secondly, this paper will look at what the emerging joint doctrine states 

concerning the definition, employment and integration of information warfare on the 

future battlefield. This portion of the paper will examine joint doctrine concerning 
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information warfare and the integration of information warfare at the operational and 

strategic levels. This section will also provide some examples of how information warfare 

was conducted in recent deployments such as Somalia, Bosnia and the Gulf War. 

Thirdly, the paper will analyze the potential problems determined from comparing the 

different service approaches to information warfare as opposed to a joint approach. This 

section will compare and contrast the different service issues with information warfare 

versus the joint perspective. Lastly, this paper will explore the possible military need to 

create a separate functional command responsible for the joint integration of information 

warfare. This section will discuss the joint integration of information operations and the 

military requirements necessary to plan, prepare and execute them. This section will 

examine the feasibility of establishing a functional command responsible for information 

warfare to support all military operations.   This section will also examine simply limiting 

the scope of 10 for the military to address only the C2W aspects and allow the Combatant 

Commanders to be the military conduits for vertical nesting with the national objectives. 

The conclusion will recommend potential solutions to the structure and operational aims 

of information warfare on battlefields in the near future. First, however, before examining 

the desired approach to information warfare in the future, we must fully understand the 

term information warfare and all of its components. 

Attempting to define a concept that already has several accepted definitions seems to 

be, at first glance, an insignificant task. The definition for information chosen for this 

paper is, however, the cornerstone from which all the potential solutions to the problem 

will emerge. The final definition agreed upon will dramatically affect the perspective 

from which the remaining points in this paper are argued. 
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Information Warfare Defined 

Before we can adequately examine what information warfare means, the definitions of 

both information and warfare must be discussed first. This discussion will serve to both 

limit the focus of this diverse subject and set the stage for the agreed upon definition for 

information warfare. This analysis will also demonstrate that there is even a problem with 

concurrence on the accepted definitions of these two individual concepts. 

Information, according to the American Heritage Dictionary, is the data, instructions 

or content of an intended message.5 This definition is significantly different than what the 

Army and other services consider information to entail. The Army's definition of 

information found in FM 100-6, Information Operations, is "data collected from the 

environment and processed into a usable form."6  JCS Publication 1-02, DOD Dictionary 

of Terminology, defines it as the meaning that a human assigns to data by means of the 

known conventions used in their representation.7 Probably the best capstone perspective 

of information is provided by Professor George J. Stein, which recognizes that in fact 

information is merely a means to a desired endstate: 

Information in itself is a key aspect of national power 
and more importantly, is becoming an increasingly vital 
national resource that supports diplomacy, economic 
competition, and the effective employment of military forces.8 

Another common misconception is that war and warfare are synonymous. They are 

not. War is a "state of open and declared armed hostile conflict between political units 

such as states or nations which may be limited or general in nature."9 Warfare, on the 

other hand, is the set of all lethal and non-lethal means undertaken to subdue or compel 

the will of an adversary or enemy.10 The two major differences between the definitions 



are that an actual declaration of war does not need to be signed in order for the military to 

conduct warfare and warfare, by definition, can only be limited. This is significant for 

two reasons: one is that it broadens the scope of operations under the concept of warfare 

and two because it narrows our discussion based upon a limited application in support of 

both political and military objectives. This limitation is essential due to the fact that 10 

requires an integrated approach both militarily and with government and civilian agencies. 

The military focuses on operations in support of an announced military strategy that 

support the national aims. The apparent difference in perspective lies in the fact that the 

military considers information warfare to be the military application to achieve operational 

or strategic information dominance, while the civilian community, to include the 

Department of Defense (DOD), considers information warfare as an all encompassing 

concept of information activities designed to achieve dominance. This difference in 

perspective is a point of friction that could possibly lead to further confusion or lack of 

focus in an integrated approach to information warfare. 

Given this comparison, the definitions and the concepts of both information and 

warfare separately, the following definition, from the Office of the Secretary of Defense, 

is what this paper will accept and use as the definitive meaning of information warfare for 

our discussion. The most comprehensive definition that focuses on the military uses states 

that information warfare is "actions taken to achieve information superiority in support of 

the National Military Strategy (NMS) by affecting the adversary information and 

information systems while leveraging and protecting friendly information and information 

systems."11  Meaning that information warfare in its broadest sense is simply the military 

application of information and information systems to achieve desired national objectives. 
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Army 

Focusing on the military objectives, this paper will first examine information warfare 

from the perspective of the United States Army. The Army actually has definitively 

accepted doctrine for information warfare. However, unlike the majority of the other 

services, the Army has doctrinal issues whether to address information operations or the 

more specific information warfare. According to the Army there are substantial 

differences between information warfare and information operations. 

Information operations, according to FM 100-6, Information Operations, are: 

Continuous military operations within the military 
information environment that enable, enhance, and 
protect the friendly force's ability to collect, process, 
and act on information to achieve an advantage across 
the full range of military operations. Information 
operations include interacting with the global information 
environment and exploiting or denying an adversary's 
information and decision capabilities.12 

From this definition there appears to be very little difference between information warfare 

and information operations. The subtle differences are that the Army acknowledges that 

information operations are a larger entity covering a broader spectrum involving military 

and possibly political objectives. Another difference is that information operations do not 

necessarily have to affect the adversary's information. Information operations, from the 

Army's perspective, more than adequately accomplish information warfare for land 

combat. 

The Army acknowledges the term information warfare as adopted by DOD, the joint 

community and the other services but for right now is not willing to narrow its own focus 

from information operations. Several Army position papers address the need for the Army 



to continue to consider the impact of information operations on a full range of military 

missions to include support and stability operations. As of now, the Army feels that 

information warfare, as addressed by our early mentioned definition, does not address the 

full range of information operations. 

Army doctrine has established three interrelated components of information operations 

that include: operations, relevant information and intelligence (RII) and information 

systems (INFOSYS).13 Of these three components, operations has been given the most 

attention because it is the military application of the entire information operation spectrum 

and it has a direct impact on achieving information dominance in any given environment 

from peace to war. Information dominance is considered to be the degree of information 

superiority that allows the possessor to use information systems and capabilities to achieve 

an operational advantage, while denying those capabilities to the adversary.14 

Operations consists of Command and Control Warfare (C2W), Civilian Affairs (CA), 

and Public Affairs (PA). C2W is the focal point of operations given that it has the most 

impact in any given operational environment and the fact that it incorporates the other two 

components at all levels. C2W focuses on linking and protecting the information systems 

from national to operational level with RII support. C2W is the cornerstone of the 

operations component and is also the conduit to the joint and other service doctrine 

concerning information operations. 

C2W consists of five elements including: Operational Security (OPSEC), Deception, 

Psychological Operations (PSYOP), Electronic Warfare (EW), and Physical Destruction 

and Protection.15 Given this structure inside the Army, it is clear that C2W is the action 

arm of both information operations and ultimately information warfare. This action arm is 
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intended to affect the decision-making abilities and the information support systems of 

any adversary. 

The Army has also established an Information Operations Task Force (IOTF) designed 

specifically to study the applications of information operations and wargame potential 

functions on the future battlefield. The Army's approach is presently centered on 

technological advances and capabilities. The Army recognizes that control is 

characterized by understanding and influencing a complex structure known as the 

infosphere. The infosphere is a rapidly growing global network of military and 

commercial command, control, communications, and computer systems with networks 

linking information databases that are accessible to the warrior anywhere, anytime, to 

include during the performance of a given mission.16 

One of the initiatives that the Army has exercised within the past decade is to establish 

a Land Information Warfare Activity at Fort Belvoir, Virginia in 1994. The creation of 

this center was intended to provide the Army with a service level agency to monitor, plan 

and execute IW and C2W for all land components involved in information operations. 

This activity was also initially designed to initiate connectivity with the other services, 

joint agencies and national level systems.17 Although this activity still exists, it appears 

that it is not a command and control element and has little influence in the direction of 

information operations for the Army of the future. More recently, the Army has been 

involved in more peace operations than conventional warfare and thus the prevalent focus 

for 10 has been in the application during these operations other than war. The Army, 

however, still recognizes the subtle differences between 10 and IW and has chosen to 

pursue information operations as its operational term and command and control warfare as 



its limited focus for IW in both sustainment and support operations as well as 

conventional warfare. 

Information warfare, in the form of C2W, has been integrated in the Army's tactical 

and operational planning for quite a while. The Army has been practicing forms of 

deception, psychological operations, electronic warfare and operational security for over 

four decades. The Army's plan to integrate 10 is concentrated on the tactical and 

operational employment of information operations to further the military actions towards 

achieving operational goals.18 This means that the Army intends to integrate 10 and C2W 

as combat multipliers to enhance combat operations in war or promote potential stability 

during peace operations. The Army however, still only addresses information operations 

in a few manuals and it is not integrated at all potential levels of application. 

Due to the Army's shrinking forward presence globally, the Army sees its uses of 

information operations as stabilizing or enabling. With the down-sizing of the force, the 

force projection timeline is slower than it has ever been and there will be little chance for 

using 10 as a deterrent element. The Army is not expecting, as part of its concept for 

information operations, to operate individually nor directly address national goals or 

objectives. The United States Navy, on the other hand, can immediately address national 

objectives but has very little written unclassified doctrine and has a tendency to rely on 

joint publications for resolution on issues and focus for levels of application. 

Navy 

Naval doctrine does acknowledge information warfare. The Navy, however, considers 

information warfare and command and control warfare almost synonymous. The majority 

of Naval documents concerning IW/C2W are classified and will not be discussed in this 
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paper. The accepted definition for information warfare from the Navy's perspective is that 

IW or C2W seeks to deceive, disrupt or destroy the adversary's information infrastructure 

and command and control process to subdue the opposition rapidly.19 

The Department of the Navy, like the other services realizes the need to focus on the 

potential shift in emphasis for the future of warfare. The Navy recognizes that 

information warfare has yet unrealized capabilities that will have diverse implications in 

the ways that Naval forces influence, deter or, if necessary, fight and win future wars.20 

The Navy has long depended on information to control its own forces in a much more 

widely dispersed medium for conducting operations. Information and its control 

implications have driven the development of Naval military technology, weapon systems 

and information technology since the end of World War I. 

Today the United States Navy operates under an initiative in command, control, 

communications, computers and intelligence (C4I) known as Copernicus. The Navy 

developed this C4I system in 1990 in an attempt to remain responsive to the rapidly 

changing technology, information systems and the impact on the warriors.21 Since that 

time, Copernicus has developed into the cornerstone initiative for the Department of the 

Navy and is responsible for shaping its training and doctrine for information warfare. In 

the past eight years the Navy has witnessed the prominent role of information warfare and 

understands the benefits to systematically using information systems to influence the 

outcome of future military operations.22 

Information warfare is a critical component of this C4I systems that are still under 

development. Likewise, information acquisition and management are some of the most 

important enabling factors for the Naval Expeditionary Forces during deployment. 
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Therefore, a large part of the operational employment is both dependent on these systems 

and actually developed to enhance their capabilities. Thus, given this structure it is logical 

to ensure that this system is capable of handling information warfare on both an 

operational and strategic level. 

Looking more at the operational level, the Navy recognizes that the joint doctrine for 

C2W, Joint Pub 3-13.1, is focused more on the military applications of information 

warfare. They recognize that C2W by its definition focuses on operational security, 

deception measures, psychological operations, electronic warfare and even physical 

destruction. The Navy simply feels that it is not practicable to differentiate between the 

operational and the over-arching strategic goals for IW. It is most likely the nature and 

medium of naval warfare that prevents the Navy from separating or subordinating the two 

forms of warfare: IW and C2W. 

In order to address the unique medium in which the Navy operates, the Navy plans to 

integrate their informational warfare doctrine into existing service and joint doctrine by 

addressing the following concerns. First, the Navy must imbed information warfare 

capabilities in the fleet to handle extended deployments at sea. The Fleet commanders are 

responsible for all actions once the ships leave the port and it is felt that they must have 

adequate resources, knowledge and connectivity to conduct IW/C2W for extended periods 

without outside assistance. Secondly, due to its forward presence and relative ease of 

global deployment, the Navy must have adequate systems in place to address national, as 

well as, operational objectives for information operations. The Navy's forward posture 

allows it to be in position when or before a crisis develops. Effective employment of IW 

could be used to possibly deter any enemies, potentially slow the tempo of the crisis or 
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influence the enemy's decision cycle.23 The Navy views this as an extension of their age 

old mission to secure, or if necessary, interdict the Lines of Communication (LOCs). 

Lastly, due to the nature of naval warfare, the information warfare systems, much like 

the design for the Copernicus C4I system, must be user-centered capitalizing on 

technological advances. Naval warfare today is seldom conducted by large concentrations 

of men or systems. Instead, naval warfare at the operational level is highly centralized and 

dependent on the employment of critical systems in time and space, as well as, achieving 

overall information, naval and air dominance. This is in accordance with the joint goal to 

achieve information superiority at all levels. 

To ensure that these concerns are addressed in the Navy's emerging doctrine on 

information and command and control warfare, they have distributed the responsibilities 

by establishing three specialized organizational elements. The first is the Director of 

Space and Electronic Warfare (D-SEW) who is the overall responsible agency for 

IW/C2W development and guidance. This director works for the Deputy Chief of Naval 

Operations. 

The second agency is the Fleet Information Warfare Center (FIWC) which is the 

principal agent responsible for training and procedures. And the third agency is the Naval 

Information Warfare Activity (NIMA) which acts as the interface between the services 

and the National Information Warfare organizations.24 The NIMA could have potentially 

the most impact on the synchronized efforts of information warfare for the future. At a 

minimum, the NIWA can ensure that both the Navy and the Marine Corps are in unison 

with their approaches toward the challenge of information operations. 
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Marine Corps 

From the Navy's perspective, the United States Marine Corps is in synch with the 

Navy concerning the overall goals, issues and concerns about information warfare. The 

Marine Corps, however, only considers information operations and not information 

warfare. According to the Marine Corps, information operations are actions taken to 

affect adversary information systems while defending one's own information and 

information systems.25   The Marine Corps goes into more detail by explaining that 10 is 

integrated into the concept known as Operational Maneuver from the Sea (OMFTS) in 

which the military forces use information systems and capabilities to enhance the 

warfighting functions of command and control, fires, intelligence, logistics and force 

protection.26 

As the Marine Corps is writing their emerging doctrine on information operations, 

they are approaching it from a somewhat different aspect than their parent organization: 

the United States Navy. The Marine Corps views information operations as an enabling 

factor that is "not just another arrow in the MAGTF commander's quiver, but more a 

broad-based capability that makes the entire bow stronger."27 Taking this approach, the 

Marine Corps is not attempting to establish a separate organization or doctrine for 

information operations. Instead, information operations considerations will be added to 

every warfighting publication to ensure an integrated approach to addressing this new 

issue. 

The Marine Corps structure for information operations is built along a general three 

pillar approach which consists of force enhancement, force protection and battlespace 

shaping activities. Under these three general approaches lies two distinctive elements of 
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information operations that integrate the more general approaches. According to the 

Marine Corps, information operations consists of offensive 10 and defensive 10 

accompanied by related activities such as civil and public affairs.28 The primary focus for 

these two elements of 10 is at the operational and tactical levels. The Marine Corps 

acknowledges that information operations are conducted on the strategic level, however, 

that is a level at which the Marine Corps feels its role will be to attain some operational 

objective in support of some national agency. 

For offensive 10, the adversary commander and his decision-making process is the 

ultimate target. Offensive 10 involves the integration of such capabilities as computer 

network attack and command and control warfare (C2W). The Marine Corps' view of 

C2W is similar to both the Army and the Navy in that it is comprised of deception, 

psychological operations, operations security, electronic warfare and physical destruction. 

The Marine Corps acknowledges that some aspects of offensive 10 are ongoing both 

during conflict and peacetime. In particular electronic warfare and operational security are 

continuous processes that require a constant quest to dominate those areas. 

Defensive 10 is grounded in the elements of information and information systems 

protection. The elements of defensive information operations are physical security, 

information assurance, electronic protection, counter deception, counter intelligence and 

counter reconnaissance. Defensive 10 seeks to integrate protection, detection and reaction 

capabilities to deter or influence enemy actions and create an atmosphere more suitable 

and secure for friendly information operations.29 

The Marine Corps' integrated process of overlaying information operations on their 

existing structure is an attempt to focus their efforts on the assigned operational 
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objectives. The over-arching concept of Operational Maneuver from the Sea (OMFTS) is 

the guiding principle by which all other supporting initiatives are evaluated. Each 

supporting initiative, such as information operations, must enhance or enable the 

traditional elements of combat power and conducted continuously to have any merit. The 

Marine Corps understands that in other forms 10 has been present for a long time but now 

it is critical to have detailed and integrated planning to be successful given the threat and 

the emerging capabilities of potential adversaries. 

Air Force 

The United States Air Force also understands the emerging threat and technological 

advances in information operations. The Air Force is a technology-based organization 

which, due to its medium of operation - similar to the Navy, deals in dispersed systems 

and relies heavily upon information and information systems. According to the Air Force, 

"information warfare is information operations conducted during a time of conflict or 

crisis to achieve or promote specific objectives over an adversary or adversaries."30 The 

term information warfare has almost completely replaced the term of C2W within the Air 

Force doctrine. 

The Air Force takes the same approach to information operations as it takes to 

conducting other operational campaigns. It believes in establishing superiority prior to 

conducting detailed operations. Information superiority, from the Air Force perspective, 

is the degree of dominance in the informational domain which allows the conduct of 

friendly information operations without effective interference.31 This belief is based upon 

a large assumption that information operations, conducted by any given adversary, can be 
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quantitatively measured. It is this principle, however, which is at the core of information 

operations for the Air Force. 

In order to gain this information superiority or even dominance, the Air Force plans 

to concentrate its doctrine on the integration of information operations at the operational 

and tactical levels. Like the Marine Corps, the Air Force also believes that information 

operations at the strategic level will be planned by agencies outside the services who have 

a better handle on the national objectives. The operational objectives for information 

operations, however, must still support the national aims and when tasked the Air Force 

acknowledges that it will support the strategic applications of 10. 

The Air Force's primary planning will focus on implementing IO/IW capabilities 

through the existing air component commands.32 Information warfare will be integrated 

within the normal air campaign planning model and execution process. Every aspect of 

air campaign planning will consider IW / C2W considerations to enhance the planning 

process. Information warfare will, if incorporated correctly, be a seamless operation 

merely requiring additional assets, considerations and training. 

Given this monumental task, the Air Force has developed an Information Warfare 

Squadron (IWS) out of 9th Air Force to study, train and augment information operations 

around the world. This squadron is specialized in that its equipment is state of the art and 

its personnel are focused on the capabilities and vulnerabilities of information systems. 

This squadron augments or establishes Information Warfare (IW) teams during times of 

crisis to plan and execute IW integration into existing joint and space operation plans 

(JASOP).33 This squadron is still in its inception and is a learning organization evolving 

into a viable tool for the COMAFFOR. 
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Once this squadron is fully on line with the Air Force operations, their integration plan 

calls for these squadrons to act much like a JFAAC would in a joint environment. The IW 

teams would be responsible for planning, developing and implementing an information 

campaign that supports the overall Air Component Commander's (ACC) operational plan. 

The IW teams would accept input from all elements of the participating air components, 

evaluate priorities, in line with the ACC's guidance and intent, and develop a cohesive 

approach to implementing an informational campaign. 

The Air Force also established an Air Force Information Warfare Center (AFIWC) in 

September of 1993. This center is located at Kelly AFB, San Antonio, Texas. It is 

responsible for supporting operations, campaign planning, acquisition and testing of 

information systems for use in operations. The Air Force tends to classify these 

organizations as specialized information warfare due to their operational and tactical focus. 

According to the Air Force, information warfare has six components: psychological 

operations, military deception, security measures, electronic warfare, information attack, 

and physical destruction. These components are not that different than what has been 

discussed earlier. The Air Force has chosen to incorporate offensive and defensive tasks 

in attempt to create more encompassing elements of information warfare for integration 

into air operations. The component that is significantly different in its approach is the 

direct information attack component targeting the adversary. 

Information attack is involved in directly disrupting information without visible 

damage or change to the actual structure or entity upon inspection.34 Direct information 

warfare, which is the more general aspect of information attack, is designed to act on the 

adversary's OODA loop by creating misconceptions, false observations, skewing 
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orientation or actually decapitating the decision-maker by imposing decisions and causing 

irrelevant actions.35 This incapacitation of the adversary leader's abilities is one of the 

overall operational objectives of information attack and subsequently information warfare. 

The other aspects from which the Air Force feels it can contribute to the operational 

realm of information operations are to deter aggression, counter WMD, support counter- 

terrorism and, due to the Air Force's rapid deployability, promptly influence both friendly 

and adversary behavior in accordance with desired theater and indirectly national 

objectives.36 The Air Force actually views information as a fifth medium in addition to 

air, space, sea and land. Because there are few distinct boundaries in this given medium 

and the similarities that can be drawn with the air medium, the Air Force feels that they 

are the perfect service to lead an integrated approach to information operations. However, 

integrated can only truly be integrated if all services agree upon the training, doctrine and 

focused employment of information operations or warfare . 

Joint Perspective of Information Warfare 

Even though each separate service is in the process of developing their own doctrine 

on information warfare, there is still no agreed upon binding document to merge the 

collective ideas together. From the joint perspective, there is "no official information 

warfare doctrine and the efforts of the various services to describe command and control 

warfare as the military application of information warfare remain incomplete."37 A more 

precise statement might be that there are a limited number of doctrinal documents that 

contain a comprehensive approach to IW but they are classified. However, at the 

unclassified level the JCS Pub 1-02 states that information warfare is characterized by: 
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actions taken to achieve information superiority by affecting 
adversary information, information-based processes, information 

systems, and computer-based networks while leveraging and 

defending one's own information, information-based processes, 

information systems, and computer-based networks.38 

Even this definition is not exactly a "definition". It is simply the agreed upon 

characteristics of information warfare with an optimistic purpose of achieving information 

superiority. This definition does, however, establish some desired objectives in that IW 

is both offensive and defensive working toward information superiority from a joint 

perspective. The Department of Defense (DOD) dictionary of terms, the 1997 version, 

does not even acknowledge the term "information operations." Information Operations, 

however, is a concept discussed in Joint Vision 2010 and carries a distinctly different 

connotation than information warfare. Information warfare, according to Joint Vision 

2010, is a subset of IO.39 

According to Joint Vision 2010, the guiding concept document for joint doctrine into 

the 21st century, information operations are peacetime operations conducted to achieve 

informational superiority and if needed to deter adversary aggressions.40 Information 

warfare, on the other hand, is information operations conducted in time of crisis or conflict 

intending to accomplish or advance specific objectives over one or more adversaries.41 

This implies that in future joint doctrine publications information operations and warfare 

will be addressed as distinctly separate functions. 

Another explanation for the stated differences may be that from a joint perspective, 

information operations is intended to address the pre-hostilities and post conflict phases of 

any given campaign, while information warfare will encompass the build-up, combat 
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operations and conflict termination phases. Both functions, however, from the joint level, 

must concentrate on attaining national-strategic and theater-strategic objectives by 

integrating a wide variety of agencies from the government, private sector and military. 

Although there are several joint level references to components of information 

warfare, the capstone manual for providing the emerging conceptual approach to joint 

doctrine on information warfare continues to be DOD Directive S-3600.1, Information 

Warfare.n  This document is the unclassified revision of the first Department of Defense 

directive on information warfare published in 1992. These directive, as well as the 

guidance for the Joint Chiefs of Staff today, was derived from the National Military 

Strategy in support of our national aims. 

Although the Joint Chiefs of Staff have produced focused joint doctrine on several sub- 

elements of information warfare such as command and control warfare (JP 3-13.1), 

electronic warfare (JP 3-51), psychological operations (JP 3-53) and even information 

management and security (JP 3-54), the JCS's charter remains to produce doctrine that will 

provide connectivity between the National Security Strategy and the National Military 

Strategy.43 This desired document is presently under development and is titled Information 

Warfare, Joint Publication 3-13. Atlantic Command (ACOM) has the lead in producing 

this doctrinal manual and is presently reviewing all other services' doctrine, as well as, 

conceptual works and the overall joint vision for 2010 and beyond concerning information 

operations and warfare. Their somewhat backward approach has been one of "reverse 

engineering" from the bottom, service perspective, up to the joint level to ensure a unity of 

effort.44 
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The desired endstate for the employment of information warfare, from the joint 

perspective, is to ensure an information battlespace advantage and operate from a position 

of information superiority.45 In order to accomplish this, the office of the Joint Chiefs of 

Staff has developed a strategy that focuses on actions, organizations and technology and 

resources involved in accomplishing information operations.46   These three areas are 

oriented on operations conducted in an offensive, a defensive and an other than war 

scenario. This conceptual structure is the base from which both the Department of 

Defense and JCS can orchestrate the joint conduct of information operations. This model 

is graphically displayed in Figure 1 below which is extracted from the Joint Vision 2010 

document. 

Destroy 
Saturate 
Misinform 
Deter 
Exploit 

Threaten 
Deceive 
Compel 
Jam 
Disable 

Figure 1 - Joint Information Operations Model. 47 

The clearly defined endstate of information superiority is the driving force which 

focuses the actions, organization and the development of technology to accomplish it. 

Joint doctrine, as outlined in the existing publications already mentioned and JP 3-13, 
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Information Warfare, under development, to date focus the force on the military 

applications of information and information systems. The emerging doctrine will attempt 

to integrate the existing military aspects of IW to an over-arching strategic campaign to 

ensure information dominance.48 C2W will continue to be seen as the military application 

of information warfare but must also address operations other than war and events 

supporting war termination. 

As the proponent for joint informational doctrine, Atlantic Command, has not yet 

determined whether an integrated service approach or the creation of a separate 

information center will meet the existing needs of the force.49   One aspect that is certain 

from a joint perspective is that the management and employment of information on future 

battlefield's must be a coordinated and directed effort. In order to achieve an integrated 

approach to the operational and strategic engagement in information operations, each 

service must have a common understanding of the problem and an integrated concept of 

operation for the solutions. This is unfortunately not the case. 

Comparison of Views on Information Warfare / Operations 

Each service has generally the same views on the importance and future relevance of 

information operations or warfare. There are, however, several important differences 

between the services that must be examined and understood before an integrated approach 

can be realized. As this comparison will demonstrate, the Army and the Marines follow 

similar views while the Navy and the Air Force as more generally in concurrence. Both 

the similarities and differences can be considered from a joint perspective by analyzing the 

definitions, the operational concepts and finally the integration plans for future operations. 
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First, in order to lay the foundation for comparison, the operational definitions from 

each service must be compared to fully appreciate the vantage point of each individual 

service. The different service definitions for both information warfare and information 

operations are very similar, however, there are subtle differences that change the focus for 

the entire planning process. For example, the Army and the Marine Corps work almost 

exclusively with the term information operations, while the Navy and Air Force recognize 

both 10 and IW, but are focused on the military application of information warfare. Joint 

doctrine excludes information operations from its existing dictionary and concentrates on 

information warfare. This, however, is about to change with the new doctrinal manual JP 

3-13, Information Warfare. 

The significance of this subtle difference is that the Army and Marines are focused on 

planning and executing information operations in both peacetime and crisis. The Navy 

and Air Force see their involvement in information warfare as mainly a crisis response 

action. These roles, however, are somewhat contradictory because the Navy and Air 

Force recognize that they alone possess the rapid response information capability to 

possibly deter before a crisis fully develops. Joint doctrine talks of the goal to achieve 

information superiority first in a crisis situation but, at present, does not address the 

ongoing struggle for informational superiority through peacetime operations. Both the 

Army and the Marines recognize the need for this ongoing operation because they possess 

minimal deterrent capabilities and must focus on stabilizing operations.50 

The perceived capabilities and desired endstate, as seen by each service, directly 

impact on the second point of comparison: the concept of information operations. The 

apparent common ground for all services is that they all focus on C2W as the focal point 
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for the military application of information operations or warfare. This is probably due to 

the fact that the Joint Publication 3-13.1 on C2W was one of the first existing documents 

to demonstrate a cohesive plan for information warfare. All services are generally in 

concurrence with the minor exception that the Air Force, unlike the other services, 

considers informational attack as a means of conducting C2W. Informational attack 

appears to be an attempt to conduct a combination of deception, electronic warfare and 

physical attack from a clandestine or stealth mode of operations. 

Both the Marines and Army concentrate on the military applications of IW, command 

and control warfare, at mainly the operational and tactical levels. The intent is to have 

information act as a combat multiplier to enhance either combat or peace operations. Both 

services acknowledge the offensive and defensive capabilities of information operations 

and realize that 10 must be conducted in conjunction with other combat operations. 

Information operations, from their perspective, is not a stand alone operation capable of 

concluding any crisis. 

Because of the focus from the Army and Marine perspective, as mentioned above, 

these services do not expect for information operations to operate individually or even, on 

most occasions, to directly address national objectives.51 By the nature of the mediums in 

which the soldiers from the army and marines operate, these services view 10 as a 

continuous operation focusing on the human element. The target for 10 is still the same, 

the human mind, but the approach is drastically different. With the proximity of forces, 

the Army and Marines must consider the subtleties of 10 and not only focus on the larger 

objectives. A good example of this was seen in Bosnia. In an environment where a great 

25 



deal of information was gathered from human sources (HUMINT), the concept to drive 

the employment of 10 was planned and executed with greater detail. 

The Navy and Air Force, due to their operating media and ability to protect internal 

systems, are not often required to execute information warfare at such a low level. This 

lack of detail allows for greater speed in execution and a possible scenario where 

deterrence becomes an option. The rapid deployment of both the Navy and the Air Force 

in support of Desert Shield / Desert Storm was a good example of IW conducted to deter 

further aggressive actions and set the stage for later combat operations. The informational 

campaign initiated with these deployments exercised the first conscious national and 

military application of C2W with connectivity to the Global Informational network. 

Each service established its own informational structure in support of this first conflict 

to incorporate information operations. The CINC, however, directed or refocused the 

objectives, priorities and concept for employment to ultimately address the national 

aims.52 CENTCOM's development of an informational warfare campaign plan was 

instrumental in the overall success of the operation and as such has become the 

cornerstone for joint doctrine development for information warfare. This adjustment at 

joint level was conducted late in the development process in theater and was a 

considerable point of conflict initially between the services due to a difference in 

priorities. 

This concept used in Desert Storm has merit in a conventional warfare scenario, 

however, the concept of employment is not as clear in a support and sustain environment. 

Due to its extensive participation in peace operations, the Army is predominantly focused, 

at present, on the applications of 10 in this type of environment. The Marine Corps is 
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likewise interested in developing doctrine to address information operations in an 

operations other than war (OOTW) environment, but at present has no doctrinal or 

position papers on the subject.53 The Air Force and Navy have no existing doctrine on the 

application of information warfare in support and sustainment operations. Joint doctrine 

has an over-arching concept to integrate command and control warfare in an OOTW 

environment, but at present it is uncertain how this will relate to overall information 

warfare. 

The limited focus on information operations in an OOTW environment is a serious 

shortcoming in the doctrinal concept of operations for either 10 or IW. The implications 

are likewise manifested in the effects of information operations in conventional war 

during such stages as pre-hostilities and conflict termination. The Army and the Marine 

Corps are farther along with this concept due to their tactical deployments in support of 

such missions. The Marine Corps is approaching this issue more from a land-based 

perspective due to the fact that they feel this is the environment that it will mostly likely 

be employed.54 Joint doctrine must address the operational and strategic linkage to fully 

integrate the ground, air and sea forces in support of OOTW missions. 

The reason for this low level concentration by the Marines and Army can be clearly 

seen by looking at an example from Somalia. Mohammed Aideed, at times, succeeded in 

winning the information war with the U.S. through use of existing technology and small 

unit tactics.55 He used cellular phones to bounce signals off walls to escape pinpointing 

his signals. He set up an ambush and was careful to ensure CNN was ready to cover this 

event. He had established a clear objective for his use of information operations and the 

U.S. military was unprepared to handle its effects. This is merely one example of what a 
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poorer country with clear objectives and the willingness to purchase and learn from 

technology can do to a much more powerful nation that is unprepared. 

This situation described from Somalia raises another point of contention concerning 

the desired concept of operation for information operations. The main differences 

between the services' concept stems from an accepted belief in ability to attain 

informational dominance or superiority. The Navy, Air Force and Joint perspective is that 

the information warfare strategy can be simplified down to a struggle to achieve this 

information dominance. One potential problem with this concept is that information 

dominance or even superiority is something almost impossible to measure. Effects can be 

measured, but as was evident from the Somalia and Bosnia, effects can be deceiving. This 

has the potential to become a major obstacle due to the fact that the Air Force, and to an 

extent the Navy, considers achieving informational superiority as the first and most crucial 

step to any information warfare scenario.56 

The Army and Marines do not consider this objective to be attainable in all possible 

scenarios and merely seek to achieve a decisive advantage. Due to the fact that 

information technology is available to any nation with the money, this objective is 

becoming increasingly more difficult. Many foreign nations are presently training 

personnel at civilian agencies throughout the United States and will therefore soon possess 

the capabilities to employ these technologies. The main difference again rises from the 

mediums of operation. The Navy and Air Force have no real threat peer competitors. A 

threat peer competitor to the Army or Marine Corps is any nation capable of killing a 

couple of Americans and correctly timing this event to raise international or even U.S. 

popular support against our cause. 
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Information superiority is even questionable given the availability of information 

technology. The Navy and the Air Force are interested in shaping, or if possible deterring 

any given crisis, to enable future operations to be conducted in an environment more 

conducive to security and assured victory. The Army and the Marines are more 

pessimistic in their approach in that they do not believe that the military will enter any 

crisis from an indisputable position of superiority. These considerations in formulating a 

cohesive concept of operation then drive exactly how the different services approach the 

final point of comparison: planned integration of information operations into their existing 

structure. 

The initial point to examine is exactly how each service views information operations 

or warfare. The Army and the Marine Corps view information operations as an extension 

of military operations or simply another combat multiplier. The Air Force views 

information as a fifth medium after, air, land, sea and space to be considered separately.57 

The Navy views information warfare as a separate operation in support of maritime 

superiority.58 Joint doctrine calls for information warfare to be an integral part of all joint 

military operations.59 

Because of these views and concept for the integration of information warfare into 

existing military operations, each service has chosen to establish organizations to either 

control or facilitate the planning, preparation and execution of 10 or IW.   Initially the 

Army had established the Land Information Warfare Activity (LIWA) at Fort Belvoir, 

Virginia to monitor, plan and if necessary execute C2W or information operations.   This 

organization did not prove to be an effective C2 structure for information operations. It 

becomes very difficult to fully integrate 10 when the controlling headquarters is not 
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within the Department of the Army chain of command and has no command authority 

over the combatant commands. 

The Marine Corps learned from the Army's mistakes and chose to integrate 

information operations into existing doctrine and allow each subordinate command to 

incorporate 10 into its planning and execution process in support of the over-arching 

concept of Operational Maneuver from the Sea (OMFTS). This integration plan allows 

the combatant commanders to evaluate the situation and fully incorporate both the naval 

and land capabilities at their disposal into their information campaign. The expertise is 

limited with this particular approach, however, it does allow more operational flexibility. 

The Marine Corps is concentrating on incorporating 10 into a series of doctrinal 

documents, MCDD 3-36IW/ C2W series, that is intended to overlay 10 planning and 

execution onto the existing Marine Corps planning process. 

The Navy, although the controlling department of the Marine Corps, views 

information warfare integration much differently. The Navy, due to its dispersed 

battlespace, has long relied on information to conduct both peacetime and wartime 

operations. The C4I system known as Copernicus is at the heart and mind of the entire 

Navy. Because of these factors, the Navy operates from a significantly more complex and 

advanced integration program for IW. The Navy has developed several specialized 

agencies with IW responsibilities ranging from training and doctrine to execution and 

synchronization. 

These specialized agencies plan and execute information warfare at the operational 

and strategic levels with little affect on the tactical elements.60 To the Navy, IW is not a 

tactical combat multiplier. Information warfare is a series of enabling actions designed to 
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attain operational or strategic objectives in support of the country's national aims. 

According to naval intelligence doctrine, IW/C2W is planned in conjunction with national 

agencies to achieve information superiority rapidly and if possible defuse any potential 

crisis. The Navy's entire integration plan is based upon improving intelligence and 

information flow through existing and developing technology to maintain an operational 

advantage focused on employment in a crisis situation. 

The Air Force's focus is quite similar to the Navy's. The Air Force sees information 

warfare as a crisis response operation aimed at achieving information superiority through 

the employment of specialized systems. The Air Force has established specialized 

squadrons designed to both train in peacetime and execute the AF information campaign 

in a crisis situation. The Air Force views this specialized squadron much like a JF ACC 

designed for the purpose of achieving superiority through the directed use of all available 

systems and information. 

Much like the Navy, the Air Force operates from a highly centralized system with a 

rapid response capability that must be structured to address both operational and tactical 

objectives. Air Force information warfare planning will focus on integrating information 

capabilities through existing air component commands in support of any established joint 

warfighting command element.61 The specialized squadrons, mentioned previously, will 

assume the lead staff role in planning and controlling the necessary information operations 

in a theater for the Air Component Commander (ACC). The Air Force is concerned with 

supporting both joint doctrine and actual warfighting CINCs in the field with their 

information capabilities. 
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According to ACOM, this tendency is exactly what the emerging information warfare 

doctrine is designed to address. Joint doctrine will attempt to capitalize on each services' 

capabilities while providing a general framework for the planning and execution of 

information operations in a joint environment. The draft joint doctrine, JP 3-13, 

Information Warfare, is intended to address desired effects, operational and strategic 

objectives and linkage to national aims. The draft document at present covers tactical 

employment of elements of IW only in very general terms to allow service and combatant 

commanders flexibility in application of information systems.62 

Achieving these desired effects is the ambiguous portion of the emerging doctrine 

from the joint and separate service perspectives. Each separate service and ACOM are 

struggling with whether to approach information warfare/operations from a highly 

centralized and controlled planning perspective with decentralized execution or a more 

decentralized comprehensive approach. The real question is actually whether to create a 

functional command responsible for the joint integration of information warfare or to 

formulate a strategy which entails each service supporting the combatant commanders in a 

joint warfighting environment. 

Joint Information Operations Alternative 

The bottom line is that the majority of future military operations will take place in a 

joint warfighting environment and therefore, information operations or warfare must also 

be a focused joint endeavor. JCS must designate some joint agency to take positive 

control over not only the training and doctrine, but also the execution of information 

operations on the future battlefield. Detailed inter-service coordination necessary to 

integrate effective and cohesive information operations is not possible given the current 
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joint military organizational structure.63 Although ACOM is the emerging proponent 

responsible for the doctrine and training for joint information operations, there is no single 

agency responsible for the integrated planning and execution of joint 10. Presently, the 

Information Warfare Cell under the J3 section of any given CINC staff is responsible for 

only the planning and execution of C2W.64 The responsibility of integration for all 

services and external agencies for the information operations has not been assigned. 

In order to solve this problem, there appears to be two "most probable" courses of 

action given the existing structure and service capabilities. The first probable course of 

action for addressing this problem is to create a separate functional command responsible 

for the doctrine, training, planning, and both peacetime and wartime execution of 10. The 

second course of action for information operations is simply to limit the scope of 10 for 

the military to address only the C2W aspects and allow the Combatant Commanders to be 

the military conduits for vertical nesting with the national objectives. This second COA 

would require close coordination and a delineation of responsibilities between the civilian, 

government and military participants. 

First, when looking at the possibility of creating a separate functional command, two 

potential scenarios seem most likely. The first scenario would be a short duration task 

force responsible for information operations given a specific purpose, goal and duration. 

One possible solution is the creation of a Joint Forces Information Operations Task Force 

(JFIOTF). The second potential scenario examines a longer term approach to the 10 

problem with a permanent command element responsible for 10. This solution entails the 

creation of an Information Operations Command (INFOCOM). There are numerous 

advantages and drawbacks to each potential solution. 
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First of all in taking a look at the creation of a JFIOTF, the composition of such a task 

force would certainly be dependent upon the situation, however, certain considerations 

would prevail in most circumstances. For example, each JFIOTF would require non- 

governmental organizations (NGOs), private organizations (PVOs) and governmental 

agencies, in the form of both military and political, representation for training, planning 

and execution of the 10. The JFIOTF must be equipped and manned to handle the full 

range of 10 and IW functions with regard to both operational and, if necessary, strategic 

objectives. 

The ultimate objective in establishing a JFIOTF, at the operational level, is to achieve 

unity of effort and a coordinated application of the existing information instrument of 

national power to solve any or all potential crises.65 The organizational mixture of 

military, political, NGO and PVO agencies provides the necessary structure to effectively 

employ information operations at the operational level. The military aspect of 10, C2W, 

would be a coordinated effort between the Army, Marines Corps, Navy and Air Force 

services. Although each service would provide IO/IW specialists on this staff, the service 

who controls the overall military operation would also provide the CINC for the JFIOTF. 

The NGO, PVO and political representatives would be special advisory staff similar to the 

organization found in many MOOTW scenarios. 

The organizational structure would place the JFIOTF directly under the CINC to 

enable both operational and strategic information operations. One possible candidate as 

the JFIOTF commander would be the deputy CINC. This would ensure that there was no 

service parochialism and also ensure that the strategic interests were addressed. In any 

event, the JFIOTF would be a supporting command similar to each of the other 
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component commanders such as the JFLCC or JFACC. The command and control wiring 

diagram might look something like this: 

CINC 
^ DCINC 

JFLCC JFACC JFMCC JFNCC JFIOTF 

Figure 2. Sample Organizational Chart for JFIOTF Inclusion. 

This organization, although limited in duration and scope, would be capable of 

capitalizing on the synergistic effect of integrating the combined service 10 capabilities. 

The JFIOTF would provide the control but the command element for information 

operations would remain with the separate services. This organization would be more of a 

control and tasking organization in order to integrate all aspects of 10 without severely 

disrupting either the existing command or the technical aspects of IO. This task force 

would enable the operations cell, J3, to focus on the overall execution without requiring 

additional assets to handle the very complex issue of information operations integration. 

The other reason for leaving the execution to the separate services is for the simple fact 

that the expertise and equipment belong to these organizations and it would require far too 

much lateral movement to bring them together for limited gains. 

One of the apparent drawbacks to this temporary task force is that formation of any 

task force requires time and there would be little time for interagency training and 

familiarity with C2 structure. Another potential drawback is the limited supply of 

35 



equipment, communications in particular, and personnel to fill the requirements for such a 

staff. Given these particular concerns, it is debatable whether this task force is worth the 

effort for the operational gains obtained through a short term integration of all 

informational capabilities. Perhaps a more long-term solution to the problem is in order, 

such as, an existing sub-unified command responsible for global information operations: 

INFOCOM. 

Information Operations Command (INFOCOM) would be a sub-unified command 

under ACOM responsible for the United States information sovereignty in both peace and 

wartime. Atlantic Command has already been designated as the joint doctrine proponent 

and, as the joint force integrator and provider, would be ideally suited to accomplish the 

integrated joint mission of information operations. Each joint force provided by this sub- 

unified command would be tailored to the situation's unique requirements or particular 

mission. This command would include full time coordination cells linked with NGO, 

PVO and State Department offices in order to provide seamless strategic information 

operations. 

This proposed command structure would enable rapid deployment and support 

throughout the world in support of any unilateral, joint or even combined operations. 

The Information Operations Command would also require the technological equipment, 

manpower and joint staff to plan, coordinate and execute 10 throughout any area of 

responsibility. This full time command structure would enable a cohesive strategy for 

approaching 10 from either a defensive or offensive stance. One of the biggest challenges, 

however, will be in coordinating with the NGO and PVOs to work toward some common 

interests. 
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Operationally, this command could synchronize and exploit the rapid response 

offensive capabilities of both the Navy and the Air Force in order to establish information 

superiority or even possibly deter any adversary aggression. INFOCOM would also be 

able to utilize the stabilizing aspects of either the Army or Marine Corps information 

operations. Strategically, INFOCOM offers any commander a more effective manner by 

which he can exploit the information instrument of power while maintaining a definite 

unity of effort between the services, other governmental and non-governmental agencies. 

The creation of such a command as INFOCOM does not alleviate each service's 

responsibilities with respect to information operations. Each service must continue to 

develop, train, pursue technological advancements and integration of 10 into all 

operations. INFOCOM is merely the over-arching control mechanism which will provide 

authoritative guidance, coordinate both offensive and defensive operations and actually 

de-conflict 10 priorities with regard to both the operational and strategic objectives. In 

short INFOCOM provides the unity of effort and focus for 10 that, to date, has not been 

present. The disjointed service approach to information operations has rapidly advanced 

forward but with no unity of purpose which leads to the second possible solution. 

The second course of action addresses this disjointed approach to 10 and how to solve 

the military problem of focus for 10. This proposal is simply to limit the scope for 

information operations for the military to address only command and control warfare 

(C2W). This course of action is more inline with the intended purpose after Desert Storm 

when General Colin Powell attributed the U.S. success to "information age warriors."66 

The military was not looking for information managers, but warriors that were capable of 

exploiting information and information technologies. 
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By limiting the scope of 10 for the military to only the C2W aspects, a much more 

focused approach toward inter-service and interagency integration can be accomplished. 

This CO A does not call for an organizational change or shift in present focus. Focusing in 

on the C2W aspects merely allows the services to handle the military aspects in support of 

other governmental agencies addressing the strategic and political aspects of 10. The 

doctrine and training responsibilities can remain with ACOM but the execution 

responsibilities for 10 would reside with the CINCs operationally and the NCA at the 

national strategic level. 

With this proposed structure, the military C2W focus would be more at the operational 

and tactical levels. This is in line with what the services presently see as their role and 

responsibility for information operations or warfare. Each separate service acknowledges 

that, if called upon, it may have to operate in support of national strategic aims, but it is 

agreed that this is not their primary focus. The Joint Chiefs of Staff first started out to 

integrate the services information operations capabilities with regard to C2W. As 

mentioned previously, this has remained the common ground for each service with respect 

to information operations or warfare. Both joint and service component doctrine exists for 

command and control warfare and the only part left to transform would then be the 

integrated execution of C2W. 

The agency responsible for the integrated execution of C2W must be a joint agency 

with connectivity to non-governmental and governmental agencies similar to the 

previously mentioned INFOCOM. One possible solution would be to have a combatant 

command function as both the command and control agency for C2W and also serve as the 

conduit for vertical nesting with the desired national objectives. This CO A, unlike the 
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JTF proposal, would required an extremely strong agreement and operational relationship 

with both civilian and other governmental agencies. This would be necessary to ensure a 

clear delineation of responsibilities and execution strategies. 

This course of action has one definite drawback in that it still does not fix the problem 

of operational integration for either C2W or 10 in execution. Simply stating that it is a 

CINC's responsibility without resourcing these headquarters is not the answer. In order 

for the military to solve the existing problem, the changes must entail more than just a 

shift in focus and they must also consider the resource and monetary limitations placed on 

the military today. Simply focusing on the C2W aspects of IO is exactly what the services 

want because they are prepared to handle this mission, but it is not in the best joint 

interests for the entire military. 

The military can not afford this narrow-minded approach given the probability of 

operating in both conventional and unconventional environments on future battlefields. In 

order to achieve informational, or any other, unity of effort, requires coordination and 

realignment of organizational thought and operation to achieve information superiority 

within any given environment the military is called upon to operate.67 

Conclusion 

The result of what is written in this paper does not dispute the importance nor the 

relevance of information operations or warfare. On the contrary, information has and 

probably will continue to be one of the most vital national and military instruments of 

power. This paper does, however, focus on answering the question of what approach 

should the Department of Defense (DOD) take to fully incorporate information warfare or 

operations on the future battlefield. The answer, although complex in analysis, is simply 
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that DOD should create a sub-unified command, Information Operations Command 

(INFOCOM), under USACOM responsible for the country's information sovereignty in 

both peace and wartime. 

George J. Stein captured this conceptual shift best when he stated that "adopting 

information technologies as force multipliers without changing the way business is done 

may be the greatest single threat faced by the services."68 In comparing the proposed 

organizational revisions, there are several reasons why this suggested organizational 

change is more beneficial to information operations on the future battlefields. The first 

reason is that to be successful every military operation must have a clearly defined 

command and control structure both in peace and wartime. The military is extremely 

flexible but the existing structure is what allows the military to operate in this manner. 

This C2 structure, on today's and future battlefields, must also integrate non- 

governmental and political agencies to ensure linkage to the national strategic objectives. 

At present there is no existing operational command and control structure to accomplish 

this task. The creation of Information Operations Command would provide this necessary 

C2 structure from which all operations could emanate. 

The second reason is that at present there are no combined effects gained from the 

employment of information operations. Each separate service has its own agreed upon 

definitions, purpose and methods of employment. The joint doctrine put forth in manuals 

such as JP 3-13.1, Command and Control Warfare, JP 1-02, DOD Dictionary of Terms 

and MOP Number 30, Command and Control Warfare (C2W) are not authoritative in 

nature and adhered to as doctrine by the services. With an ever decreasing military force 

structure, safeguarding and promoting our nation's interests will required an 
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unprecedented unity of effort between not only all of the services but also every 

instrument of national power.69 

The third reason is that an existing command and control structure will enable the 

military to fully incorporate the rapid response capabilities of such services as the Navy 

and combine these with the perseverance of a land component such as the Army. No short 

term organization could accomplish this diverse mission while maintaining both 

horizontal and vertical connectivity. The JFIOTF could accomplish this mission but only 

after an initially longer period of time to establish the task force and the growing pains 

associated with any new organization. 

As mentioned previously, the establishment of such an organization as INFOCOM is 

not without significant cost and potential discomfort from realigning headquarters and 

existing C2 structures. The question then becomes whether the operational military gains 

will out weigh the initial entry cost or whether the U.S. military force can afford not to 

accept such an organizational paradigm shift given the evolving nature of warfare. This 

is the baseline question to be answered as the military moves forward into the future. 

Information and information technology is indeed one of the most sought after 

resources both today and into the foreseeable future. The resource itself is critical but no 

more critical than the means to control and effectively employ it. The existence of a 

command such as INFOCOM is one of the means by which the military can effectively 

accomplish the NMS and gain information superiority. If the ultimate goal of both 

information operations and warfare is truly the achievement of information superiority, 

then the military can ill afford to not establish a structure that is capable of both command 

and control of both information operations and information warfare. 
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