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ABSTRACT

The Gulf War of 1990-1991 has been described as the pinnacle of second-wave
warfare, characterized by massed field armies, maneuver formations based on the
armored vehicle and airplane, second generation precision guided mﬁnitions (PGMs), and
engagements involving thousands of soldiers, sailors, airmen, and marines. At the height
of the conflict, over 500,000 United States (U.S.) servicemen were deployed in support of
Operations DESERT SHIELD/DESERT STORM. The ensuing victory by U.S./Coalition
forces and loss by Iraqi f;)rces is one of the greatest lopsided outcomes in the history of
warfare. Unfortunately, the demonstrated U.S. preeminence in conventional second-wave
warfare may spell trouble for the 21% century. Potential adversaries will have taken note
of our capabilities in this arer;a and will endeavor to develop methods and technologies
that will negate our strengths either th;ough asymmetric attack, innovation, or both.
These actions will give rise to asymmetric warfare as the dominant pafadigm.

Combined application of special operations forces (SOF), information operations
(10), and airpower (AP) may produce synergistic effects that will permit smaller forces to
effectively and efficiently counter our adversaries adopting asymmetric warfare. We
employ a heuristic approach in conveying our vision of combined SOF, IO, and AP

operations.
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I. INTRODUCTION

Victory smiles upon those who anticipate the changes in the character of war,
not upon those who wait to adapt themselves afier the changes.

Guilio Douhet

A. HYPOTHESIS AND BACKGROUND

The Gulf War of 1990-1991 has been described as the pinnacle of second-wave
warfare (Alvin & Heidi 'Tofﬂer, 1993, p. 8)', characterized by massed field armies,
maneuver formations based on the armored vehicle and airplane, second generation
precision guided munitions (PGMs), and engagements involving hundreds of thousands
of soldiers, sailors, airmen, an;i marines. At the height of the conflict, over 500,000 U.S.
military personnel wére deployed in's_upport of Operations DESERT SHIELD/DESERT
STORM. The ensuing victory by U.S./Coalition forces and loss by Iragi forces is one o_f
the greatest lopsided outcomes in the history of warfare. Unfortunately, the demonstrated
U.S. preeminence in conventional second-wave warfare may spell trouble for the 21st
century. Potential adversaries will have taken note of our capabilities in this arena and
will likely endeavor tc; develop methods and technologies that will negate our strengfhs
either through asymmetric attack, innovation, or both. These actions will give rise to
asymmetric warfare as the dominant paradigm for future conflict. Just as the 1920s and

1930s were times of great innovation in military doctrine, strategy, operational concepts,



organization, and technology that broke with contemporary standards, the Armed Forces
of the United States Iﬁust again look to the future as they develop force structures and
doctrines that can successfully deter and counter this new type of “unconventional
warfare.”

This thesis will explore the synergistic effects that can be created through the
combined empioyment of special operations forces (SOF), information operations (IO),
and airpower (AP). Each of these disciplines, guided by distinct operating principles and
defined by unique characteristics, provide capabilities, wilich if blended properly, may
produce effects greater than their individual strengths (see Table 1.1). It is anticipated
that the effects of a SOFIA? (SOF, IO, and AP) doctrine will allow the use of smaller
forces in an engagement to confront a wide array of potential adversaries of the U.S. in

the 21st century.’

' The Tofflers postulate that societies conduct warfare in the same manner in which they produce
wealth. In previous works they developed the ideas of “waves,” or periods of history characterized by a
dominant wealth producing paradigm. The “first-wave” depends on agriculture, the “second-wave” is
industrial in nature, while the “third-wave” is distinguished by the preeminence of information processing.
The Gulf War was fought as an industrial war by the U.S., hence they see it as mainly a case of second-
wave warfare.

% Doctor John Arduilla of the Naval Postgraduate School suggested the term SOFIA based upon
the Greek root of the word, which means “knowledge” and “wisdom”. It seems especially appropriate for
our doctrine because of the importance played by information operations in enabling both SOF and AP.

* Unfortunately, the increase in the number of situations requiring the application of military force
may somewhat offset the manpower savings realized by this concept.
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INFORMATION ] AIRPOWER
OPERATIONS
(Subsets) | U 5 (Characterlstlcs :
Command and Control Centralized Control & Flex:ble Joint Forces able to
Warfare . Decentralized Execution develop/execute
(C2w) unconventional audacious,
high payoff COA
Intelligence Based Warfare Flexibility & Versatility Rapidly Deployable
(IBM)
Economic Information Concentration Surgical Strike Capable
Warfare (EIW) - :
Psychological Warfare Persistence Small Scale Environment
' Dominance
Hacker Warfare Priority Sized, trained, equipped to
‘ operate along high tech
continuum
Electronic Warfare Balance Regionally focused;
culturally, linguistically,
politically sensitive
Cyberwarfare Synergy

Table 1.1: Characteristics/Tenets/Subsets of SOF, 10, and AP*

Basic SOFIA doctrine calls for the reduction of conventional forces (in most
situations), and replacement with SOF elements, complemented by AP, and enabled Ey
information operations. Discipline apportionment will be based upon the adversary faced
by the SOFIA task force.” With a smaller footprint and greater flexibility than
conventional forces, SOF can access more environménts. IO can provide the SOFIA task
force commander with “relative information superiority”, and a means of affecting the

opponents information systems and decision-making abilities. Possessing more

*Source: National Defense University. (1995). What Is Information Warfare? Washington, D.C.:
U.S. Government Printing Office.
Source: [United States Air Force. (1997). Air Force Doctrine Document 1, October 1997.]
Source: [United States Special Operations command. (1997). SOF Vision 2020 (Pampbhlet).]

> SOFIA doctrine allows for the lead discipline to change based upon the environment. In some
instances, SOF ground elements may be more applicable to the situation; while in others, AP may play the
decisive role. In all cases, 10 will be a force multiplier, but may also have a force applications role.
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information about the operating environment than the enemy reduces the SOFIA
commanders “decision cycle.” A faster decision cycle affords the SOFIA task force two
benefits: 1. Reduces the amount of factors it need be concerned with, allowing
concentration (both of forces and mental acuity) on areas of primary concern,® and 2.
Reduction in number of ground forces required to accomplish the mission. AP provides
the SOFIA commander with battlespace mobility, ISR (intelligence surveillance and
reconnaissance) and precision “fires.”

Armed forces ad(;pting a SOFIA operational concept will display increased
mobility/reach, flexible/scalable lethality, and increased precision targeting. Where
employed together, SOF, 10, and AP will be able to achieve limited battlespace
superiority. SOFIA induced ba;ftlespace superiority will be bounded by the time available
from notification to employment of forces,” by the relative information balance between
opponents, and the scope of the operation. “Scope of the operation” includes number of
forces involved, lethalityb of weapons employed, size of the area of responsibility (AOR),
operational goals and duration.of the action. Changes in any of the variables will affect

the ability of SOF, IO, and AP to achieve battlespace superiority.

B. RELEVANCE

Decreasing resources, a shrinking pool of overseas bases for forward presence,
and increasing non-traditional threats/missions necessitate development of a doctrine that

daes not rely upon large numbers of troops supplied with heavy equipment for every

¢ “Factors” affecting the operating environment include geography and “information quotient.”
Information quotient refers to the amount, complexity, and importance of certain types of information to a
situation. :

7 This time would be used for preparation and rehearsal of forces.
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situation. In spite of recent increases in the Department of Defense (DoD) budget, it is
unlikely the U.S. military will see a return to the $300 billion dollar budgets of the mid-
1980s. If so, it will be imperative to remember the military maxim “economy of force.” A
doctrine that blends the strengths and negates the individual weaknesses of SOF, IO, and
AP may provide a solution that is more effective against our most probable adversaries,
economical in terms of funding and manpower, and flexible enough to provide utility
across the spectrum of conflict.

~ Since World War 11, the United States has ofganized, trained, and equipped forces
for “worst case” scenarios; nuciear or conventional war with peer competitors.
Paradoxically, it has been postulated (and proven in the case of the U.S.) that the type of
conflict/adversary an armed force trains to fight, is the one most likely to be deterred, and
never engaged®. Forty-five years of Cold War with the former Soviet Union is a prime
example.

When confronted with wars not fitting this dominant paradigm, the U.S. has
consistently assumed that forces developed for high-end conflict would be just as capable
~in low-end conflicts. Our success rate in applying mismatched styles of war and forces is
ambiguous. The Korean War (1950-1553) resulted in a stalemate that continues to this .
day. The Vietnam War (1965-1973) cost the U.S. over 50,000 dead and still the Republic
of Vietnam collapsed. Only when the opponent has fully adopted our paradigm of
conventional, second-wave warfare, have our victories been complete, as in Operations

DESERT SHIELD/DESERT STORM.

® The late Secretary of Defense, Les Aspin, stated "History suggests that we most often deter the
conflicts that we plan for and actually fight the ones we do not anticipate” in The Bottom-up Review:
Forces for a New Era (September, 1993), Washington, D.C.: Department of Defense.
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Changes in the international system wrought by the demise of the Union of Soviet
Socialist Republics (USSR) in 1991 will continue to affect the face of conflict through
the next century. The dramatic transformation from a bipolar to a multi-polar world has
unleashed forces that were suppressed, ignored, or misunderstood by the U.S. and the
USSR. These forces include ethno-nationalism, religious fundamentalism, and quests for
regional hegemony.

All three have the capacity to generate conflict unlike that which the U.S. is
curréntiy pfepared to face. Historically called low intensity conflict, operations Ibelow
conventional war on the continuum of conflict are actually quite varied and range from
counter-insurgency, to counter-terrorism, to péace operations, to counter-proliferation, to
humanitarian assistance. As such, they require a perspective different from conventional
war, to successfully prosecute. Ingtead of being thought of as lesser cases-of traditional
war, they should be viewed as sui generis. While-it is our belief that these types of
conflicts are increasingly more likely, the U.S. muét also continue to be prepared fo deter
and fight larger scale conflicts, such as those exemplified by the Cold War and the Gulf
War. Without a credible ability to fight and win the big wars, the U.S. invites aggression

from traditional peer competitors employing second-wave warfare technology. -

C. METHODOLOGY

Development of an operational concept that éncompasses SOF, 10, and AP is
admittedly a large task. In orde; to convey our vision of combined SOF, IO and AP
operations, we will adopt an heuristic approach to our subject. First, we will develop a
snapshot of what we believe the operating environment may be like in the year 2010. For

this we will employ the idea of “scenarios,” as refined by Peter Schwartz (1996) in his
6




book The Art of The Long View. Our vision of the future is based upon a review of
contemporary issues by a variety of authors. It is not our contention that this is the only
possible future. Whatiwe do believe is that this is one of many possible futures that
encompass some worst case scenarios. Following chapters will be structured around
definitions, concepts, “SWOT” (strengths, weaknesses, opportunities, & threats) and
utility analyses.

Definitions and concepts provide the reader with a review of commonly used
words and 1deas pertaining to the disciplines. A SWOT analysis allows us to determine
both positive and negative attributes of the individual disciplines. The results of our
SWOT analyses will assist us in determining the utility of each discipline, and the overall
robustness of the SOFIA doctrine.

Strengths and weaknesses focus on the internal ‘aspects of the discipline. For
example, an inherent strength of AP is its flexibility. Aircraft can be dynamically
retasked, .that is, redirected from preplanned targets to targets of opportunity while in
flight. On the other hand, a primary weakness of AP can be its limited “staying power.”
AP platforms tend to have relatively shorter dur%;tion times in action than ground forces
due to fuel, ordnance, maintenance requirements, and crew endurance. All of these have
an impact on principles of employment and concepts of operations associated with AP.

Opportunities and threats refer to factors external to the discipline that may effect
our vision. An opportunity associated with IO is the possibility of decreased friendly and
enemy casualties. Certain techniques associated with 10, such as manipulation of an
adversary’s information system, may allow us to achieve national goals without directly

endangering lives. It may be possible to create a false impression, one that is favorable to
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the U.S., of a contested battlespace and introduce it into an opponents information
system. Decision-makers on the other side may then be influenced to acquiesce without
U.S. forces having to engage in battle.

Threats are those forces that can diminish the effectiveness of the discipline.
Misuse of SOF by political leaders and general-purpose forces (GPF) commanders is an
example of an external threat. A lack of understanding on the part of decieion-makers that
control SOF can lead to improper employment, leading to failed missions and waste of
valuable assets. Use of an Army Special Forces company in a regular infantry role by
GPF commanders is an example of a threat.

Robustness is based upon the discipline’s ability to function in a variety of roles,
against a variety of adversaries, in a variety of situations. (See Table 1.2 for a list of
traditional roles and uses for power, two major categories of adversaries, and probable '

future situations or missions).

Compellence deterrence coercion,
and punishment
Preventative actions
Pre-emptive actions

-ADVERSARIES
Peer competltor
Niche competitor
- SITUATIONS/MISSIONS .

Peace operations
Humanitarian assistance
Noncombatant evacuation operations
Counter terrorism
Counter proliferation
Counter insurgency / Guerrilla warfare
Direct action
Special Reconnaissance
Conventional war

T

1< <

AR

SNENENENRRERNRY \

Table 1.2: Roles, Adversaries, and Situations/Missions.

8




Compellence, deterrence, and punishment are traditional “desired effects” of the
use of power (both political and military). Preventive actions are those actions taken tc;
deny an adversary the abilitylto develop, deploy, or employ a new capability. The 1982
Israeli airstrike on the Iragi nuclear power plant at Osirak was designed to prevent
Saddam Hussein’s development of nuclear weapons. Preemptive actions are those acﬁons
taken to “spoil” an adversary’s planned attack. The 1967 Israeli air attack on the Egyptian
air force destroyed hundreds of aircraft hours prior to the planned invasion of Israel by
Arab forces.

The robustness of our model will depend upon three Variablés: 1. Type of
competitor (niche or peer); 2. Intensity of the conflict or mission (high intensity or low
intensity); and 3. Wave progression of_ the opponent (first, second, or third-wave as
described by the Tofflers). (See Figure 1.1) Our conflict visualization tool provides a
graphic representation of how we will assess the robustness of our SOFIA doctrine.

For example, how well can a SOFIA task force function against a niche
competitor armed with first-wave technologies, in a low-level guerrilla insurgency? How
well could the 4same task force fare when pitted against a peer competitor with a

sophisticated integrated air defense system (IADS) in a protracted major theater war?
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Figure 1.1: Conflict Visualization Tool

Utility is a measure of how well SOF, 10, and AP can accomplish different tasks.
In his book, Explqrations in Strategy, Colin Gray (1996) uses four questions to determine
the utility of a discipline: 1. What uniquely, can the discipline do? 2. What can the
discipline do well? 3. What does the discipline do poorly? and 4. What is the discipline
unable to do? (p. 99)_By answering these questions we can identify tasks that can be
accomplished by a SOFIA task force, and begin to establish boundaries on the types of
missions they should be assigned. What also will become apparent is tﬂat there will be
some overlap with the types of missions that can be accomplished by alternative
combinations of forces. What a SOFIA doctrine must focus on are those tasks that can
best be accomplished by SOFIA forces, and avoid those that can best be accomplished by
others. SOF, 10, and AP are uniquely suited to our envisioned future of asymmetric
warfare, primarily because of the unorthodox and multidimensional reasoning (problem

solving) skills associated with, and the technology inherent in the equipment used by,

10




practitioners of the disciplines. SOF personnel are less constrained by conventional
thinking than GPF soldiers. Through participation in innovative and realistic training,
SOF personnel learn to “put down the manual” and develop new methods of addressing
problems. Limits are removed on what is an “acceptable answer.” AP practitioners are
accustomed to thinking in four dimensions (horizontal, vertical, longitudinal & time) vice
the traditional three dimensions of ground forces. 10, as a relatively new concept,
encourages operators to recognize the information quotient of every action. Relative
supériority in information is analogous to achieving air superiority. It allows freeciom of
maneuver, while denyi-ng 1t to your opponents.

We have limited discussion of our SOFIA concept through the year 2010 for a
variety of reasons. All three services have published visionary documents that project
through the same time period and beyond, which provides us with some base documents
to build upon and contrast with our vision of the future. It also provides a manageable
period of time for extrapolating current trends in the political, economic, and

technological realms.

11



II. OPERATING ENVIRONMENT

In this chapter we will construcf a future based upon a review of contemporary
literature. Noted authors such as Samuel Huntington, Heidi and Alvin Toffler, and Peter.
Schwartz will be used as primary source