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ABSTRACT

Based on a clear separation between switching hardware and control software, the
concept of open signalling creates an open programmable networking environment.
Network entities can be realised as high level objects with well-defined software
interfaces, facilitating the creation of multiple mechanisms for connection
management. Applying open signalling in defence networks can enhance the flexibility
in supporting network services, allowing dynamic control of quality of service for
maximum military value. This report discusses the design criteria and the associated
performance issues of a connection management system for ATM networks. However,
significant binding overheads are generated in remote operation invocations, adding a
level of complexity to network control. This complexity is expected to diminish as
middleware technology matures, thereby improving the overall performance in
connection management.
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A Preliminary Study of Open Signalling for
ATM Networks

Executive Summary

The key intelligence of an ATM network lies in its signalling system, providing the
ability to establish, maintain, and release connections between users and network
nodes. This signalling infrastructure not only dominates the ability to introduce new
network services, its effectiveness also determines the total performance of a network.
The Common Object Request Broker Architecture (CORBA) has recently been
recognised as an important enabling technology for the development of distributed
applications. The flexibility of CORBA stems from its support for interoperability
across heterogeneous hardware and software environments.

The separation of switching hardware from the control software is fundamental to
open programmability of networks, leading to abstractions and virtualisation of
network infrastructure. A distributed CORBA-based control system is the lowest layer
around each of the network entities, so that they can be realised as high level objects
with well-defined interfaces. On top of this underlying architecture, applications for
network control can be written to bind objects to describe connection management
algorithms. The concept of open signalling is attractive to the military environment in
which flexibility is extremely important in managing network resources. Mechanisms
such as service prioritization and pre-emption can be utilised in the reservation of
network resources, allowing dynamic control of military quality of service (QoS) for
maximum military value.

This report reviews an open programmable platform for ATM networks, supporting
the creation, deployment and management of network services. The feasibility of a
connection management framework depends mainly on the performance of the
CORBA mechanism, which inevitably generates binding overheads due to remote
invocations. An implementation with reasonable performance may require certain
criteria to be integrated into the design, including caching of network states,
aggregation of access to the switch server object, and parallel processing of a single call
request. Nevertheless, the effectiveness of these design criteria is still uncertain. Apart
from the real time performance issues, reliability of signalling protocols is the most
important, which requires careful design against all possible operating conditions and
failures.

Although the use of binding abstractions seems to add a level of complexity to network
control, the approach of open signalling is capable of supporting multiple mechanisms
in connection management. As the new paradigm of distributed object computing
becomes mature, the inherent complexity of open signalling will surely be reduced,
thereby improving the overall performance in network control.
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1. Introduction

In recent years, the Common Object Request Broker Architecture (CORBA) created by
the Object Management Group (OMG) has been recognised as an important enabling
technology for the development of distributed object oriented applications. This trend
can be witnessed by the fact that a number of industrial consortia have positioned
CORBA at the core of their functional and software architectures. Examples are the
Telecommunications Information Networking Architecture (TINA) Consortium, and
the TeleManagement Forum!. CORBA is indeed an improvement over conventional
remote procedure call (RPC) because the former supports object-oriented language
features and more flexible communication mechanisms.

The flexibility of CORBA stems from its support for interoperability across
heterogeneous hardware and software environments. An object request broker (ORB)
allows objects to communicate with one another on a network. In particular, CORBA
allows the interoperability between programming languages, applications, operating
systems, and networking technologies. CORBA is designed to enhance distributed
applications by automating many common networking tasks such as object location,
parameter marshalling, request demultiplexing, and object activation. Building and
implementing distributed applications means taking both the network and the
software applications into consideration. Three important types of resources
supporting distributed applications are communications, processing, and storage.
These resources are integrated in the distributed object paradigm to constitute the end-
to-end quality of service (QoS) requirements, facilitating the development of
distributed applications. CORBA enables complex distributed and concurrent
applications to be developed more rapidly and correctly, allowing seamless integration
of legacy operational and support systems.

The key intelligence of an ATM network lies in its signalling system, providing the
ability to establish, maintain and release connections between users and network nodes
for network services. Essentially, the effectiveness of a signalling system strongly
determines the total performance of the network. In particular, selecting a path
involves QoS routing for each connection to satisfy diverse performance requirements
and optimise resource usage. However, the path selection scheme should not consume
excessive bandwidth, memory, and processing resources, so as to support high
throughput and low delay in establishing connections in large ATM networks.

Recently, considerable attention has been drawn to the approach of open signalling for
the support of multimedia applications across broadband networks. Based on a clear
separation between switching hardware and the software used for network control,
this concept creates an open architecture that provides a software layer around each of
the network entities, such as switches, and multimedia devices. All of these resources
are realised as high level objects with well-defined software interfaces, which can be

1 Formerly the Network Management Forum (NMF).
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used to model the entire network. Applications for network control can be written to
bind objects on top of this underlying architecture. For instance, high-level language
constructs can be produced to describe connection management algorithms operating
on these objects. In this object-oriented approach of network control, the binding
operations of objects contain a much lower level complexity than the standards based
approach. General connection management architecture can be created whose lowest
layer is a distributed CORBA-based control system, providing the high-level
communications facilities required by the binding model. Typical examples are the
TINA and xbind architectures, which are an attempt to improve upon the current
approaches to connectivity services in B-ISDN or ATM networks.

The separation of communications hardware from control software is fundamental to
open programmability of networks, leading to network infrastructure abstractions and
virtualisation through open programmable interfaces. Applying this concept of open
signalling in the military environment can enhance the flexibility in supporting
military QoS. Mechanisms such as prioritization and pre-emption can be utilised in the
reservation of network resources, allowing graceful degradation of QoS of existing
connections at high load. This greatly increases the value of military information
spread across various networking technologies, thereby fulfilling the operational
requirements of modern battlefield interoperability.

Following. this introduction, Section 2 reviews a reference model for open
programmable networking. An open programmable platform for ATM networks called
xbind [1] is described, supporting the creation, deployment, and management of
network services. Since CORBA is used as the distributed object environment for open
signalling, Section 3 discusses the performance of CORBA in binding remote network
control objects. Section 4 reviews the design criteria proposed to reduce binding
overheads due to remote invocations of the connection management system. The
performance issues of this approach to open signalling are discussed in Section 5.
Conclusions are provided in Section 6.

2. Open Programmable Networking Environment

Traditionally, the service model of telecommunications networks is a two-tiered
architecture, consisting of a user domain and a network domain. In this customer-
provider model, users are located at the periphery of the system that access network
services via a user-network interface (UNI). Within the network domain,
interconnection between switches is achieved via a network-node interface (NNI).
There is little distinction between network provider and service provider, since most
useful services require the intimate network support available only through an NNL
The interface between the network and the service architecture is rigidly defined and
cannot be replaced, modified, nor supplemented, hence defeating the potential
diversity and flexibility of user level services and applications.




DSTO-TR-0800

d Applications Network

t Service Abstractions ¢

- - "The Multimedia Network

Binding Algorithms .
Programming

Binding Interface Base Model

¢ QoS Abstractions t

The Broadband Network

Figure 1: Overview of the RGB decomposition of the Extended Reference Model

The advent of the Internet technology demands an open environment for design,
installation, and operation of network services. This is expected to offer users the
flexibility of setting up their own service without unnecessary technical barriers due to
the network domain.

2.1 The Extended Reference Model

Targeted towards multimedia services, the Extended Reference Model (XRM) models
the communications architecture of networking and multimedia computing platforms,
which better reflects the operating structure of the future communication services
industry. The XRM consists of three components: the Broadband Network (the R-
model), the Multimedia Network (the G-model), and the Services and Applications
Network (the B-model), as illustrated in Figure 1 [1].

The broadband network (the R-model) represents the physical network that consists of
switching and communication equipment, and multimedia end devices. Upon this
physical infrastructure resides the multimedia network (the G-model), providing a
programming model that allows service behaviour to be specified and executed. The
primary function of the multimedia network is to provide the middleware support
through a set of QoS abstractions. These QoS abstractions are implemented as a
collection of distributed software entities with open interfaces, managing the states of
local multimedia resources in the broadband network, including the devices, switches,
links, processors, and their respective capacities. These interfaces are consolidated into
the Binding Interface Base (BIB), as basic building blocks of a multimedia network.

The basic resource allocation and management services are realised as algorithms of
the multimedia network operating on the BIB for the creation of simple point-to-point
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connectivity with guaranteed service characteristics. These algorithms are native to the
multimedia network with the goal of implementing a set of rudimentary
communication services, collectively termed as the Broadband Kernel Services (BKS).
Typically, functions such as connection management, routing, and admission control
are required for communication services. The states of a service are represented by the
service abstractions to be used by the services and applications network (the B-model)
for managing and creating new services through dynamic composition and binding. By
invoking the service abstractions, the services and applications network is able to
assemble a set of independent network services to create yet higher consumer level
services.

The XRM is based on a clear separation between switching hardware and the software
used for network control. This concept establishes a new approach of open signalling
for the support of multimedia applications, thereby creating an open architecture that
provides a software layer around each of the network entities, including switches and
multimedia devices. All of these resources that participate in the binding process are
modelled as high-level objects with well-defined software interfaces. These objects are
stored within the BIB, facilitating the construction of a model of the entire network.
Applications for network control can be written to bind objects without the need to
change the underlying architecture. High-level language constructs can be produced to
describe connection management algorithms operating on these objects.

2.2 The Xbind Broadband Kernel

Based on the G-model of the XRM, an open programmable platform on ATM networks
called xbind [1] has been developed by the COMET group at Columbia University,
which supports the creation, deployment and management of networked multimedia
services. It includes software components for implementing mechanisms for
distributed resource allocation, broadband signalling, real-time switch control, and
multimedia transport and device management. Xbind maintains a simplified BIB,
prototypes of all broadband kernel services, and a simple teleconferencing service with
QoS renegotiation capabilities. This framework can also be exploited to provide general
network management and control in ATM networks.

In principle, IP based networks are ideal for the reliable transport of short messages
with little or no call holding times, whereas connection-oriented ATM networks are
highly suited for transport of streams with QoS guarantees and long call holding times.
To exploit the advantages offered by IP and ATM technologies, the object-oriented
signalling infrastructure of xbind is built on IP based channels while the transport
mechanisms are native to the underlying ATM network. The object-binding framework
is based on CORBA running over the TCP/IP protocol suite. All controllers of xbind
are modelled as objects interacting through object invocations defined using the
interface definition language (IDL). Overall, the signalling infrastructure is composed
of a collection of ORBs that provide a homogeneous name space across a distributed
set of heterogeneous platforms.
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Figure 2: Object interaction model

Mapping of the states of the switch hardware into the software domain can be achieved
with the QoS-extension of General Switch Management Protocol, referred to as qGSMP
[2]. This is a standard interface providing a number of key features for development of
switch control software. Included are the means of specifying QoS constraints,
selecting scheduling and buffer management policies, and transferring schedulable
regions. A schedulable region provides a unified notion of resource capacity
abstraction at call level that defines traffic classes of customers according to their
network requirements.

2.3 Connection Management Framework of Xbind

Connection management architectures are required to get access to interfaces that
provide sufficient information about the network topology, the state of the network
elements, and the current link utilisation. As the network operating under the xbind
broadband kernel becomes programmable, various binding algorithms can be built on
top of the information that the BIB holds. Since the BIB is populated with network
control objects for controlling ATM switches, it is possible to construct connection
management algorithms of much lower level complexity compared to current
approaches such as the UNI and NNI specifications within the ATM Forum standards.
The separation of the connectivity software from the switching hardware also
facilitates the access to connectivity services by a third party, allowing, for example,
third-party connection setup and leaf-initiated joins. In actual fact, the leaf-initiated join
capability is defined in the UNI 4.0 specification, and the capability for third-party call
setup will be an added feature for the next release of the UNI specification.

In support of the interoperability between network entities in a multivendor
environment, the lowest layer of the connection management architecture in xbind is
based on CORBA, which is used as a trader for matching objects requesting and
consuming services exported from other objects. Figure 2 shows the logical object
interaction model of the connection management architecture in a plane structure [3].
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The transport plane contains a set of interconnected ATM switches for the transport of
multimedia flows. In the middle plane, the binding architecture exports a set of BIB
interfaces for controlling and monitoring network resources. Three object types are
required to perform tasks for connection control, namely, QoS Mapper, Route Object,
and Switch Server. QoS Mapper provides mapping of user-level service abstractions to
QoS abstractions for network resources. For example, QoS abstractions for video
services are specified in terms of frame rate and frame loss of video streams, which are
translated to QoS abstractions using specific cell loss and cell delay requirements for
each traffic class. Route Object selects a route between two endpoints in the network,
and the Switch Server provides generic, hardware independent interfaces for
manipulating resources on an ATM switch using qGSMP. Running on this set of BIB
interfaces, connection management algorithms reside in the signalling plane as CORBA
objects, which communicate over an IP based network for the transport of relatively
short control messages.

2.4 Connection Setup Procedure

The order of executions during call setup requests is illustrated in Figure 3. The client
application can reside on one of the two hosts, or any other machine for third party
connection setup. In step 1, a client application program initiates a request to the
Connection Manager to set up a connection between two hosts. QoS mapping is
processed in step 2 to translate the user-level QoS to network-level QoS. Based on the
QoS requirements, step 3 selects a path in the network from the Route Object to
connect these two endpoints. Resource reservation is performed in step 4-13 to the two
hosts and each of the Switch Server objects. In step 14, the Connection Manager returns
the status of the connection setup to the client program.

The connection management framework does not specify the actual location of the
objects, leaving this decision to actual implementations. At one extreme, all objects
could be instantiated in a central computer, while communicating with switches by
means of a switch control interface such as Simple Network Management Protocol
(SNMP). At the other extreme, an object representing a physical entity might run
directly on the entity represented. In the latter case, the performance of the connection
management depends entirely on the processing power of switch hardware.

The execution of a connection setup request emulates the procedure of the UNI and the
Frivate Network-to-Network Interface (PNNI) specifications if the resource reservation
is performed sequentially along the path from source host to destination host. On the
other hand, the Connection Manager can performed the resource reservation in a single
step if requests are issued independently and in parallel to the two hosts and all the
switches along the selected path. Nevertheless, the process of setting up a virtual path
identifier (VPI) and a virtual circuit identifier (VCI) in the routing table requires two
phases. In phase one, an output VPI/VCI pair is obtained in steps 4-8 from the output
port of each of the switches located in the path of the call. Phase two commits the
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Figure 3: Execution of a connection setup request

channel by mapping the oﬁtput VPI/VCI pair of the upstream switch into the input
VPI/VCI pair of the downstream switch through steps 9-13.

2.5 Hierarchical Binding

Xbind is the lowest layer of general connection management architecture, facilitating
the implementation of any applications over the BIB. It allows the integration of
arbitrary end-to-end bindings and the manipulation of its underlying network
resources. In particular, routing algorithms can be designed in one of two ways: peer-
to-peer relationship, or client-server relationship. The concept of connectivity services
in the UNI and PNNI specifications is typical of a peer-to-peer relationship, in' which
information is passed to network entities one by one, whereas a client-server
relationship is adopted in the connection management architecture of TINA. TINA is
expected to enable the network to support a multiplicity of call models and signalling
protocols. By defining high-level building blocks and the models of interactions
between them, TINA achieves greater modularity than the current ATM Forum
standards. In this hierarchical binding, binding tasks are effectively delegated to
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various domains including the end systems and the associated networks, thus
enhancing scalability.

The connection management architecture of TINA defines a hierarchy of connection
performers over a collection of interconnected networks until open interfaces to switch
resources are reached at the lower level [4]. As shown in Figure 4 [5], a network
hierarchy is formed through parent-child relationship between subnetworks, such that
a child subnetwork is represented in the parent as a single node. By maintaining the
hierarchically aggregated network state information, the requests for connection and
disconnection are passed through the appropriate controlling object associated with the
subnetwork to which the request is made. Routing in TINA is achieved by the
decomposition of trails into smaller requests to connection performers down the
hierarchy, until the switch agents in the fabric to set up their part of the trail. If an
individual connection request is not successful, a crankback mechanism can be used to
find an alternative path. Once the connection request reaches the bottom layer, the
creation of connection through single network elements such as switches proceeds
independently and in parallel. Therefore, the decision whether to accept or deny the
request is made centrally within that subnetwork. In comparison, the hierarchical
aggregation of the PNNI is very similar but routing is source based and setup initiation
is signalled along the chosen route.
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3. Performance of CORBA

Since CORBA provides the high-level communications facilities for the binding
operations of network control objects, its performance has a significant impact on the
overall efficiency of general connection management architecture. CORBA provides
programmers with location and distribution transparency, along with hardware,
operating system and programming language transparency. The basic mechanisms of
CORBA for object activation and method invocation are described in the Appendix,
which inevitably generate associated overheads for the benefits of transparencies.

In CORBA, distributed objects behave like collocated objects, as if they resided in the
same memory space, making remote requests appear to be processed through direct
function calls. The CORBA IDL acts as a language bridge, whose language
independence feature allows the choice of language for a component without
impacting others. Based on the Berkeley software distribution (BSD) socket
programming interface, CORBA is used as a high-level network programming
interface for building a large distributed system. In recent years, CORBA has become a
well-established and widely adopted standard, and well suited to provide a framework
for flexible and transparent communication between distributed objects in
heterogeneous computing environments.

3.1 Binding Overheads of CORBA

Unfortunately, the benefits of CORBA do come at a price. The trade-offs for the
properties of transparency in CORBA are binding overheads and remote operation
costs. Figure 5 shows the general path that CORBA implementations use to transmit
requests from client to server for remote operation invocations [6]. The CORBA
overheads can be attributed to many factors: presentation layer conversions and data
copying, server demultiplexing, and buffering for network reads and writes. To
achieve higher throughput, the primary areas that must be optimised include
reads/writes, presentation layer conversions and data copying. Indeed, a reasonable
percentage of the execution time is spent in memory copy operations. In any case, the
number of reads and writes can be reduced by increasing the sender buffer size to
match the maximum transfer unit (MTU) of the underlying network, thereby
enhancing the throughput [7].

Among others, the presentation layer is in fact a major bottleneck in high-performance
communication systems. This layer transforms all typed data objects from higher-level
representations to one suitable for transmission over the connection to the target object,
and vice versa (called marshalling and demarshalling respectively). This
transformation is processed by client-side stubs and server-side skeletons. Further, the
performance of CORBA varies for transferring different CORBA IDL types. For
example, the use of IDL strings and structs carries some performance penalties
compared to the use of sequences and chars [8]. The structs data type allows
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Figure 5: General path of CORBA requests

related data types to be packaged together, whose implementation has to spend a
significant amount of time creating a request, populating it with parameters and
marshalling data. The server also has to spend a significant amount of time performing
reads and demarshalling the data. Hence, the overhead in marshalling and
demarshalling constitutes a significant performance drop. Of all the CORBA data
types, the chars and octets perform the best because the presentation layer
conversions and data typing can be minimised [7].

3.2 Quality of Service Issues over Wide Area Networks

The performance of CORBA seems acceptable on local area networks, but the primary
drawback is exposed when its potential over wide area networks is evaluated. Besides,
due to the lack of scalability, CORBA is unlikely to support a vast number of objects
distributed among numerous machines over a wide area network. With increasing
network speeds, the performance of the CORBA implementations actually becomes
aggravated compared to low-level interfaces like sockets [6]. Indeed, distributed
applications are increasingly being deployed across wide area networks whose
environments are dynamic and hostile. These applications are more difficult to develop
and maintain than those distributed across a local area network. To help simplify the
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development of wide-area distributed applications, CORBA should be developed to
provide application-level quality of service [9].

CORBA is a high-level network-programming interface that offers many advantages
over low-level interfaces such as the BSD sockets. Among these advantages are
extensibility, maintainability, and reusability. However, in comparison with sockets,
Orbix (the CORBA implementation of Iona Technologies) exhibits a drop in
performance of up to a factor of three, depending on the message and socket buffer
sizes [8]. High-level interfaces are obviously less efficient than the low-level interfaces
due to the layers of binding software, especially on high-speed networks. Nevertheless,
users may be willing to accept a certain performance penalty given all the benefits they
are gaining from using these high-level interfaces.

The inefficiency of contemporary CORBA implementations due to excessive
marshalling, data copying, demultiplexing, and memory management overheads is a
serious problem for mission-critical applications such as process control systems,
medical imaging, and video conferencing. The current CORBA standard is not able to
support real-time constraints for these applications. Only by applying efficient
optimisations to the CORBA stubs and skeletons can these performance bottlenecks be
alleviated. Further, real-time applications require a CORBA run-time system that
supports enforcement of the timing constraints. The same requirements apply to the
underlying operating environment supporting distributed applications with real-time
constraints. This includes the operating systems on both the client and server nodes,
and the network that they use to communicate. Meanwhile, developers may be forced
to choose lower-level mechanisms (like sockets) to achieve the necessary transfer rates,
thereby increasing development effort and reducing system reliability, flexibility, and
reuse.

4. Design of the Connection Management System

Using CORBA as the control mechanism between the Connection Manager and
switches inevitably involves communication costs, affecting the overall performance of
the Connection Manager. A client program makes a connection request to the
Connection Manager based on a particular traffic type and a set of desired QoS
parameters. If the connection management architecture of the network is based on
TINA, this single request is hierarchically partitioned across the network until the
decision is taken locally at each switch involved in the path. Call admission control
(CAC) and resource reservation decisions are made at each switch locally. These
strategies however may differ from switch to switch.

11
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4.1 Design Features of Xbind

For the support of a large number of network users, it is essential that a connection
management system be designed to exhibit high performance. In a distributed
environment like CORBA, the most expensive operations are remote object
invocations. In fact, the vast majority of the remote operations contain small
arguments. These remote invocations contribute the bulk of the latency in call
processing. Hence, the following design criteria [3] have been adopted into the
implementation of xbind, to reduce the overheads due to remote invocations: caching
of network states, aggregation of access to the Switch Server object, parallel processing
of a single call request:

4.1.1 Caching of Network States

To minimise the number of remote invocations on objects for connection control (ie, the
QoS Mapper, the Route Object, and the Switch Server), part or all of its states can be
stored or cached in the Connection Manager. These network states include QoS
mapping, route, input or output switching identifiers, bandwidth and buffer resources,
and existing connection states.

QoS Mapper is relatively static, which can be collocated in the same address space as
the Connection Manager. In this way, QoS mapping becomes a local invocation rather
than a remote invocation. Caching routes reduces the remote invocation to the Route
Object each time a setup request for a specific source-destination pair arrives at the
Connection Manager. Its effectiveness depends on the patterns of call requests that, in
turn, determine the source-destination pairs to be cached. Higher frequency of
repeated call requests for the same source-destination pair reduces the number of
remote invocations for route selection; however these cached routes may soon become
invalid in a network operating at high load.

Setting up a connection in a switch involves mapping the output VPI/VCI pair of the
upstream switch to the input VPI/VCI pair of the downstream switch. Two phases are
required to perform reservation of VPI/VCI values in the routing tables, unless the
Connection Manager first reserves or prefetches a set of available output VPI/VCI
pairs from each of the Switch Servers. In this way, the Connection Manager simply
looks for an available VPI/VCI pair in its name space cache. If an available output
VPI/VCI pair is found (a cache hit) for each switch on the path of the call, the channel
reservation process can be performed in a single step; otherwise the normal two-step
operation is performed for all switches with cache misses.

Caching of bandwidth and buffer resource is similar in nature to VPI/VCI name space
caching. By caching existing connection states locally in the Connection Manager, the
state of the existing connections can be accessed using local object invocations. This
information is particularly useful during QoS renegotiations for faster connection
modifications.
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41.2 Aggregation of Access to the Switch Server Object

In order to increase the throughput of the system, access to remote objects can be
aggregated as much as possible. Instead of making one individual invocation to the
Switch Server per request, multiple requests are combined into a single remote
invocation. The delivery of requests to the Switch Server is therefore delayed, reducing
the total number of remote invocations performed by the Connection Manager. The
delay introduced by waiting inevitably increases the expected setup time, which,
nevertheless, can be outweighed by the reduced number of remote invocations at
higher load.

4.1.3 Parallel Processing of a Single Call Request

Upon receiving a request to set up a connection from a client application, a Connection
Manager creates an instance of connection object io which the task is designated. A
routing agent is consulted to determine the best path between the source and the
destination. Normally, the connection is established by performing the set up process
sequentially on every switch along the selected path. Alternatively, the system can be
designed to run with a maximum amount of parallel processing to reduce the
accumulated latency due to remote invocation. Processing a single connection request
concurrently at each intermediate switch facilitates fast connection establishment for
large networks. Parallel execution of connection establishment allows the resource
reservation at intermediate switches be verified in parallel, instead of sequentially on a
switch-by-switch basis as in the PNNI specification. In this case, two phases are
required to set up the connection. The first phase reserves the output VPI/VCI pair of
each of the switches along the path, and the second phase maps the input VPI/VCI
pair to the output VPI/VCI pair of the upstream switch. This mapping is written into
the routing table of the switches in parallel and the connection is committed.

To reduce the latency of setting up a connection even further, a connection request can
be processed in one phase by centralising the allocation of VPI/VCI pairs. An output
VPI/VCI pair of a switch is generated at random within a Connection Manager, which
is mapped to the input VPI/VCI pair of the downstream switch in parallel in a single
step. However, this one-phase approach is degenerated to a two-phase algorithm if the
proposed VPI/VCI pair is already in use.

4.2 Reducing Remote Invocations for Better Performance

By integrating these design criteria into the implementation of the Connection
Manager, most of the invocations are transformed from remote to local calls, except for
one remote access to the Switch Server. The requests to the Switch Server are not
delivered immediately. Instead, these messages are put in a message aggregation
module and are only sent when either the number of messages reaches a particular
threshold, or when a time-out occurs. Caching and request aggregation schemes reduce
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the number of remote accesses, thus improving the latency and throughput of call
processing. Besides, parallel processing of a single call request at multiple switches
along the path is capable to enhance the performance of call processing.

Results show that an implementation of this connection management model provides
reasonably good performance with low latency and high throughput [3]. Nevertheless,
faster computing power is definitely required in the Connection Manager to execute
different functions of call processing for a reasonable performance.

5. Performance Issues of Open Signalling

In this section, we discuss the effectiveness of the design features of xbind in reducing
the number of remote operation invocations, especially on the overall performance of
the connection management system.

5.1 Staleness of Network State Information

Caching of network states reduces the number of remote invocations and thereby
suppresses the latency as much as possible. Caching of the QoS Mapper in the
Connection Manager is most justifiable on the grounds of the relatively static mapping
of user-level QoS to network-level QoS. Importantly, multiple Connection Managers
may exist in a network accessing the same objects, each of which is allowed to function
independently without regard to one another. Thus, caching all network information in
one Connection Manager does not guarantee an exclusive right to manipulate on the
network states. Further, caching of state information from the Route Object and the
Switch Server is a source of inaccuracy that may have a significant impact on the
decision of resource reservation. Typically, the one-phase approach may effectively
become the two-phase approach due to the staleness of the switching identifiers. The
stale network information increases the uncertainty about the actual state of the
network, which affects the success rate of establishing new connections.

In particular, the Route Object creates the network topology from current network
states from which the routes of a source-destination pair are determined. The
utilisation of caching route information depends on the frequency of connection
establishment and termination in the network. At high load of connection requests,
changing network states may drastically modify the selection from the route
determination process, resulting in frequent crankbacks to establish incoming
connections. This phenomenon increases the number of failures to set up new
connections, while consuming significant resources inside the network.

Besides the generation of excessive overheads in establishing connections at high load,
the stale information about the switches and existing connections may lead to an
avalanche of state inaccuracy in a network hierarchy. To ensure scalability in large
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networks, the state information is often aggregated and disseminated up a network
hierarchy. In this case, the staleness of the network states further deteriorates the
inherent inaccuracy of higher abstraction, contributing to the overall inaccuracy of
network signalling.

5.2 Effect of Processing a Single Connection Request in Parallel

The parallel algorithms in processing connection requests do not scale as well as the
switch-by-switch algorithm. A task can benefit from parallel execution only if the
incurred communication and computation overhead is relatively small. In our case, the
overhead for a connection object is to coordinate all the connection agents on the
connection path. The performance could further worsen if the average number of
switches on a path is large such as in wide area networks. The additional overhead in
coordinating the switches to establish a connection in parallel makes its scalability
questionable.

Further, a comparative study [10] shows that the performance of setting up connections
in parallel is not always better than that of the traditional sequential approach, since
more individual request messages are generated in parallel for one single connection
request. Overall, the one-phase algorithm always performs better than the two-phase
algorithm due to the savings in remote accessing of VPI/VCI parameters. At very low
traffic load, the approach of parallel execution is shown to yield lower mean call setup
delay than the sequential approach [11]. However, as the rate of incoming connection
requests increases, the setup time of the two-phase algorithm degenerates rather fast.
At higher load, the performance of both one-phase and two-phase algorithms is worse
than that of the sequential approach because of the significantly higher execution
overhead at the Connection Manager. In any case, hybrid solutions that utilise the best
of the parallel algorithms together with the sequential approach may be able to provide
a balance of the overall performance.

5.3 Reliability

Despite its enormous size and complexity, the public switched telephone network
(PSTN) is perhaps the largest and most complex distributed system, which is also
among the most reliable. Likewise, an ATM network operating over wide area is
expected to contain a large number of switches, including redundant hardware and
extensive self-checking and recovery software. As such, the seemingly trivial task of
connecting one point to another requires some of the most complex and sophisticated
computing systems in existence.

The reliability of large distributed systems relies on all the software, hardware, and
human operators and technicians to function correctly. Failure of any one of these
elements can disrupt or bring down an entire system. Issues of reliability and real time
performance are the most important in the signalling system of such a network.
Indeed, much of the research of switch manufacturers is focused on developing highly
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reliable systems, expecting their switches to experience high reliability. For instance,
the failure rate of AT&T telephone switches is 5.7 x 10-6, which is not more than two
hours of failure in 40 years [12]. The software in switches demonstrates low failure rate
using the best development practices. It is not surprising that software for a switch
with even a relatively small set of features may comprise several million lines of code.
Typically, half of the software in telephone switches is devoted to error detection and
correction.

Traditional signalling techniques such as the UNI and PNNI specifications are often
criticised to be old-fashioned [3,4,5], whose entire protocols involve a huge amount of
code running on the switches and the end systems. While this might be true, its
reliability is something that open signalling cannot match without careful
considerations being put into its signalling procedures. To facilitate deployment for
commercial use, the connection management framework must be thoroughly tested for
its robustness under all kinds of operating conditions. Building the protocol for open
signalling with robust logic to recover from all possibilities of human actions may
eventually multiply the amount of basic code. This addition of software contains
extensive self-checking and recovery functions, inevitably affecting the total response
time and therefore the latency in establishing connections.

6. Conclusions

ATM switches usually come with a control processor. Although it is possible to execute
signalling functionality on the processor, it could be easily overloaded as the signalling
volume goes up. The concept of open signalling advocates the opening up of signalling
platform so new network algorithms can be readily deployed by third parties. This
framework considerably eases the implementation of the signalling protocols required
to establish new services, which can be viewed as application programs running over
the network. Also, additional processing capability can be easily added as connection
volume increases or as signalling software becomes more advanced. In contrary, the
traditional signalling framework using the UNI and PNNI specifications is closed,
which is meant not to be controllable by users. The concept of open signalling is rather
attractive to the military environment in which flexibility is extremely important in
managing network resources. By monitoring new connection requests and existing’
connections, mechanisms such as service prioritization and pre-emption can be used to
optimise the value of military information without affecting the overall operational
requirements.

We have discussed the design of an open programmable networking environment for
ATM networks, the architecture of which consists of a number of CORBA servers
providing connection management functionality in both the end systems and the
network. CORBA provides a technology-independent object-based computational
model in which distributed objects can be invoked with full location transparency.




DSTO-TR-0800

Other benefits of using CORBA include distribution transparency, programming
language independence, and platform independence. The approach of using CORBA to
handle connection management provides an extremely open, standards-based,
extensible, and distributed network management system. The use of CORBA interfaces
facilitates easy and seamless integration of the connection management framework into
other systems. Unfortunately, the benefits of CORBA come at a price. Binding
overheads are generated along the path to transmit requests from client to server for
remote operation invocations. Reducing these overheads means trading off some of the
benefits that CORBA offers.

In addition to a suitable architectural design, an implementation with reasonable
performance may require certain criteria to be integrated into the design. The design
features of the xbind implementation are caching of network states, aggregation of
access to the Switch Server object, and parallel processing of a single call request. In
effect, most of the invocations are transformed from remote to local calls, except for one
remote access to the Switch Server, thereby providing reasonably good performance
with low latency and high throughput. Nevertheless, the effectiveness of these design
criteria is still uncertain. The stale network information increases the inaccuracy about
the actual state of the network, which affects the success rate of establishing new
connections, especially at high load. In large networks, this staleness may further
deteriorate the inherent inaccuracy of higher abstraction due to the network hierarchy.
Besides, the scalability of processing connection requests in parallel is still
questionable. Its performance is not always better than that of the traditional sequential

approach.

Apart from the real time performance at both the cell-level and call-level, reliability is
undoubtedly the most important in the signalling system of large networks. High
reliability of signalling protocols is attributed to careful design against all possible
operating conditions and failures. This may eventually complicate the basic signalling
procedures, adding extensive self-checking and recovery functions.

The approach of open signalling has demonstrated its feasibility in supporting multiple
mechanisms of network control. While lowering the complexity in programming
connection management algorithms, the use of binding abstractions seems to add a
complexity to network control. However, there are a number of distributed object
environments, and CORBA is not the only option. As this new paradigm matures in
the future, the complexity of open signalling will surely be reduced, improving the
overall performance in connection management.
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Appendix - The CORBA Mechanisms for Object
Activation and Method Invocation

The Common Object Request Broker Architecture (CORBA) [13] offers a distributed
object infrastructure for transparent activation and accessing of remote objects. CORBA
is based on an object-oriented distributed model and designed for distributed
computing using a client-server model. Essentially, CORBA is a middleware that acts
as a software layer situated between the application and operating system to facilitate
the design and implementation of client-server systems in a heterogeneous
environment. The interactions between a client process and an object server are
implemented as object-oriented remote procedure call (RPC) communications. The
Object Request Broker (ORB) is the object bus over which objects interact transparently
with other objects located locally or remotely. The ORB is responsible for all the
mechanisms required to find the object implementation, transmit the request, and the
response if any back to the client.

A.1 RPC Structure

operationg )
""""""" eply ]

CLIENT Top layer SERVER
client stub Miclclle layer server stub
e wire
protoco! Bottom layer protocot

Network

Figure 6: RPC structure

As extensions to local procedure calls, remote procedure calls (RPCs) allow a client to
invoke a remote server transparently, as if the application resided on the same system.
RPC is an asymmetric type of communication that is based on a client-server model.
The RPC structure can be partitioned into three layers [14], as shown in Figure 6. The
top layer is the basic programming architecture visible to the developers of the client
and server programs. The middle layer is the remoting architecture, where the object
references are made transparent across different processes. At the bottom layer, the
transmission or wire protocol architecture further extends the remoting architecture to
work across different machines.
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Figure 7: CORBA overall architecture

A client invokes a remote operation to a server by making a call to the client stub. The
client then waits for an action to occur and receives a reply about the success or failure
of the request. In fact, the stub packs the call parameters into a request message, and
invokes a wire protocol to transfer the message to the server. The message is delivered
to the server stub, which then unpacks the request message and calls the actual
operation on the object. The client stub and the server stub are called the stub and the
skeleton in CORBA, respectively.

A.2 CORBA Overall Architecture

The RPC structure is a precursor of the CORBA, and Figure 7 illustrates the overall
architecture of CORBA [14]. At the top layer, the exact connection mechanism between
the client and the server is totally hidden from the application programmers, as if the
client and the server programs reside in the same address space on the same machine.
The client can activate a server object by invoking any method on its object reference.

The middle layer provides the necessary infrastructure, so that the client and the server
appear to be in the same address space. The stub and skeleton are used to hide the
details of the underlying ORB from the application, making remote invocation look
similar to local invocation. When the client invokes a remote operation it is invoking
the operation of that name provided by the client stub. This routine typically resides in
the same process as the stub and the client, perhaps linked in as a run-time library. In
particular, the middle layer involves marshalling and demarshalling for sending data
across different address spaces. Marshalling bundles the call parameters from the client
or return values from the server into a standard format for transmission.
Demarshalling performs the reverse operation, which converts the standard format
back to an appropriate data presentation in the address space of a receiving process.

The bottom layer specifies the wire protocol for transmission between the client and
the server running on different machines. The ORB core is used to locate the remote
object, prepare it to receive the request, and finally hand it the request in the form of a
buffer so that it can execute the appropriate operation. On the server side, the
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arrangement of libraries and processes at the remote object is similar to that at the
client. Typically, the remote object is contained in a process linked with the IDL
skeleton, the basic object adaptor (BOA), and some routines provided by the ORB core.

ORBSs can be built using a variety of different protocols to communicate, typically using
the User Datagram Protocol (UDP) of the TCP/IP protocol suite. The wire protocol for
inter-ORB communication between ORBs from the same vendor is vendor dependent.
For general ORB interoperability, the CORBA 2.0 specification includes a general inter-
ORB protocol (GIOP) for ORB-to-ORB interactions, in which a set of message formats
and common data representations are specified. The GIOP on TCP/IP is known as the
Internet inter-ORB protocol (IIOP) for interoperability among TCP/IP based ORBs.

A.3 Object activation

To invoke operations on an object, the client must first obtain its object reference. This
is usually accomplished through a naming service, or by using a bind method and
specifying the object type. For example, Iona Orbix and Visigenic Visibroker both
provide a static _bind () operation that the client can use to activate a server object
and obtain its object reference.

When the client invokes the bind method in the stub, the stub first checks its proxy
object table to see if it already has an object reference for the remote operation. This
proxy object table maintains a run-time table of all valid object references on the client
side. If the client stub does not have a valid object reference for the remote operation,
the task is delegated to the client-side ORB. The ORB then consults a locater file to
choose an object implementation that offers the requested interface.

The object implementation may reside in the same process as the client program or it
may reside in a separate process called a server. If the object implementation is located
in the same process as the client, a proxy object is not created. Instead, a pointer to the
object implementation itself is returned to the client program. Otherwise, a request is
sent to the server-side ORB, typically via the TCP/IP protocol suite.

On the server side, the BOA is primarily responsible for activating and deactivating the
object implementation. The server-side ORB first consults the implementation
repository to map the requested interface to its server path name. The implementation
repository also provides platform-specific information to be used by the BOA to start
up the object server. If the server that implements the requested object is not currently
executing, the BOA then activates the appropriate server, which in turn instantiates all
supported objects so that it can receive requests from the client program. The BOA also
creates a socket endpoint, and assigns a unique implementation-specific object
reference identifier to the requested object. Subsequently, a new object reference is
bound to the requested object, containing the interface name, the implementation
name, the reference identifier, and the endpoint address. If the IIOP is the underlying
protocol for communication between the client and the server, the server must generate
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an interoperable object reference (IOR) from the object reference whenever the object
reference is passed across ORBs.

Eventually, the ORB returns the object reference for the requested object back to the
client side. A proxy object is created in the stub and registered in the proxy object table
with its corresponding object reference. Further, the proxy extracts the endpoint
address and establishes a socket connection to the server. Once the connection is
successfully established, the client is able to invoke methods on the proxy object, which
in turn, interacts with the server object. In effect, the client's method invocations are
translated into operation requests that are sent to the server object.

A.4 Method invocation

When the client invokes the remote operation on the proxy object, the IDL stub obtains
a buffer and marshals into the buffer the operation name and the necessary parameters.
The common data representation (CDR) format is required for GIOP message transfer.
The buffer is handed to the underlying ORB, together with the object reference. The
task of the ORB core on the client side is simply to locate the IP address of the remote
host and the port number on which the server-side ORB is listening. Subsequently, the
client-side ORB sends the buffer to the target server through the established socket
connection. The client-side and server-side ORBs need to deal with any failures that
may occur, such as lost or duplicated packets, giving the illusion of reliable
communication.

After the server-side ORB has correctly received the buffer, the object reference is
demarshalled to determine which object should receive it. If the object is not resident in
the process, an error is returned to the client-side ORB. Otherwise, the remainder of the
buffer is passed to the IDL skeleton for the object. The IDL skeleton demarshals the
operation name, and the parameters for the operation. It then invokes the operation of
the object, passing it these parameters.

Once the operation has executed, control returns to the IDL skeleton. The events that
occur to send the results back to the client are similar to those that occur to send a
request to a remote object. Specifically, the IDL skeleton obtains a buffer and marshals
any results that are returned from the operation into the buffer. Likewise, the CDR
format is used for GIOP message exchange. The buffer is then passed to the ORB core
to be sent to the client. The ORB core needs to determine the return IP address and
UDP port to which the buffer is sent. These are either contained as a field in the object
reference received as part of the original request, or sent as a separate parameter.

Eventually, the reply buffer is returned to the client-side ORB. It checks that the client
is indeed present in the process and passes the reply buffer to the appropriate IDL
stub. The proxy object then demarshals the results, checks for exceptions, and returns
them to the client program.
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