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Preface

The Defense Personnel Security Research Center undertook to sponsor the
development of this report in order to make available in one place a readily
understandable discussion of the complex laws and procedures that have been designed to
protect national security information. The contents of the report are relevant to all
employees and contractor personnel of the Department of Defense who require security
clearances, and also to employees of federal agencies that deal with energy, intelligence
gathering, and law enforcement.

Sheldon Cohen has provided in this report an authoritative compendium for
lawyers, security officers, and managers of corporations who must deal with the legal and
procedural aspects of security clearances and, not least, for government and contractor
employees whose livelihoods depend upon their acquiring or maintaining security
clearances.

James A. Riedel
Director







Acknowledgements

I want to acknowledge first the assistance of Dr. Theodore R. Sarbin, Project
Manager, Defense Personnel Security Research Center (PERSEREC), whose advice,
help, and understanding were immeasurable. The assistance is also acknowledged of
many people from various federal offices who provided information that was not
obtainable from published sources. Included among these are some individuals whose
identities cannot be disclosed for security reasons.

Among those whom I can identify, and to whom I am indebted, are Richard A.
Ferris, Associate Director for Investigations, U.S. Office of Personnel Management; a
representative of the Central Intelligence Agency Office of General Counsel; Kim L.
Hargrove, Esq., Assistant General Counsel, National Security Agency; Barry Dalinsky,
Office of Safeguards and Security, U.S. Department of Energy; Robert R. Gales, Chief
Administrative Judge, Defense Office of Hearings and Appeals; D. Jerry Rubino,
Director, James P. Walker, Assistant Director, and Charles L. Alliman, Associate
Director, Security and Emergency Planning staff, U.S. Department of Justice; Thomas N.
Willess, Associate General Counsel, National Imagery and Mapping Agency; Steven
Lewis, Security Specialist, Defense Security Service; and Michelle I. Walensky, Public
Affairs Specialist, Federal Bureau of Investigation.

Grateful thanks go to Leon J. Schacter, Director, Defense Office of Hearings and
Appeals and to Stuart Aly, Associate General Counsel, Defense Legal Services Agency,
who reviewed the manuscript and whose comments were of invaluable help.

Finally, I wish to thank Dianne Johnson and Geneva Green in my office and
Suzanne Wood at PERSEREC whose editorial assistance made this report possible.

Although all those named above provided great guidance and assistance, the
content and opinions contained in this book are the responsibility of the author alone and
to the best of my ability reflect the official positions of the departments or agencies
reviewed. I have made an effort to provide up-to-date information, although I am aware
that I am dealing in some sense with a moving target, for rules and regulations are
changing constantly.

vil




Viil



Table of Contents

Introduction 1
Chapter 1

Constitutional and Statutory Authority for the Establishment of a

National Secrecy System 5
Chapter 2

Type and Scope of Background Investigations 13
Chapter 3

Security Clearance Investigations by the Defense Security Service 18
Chapter 4

Security Clearance Investigations by the Office of Personnel Management 22
Chapter 5

Adjudicative Guidelines for Determining Eligibility for Access to Classified

Information 26
Chapter 6

Military and Defense Civilian Employee Appeals of Adverse Clearance

Determinations 48
Chapter 7 :

Contractor Employee Appeals of Adverse Clearance Determinations 55
Chapter 8

Use of the Polygraph in Security Clearance Investigations 62
Chapter 9

Central Security Investigation Indices 69
Chapter 10

Sensitive Compartmented Information and Special Access Programs 72
Chapter 11

Physical Security, Facility Clearances, and the NISPOM 78
Chapter 12

Security Clearances at the National Security Agency 85
Chapter 13

Department of Energy Security Clearance Program 88

X




Chapter 14
Department of Justice and the Federal Bureau of Investigation

Security Clearance Program 96
Chapter 15

Removal from Government Employment for Security Reasons

Under 5 U.S.C. § 7532 103
Chapter 16

Classified Information in Judicial Proceedings and the Classified Information

Procedures Act 106
About the Author 111
Notes 113
Appendices
Appendix A: Sources on the Protection of National Security Information A-1
Appendix B: Personnel Security Policies for Granting Access to Classified
Information, Interim Final Rule, Federal Register B-1
Appendix C: Director of Central Intelligence Directive 6/4, Personnel Security
Standards and Procedures Governing Eligibility for Access to Sensitive
Compartmented Information (SCI) C-1
Appendix D: Defense Office of Hearings and Appeals, Additional Procedural
Guidance D-1
Appendix E: Defense Office of Hearings and Appeals, Memorandum for all
Applicants and Their Respective Attorneys or Personal Representatives, and
Department Counsel, Prehearing Guidance for DOHA Hearings E-1

Appendix F: Defense Office of Hearings and Appeals, Statement of Reasons F-1

Appendix G: Department of Energy, Part 710, Criteria and Procedures for

Determining Eligibility for Access to Classified Matter or Special Nuclear
Material

G-1

Appendix H: United States District Court, Protective Order

H-1

Appendix I: Special Security Agreement

I-1

Appendix J: Questionnaire for National Security Positions, Standard Form 86 _ J-1



Introduction

This report is intended to gather and analyze the law and procedure pertaining to
national security clearances and the protection of national security information. It is
written for lawyers practicing in this area of the law, for security officers and security
managers of corporate government contractors dealing with classified information, and
for government employees and contractor employees whose livelihoods depend on
obtaining or keeping a security clearance. This field involves virtually everyone working
for or doing business with the Department of Defense (DoD), the Department of Energy

(DOE), and the various federal government agencies dealing with intelligence gathering
or law enforcement.

The report is not about espionage and the laws dealing with espionage. That is an
area of criminal law beyond this report’s intended scope. Any deliberate intent to disclose
national security information to unauthorized recipients, particularly to foreign recipients,
is a matter for criminal investigation and prosecution by the Federal Bureau of
Investigation (FBI) and the Department of Justice (DOJ). Nor is this report about
intelligence gathering or the use of intelligence information that is within the province of
the Central Intelligence Agency (CIA), the National Security Agency (NSA), the
National Imagery and Mapping Agency (NIMA), the Defense Intelligence Agency
(DIA), and numerous other departmental intelligence agencies. Rather, this report is
about the protection of national security information to prevent such information from
being compromised and the granting of clearances and access to that information both to
companies and to individuals. It concerns the processes and procedures used by the
government to prevent the unauthorized disclosure of the nation's security information.

The agencies principally concerned with personnel security investigations are the
Defense Security Service (formerly the Defense Investigative Service), the Office of
Personnel Management, the FBI and the CIA for Sensitive Compartmented Information.
Final clearance adjudications are principally the responsibility of the Defense Office of
Hearings and Appeals for employees of government contractors, the Department of
Energy for its employees and the employees of its government contractors; and for other

government employees, the individual agencies’ Adjudication Facilities and Personnel
Security Appeals Boards.

The need for protecting a nation’s secrets has been recognized from the earliest
days of established government. In the United States the authority to do so has
historically been based on the inherent war powers of the President under the U.S.
Constitution. Besides those general powers, Congress, by statute, has vested in the
President specific powers and means for protecting national secrets, most particularly
since the end of World War II. Those statutes include the National Security Act of 1947
that established the CIA, and the National Security Agency Act of 1959 that established
NSA. More recently enacted was the National Imagery and Mapping Agency Act of
1996, creating NIMA from a number of offices scattered throughout the government.
That Act recognized and formalized the existence of the National Reconnaissance Office
(NRO), which until then had been so secret that its very name could not be mentioned.




Presidents, through their Constitutional powers and the powers delegated by
Congress, issued public Executive Orders and secret Directives, creating agencies and
programs. The very existence of some of these programs is treated as a national secret.
Systems for protecting secret information and for determining who will have access to
that information have also been established by Executive decree. Yet even in protection
of national security, probably the most important of the President’s responsibilities, his
power is not plenary. It is balanced with the other Constitutional imperatives of due
process and equal protection for the citizens of this country. In that balance, however, the
greater the need for secrecy and the more important the secret, the less weight is put on
the individual’s constitutional rights. Even in this critical area, the President’s
discretionary powers are not unfettered. He could not, for example, deny employment in
a secret project simply because of a citizen’s race. This country is hopefully long past the
days when it interned its citizens simply because of their national origin, as was done to
Japanese-American citizens in 1941. Although no one has a constitutional right to see
classified information, if the government’s reasons for denying access to classified
information were shown to conflict with fundamental constitutional protections, the
courts today would not refuse to consider and balance the conflicting constitutional
interests.

One not familiar with the law of classified information might think that
information might simply be classified “Secret” or “Not Secret”; or even “Confidential,”
“Secret,” and “Top Secret.” The system is far more complex. Information is categorized
by its type, sensitivity, uses and origin. The right of an individual to see or use, i.e., to
“access” a particular type or level of classified information always depends on his need to
see the particular information. It also depends on his having been investigated and
determined to be trustworthy and reliable. The degree of trustworthiness and reliability to
which the person is held will increase, as will the intensity of their background
investigation, as the sensitivity of the information to be available to them increases.

The type of due process afforded an individual whose clearance is threatened
depends not only on the nature and degree of sensitivity of the information, but also on
the employer. Contrary to common expectation, an employee of the United States
Government, who would seemingly be considered more reliable because of the historical
development of the law, has far fewer due-process rights than his industrial counterpart.

National security law is many faceted and somewhat arcane. Terms like
“clearance” and “access” may at first blush seem the same. Nevertheless, they are
significantly different, and that difference significantly affects an individual’s or
company’s ability to deal with classified information. Personnel clearances and facility
clearances are interrelated. Not infrequently, the mishandling of national security
information will jeopardize both a company’s right to hold classified information and an
individual’s security clearance. Someone not regularly involved in these issues might be
bewildered when faced with a potential loss of a “clearance” or loss of “access.” That
loss could permanently deprive a person from working in the only field they know, or a
company of a key employee or contract on which its very survival depends. At such times
assistance should be sought from those people knowledgeable about the law and



procedure concerned with protecting national security information. It is to those people to
whom this book is directed.

Note: While every effort has been made to make this book gender neutral, at times use of
terms “he or she” or even the more cumbersome “he/she’ tended to make the writing
even more ponderous than it was already. For simplicity in such cases the pronoun “he”

was used to encompass both male and female employees--with apologies for this
shorthand.







CHAPTER 1

Constitutional and Statutory Authority
for the Establishment of a National Secrecy System

The Government’s Right to Protect Information

The right of the government to keep information secret is found explicitly in only
two places in the U.S. Constitution. The first, Article I, Section 5, authorizes each House
of Congress to publish a Journal of its proceedings, except for “such parts as in their
judgment requires secrecy.” The other, Article I, Section 9, requiring the publication of a
statement of account of all public money “from time to time," has been interpreted to
authorize keeping secret for a time certain expenditures for military or foreign relations.’
Implicit, however, is the authority of the Executive Branch to keep information secret in
carrying out its responsibilities in the areas of national defense and foreign relations.’
This has been recognized from the earliest days of our country going back to military
operations in the Revolutionary War.’

The Executive Branch exercised the power to protect national defense and foreign
relations information without le§al formality until 1947 when an executive order was first
issued under President Truman.” This was followed by a series of four revisions, the first
of which was issued in 1972 by President Nixon followed by three more updates under
Presidents Carter, Reagan, and Clinton.’ The executive order currently in effect,
E.0.12958, closely resembles the Executive Order issued under President Carter, while
the Reagan Order followed more generally the policies of President Nixon, reflecting the
ebb and flow of the philosophies and policies of the political party then in power.®

The first Executive Order establishing standards for access to classified informa-
tion by government employees was issued in 1953 by President Eisenhower.” A separate
executive order providing procedures for appealing security clearance decisions by non-
government, contractor employees was issued in 1960 by President Eisenhower and re-
mains in effect today.® Most recently, President Clinton issued Executive Order 12968 in
1995 governing access to classified information by both government and nongovernment

employees, and providing, for the first time, a government-wide procedure for appealing
access decisions by government employees.

In addition to the inherent powers of the Executive Branch under the Constitution,
its authority to keep information secret flows from five statutes: the Espionage Act,’ the
National Security Act of 1947,'° the Atomic Energy Act of 1954,"" the Counter-
intelligence and Security Enhancements Act of 1994, amending the National Security Act
of 1947,'2 and the Freedom of Information Act.'* The National Security Act directs the
Director of Central Intelligence to “protect intelligence sources and methods from unau-
thorized disclosure.”'* The Atomic Energy Act protects an entirely distinct category of
information relating to the production of atomic weapons and nuclear materials.'” The
Counterintelligence and Security Enhancements Act of 1994 directs the President to




develop uniform requirements for background investigations and uniform standards for
appeal of access denials.'®

Executive Order 12958 “prescribes a uniform system for classifying, safeguard-
ing, and declassifying national security information,” i.e., information relating to “the
national defense or foreign relations of the United States.”'” It establishes only three
classification levels: Confidential, Secret and Top Secret.'®

Certain information is considered so critical that, although not classified at a
higher level, access to that information must meet more rigorous standards. Where the
vulnerability of the information or the threat to it is exceptional, and normal criteria for
determining eligibility for access to such information is deemed insufficient to protect
that information, or when specifically required by statute, E.O. 12958 authorizes the Sec-
retaries of Defense, State, and Energy and the Director of Central Intelligence to establish
programs known as Special Access Programs to afford a greater degree of secrecy.'®
They are generally referred to as “SAPs.” Some of these programs have been called
“black” programs because their very existence or purpose is not publicly disclosed. Some
are considered so sensitive that they are considered “waived” programs, and the existence
of these is revealed onlgl orally to the chairmen and certain staff members of key Con-
gressional committees.*’

Another category of protected information flowing both from inherent Presiden-
tial power and from statute is Sensitive compartmented information (SCI). That is infor-
mation concerning intelligence, particularly the “sources and methods” of gathering
intelligence. The legal bases for protecting this category of information are the National
Security Act of 1947 and Executive Order 12333.%!

The authority to protect information from disclosure includes not only the power
to decide what information is to be protected, but who will have “access” to that infor-
mation. Under Executive Order 12958, a person may have access to classified informa-
tion only when a favorable determination of eligibility has been made by an agency head,
when the person has signed a nondisclosure agreement and when the person has a need to
know the information.”? For SAP information, a standard of eligibility higher than nor-
mally established for the same level of classified information may be used.”

General guidelines for eligibility for access were established for the first time
throughout the government in Executive Order 12968. They provide that an individual
must be a U.S. citizen, of sound judgment and character, trustworthy, and free from
potential foreign allegiances and coercion.?* That executive order directed the Security
Policy Board to carry out its requirements, and that Board has now developed uniform
Adjudicative Standards binding on the Executive Branch that have been issued by the
National Security Advisor.> Those uniform standards have been or are now being incor-
porated into each agency’s regulations.”® The uniform standards have also been incorpo-
rated by the Director of Central Intelligence in Director of Central Intelligence Directive
6/4 (DCID2§/4), the regulation controlling access to Sensitive compartmented informa-
tion (SCI).




Entirely separate systems have been established to determine eligibility for access
by contractor employees and by government employees, and for eligibility for access to
SAP and SCI information. The standards, investigatory methods, and procedures are dis-
cussed in detail in Chapters 4, 5, 7, and 8.

The determining of security accesses and clearances is a major government pro-
gram that has become its own cottage industry. Whole agencies have been created that do
nothing but investigate and make such determinations. The cost to the government and
industry of protecting classified national security information was reported for 1989 to be

$13.8 billion. By 1995, g)rimarily due to the end of the Cold War, it was reported to have
dropped to $5.6 billion.*®

An Individual’s Rights in Relation to the Protection of Classified Information

Although the President has plenary powers under the Constitution to protect the
national security and conduct foreign relations, those powers do not automatically over-
come the rights of association; freedoms of speech, religion, liberty and due process; and
the equal protection of the law guaranteed to citizens under the Fifth and Fourteenth
Amendments of the Constitution.”” The courts have balanced these potentially counter-
vailing interests, and though considerations of national security weigh very heavily on the
scales, an individual’s interest in employment and to be free from discrimination cannot
be ignored.*® The process that is due and the equality of protection afforded always
depend on the issues at stake. In general, however, the courts will not interfere with the
Executive Branch’s discretionary judgments of eligibility.>' Colorable constitutional
claims and whether an agency has followed its own procedures are reviewable by the
courts unless Con§ress has clearly expressed its intent to preclude judicial review of con-
stitutional claims.”? Moreover, the Supreme Court has said that any attempt by Congress

to “deny any judicial forum for a colorable constitutional claim would raise serious con-
stitutional concerns.”**

While the Executive Branch’s determinations are virtually unchallengeable, they
are not without some limits. The Supreme Court in Dept. Of Navy v. Egan reiterated that
the courts have, in the area of national security, “shown utmost deference to Presidential
responsibilities” and “have been reluctant to intrude” in national security affairs, but its
decision a few months later in Webster v. Doe leaves the door open for challenge, based
on a violation of Constitutional right. Denial of a clearance in this day because of dis-
crimination for race, religion, or national origin would be unthinkable.** It is far from
certain, if there was a direct confrontation of these values, what the outcome would be in
view of the courts’ upholding of the Executive Branch’s power to exclude lesbians and
male homosexuals from the military.*® Fortunately, those issues have been mooted by
Executive Order 12968 that prohibits discrimination “on the basis of race, color, religion,

sex, national origin, disability, or sexual orientation in granting access to classified
information.”*®

Because of historical anomalies in the case law, two procedural systems have
evolved for determining eligibility for access to national security information. One sys-
tem exists for employees of government contractors, for whom a full administrative




hearing is allowed, with the right to present and cross examine witnesses, and another for
government employees who have no such rights.*” The Department of Energy, under the
authority of the Atomic Energy Act, has combined these into a single system granting the
full body of due process rights to both classes of employees.

In Greene v. McElroy, a 1959 case, the Supreme Court held that an employee of a
defense contractor, whose loyalty was questioned, had the right to be shown the govern-
ment’s evidence against him and the opportunity to demonstrate that it was untrue.*® The
Supreme Court’s later pronouncement in Dept. Of Navy v. Egan did not require any
administrative hearing for government employees, holding that there is no inherent right
to a security clearance, and that the Executive Branch has the discretionary right to grant
access to classified information.”® While there is no logical way to reconcile these two
decisions, the gap has been partially closed by later Executive action. President Clinton,
by Executive Order 12968, has provided a truncated appeals process for government
employees or applicants for employment that requires that they be presented with the
reasons for denying their eligibility for access, and be allowed an opportunity to make a
written and oral presentation to present evidence why they should have access.** While
not formalized to the degree of having a hearing on the record with the right to cross-
examine the government’s witnesses, the procedure allowed by the executive order is a
degree of due process that, in all likelihood, meets Constitutional requirements, and a
degree that would be sustained by the courts.

While procedures, more or less elaborate, are available to challenge adverse
determinations of a person’s eligibility for access, the determination of a person’s need
for access is, under the executive order, discretionary and conclusive with the Executive
Branch.*! Frequently, the line between these requirements becomes blurred. Under the
“need” determination, people in the past have been denied access to SCI and Special
Access programs without ever knowing that they have been investigated or found to be
unsuitable. Today, DCID 6/4 has been revised to require that people be notified of the
reasons for denial of access to SCI with a limited right to appeal. That directive does not,
however, affect SAPs.

If a government employee is denied access to a SAP program without notifica-
tion, that presumably would have no effect on his employment because so long as the
employee held a security clearance, he would not lose his job. But for a contractor’s
employee, denial of SAP access would mean that he would not be hired for a job requir-
ing SAP access, or would be laid off when work not requiring SAP access became un-
available. The contractor employee would not be the wiser, because he would never have
been told that he was considered and rejected for employment in a SAP or “black”
program.

The Standardization of the Industrial Security Program

During the Cold War years of the 1950s through the 1970s, the nation’s industrial
community grew to meet the government’s need for military, intelligence, and nuclear
products. Each government agency at that time developed its own requirements and stan-
dards for protecting its national security information. By the end of the 1980s, the exces-




sive cost to both industry and the government of multiple standards and requirements
became overwhelmingly apparent. It was recognized that not only was there a plethora of
government personnel security programs, but there were numerous overlapping industrial
security programs, each with differing requirements for protecting classified information
and each with differing standards for physical security of facilities. In April 1990, the
President directed the National Security Council to explore the development of a single,
integrated industrial security program that might result in cost savings and improved
security protection. Before the end of that year the Secretaries of Defense and Energy,
and the Director of Central Intelligence submitted a report reccommending the establish-
ment of a National Industrial Security Program (NISP).** Their report found that there
were 21 Departments and agencies, each with its own industrial security program. It
found that in DoD alone there were 47 different standards, manuals, and directives sup-
plementing the basic executive orders and legislation, creating a significant burden on
industry and government. It reported that more than 25,000 people had multiple back-
ground investigations conducted by the various agencies with which they dealt. The cost
to industry was $120 million a year in added administrative costs and employee down-
time while waiting for the additional clearances for employees who had already been
cleared in other areas.*”’ That added cost was, of course, passed on to the government

through higher prices. The report found that standardization of requirements could reduce
duplication by at least 20 percent.

The 1990 Report recommended the establishment of a National Industrial Secu-
rity Program under the direction of the DoD, leaving to the Secretary of Energy the
authority to protect nuclear materials. It also recommended leaving to the Director of
Central Intelligence the authority to protect sensitive compartmented information, i.e.,
intelligence sources and methods, because of their need for extraordinarily stringent con-
trols. Special Access Programs (SAPs) were also considered a special need. From those
recommendations came a government-wide consolidation of industrial security require-
ments for physical security, known as the National Industrial Security Program (NISP). It
also resulted in the development of a standardized background investigation that became
known as the Single Scope Background Investigation (SSBI).

Based on that report, an interagency task force was established in December 1990
to develop a National Industrial Security Program. It was given six months to turn around
40 years of institutional evolution. The recommendations of that task force, which
included opinions and ideas from industry panels, and from the American Bar Associa-
tion on personnel security issues, became the basis for the simplification of the entire
classified information program. Ultimately, from that report came uniform standards for
determining a person’s eligibility for access to classified information, and uniform appeal
procedures if a security clearance or access was denied or revoked.

The first effort to consolidate the clearance process was the issuance of National
Security Directive 63, Single Scope Background Investigations, in 1991 that set minimum
standards for Top Secret clearances and that required each agency to recognize the back-
ground investigations of other agencies. Its purpose was to eliminate redundant and
costly investigative practices used throughout the Executive Branch.** That consolidated
investigation, known as the SSBI, replaced the Background Investigation (BI) required




for access to Top Secret information, and the Special Background Investigation (SBI)
required for Sensitive compartmented information.*’ The SSBI required a personal inter-
view of the subject, law enforcement and credit checks, and interviews with people
knowledgeable of the subject’s lifestyle and background covering a 10-year period. It
allowed agencies to exceed those standards to address issues unique to those agencies.
Some agencies such as the CIA, the NSA, the FBI and the Treasury Department were
allowed to continue to use polygraphs to screen employees and apglicants because of the
nature of the national security information with which they dealt.*

The next step in the consolidation was the issuance of Executive Order 12829 on
January 6, 1993, formally establishing the National Industrial Security Program. The pro-
gram was to serve as a single, integrated, cohesive industrial security program to protect
classified information. That executive order directed the National Security Council to
provide overall policy direction, directed the Information Security Oversight Office
(ISOO) to oversee the implementation of the executive order, and directed the Secretary
of Defense to issue a National Industrial Security Program Operating Manual to prescribe
the specific requirements for safeguarding classified information by contractors, licen-
sees, and grantees. The Secretaries of Energy and the Nuclear Regulatory Commission
were given responsibility for the portion of the manual dealing with nuclear energy, and
the Director of Central Intelligence was made responsible for the portion dealing with
intelligence sources and methods, i.e., sensitive compartmented information.

The National Industrial Security Program Manual (NISPOM) was issued in Octo-
ber 1994, and a supplement dealing with SAPs, sensitive compartmented information
(SCI) and critical restricted data (RD) was issued in December 1994." It replaced the
Department of Defense Industrial Security Manual for Safeguarding Classified
Information.

The need for further consolidation remained apparent. In 1993, because of the
fragmented personnel security system, the Secretary of Defense and the Director of
Central Intelligence appointed a Joint Security Commission to study and make recom-
mendations for a simplified, more uniform, and more cost-effective system. The Com-
mission issued its report, Redefining Security, in February 1994 addressing problems not

only in personnel security, but also in physical security, classification management, and
information systems security.

Congress acted swiftly to accept many of the Commission’s recommendations. In
October 1994 it amended the National Security Act of 1947 to require the President to
establish standards and procedures to govern access to classified information binding on
all departments, agencies, and offices of the Executive Branch.”® It was intended that
those standards and procedures create uniform minimum requirements governing the
scope and frequency of background investigations and provide uniform minimum stan-
dards for appealing adverse access determinations. The law required that employees in
the Executive Branch whose access to classified information was threatened with denial
or termination be so advised and be given an adequate opportunity to respond to any
adverse information before a final agency decision. The purpose of the legislation was to
provide a procedure that would ensure that security determinations were not made based
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on inaccurate or unreliable information because of their impact on the careers and liveli-
hoods of the individuals concemned, and the possibility of depriving the government of
the services of valuable employe:es.49

As a result of this legislation, President Clinton signed Executive Order 12968,
Access to Classified Information, on August 2, 1995 that required: (a) reciprocal accep-
tance by agencies of each other’s security investigations, (b) 2 common set of adjudica-
tive guidelines for determining eligibility for access to classified information, (c) a com-
mon set of investigative standards for background investigations, and (d) minimum
review procedures for those whom it had been determined did not meet the standards for
access to classified information. These standards and procedures applied not only to gov-
ernment and contractor employees but also applicants for employment. It did not supplant
the greater appeal procedures for contractor employees. The Executive Order directed the
Security Policy Board to carry out its requirements.”” It supplemented but did not replace
National Security Directive 63 that had previously established the investigative standards
for the Single Scope Background Investigation. The Security Policy Board developed
uniform adjudicative and investigative standards that were approved by the White House
on March 24, 1997.%! They are binding on the entire Executive Branch and have been or
are being incorporated in each agency’s regulations.”

The remaining act of unification and standardization in the field of protecting
national security information was the issuance of Executive Order 12958, Classified
National Security Information, on April 17, 1995, establishing a uniform system for clas-
sifying and declassifying national security information. The executive order directed the
Information Security Oversight Office (ISOO) to oversee compliance with the order and
created the Interagency Security Classification Appeals Panel to resolve classification
disputes arising under the order.

In the view of many, the task of consolidation and simplification is far from com-
plete. In March 1997, the Commission on Protecting and Reducing Government Secrecy,
a bipartisan commission created by Congress to review matters related to classified
information and security clearances, issued its report.> The report contained a number of
significant recommendations among which were: (a) enactment of a statute that would
state the principles of what may be declared secret, (b) creation of a national declassifi-
cation center to coordinate the declassification of information, (c) establishment of an
Executive Branch office responsible for classification and declassification practices, (d)
requirement that officials who initially classify information consider the costs and bene-
fits of secrecy as a factor in keeping something secret, (¢) requirement that the Director of
Central Intelligence issue guidelines for determining what intelligence sources and meth-
ods are to be kept secret, (f) further standardization of the security clearance procedures,
and (g) greater attention to the threat to automated information systems.

On May 7, 1997, S. 712, dubbed the Government Secrecy Reform Act, was intro-
duced by Senators Daniel Moynihan and Jesse Helms to enact the consensus recommen-
dations of the Commission.>* Hearings were held and a report issued by the Senate Com-
mittee on Governmental Affairs. However, no further action was taken in the 105th
Congress.s 5 The bill was reintroduced in the 106th Congress on January 19, 1999 by
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Senators Moynihan and Helms.>® At the time of this writing, no legislation has been
enacted to carry out any of these recommendations, nor has the Executive branch taken
any steps to carry them out.
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CHAPTER 2

Type and Scope of Background Investigations
Background of the Present System

Before employees or applicants for employment in government or industry can
have access to national security information, they must undergo a background investiga-
tion to determine whether they are sufficiently trustworthy to hold a security clearance.
The length and complexity of the investigation varies depending on the type of clearance
required and the nature and sensitivity of the information being protected. Confidential,
Secret, and Top Secret clearances each have different investigative requirements, as do
“Q” and “L” accesses for the Department of Energy. Access to Sensitive Compartmented
Information (SCI) and to special access programs has even more stringent investigative
requirements. The type of investigation required and the scope of each investigation are
discussed in this chapter.

Because over the years each agency had developed its own requirements and its
own unique forms, frequently requiring information not required by other agencies, it was
decided at the highest government levels to consolidate and simplify the clearance appli-
cation process. As a first step, the White House in 1991 issued National Security Direc-
tive 63, which established standards for a single background investigation to be used
throughout the government for Top Secret clearances.”’ Those unified standards are
known as the Single Scope Background Investigation (SSBI). That Presidential action
was overtaken by legislation in 1994 requiring the Executive Branch “to establish uni-
form minimum requirements governing the scope and frequency of background investi-
gations of all employees in the Executive branch of Government” requiring access to
classified information.>® While that statutory requirement is binding on all departments,
agencies and offices of the Executive Branch of government, it does not apply to con-
tractor employees.

The requirements of the statute were carried out by Executive Order 12968 on
August 2, 1995, which directed the Security Policy Board to develop a common set of
adjudicative standards for background investigations for access to classified informa-
tion.”® Agencies were allowed under the Executive Order to use any lawful investigative
procedure to resolve issues that might arise during an investigation. The statutory man-
date was further carried out when the Secun'tgl Policy Board published the Uniform
Investigative Standards on March 24, 1997.°

The Executive Order and the Security Policy Board’s Uniform Standards apply to
all U.S. Government civilian and military personnel. Although not required by statute,
they also apply to consultants, contractors and their employees, licensees, and grantees of
the government.®' They establish standards for collateral clearances, i.e., Confidential,
Secret, and Top Secret, and for SCI and Special Access Programs access determinations.
“Q” and “L” accesses under the Atomic Energy Act are also covered. The Standards
allow for enhanced investigative requirements for certain Special Access Programs if
they are specifically approved under Executive Order 12958.5

13




The Uniform Standards require that investigations meeting the standards for a
given level of clearance must be mutually and reciprocally accepted by all agencies. They
also provide that if a person who has less than two years’ break in service is reemployed,
a reinvestigation will not be required unless it appears that the person no longer satisfies
the standard...

Scope of Clearance Investigations

The Security Policy Board has established three investigative standards. The first
standard 1s for Confidential, Secret, and “L” clearances and includes all Secret level Spe-
cial Access Programs (except those with “enhanced requirements”).®® The second stan-
dard is for Top Secret and “Q” clearances, including those in SCI and Top Secret Special
Access Programs. The third standard is for reinvestigations of persons already cleared.**
All investigations include a National Agency Check as a minimum.

National Agency Check (NAC)

The National Agency Check ¢ usists of a review of: (a) the FBI’s investigative
and criminal history files including a fingerprint search, (b) Office of Personnel Man-
agement (OPM)’s Security/Suitability Investigations Index (SSI), (c) the Department of
Defense Defense Clearance and Investigations Index (DCII), and (d) such other national
agency records as are appropriate to the individual’s background.® Those other agencies
may include the Immigration and Naturalization Service for records of citizenship, the
State Department, the CIA, the Treasury Department and the Department of Defense for
military personnel records. Any other federal agency’s records may be checked where
appropriate to the investigation.%® For an NAC, the applicant must submit a Standard
Form 86 (Questionnaire for National Security Positions), along with all releases and a
fingerprint card.

National Agency Check with Local Agency and Credit Checks (NACLC)

A National Agency Check with Local Agency and Credit Check inquiries
includes, in addition to the National Agency Check requirements: (a) a financial review
including a credit bureau check covering the places where the applicant has resided,
worked or gone to school for the previous seven years; (b) a check with law enforcement
agencies where the applicant has lived, worked, or attended school within the last five
years; and (c) independent confirmation of date and place of birth. The investigation may
~ be expanded if necessary.®’

Single Scope Background Investigation (SSBI)

The requirements for a Single Scope Background Investigation were established
in National Security Directive 63. These requirements have been incorporated in the
Uniform Investigative Standards adopted by the Security Policy Board.®®

The scope of the SSBI is the prior 10 years or to age 18 of the applicant, which-

ever 1s less. An investigation may be expanded, as necessary, to resolve employment
issues and standards unique to individual agencies. Investigative requirements are:
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(a) completion of SF 86; (b) a National Agency Check on the applicant with a fingerprint
check; (c) a National Agency Check of the subject’s spouse or cohabitant without a fin-
gerprint check; (d) verification for naturalized citizens of U.S. citizenship of the applicant
and of his or her immediate family members; (€) independent verification of birth, edu-
cation, employment history, and military history; (f) interviews with four references at
least three of which have been independently developed, and with any former spouse
divorced within the previous 10 years; (g) confirmation of present and past residences
and interviews with neighbors; and (h) review of public records concerning the applicant
for bankruptcies, divorces, and civil or criminal actions. A personal interview of the
applicant is required in all cases, conducted by trained investigative, counterintelligence
or security personnel. Additional interviews may be conducted to resolve significant in-
formation inconsistencies. For departments or agencies, where authorized, the personal
interview may include a polygraph examination.®

Confidential, Secret, and “L” Clearance Investigations

Confidential, Secret and L clearance investigations, require, in addition to a
National Agency Check, a local agency and credit check (NACLC).70 The investigation
may be expanded if necessary. Reinvestigations of persons holding Secret and “L” clear-
ances must be conducted at least every 10 years — for Confidential, it is every 15 years.

Top Secret and “Q” Clearance Investigations

The Single Scope Background Investigation is used for initial investigations for
access to Top Secret, including Top Secret Special Access Programs (SAPs), and for
access to Sensitive Compartmented Information (SCI). It is also used for "Q" access
authorizations under the Atomic Energy Act.”

The SSBI may be expanded to resolve issues where the applicant has resided
abroad, or has listed foreign travel or connections with possible subversive organizations.
Medical records will be reviewed if the applicant lists a history of mental or nervous dis-
orders or addiction or abuse of drugs or alcohol. In that case, interviews with relatives,

psychiatrists, psychologists, and other medical and law enforcement professionals may be
required. '

A preemployment polygraph is required only for those agencies for which it has
been approved. These include the FBI, the CIA, the National Security Agency, the
Defense Intelligence Agency, and a limited number of positions in the Department of
Justice and in the Drug Enforcement Agency. It may be used in connection with investi-
gations or reinvestigations by other agencies to resolve issues that arise.

Periodic Reinvestigations (SSBI-PR)

Periodic Reinvestigations are required for Top Secret accesses, including those
dealing with Special Access Programs and Sensitive Compartmented Information, and
for “Q’ access authorizations.”” The investigation, known as a Single Scope Background
Investigation - Periodic Reinvestigation (SSBI-PR), must be conducted at least every five
years. The requirements are the same as those for an initial SSBI with the following
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exceptions: (a) a National Agency Check is not required on a spouse or cohabitant if
already completed in connection with a prior investigation, (b) no further review of edu-
cation is needed, (c) employment is verified only since the last investigation, (d) only two
references and two neighbors must be interviewed, and (e) the Treasury Department’s
financial data bases are checked for unusual or illegal financial transactions covering the
period while the person held a security clearance.

Temporary Eligibility for Access

In exceptional circumstances where official functions must be performed before
the completion of the investigation and adjudicative process, temporary eligibility for
access to classified information may be granted to an employee while the initial investi-
gation is underway Where such eligibility is granted, the initial investigation will be
expedited.” If unfavorable information is identified durmg the investigation, the agency
granting the temporary access may revoke it at any time.’

At a minimum, temporary access at the Confidential, Secret, and “L” levels
requires the completion of a Personal Security Questionnaire, SF 86, a favorable review
of the form and submission of a request for an expedited National Agency Check with
Local Agency Checks (NACLC). The minimum required before a temporary Top Secret
and “Q” access is allowed is favorable review of the SF 86 and submission of a request
for an expedited SSBI. For temporary SCI access, and for persons who have not previ-
ously had a favorable security investigation, there is also required a favorable review of
the FBI criminal and investigative records, of OPM’s Security/Suitability Investigations
Index (SII), and of the Defense Clearance and Investigations Index (DCII). Agency heads
may establish additional requirements for temporary access based on the sensitivity of the
particular classified information involved, but those requirements may not exceed the
common standards for background investigations established by the Security Policy
Board. Temporary access is not reciprocal and is valid only at the agency granting it.
However, another agency may agree to accept it.”?

The Personal Interview

Questions asked during a personal interview must have relevance to the security
determination. Questions concerning religious beliefs and affiliations, beliefs and opin-
ions regardmg rac1al matters, political beliefs, and affiliations of a non-subversive nature
are prohibited.”® Also barred are questions relating to opinions regarding the constitution-
ality of legislative policies and questions concerning affiliations with labor organizations
and fraternal organizations.

Department of Defense regulations require department investigators, including
those from the Defense Security Service, to be prepared to explain the relevance of their
inquiries. The regulations do not permit inferences to be drawn from a refusal to answer a
question for which relevance has not been established.”’ Interviewers are instructed not to
offer any opinion regarding the relevance or significance of any answers given to eligi-
bility for access to SCI. Information developed during the interview is required to be kept
in personnel security channels and access to that information is limited to those with a
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need to know.”® The Office of Personnel Management Manual for Personnel Investiga-
tions gives its investigators the same direction. ?

Sensitive Position Investigations

Positions not requiring access to “national security information” can still have a
material adverse effect on the national security. Such positions are designated as Sensi-
tive positions for which a full field investigation is required.®* OPM has defined four lev-
els of sensitivity: (a) Special-Sensitive - those positions with a “potential for inestimable
damage to the national security,” (b) Critical-Sensitive - those with a potential for “ex-
ceptionally grave damage, (c) Noncritical-Sensitive—those with a “potential of damage
or serious damage,” and (d) Non-Sensitive—those that are “potentially prejudicial.”*'

With respect to national security classifications, Critical-Sensitive includes access
to information classified at the Top Secret level, Noncritical-Sensitive includes access to
Secret information, and Confidential and Non-Sensitive apply to all other positions. In
addition to positions with access to national security information, Sensitive positions in-
clude those that are policy making or policy determining, investigative, fiduciary, or
involve the public trust or public contact. Positions that have a major responsibility with
computer systems, or which have access to computer systems so as to be able to cause
major damage, are also considered Sensitive positions.™

Background investigations for Sensitive positions in the Department of Defense
are covered by DoD’s Personnel Security Program Regulation, 5200.2-R. Investigative
requirements for such positions are described in Chapter 3 of the regulation. OPM con-
ducts investigations for sensitive positions in non-Defense agencies, except the FBI and

the CIA. Investigative requirements are described in the Federal Personnel Manual,
Chapter 732.8
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CHAPTER 3
Security Clearance Investigations by the Defense Security Service

Organization of the Defense Security Service

As aresult of a defense reform initiative in 1997, the Defense Investigative Serv-
ice (DIS) was renamed the Defense Security Service (DSS).* DSS investigators are
responsible for conducting personnel security investigations (PSIs) to carry out the DoD
Personnel Security Program.®’ DSS also admmlsters the National Industrial Security Pro-
gram on behalf of DoD. (See Chapter 11.)¥ DSS employs approximately 2,500 people
consisting of approximately 1,200 Special Agents located throughout the United States
and Puerto Rico and approximately 200 Industrial Security (IS) Representatives also
located in ofﬁces throughout the United States; in Brussels, Belgium; and in Mannheim,
Germany.*’

Under the PSI Program, DSS has responsibility for conducting PSIs on DoD
military, civilian and contractor personnel, and employees of other organizations per-
forming research and development for DoD. If DSS encounters evidence of espionage or
subversion, the matter must be referred to a military department counterintelligence
agency or the FBL.®® Allegations of possible criminal conduct arising during a personnel
security investigation must be referred to the appropnate Department of Defense criminal
investigative agency or civilian jurisdiction.*® DSS may not refer allegations of private
consensual sexnal acts between adults to law enforcement agencies or military depart-
ments (vihcr than a departmental central adjudication facility (CAF) for security clear-
ance adjudications) except if those acts are openly in public view, for compensation,
aboard a military vessel or aircraft, or with a subordinate while on active military or
reserve duty. Information about a person’s sexual orientation, or that he or she is a homo-
sexual or bisexual, may not be reported for any purpose except to a CAF for an adjudica-
tion of whether that person would be subject to blackmail if trying to conceal that
information.”®

In addition to its investigative functions, DSS maintains the Defense Clearance
and Investigations Index (DCII), one of the central repositories of information on security
clearances files for government and industry personnel. The DCII is more fully discussed
in Chapter 9.

Personnel Security Investigations

DSS conducts about 40 percent of the personnel security investigations performed
each year by the Federal government. The Office of Personnel Management Investiga-
tions Serv 1(' also does about 40 percent, and the FBI and the CIA each do about half the
remainder.”' DSS’s personnel investi gations arc conducted both by its Special Agents
who are government employees, as well as by private contract investigators, as is done by
other government agencies.”
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DSS conducts more than 150,000 personnel security investigations annually,
which are used by DoD adjudicative facilities to determine an individual’s suitability to
enter the armed forces, access classified information, or hold a sensitive position within
DoD. In addition to initial investigations, DSS conducts Periodic Reinvestigations (PRs)
to determine if it is still consistent with national security standards for a subject to con-
tinue to have access to Classified information or to be retained in a sensitive position. The
scope and frequency of a PR depends on the initial investigation conducted and the type
of information to which the subject will have access or the sensitive nature of their posi-
tion. PRs may be initiated at any time following completion of, but not later than 5 years
for Top Secret, 10 years for Secret, and 15 years for Confidential.

As aresult of policy changes affecting the frequency and scope of PRs and the
upsurge in information technology positions in government and industry requiring clear-
ances, there is a significant backlog of PRs within DoD resulting in an increased investi-
gative workload within DSS. In order to meet requirements, DSS has initiated an
approach to augment its investigative workforce with the use of private industry
contractors and military reservists. Additionally, in a memorandum dated September 19,
1999, the Assistant Secretary of Defense (C3I), mandated that all investigations for DoD
civilian personnel, except for overseas investigations, be conducted by the Office of Per-
sonnel Management beginning October 1, 1999. This arrangement will be reviewed at the
end of FY00 and each subsequent fiscal year until the Periodic Reinvestigation backlog is
resolved. Presidential appointees in DoD who require security clearances are investigated
by the FBI. Although the National Security Agency and the National Reconnaissance
Organization are “carve outs” from DSS’s investigative authority, DSS also does the
investigations for all but the most sensitive positions at NSA.”

Contractor employees in private industry who require security clearances are

investigated by DSS under the Industrial Security Program, not only for DoD but also for
21 other government agencies.”

A personnel security investigation must be requested by electronically submitting
a DD Form 1879 and a Questionnaire for National Security Positions, Standard Form 86,
completed by the person for whom a clearance is required. A request may be submitted
by a defense agency, the security officer of a contractor or by a government entity. The
requester must certify that the individual for whom a personnel security investigation is
requested is assigned to a job that requires access to classified information.

Once a request is received, case analysts at the DSS Personnel Investigations
Center (PIC) scope the investigative leads to various DSS field offices throughout the
country. Investigations are conducted according to the policy outlined in the DoD 5200.2-
R (Personnel Security Program) and the procedures in the DSS Personnel Security Inves-
tigative Manual, DSS Manual 20-1-M.* Following completion of the investigation, the
investigative results or Report for Adjudication is forwarded to the appropriate DoD
Central Adjudicative Facility (CAF).

DSS uses polygraphs during security clearance investigations when unresolved is-
sues have arisen during the investigation. It does not do counterintelligence investigations
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or clearance investigations that require a polygraph as part of the initial clearance proc-
ess. The polygraphs may be used as a personnel security screening measure only in those
limited instances authorized by the Secretary of Defense in DoD Directive 5210.48.%
Participation by the individual being investigated in a polygraph for a “collateral,” i.e.,
Confidential, Secret or Top Secret clearance, is voluntary, and no inference may be
drawn simply from the person’s refusal to take one. However, if issues remain that have
not been resolved in the individual’s favor, the investigation will go forward in that
status, and inferences will be drawn against granting a security clearance based on those
unresolved issues. The use of polygraphs during security investigations is more fully dis-
cussed in Chapter 8.

Pursuant to the Privacy Act of 1974, most of the information contained in the
DSS investigative file is available to the Subject, but only after the investigation is com-
pleted. Some material such as confidential source information, third agency information,
medical information which a physician has determined would be harmful if released to
the Subject, and information which would constitute an unwarranted invasion of the per-
sonal privacy of another person (e.g., spouse NAC information) may be exempt from the
mandatory disclosure provisions of the Privacy Act and therefore may not be released to
the Subject. A request for investigative files should be directed in writing to the Defense
Security Service, Privacy Act Branch, P.O. Box 46060, Baltimore, MD 21240-6060. The
request should be signed by the Subject of the file, notarized and contain the Subject’s
social security number, date of birth, and address where the file is to be mailed.”

The adjudicative agency for contractors is the Defense Office of Hearings and
Appeals. For members of the military or civilian employees of the DoD, the investigation
is referred to their respective CAFs.”® The decision whether a person is sufficiently trust-
worthy to hold a clearance is initially made by those offices. If the decision is unfavor-
able, an appeal by a military member or government employee may be taken from the
CAF to the Personnel Security Appeals Board of the Department concerned, or for a
contractor employee to the Defense Office of Hearings and Appeals for a final decision
(See Chapters 6 and 7).

Facility Clearances

The Industrial Security Program includes the Defense portion of the National
Industrial Security Program; the Arms, Ammunition, and Explosives (AA&E) Program;
and the Critical Infrastructure Protection (CIP) Program. The National Industrial Security
Program (NISP) was established to ensure that private industry and colleges/universities
properly safeguard classified information in their possession while performing on U.S. or
foreign government classified contracts or research and development. The AA&E Pro-
gram provides protection for conventional arms, ammunition, and explosives in the cus-
tody of DoD contractors. The CIP provides for the protection and assurance of Depart-
ment of Defense Critical Assets and Infrastructures in the private sector throughout the

world to support national security preparedness responsibilities during peace, crisis, and
war.
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Under the NISP, DSS is responsible for granting facility clearances and for
ensuring the protection of classified information in industry. A facility clearance is an
administrative determination that a company is eligible for access to classified informa-
tion or for an award of a classified contract.” Facility clearances are more fully discussed
in Chapter 11. Periodic reviews of cleared companies are accomplished by DSS Indus-
trial Security Specialists who are trained in the requirements of the NISPOM.

Investigations of Foreign Ownership, Control, or Influence (FOCI)

As part of the facility clearance process and continuing eligibility assessment,
DSS is responsible for determining whether U.S. companies are under foreign ownership,
control, or influence (FOCI). DSS also prescribes responsibilities in FOCI matters and
outlines security measures that may be considered to negate or reduce the FOCI to an
acceptable level. A U.S. company is considered to be under foreign ownership, control,
or influence when a foreign interest has the power, direct or indirect, whether or not exer-
cised, to direct or decide matters affecting the management or operations of the company
in a manner which may result in unauthorized access to classified information or may
adversely affect the performance of classified contracts. The factors outlined in paragraph
2-302a, National Industrial Security Program Operating Manual, are considered in the
aggregate when determining if a U.S. company is under FOCL'® A US. company
determined to be under FOCI is ineligible for a facility security clearance, and a U.S.
company with an existing facility security clearance will have its clearance suspended
unless security measures are taken to mitigate the FOCI to an acceptable level. FOCI
investigations are more fully discussed in Chapter 11.
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CHAPTER 4

Security Clearance Investigations by the
Office of Personnel Management

Jurisdiction and Operations of the Office of Personnel Management (OPM)

OPM’s Office of Personnel Management Investigations Service now conducts
about 45,000 national security investigations annually, which are 40 percent of the total
personnel security investigations for the federal government.'®" It also conducts nonsecu-
rity “suitability” investigations and other types of investigations related to OPM’s role in
personnel management and debt collection.'®?

OPM began conducting personnel security investigations in 1953 as a result of the
authority given it by Executive Order 10450. In 1954, it obtained additional authority to
conduct personnel security investigations under the Atomic Energy Act for the Depart-
ment of Energy and the Nuclear Regulatory Commission. OPM currently is responsible
for personnel security investigations, including Single Scope Background Investigations
(SSBIs), for most of the non-Defense civilian government agencies. It also does investi-
gations for those DoD civilian employees requiring no higher than a National Agency

Check (NAC) with local agency checks and credit (NACLC) investigations for Secret or
Confidential clearances.

Until 1996, the Investigations Service conducted its investigations with a gov-
ernment staff of about 750 personnel. Now, all of its investigations are contracted out to
USIS, Inc., a private corporation formed with government approval, comprised of former
OPM staff investigators. The Investigations Service, now with a staff of about 50, man-
ages and does quality assurance checks on the investigations done by USIS, Inc. The
Investigations Service operates on a revolving fund basis, charging its customer agencies
for the cost of its investigations. These currently run from about $60 for a National

Agency Check to $2,995 for a Single Scope Background Investigation with rush
service.

Investigations of contractor employees under the Industrial Security Program are
conducted by OPM only for the Department of Energy and the Nuclear Regulatory
Commission, the remainder being done by the Defense Security Service for the Depart-
ment of Defense and for 20 non-DoD agencies. OPM investigates but does not “adjudi-
cate,” i.e., determine an individual’s eligibility for a security clearance, except for its own
employees.'™ Once an investi gation is completed by USIS, Inc. and accepted by OPM,
the information that has been collected on an individual is forwarded to the agency that
has requested the investigation. It is that agency which "adjudicates," i.e., evaluates the
information and determines whether to grant a security clearance. Adjudications of gov-
ernment employees and appeals of those adjudications are performed under the provi-
sions of Executive Order 12968. (See Chapter 6.) Adjudications and appeals of contractor

employees’ clearances are in accordance with the processes provided by Executive Order
10865. (See Chapter 7.)
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OPM maintains the Security Investigations Index (SII) which is a listing of all
security investigations conducted by that or any other civilian agency. (See Chapter 9.) It
1s now starting another data base that will list all security clearances granted or revoked
throughout the civilian agencies of the government, information not included in the SII.
The new index appears to overlap the DCII maintained by the Defense Security Service.

OPM characterizes all investigations on a scale of “A” through “D,” “A” cases
being those with no substantial issues, and “D” cases being those with very substantial
1ssues of concern. The cases are rated based upon a matrix of standards established by
OPM that it calls “issue codes” and “seriousness codes.”'® Code ratings are assigned by
the investigator to any questionable conduct relevant to the uniform Adjudicative Stan-
dards, the ratings are tallied and the case is assigned an overall rating. If a completed
investigation is coded “D” when forwarded by OPM to the requesting agency for adjudi-
cation, the agency must report back to OPM within 30 days of what action it has taken. If
the agency takes no action, OPM may revoke the employee’s eligibility for government
employment, based on a determination of “unsuitability.”

The number of investigations done by OPM, and the results of those investiga-
tions has remained remarkably consistent from year to year.'® Noteworthy is how many
contain “actionable” issues. Less than half the Single Scope Background Investigations,
Background Investigations and Limited Background Investigations show no “actionable”
issues. For Periodic Reinvestigations of those people already holding security clearances,
slightly more than half show no actionable issues. Individuals having National Agency
Check with Inquiries investigations for the lowest level clearances fared the best with the
least number of issues of concern.

In fiscal years 1996 through 1998, OPM conducted, on yearly average, 4,276
SSBIs for Top Secret clearances. Of those, only 45.8 percent of the individuals investi-
gated had no actionable issues, 35.2 percent had minor to moderate issues, and 6.3 per-
cent of individuals investigated had substantial major issues of security concern in their
background.'”’ The record was even worse for the 18,477 Background and Limited
Background investigations conducted annually. Of those, only 38.8 percent had no
actionable issues, 43.1 percent had minor to moderate issues of concern, and 10.6 of the
mnvestigations raised substantial major issues of concern. Surprisingly, investigations for
the lowest level clearances resulted in 61.7 percent of the applicants having no issues of
concern and only 0.5 percent with major issues.

Periodic reinvestigations of previously cleared persons who currently held secu-
rity clearances disclosed that a substantial number had issues of concern. Of the annual
average of 23,334 such investigations, only 63.8 percent had no issues of concern, while
30.2 percent had from minor/moderate to substantial/major issues, including 2.4 percent
in the worst category. The results of the periodic reinvestigations show a need for con-
stant vigilance, as almost one-third of those reinvestigated showed issues of concern in
their background investigation.
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OPM Investigations

Currently, regulations pertaining to OPM’s national security investigations are
found at 5 C.F.R. Parts 732 and 736.""® These regulations, in turn, refer to Chapter 732 of
the Federal Personnel Manual (which was abolished in 1993) for the investigative re-
quirements for each position sensitivity level.'” The current regulations were adopted
prior to tlic issuance of Executive Order 12968 and do not incorporate its new standards
and procedures.

Proposed revisions to Parts 732 and 736 were published in January 1996 but as of
January 1999 were still under consideration.''® The proposed revisions incorporate the
parts of the FPM, such as the investigative requirements and sensitivity levels of posi-
tions, included only by reference in the current regulations.

The granting of confidentiality to a source is far more restricted under the pro-
posed regulations. Whereas now, there is no limitation on promising that a source’s iden-
tity will be kept confidential, as proposed, a pledge of confidentiality could only be
granted “in the most compelling circumstances and only upon specific request by the
source.” A pledge of confidentiality could not be assumed and, if granted, would extend
only to tPlei identity of the source or any information that might reveal the source’s
identity.

OPM investigations are conducted in accordance with the OPM investigator’s
handbook, FPM Supplement 736-1, Conducting and Reporting Personnel Investigations
(February 1999). In general, the criteria and standards in the handbook for each type of
investigation are those described in the former Federal Personnel Manual. The handbook,
however, is much more extensive than the FPM, covering in detail how an investigation
1s to be conducted, including how to distinguish truthful responses from deceit. It
addresses the requirements for each type of investigation, how to conduct the field work
portion of the investigation, how to conduct the personal interview of the subject of the
investigation, and how to obtain information from record sources and from interviews
with persons other than the individual being investigated. The handbook describes the
process for evaluating and assigning seriousness codes to the information produced by
the investigation.

The proposed regulations also incorporate the provisions regarding the use of the
polygraph, formerly in the FPM.''? Its use under either the former FPM or the proposed
regulations is limited to those Executive Branch agencies which have a highly sensitive
intelligence or counterintelligence mission directly affecting the national security, “e.g., a
mission approaching the sensitivity of the CIA.” All other Executive Branch departments
and agencies are prohibited from initiating a polygraph examination for employment
screening purposes for applicants or appointees to the competitive service.' > Agencies
desiring to use the polygraph for preemployment screening must obtain the prior approval
of OPM and must adopt regulations in accordance with strict OPM standards specifying
how the polygraph is to be used.'"* OPM does authorize the use of polygraphs during
preemployment investigations of certain personnel in the Drug Enforcement Administra-
tion, including Special Agents and Intelligence Analysts. Some GSA employees assigned
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to DoD communications and certain selected positions in the Secret Service and the
Bureau of Alcohol, Tobacco, and Firearms are also polygraphed.

OPM allows its investigators to conduct only 10 percent of its investigations by
telephone and continues to check on applicants’ residences, finding that that produces
substantial information. :
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CHAPTER 5

Adjudicative Guidelines for Determining Eligibility
for Access to Classified Information

Development of the Guidelines

Before a prospective government employee, contractor employee, or member of
the military can have access to national security information, that person must first un-
dergo a background investigation. If anything questionable results, there will be an adju-
dication to determine whether the person is sufficiently trustworthy to hold a security
clearance. The individual must meet certain criteria, known as the Adjudicative Guide-
lines, relating to their honesty, character, integrity, reliability, judgment, mental health,
and association with undesirable persons or foreign nationals. In judging the person
against the criteria, traits that might make the person susceptible to coercion, bribery or
pressure, or cause him to act in a manner contrary to the best interest of the national secu-
rity are examined. An employee or military member must continue to meet these criteria
after being granted a clearance to remain eligible for access to classified information.

Although the United States Government has long had programs to protect national
security secrets, it was not until 1953, with the issuance of Executive Order 10450, that
the criteria for judging a person’s eligibility for a security clearance were first formalized.
That executive order remains in effect. The criteria formulated in Executive Order 10450,
although often reworded and reworked, are essentially the same today as they have been
for more than 45 years.

Because Executive Order 10450 is applicable to only government employees,
Executive Order 10865 subsequently established guidelines for safeguarding classified
information within industry. The later executive order did not establish separate suitabil-
ity standards, so by directive of DoD the adjudicative criteria of the earlier executive
order were made applicable to non-government employees.' '

Over the years as administrations changed, each would issue its own executive
order modifying and adjusting the systems, standards, and procedures for protecting
national security information.''® Also, each agency dealing with classified information
applied its own interpretations to the standards for clearances of Executive Order 10450.
Within DoD alone, interpretation and application of the standards fluctuated over time
from very general to very specific to rather general again.

Because of inconsistencies among government agencies, resulting in agencies
having to get multiple clearances for the same employee using different standards, legis-
lation in 1994 required the Executive Branch “to establish uniform minimum require-
ments governing the scope and frequency of background investigations of all employees
in the Executive Branch of government who require access to classified information as
part of their official duties.”''” That requirement was binding on all departments,
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agencies and offices of the Executive Branch for their employees, but did not apply to
contractor employees.

The requirements of the statute were implemented by the issuance of Executive
Order 12968 on August 2, 1995, which directed the Security Policy Board to develop a
common set of adjudicative standards for background investigations for access to classi-
fied information.''® It also extended the application of the law to the nongovernment
workforce. Under the Executive Order, agencies were allowed to use any lawful investi-
gative procedure to resolve issues that might arise during an investigation. The statutory
mandate was further accomplished by the Security Policy Board’s issuance of its Um-
form Adjudicative Guidelines on March 24, 1997.'"

Although not required by statute, the Executive Order and the Security Policy
Board’s Uniform Guidelines apply not only to all U. S. government civilian and military
personnel, but also to consultants, contractors and their employees, and licensees and
grantees of the government. 120 The Guidelines apply to collateral clearances, i.e., Confi-
dential, Secret, and Top Secret, to determinations for access to Sensitive Compartmented
Information and to Special Access Programs, and to “Q” and “L” accesses under the
Atomic Energy Act. '

The Security Policy Board also adopted Uniform Investigative Standards for all
access investigations. Those standards allow for enhanced investigative requirements for
certain Special Access Programs that may be specifically approved under Executive
Order 12958."?! The Uniform Standards require that investigations that meet the require-
ments at a given level must be mutually and reciprocally accepted by all agencies.' >

The Uniform Adjudicative Guidelines

The Uniform Adjudicative Guidelines for determining access eligibility apply to
all persons in the Executive Branch except the President and Vice President. They also
apply to consultants, contractors and their employees, licensees, certificate holders and
grantees and their employees, and to any other person acting for an agency who requires
access to classified information, to Sensitive Compartmented Information, or to Special
Access Programs. The application of the guidelines has been extended to the Judicial
Branch, except for justices of the Supreme Court and judges who are exempt, by proce-
dures established by the Chief Justice.'*> The guidelines apply not only to persons being
considered for initial eligibility for access to classified information including applicants
for employment, but also to those already having an access who have a continued need.
Persons seeking or having access to Sensitive Compartmented Information and Special

Access Programs are also judged by them. They are used by government departments and
agencies in all final clearance determinations.'

The following “Uniform Guidelines,” “Adjudicative Process,” “Concerns,” “Gen-
eral Considerations,” “Disqualifying Conditions” and “Mitigating Conditions” are essen-
tially as stated in the Adjudicative Guidelines issued by the Security Policy Board. The
“Comments” following each guideline are those of the author.
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The Uniform Guidelines

The guidelines for evaluating a person’s eligibility for a clearance or access to
classified information are the following:'?

Allegiance to the United States

Foreign influence

Foreign preference

Sexual behavior

Personal conduct

Financial considerations

Alcohol consumption

Drug involvement

Emotional, mental, and personality disorders
Criminal conduct

Security violations

Outside activities

Misuse of information technology systems

The Adjudicative Process

Determining a person’s eligibility for access to classified information is more than
just a mechanical application of the Adjudicative Guidelines. Eligibility is predicated not
only upon an individual’s meeting these personnel security guidelines, but on an exami-
nation of a sufficient period of a person’s life to be able to make an affirmative determi-
nation that the person would not be a security risk. There must be a careful “common
sense” weighing of a number of variables, known as the “whole person concept,” in
reaching a determination. This includes information both past and present, favorable and
unfavorable abuut the person.

In evaluating the relevance of an individual’s conduct, an adjudicator must con-
sider the following factors:

(1)  The nature, extent, and seriousness of the conduct;

(2)  The circumstances surrounding the conduct, to include knowledgeable
participation;

(3)  The frequency and recency of the conduct;
(49)  The individual’s age and maturity at the time of the conduct;
(5)  The voluntariness of the person’s participation;

(6) The presence or absence of rehabilitation and other pertinent behavioral
changes;

(7)  The motivation for the conduct;
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(8)  The potential for pressure, coercion, exploitation, or duress; and
(9)  The likelihood of a continuation or recurrence of the conduct.'?®

The Adjudicative Guidelines require that each case must be judged on its own
merits, but that any doubt must be resolved against granting access to classified informa-
tion. In the end, there must be a finding that it is clearly consistent with national security
to grant an individual a clearance and access.

Although adverse information concerning a single guideline may be insufficient
to require an unfavorable determination, an individual may be disqualified if information
reflects a recent or recurring pattern of questionable judgment, irresponsibility or emo-
tionally unstable behavior. Notwithstanding the “whole person” concept, an investigation
may be terminated if significant, reliable, disqualifying, adverse information becomes
apparent. The final determination remains the responsibility of the Department or agency
having the classified information.'”’

When information of a security concern becomes known about an individual who
currently holds an eligibility for access to classified information, the adjudicator must
also consider whether the person:

(1)  Voluntarily reported the information;

(2)  Was truthful and complete in résponding to questions;

(3)  Sought assistance and followed professional guidance where appropriate;
(4)  Resolved or appears likely to favorably resolve the security concern; and
&) Has demonstrated positive changes in behavior and employment;

After evaluating the information of security concern, the adjudicator may consider
temporarily suspending the person’s access pending a final adjudication. Where the in-
formation is not serious enough to warrant a revocation of a security clearance, the clear-
ance may be continued with a warning that future incidents of a similar nature may result
in revocation of access.'*®

Comments'?

The importance of the “whole person” concept cannot be over emphasized. Con-
duct by one person that is unacceptable might not disqualify another. For example, the
use of a variety of drugs by a person in high school or college, even to a substantial de-
gree, might not disqualify that person, while a single use of marijuana by an adult while
that person held a security clearance would probably cause loss of a clearance. Also, a
person active in his community and with a record of service to others would be more
likely to retain his clearance after being caught shoplifting during a period of emotional
stress, than someone with a series of minor traffic offenses and arrests for public disorder
involving alcohol.*® Someone with a diligent work record and a history of adherence to
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rules and regulations would be more likely to retain his clearance after a single violation
of security regulations than someone with the same violation who habitually disregarded

work rules.

In an adjudication of an alleged violation of the guidelines, testimony or affidavits
by a spouse, parent, clergy, physician, supervisor, coworker, or neighbor, as appropriate
to the situation, can often provide information about the individual’s “whole person”
which would not be found in the investigative file of the alleged violation of the guide-

lines.'!

Guideline A—Allegiance to the United States'**

The Concern. An individual must be of unquestioned allegiance to the United
States. The willingness to safeguard classified information is in doubt if there is
any reason to suspect an individual's allegiance to the United States.

Disqualifying Conditions:

(1)

@

€)

@

Involvement in any act of sabotage, espionage, treason, terrorism, sedition,
or other act whose aim is to overthrow the Government of the United
States or alter the form of government by unconstitutional means;

Association or sympathy with persons who are attempting to commit, or
who are committing, any of the above acts;

Association or sympathy with persons or organizations that advocate the
overthrow of the United States Government, or any state or subdivision,
by force or violence or by other unconstitutional means; or

Involvement in activities which unlawfully advocate or practice the com-
mission of acts of force or violence to prevent others from exercising their
rights under the Constitution or laws of the United States or of any state.

Mitigating Conditions:

(M

)

3

4

The individual was unaware of the unlawful aims of the individual or
organization and severed ties upon learning of these;

The individual’s involvement was only with the lawful or humanitarian
aspects of such an organization,;

Involvement in the above activities occurred for only a short period of
time and was attributable to curiosity or academic interest; or

The person has had no recent involvement or association with such
activities.
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Comments

Guideline A is probably the least-used guideline for denying or revoking a clear-
ance.'*® The Defense Security Service is required, if it discovers involvement with sabo-
tage, espionage, treason, or efforts to overthrow the government by unconstitutional
means, to turn the matter over to the appropriate counterintelligence agency or the FBI
for investigation and ultimately criminal prosecution.'** More problematic is a person’s
involvement with organizations whose aim is to prevent others from exercising their con-
stitutional rights, such as the Ku Klux Klan or anti-abortion groups that engage in acts of
physical violence. The line between opinion and action is often a fine one, and the guide-
line draws that line at “involvement in activities.” No such line is drawn, however, when
it comes to sabotage, espionage, or treason, In that case, “sympathy” with persons
attempting to commit such acts is sufficient grounds to resolve “any doubt in favor of the
national security.”

An issue sometimes arises with organizations having both a violence-advocating
arm and one that provides humanitarian relief. While involvement with only the humani-
tarian aspects of such an organization is not grounds for losing a clearance, the argument
is made that contributions for such purpose permits the organization to divert funds, oth-
erwise used for humanitarian relief, to acts of violence.

Guideline B—Foreign Influence'*’

The Concern. A security risk may exist when an individual’s immediate family,
including cohabitants and other persons to whom he or she may be bound by
affection, influence, or obligation are not citizens of the United States or may be
subject to duress. These situations could create the potential for foreign influence
that could result in the compromise of classified information. Contacts with
citizens of other countries or financial interests in other countries are also relevant
to security determinations if they make an individual potentially vulnerable to
coercion, exploitation, or pressure.

Disqualifying Conditions:

(1)  Animmediate family member, or a person to whom the individual has
close ties of affection or obligation, is a citizen of, or resident or present
in, a foreign country;

(2)  Sharing living quarters with a person or persons, regardless of their citi-
zenship status, if the potential for adverse foreign influence or duress
exists;

3)