NAVAL POSTGRADUATE SCHOOL
Monterey, California

THESIS

QUALITY OF SERVICE SCHEMES FOR MOBILE AD-HOC
NETWORKS

by

Leonardo da Silva Mattos

March 2001
Chairman of Committee and Supervisor: Murali Tummala
Committee Member: John McEachen
Committee Member: Robert Ives

Approved for public release; distribution is unlimited.

0010511 091




Form Approved
OMB No. 0704-0188

REPORT DOCUMENTATION PAGE

Public reporting burden for this collection of information is estimated to average ! hour per response, including the time for reviewing instruction, searching existing
data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or
any other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information
Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction
Project (0704-0188) Washington DC 20503.

2. REPORT DATE
March 2001

1. AGENCY USE ONLY (Leave blank) 3. REPORT TYPE AND DATES COVERED

Engineer's Thesis

4. TITLE AND SUBTITLE: 5. FUNDING NUMBERS

Quality of Service Schemes for Mobile Ad-hoc Networks

6. AUTHOR(S)
Mattos, Leonardo da Silva.

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

Naval Postgraduate School REPORT NUMBER
Monterey, CA 93943-5000

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10.SPONSORING/MONITORING
SPAWARSYSCEN, D841 (Attn: Dr. North) AGENCY REPORT NUMBER

53560 Hull Street, San Diego, CA 92152 - 5001

11. SUPPLEMENTARY NOTES
The views expressed here are those of the author and do not reflect the official policy or position of the
Department of Defense or the U.S. Government.

12a. DISTRIBUTION/ AVAILABILITY STATEMENT
Approved for public release; distribution is unlimited.

12b. DISTRIBUTION CODE

13. ABSTRACT (maximum 200 words)
This thesis proposes schemes to provide Quality of Service (QoS) in mobile ad-hoc networks (MANETS).

To achieve QoS, independently of the routing protocol, each mobile node participating in the network must
implement traffic conditioning, traffic marking and buffer management (Random Early Drop with in-out dropping) or
queue scheduling (Priority Queuing) schemes. In MANETS, since the mobile nodes can have simultaneous multiple
roles (ingress, interior and destination), it was found that traffic conditioning and marking must be implemented in
all mobile nodes acting as source (ingress) nodes. Buffer management and queue scheduling schemes must be
performed by all mobile nodes.

By utilizing the Network Simulator (NS2) tool, this thesis focused on the empirical performance evaluation
of the QoS schemes for different types of traffic (FTP/TCP, CBR/UDP and VBR/UDP), geographical areas of
different sizes and various mobility levels. Key metrics, such as throughput, end-to-end delay and packet loss rates,
were used to measure the relative improvements of QoS-enabled traffic sessions. The results indicate that in the
presence of congestion, service differentiation can be achieved under different scenarios and for different types of

traffic, whenever a physical connection between two nodes is realizable.

14. SUBJECT TERMS
Joint Tactical Radio System, Network Simulator 2, Dynamic Source Routing, Quality of Service,
Resource Reservation Protocol, Differentiated Services, Mobile Ad-hoc Network

15. NUMBER OF
PAGES 178

16. PRICE CODE

17.SECURITYCLASSIFICATION | 18.SECURITYCLASSIFICATION | 19. SECURITY CLASSIFICATION | 20. LIMITATION
OF REPORT OF THIS PAGE OF ABSTRACT OF ABSTRACT
Unclassified Unclassified Unclassified UL

NSN 7540-01-280-5500 Standard Form 298 (Rev. 2-89)

Prescribed by ANSI Std. 239-18 298-102




THIS PAGE INTENTIONALLY LEFT BLANK

ii




Approved for public release; distribution is unlimited
QUALITY OF SERVICE ANALYSIS IN MOBILE AD-HOC NETWORKS

Leonardo da Silva Mattos
Lieutenant Commander, Brazilian Navy
B.S., Escola Naval (Brazil), December 1988
B.S.E.E., Universidade de Sdo Paulo (Brazil), December 1994

Submitted in partial fulfillment of the

requirements for the degrees of

ELECTRICAL ENGINEER
and
MASTER OF SCIENCE IN ELECTRICAL ENGINEERING

from the

NAVAL POSTGRADUATE SCHOOL
March 2001

Leonardo da Silva M.—a'ttos

Approved by:

Murali T/%rman %mmlttee and Supervisor

cEachcn Committee Member

mlves Committee Member

J effrey B Knorr, Chairman
Department of Electrical and Computer Engineering

iii




THIS PAGE INTENTIONALLY LEFT BLANK

iv




ABSTRACT

This thesis proposes schemes to provide Quality of Service (QoS) in mobile ad-
hoc networks (MANETS). To achieve QoS, independently of the routing protocol, each
mobile node participating in the network must implement traffic conditioning, traffic
marking and buffer management (Random Early Drop with in-out dropping) or queue
schedﬁling (Priority Queuing) schemes. In MANETS, since the mobile nodes can have
simultaneous multiple roles (ingress, interior and destination), it was found that traffic
conditioning and marking must be implemented in all mobile nodes acting as source
(ingress) nodes. Buffer management and queue scheduling schemes must be performed

by all mobile nodes.

By utilizing the Network Simulator (NS2) tool, this thesis focused on the

empirical performance evaluation of the QoS schemes for different types of traffic
(FTP/TCP, CBR/UDP and VBR/UDP), geographical areas of different sizes and various
mobility levels. Key metrics, such as throughput, end-to-end delay and packet loss rates,
were used to measure the relative improvements of QoS-enabled traffic sessions. The
results indicate that in the presence of congestion, service differentiation can be achieved
under different scenarios and for different types of traffic, whenever a physical

connection between two nodes is realizable.
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EXECUTIVE SUMMARY

The Joint Tactical Radio System (JTRS) acquisition program was established to
develop a new family of tactical digital radios that will be interoperable with existing
tactical radios, will be capable of performing wireless data internetworking, and will be
based on a common communications system architecture. The most ambitious objective
of JTRS is to exploit the radios to work effectively in a mobile ad hoc network (MANET)
environment. Quality of Service (QoS), among other issues, is one of the main
requirements to achieve the desired efficiency.

QoS support in networks means providing the applications with enough network
resources in order to achieve acceptable performance. Delay-sensitive applications such
as real-time voice/video or important file transfers, should receive special treatment from
the network compared to other low priority traffic. By doing this, the network offers QoS
support to the high priority traffic, improving the perceived quality of the information
contained in the traffic.

The wireless bandwidth constraints and dynamic, multi-hop topologies of mobile
ad-hoc networks do not allow direct application of QoS protocols widely available for
fixed Internet Protocol (IP) and cellular networks. Because of MANETS’ dynamic nature
and bandwidth limitations, the use of any type of signaling-based protocol, such as
Resource Reservation Protocol (RSVP), to guarantee bandwidth is not recommended. By
adapting DiffServ function blocks and using the IntServ/RSVP’s per-flow approach from
fixed IP-network, this thesis proposes schemes to provide QoS for MANET: in a flexible
manner.

To achieve this objective, the mobile nodes participating in a MANET must
implement traffic conditioning and buffer management or packet scheduling schemes.
Traffic packets are conditioned and marked as high or low priority before being sent to
the wireless channel. By utilizing the buffer management or the packet scheduling
scheme in each node’s buffer, the mobile nodes are able to prioritize the service of
packets pre-defined as high priority.

| By extensive simulation under different MANET scenarios, this thesis evaluated

the performance of the proposed QoS schemes, in terms of throughput, end-to-end delay

Xix




and packet loss rates. Different traffic patterns, such as file transfer using a reliable
connection service and constant and variable bit rate streams using a datagram delivery
service, were evaluated. Results indicated that in the presence of congestion, service
differentiation was achieved using either packet scheduling or buffer management
schemes for all types of traffic under a variety of geographical areas (400 to 2500 km?)
and mobility levels. High priority traffic sessions obtained relative throughput
improvements compared to sessions with low priority. Additionally, simulation results
indicated that in MANETS, the built-in congestion control mechanisms of the reliable
connection service can degrade the overall throughput performance but keep the loss
rates and the end-to-end delay at low levels. On the other hand, for real-time traffic using
datagram service, traffic differentiation is achieved, but the absence of any congestion
control mechanisms along with the mobile node’s limited buffer size causes loss rates

and end-to-end delays to increase significantly sometimes.
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I INTRODUCTION

A. MOTIVATION

The quality of service (QoS) issues in mobile ad-hoc networks (MANET) are
better understood by taking into consideration the unique requirements of typical military
traffic applications that demand QoS guarantees. According to [1], scalability, ease-of-
use, mobility and QoS guarantees are requirements that must be supported by the future
networked radio nodes in the envisioned mobile ad-hoc network environment of military
operations.

Presently, military systems tend to achieve QoS by relying on application-
specific, dedicated systems [2]. For example, QoS can be provided by reserving a
frequency channel exclusively for a certain mission-critical application. While this
approach provides some degree of QoS, it might lead to poor utilization of scarce
wireless bandwidth.

Commercial systems, such as cellular telephones or mobile IP networks, obtain
QoS capability through virtual circuit switching and by relying on the fixed
infrastructure. In both cellular and mobile IP networks, the receiving node is typically
one hop away. Cellular systems use a circuit switching approach in which bandwidth
reservation is achieved with the help of explicii signaling established in the network prior
to communication. Mobile IP communications might utilize the fixed infrastructure and
protocols, such as RSVP, to provide resource reservation. In contrast, the dynamic nature
of the ad-hoc multi-hop wireless networks requires more responsive protocols (with low
overhead), and the virtual circuit approach is not attractive in MANETS.

In addition, today’s military systems need to transmit multimedia traffic, such as
voice, video, text, and images. It is known that the specific characteristics of these types
of traffic demand better network response to guarantee performance metrics, such as
delay and throughput. While providing QoS guarantees to multimedia flows in fixed or
one-hop (cellular like) wireless networks is a problem that has been addressed to some
extent in the past, for MANETSs the solutions are in early stages of research and

development.




The motivation behind this thesis is the need to address the QoS issues in
MANETs in order to overcome the challenges imposed by the dynamic, rapidly

changing, multi-hop and bandwidth-constrained wireless ad-hoc environment.

B. OBJECTIVES

The objectives of this thesis are to empirically analyze the QoS-related issues in
all layers of the existing protocol stack and to propose and develop schemes and
algorithms to provide QoS for mobile nodes in a MANET during congestion,
independent of the routing protocol being used. The intended QoS protocols must allow
service differentiation between high priority traffic sessions and low priority traffic
sessions in terms of throughput, delay, and other metrics. Service differentiation is
achieved by implementing traffic conditioning, traffic marking, Priority Queuing (PQ),
and Random Early Drop with IN/OUT (RED/RIO) queuing disciplines in the mobile
nodes. Since analytical (mathematical) modeling of the QoS problem is 'complex due to
the dynamic behavior of MANETS, several simulations were run under different
scenarios for different types of traffic in order to verify the performance of the proposed

QoS schemes.

C. THESIS OUTLINE

This thesis is organized as follows. Chapter II presents an overview of Software
Defined Radios (SDR) and the Joint Tactical Radio Systems (JTRS) program, which is
the main motivator of this thesis. It also points to the increasing need for investigating
MANET protocols for military use, especially the protocols related to Quality' of Service.
Chapter III reviews the basis of mobile ad-hoc networks, emphasizing the QoS-related
issues of each layer of the protocol stack. Chapter IV describes the challenges in
providing QoS in MANETS. It also reviews two QoS protocols for fixed IP networks,
highlighting the limitations and advantages of applying them to MANETS. Chapter V
presents the schemes and algorithms investigated to provide QoS in MANETs. It

discusses the assumptions made to implement the QoS model in MANETSs. Based on
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that, the details of the algorithms utilized by the model are discussed. Chapter VI
describes the network simulation tool and presents the details of the parameters used to
simulate certain military scenarios. Chapter VII shows the graphical simulation results for
different scenarios and traffic types. Chapter VI concludes the thesis by reviewing the
results achieved and by suggesting future extensions to the proposed model. Appendix A
contains an example of a script file program generated by the user. Appendix B contains
a segment of an output trace file generated by one of the simulations. Examples of node
movement and traffic pattern files are shown in Appendix C and Appendix D,

respectively.




THIS PAGE INTENTIONALLY LEFT IN BLANK




II. SOFTWARE DEFINED RADIOS (SDR)

In the modern war environment, wireless mobile networks are envisioned to
provide seamless connectivity among radio nodes and provide a communications
backbone that can be deployed on short notice. Future radio nodes are planned to be all
digital, hence programmable and flexible. Legacy systems typically consist of single
band or single mode radios that have limited or no networking capability. Consequently,
legacy systems require complex technology solutions to be integrated into networks. The
main goal of the Joint Program Office (JPO) is to migrate the existing legacy systems to
systems compliant with an open architecture in which each mobile node is represented by
a software-defined radio (SDR) belonging to an integrated mobile ad-hoc network
(MANET).

This chapter starts with an overview of the SDR technology. Section B
summarizes the JTRS program and introduces the Digital Modular Radio (DMR), which
is the present US Navy effort related to the JTRS program. In Section C, we present the

current areas of research in the context of JTRS.

A. OVERVIEW

In principle, the Software Defined Radio (SDR) is a flexible hardware platform
that integrates functional modules and software, as required, to realize a specified radio
node operating over a defined frequency band. SDR is an implementation technique that
increases the speed, flexibility and economy with which wireless systems and equipment
can be developed, deployed, upgraded and debugged. In SDR, information channel
processing is accomplished by software-programmable, hardware re-configurable
processor elements, such as digital signal processing (DSP) chips, microprocessor chips,
field-programmable arrays (FPGA), and other programmable devices [1].

By using the SDR technology, tactical radjos will be able to perform more than
one radio node function associated with a particular frequency range and waveform. SDR
will enable emulation of numerous legacy air interfaces and will act as a bridge between

incompatible air interfaces. This will certainly lengthen the useful life of legacy systems,
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diminish the barriers to communications among military services and allied forces, and
ease the transition from legacy radios to SDRs.

The ultimate objective of the SDR technology is to provide an efficient and
comparatively inexpensive mechanism for the production of multi-mode, multi-band,
multi-functional wireless devices that can be enhanced using software upgrades.
Consequently, SDR provides the baseline upon which an advanced radio capable of
meeting increasing networking, security, and life cycle cost concerns can be built. Figure

2.1 is the functional interface diagram of a SDR [1].
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Figure 2.1 Functional Interface Diagram in SDR Architecture (After Ref. [1]).

B. JOINT TACTICAL RADIO SYSTEMS (JTRS)

JTRS is a joint acquisition program with the Army assigned as the lead service.
The Joint Tactical Radio System acquisition program was a result of the 1997
Quadrennial Defense Review (QDR), which called for all the services to combine and
integrate all tactical radio development. The JTRS Joint Project Office (JPO) is
represented by all of the services.

As outlined in the JTRS Mission Need Statement and the JTRS Joint Operational

Requirements Document [1], the goal of the JTRS project is to develop a family of
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affordable, high-capacity tactical radios to provide both line-of-site and beyond-line-of-
site Command, Control, Communications, Computer and Intelligence (C4I) capabilities
to the war fighters. This family of radios aims to cover an operating spectrum from 2
MHz to 2 GHz and will be capable of transmitting voice, video and data. The radios must
be interoperable, affordable and scalable.

One of the most critical decisions by JPO in the system engineering process of
JTRS was to mandate the adoption of the SDR technology. SDR forms the framework
upon which the entire JTRS design will be assembled. The essential premise behind the
JTRS project is to leverage commercial-off-the-shelf (COTS) and software defined radio
(SDR) technologies to produce a new family of tactical radios that are multi-functional
with advanced wireless data networking capabilities to meet the needs of modern
information warfare.

Based upon an open architecture framework, JTRS allows multiple vendors to
participate in the design of the hardware platform and the development of software

functions.

1. Digital Modular Radio (DMR)

The DMR is a Navy effort to procure a modular, scalable, software
programmable, re-configurable digital radio to satisfy near term Ultra High Frequency
(UHF) and Very High Frequency (VHF) communications requirements until the JTRS is
available [3]. In a DMR, many components traditionally realized in hardware are
implemented in software. Thus, a DMR is a2 SDR.

DMR covers a frequency band from 2 MHz to 2 GHz and is capable of operating
on four RF channels simultaneously. The RF channels can operate on any combination of
supported modulation waveforms, and new waveforms may be added via software
upgrades. DMR is based on an open systems architecture, which is designed to allow any
information channel to be connected to any other information channel. This enables
features such as bridging between RF waveforms, simulcasting and routing data between

wireline and wireless channels [3].




DMR is currently under development. One of its desired features is to act as a
line-of-site (LOS) wireless networking radio, capable of transmitting voice, video and
data to/from any mobile node (ship, tank, helicopter, aircraft, etc.) in a MANET. These
features are envisioned to offer automatic network formation and maintenance, automatic
relaying to extend LOS range, independent encryption and QoS guarantees to each user
service (voice, data, video), robustness against jamming, denial of service, and spoofing
attempts, and robustness to random node failures.

DMR is intended to allow for prototyping of various network algorithms and

implementation of the eventual joint wireless standards as established by JTRS.

C. MOBILE NETWORK PROTOCOLS FOR JTRS

One of the technical challenges that must be addressed in developing JTRS
compliant implementations is the ability to network the radios in a mobile ad-hoc
environment. In addition to supporting legacy network protocols, the JTRS Architecture
aims to support emerging wideband networking capabilities for voice, data, and video.
The new war fighting paradigms demand mobile, flexible networks that automatically
adapt to the war fighter’s needs. These paradigms, as expressed in [1], require mobile
networking capabilities far beyond what is possible with the currently available
technology. As a result, JTRS networking protocols must support a variety of services,
including automatic neighbor and link quality discovery, automatic neighbor
reconfiguration, QoS guarantees, precedence and priority marking, and automatic
relaying of traffic.

JTRS has motivated the industry and the researchers to develop a networking
structure that is more robust and responsive than the current IP protocol stack largely
used in the fixed IP networks. The current areas of research include: routing protocols,
quality of service (QoS), medium access control (MAC), low power design, mobility
management, and security. The development and implementation of mobile 'nctworking
protocols and its mapping into the technical architecture of the next generation of radios
is one the most complex technical challenges to the JTRS effort [1]. In support of this
effort, this thesis will address the QoS issues in MANETS.
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III. MOBILE AD-HOC NETWORK (MANET)

This chapter provides the necessary background on MANETSs and presents the
details of the protocol stack required to provide QoS capability in mobile nodes. The first
section looks at the characteristics and applications of MANETs. In the following
sections, the MANET protocol stack is described in a layer-by-layer fashion. From the
physical to the application layer, each section presents the main issues that must be

addressed to provide QoS in MANETS.

A. BACKGROUND

The basic idea behind mobile ad-hoc networking (MANET) was first championed
by the DARPA packet radio networks or mobile packet radio in the 1970s. Since then,
the technology has evolved significantly and applicable commercial radio technologies,
such as IEEE 802.11 Wireless Local Area Network (WLAN) standard, have begun to
appear. Previously, most of the interest in MANETS has been from the military side, and
commercial interest is a recent phenomenon due to the demand for mobile computing [4].

Unlike Mobile IP or cellular networks where there is always reliance on pre-
established fixed backbones, MANETSs are intended to be autonomous and function
independent of any fixed infrastructure, with the exception of a few possible gateways to
provide access to a larger network or the Internet. Figure 3.1 shows the conceptual
difference between two layers of mobile networks.

The Mobile IP layer consists of hosts temporarily attached to routers on a fixed
network. Hosts in this layer are one hop away from a fixed router, and their connections
may be wired or wireless. In cellular networks, although they are not IP based, mobile
nodes and base stations are also only one hop away from each other. On the other hand,
the mobile nodes in a MANET do not require any routing support as they form their own
mobile infrastructure in parallel to the fixed one. The focus of this thesis is on the issues
related to MANETSs, where mobile nodes can be separated by more than one hop and

hosts and mobile routers are distinguished only logically.
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Figure 3.1 Mobile IP (Mobile Host/Fixed Router) and Mobile Ad-hoc (Mobile
Host/Mobile Router) Networks (After Ref. [4]).

In principle, in the case of MANET, a single mobile node can simultaneously
perform two roles during traffic exchange: host and router [5]. In the role of a host, a
node can be the source or the destination of different types of traffic. As a router, it is
responsible for relaying packets to the intended destinations and to maintain the routing
paths. If a MANET has interfaces with a fixed network infrastructure, it typically
operates as a "stub", carrying traffic that is either sourced or terminated within the
MANET, but not permitting external traffic to “transit” through the stub network. The
physical layer among MANET mobile nodes is assumed to be wireless, and it will be
further explored in Section C.

Essentially, a MANET can be treated as an autonomous system of mobile nodes
[5]. In terms of applications, it is well suited for enabling peer-to-peer operation in
mobile, forward-deployed military networks or for situations where it is not feasible to
provide the necessary fixed infrastructure, like in emergency situations (search-and-
rescue, fire fighting, etc.). The management requirements for organizing and controlling
the network are distributed among the nodes themselves.

Networking in MANETSs presents new challenges since both the users and the

infrastructure are in constant transition. As shown in Figure 3.2, forward-deployed
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military MANETs are envisioned as relatively large, dynamic, and heterogeneous
networks with several mobile nodes per domain. Depending on the application scenario,

the nodes may be located in manned or unmanned aircraft, ships, trucks, cars, and

perhaps even carried by people as handheld devices or manpacks.

Figure 3.2 Typical MANET Military Application Scenarios.

MANETS have four unique characteristics that differentiate them from the fixed
multi-hop networks [4]: dynamic topology, bandwidth constraints, energy constraints and
limited physical security. The first characteristic implies that nodes can move arbitrarily,
changing the topology randomly and rapidly depending on the scenario. The second
means that wireless links have significantly lower capacity than wired links, which
intensifies congestion problems and requires special consideration for the bandwidth-
delay characteristics. Also, the effective throughput of wireless communication channels
is often much less than a radio’s maximum transmission rate due to multiple access,
fading, noise, and interference effects. The third refers to the fact that some or all nodes
in 2 MANET may rely on batteries for energy, making power conservation a critical
design criterion. Finally, wireless networks are generally more prone to information and
physical security threats than are fixed, hardwired networks. Thus, security threats must
be taken into account in the design and selection of the protocols and in the development

of applications.
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B. PROTOCOL STACK

The Internet Engineering Task Force (IETF) MANET Working Group has taken
the lead in the development of a reference protocol stack (depicted in Figure 3.3) for the
mobile nodes. The protocols that support mobile networking must be compatible with the
TCP/IP suite [5]. In this thesis, the emphasis will be on the wireless side (see Figure 3.3)
of the mobile node’s protocol stack.

The traffic can be generated in two different ways. First, it can be generated by a
given mobile node itself. Second, it can be generated by another node (in which case this
node is simply relaying the packet traffic) or the traffic might have originated in a fixed
node and was passed along to a mobile node via the wired side of the protocol stack. In
both cases, the MANET routing protocol updates the IP header fields of the packet and
the physical address of the “Radio-Frequency (RF) Ethernet” of the next-hop mobile
node. The packet is then forwarded to the wireless MAC protocol, which is finally sent
via the wireless RF network interface when the channel becomes available.

The main focus of the MANET working group is the development and
standardization of routing protocols that reside at the network-layer. The MANET routing
protocols must provide effective operation over a wide range of mobile network

“scenarios, support traditional connectionless IP service and react efficiently to topological
changes and traffic demands while maintaining effective routing in a mobile networking
context. The standardization process of the routing protocols must guarantee
compatibility and interoperability with Internet standards in the other layers, both existing
and under development. Backward compatibility with the traditional wired IP routing is
an upfront requirement and extends the existing fixed infrastructure [5].

As displayed in Figure 3.3, the QoS issues are present across the protocol layers.
This thesis aims to emphasize only the upper-layer (application) QoS related problems
while highlighting how different aspects of other layers influence the QoS. The following
sections will cover the main issues and the assumptions made in this thesis in each layer
of the envisioned MANET protocol stack in order to create an appropriate model for

simulation in typical military scenarios.
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Figure 3.3 Mobile Node Protocol Stack.

C. PHYSICAL LAYER

Unlike wired channels that are stationary and predictable, wireless channels are
time varying and do not offer easy analysis. Modeling the wireless physical layer has
been one of the most difficult challenges of mobile radio systems design, and is often
done empirically, based on measurements made specifically for an intended
communication system or spectrum allocation [6]. The main issues are related to the
propagation phenomena of radiowaves, which is dependent on several factors such as:
frequency of operation; transmitter and receiver characteristics; antenna gains and
coverage patterns; distance between sending and receiving nodes; height of the nodes and
obstacles between them; terrain and environment features; and presence of noise and
multipaths, among others.

The weight given to each of these factors will be a function of the specific
scenario in which the mobile ad-hoc network is established. While factors, such as
frequency and receiver characteristics, are likely to remain constant during traffic
exchange, others, such as noise and distance, are likely to vary with time and location.

Several mathematical propagation models exist in the literature to address these
issues [6]. By taking the appropriate factors into consideration, all the models aim to
predict, with certain probability, the average received signal power of a selected traffic
signal under a specific environment at a given distance from the transmitter.
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At the physical layer of each mobile node device, there is a receiving threshold
level. A traffic packet is considered to be received if its signal power is above the
receiving threshold. However, often times, although the packet is received, it may contain
errors due to channel noise effects (Gaussian noise, slow and fast fading, jamming, etc.),
which lead to erroneous packet reception.

Clearly, for tactical communications, good performance over a wide range of
channel conditions is essential. Thus, to minimize the effects introduced by channel
noise, several approaches can be used, such as: forward error correction (FEC) by coding
the information (e.g., convolutional, cyclic, block codes); retransmission of the erroneous
packets by using automatic repeat request (ARQ); special modulation schemes; and smart
antennas at the receivers. These error-correction or error-minimization approaches are in
general associated with link quality monitoring schemes and are applicable based on the
status of the link. As link conditions deteriorate, FEC or ARQ can potentially be applied.
The down side of using FEC or ARQ is the overhead in a bandwidth constrained
environment, which can reduce efficiency (bps/Hz).

Although it is known that the propagation phenomena of electromagnetic waves
will have a considerable effect on the overall performance of a MANET and ultimately
on the desirable traffic QoS, the analysis of these effects and error-correction methods are
outside the scope of this thesis. Here, a simple physical layer propagation model based on
the two-way reflection approach for a specific UHF frequency range (300 MHz — 3GHz)
is adopted.

1. Simple Physical Layer Model

The receiving power using a free space propagation model for a single and clear
(unobstructed) direct line-of-sight (LOS) path between two communicating mobile nodes,

as defined by the well-known Friis formula, is given by:

PG,G.X

P.(d)=
() (4m)*d’L

(3.1)
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where Py is the transmitter power, d is the distance between the nodes, G; and G; are the
transmitter and receiver antenna gains, respectively, L is the system loss factor not related
to propagation (L > 1), and A is the wavelength. Friis equation shows that the received
power falls off inversely to the square of the separation distance (i.e., 20 dB/decade).

In a UHF mobile radio channel, a single direct path between transmitter and
receiver is not the only physical means of propagation. Consequently, in most cases, the
free space propagation model is innacurate when used alone. It is shown [6] that the two-
ray reflection model provides a more reasonable model than the free-space model,

especially at longer distances. Figure 3.4 displays the geometry of this model.
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Figure 3.4 Two-way Reflection Propagation Model in an UHF Frequency Range.

When the antenna heights (H;, H;) and the range (d) are such that the Earth can be

considered flat, the grazing angle for values below 10° is given by:
0= tan’ (H+H,)/d (3.2)

In this case, it can be shown [6] that the surface reflection coefficient approaches —1. The

received power is then given by:

P,G,G,HH’

F@==="%

(3.3)
For most shipboard installations, where the antenna heights are on the order of

tens of meters and the distances are on the order of kilometers, these assumptions are
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reasonable. From equation (3.3), at large distances (d >> 1/H H ), the received power

falls off inversely to the fourth power of the separation distance, which is a more rapid
path loss (40 dB/decade) than is experienced in free space. Also, it is important to notice
that at these ranges, the received power becomes independent of frequency.

On the other hand, the two-ray model does not give good results for short
distances due to the oscillation caused by the constructive and destructive combination of
the two rays (the reflection coefficient is no longer equal to —1). In this case, the first
ellipsoid of Fresnell will not touch the surface, and hence the free-space model can be
used. Therefore, a cross-over distance d. must be calculated so that when d < d,, equation

(3.1) is used, and when d > d,, equation (3.3) is used, where d_ is given by:
d.=(4 7H,H,)/ A ' (3.4)

where X is the wavelength. Figure 3.5 shows the behavior of the average received power
as a function of the separation distance between the mobile nodes, according to the two-

ray propagation model.

For the sake of simplicity, fading, i.e., the rapid fluctuations of the received signal
strength over very short distances (few wavelengths) or short time durations is not
considered. When a mobile node moves away from the transmitter over larger distances
(hundreds of meters), the local average received signal will gradually decrease and,
moreover, will fluctuate less. It is this average signal level, not the instantaneous signal

level, that will be predicted and used by the physical layer model in this work.

D. MEDIUM ACCESS CONTROL (MAC) LAYER

The MAC layer protocols to be used in MANET are required to provide the
following basic services for the upper layers [5]:

o Link status sensing and neighbor discovery;

e Reliable, in-order control packet delivery;

e Link and network layer address resolution and mapping; and

e Security authentication.
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Figure 3.5 Average Received Power versus Range.

Link status sensing and neighbor discovery are closely related to the “hidden
terminal” problem. As depicted in Figure 3.6, the broadcast nature of the wireless
medium allows node B to communicate with both nodes A and C. However, assuming
that the dotted circles are the ranges of each node, A and C cannot directly communicate
with each other, i.e., they are “hidden” from each other. When B transmits to C, D cannot
detect the transmission using the carrier sense mechanism, and hence, if D also transmits,
a collision will occur at node C.

A simple solution suggested in the IEEE 802.11 standard to avoid this problem is
based on request-to-send (RTS) and clear-to-send (CTS) messages. When node B wants
to transmit a packet to node C, it first sends an RTS to C. On receiving RTS, node C
responds by sending a CTS message, provided node C is able to receive that packet.
When a node, such as D or A, overhears a CTS message, it keeps quiet for the duration of
the transfer, which is known because it is included in both RTS and CTS messages. Thus,

the area covered by the transmission range (indicated by the vertical bars in Figure 3.6) of
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both the sender (B) and the receiver (C) is reserved for the duration of the data transfer
from B to C, to prevent collisions.

Reliability in data transfer is achieved by means of acknowledgements (ACK).
When node C receives a data packet from node B, node C sends an ACK to B. If node B

fails to receive the ACK message, it retransmits the data packet.

"""
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Figure 3.6 Hidden Terminal Problem (After Ref. [7]).

1. IEEE 802.11

IEEE802.11 [8] is a commercially adopted MAC layer standard for wireless
communication within local area networks (LAN). IEEE802.11 adopts a Distribution
Coordination Function (DCF), which uses RTS-CTS exchange to overcome the “hidden
terminal” problem and ACKs to achieve reliability. It' also uses a Carrier Sense Multiple
Access/Collision Avoidance (CSMA/CA) scheme based on dynamically selected backoff
intervals.

Due to the DCF algorithm, when a specific node i wishes to transmit a packet, it

chooses a “backoff” interval equal to B; slots, where B; is randomly chosen from the
18




uniform interval /0, C,]. C, is the so-called contention window and it is reset to a value
Cumin at the start, and after each successful transmission of a data packet by node i. If the
transmission medium is not idle, node i waits until it becomes idle. While the medium is
idle, B; is decremented by 1 after each slot time. If the medium becomes busy while B; is
non-zero, then B; is frozen while the medium is busy. B; is decremented again when the
medium becomes idle. Eventually, when B; reaches 0, node i transmits a RTS for the
intended destination of the packet. The destination node, on receiving the RTS, sends a
CTS packet. Finally, on receiving CTS, node i transmits the data packet. However, it is
possible that two nodes may choose their back-off intervals such that they both transmit
their RTS simultaneously, causing a collision between them. In this case, one of the
nodes will not receive a CTS and will then double its C,, will pick a new B; uniformly
distributed over [0, C,.], and will repeat the above procedure.

RTS-CTS and ACK messages, although serving useful purposes, can potentially
waste a large amount of network capacity by reserving the wireless shared medium over a
large area (see Figure 3.6). This has a direct impact on the TCP and UDP traffic
performance in multi-hop scenarios as will be shown later in Section D. Also, the use of
back-off intervals to avoid congestion results in unfairness when one node backs off more
than another node, i.e., one node may transmit several packets before the other node
transmits its first packet.

Several modifications of the IEEE802.11 have been proposed to address the MAC
fairness issue. Most of them provide fairness by trying to control the bandwidth used by
each node, which invariably causes an increase in the back-off intervals. This further
results in a trade-off between fairness and throughput, since larger back-off intervals
mean better faimess but less throughput. Although. these modifications seem to directly
impact the QoS of a wireless LAN, the present results are still not proved to be effective
in MANET, where the shared nature of the wireless channel in a mobile multi-hop
environment and the hidden terminal problem creates difficulty in determining a suitable

definition of fairness [9].
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2. Other MAC Protocols

Reference [10] presents a comparison of other types of MAC protocols for
wireless networks. Frequency Division Multiple Access (FDMA) is a fairly simple MAC
protocol that assigns each network member a unique carrier frequency. There is no need
for any channel contention, which potentially reduces delay and complexity of the
protocol. On the other hand, the waste of bandwidth when a network member is allocated
a frequency but has no data to send along with the scalability problem of having to add a
receiver at each node when a new member joins the network are some of the major
disadvantages of this scheme.

Time Division Multiple Access (TDMA) is based on pre-assigned time slots for
each of the network members and uses only a single carrier frequency for all nodes. In
this case, the scalability problems are solved by reducing the transmission range or the
data rate [10]. However, there is still waste of bandwidth if the node has no data to send
during its assigned slot. Also, the channel access delay is potentially larger than in
FDMA. Compared to CSMA/CA, the TDMA approach offers the most efficient means of
communications. However, in situations where nodes are mobile, management of TDMA
networks can be quite complex [10].

Demand Assigned Multiple Access (DAMA) and other variations of the basic
TDMA/FDMA have also been proposed to mitigate some of the major drawbacks of each
approach.

Table 3.1 shows that as the nodes move apart, the signal-to-noise ratio at the
receiver (Ep/Np) decreases up to a point where the bit error rate (BER) would reach
unacceptable levels. Decreasing the data rate, if possible, allows longer ranges. From
Table 3.1, it can be concluded that the selection of the best MAC approach to be used in a
MANET is usually driven by an appropriate link-layer signal management algorithm that
can control the trade-off between bandwidth (throughput) and range requirements [10].

In this thesis, IEEE802.11 with CSMA/CA was adopted as the MAC layer
protocol for the mobile ad-hoc network protocol stack, although variations of this
standard or a FDMA/TDMA based protocol may be tried in the near future. It is

important to notice that, by adopting IEEE802.11, a protocol that is tailored for small
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areas and stub networks must be adapted for use in a network environment encompassing

larger geographical areas.

(kbps) 10nmi 15nmi 20nmi 25nmi 30nmi
4608 24 (dB) 16 (dB) 8 (dB) 1 (dB) -6 (dB)
1536 29 21 13 6 -1

576 33 25 17 10 3

64 43 35 27 20 13

Table 3.1 Maximum Available Ey/No at 100W Transmitting Power (From Ref. [10]).

E. NETWORK LAYER

The network layer is responsible for optimal path determination and packet
forwarding functions. Routing protocols are responsible for determining the routes in the
network while the routed protocols (such as IP) perform the packet forwarding functions.
The network layer (see Figure 3.3) utilizes the link status, in-order packet delivery and
address resolution/mapping services of the MAC layer. This Section reviews the various
routing protocols reported in the literature. Three of the MANET routing protocols being
considered by the IETF MANET Working Group will be introduced. Optimum
performance is the main goal of a routing protocol. To evaluate a routing protocol, we
need appropriate quantitative and qualitative metrics [5]. |

As qualitative metrics, demand-based operation, proactive operatioﬁ and sleep
period operation are the most significant. Demand-based operation consists of letting the
routing algorithm adapt to the traffic pattern on a need basis, in order to more efficiently
utilize energy and bandwidth resources at the expense of increased route discovery delay.
The proactive operation is to be considered in situations where the latency of the demand-
based operation is unacceptable. The sleep period operation is required to guarantee
energy savings for the nodes and hence is desirable to be included in a MANET routing
protocol [5].

The most significant quantitative metrics are the end-to-end data throughput and
delay, route acquisition time (particularly important in “on-demand” routing algorithms),
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and efficiency (as determined by the overhead due to the control traffic). Also, it is
important to consider the networking context to evaluate the performance of a routing
protocol. In MANETS, the size of the network, the average number of neighbors, the
speed with which the network topology can change, the link capacity and the traffic
patterns (uniform, bursty, non-uniform), among others, should be considered [5].

As mentioned earlier, the routing algorithms and much of the protocol suite need
to be redesigned to function efficiently and effectively in the MANET environment.
Conventional routing protocols associated with fixed IP networks are unable to meet the

unique requirements of a MANET due to considerable overhead and slow reaction to

topological changes [5].

1. Conventional Routing Protocols

Conventional routing protocols use either distance vector or link-state algorithms
to determine the optimum path to the destination [11].

Distance vector algorithms require each router to maintain a table with routes to
all possible destinations along with an associated metric. Each router periodically
produces broadcasts of this information to neighboring routers. The routers review their
tables and neighbor updates to produce an internal routing table. The overhead associated
with this technique is constant, regardless of the amount of topology changes (node
movement) in the network. This type of routing is closely associated with the Distributed
Bellman-Ford routing algorithm. A version still being used today is the Router
Information Protocol (RIP). This protocol is table-driven and each router maintains a
table on how to reach all possible destinations in the network. For each entry, the next
hop/router to the destination is stored along with a metric to reach the destination. The
metric can be based on distance, total delay, or the cost of sending the message [12].
Each node shares its internal information with its neighbors to achieve optimum routing.
" After a prolonged period, each node will have a consistent table to reach all other nodes.

Link-state routing is based on Dijkstra’s algorithm. Network topology information
is again used to make routing decisions, but in this case, the algorithm is driven by
changes in the link status of the nodes. Each router actively tests the status of its link to
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each of its neighbors and sends this information to its other neighbors, which then
propagate it throughout the autonomous system. Then, each router takes this information
and builds a complete routing table. .

Both algorithms allow a host to find the next hop neighbor to reach the destinaﬁon
via the optimum (shortest) path; however, the overhead associated with these techniques
is considerable and exhibits slow convergence in the presence of intensive topological
changes, common in MANETS.

In [12], the authors conducted a simulation study to analyze RIP in a MANET and
highlight its shortfalls. According to the study, the periodic routing updates do not allow
RIP to scale well to large networks. The study revealed an increase in overhead directly
broportional to node mobility. In MANETS, excessive overhead leading to inefficient use
of the limited wireless bandwidth is unacceptable. Clearly, more responsive protocols are

needed to meet the requirements of MANETS.

2. Classification of MANET Routing Protocols

Due to different approaches taken by the researchers in the area, MANET routing
protocols can be classified in several different ways. They can be table-driven versus on-
demand, proactive versus reactive, symmetric versus asymmetric, and unic‘ast Versus
multicast.

Table-driven versus on-demand is the most common classiﬁcatibn [13]. Table-
driven algorithms can be interpreted as adaptations of the conventional distance vector
and link-state techniques. The routing updates, types of tables, distribitions, and
techniques have been adapted to increase efficiency in MANET. In contrast, on-demand
protocols attempt to reduce overhead and are more responsive to MANET by having the
sender node dictate requirements. On-demand means that routes are created on an as-
required basis by the sender node. This "lazy routing" approach reduces overhead by
eliminating unnecessary periodic updates and by letting the changes in the network
dictate overhead [13]. Current routing updates are not maintained at every node, because

the routes are created on an as-required basis and expire with a time metric.

23




Table driven protocols are also known as proactive, i.e., the routes are determined
independent of the traffic pattern so that when a packet needs to be forwarded, the route
is already known and can be immediately used. On the other hand, on-demand protocols
are reactive because routes are established and maintained only if needed. Thére are also
hybrid protocols, such as Zone Routing Protocol (ZRP) and Ad Hoc On-Demand
Distance Vector Routing (AODV), which aim to combine proactive and reactive
behavior, according to the context.

The routing protocols may also be classified according to the capabilities of the
nodes. Symmetric protocols assume that all the nodes have the same responsibilities and
capabilities. Asymmetric protocols, such as Core-Extraction Distributed Ad-Hoc Routing
Protocol (CEDAR), may assume that the transmission ranges or the battery life at
different nodes may differ, or only some nodes can route packets and act as leaders
(cluster heads) of nearby nodes.

Dynamic Destination-Sequenced Vector (DSDV), Wireless Routing Protocol
(WRP), Global State Routing (GSR), Fisheye State Routing (FSR), Hierarchical State
Routing (HSR), Zone-Based Hierarchical Link State Protocol (ZHLS), and Cluster-Head
Gateway Switch Routing Protocol (CGSR) are examples of table driven 6r proactive
MANET protocols. Cluster Based Routing Protocol (CBRP), Dynamic Source Routing
Protocol (DSR), Associative Based Routing (ABR), Signal Stability Routing (SSR) and
Temporally Ordered Routing Algorithm (TORA) are examples of on-demand or reactive
MANET protocols.

References [14] and [15] provide a detailed simulation performance analysis of
AODYV and ZRP, respectively. In the following Sections, we will present an overview of
three of the most widely studied protocols, keeping in mind that no single protocol works
well in all environments. The intention of this coverage is to provide an understanding of

how the routing protocols affect QoS in MANETS.

a. Zone Routing Protocol (ZRP)

The ZRP protocol, developed by Haas and Pearlman [16], incorporates a
' localized zone approach to routing. The approach is to incorporate a hybrid protocol that
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exploits the benefits of both a reactive and a proactive protocol. ZRP limits the scope of
the proactive procedure to only the node’s local neighborhood. Global searches for non-
local nodes then use an efficient reactive scheme that queries only selected network
nodes, as opposed to querying all of the network nodes.

As shown in Figure 3.7, each mobile node has a proactive routing zone around
it that is dictated by an adjustable zone routing radius. The zone routing radius is directly
related to hop counts from the node. In Figure 3.7, nodes D, C, F, B, and E are in Zone A
with a zone routing radius of 2. Routes outside the zone are determined by an on-demand
protocol query which “bordercasts” the out-of-zone query to the peripheral nodes (D, F,
and E), which in turn leverage the zone structure of the network to reduce query detection
time. The intent behind this MANET routing approach is to utilize the routing' knowledge
in a localized region and obtain a route to a distant node on-demand. Intrazone Routing
Protocol (IARP), Interzone Routing Protocol (IERP), and routing optimization are the

main algorithms implemented within ZRP and explained in detail in [15].

Circles depict
transmit radius
of mobile node

Nodes D,C,F,B,and E
areinZone A

Nodes D, E, and F are
Peripheral Nodes since

Node H and | form a Network Partition :,h:::;e two hops from

Figure 3.7 ZRP Example with a Zone Routing Radius of 2 (From Ref. [15]).

b. Dynamic Source Routing (DSR)

Broch, Johnson and Maltz developed Dynamic Source Routing (DSR) in 1998
[17]. DSR is a pure on-demand protocol based on source routing. The source specifies

the complete path to the destination in the packet header and each node along this path
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simply forwards the packet to the next hop indicated in the path. DSR utilizes a route
cache approach, where the source routes acquired by the nodes are cached (see Figure
3.8.a).

Source

Source

Destination

b) Propagation of route reply with source route record

Figure 3.8 Creation of Route Cache in DSR (After Ref. [17]).

A source first checks its route cache to determine the route to the destination.
If a route is found, the source uses this route. If a route is not found, the source uses a
route discovery protocol to discover a route. In route discovery, the source floods a
query packet or route request packet (RREQ) through the ad hoc network. Either the
destination or another host that can complete the query from its route cache returns a

route reply (RREP) (see Figure 3.8.b). Each query packet has a unique identifier (ID).
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When receiving a query packet, if a node has already seen this D (a duplicate ID), or it
finds its own address already recorded in the list, it discards the copy and stops flooding.
Otherwise, it appends its own address on the list and broadcasts the query to its
neighbors. If a node can complete the query from its route cache, it may send a reply
packet to the source without propagating the query packet further. Any node participating
in route discovery can learn routes from passing data packets and gather this routing
information into its route.

In DSR, no periodic control messages are used for route maintenance, and
there is little or no routing overhead when a single or few sources communicate with
infrequently accessed destinations. The on-demand, flooding-based nature of DSR’s
route discovery process eliminates the need for periodic router advertisement and link-
status packets, which significantly reduces the overhead of DSR during periods when the

network topology is stable.

¢. Ad-Hoc On-Demand Distance-Vector Routing Protocol (AODYV)

Perkins and Hoyer developed the AODV routing protocol in 1999 [18]. It is
considered to be a hybrid protocol, because it combines features of a pure on-demand
protocol (DSR) with a table-driven protocol (DSDV). Specifically, AODV uses the same
features as DSR for route discovery, and from DSDV it uses the hop-by-hop routing,
sequence numbers, periodic update packets and loop free routing [18].

The process of finding a path to the destination is quite similar to DSR. The
source node first broadcasts a route request packet (RREQ) (See Figure 3.9.a). Nodes
receiving this packet update their information for the source node and set up backwards
pointers to the source node in the route tables. In addition to the source node's IP address,
current sequence number, and broadcast ID, the RREQ also contains the most recent
sequence number for the destination of which the source node is aware. A node receiving
the RREQ may send a route reply (RREP) if it is either the destination or if it has a route
to the destination with a corresponding sequence number greater than or equal to that
contained in the RREQ. If this is the case, it “unicasts” a RREP back to the source.
Otherwise, it rebroadcasts the RREQ. Nodes keep track of the RREQ's source IP address
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and broadcast ID. If they receive a RREQ, which they have already processed, they
discard the RREQ and do not forward it.

Source

Destination

a) Propagation of route request packet (RREQ)

table '
table LS table

Source
table
1 ‘ 3

table table
L 8
8
table
4 4 \ — Destination

b) Path taken by the route reply (RREP) packet

6

Figure 3.9 Route Discovery in AODV (After Ref. [18]).

As the RREP propagates back to the source, nodes set up forward pointers to
the destination (see Figure 3.9.b). Once the source node receives the RREP, it may begin
to forward data packets to the destination. If the source later receives a RREP containing
a greater sequence number or contains the same sequence number with a smaller hop
count, it may update its routing information for that destination and begin using the new

best route.
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AODV maintains routing tables (see Figure 3.9.b) at the nodes so that data

packets do not have to contain routes in its headers, which could increase the overhead
when data packets are small. Similar to DSR, as long as the route remains active, AODV
will continue to maintain the route. A route is considered active as long as there are data
packets periodically traveling from the source to the destination along that path. Unused
routes expire even if the topology does not change. Once the source stops sending data
packets, the links will time out and eventually be deleted from the intermediate node
routing tables. If the source moves, then it can reinitiate route discovery to the
destination. If one of the intermediate nodes moves, then the moved nodes’ neighbor
realizes the link failure and sends a link failure notification to its upstream neighbors until
it reaches the source, upon which the source can reinitiate route discovery if needed. If a
link break occurs while the route is active, the node upstream of the break propagates a
route error (RERR) message to the source node to inform it of the now unreachable
destination(s). After receiving the RERR, if the source node still desires the route, it can

reinitiate route discovery.

d. DSRvs AODV

By extensive use of simulation under different scenarios, [19] establishes a
detailed performance comparison between DSR and AODV. It presents the relative
merits of the aggressive use of source routing and caching in DSR and the more
conservative routing table and sequence number driven approach in AODV.

When DSR is used in large networks (more than 20 active source nodes) the
packet header size grows with route length. The resultant overhead implies degradation in
performance. Also, if the network topology changes a lot (higher mobility cases), a
cached route in DSR may become invalid, forcing the sender host to try several stale
routes before finding a usable one. On the other hand, in small (less than 20 nodes) and
lower mobility networks, the advantage of DSR can be significant because the above
mentioned problems will not be in evidence and also because route caching can

potentially speed up route discovery and reduce propagation of routing requests [19].
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AODV outperforms DSR, in terms of throughput and end-to-end delay in
more “stressful” situations (higher mobility and higher traffic load). On the other hand,
DSR outperforms AODV for low loads (less sources) with small (less than 20) number of
nodes.

In this thesis, simulations are developed to test the QoS issues under typical
tactical scenarios, which are generally composed of no more than 20 nodes, and the
relative mobility between nodes is generally low. Thus, DSR is adopted as the routing

protocol in the proposed model.

3. Impact of Routing Protocol on QoS

From the review of the main features of ZRP, DSR and AODV, it becomes clear
that delivering QoS in mobile networks is intrinsically tied to the performance of the
underlying routing protocols [20]. In MANET, efficient routing means efficient tracking
of the network changes without causing too much overload in the bandwidth constrained
environment.

There are two known approaches that utilize routing protocols in order to provide
QoS in MANETSs. The first one tries to embed end-to-end minimum QoS guarantees
(delay, bandwidth) in the computation of the routing algorithm. The idea is to implement
routing integrated with a resource management scheme in which an application
requesting a connection specifies the minimum required bandwidth. The routing protocol
would then find the optimum route that can best satisfy that requirement. Core-Extraction
Distributed Ad-Hoc Routing (CEDAR) is an example of use of this approach [21]. The
second approach is presented in [22]. In this case, an extension to AODV is proposed that
takes routing into account to satisfy QoS requirements. Extensions to the RREQ and
RREP messages are mapped into QoS pre-defined parameters (such as maximum allowed
delay or minimum bandwidth along a route). A node that receives a RREQ message with
a QoS extension must be able to meet that service requirement in order to either
rebroadcast the RREQ or unicast a RREP to the source, thus reserving resources along

the established path.
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While there are indications that both approaches can be successfully applied to
provide routing with QoS in MANETS, it is also true that routing protocols should not be
burdened with the computation associated with providing QoS functionality at the
network layer. Rather, since routing and forwarding are two different tasks, especially in
MANETs, this thesis prefers to separate the two issues by implementing QoS schemes

that can easily and flexibly adapt to any given routing protocol.

F. TRANSPORT LAYER

In this Section, the focus is in understanding the interaction between TCP/IP (or
UDP/IP) and the TEEE802.11 MAC layer in order to establish upper bound metrics for
typical types of traffic in multi-hop wireless networks. These values are important
because they impose practical limits on the application layer performance of a MANET
under any scenario, thus serving as reference for QoS analysis. _

It is common knowledge that, in the transport layer, User Datagram Protocol
(UDP) provides unreliable data packet delivery, while Transmission Control Protocol
(TCP) offers reliable ordered delivery and also congestion avoidance/flow control
mechanisms. The use of either in MANET will depend on the characteristics
(requirements) of the traffic (voice, video, images, data) to be transmitted. In multi-hop
wireless networks, both UDP and TCP perform in a much less predictable way than in
wired networks. The main reason for that is the interaction with the MAC layer [23].

In a multi-hop configuration, such the one shown in Figure 3.10, where
neighboring nodes are separated from each other by a distance equal to the transmission
range, packet transmission can occur on at most one hop among three consecutive hops
because of the contention for the shared wireless medium. Since each node has a finite
buffer, increasing the number of hops from 1 to N results in increased delay, eventual
packet dropping (buffer overflow) and decreased throughput, as shown in Figure 3.11.
When the number of hops is large enough, the throughput stabilizes due‘t(') “effective
pipelining” [23].
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Figure 3.10 Fixed Multi-hop Wireless Network — String Topology, No Movement,
Variable Number of Hops (After Ref. [23]).
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Figure 3.11 TCP Throughput Using 2Mbps Channel over 802.11 MAC Layer in the
Network Shown in Figure 3.10 (After Ref. [23]).

The result depicted in Figure 3.11 establishes an upper bound on throughput:
Throughput = i f(n)-T(n) 3.5)
n=1
where f(n) is the fraction of time during which the path length between sender and
receiver contains “n” hops and T(n) is the maximum throughput (from Figure 3.11), when
path length is “n”.

If mobility is added, the effects of link failure and route changes generally will
cause even more degradation on TCP performance. This is because the TCP sender
assumes that all losses are caused by congestion and thus, it reacts by reducing the
congestion window size or by backing-off its retransmission timeout, which tends to
decrease throughput even more (see Figure 3.12).

However, it is important to notice that, sometimes, increasing mobility may
improve TCP performance instead of degrading it, since at higher speeds, the network

configuration when timeout occurs may be more favorable than at lower speeds [23].
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Improving the interaction between TCP/UDP and the MAC layer in order to improve

performance is a major problem in MANETS and has been addressed by several different

approaches that are outside the scope of this thesis.
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Figure 3.12 Degradation of TCP Throughput due to Mobility (From Ref. [24]).

G. APPLICATION LAYER

Referring back to Figure 3.3, it is in the application layer that the traffic is
generated and received. Also, it is where the performance metrics (throughput, end-to-
end delay, etc.) are collected, and hence the high level QoS mechanisms can be
effectively applied.

Each node in a MANET can potentially represent a source of different types of
traffic. For example, a mobile node can be a battleship or a Marine soldier in the field.
Accordingly, the types of information generated by different sources can be vastly
different. In the battleship case, the mobile node can be a router connected to a radio on
one interface and to a fixed, shipboard LAN on another interface, as shown in Figure
3.13. The separation between the router and radio equipment is logical. It is likely that
most of the functions of these blocks can be integrated into one device, say a software
defined radio (SDR).
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Part of the traffic generated by the different sources belonging to the shipboard
LAN will have destinations located outside the ship. It is assumed that protocols in this
wired network will be able to organize the type of traffic to be sent to the wireless
medium. When forwarding or relaying packets to the wireless medium, each mobile node
will be responsible for processing packets in order to provide QoS. This will be explored

in the following chapters.

Router radio equipment

Figure 3.13 Traffic Application in a MANET Mobile Source Node.

1. Types of Traffic

There are basically two types of traffic that can be sent by a mobile node:
congestion-controlled and non-congestion-controlled traffic.

Congestion-c