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COMPUTER SECURITY

OBJECTIVE: TO DEVELOP & DEMONSTRATE THE
TOOLS & TECHNOLOGY NECESSARY TO
REALIZE TRUSTED C31 SYSTEMS IN AIR
FORCE & DOD APPLICATIONS

APPROACH: EMPHASIZE USE OF FORMAL
VERIFICATION TO ASSURE SECURlfY/
TRUST MECHANISM SATISFIES FORMAL
SECURITY/TRUST POLICY MODEL
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MECHANISMS 

VERIFICATION 

CERTIFICATION 

STATE-OF-THE-ART 

ACCESS CONTROL 

OPERA"   'SYSTEM 
GUARDS 
MULTINIET GATEWAY 

TESTING 
PENETRATION 
DESIGN VERIFICATION 

AD HOC PROCESS 
LABOR INTENSIVE 

DEFICIENCIES 

INTEGRITY 
ASSURED SERVICE 

DISTRIBUTED SYSTEMS 
DATABASE MGMT SYS 
PARALLEL PROCESSING 

CODE VERIFICATION 
TRUSTED COMPILERS 
TRUSTED HARDWARE 
SOFTWARE ENGINEERING 

STANDARDIZED PROCESS 
AUTOMATED TOOLS 
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COMPUTER SECURITY
AREAS OF INTEREST

l SECURITY PROPERTIES WIODELING

l SECURE DISTRIBUTED SYSTEMS

a MULTILEVEL SECURE DBMS

l FORMAL VERIFICATION

l CERTIFICATION TECHNOLOGY

MODELING 
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J ECÜRITY PROPERTIES 
MODELING 

ESTABLiSHED CONCEPT OF "HOOK-UP* SECURITY 

IMPLEMENTED SECURE SYSTEM DEVELOPMENT 
ENVIRONMENT ON SUN WORKSTATION 

»OPULATE ENVIRONMENT WITH GENERIC MODELS 
)F SECURE SYSTEM COMPONENTS 

■XTEND ENVIRONMENT TO ADDRESS: 
DATA INTEGRITY 
ASSURED SERVICE 

FORMAL MODELS J 
DATABASE INTEGRITY 

ASSURED SERVICE FOR DISTRIBUTED 
SYSTEMS 

DATABASE AGGREGATION 

DISTRIBUTED SYSTEMS INTEGRITY 
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WHAT IS ROMULUS? 

ROMULU   IS A WORKSTATION-BASED, TRUSTED 

DESIGN ENVIRONMENT TO MODEL, ANALYZE, 

SECURITY PROPERTIES OF TRUSTED, 

DISTRIBUTED COMPUTER SYSTEMS 
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ROMULUS EXTENSIONS

a REQUIREMENTS TOOL INTEGRATION

Q ROlVlUl.US/PENELOPE  1NTEGRATCON

0 ENHANCED MODELING SUPPORT
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ARCHITECTURES 
m 

LAYERED (CRONUS) 
KERNELIZED (MACH) 
REAL-TIME (ALPHA) 

EXPERIMENTS 

DATABASE SUPPORT 
ARCHITECTURES INTEROPERABILITY 
SURVIVABILITY 

CONFIDENTIALITY 
INTEGRITY 
ASSURED SERVICE 

COMPONENTS 
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TACTICAL INFOSEC 
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THETA PROGRAM-HISTORY

e ROME LAB SUPPORT FROM 1985
l CONCEPT  EXPLORATION PHASE (“PHASE I”):

- BBNfORA, 198547
- STUDY DISTRIBUTED SECURlTY; FORMULATE POLlCY
- DESIGN A SECURE DISTRIBUTED OS
- CARRY OUT AI-LEVEL VERIFICATION FOR ASSURANCE

l DEMONSTRATlON~VALEDATION  PHASE (“PHASE II”):
- ORAIBBN, 1988-92
- DETAILED DESIGN & POLICY BASED ON PHASE I WORK
- IMPLEMENT PROTOTYPE
- B3-LEVEL DESIGN & ASSURANCE
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NEXT-GENERATION DBlWS
tNTELllGENT  DATABASES
DATA t RULES t KNOWLEDGE
OBJECT-ORIENTED PRCIGf?A!VliitNG
SECURITY POLICY3  FORMAL MODEL

/ MLS

TAXONOMY OF ARWITECTURES
DECISKIN  ATTRIBUTES (QiJALlTATlUE)
ALLOW PRIORITY OF DESIGN f ACTORS
ARGHITECTUF?E  CHOICES,TRADE-OFFS

TARGETED  TO Al
TWO SECURITY POLICIES ADDRESS:

MANDATOWY~DISCRETIONARY
INTfGRlT’(
RULE43ASED  CLASSIFICATOON CONSTRAIMTS
POLY IN§TANTfATiQN

FORMAL MODELS, FTLS, & DEMQNSTRATLON
SCTC LOCK il GEMINI  GEMSOS

ED HOMOGENEOUS
DISTRIBUTED HETEROGENEOUS
FEDERATED

EXPERT SYSTEMS
MATHEIWATICA  L MODELS
INTEGRATKIM  OF AUDIT & INTRUSION DETECTION

OBJECT-ORIENTED DBMS & 
KNOWLEDGE-BASE SYSTEMS MLS DBMS DESIGN 

METHODOLOGY 
"*—*— ■-*—•- i i   ii 11"^ 

DATA        V-*. 
MANAGEMENTS 

MLS RELATIONAL DATA MODEL 

MANDATORY/DISCRETIONARY 
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TRUSTED DATABASE FRONTmEND

OBJECTIVE:

4 DEVELOP & DEMONSTRATE TRUSTED DBMS
FRONT-END CAPABILITIES TO SUPPORT

- MULTILEVEL WORKSTATION INTERFACE

- MULTILEVEL OUTPUT TECHNOLOGY
- PRESENTATION TECHNOLOGY
- WINDOWING
- TRUSTED DATA LABELS

PROGRAM REQUIREMENTS:
+ BUILD TO AT LEAST CLASS 82
l TRUSTED SUBJECT APPROACH
+ CLlENTmSERVER ARCHITECTURE

FRONT-END 

CLIENT-SERVER 

7^ 
X' 

CO 
o 
1—I 
m 
z: 
o 
m 
CO 

i 
CO 

70 

o 

u\ 
I 

.fc. 
"si 
tO 

I 
-sJ 
re- 

o 
o 

<■£> 

to 

O 

00 



SUN 3160 WORKSTATION WITH TEMPLATE BASED
SCREEN EDITOR

~aE~FI;AT#lN  LANGUAGE BASED ON LARCH

f’HASE1 (FV89j; PASCAL-LIKE F EATUAES
WITH EXCEPTIONS

PHASE II v92): REUSABLE  LIBRAFIlES
PHASE III (Fy95):  CONCURRENCY

EMPHASCS  TO DATE:
TRUSTED COMPILER
81% PROCESSOR VERIFICAIION

APPLICATION:
TRUSTED ADA COMPILER
SD1 CHIP VERfFICATlON  {RH32)

ESTABUSH  TtiEORETlCAL  FOUNRATIQNS
IMPLEMENT PROTOTYPE ENVIRON. TO ESTABLISH

FEASIBILITY {BASED ON Cl
DEMO)IISTRATE  VIA SD1 WEAPONS ASSIGNMENT

ALGBRfMl
I;NOQRPORATE  INTO  ADA VEFtLfWATKX4  ENVIRONMENT

EVALUATE EXISTING METHOMllOG!ES
OEVELOP  MIDTERM REQUIREMENTS
RESEARCH LONG TERM VERtF1CATlON  ISSUES

ADA VERIFICATION 
ENVIRONMENT 

VERIFICATION OF 
NUMERICAL ALGORITHMS 
■ ■ r ■' i HWI——a—— 

"TOP-TO-BOTTOM" 
VERIF ENVIRONMENT 

MHHBBCÜ 

DESIGN & IMPLEMENT A VERIF. ENVIRON. 
FROM ADA SPEC TO KARDWARE CHIP 

USES EXECUTABLE SPECIFICATION LANGUAGE 

VERIFICATION TECHNOLOGY 
ASSESSMENT 

ssssasz 



CERTIFICATION TECHNOLOGY

06 JECTIVE:
DEVELOP A METHODOLOGY & PROVIDE A SET OF TOOLS & TECHNIQUES
TO SUPPORT THE SECURE SYSTEM ACCREDlTATlONlEVALUATlON
PROCESS & TO AID THE DETERMINATION OF THE DEGREE OF SECURITY

!2
PROVIDED BY AUTOMATED INFORMATION SYSTEMS

do-
APPROACH:
* DEFINITIZE  EXISTING CERTIFICATION PROCESS
* TAILOR PROCESS TO AIR FORCE NEEDS
l IDENTIFY AREAS AMENAEILE TO AUTOMATION
l SURVEY EXISTING TOOLS/TECHNIQUES TO DETERMINE APPLICABILITY

TO AIR FORCE SECURITY CERTIFICATION PROCESS
+ DEVELOP A METHODOLOGY & NEW TOOLS & TECHIUIQUES  TO SUPPORT

SYSTEM CERTIFICATION % LIFE CYCLE MANAGEMENT

ACCREDITATION/EVALUATION 
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