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Presentation Outline 

What is the Operational Environment? 

What are some of the problems 
encountered? 

What are we doing today? 

What do we plan for tomorrow? 



Technology Revolution
m Mainframe

Point-to-Point

-

DISN
4 Transmission
4 Command & Control
d Messaging
4 Combat Support

G’oba’ File Ser

1 Datatase 1

ve

-

‘I-

Workstation

Workbation

Workstation

Print Server Workstation Print Server Workstation

/I
I

1

/

‘I

..-*-r--.-- -Mamrrame E

Print Server Wohtation Workstation

er

tstatinnHost
Computer

Point-to-Point 

Mainframe 

rver 

BUS 
LAN 

BUS 
CAST 

(Remote LAN) 



C41 for the Warrior

Network Management Building Codes and PermitsL
Run Time Specs Mainline Commercial Products

I
Engineering Standard Architecture

Data Elements Leading Edge Services I

DISA: ARCHITECT OF THE FUTURE

C4I 

ARCHITECT 
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DISA INFOSEC STRATEGY: 
Supporting the Mission 

Defend the DM: Anywhere, Anytime, Any Mission 



Intruder Technical Knowledge
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Intruders Have Been Observed

Destroying data

Destroying software

Modifying Data

Modifying software

Stealing data

Stealing software

Shutting down
hosts/networks

Using DOD systems
as launch points
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What do we see at ASSIST?

Tools & Techniques

- Telnetbtp
- Password Files/tftp/Crack
- Sendmailhmtp
- Sweepers
- finger
- Sniffer
I r* commands
- IP spoofing

- Rootkit

Telnet/ftp 
Files/tftp/Crack 

Sendmail/smtp 

Rootkit 



What do we see at ASSIST?

Virus Contenders

- Word Marco Virus
- Monkey
- Form
- BUPT
- AntiExe
- Jack the Ripper

Marco 
Monkey 

BUPT 
AntiExe 

Ripper 



Where do they get those toys?

Newsgroups

Books
Magazines
Ezines

FTP Sites
WEB Pages
BBSs

Trade
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An Example of DOD Functions Affected

Composite  Material Research Mathematical Simulations

Structural Research on
Ships/Planes

Personnel Management
Services

Ballistic Weapons Research

R&D on Health Sciences

R&D on Ocean Sciences

Inventory and Property
Accounting

Organizational Service
Training

Payroll and Business Support

Finite Element Analysis of
Submarine Structures

Supply and Maintenance
Support System

Master Clock for l/4 of the
WORLD

Command Tasker System

Mail Hub for Post-wide
Electronic Mail

Finance Databases

Procurement

Scientific Modeling for
Battlefield Environment

C3 Development

Ocean Surveillance

Military Health Systems

High Performance
Computing Systems

Supercomputer Research
Network

Artificial Intelligence
Research

Knowledge Based
Simulation

Applied Research in
Photonic Technology

Force Level Execution

Battle Management
Decision Aids
(Presentation)

Example     DoD Functions Affected 
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DISA’s Multi-Disciplined
Security Process
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Collaborative Work

Defend the Dll

All Source

Assessments

INFOSEC Product
Development &

FOCUS: Get INFOSEC Products to the Warfighter!

Intelligence 
Integration 
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Standard Certification Process

DITSCAP: DOD Information Technology Security

Certification and Accreditation Process

Current: System-Centric DITSCAP:
Infrastructure-Centric
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Vulnerability Assessments

mase I - Network Sweep pppGw--

Identify network elements hY

identify common vulnerabilities
Phase II - Vulnerabilities Sweep

Exploit initial vulnerabilities I

Phase Ill - Security Sweep
Attain Greater Access
install Trojan Horses
Exploit trusted relationships
Exploit network vulnerabilities

-^ -- - - - - -

Current Focus on UNIX
and TCPAP

Gain Access to Accounts 
Crack passwords 

Current Focus 
TCP/IP 



Vulnerability Analysis &
Assistance Program Findings

Based on 77 assessments on 38,726 Host Computers:

l 4.4% of DOD unclassified computers tested have “easily” exploitable front
doors

l 65% - 89% of DOD unclassified computers tested can be further penetrated
by network trusted relationships (not an indication of overall health of DII)

l 96% of VAAP penetrations undetected by
host administrators and users

l +3% of detected penetrations go

unreported

As of Ott 5, 1996

Based assessments      38,726 Host Computers 
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Defense in Depth: 
Avoid a Single Point of Failure 

Connecting Lan: 
Hosts pass the Vulnerabi 
Sweep? 

Firewalls:Do they 
meet the security 
and operational 
requirements? 



Defense Intrusion Analysis and
Monitoring Desk (DIAMOND)

l Network Status Data
l Validated Incidents
l Response Teams

Defense Intrusion 
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DISA’s NID System Monitoring
NIPRNet Fixed East Gateway

Intrusion 
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INFOSEC Engineering

Fielded MLS Solutions

INFOSEC 
& POD MLS Program 

Emerging 
MLS 

Technology 

DISA/NSA 



Network Protection 

COI Burden On User 

NIPRNET/Global Internet 



Current Security Products 

Ops/Intel Interface       C2 Guard 

TS/SCI LAN 
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Tools: How Do they Fit Together

I
I AIMS

Infrastructure Management
and

System  Countermeasures

and Eradication
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Automated Infrastructure
Management System



Managing Vulnerability Assessments:
Integrated Tools & Red Teams



INFOSEC Education,
Training &Awareness

Mission:
l Courseware Development and Delivery
l INFOSEC Awareness Products
l INFOSEC Professional Development

Army Navy Air Force Marines



INFOSEC Technical Services
Contract

l Quick reaction contract support to DOD & other
Federal Departments/Agencies

0

0

Three Contractor Teams

Areas of Support
l Engineering
l Architecture

Include:

l Certification, evaluation and accreditation
l Vulnerability assessment tools and techniques
l Training and Awareness

INFOSEC 



Summary: The Way Ahead

Multifaceted Challenge - - No SINGLE Solution

Interoperable 
Across the DoD 

Comprehensive 
Strategy 

Information 
Assurance 
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Multi-Level 
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