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Abstract: 

Research has been completed on the performance of mobile, distributed, spread-spectrum wireless 
communication networks. New network protocols have been designed, analyzed, and simulated. 
The protocols are adaptive in order to maintain efficiency in environments with time-varying 
interference and propagation conditions. Results have been developed and published for adaptive 
transmission, adaptive forwarding, channel access, and adaptive routing protocols. 

Research Results: 

Full descriptions of our research results can be obtained from our research publications listed in 
this report. The research was motivated by the need for adaptive protocols to provide energy- 
efficient, reliable communications in mobile wireless networks for tactical communications. Such 
networks experience frequent changes in topology and operating environment. The adaptive 
protocols developed and evaluated in this project include transmission, channel access, 
forwarding, and routing protocols. Analytical methods were employed where applicable, and 
OPNET-based simulations for frequency-hop (FH) and direct-sequence (DS) spread-spectrum 
networks were employed for performance evaluations for networks of the size and complexity for 
which analysis is not possible. 

One of the topics of our research on this project was energy-based routing. In addition to 
accounting for the interference on the links in the network, our new routing protocol also accounts 
for estimated energy expenditures on the links and routes in the network. Routing is accomplished 
using least-resistance routing (LRR) with a metric that provides a measure of anticipated energy 
consumption for transmissions on a communication link. In one of the previous versions of LRR, 
the metric is based on a combination of the counts of errors and erasures for transmissions on a 
link. This metric is referred to as the EE metric, and it provides a link resistance that reflects the 
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interference experienced by the receiving radio on that link. In the current research, LRR is used 
with a new energy metric (EN) that is an extension of the EE metric. The EN metric includes a 
measure of the energy needed for successful transmission on the link. This metric and the LRR 
protocol are integrated with the adaptive transmission protocol, and the performance of the new 
protocol suite is evaluated for a distributed FH network. Our results demonstrate that in FH 
networks that employ an adaptive transmission protocol, the new method for routing can adapt 
quickly to changes in interference and propagation conditions. We find that the LRR protocol with 
the EN metric works with the adaptive transmission protocol to improve the information 
throughput and energy efficiency of the network. 

We have shown in previous research that it is necessary to couple physical-layer elements with 
network-level protocols in the design of a tactical wireless network. Our adaptive transmission 
protocols match the transmission parameters to changes in the characteristics of the links in the 
network, and the changes made in the transmission parameters must also be accounted for in the 
network protocols. In the research project we incorporated link-level adaptive transmission 
protocols into the network-level adaptive routing and forwarding protocols that are based on least- 
resistance routing. 

Evaluation of the performance of network protocols necessitates the use of simulation. We have 
developed a new Gaussian approximation to model the effects of multiple-access interference on 
the acquisition performance of DS networks. The acquisition technique uses a matched filter to 
detect fixed-length packet headers. The approximation explicitly accounts for carrier phase drift and 
the effects of an automatic-gain-control amplifier. A method has been developed for selecting an 
acquisition threshold that works well in a wide range of channels. This acquisition model has been 
incorporated in our DS network simulations. 

The choice of media access (MAC) protocol can have a dramatic effect on the performance of DS 
packet radio networks. We have investigated the use of multi-frequency-channel reservation-based 
protocols and found that they significantly outperform slotted Aloha and single-channel ready-to- 
send clear-to-send techniques, especially in conditions of high traffic. In the multi-frequency 
protocols, one frequency band is used for control traffic, and the others are used for data packets. 
The protocols support multicasting for the transmission of packet-radio-organization packets 
(PROPs). These channel access protocols have also been incorporated in our DS network 
simulations. 

A multimedia MAC protocol has also been developed. The protocol has been specifically designed 
for half-duplex radios that employ DS signaling. The transmission of random-access traffic and 
PROPs is achieved by the protocol described above. Overlaying this protocol is a protocol for the 
support of virtual circuit connections. A form of local time slotting is employed so that 
individual radios can support multiple virtual circuit connections simultaneously. Virtual circuit data 
is transmitted periodically, and associated with each virtual circuit connection are periodically 
broadcast control packets containing channel access information. The content of the control packets 
is used by other radios to avoid contention. Components of the protocol include channel listening 
and pacing algorithms, channel selection algorithms, and algorithms for virtual circuit setup and 
termination. Simulation results show that the protocols provide reliable virtual circuit connections 
while maintaining high random-access throughput. 

We have developed a protocol to be used in conjunction with least resistance routing that employs 
rules to check for route consistency. The protocol combines consistency checking with the use of 
timers that discard outdated routing information to reduce the frequency and the persistence of 
routing loops. It has been shown through simulation that the enhancements can significantly 
enhance the throughput of distributed DS networks with high mobility. 
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