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SUPERVISORY CONTROL SYSTEM FOR SHIP DAMAGE CONTROL:
VOLUME 1 - DESIGN OVERVIEW

1. Forward and Acknowledgments

This report provides a detailed design of a “Damage Control -- Supervisory Control System”
(DC-SCS) for ship damage control. A version of this report was first distributed to the Naval
Research Laboratory on October 23, 1996; the technical content of this current report is the same
except for cosmetic changes. The overall design and design rationale described in this report
have not been superseded in the last four years, and we continue to use this report as the guiding
light for the realization of a supervisory control system for ship damage control that is being
created as part of the “Damage Control — Automation for Reduced Manning” (DC-ARM)
program of the Naval Research Laboratory.

Between September 1997 and October 2000, two research groups at the University of Illinois
have actively pursued the realization of the design described herein -- the Knowledge Based
System Group located in the Beckman Institute for Advanced Science and Technology and
directed by Professor David Wilkins, and the Judgment and Decision Making Group located in
the Psychology Department and directed by Professor Janet Sniezek. Additional technical reports
describing much of the progress during the three-year period from 1997-2000 are described in a
series of supplementary volumes to this report that are being published concurrently. The titles of
these volumes are as follows:

e Volume 1: Design Overview

e Volume 2: Scenario Generation and Physical Ship Simulation

e Volume 3: Human Computer Interaction and Visualization

e Volume 4: Intelligent Reasoning

e Volume 5: Knowledge Ontology

e Volume 6: Experimental Measurement of Situation Assessment
e Volume 7: Software Architecture

e Volume 8: User’s Manual

e Volume 9: Digital ex-USS Shadwell Representation

This DC-SCS design described herein and the corresponding components of the research
prototype that was completed in 1996 owes heavily to many people. Special thanks go to Vadim
Bulitko, Eugene Grois, William Hsu, and Surya Ramchandran, who are the primary architects of
the described Supervisory Control system for the ship damage control domain, and who
contributed important sections of this report.

Michael Baumann, Michele Donovan, and Lyn Van Swol made major contributions to the
Supervisor-Operator Interface section of this report. With respect to the design and
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implementation of the Physical Ship Simulation and Visualization Subsystems, we are indebted
to Peter Baer, Scott Borton, Ron Carbonari, Brian Katz, David Kruse, Aaron Levinson, Eric Lin,
Arthur Menaker, Guoming Shou, Yi Su, Marty Weller, and James Young. With respect to the
design and implementation of the Intelligent Reasoning and Total Ship Representation
Subsystems, we are indebted to Kees Cook, Gontran Duchesne, Carl Fagerlin, Vicki Fairchild,
Luca Faggioli, Kurt Gimbel, Anthony Haynes, Vladimir Jojic, Marcia Leal, Ole Mengshoel,
John Viene, Jerry Schlabach, Brent Spillner, Baogang Yao, and Pavel Yusim. Michael Daniels,
Daniel Maser, Casey Ryan, Josh Sherman, and Naxin Zheng provided computer system

administration support. Marcia Snow, Audrey Fisher, Jamie Carras and Nathan Otis provided
recent reformatting of this report.

This research effort would not have been possible without the expertise provided to us by experts
in the domain of ship damage control. We gratefully acknowledge the help provided by Eric
Allely, Rik Breaux, Cliff Campbell, Cmdr. Jose Cicneros, John Dietish, Cmdr. Timothy Steele,
David Tate, Patricia Tatem, Frederick Williams, Bernie Ulozas and Herb Wolk.

The DC-SCS design described in this report is a generalization of the MINERVA intelligent
reasoning shell, and the DC-TRAIN damage control simulator and immersive trainer. Funding
for these two efforts were provided by grants from the Office of Naval Research: N00014-88K-

0124, N00014-94-1-0432, N00014-95-1-0934, and N00014-95-1-0749; and by a grant from the
Air Force Office of Scientific Research: Grant F49260-92-J-0545.

2. Introduction

The report details a solution approach to the Supervisory Control decision-making task for
damage control management of fire, smoke, flooding, pipe rupture, and stability aboard ships.
The solution is relevant to ships built in the future, as it assumes intelligent sensors and actuators
that are more advanced than those that exist on any current ship. The solution encompasses all
three stages of Supervisory Control: model-based crisis recognition, model-based predictive
validation, and automated casualty response. This report also describes an approach to the
creation and evaluation of a Supervisor-Operator Override Console because of its integral
relationship to Situation Assessment. The described Supervisory Control solution is designed to
function in vitro, by use of the existing Illinois Damage Control Scenario Generator armed with
simulated smart sensors and actuators. And it is designed to function in vive, in live crisis
exercises aboard a floating research laboratory called the ex-USS Shadwell. The three major
research areas of the described Supervisory Control solution are knowledge-based expert

systems, machine learning in noisy domains, and assessment of supervisory human-computer
interfaces.

Five innovative aspects of the solution approach described in this report are as follows. First,
with respect to the creation of the Crisis Recognition System, the solution uses the Illinois
Damage Control Scenario Generator (which simulates primary and secondary damage of fire,
smoke, flooding, and rupture) to generate hundreds of thousands of unique training examples.
These examples arc used to train neural network and symbolic machine learning algorithms to
recognize novel crisis situations and not be misled by unusual ship states. Second, with respect to
the Predictive Validation System, the solution uses the Illinois Damage Control Scenario
Generator for model-based prediction to rapidly verify suspected crisis situations. Third, to




manage the complexity of the Supervisory Control task, our solution decomposes the overall
Supervisory Control task into 19 independent modules that communicate solely with an SQL
relational database, and that can be independently developed and tested. Currently, we have
demonstrable initial working versions of 12 of the 19 Supervisory Control modules. Fourth, with
respect to the Supervisor Supervisory Control and Override Console, our solution involves
conducting extensive experiments with seasoned damage control assistants to assess key aspects
of the Supervisory Interface: the degree to which experts have confidence in the automated
system, the degree to which the system communicates its situation awareness understanding to
the experts, and the degree to which experts successfully override its decisions. Fifih, to
accelerate advances in model-based fire spread, which in the long term is essential for accurate
predictive validation, our solution involves the creation of a test bed for advanced combustibility
research for use by various research groups around the country who have an interest in the
refinement of the CFAST fire and smoke propagation algorithm for ship-specific structures, such
as air tight compartment structures and ship ventilation shafts.

The described solution to the Supervisory Control task addresses the following challenges:
o How will real-time recognition models be used to detect crises?
e How will predictive models be used to validate the existence of a crisis?

e How will the knowledge base be refined so as to deal with false positive and negative
sensor readings and other sources of noise?

e How will a knowledge base be constructed that can recognize novel crisis situations that
haven’t been explicitly programmed for?

e How will existing static and dynamic databases be integrated into the Supervisory
Control reasoning process?

e How will the Supervisory Control model be evaluated? How can the process of solving
the task be decomposed so that strong indicators of progress or its lack are ascertained at
regular intervals?

e How can situational awareness and problem solving be communicated to the supervisor
to prevent errors in supervisory control decisions?

¢ Can the solution algorithms be made to operate from first principles, so that a solution
system is not dependent on aspects of the ship description that is used during
development?

e How can the solution system be made to run in real-time?

e How can CFAST, which is a key component of any model-based crisis prediction
method, be made to run over all compartments of a ship in real-time?

The remainder of the report is organized as follows. Section 3 systematically describes our
solution approach for automated Supervisory Control and a Supervisor-Operator Override
Console. It begins with a high-level overview, and then proceeds to a subsystem level and
module level description. Finally, it gives a description of human data collection and
performance evaluation.




Section 3.1 provides four different high-level overview perspectives of our entire Supervisory

Control System. The goal of this section is to provide the reader with a good initial orientation to
our proposed solution.

Section 3.2 describes the six modules of the Human-Ship Interface Subsystem, which include
GUTI interfaces for ship specification, scenario specification, and Supervisor Control. It also
covers interfaces to ship sensors and actuators, and a Web interface that would allow all GUI
interfaces to be accessed over the Web.

Section 3.3 describes the five modules of the Ship Simulation Subsystem, which is responsible
for primary and secondary damage simulation of fire, smoke, flooding, rupture, and stability.

Section 3.4 describes the three modules of the Knowledge Base Subsystem, which contains the
domain-specific knowledge used by all parts of the Supervisory Control system, ranging from
graphic visualization, numerical ship simulation, to intelligent reasoning.

Section 3.5 describes the five modules of the Intelligent Reasoning Subsystem, which is
responsible for non-numerical reasoning needed for the Supervisory Control Task. These include
crisis recognition reasoning, casualty response reasoning, predictive crisis validation, machine
learning, and simulated intelligent ship objects.

Section 3.6 describes the importance of the Supervisory Interface along with a data collection
methodology to ensure that the Navy damage control community has confidence in all aspects of
its operation.

Section 3.7 describes evaluation and testing.
Section 3.8 describes the various interdependencies among system modules.

After presenting our proposed solution in Section 3, the report continues with Section 4, which
covers progress to date. Section 5 details related research that is relevant to the Supervisory
Control task. Finally, Section 6-8 provides a summary and references.




3. Solution Approach

3.1 Four Solution Overviews

The design architecture of our system for automated Supervisory Control for the ship damage

control domain is complex. Therefore, Section 3.1 provides a number of snapshots of the way
that the overall system works.

3.1.1 Solution Overview 1 of 4: High-Level Functional Overview

In this section, we describe a novel multi-blackboard based expert system capable of dealing
with the automated Supervisory Control challenges imposed by the damage control domain. A

high-level structure of the system is depicted in Figure 1. The major objects shown in the Figure
1 functional overview are as follows:

Supervisory Interface. Although our automated Supervisory Control System is capable of
functioning without human intervention, it is still important to provide ship personnel
with the ability to override the system. The ability to properly override the system
depends on high-quality knowledge, which means that the Supervisor Operator interface
must provide a quick view of the current state of the ship, the readings of sensors, and the

conclusions that the automated system has reached regarding the best and alternative
courses of decisions.

Crisis Recognition Expert System. The crisis recognition system has the responsibility of

monitoring the state of the ship and detecting abnormal states that require damage control
response.

Casualty Response Expert System. The casualty response system has the responsibility of
determining the best course of action to address a damage control problem that involves

fire, smoke, flooding, rupture, or stability. It sends commands to actuators that carry out
the casualty response.

Illinois Damage Control Scenario Simulator. The Illinois Damage Control Scenario
Generator simulates primary and secondary damage of fire, smoke, flooding, rupture, and
stability. It is used to generate classified training learning examples for the neural and
symbolic learning algorithms. It is used by the Predictive Crisis Validation System to
verify the existence of a situation that requires damage control response. The system

simulates objects on a ship, such as the fire main, chilled water, and other ship systems
relevant to damage control.

Learning Modules. The learning modules assist with knowledge base refinement of the
crisis recognition and casualty response expert systems. They use different techniques for
different knowledge representations. For the parts of the expert systems that use symbolic
knowledge, rule-learning algorithms are used. For the parts of the expert systems that are
based on neural networks, neural network learning algorithms are used. For the parts of
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the expert systems based on case-based reasoning or belief networks, the appropriate learning
algorithms are used for these types of knowledge representations.

Predictive Crisis Validation. Predictive validation operates using several of the other
systems. It is initially called into action by the crisis recognition system, uses the values
that are generated by the smart sensors, and uses the Illinois Damage Control Scenario
Simulator.

Smart sensors and Smart Actuator. In addition to interfacing to actual smart sensors and
actuators, Figure 1 shows Intelligent Objects for sensors and actuators. These intelligent
objects simulate the behavior of sensor and actuator hardware. This software simulation
allows in vitro damage control experiments to be conducted using the Illinois Damage
Control Scenario Generator. These in vitro experiments are essential for neural network
learning and refinement of the crisis recognition and casualty response knowledge bases.

3.1.2 Solution Overview 2 of 4: PC-Level Overview

Our solution is decomposed into the four major subsystems shown in Figure 2. This
decomposition has a number of advantages ranging from computational efficiency to clarity of
organization. The four major subsystems shown in Figure 2 are as follows:

Human-Ship Interfaces: Visualizes the ship status and the status of the Supervisory Control
expert system for the supervisor. Interfaces to intelligent objects representing smart
sensors and actuators.

Ship Crisis Simulator: Numerical simulation of crisis progression and the effect of damage
control action on the ship, in the areas of fire, smoke, flooding, pipe rupture, and stability.
The ship simulator is necessary for predictive validation and machine learning.

Total Ship Representation: Uses a relational database representation for all static and
dynamic domain knowledge, including ship visualization, numerical ship simulation, and
intelligent reasoning. The other PCs access this information over a 100 Mbps local area
network. For purposes of efficiency, we are also considering database replication and
synchronization, whereby the Total Ship Representation would reside on more than one
PC.

Intelligent Reasoning System: Performs crisis recognition, predictive validation, neural
network and symbolic learning, and simulation of intelligent objects.

Specific examples of how the above four-subsystems break down follows. Consider a particular
fire main pipe in a particular compartment of the ship. All knowledge concerning the pipe, such
as its dimensions, composition, thickness, susceptibility to damage from vibration, visualization,
and current pressure are stored in the total ship representation subsystem. The ship Crisis
simulator subsystem contains the numerical algorithms that determine the pressure inside the fire
main at any point of time, and the rate of flow of a rupture of the fire main in the case of damage.
The intelligent reasoning system contains the programs that reason about this fire main pipe
fragment. It would reason topologically on how the fire main cutoff valves and fire pumps
should be altered in the case of a specific rupture in the fire main system.
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3.1.3 Solution Overview 3 of 4: Module-Level Overview

The lowest level of organization of the Supervisory Control System is the module-level and this
is shown in Figure 3. An ironclad rule is that a module interfaces only with the Structured Query
Language (SQL) Database Module through an Open Data Base Conductivity (ODBC) interface.
This greatly simplifies the design, development, and modular testing of the overall system. A
module can be understood or changed without the need for detailed knowledge of the internal
implementation of any other module in the system. Modules are allowed to re-represent
knowledge in the data structures of their choice for purposes of efficiency. But they must always
initially read in this knowledge from the SQL database module. Whenever a module makes an
inference relevant to any other module in the Supervisory Control system, it sends this
knowledge into the SQL Database module. The 19 modules that comprise the system are
examined in detail later in the current section. For now, we simply list them:

Subsystem #1: Human-Computer and Ship Interface Subsystem
e Scenario Speéiﬁcation Module

¢ Supervisory Interface Module

e Ship Specification Module

e Ship Visualization Module

e Web Interface Module

e Ship Sensor and Actuator Interface Module

4 Subsystem #2: Physical Ship Simulation Subsystem
e Primary Damage Module

¢ Fire and Smoke

¢ Flooding and Rupture

o Stability

e Discrete Event Simulation Module

Subsystem #3: Total Ship Representation Subsystem
e SQL Database Module

e Deductive and Temporal Inference Module
¢ Executive Control Module

Subsystem #4: Intelligent Reasoning Subsystem
e Opportunistic Blackboard

e Neural Networks
e Belief Networks
e Predictive Validation

o Intelligent Ship Objects
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3.1.4 Solution Overview 4 of 4: In Vitro versus In Vivo Overview

Figure 4 shows the two main modes of operation that our Supervisory Control system can be
operated in:

In Vitro Mode: This mode uses simulated sensors and actuators. They mimic the actual
sensors that are used and our ship simulator determines their values. This mode is
required for neural network and symbolic learning of novel crisis situations. It has the
further advantage of facilitating incremental evaluation of all elements of our solution

prior to the deployment of our system aboard the ex-USS Shadwell, [Williams, et al.,
1987]

In Vivo Mode: The Supervisory Control system receives its input from real sensors aboard
the ex-USS Shadwell, and activates real actuators. Actuator activation, in turn, changes
the values that are read by the real sensors. The Illinois Damage Control Scenario
Generator is still used, because it is required for predictive validation.

11
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3.2 Subsystem 1: Human/Ship Interface Subsystem

The Human/Ship Interface subsystem provides indispensable links between the Supervisory
Control system and a host of DC-ARM [Peatross, et al., 2001] users, including the damage
control supervisor, subject matter experts, system developers and system evaluators; and it
connects the Supervisory Control system to shipboard sensor and actuator systems. It provides an
intuitive, informative and complete interface to all relevant Supervisory Control functions of
DC-ARM. The human-computer interface (HCI) modules use proven graphical user interface
methods and standards. The human/ship interface system provides essential project
infrastructure, and the challenges relate more to producing good designs and developing robust
code rather than solving Supervisory Control research problems. The subsections below describe
each of the following six interface's modules: ' .

o Ship Specification: subject matter experts can modify ship structure and contents

o Scenario Specification: scenario can be specified and executed as a what-if simulation
e Supervisor/Operator Interface: provides situation awareness; allows override control
e Ship Visualization: graphical method of providing situation assessment

e Web Interface: allows the above interfaces to run on any computer connected to Web

e Sensor/Actuator Interface: connects situation awareness system to physical ship

Illinois Situation Awareness System
Module-Level View of Human-Ship Interface PC

= cx

’ 2 Ship Simulation PC
Human-Ship Interface
PC
D

o ]

g
B ship Specification Knowledge Base PC

e Supeiso Interface : \,
Graphic Vizualization B . E

I Web Interface

Intelligent Reasoning PC

WM Sensor/Actuator Inteface

i

Figure 5. The six modules of the Human-Ship Interface PC
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3.2.1 Ship Visualization Module

The graphical ship visualization module provides a 3-dimensional representation of the ship. The
user can manipulate the view by using the menus, mouse and keyboard. The state of the ship is
continuously updated by the situation awareness system. Events such as fire, smoke, flooding,
pipe and vent status and other sensory data, as well as repair activity are displayed using color-
coded compartments, icons and standard Navy notation (i.e., for.repair activity). The user can
rotate the view and zoom in for optimum viewing, and can optionally turn off the display of
some items to reduce clutter. Additionally, it is possible to view the ship as a whole, split the
decks to provide a representation similar to the one found on the damage control plates, or view
decks individually. Figure 6 gives an example of our visualization system.

.Compantment : 3-185-1

Figure 6. Illinois Ship Visualization System (figure 1 of 2): Port View. A more detailed
view of the GUI toolbar interface on left is shown in the next figure

The graphical visualization module has many uses. The core interface and data are used in other
modules such as the ship specification, scenario specification, and supervisor/operator override
control. During a crisis, it provides the crisis supervisor with a clear, integrated view of the
situation as an alternative to the DCS interface. We intend to allow the Supervisor to achieve
situation awareness using either the DCS or the Illinois Graphic Visualization System. During
the development and testing of the Supervisory Control system - ranging from crisis recognition,
predictive validation, casualty response, and refinement of primary and secondary damage
simulation, the graphic visualization system will provide a first-order estimate of their accuracy.

14
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Figure 7. Illinois Ship Visualization System (figure 2 of 2): Enlarged view of the GUI
visualization toolbar on the left side of the visualization screen

The visualization toolbar shown in Figure 7 allows the user to load a specific ship model, modify
ship properties, start a crisis scenario or play back an earlier scenario and provides multiple
viewing options for displaying the ship. The speed up and slow down option has the dual
purpose of changing the speed of the simulation in progress, and quickly moving through the
scenario in playback mode.

In the visualizations shown throughout this report, the status of each compartment is indicated by
its color:

e Green/Gray = Intact;
e Yellow = Ignited;

e Red = Engulfed;

e Black = Destroyed.

Section 2.2.3 on primary and secondary damage shows examples of visualizations of crises in
progress. Currently, smooth Gouraud shading is used to produce a color gradient between two
compartments of different status. During the first year, this will soon change to uniform coloring,
with different levels of shading to indicate the compartment’s progress from one state to the next.
For example, a compartment might be bright yellow when first ignited, slowly becoming more
red as it approaches engulfment.

15




Further, color-coding could be added for any ship compartment states if this information would

assist the damage control Supervisor/Operator with respect to Supervisory Control or making
manual override decisions.

The visualization module is designed to go hand-in-hand with the Damage Control System
(DCS) currently in use by following many of the visual conventions used by DCS, such as the
use of standard Navy symbols. This should facilitate allowing an officer familiar with DCS to
quickly learn to use the Illinois Graphic Visualization System.

The Illinois Graphic Visualization module interfaces exclusively with the SQL Database module.
Even basic ship data, such as the coordinates of all compartments on a ship, is stored in the SQL
database module, and not in the graphic visualization module. Any input that the user provides to
the Supervisory Control system through the graphic visualization module, such as clicking a
sector on the visualized ship, is input to the SQL database. The important point is that no domain
specific ship data is hard-coded into the graphic visualization module. This maximizes the ease
with which any graphic visualization system, such as the DCS, can be used with the Illinois
Supervisory Control system.

The current graphic visualization system is based on the Open GL library, and hence can be run
on a variety of platforms such as Windows NT PCs or Silicon Graphics workstations. On a
Pentium Pro platform, we have found the best speed is obtained with the use of a PCI Matrox
Millenium video accelerator board with 8 megabytes of WRAM.
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3.2.2 Ship Specification Module

Figure 8. Illinois Ship Specification Interface (figure 1 of 2)

The ship specification module is a GUI interface (Figures 8 and 9) with which subject matter
experts can specify and modify many aspects of the physical ship condition: materials in
compartments, the topology of compartments, the insulation between compartments, the
subsystems of the ship such as fire main and chilled water, the sensors and actuators that relate to
damage control, and the ship deactivation information. For example, a combustibility expert can
modify the amount of flammable materials in a compartment to see how this affects the fire
spread. This ability is important both in the testing phase of the system in order to validate the
accuracy of crisis simulation and prediction, and in practice aboard the ship when some change
in its physical condition must be reflected in the computer model.

Ship specification is accomplished through a graphical interface that uses the same ship
visualization model as all the other modules in this subsystem. The difference here is that instead
of having a static model, it is possible to modify most aspects of the ship structure and its
contents. For ship specification, there are two editing levels: ship-level and compartment-level.
Ship variables are classified into these levels as follows:
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Ship-level
e Fire main and chilled water systems
e Deactivation order of shipboard systems

» Compartment location and adjacency to other compartments

Compartment-level
e Insulation between adjacent compartments and wall thickness/armor level
e Types and amounts of materials in compartments
e Sensor and actuator locations
e Personnel locations

The process of ship specification as illustrated in Figure 8 is initiated by clicking on a particular
compartment in the wireframe diagram (recall that an expanded view of the toolbar on the left is
shown in Figure 7). Clicking brings up the Illinois ship specification interface, which allows
viewing the contents of the compartment and making changes to any aspect of the compartment,
such as amount of materials, thickness of the walls, amount of insulation between the walls,
numbers of sensors in the room and their placement.

Figure 9 provides an alternative format for selecting a compartment to be modified. Once a
compartment has been selected, the system will be able to display all aspects connected with it.

And a graphical user interface will provide the means of making modifications to the contents of
structure. :

Of the above variables, the ship specification module currently supports material specification, as
shown in Figure 8. The interfaces for modifying each variable will be highly graphical, so that
changing a compartment-level variable would consist of selecting the compartment with the
mouse and making the appropriate change in a dialog box and perhaps giving additional input
with the mouse, such as selecting the location of a temperature sensor within the compartment or
selecting a wall to specify the insulation type.

Deactivation information will be displayed as a deactivation diagram in a separate window.
Editing the topology of the diagram will be accomplished by adding, deleting or moving the
edges in the diagram to indicate a different deactivation order.

Altering the ship structure itself (making ship-level changes) will be accomplished via a CAD
(computer-aided drafting) like interface, allowing the user to change the number of decks and
add, delete and move walls, hatches, vents, pumps, valves and plugs, using the mouse and a
“palette” of shipboard objects. This is important when structural changes made to the ex-USS
Shadwell during the testing phase need to be reflected in the computer model of the ship.
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Figure 9. Illinois Ship Specification Interface (figure 2 of 2): Deck view. This provides an
alternative viewpoint for observing and modifying the contents of compartments
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3.2.3 Scenario Specification Module

The scenario specification module allows the user to put a ship in a specific crisis situation. It
provides the ability to choreograph complex crises events with respect to their timing and nature.
The two essential purposes of scenario specification are to test the entire system, as well as sub-
modules throughout their development, and for the Crisis Predictive Validation Module to
determine whether a suspected crisis meets the recommendations for a bona-fide crisis. Figures
10 through 13 demonstrate a sample scenario specification session. A crisis consists of one or
more explosions or blasts/hull penetrations each of which can be assigned a particular
compartment as its origin, as well as combustion parameters such as the force of the explosion,
fragmentation level and impact angle. Some of this information can be entered visually using the
3-dimensional display. The blast information is then used by the secondary damage modules
(Section 2.3) to determine the spread of the crisis over time.

i 4l Uniled - SimSpec
Yo 3 Hekd

University jpf Illinois

Ready

Figure 10. Illinois Scenario Specification Interface (figure 1 of 4): Selection of impact
compartment by placement of a cone. See next figure for enlarged view of the toolbar on
the left

Each scenario consists of one or more blasts; each assigned a specific time at which they occur.
Once the uscr has specified a blast, he or she selects “Add Blast” on the toolbar (see Figure 11)
to commit the blast to the scenario, and may then continue to add more blasts. Instead of
specifying new blasts, the user will also be able to select blasts from previous scenarios and
incorporate them into the current one. Once all blasts have been specified, the scenario can be
saved to disk and then sent to the simulation module.
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1-Force of the blast in (Kilo) Tons

. A; Fragmentation is the spread of blast

after explosion

Time of blast in minutes and seconds

Blast severity scales the amount of damage inflicted |
by the blast magnitude and fragmentation settings

Crisis Level is the degree of difficulty of the crisis

+Viewpoint and display method for the ship

display

Detail rotation, positioning and scaling of the
ship display

Selection of particular compartment where the

blast will occur

Specification of the blast angle

—Type of damage (Sea Monster is a tool for destroymg
particular compartments in addition to the one affected
by the blast)

Internal fire specification to control the severity of fire

—+Adds this blast to the scenario

|_Scenario quick run executes a scenario with the current
settings

: :EBlast ID

Figure 11. Illinois Scenario Specification Interface (figure 2 of 4): Detailed summary of

specification toolbar
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Figure 12. Illinois Scenario Specification Interface (figure 3 of 4): Wireframe view with
selected compartment

The value of the wircframe representation of scenario specification (Figure 12) is the easy
placing of initial blasts and other crisis events inside the ship rather than on the hull of the ship.

The fourth method of scenario specification is shown in Figure 13. The user can place an initial
blast event with total precision. That is, a primary damage event that was calculated using the
BDE system can be input to the Illinois crisis simulator by “painting” the damage vectors using
the sea monster which allows altering the status of any room with respect to level of damage,
amount of subsystem deactivation, flooding, fire level, and the like.
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Figurel3. Illinois Scenario Specification Interface (figure 4 of 4): Blast specifications with
user specified damage shown in red. The "sea monster" was used to pre-specify damage to
the blast region that will be cumulative with the impact vector's damage

The scenario specification module, especially the “sea monster” mode, plays a vital role in
Predictive Crisis Validation. Recall that predictive validation begins when the Crisis Recognition
System outputs a description of a suspected crisis. The Predictive Crisis Validation system is
then charged with the task of validating the crisis. The first step in doing this is to use the
Scenario Specification Module to set the ship in the crisis state determined by the Crisis
Recognition System. The Simulator then carries the crisis simulation forward in time, and then
the predicted simulated crisis values are matched against the new sensor readings.
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3.2.4 Supervisory Interface Module

The supervisory interface module provides supervisory ship personnel with insight into the
decision-making rationale of the automated system and provides the ability to override its
actions. Most of our discussion of the Supervisory Interface is in Sections 3.6 and 3.7 of this
report; these later sections describe the experimental laboratory tests that will assist in design
modifications to ensure successful communication with the supervisor. This section focuses on
the technical issues associated with the supervisory interface.

Figure 14 shows our first-pass implementation of the DC-ARM Supervisory Interface. This
Interface was implemented using MacroMedia Director 5.0. The primary principle of our design
is that all necessary knowledge must be transparent and visible in the interface. A secondary
principle is that the supervisor has options regarding the type and mode of display of
information. There are three panels:

 Adisplay of sensor and actuator values in three modes: crisis level, ship view, and sensor

type

* A display of Supervisory Control conclusions: crisis recognition, predictive validation,
and casualty control.

¢ A panel for manual override that provides information necessary to modify any of the
above sensor data or Supervisory Control conclusions '

’

These three components of the Damage Control Supervisor Console are illustrated in Figure 14.
The first display—for sensor data—appears at the top. The supervisor can control the types of
sensors displayed at any instant, with options for display by crisis mode (all, abnormal, or
critical), ship view (whole, deck, or compartment), and sensor type (temperature, flooding,
rupture, hull, or passages). For instance, by selecting “CRITICAL,” “WHOLE,” and
“FLOODING,” all critical sensor messages related to flooding for the whole ship will be
displayed. By selectively choosing the viewing criteria, the supervisor has instant access to any
information on the ship, and thus can pinpoint a problem. Sensor messages are displayed only if
they are extreme (e.g., the temperature exceeds a critical threshold). The supervisor can select
one of three modes for display of the desired sensor data, allowing it to be viewed in a text
message panel, with the DCS system or with the Illinois Graphic Visualization system.

The simulator uses the sensor data to form conclusions about events occurring in the ship. These
conclusions are displayed in the second or middle panel. Conclusions about crisis recognition
and predictive validation are presented via text in windows. A third window presents the
system’s preferred and alternate casualty responses. Any of these conclusions can be overridden
by the supervisor through use of the manual override unit on the console.
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An important feature of the supervisory control interface is that everything that is needed to
view and control the simulation will be available on one screen. This control is affected by
means of the manual override panel. For both displays of sensor data and Supervisory
Control conclusions, the supervisor has the option of editing messages and adding new data.
With sensors, there will be additional option to change their state (e. g., turn on or off). If the
supervisor wishes to carry out a supervisory control decision (see Section 2.6.3), it can be
implemented by choosing an option on the manual override panel (e.g., EDIT), and following
instructions. There are many associated displays that will be available to the expert, which
work in conjunction with the Supervisory GUI Interface. One of these is a 3-D graphical
visualization of the evolving crisis. Another is Damage Control System (DCS) module,
which was developed by CAE Electronics. These displays facilitate the presentation of a
global view of an evolving crisis situation. The crisis supervisor will be able to view exactly
what actions are currently being taken (or recommended) to manage the crisis, as well as
what actions were taken at any point in the past. The supervisor will have the ability to
change or cancel any actions the system might take, as well as order additional actions he or
she feels are appropriate. This means that ultimately the crisis supervisor is still in full
control of the situation if necessary. Data with human subjects will be collected to refine the

multimedia interface as needed to support control decisions by the supervisor. (See section
2.6 for further discussion)

The supervisory console shown in Figurel5 represents the present state-of-the-art in
providing Supervisory Control of Damage Control in a DCA setting. It provides the DCA
with the information and commands relevant to carrying the task of coordinating ship
damage control. This console was created at Illinois using Macromedia Director and is able
to run over the Web on an Intranet. It is adapted from the Integrated Damage Control Team
Trainer (IDCTT) system developed earlier by Tekamah and reimplemented at Tllinois.
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Figure 15. Example of a Damage Control Assistant Supervisory Control Console, for
coordination of repair teams, that works in conjunction with DCS

Our evaluation of the appropriateness of the IDCTT DCA interface for our needs led us to
modify it in a number of ways. First, we needed to generalize it. The Tekamah version was
specialized to allow solving a single scenario while the Illinois project utilizes a general-
purpose scenario generator. With the modified interface, the DCA has the option of issuing
commands to the computer simply by speaking to it. A speech recognition engine processes
all speech and then gives these commands to the computer. Depending on the outcome of the
action, the computer can respond verbally, using text-to-speech synthesis. In addition, the
computer can inform the expert of different situations when they occur using text-to-speech.
Our version of the DCA Console interface was implemented in Director 5.0 and can be
accessed via a web interface. Figure 16 shows this console. Our experience with this damage
control interface can be expected to be an asset in the design, testing, and modification of the
supervisory interface for DC-ARM.
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3.2.5 Web Interface Module

The Web interface module provides the means to run the Supervisory Control system over
the Web. First, it allows easy access either on or off ship for damage control simulation.
Secondly, it gives materials researchers the opportunity to investigate combustibility from
practically anywhere, permitting them to update their codes and materials models.

The module is comprised of all the GUI and visualization interfaces (e.g., ship specification,
scenario specification, 3D graphics visualization, Damage Control System (DCS) and
supervisory control). All of these features will be readily available simply through the use of
World Wide Web browsers such as Netscape and Internet Explorer. Both the ship and
scenario specifications can be input via a form on a Web page. All 3-D visualization would
be implemented through a plug-in to the WWW browser. In addition, the supervisory control
implemented using Macromedia Director and placed on the Web with Shockwave, will
interface with the DCS through a set of C++ calls. To control the interface, the user will have
the option of using speech recognition, thereby being able to verbally order the computer to
perform specific tasks. Then, the computer can respond vocally using text-to-speech
synthesis. The 3D ship visualization, DCS and supervisory control will be continually
updated as new information dealing with a scenario becomes available.

2
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Figure 16. Either over the Internet or an Intranet, Web-based clients connect to the
server, which is responsible for all the calculations and running the simulation

The Web interface module is geared toward two network types, specifically an Intranet and
the Internet. With an Intranet, a specific site will have a local server that processes all the
simulations, sending information back and forth with the client, a machine that has a Web
browser and any plug-ins and additional files necessary. An Intranet allows for fast access to
the server, and transferring large files in a matter of seconds. For the Internet platform, there
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are two cases. All clients over the Internet need to have a WWW browser and any additional
files, but those with slow connections, will have the option of downloading additional files to
increase the speed of the connection to the server. With the latter option, however, some
functionality may be lost. It is important to note that in all platforms the client has to do
virtually no work besides watching and participating in the simulation. The server does all
the computation and holds the knowledge base. This type of design allows a client to run a
simulation from virtually anywhere.

The Web interface module gives the crisis supervisor options that are not currently available.
Not only can the system be used on a ship by the crisis supervisor, but also an observer could
watch a simulation or real-life crisis from a remote location and aid in crisis management.

3.2.6 Ship Interface Module: Sensor and Actuators

This module is the mediator between the DC-ARM system and the physical systems on the

ship. Input to the Supervisory Control system comes via the ship’s sensors, which can be
organized into the following categories:

¢ Temperature

e Flooding

¢ Holing (i.e., hull or bulkhead breaks)
e Hatch and door closures

e Fire main pressure and flow

e Ventilation ducting

' The intended implementation of these sensors is described in CARDIVNSWC-TR-85-95/01

[Whitesel & Nemerich, 1995]. Output is in the form of messages to various ship stations and
commands to physical actuators. These actuators might include:

e Hatches and doors
e Sprinkler systems
e Halon

¢ Valves and pumps

and any other relevant systems that can be remotely controlled. The exact method by which
the sensors and actuators would be connected to the Supervisory Control system is still under
revision, although it is likely that this procedure would follow standard Navy practices for
shipboard electronic communications.

29




3.3 Subsystem 2: Physical Ship Simulation Subsystem

The physical ship simulation is responsible for numerical simulation of physical events that
relate to a crisis. It models the spread of fire and smoke, flooding and fire main rupture, as
well as stability and buoyancy. It calculates, for example, the pressure at any point in the fire
main or cooling system. It calculates the time to engulfment of a compartment by fire. And
by its simulation of flooding and rupture events, it is able to provide input to the Navy’s
stability algorithms. A unique feature of the ship simulator is that human or automated

actuators influence the course of events. The spread of fire is affected, for example, by the
flooding of compartments.

The physical ship simulator plays three key roles in the automated Supervisory Control
system. First, it generates training examples of crises that can be used by neural and symbolic
learning algorithms to refine the knowledge base of the crisis recognition system and the
casualty response system. Second, the physical ship simulator is the key element for
predictive validation. The ship simulator is initialized with the parameters of a suspected
crisis, and the crisis is confirmed if the crisis grows over a short period of time at the rate

predicted by the physical ship simulator. One of the four PCs of the Supervisory Control
system is devoted to Ship Simulation. :

Automated Situation Awareness System
Module-Level View of Ship Simulation PC

Five Modules:

(Ship SensorslActuators)
C DC Supervisor )

C Subject Matter Expert ) Ship Simulation PC

H

=

=i Knowledge Base PC
Human-Ship Interface PC

il Discrete Event
i} Simulation Engine i

Primary Damage

Fire and Smoke
Flooding, Rupture

Stability

o

il

Intelligent Reasoning PC

Figure 17. The Ship Simulation Subsystem and its five major modules
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3.3.1 Discrete Event Simulation Engine

The discrete event simulation module provides a generalized framework for modeling the
behavior of physical processes, such as fire spread, and user interaction (flooding
compartments, closing hatches) on the direct physics of the ship.

The simulation engine maintains and updates the state of the system (ship) by responding to
interactions of external and internal agents. These interactions are modeled with time-
stamped events. The simulation engine schedules the events by maintaining event queues. In
addition, the module allows the actions of events to modify the behavior of other events, such
as extinguishing a fire that has ignited a compartment. The interface to the simulation engine
is designed to support interaction with independent modules.

The interrelationships between the modules of the ship simulator, and modules external to the
ship simulator, are illustrated in Figure 18.

Fire and [ | Flood and

Stability |

Smoke | | Rupture 7% l
BDE | CFAST|"

Figure 18. Discrete Event Simulation

The discrete event simulation provides a layer of abstraction between mathematical models
and changes in the state of the system. The module will take advantage of concurrency
through parallel and distributed methods. In order to maintain the accuracy of the module,
synchronization techniques within the system are necessary. The module explores both
conservative [Chan, 1979] and optimistic strategies of synchronizing processes. In particular,
the module will implement an optimistic strategy with error detection, using the rollback
mechanism introduced by Time Warp [Jefferson and Sowizrral, 1985]. The module will also
examine failure detection and recovery methods in asynchronous systems as well as state
saving mechanisms such as copy state saving [Bauer and Sporer, 1993]. The module will
compare synchronization methods through a transparent monitoring process.

The discrete event simulator module coordinates the primary and secondary damage
simulation modules. Figure 19 shows a compartment state transition diagram for secondary
damage.
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Figure 19. Major compartment states and their transition

The initial state of all compartments is intact. When fire propagates to a compartment its
state changes to ignited. If the fire is allowed to burn, the compartment can move into an
engulfed state, where it is capable of propagating fire to its neighbors, and finally, once all
combustible materials have been incinerated, become destroyed. If fire-fighting efforts are
undertaken, or if the oxygen is significantly reduced, the fire can become extinguished. A re-
flash, however, can cause the compartment to become ignited again.

The simulation of a crisis is broken down into two major sub-modules: the Primary Damage
sub-module, and Secondary Damage sub-module. The Primary Damage sub-module models
the initial damage caused by the crisis. The Secondary Damage sub-module builds upon this
information to simulate the progression and expansion of the crisis.

3.3.2 Primary Damage Module

The Primary Damage Module essentially deals with the initial damage caused by an
explosion resulting from a mine or missile hit. The initial impact of the explosion destroys,
engulfs, and ignites compartments on the ship. In order to model this part of the crisis, the
primary damage algorithm splits the force of the explosion into x, y, and fragmentation
components (see Figure 20). The fragmentation component is calculated from the
fragmentation level as determined from the weapon specification. Damage is calculated by
breaking the force on a given compartment into its components and dampening the force in
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the specific directions. According to the algorithm, all compartments where at least one
component of the initial impact force is not zero are considered destroyed. Furthermore, the
boundary compartments (those on the fringe of the explosion) are deemed to be engulfed by
fire, and their neighbors are ignited. Figure 21 shows the Visualization Module’s
representation of primary damage.

Initial

Fx FrrAG

Figure 20. Calculation of initial impact force components

3.3.3 Secondary Damage: Fire and Smoke Module

Fire on a ship at sea is an extremely dangerous phenomenon. The smoke and toxic gases, as
well as the intense heat, threaten the lives of the crew. In addition, the spread of fire to
strategic spaces, such as the magazines, engine spaces and control rooms, can result in
explosions that cause crippling structural damage, loss of propulsion, and/or command and
control. For these reasons the ability to predict the spread of fire and smoke is vitally
important to successful damage control. Our secondary damage module for fire and smoke
simulates the spread of fire and smoke throughout the ship. CFAST, a zone model program,
[Peacock et al., 1993] is used to model combustion in each individual compartment. Given
the dimensions and ambient conditions of a burning compartment as well as its contents,
CFAST produces data on the progression of the combustion process, propagation times to
neighboring compartments and generation of smoke.
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Figure 21. Primary damage with secondary damage in progress

In Figure 21, white compartments indicate immediate destruction during primary damage.
Red and yellow indicate engulfed and ignited compartments, respectively, as a result of
secondary damage. Black compartments, in this view, are intact and undamaged.

With respect to fire, our model recognizes five possible-states for a compartment: intact,
ignited, engulfed, destroyed, and extinguished. Transition between these states is modeled by
the Discrete Event Simulator, discussed further in Section 2.3.1. CFAST is executed for a
given compartment when it becomes ignited. The output specifies the times (in simulation
units) to engulfment and destruction, respectively, as well as three propagation times to

neighboring spaces: through the bulkheads, overhead and deck. Figures 22 and 23 show fire
spread through the ship.

Our fire and smoke simulation module also models the effects of both passive fire boundaries
(such as bulkhead insulation) and direct fire-fighting activity (such as sprinkler systems) by
the dynamic scaling of time-to-compartment-status-change values output by CFAST. These
time values can be recalculated at any point in the combustion process -- whenever a
retardant (such as water or AFFF) is introduced into the compartment.
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Figure 22. Secondary damage

In Figure 22, black compartments are destroyed, red are engulfed, yellow are ignited and
green are intact.

Due to the networking advantages offered by the Microsoft Windows NT distributed
operating system, our overall system is designed to run under this environment. However, the
standard PC version of CFAST only operates under DOS. It is possible to invoke a DOS
program from Windows through a DOS shell, but this approach is highly inefficient and not
practical for fast, real-time scenario generation. Instead, we have invested a great deal of
effort into porting the original 16-bit code to 32-bit Windows code. Furthermore, we have
incorporated the CFAST program into our system as a static library, instead of a separate
executable. These changes provide us with a substantial speed-up in execution, as well as
more compact code, and permit the real-time modeling of fire-spread for each ignited
compartment.
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We also model the simulation of smoke propagation through the ship. The generation of
smoke in all burning compartments is modeled by CFAST. The simulated spread of this
smoke to other ship spaces is accomplished by a network flow algorithm. To this end, all
affected compartments are represented by a dynamically changing, undirected graph. All
nodes representing burning compartments are deemed smoke flow source nodes and are
marked as such. Additionally, all those compartments on the fringe of the smoke-engulfed
arca are considered smoke flow sink nodes and are also marked. The algorithm propagates
smoke from each source to all reachable nodes in the graph and from all nodes to each
reachable sink. This results in at least one inflow rate value and at least one outflow rate
value for all nodes, except sources and sinks. Then, by the principle of superposition, these
values are summed to produce a net flow rate for that node (compartment). Multiplying the
flow rate by the simulation time unit gives the net amount of smoke that has entered or left
the compartment during that time. From this, the current smoke concentration for the given
compartment can be easily found.

36




The physical models of smoke propagation are based on those in the CFAST manual. There
are three distinct cases:

(1) Horizontal flow through vertical vents. The general form for the velocity of the

mass flow is given by
2AP
=C,|—,
M

where vis the mass flow velocity, C is the constriction coefficient and is

approximately 0.7, d is the smoke density on the source side, and AP is the pressure
change across the interface.

(2) Vertical flow through horizontal vents. This situation is different from (1) in that
the temperatures are different across the interface, which causes the flow to be
unstable. The overall flow rate is given by

Am ,AP
‘Zt" =C f(r,e) _d_ S,

AP
where C=0.68+0.17e¢, s=?, fis a weak function of both r and gand S is the area of
the vent.

(3) Forced flow (e.g., fans blowing air through ducts). The flow rate is given by

Am
- GYAP,

f2a’
where G= Vel S, C1s a correlation constant dependent on the types of duct and fan,

and d and § have the same meaning as those in (1) and (2).

3.3.4 Secondary Damage: Flooding and Rupture Module

The secondary damage flooding and rupture module keeps track of water levels and water
propagation in flooded compartments, as well as the water pressure in all parts of the fire
main systems. In the case of flooding, the main potential sources of water are hull ruptures
below water line, pipe leaks and ruptures, as well as direct fire fighting. Clearly, hull
ruptures are the most severe sources of flooding, but pipe ruptures and fire-fighting efforts
can also introduce substantial volumes of water into ship spaces. Flooding can have severe
effects on ship operations, such as restricting movement through some ship spaces, shorting
electrical systems, and even affecting the buoyancy and stability of the ship.

The ship’s fire main, as the name implies, is the main water-carrying artery on the ship. The
fire main rupture model is important for two reasons. In the first place, it continually
calculates the water pressure in every pipe segment of the system. This permits real-time
simulation of pressure effects on the fire main of such events as pipe ruptures, sprinkler
system activation, fire pumps going on and off line, as well as attaching fire hoses.
Additionally, the fire main rupture model serves as a complement to the flooding module by
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supplying information on the volume of water flowing out of ruptured pipes and contributing
to flooding.

SOURCE

/ Pipe Rupture

AN N 7 7T N N
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(a) 0
Figure 24. () A sample compartment configuration. (b) The corresponding flow

network

Our approach to the modeling of both flooding and rupture relies on network flow methods.
This requires the representation of the underlying systems by a graph, which is referred to as
a flow network. Figures 24 and 25 show how flow networks are defined for the flooding and

rupture models, respectively. There are three basic properties that govern the behavior of
flow networks:

Capacity constraint: The net flow from one point to another may not exceed the given
capacity constraint.

Skew symmetry: The net flow between two points in one direction is the negative of the net
flow in the reverse direction.

Flow conservation: The net flow out of every point other than the source or secondary
flooding is 0.

These properties permit the accurate modeling of water movement through a system by

repeatedly propagating a given volume of water from one point to another along its flow
path.

Both the flooding and rupture models use this technique. However, there are small
differences. The flooding algorithm keeps track only of flooded compartments. It represents
this collection of spaces by an undirected graph, where each node is a flooded compartment.
The flow sources (those compartments containing a hull rupture or pipe rupture) are marked,
as well as secondary flooding (those compartments that water enters from other ship spaces,
but does not exit to other ship spaces). Water from each source is propagated to all reachable
compartments by a breadth-first traversal of the graph, and, similarly for each secondary
source, water is drawn off from all reachable compartments. Then, using the information so

obtained, the principle of superposition is used to determine the net flow of water into or out
of a compartment.
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Figure 25. (a) A simple pipe system. (b) The corresponding flow network

The calculation of the actual volume of water transferred is accomplished via Bernoulli’s

equation (See Figure 26):
| 80 _ , G- p2)
At Yo, ’

where AQ/At is the water flow rate, 4 is the area of the opening connecting the two spaces,
pl and p2 are the respective pressures in each space, and p is the density of the medium (64
Ib/ft® for sea water). The flow rate is multiplied by the simulation time unit, At, to determine
the actual volume of water transferred during that time between the compartments in
question. In this fashion, water can be propagated from source compartments to all reachable
compartments by repeated iteration of the algorithm in a breadth first manner.
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Figure 26. Illustration of the use of Bernoulli’s equation to calculate the flow rate
between compartments

The rupture algorithm works similarly to the flooding algorithm, except that the entire fire
main system is represented by the undirected graph, where each node corresponds to a pipe
segment. As in the flooding algorithm, source pipe segments (i.e., those directly connected to
a fire pump) are marked, and sink pipe segments (i.e., those containing ruptures or having
hoses or active sprinklers attached) are marked. Water is propagated from each source to all
reachable pipc segments, and from all pipe segments to each reachable sink. Again,
superposition is used to find the net flow, AQ, into or out of a pipe, which is then divided by
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the time unit to obtain the flow rate (AQ/A?). Finally, for each pipe segment, the Bernoulli
equation is applied in reverse to find the pressure change:

(%)

24°p

Ap =

Thus, the rupture model can provide the supervisor with an accurate picture of the pressure at
every point in the fire main. This information can assist him/her in making informed
decisions on which ship systems can be activated at any given time, and which fire-fighting
measures may be applied in a given situation.

3.3.5 Secondary Damage: Stability Module

When a ship takes a direct hit from an enemy mine or missile, stability is generally the most
pressing and time-critical issue, since research shows that a ship is most likely to sink from
foundering or capsizing within the first 15-20 minutes [Nemerich and Durkin, 1995].
Damage control officers must be able to make decisions as to what counter-flooding
measures are to be taken to save the ship, or if this is impossible, to determine how much
time remains before the ship is likely to sink. Currently, there is a manual procedure for
making these calculations, but it takes upward of 40 minutes to complete the data collection

and analysis alone. A viable software package that performs the analysis based on the SHCP

model (FCCS) exists but still requires manual collection and entry of data. Neither approach
produces results quickly enough to make them useful in a real crisis situation [Whitesel and
Fairhead, 1996]. What is needed is a system that can automatically collect all necessary data
from sensors located throughout the ship, perform the required analysis, and implement
whatever actions are recommended through remote actuators.

The sensors required for input to a stability control system are flooding (liquid level), hatch
and door closure status, fire main pressure and flow, and holing in the hull, decks, and
bulkheads [Whitesel, et al., 1995]. None of these types of sensors are presently in use on a
large scale or in the configuration necessary for damage control. However, some have been
developed for and are utilized in civilian applications. These can be modified to adhere to
military requirements. Others can be developed from scratch to fit the Navy’s damage control
specifications [Whitesel and Fairhead, 1996].

The actuators necessary for some stability issues are essentially those for opening and
shutting fire main valves. They can be used to dynamically reconfigure the fire main (and
other water-carrying systems) when ruptures in sections of the piping are detected.
Fortunately, this type of actuator exists in current damage control systems. However, it is
installed only on selected valves. To make the fire main damage control process completely
automatic, actuators must be installed on every valve [Lestina, Runnerstrom, Davis, Durkin
and Williams, 1999].

In addition to scnsors and actuators, a reliable ship data network must exist for transmitting
data between sensors/actuators and the computer system responsible for damage control.

Navy ships currently utilize the Data Multiplex System to transmit electronic data between
various modules. This communication system, however, is unreliable and cannot guarantee
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uninterrupted transmission in a crisis situation [Whitesel and Fairhead, 1996]. Both hardware
and software modifications must be implemented to make the network more robust.

Once sensor data are collected, they must be analyzed to determine the ship’s current and
projected levels of stability. The state-of-the-art package in use for this task is the Flooding
Casualty and Control Software (FCCS), developed by NAVSEA 03H [Whitesel and
Fairhead, 1996]. This package is considered reliable and is recommended by the US Navy for
Fleet-wide implementation [Wujick and Rosborough, 1992].

Thus, a basic framework for shipboard stability control either exists or is already in advanced
stages of development. The existing FCCS software could be used both in the Predictive
Validation Module (see section 3.5.4) to help confirm sensor indications that a crisis is
indeed in progress, and as part of the expert system that actually responds to a validated
crisis. In the first case, the Predictive Validation Module would input real initial flooding,
rupture, and structural damage sensor readings into the ship simulator (see section 3.3). The
ship simulator would then model the progress of the incipient crisis (as indicated by the:
initial sensor readings) for several simulation cycles into the future. The simulated sensor
reading thus obtained would then be input to the FCCS module to obtain an evaluation of the
ship’s stability some amount of time into the future. Based upon this information, a
validation of the crisis would be obtained. Once it is known that a crisis is actually in
progress, the FCCS module would be used to analyze the stability situation and recommend
the response to maximize ship stability.

3.4 Subsystem 3: Total Ship Representation Subsystem

The Total Ship Representation Subsystem (Figure 27) contains the domain specific data that
is used by all the other modules in the Supervisory Control system. It includes data and
knowledge that is relevant to visualization and the system interfaces, to numerical ship
simulation, and to intelligent reasoning. The basic format is an SQL relational database. All
modules access the relational database. They also update the database when their behavior
changes the state of the world. One of the four PCs of the Supervisory Control system is
devoted to total ship representation. It is called the Knowledge Base PC.
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Figure 27. The Total Ship Representation Subsystem

This section deals with the formal representation of the domain. Any successful Al project
has to be built on top of a solid domain representation. Such a representation is the
foundation of the entire system and provides:

e A formalization to reason over

e A framework for dynamic and static data storage

* A common format to facilitate inter-module communication and data exchange.
In our approach the representation could be divided in several areas:

e Static structures and data

e Dynamic structures and data (including temporal reasoning data)

e Executive control

The knowledge basc is implemented in an industry-standard SQL-compatible database that is
accessed through the Microsoft Windows Open Database Connectivity (ODBC) interface.

3.4.1 SQL Database Module

The SQL Database module is the central knowledge repository for the entire system. All
other modules interface only to it to retrieve and report information about the ship. The
database maintains all static, dynamic and temporal information.

The knowledge base ontology is realized as a relational, SQL-compatible database. All
modules access the database using the Windows ODBC interface, which acts as a layer
between the database and the client application. This allows extensive flexibility in the
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implementation of the other modules. For example, the modules can be implemented in
Microsoft Visual C++, Borland Delphi, Lisp, Prolog, FORTRAN, and specialized expert
system shells.

The design of the database makes it easy to specify different versions of ships, and the data
associated with a crisis scenario can be saved for later analysis.

Machine A

OobDBC Machine C
Server
) obBC »{ Module 3
Database —
Module 4
: ODBC
Machine B

Figure 28. The knowledge base access topology

Shown in Figure 28, the modules can run on any configuration of network machines. The
modules could each run on a separate machine, or they could all run on the same machine.
As long as there is an ODBC link (established when the network is set up) to connect them to
the central database, the modules will operate the same regardless of the network topology.
As discussed below, it is also possible to distribute the database to improve data access
efficiency instead of keeping it on a single server.

The knowledge base is divided by ship class into several broad categories:
e Status of compartments
e Status of fire main, chilled water and other relevant shipboard systems
e Status of ship stations (such as repair lockers and medical)

For example, the database contains a table called CW_Valve SHIP, which lists static data
about the location of chilled water valves by associating a valve number with a
compartment specification (Number stands for the valve number):

CW_Valve_SHIP fields:
Deck

Frame

Position

Number
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Another example of a static table is Station_SHIP, which lists information about personnel
stations (such as a repair locker):

Station_SHIP fields:

Station_code

Station_description

Personnel

The following figure illustrates how the SHIP AutoCAD ship data are represented in related
tables in the knowledge base:

Information that evolves over the course of a crisis is maintained in dynamic tables, such as
FW_Pump_Status_SHIP. A set of sample records is given below, showing how a

sequence of changes in the status of a particular pump is recorded (Cell stands for
compartment subdivision):

Deck Frame Position  Cell Number  Status Time

3 370 2 1 2 2 14:32.34
3 370 2 1 2 1 14:35.01
3 370 2 1 2 0 14:35.22

All of the data usually contained in a single AutoCAD file are distributed into many tables in
the knowledge base, where there exists a table for each type of object on the ship such as
compartments, water system components and personnel stations and table(s) identifying the
relationships among them, as demonstrated in Figure 29. Making entities and relationships
among them as explicit as possible simplifies the process of reasoning about them in an Al
environment. A “I-to-N” link between tables signifies that for the indicated field in the first
table, there exists onc record with a particular value in that field and in the second table, there
exists one or more records with that value in that field. This linking of tables via related data
is at the core of relational databases. The reason that “flattening out” the AutoCAD data into
a database is preferable to simply using the AutoCAD file is because the database stores data
in a way that is amenable to Al reasoning and modification.
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Figure 29. A portion of the database schema that defines part of the knowledge base

All dynamic tables are a log of events ordered by the time at which they occurred — in this
case, we see that pump #2 in compartment 3-370-2 changed from status 2 to 1 to 0 at the
indicated times. This keeps a record of everything that happens during a crisis and allows
modules to analyze temporal relations among events.

It is desirable to implement the knowledge base using proven and reliable commercial off-
the-shelf (COTS) technology as much as possible to avoid introducing proprietary formats.
Currently, Microsoft Access is the Database Management System being used. However,
other commercial formats could be accommodated transparently since Windows’ ODBC
layer hides the implementation details of a particular database from the client application. For
example, if Microsoft Access does not provide sufficient performance we consider using
Microsoft SQL Server. The only requirement is that the database use the standard relational
database paradigm, which is why, for example, the AutoCAD data of the ship structure was
“flattened” into a set of Access tables. This ensures maximum portability and compatibility.

A major consideration in designing the knowledge base implementation is speed. We can
expect a great deal of read/write accesses to the dynamic tables during a crisis.
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Current benchmarks indicate that a 200Mhz Pentium Pro system can sustain approximately
6000 reads/second and 600 writes/second to a single table. Performance decreases when
several processes (possibly on different network machines) access the same table. To
guarantee that large amounts of information can be delivered promptly in a time-critical
situation, a high-speed local area network (LAN), such as 100Mbps Fast Ethernet, and low-
latency, high-throughput hard drives are required. This technology is readily available on the
commercial market. Additionally, each machine on the LAN can store a copy of the
knowledge base on its own hard drive, allowing the modules running on that machine to
access a local file instead of sending a data request over the network. Only the global
changes made to the knowledge base are propagated over the network to the other machines
instead of every data request, reducing network load.

The knowledge base is also used for inter-module communication, in keeping with the notion
that it is the “glue” that binds the system together.

3.4.2 Deductive and Temporal Reasoning Module

The Microsoft SQL database is a relational database, and hence all the information is at a
ground level -- the level of tables. The deductive and temporal reasoning module allows
more complex inferences to be drawn by reasoning over the SQL module.

The damage control (DC) domain is one of time-critical and resource-constrained decision-
making. Time-critical in the sense that proliferating crises could damage surrounding areas
and vital systems, and resource-constrained because on a ship, there is only a limited number
of manual and automatic equipment available to deal with crises.

Temporal models can be classified according to their primitives of time [EQUATOR, 1990].
In point-based theories the representation deals with individual points of time corresponding
to start and end times for events. In such theories reasoning is achieved over precedence,
successions and simultaneity, and their negations and combinations. On the other hand,
segment-based (or interval-based) theories represent intervals of time that correspond to the
duration of the event. Allen [1983] introduced a temporal logic that is represented as distinct
time intervals and the various associations between them. An interval can be described as a
discrete segment of time used to stipulate a period of time over which an action or event
holds. As there can be several intervals on a time line, Allen also introduced some common
relationships and reasoning over them that we will represent in our model.

In Dean & McDermott, [1987] the authors examine components of temporal databases in
terms of time map maintenance (TMM), partially specified constraints and resolution
strategies for conflicts in the database using c/ipping. Shoham and Goyal [1987] use time
intervals and assertions about them that allow the significant objective of being able to
interpret over intervals of zero length. Further, their representation uses a pair of end-points
for intervals of time that are considered linear and dense, and they do not assume
homogeneity in the truth of the assumptions over sub-intervals. The automatic referencing
over interval hierarchies in the TIMELOGIC [Koomen, 1989a] system has a strong
corrclation to the representation issues being tackled here.
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3.4.2.1 The Temporal Resource Manager

The temporal resource manager (Figure 30) for the DC domain is based on the principles of a
temporal database [Dean & McDermott, 1987; Maiocchi, 1988; Shoham, 1994]. Information
is stored in the database according to time intervals based on Allen’s time interval work, as
well as categorized into a classification of what aspects of the ship the particular piece of
information affects. The Temporal Resource Manager (TRM) can be broken down into a
series of tables. Each table contains information about its specific domain on the ship. For
each system action (command input such as ‘turn on firepump #2’) into the TRM, an entry is
made into one of these tables. Table entries are not disjoint; one command often updates
three or more tables. Table domains often overlap and many commands depending on the
variables relate to many different domains and could be a subset of a larger table. The
redundancy in tables is used to aid in consistency and speed when retrieving information.
There are over 120 different commands that exist in the current version of the TRM. Each
individual command contains a unique variable list to specify the exact command, although
for similar commands an attempt was made for some degree of variable uniformity. Every
variable has a number of different possible values recognized by the system depending on the
variable and the command associated with it, so there are a finite number of commands that
can be input into the TRM. Each command need not use all of its variables. Each table entry
contains the command, the time at which the information was reported, and any variables
associated with the command. The variables are internally stored in a table format with each
table consisting of an identifier for the variable and the value. In this way, the order of the
variables need not be consistent, or even the variables associated with each command. The
table entries are stored chronologically thus making the task of finding a specific crisis
interval trivial just by iterating through the table entries, as not all entries in a table may
specifically refer to a given interval.

47




query(status, ({fm_pump, 1d2], [6, 12]].
[Rate, Answerlist]),
query(function, [{fire, Place],

Query Input [6,12]], {Rate, Funclist]),

sort(Funclist, Shortlist),
transtate_loop(Shortlist, [],
Answerlist).

trm( fm_pump, 6, [[{time,0],[what,initial ship status:
off-line],[func,131),[links, [1}}})-

Y
trm( fm_pump, 1, [({time,0],[what,initial ship status:
off-line],(func, 131} {links,[111).
Temporal i
Reasoner Fehase acoess trm( fm_pump, 4, [[[time,8.15] [what,initial ship
status: on-line],[func,130},[links {]]).
trm( fm_pump, 3, [{{time,0],[what,initial ship status:
on-line],[func,130],[links,{]]1]).
A 4
ID1 = Fire Pump 4
Query Output > Time = 8.15
Place = 3-370-0-E

English form of the above querry and its returned value

Query : Was there any fire pump turned on during a fire, if so when and where was the fire?
Answer : Yes, fire pump # 4 was turned on at time 8.15 into the scenario and the fire was in
space 3-370-0-E

Figure 30. The above Figure shows the power that is gained by using a temporal
reasoner that reasons over the contents of the database to answer intelligent high-level
queries

The tables are also broken up into various categories, each of which is concerned with a
specific division of the ship. Every major piece of machinery on the ship has a table
associated with it. Examples of crisis tables are those associated with a fire in a specific
compartment or a rupture in part of the firemain. Although every entry in a crisis table is
also duplicated in another table and thus a crisis table could actually be constructed from the
other tables, speed and simplicity are at the cost of redundancy. Crisis tables are created
dynamically. Each different TRM command has a data rule associated with it. This rule
specifies which sct of tables will be updated and what specific information will be stored in
those tables. For different variants of a command, there may be multiple rule associations.
When multiple rules are present, the correct rule is chosen by a meta-rule type associated
with a command.

The initial report of a fire (say at time ) creates a time interval £, which denotes the events,
rclated to the fire (here the end of the interval is left unspecified since it may ultimately lead
to the sinking of the ship). The interval can be viewed as a bound for certain activitics that
can be associated with fighting the fire. The individual events that constitute this time
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interval can either be specified as a total order of events/actions that have to occur within the
interval frame or partially ordered or as an incomplete order. This theory seems consistent (to
some extent) with the findings of Song [1992] and Koomen [1989b]. Now another interval
(or event) Ey corresponding to the starting of a fire pump was asserted with a report from the
DCCO at time . In order to ascertain the effectiveness of the DCA’s action we need to know
the temporal relationship between f; and Ey. Thus the TRM can be used by the expert
systems that control and regulate crisis management activities on the ship by supplying
information in a temporal and context sensitive manner. This will allow the expert system to

reason over a set of events that occurred over an interval of time and its relationship to other
temporal events.

3.4.3 Static and Dynamic Database Interface Module

This module defines the entity-relationship schemas of any relevant, preexisting static or
dynamic databases. These schemas allow the intelligent reasoning system to use these
databases for intelligent reasoning. It is assumed that all of the static and dynamic databases
support the ODBC interface convention.

Because all modules are designed to interface through the industry-standard ODBC layer, the
knowledge base can be expanded indefinitely with external databases provided by the Navy
and its contractors. The only requirement is that these databases be in a common database
format such as Access, SQL Server, Oracle, Dbase or Sybase. Upon receipt of a new
database, the knowledge base ontology is simply extended to accommodate the new data set;
this allows the DC-ARM modules to harness the information contained in those data sets
with minimal additional effort.

The static and dynamic database interface module is, then, a gateway from all the required
databases to the modules that use them during a crisis. Any database that the Navy is able to
provide could be easily integrated into the DC-ARM system.

3.4.4 Executive Control Module

The executive control module (Figure 31) will be responsible for invoking other modules as
needed, coordinating their activities, and identifying and responding to failures within the
system. Our principal design goals are to allow flexibility of module implementation,
uniformity of interface between modules, optimum performance, and maximum
survivability. The core architecture will be a master process on the core server that will use
the Windows NT Remote Procedure Call (RPC) mechanism to invoke instances of the other
modules on any machine in the system and pass messages and notice of critical events
between modules. Each module will be responsible for “checking in” with the executive
control module at specified intervals to report current status. The executive control module
will be responsible for investigating modules that fail to check in or report error conditions,
and restarting them as necessary if they have crashed or stalled. In addition, the executive
control module will be responsible for monitoring system performance on each machine and
attempting to balance workloads between machines, as well as detecting and responding to

hardware failures within the system (e.g. broken network connections or systems going off-
line.)
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Figure 31. An illustration of how the executive control module coordinates the various
processes

Whenever possible, modules will be designed with multiple threads of execution and parallel
processing in mind, so that the executive control module can invoke or kill instances of each
module as necessary and better manage system load balance between machines. For example,
the smoke propagation module might be invoked once for each new smoke-causing casualty
that is detected and have a separate thread of execution processing each instance. This allows
dynamic response to events and has the advantage that it does not require an instance of
rarely used modules to be active at all times, continuously polling the global event database
to sce if new events have occurred which interest them, greatly improving system response
times. In the case of modules which naturally have information to process at all times, such
as the operator interface manager, this paradigm does not have to be adopted and the

originally invoked instance of the module can remain active throughout the system’s activity
cycle.

Damage control systems naturally must operate in unstable environments with a very real
possibility of capability loss due to casualty, and ensuring that the entire system is as fault-
tolerant and resilient as possible is the primary responsibility of the executive control
module. It will be designed specifically to make no assumptions about the status of system
components, and to detect and respond to losses of functionality as rapidly and flexibly as
possible. Additionally, it will be responsible for monitoring inter-module communication and
ensuring that all requests for information are responded to within a reasonable amount of
time to guarantec that no module will stall waiting for a response from another module that
has crashed, and reporting significant error conditions to appropriate modules.
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Figure 32. Comparison of potential network architectures

The machine breakdown given in Figure 32 is virtual rather than physical; it is convenient to
think of the collective resources required by each module and system of modules as a
separate entity, but it is our intention to present our hardware collection as a single resource
pool to the executive control system, so that no single computer is reserved exclusively for
any specific set of tasks, and any instance of any module might be run on any machine in the
cluster. This flexibility will even be extended to the executive control module itself, so that if
another module detects that the executive control server is off-line it can restart the executive
control module on its own machine in a special emergency state, from which the executive
control module will assess current system status and take over management duties. This will
obviate the need for reliance on a certain core server to remain functional at all times, and
allow the system to better withstand losses in component functionality due to ship damage or
hardware/software failure. By interconnecting system hardware with a topology that ensures
that a broken link between any two components does not isolate functional subsets of the
system from each other, this architecture will require that all computational resources or
connections are completely destroyed before it is rendered impotent, a key requirement of a
system as critical as damage control management.

51




3.5 Subsystem 4: Intelligent Reasoning Subsystem

This section describes the intelligent reasoning subsystem (Figure 33). The intelligent
reasoning system consists of the Supervisory Control expert system, the machine learning
system, the crisis predictive validation system, and the intelligent object system. The
blackboard expert systems for crisis recognition and casualty response are at the core of this
report. Their functions are to estimate the present world state based on all sensory
information, evaluate the possible courses of action, and select the action with the highest
expected value. All of this has to be done within a noisy real-time environment and within a
large state-space.

Automated Situation Awareness System
Module-Level View of Intelliegent Reasoning PC

CShip SensorslActuators) D

Opportunistic
B Blackboard Expert
Bl Systems

Neural Networks

H

=

Knowledge Base PC
Human-Ship Interface PC

Belief Networks
Predictive Validation

l Intelligent Ship
3 Objects

Intelligent Reasoning PC

( DC Supervisor ) : .
(Subject Matter Expert ) Ship Simulation PC Five Modules: S

Figure 33. Module-level view of the intelligent reasoning subsystem

3.5.1 Blackboard Expert Systems

The Blackboard Expert System subsection contains discussions about its relationship to the
other parts of the intelligent reasoning system, and the research contributions we expect to
make during the coursc of the project. Because of the difficulty of the task and the lack of
expertise on performing damage control on future ship designs, which can be created within
our intended architecture, there is a natural place for a machine-learning module. The
machinec-learning module consists of two parts, a sub symbolic (artificial neural networks)
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and a symbolic (rule-based learning and decision network learning). We outline below the
role which both of these reasoning and learning paradigms may play in a damage control
context and present some central research challenges and how we expect to address them
within the Automated Supervisory Control System. The crisis predictive validation system is
concerned with crisis diagnosis using forward simulation, as is the intelligent object system,
which will initially provide simulated behavior of sensors to-the Supervisory Control expert
system. Later, these intelligent objects will serve as an interface between the expert system
and the real sensors

3.5.1.1 Challenges for the Blackboard Expert Systems

One of the largest challenges of the project is crisis recognition and response. The blackboard
expert systems are the heart of the entire project and are exposed to many challenges
including the following:

e Real-time reliable cﬁsis recognition

¢ Cirisis recognition not explicitly programmed

e Real-time response

¢ Need for dynamic knowledge refinement

¢ Need for learning from massive pool of examples (hundreds of thousands)
¢ Integration of static and dynamic databases

¢ Integration of various nature reasoning subsystems (Bayesian networks, artificial
neural nets, rule-based and case-based systems

e Need for learning and knowledge refinement for most of those subsystems
e Integration of the simulator into the expert system

e Integration of the supervisor “override” mode into the expert system

e Need for sensor fusion

e Need for certain domain-independence (working from the first principles)

3.5.1.2 Background on Blackboard Architectures

Some of the most successful Artificial Intelligence applications are expert systems. In turn
some of the most successful expert systems have been built using blackboard architecture.
Blackboard architecture is suitable for ill-defined and complex domains [Nii, 1989; Simon,
1969; Newell, 1969]. Clearly, the damage control domain falls within this purview. Classical
examples of successful blackboard expert systems are HEARSAY, HEARSAY-III [Reddy et
al., 1973; Erman et al., 1981] as well as the HASP system [Nii et al., 1978]. The latter one is
an especially valuable example as its task was platform recognition from sonar array
readings. Like our intended system, HASP used sensor fusion and multi-level knowledge
representation.

Recently, blackboard systems have been refined in various ways. For instance, classical
scheduler has been improved by means of recursive classification [Park, Donoho, and
Wilkins, 1991; Wilkins, 1996]. A particularly interesting recent project, called Guardian,
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was developed at the Knowledge System Laboratory at Stanford University [Hayes-Roth et
al., 1992; Hayes-Roth, 1994a, 1994b]. The system deals with handling patients in an
intensive care unit. In many senses the task of Guardian is analogous to the one of our
system, as both domains require real-time crisis management and situation monitoring and
both domains are sufficiently complex.

We plan to build upon the past Guardian work in blackboard architectures [Hayes-Roth et al.,
1992] as well as our own work on blackboard architecture systems [Park, Donoho, Tan,
Mengshoel, & Wilkins, 1995; Wilkins, 1996], since Guardian was intended as a “proof of
concept” only.

3.5.1.3 Overall Design of the Supervisory Control System

We propose to develop a novel multi-blackboard based expert system capable of dealing with
challenges imposed by the damage control domain. A high-level structure of the system is
depicted in Figure 34, which was also shown earlier in the report.

3.5.1.4 Blackboards

The two main blackboard systems for 