! 000¢ L4VSI 00.ddS 8-9

[rur-osou-eydre@)yryellp
€TNII-VSN
AJUQ3y AILINOag [BUOTIBN

vYYIYDY 3o

JAT}IAASIJ JUSWIUIIAOL) Y

= AIINJ3G SSIAIIM D€




REPORT DOCUMENTATION PAGE

Form Approved
OMB No. 074-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining
the data needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for
reducing this burden to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of
Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503

1. AGENCY USE ONLY (Leave
blank)

2. REPORT DATE
9/6/2000

3. REPORT TYPE AND DATES COVERED
Report 9/6/2000

4. TITLE AND SUBTITLE

3G Wireless Security - A Government Perspective

5. FUNDING NUMBERS
(NSA-TRIZ3)

6. AUTHOR(S)

Rahikka, Doug

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

National Security Agency

8. PERFORMING ORGANIZATION
REPORT NUMBER

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES)

National Security Agency

10. SPONSORING / MONITORING
AGENCY REPORT NUMBER

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION / AVAILABILITY STATEMENT

Approved for public release;

Distribution unlimited

12b. DISTRIBUTION CODE

A

13. ABSTRACT (Maximum 200 Words)

A briefing on the government's perspective of wireless security.

14. SUBJECT TERMS
IATAC Collection,

wireless security,

3G,

interoperability,

15. NUMBER OF PAGES

25

16. PRICE CODE

17. SECURITY CLASSIFICATION
OF REPORT
UNCLASSIFIED

18. SECURITY CLASSIFICATION
OF THIS PAGE
UNCLASSIFIED

19. SECURITY CLASSIFICATION
OF ABSTRACT
UNCLASSIFIED

20. LIMITATION OF ABSTRACT

UNLIMITED

NSN 7540-01-280-5500

Standard Form 298 (Rev. 2-89)
Prescribed by ANSI Std. Z39-18
298-102




(4 000¢ L4VSI 00.ddS 8-9

. ABAA OM o
T SSOJAII
Zﬂw , Fuﬁ KBAA dUQe

suigeq

L d | B :_,,,,,,;,,_,,_,:1
II.....&I,.I

-Illiﬂu--@

VAd SSOPIM

banjonnserjuy

MJI0MION
1RSI [21U]

doo [edo] /&P
SSI[RAIA (j suoneordur A1LIndas)

PAIIA\ JO 2INSOdXH PIPUAXY =
SSOTAII M




13 000¢ LYVSI 00.ddS 8-9

(eep yane pue sK9y “3°0) eIep Aoudie] moJ Jualedsuel] —
AILINJ3S SUIFRSSAW JIOMION — (wSipered ¢()1S) B1e(] USY} IO —
(dmyas (LAgN,]) 1odsuen JIomMoun N —

[[B9 18 SWI) SUO PAYIIIMS (uonerpndauoN) ANIqeIUNOIOY

‘uoneORUANY ‘A[Iqe[IeAY

-JINOIIO SA) UOHBONUSYINE ‘fuSey ‘Aifenuspyuo) —

peojAed 19308 J-Ag-1930d —

2IND3S
(INSD /M [$S] Suiziuouuey) quaredsuel ] ‘arqeradorouy
Surweos 1eqO[3 ‘snoymbiqq) (@ISl
JOJ WU)LIOS[B UOIBIIUSYNE SLINd —
VIL/ISLE juiop —  Anoss mkww pug-0)-puyg —
‘.q. SI9SN PALJISSB[OU[)
(oseg < > 19s) “39) 2 el
uonesnuayne [elole[lyg — A1moaas 1y S1OD poon —
(s10u) NIT 000Z-LAI JUDUILIZAOL) (] s

SJUAWIAIINDAY AI1IN23G




v 000¢ L4VSI 00.ddS 8-9
VSNA#WIY SAS[URZI/7puUnot/soe,/uondAIoud/A03 1s1u-01sd//:d1y 998
suostredwod wyprrog[e uo yaded e pIp ZZIML VSN —
| SIUTBIISUOD SSA[AIIM Ploypury 0}
d[qeuawe 1aM0d + paads papnour suonedJIoads SHY —
suoneordde
Aoearid 19quiosqns D¢ arniny I0J WYILIOS[®
PADPUDIS UOLIAAAIUT] paoubapy STF 1.SIN
[ENJUIAD SUISN SULIIPISUOD OHVHYV SHUL VIL

ssauwsnqol uaAod Jo A103s1y U0 —

D¢ 10J 2AnTwnd orgyder3oydAid

pa11dya1d se uyji1i03] YSPL 24123 [-FHS
LSIN 3dope 03 G4 1 VIL Ul SUIp[Ing SNSUISUO)) e

syoedw] ISIN




yInos[ieg 9snig 'S :00Inog

S 000¢ L4VSI 00.d49S 8-9
(9010A Aurewrnad ‘xasn 03 sdgy( [~ S918I HT YA 1SBNUO0D)
100pu]/0d1d sdqiN ¢
JRINOIYI A PRadg MO + UBLIISIPI] sdqy $8¢

Ie[nolya A paads ysIH sdgy 1 :saey g

: SUTBWOP 9D

000CLINI D¢




9 000¢ L4VSI 00.ddS 8-9

(0k30 ” (S6SD VINAD
0L 00.)LA Y (WSD +9€1SD VINAL : 98eioy Dg
SUOTIONE WNI}OAds
D¢ ] 0} uonaeal HUmD
10d ‘soSejueApe Us1) PAL/VIA :
Kouarorgya wnnoads) 0 2rboMll
(OOMN) M2LLID)) 2]BUIS PN .
(Sew ounyio, 1od VINAOS-AL 10 ddlL é&D
[0} dNsOue-oa) o) (SLMO+ddDE) (] .
_ 000zewpd
(2ddDE) A21LID ) 1] .
VINADM 10 add <m,5
(ddD€) pp2.4ds J22.41(] S~ .

SIQAR[{ [BLISALID ], DE




L 000¢ L4VSI 00.ddS 8-9

01dA1d + uerd Sureudrs [N —
(SN ‘NI “44 1s3uowe) aepipued HYNVIS OLVN -

COOEPISTIN
(uondIpard Jeaur'] uonENIXT PIXIA) JOPOIOA SAQ' 7 I TAIN —

: JO UonBpPUNOJ
uo paseq AIqerddordjur aInodds 3, A03 ‘S e
019 ‘(09PIA + II0A)
BIpAWII[NW ‘BIBP JOJ SIJBI JIqQ JOUSIH e

| 918l 11q JO SWId)
Ul D7 18] JUSISIJIP JONW 10U SISPOIOA D¢ e

;, J0J $11q 3S01) [[& 318 JBY A\




8 000¢ L4VSI 00.ddS 8-9

(3omb) sdqy ‘areyq ng

¢t 91 8 14 [4
100d e tILLS <
PEQ NS v =
(V' SN/AOd uouv1puas pjo) siopor yskydloa &
$40p0) OLWN €NLS UONDIIUIF MPA] <
S12p0IOoA d'THD - S o
JI1eJ D[] JTIN m
2 ozl o =
: =N
A <
RERT : =
- U : /O
poos A ) AT POOSN 2

11ey ") uosLiedwo ) JOPOJO A




6 000¢ L4VSI 00.ddS 8-9

sdqy ‘arey ng
(43 91 8 1% (4
: (4
“
(V' SN/AOd uonyv.ipuas pjo) s12pod YSA/AOd 2
$42p0) QLN UOUDIPUDF MP\] g
S12p0I0l4 : 'S e
AD[TI[]I | . =
: -
dTAIN £ <
00V Lz =
= PISTHIAL? S
urewo(J 09dg I9p0d0A DE ooomri\/ﬁ\ : 14
- Sssssssssmmmns
a7 N W31V

$90dg J9POJIOA D¢



01 000¢ L4VSI 00.ddS 8-9

i ((Q/V euuajue je)

astou Suruwrwel pue (/v duoydoiorw je)

ASTOU J1)SNOJE Ul ddurULIo)Iad 3snqor juem
M PAYINIRq Y} 10 D)€ sydope (JO(T USYAM o

(UO01}02110)) JOLIF UO) ep[Iyey pue

(SuISSA201J31J SSION U0) eINJ[0) AQ sxdded —

(OLVN) suoneordde [eonoe) ur J TN 10§
uny 9z0-dIN-OLd/sqndaur-oreu e mma/2dny 993G e

1eS-+H9IE - HENS 10 He UL d'THIN




Il 000¢ L4VSI 00.ddS 8-9

SIMT Ui Se1d 9y} 93p1iq 03 1dwany .
(sdopysap uo) yjuowdmby [eurad [ 9In09S .S QUI[AIIA —

(. uoge1( 9y} pue yeaq YL,
s AQUe[D WO, ul 9 1S SUIPN[OUT) SIISN N(,((, —

d'THN + LAdNA U0 paseq St armig He/ODC o
(039 wnIp1I[) sAemales pay —
UOISIOA IB[N[[9D S0[eUR )] SSO[AIIA\ —

(s19108IRYD AdUR[) WO, FUIpN[ouUr) SIASN NS —

(s10p020A JTHD PUE DJ'T YNm)
¢LLS 2UljaJiM UO Pase(q Si Hﬁvm@ﬁm pue 15ed o

(a8ueyd 20vIqUID 01 MOY JO)

SmQOwwwmﬁﬁ.ﬁH&u




cl 000¢ LdVSI 00.d49S 8-9
(31InQ J9A3U+pIjdope paepue)s Jo
(powa WapoN INVO €N.LS) ased) | pAeRI-IMI €NLS 218 VI

Ul Sp3s 1218aq BIBP DT JO 9/[~ ‘A[PES

L6ODLA PUE L6 INODTIN 298
0] Ie[N[[90 FO[BUL IJAO

e1ado [[im wopow sdqygy €N.LS
i [000301d SureusIs TGN 2SN

| 9SBO ssaulsng pafre,]

SOUOIIMS
[[90 UT JM] Wepowr ¢ 1S 10J PaIN
JB[N[[90 0)7 JOAO JIOM ] . UOM ¢S

qd44d %01-L e
(xoqpues qupel 810p020A ' THDO/d TASA/d THIV
Aw u1 pues jo sureid A\ [~) 07 ysnoay) wapow sdqyy 'z €NLS

(, Aiqerddoidu] €NILS




el 000¢ L4VSI 00.ddS 8-9

SQINIONISBI UL JB[N[99 D¢ 10 )7 10U)
Ul JO JoquuINU MOJ 1M S9INONNSeIyul
AJUo 9[qIsea] a1t SIMI €NLS | [BION

SOPOU PAA]

. SAISOM ] -S3Isau(),,

¢(LLS 10} SHMI LVSAVIANI




14 000¢ L4VSI 00.ddS 8-9
(Juoiy dn sau0) 2INDIS-03 WOLJ WAPOW (J])

gsw Ay1jiqedes sdqoo¢ €o111od/4 T A = sdq 0081 1e
gurfaoue) OYoH IA97 A/M 197 A = sdq 00f ¢ 18
(Paa1qg-Jey) wapouwr €N IS “39 e
opnd A[jueje[q dIe SWIPOW dWOS —

pup

213onb1jo OU dARY SWAPOW JUWOS —

213onb1ja dARY SWIIPOW JWOS —

00/8/6 A€} 00 LIV SI 5 WYY U] 99F e

Apanbnyg s Iowyoary,




Sl | 000¢ L4VSI 00.ddS 8-9

| srgqnedwos O
Qlque €01

- LA9NA sdq 008t
Wl srgoepsoydin [ Dt

B[OIOJOIN

pImq

pImq JUEAIP,

D¢

3oreuy
pIng JJBaIp, mu M

S000C s0661 | soser | soLel
UOTIN[OAT o

000CLINI Dt - SPIEpUE]S




91 000¢ L4VSI 00.ddS 8-9

SSAD)DV odsuer],  SSADIV
[ed1sAyd -1

AUy -¢

JI0MIAN -€
odsuel] -y

1eS OH'1

[ELI)SOLID |, D¢

..“ IIIIN\I&IHIIIIIIIIIIIIIIIIIIMMKI/IHIIII IIIIJHQ%WUWHWI S
uoneIuasSaId -9 m
urewop 1adNd i)
(o1dwrexa TeUOIION) 9818 ISO .

4
*

LJRUILIS T [eNSIJ pUeq MOLIEN SImn ],

LAANA




L1 000¢ L4VSI 00.ddS 8-9

sddy awmneayuoN pue Qunedy JeaN ‘Qwnedy .
jurodnniz pue juroJ-03-juiod e

saInjed) uonedsrjdde pue A1ndas SAIBIIOFIN o

OUASUON PUB JUAS

de1 eyep 01 sydepy .

(NASI ‘LY “dI “9H[[aIes ‘SSo[alim) BIPIW AUBJN e
Aiqeradoiau] pua-03-pud I0J JOJRUIWIOUI(] UOWWIO)) JSBAT
SUONBINSIJUOD JIOMIU IDT0A/BIBP ISOW JAO SAJeIdd()

JOAR] POdSUBI] QAOQY o

- LAYNA STIBYM




81 000¢ L4VSI 00.ddS 8-9

(9014108 OIpEY 193dB( PIZI[RIDUSD SYJD DS'T “39)

PNOTO J[ MMM 31} OJUL SUI] 103IIP
01 DSIN/OSH YSnoIyl uonoauuod wolj 93uey))

PAYIIMS-1aNIe] Augcuaoﬁgm-ﬁsoﬁv
. JIUS wSIpeied e

| D7 WOIJ SaZULYD [BINJOIYIIL [BOIPRI SBY )¢

uonnjoAy Jolen




] 000C LYVSI 00.d4S 8-9

910D JJ 01 uonnjoAq H¢




0¢ 000¢ L4VSI 00.ddS 8-9

SUTOUAIJUOD UO PIS NI €ZEH

SUNAAION UL JTHIN SUI[[eIsUl 18 SUDOOT
A01JJO Ul HJ doysap 03 Suryrusuer) Jaspuey

AJDO+ doyder pajqeud 03dAId+0PIA+J THIN —

: sanI[enualod BIPAWI NN QINJAS

sansst SO0 —

'S"[) UL N0 PI[[OI ST JI SB SYJD

DG'T U0 JIOA d'THIA JO S[el) Op 03 Juryoo]

(LAGN:/M) ANSIOAIU[) 918} BWOYR[O NSO
s uonnjos JIoA dTHIN Surdo[easp VSN

D¢ U0 J[OA dTHIN INd3S




¥4 000¢ L4VSI 00.ddS 8-9

90BJIJUI pIepue)S B 43N0y}
uonedidde Aue AQ passadde

99 Ued DHAOD ® ‘NOV

O] Iopun pa[[eiSul USUA\
IDALIP INDV Spouwt

apopy |[aulay -JoSn e mﬁ UMQOU mqmz OHM.HL ®

DHAOD
dTHIN 2y} pue ‘1o3eue|y

uorssaxdwo)) opny N)DV
Ay} ‘syuauodwod O snouea

oY) usamiaq sdiysuone[oy

SO 0 LN SMOPUI | 943 JO
WAJSASgNS OIpNe AU} JO INOART o

LN SMOPUIM 1opuf] d"THIN




(44 000¢ LYVSI 00.d4dS 8-9
/, SASTOIIXA [BI1JOB] / SIASN PI J0J WNI}OAdS 193 MOH
ZHIN 0S81-SSLT Suneoea je Junjoo] 919 + o+ VIIN

(ST, [eI9Pa] 00/8C/8 JO 1 d5ed)
. A1moag aredw] pinop\ wnaodadg orpey Jo sso,,
[WIY OIPRI SSO[/SANSST/WO " SAWII[RIIPIJ MMM //:d1y o

. Yysnoua aavy 3, uvd nod, —

SUGHIIY
(U0 MaU) , pAOfID 1, uDI NOA JPYM 24bY J UDD NOA,, —

.. 24Dy 1 UOp nod Jpym asn j uvd nod,, —

OS], UOP NOA JDYM 2ADY §, UDI NOA,, —
(xas yip stumnods) — SQIMY 77-YIIV) YT, o
sanss| wnddg




e 000¢ LdVSI 00.ddS 8-9
spaau/suonenyis Arerodwa ;  Ajxoyine Sur[[oruoo,
AU} ST OUM ‘SJUIRI)SUOD [ © SIASeW, 7 UM ONJeWd[qOL]
BOIY ASUII] POAIASUN UI JIOMIAN [eIdpa] —
(S9Seg/UINIMS Pa,]) JIOMION PIPUIXH J0 ‘Ar[10pU) ‘AB[IDAQ) [BIOPI] —
(saseq pa - 2amodnaseryuy d[qredwo))) edary IIAIIS JO UOISUX —
SIUNOJ0Y Arerodwoy —

 (nndads pasusdy uo spaf 10§) SUOTIN[OS [BNIUIO] § o
[UNYX3PUI[S/SPI[SOOUNLJnmf/A03 IsTu pjue-gsi//:dny
1B J[B] O[[OPUO0)) 23S
(winiof 1951 SSA[AIM [019P21) SUBI[I() MIN UT SUIJW
000¢ 2unf }e PassalIppe Y1) Pue 4(1MH -

(panunuod) sanss| wnnoadg




ve 000¢ L4VSI 00.ddS 8-9

(j .poadg 19N, 18 J0U
1SBIT 1B JO - A[MO[S SQAOW } AOL) Y} QQQEQEQMV i POAJOSAI

SANSSI D)€ JARBY M [1jUn D}, UO JJO ploy aseard ing —
jueproduwir a1e spiepue)s YL, e
drgsioujreq Ansnpuy+),A00) I0J PIAN

(sorer ejep JoySIy oLnudd-d1 PIM) IPOTAXD [[IM IS —
SANIIQISSOd BIPAWII[NW MAU 1BIIL)

(., Gqrunyioddo,, pue , 123uvp,,
J0J swre130301d 7 Jo piom punodwiod asaulIy)))
SISIID), SUI[[0I WnoadS+AIqeIddoIdju] .

i P.ba1 s3yj00y SuIjqrUI-AILINddS | SUNIOXI = D

SUOISN[OUO0))




S¢ 000¢ L4VSI 00.ddS 8-9

muw< AILIndag [euoneN
¢CldL-VSN v\ &v @ DYYIYDY SNO(J




