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PREFACE

This paper was written before the horrific events of September 11,
2001. The Army wargames that are its focus addressed scenarios
somewhat different from the terrorist attack on the Pentagon and the
World Trade Center. The scenarios employed during these
wargames were designed to examine more traditional forms of war-
fare. The attacks on the U.S. homeland differed from what was wit-
nessed on September 11 in purpose, scale, and the amount of self-
restraint exercised by the attacking force. That said, many of the
insights gained from the games are relevant to current studies and
analyses relating to homeland security.

As part of its study of future war, the U.S. Army’s Training and Doc-
trine Command (TRADOC) sponsors workshops and encourages
specialized games in areas of interest. Since February 1998, TRADOC
has sponsored the study of homeland security as a special area of
interest. RAND Arroyo Center’s role in the homeland security study
was to assist TRADOC by observing seminars, workshops, and
wargames; reviewing seminar, workshop, and wargame briefing
material; and analyzing Army doctrine and other published reports
on the subject.

This report documents the Arroyo Center’s analysis of the TRADOC
homeland security games, seminars, and workshops since the incep-
tion of the program. The insights and issues raised here highlight
new and emerging threats and vulnerabilities to the physical security
of the United States. This work broadly fits into the larger body of
research relating to asymmetric warfare and counterterrorism. The
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issues addressed will be of interest to senior military and civilian
leaders with responsibilities for homeland security.

The TRADOC Deputy Chief of Staff for Doctrine sponsored this
research. It was conducted in the Arroyo Center’s Strategy, Doctrine,
and Resources Program. The Arroyo Center is a federally funded
research and development center sponsored by the United States
Army.

For more information on RAND Arroyo Center, contact the Director
of Operations (telephone 310-393-0411, extension 6500; FAX 310-
451-6952; e-mail donnab@rand.org), or visit the Arroyo Center’s Web
site at http://www.rand.org/organization/ard/.
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SUMMARY

The Army After Next (AAN) Project and, more recently, the Army
Transformation Study, Wargames, and Analysis Project have identi-
fied issues relating to homeland security. Over the course of five
major wargames, a counterterrorism workshop, and a homeland
security symposium, U.S. Army Training and Doctrine Command
(TRADOC) has brought together senior civilian and military person-
nel to wrestle with hard questions about emerging threats to the
United States during the period 2015 to 2020. The initial insights
about homeland security emerged unexpectedly. Although the study
of homeland security was not a primary area of interest for TRADOC,
all wargames and workshops were partially designed to examine
specific research questions relating to this topic.

This report analyzes four wargames, a counterterrorism workshop,
and a homeland security symposium, all conducted between 1996
and 2000, in an effort to better understand and prepare for future
warfare. At the time the games were conducted there was a lack of
clarity concerning both the future threats to the homeland and the
evolving role of the Army in homeland security. Indeed, within the
various agencies of the U.S. government there continues to be a lack
of uniformity in definitions for such terms as homeland defense,
homeland security, weapons of mass destruction, crisis manage-
ment, consequence management, combating terrorism, counter-
terrorism, and antiterrorism. While some progress has been made
on these fronts, there remains a need to build a consensus within the
U.S. government concerning all aspects of homeland security. Part
of this consensus must include the definition of key terms associated
with this mission area. Finally, such a review must explicitly state the
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assumed limitations imposed by U.S. law and policy, and how those
differences might affect the decisionmaking process in the event of a
declared war against an adversarial regime.

It is important to note that seminars and wargames are not especially
well suited to developing specific organizational or operational solu-
tions to problems. Rather, the utility of these analytical tools lies in
their ability to raise issues and explore potential responses or solu-
tions that can then be studied with more rigor. Consequently, the
results of Army wargaming efforts have not produced definitive con-
clusions about the conduct of future warfare as it relates to protect-
ing the homeland against asymmetric attacks. The insights gained
from such activities have created fertile ground for further analysis
about potential futures. While it is too early to state findings conclu-
sively, emerging trends indicate significant vulnerabilities for the
United States. As will be discussed in more detail, analysis indicates
a growing potential that future adversaries will take advantage of
those vulnerabilities by attacking military and civilian targets within
the United States and its territories. Potential targets include critical
national infrastructure, U.S. military forces, and important symbols
of U.S. national power.

THREATS TO THE U.S. HOMELAND

Over the course of each wargame described in this report, Red mili-
tary planners attempted to counter the overwhelming military
prowess of the U.S. military by conducting limited attacks against the
homeland of the United States. Recognizing that it is easier to delay,
disrupt, degrade, or defeat a military force before it arrays itself for
combat, all Red teams developed plans to attack the U.S. military’s
power-projection capabilities. Additionally, many of the Red teams
attacked targets designed to undercut the willingness of the Ameri-
can public to engage in an overseas conflict by demonstrating their
ability to inflict casualties within the U.S. homeland. The resulting
insights can be grouped into seven primary categories: asymmetric
warfare, direct action attacks within the United States, the concept of
a self-defined “redline,” counter-power projection operations, de-
terring U.S. military action, perception management operations, and
the growing incentive for preemption by future adversaries.
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Asymmetric Warfare

Broadly speaking, asymmetric warfare refers to the application of
means and methods in an unanticipated and nontraditional manner;
the relationship between unlike capabilities gives one side an advan-
tage over another. In its most extreme form, asymmetric warfare
causes a cascading effect out of proportion to the effort invested.
Asymmetric approaches, therefore, often seek a major psychological
impact to produce shock and confusion to affect the opponent’s will,
initiative, and freedom of action. This condition, whether it is
termed disruption or disorganization, in turn creates opportunities
for an inferior force to gain an advantage over a superior force. In
each of the games, adversaries chose to employ asymmetric counters
to the United States throughout the theater of operations. What sur-
prised many Blue players, however, was the willingness of adver-
saries to challenge the United States directly in its homeland through
the use of asymmetric means.

Direct Action Attacks within the United States

Each of the Red teams concluded that if conflict with the United
States was inevitable, limited attacks against targets within the
United States were essential to success. In an effort to gain inter-
national political support, many of the Red teams delayed the initia-
tion of hostilities within the U.S. homeland until after the United
States initiated combat operations or, in some cases, when the
United States military began its deployment process. Interestingly,
the threat of massive destruction by the United States did not pre-
vent such attacks from taking place. In fact, Red teams determined
that whether they attacked targets inside the borders of the United
States or not, massive destruction would be inflicted upon their mili-
tary forces, capabilities, and related infrastructure. Consequently,
they concluded that their best chance for victory required them to
keep the United States from building up forces and capabilities in the
region. The goal was not just military but also political; they wanted
to convince the United States that the potential costs of conflict
clearly outweighed any potential gain. The only way they could
achieve that goal was to attack U.S.-based targets.



X  Protecting the Homeland: Insights from Army Wargames

The Concept of a “Redline”

While each Red team decided to conduct asymmetric attacks within
the United States, they decided not to take any action that would
cross what one of the teams referred to as the “redline.” The redline
was used to identify actions likely to trigger an unacceptable level of
U.S. escalation and elicit a determined American response to achieve
a “total victory.” In fact, Red teams were careful to select the targets
and weapons that would achieve the greatest military and political
impact without doing something that would give the U.S. govern-
ment the moral justification to seek the total destruction of the ad-
versary. Based upon this self-imposed limitation, Red team partici-
pants decided to attack the United States hard enough to delay the
arrival of U.S. forces in theater, but not so hard as to cause a “Pearl
Harbor effect.”

For similar reasons, Red teams shied away from using large-scale
“terrorist” attacks against civilian targets, instead electing to primar-
ily use “direct action” attacks against important military and infra-
structure targets. This decision was made because team members
concluded that unlike terrorist organizations, which are difficult to
target and destroy, a nation-state that is responsible for killing hun-
dreds or thousands of civilians would quickly find itself facing the full
fury of the U.S. government. It is also important to note that many of
the Red teams concluded that “limited use” of certain chemical and
biological agents against military targets probably would not cross
the American “redline,” although it might if the casualty count be-
came too high. Whether this assessment is correct is less important
than the fact that Red team participants believed it was correct. This
raises the question of whether future adversaries will come to the
same conclusion.

Counter-Power Projection Operations

Recognizing that it is easier to delay, disrupt, degrade, or defeat a
military force before it arrays itself for combat, all Red teams devel-
oped plans to attack U.S. military power-projection capabilities in
the United States. The advantage of this operational concept was
articulated by General Giulio Douhet in 1921, when he stated that “it
is easier and more effective to destroy the enemy’s aerial power by
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destroying his nests and eggs on the ground than to hunt his flying
birds in the air.” During game play, each Red team concluded that if
conflict with the United States was inevitable, limited attacks within
its homeland were essential to victory.

Deterring U.S. Military Action

A future adversary that acquires the capability to attack civilian and
military targets within the United States using asymmetric means
has the potential to threaten attacks as a response to U.S. deploy-
ment. During the 1997 Summer Wargame, which portrayed a con-
flict in which U.S. vital interests were not directly threatened, Blue
political leadership delayed the deployment of initial entry special
operations forces until after the perceived threat to the U.S. home-
land had been largely eliminated. While the delay only lasted for a
few weeks, it poses an interesting question: if a much smaller military
adversary gains a credible capability to threaten serious damage
inside the U.S. homeland, will it be able to deter U.S. military action?

Perception Management Operations

The key to a successful campaign against the United States may be a
well-developed perception management effort. Indeed, Red team
participants noted, without exception, that a carefully executed
perception management campaign was a critically important com-
ponent of their strategy to defeat the United States. Perception man-
agement can be effectively used to shape how a population and rele-
vant political support groups view given aspects of an operation. The
effective use of modern communications and media technologies
may enable other governments, factions, and splinter groups to
counter U.S. military superiority in the theater of operations by tar-
geting U.S. and coalition populations with symbolic images, events,
and propaganda designed to undercut support for the operation.
Further, potential competitors may use disinformation, propaganda,
and agitation to destroy U.S. and coalition legitimacy. The U.S. gov-
ernment is at an inherent disadvantage when countering perception
management operations, especially in parts of the world such as the
Middle East, Asia, and Latin America where U.S. motivations are held
suspect by an overwhelmingly large portion of the population.
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Incentives for Preemptive Attacks

One of the most striking observations to come from the wargames is
the magnitude of the incentive that potential adversaries have to
conduct preemptive attacks against the United States. Given Ameri-
ca’s overwhelming conventional power-projection capabilities,
future adversaries cannot afford to permit the United States to mobi-
lize and deploy forces to theater. Therefore, each of the Red teams
carefully examined the utility of attacking certain critical nodes
before the onset of hostilities. In an effort to minimize the scale of
U.S. intervention, this approach was rarely taken, and even when it
was adopted, attacks were limited and covert. Targets for preemp-
tive action included logistics infrastructure, command and control
sites, space assets, select airfields, ammunition storage sites, sea-
ports, and airports. While this concept is not altogether new, the
discussion by Red planning staffs highlighted the fact that a future
opponent, by attacking a relatively small number of carefully chosen
targets, could significantly degrade U.S. warfighting capabilities. In
addition, the Red teams concluded that by striking multiple high-
value targets they could establish a credible threat of future, large-
scale escalation.

EMERGING ISSUES

The following issues were raised during “national policy team” delib-
erations by wargame participants who were role-playing senior gov-
ernment officials such as the President, Secretary of State, Secretary
of Defense, Attorney General, and so forth. While sufficient analysis
was not conducted during the wargames to develop findings or con-
clusions, these issues were the subject of debate and require further

study.

* Paramilitary or covert attacks within the United States may have
the potential to blur the line between law enforcement and mili-
tary operations. For instance, an attack on U.S. critical infra-
structure or command and control sites such as the Pentagon
could be considered either an act of terrorism or an act of war. At
what point does a hostile act cross the line from a crime to a
national security threat? What new organizational structures,
policies, and procedures are required to integrate the capabilities
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of the U.S. government to defend against and respond to attacks
on the homeland?

Attacks against U.S. critical infrastructure, military command
and control structure, and critical deployment sites could signifi-
cantly degrade the deployment process of the U.S. military. This
is, however, little more than an assertion that has not yet been
quantified. To what extent could the deployment of U.S. forces
be disrupted by relatively small attacks within the homeland?
How might the effects of these attacks be mitigated?

If such attacks are probable, DoD must reassess the current
practice of consolidating military bases, power-projection facili-
ties, ammunition depots, and other sites necessary to prosecute
a war overseas. While consolidation may enable greater effi-
ciencies during peace, it may also exacerbate vulnerabilities
during times of conflict. For instance, during times of conflict
large bases and depots are likely to be viewed as high-value tar-
gets by potential adversaries because the loss of any one of them
could significantly affect the U.S. response. This negative aspect
of consolidation should be addressed in any future BRAC dis-
cussion. To what extent does base consolidation increase exac-
erbate vulnerabilities during conflict? How might the United
States gain the efficiencies associated with consolidation while
minimizing potential vulnerabilities?

It is important to assess the actual and potential competition for
military resources—personnel, units, and equipment—that is
likely to occur if the United States is facing attacks on its home-
land while prosecuting a war overseas. To what extent could this
competition for resources hinder the ability of the United States
to prosecute the war? What options might mitigate the effect of
this competition for resources—especially for high-demand/low-
density personnel and units?

It is necessary to examine how DoD and the nation are organized
to meet this emerging threat. Both U.S. law and the American
way of life mandate a strong civilian presence within the home-
land security framework. Under what conditions would the mili-
tary be asked to take a more direct and prominent role in home-
land security? What are the training and doctrine implications of
this potentiality?
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» Existing statutes may not adequately anticipate asymmetric mili-
tary attacks in the homeland and, consequently, create a per-
ceived legal barrier that is likely to impede the initial response of
the military. Do existing statutes provide sufficient legal basis
and clarity to prepare for future asymmetric attacks within the
United States? If not, what specific legislation would provide the
necessary statutory authority to counter such threats?

The questions raised by the foregoing analysis are: How should
America’s Army be prepared to help defend the American homeland?
Which organizations should be funded, manned, trained, equipped,
and organized to confront this threat? Can local, state, or federal law
enforcement be expected to counter a military or paramilitary
threat—albeit a threat with relatively limited capabilities? If this is a
mission for the Army, are the selected units enabled by appropriate
organizations, doctrine, training, and equipment to meet the
threat—given legal constraints such as Posse Comitatus that are
designed to limit military operations within the homeland? How
might the Army work in conjunction with law enforcement in such
situations?

HOMELAND SECURITY AND THE ARMY’S
TRANSFORMATION

From a gaming perspective, TRADOC must determine a way to exam-
ine homeland security and simultaneously explore new operational
and organizational concepts associated with future war overseas. If
the 1998 Spring Wargame is any indication, homeland security has
the potential to dominate game play. While this may most closely
approximate reality, it is also important to examine other key goals of
the Army Transformation process. Developing a parallel process for
examining issues associated with homeland security can help solve
this problem. Such an effort might include the establishment of an
annual workshop and the inclusion of a homeland security team in
the annual Army Transformation Wargame. A second option would
be the establishment of a separate homeland security game designed
to stress the Army’s future Objective Force by conducting homeland
security operations while also conducting an overseas operation
against a major opponent.




Summary Xxv

CONCLUSIONS

Homeland security is not the exclusive responsibility of law en-
forcement or the Defense Department; it is the responsibility of
both—working together with numerous other federal, state, and local
agencies. Because homeland security falls between institutional
lines of authority, it is an issue that, unfortunately, may not be exam-
ined until after an event occurs that conclusively proves there is a
requirement for change. The United States has a long history of
waiting for an event to occur before taking actions that could prevent
disasters. One need only think about Beirut, Khobar Towers, Mo-
gadishu, USS Cole, and September 11 to understand the effect of
asymmetric attacks. All of these might have been prevented had we
been better prepared. In each case, signs and warnings were avail-
able but were not acted upon.

As discussed earlier, a growing body of literature suggests that future
adversaries are likely to employ asymmetric attacks within the
United States to deter, degrade, disrupt, delay, and/or destroy U.S.
forces before they can arrive in theater. If successful, these attacks
could cause the United States serious problems in the next military
conflict or other military operation. If only partially successful, such
attacks would still significantly complicate the deployment process
and also probably result in the loss of American military and civilian
lives.

Stewardship requires the Army to examine its potential roles and
missions in all facets of homeland security—from preventing attacks
to helping civil authorities respond to the consequences of such
attacks. Although the Army is more comfortable with the latter, it
cannot and should not avoid the former.
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Chapter One
INTRODUCTION

The Army After Next (AAN) Project and, more recently, the Army
Transformation Study, Wargames, and Analysis Project have identi-
fied a number of issues relating to homeland security while focusing
on the conduct of future warfare.! Over the course of five major
wargames, a counterterrorism workshop, and a homeland security
symposium, U.S. Army Training and Doctrine Command (TRADOC)
has brought together senior civilian and military personne] to wrestle
with hard questions about emerging threats to the United States and
its territories during times of conflict.? Indeed, insights gained from
the first two AAN wargames conducted in 1996 created the under-
pinnings for subsequent analyses of asymmetric warfare conducted
by both the Office of the Secretary of Defense and the Joint Staff.3
Initial insights about homeland security emerged unexpectedly.

1The Army After Next Project was initiated in 1996 and continued until the summer of
1999. Beginning in 1999 the U.S. Army Training and Doctrine Command established
the Army Transformation Study, Wargames, and Analysis Project. While the first
project was designed to develop future operational and organizational concepts, the
charter of the current project is more focused on transforming the Army by fielding
the Objective Force in the 2010 time frame.

2Most military participants held the rank of lieutenant colonel or higher. Similarly,
most civilian government participants generally held the grade of GS-14 or GS-15,
although a number of former ambassadors and senior executives also participated.

3The most exhaustive examination of asymmetric warfare as it relates to future
military operations was conducted by the Joint Staff (J5/Strategy) and culminated with
the publication of the Joint Strategic Review, 1999 (SR-99). In addition, as part of its
ongoing Power Projection Net Assessment, the Office of the Secretary of Defense (Net
Assessment) has recently focused a significant amount of effort on examining
asymmetric warfare. A significant part of the study was devoted to homeland security
issues.
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Although the study of homeland security was not a primary area of
interest for TRADOC, parts of later wargames and workshops were
designed to examine specific research questions relating to this
topic. Since 1998, however, the analysis of issues associated with
homeland security has been conducted virtually separate from the
larger study about future war.

It is important to note that seminars and wargames are not especially
well suited to the task of developing specific organizational or opera-
tional solutions to problems. Rather, the utility of these analytical
tools lies in their ability to raise issues and explore potential re-
sponses or solutions that can then be studied with more rigor. Con-
sequently, Army wargaming efforts have not produced definitive
conclusions about the conduct of future warfare as it relates to pro-
tecting the homeland against asymmetric attacks. The insights
gained from such activities, however, have created fertile ground for
further analysis about potential futures. While it is too early to state
conclusive findings, emerging trends indicate vulnerabilities for the
United States. As will be discussed in more detail, analysis indicates
a growing potential for future adversaries to take advantage of those
vulnerabilities by attacking military and civilian targets within the
United States and its territories. Potential targets include critical
national infrastructure, U.S. military forces, and important symbols
of U.S. national power.

SETTING THE STAGE

The Army After Next Project was established in 1996 by the Chief of
Staff of the Army (CSA) to help create a vision for future require-
ments and establish a linkage between Force XXI and the long-range
vision. As stated in 1996, the mission of AAN is to “[c]onduct broad
studies of warfare to about the year 2020 to frame issues vital to the
development of the U.S. Army after about 2010, and to provide those
issues to the senior Army Leadership in a format suitable for integra-
tion into TRADOC development (R&D) programs.”* Consequently,
the project’s dominant focus is the development of operational and
organizational concepts that enable the Army to deploy rapidly to

4Headquarters, U.S. Army Training and Doctrine Command, Army After Next Project:
Report to the Chief of Staff of the Army, June 1996, p. 2.
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distant theaters, to prevail in combat against a wide spectrum of
opponents, and to achieve rapid victory for the United States.

To accomplish these goals, it was assumed that the majority of future
Army forces would begin the deployment process from forts and
bases located within the United States. A smaller number of forces
would remain forward deployed and would be available for rede-
ployment in times of crisis. Moreover, future Army forces were cred-
ited with tactical and operational dominance in all aspects of game
play. This assumed battlefield dominance of an Army dependent
upon power projection caused Red (i.e., opposing) team leaders to
plan for the use of special operations forces and covert agents to
disrupt, degrade, and delay the deployment of U.S. forces. As early
as 1996, the AAN hypothesized that a potential adversary might
choose to “expand hostilities as rapidly as possible outside his region
and even into the U.S. homeland in an effort to defeat the over-
whelming battlefield capabilities of the United States.”> Interest-
ingly, in every wargame the Red military staff contemplated military
strikes within the United States both to prevent the successful em-
ployment of U.S. forces overseas and to establish some form of
strategic symmetry in which homeland risks were not just limited to
Red. Thus, from the standpoint of the Red commanders, the ques-
tion was not whether to attack forces inside the United States, but
when and how to conduct such attacks.

This report analyzes four wargames, a counterterrorism workshop,
and a homeland security symposium, all conducted between 1996
and 2000 in an effort to better understand and prepare for future
warfare. At the time the games were conducted there was a lack of
clarity on both the future threats to the homeland and the evolving
role of the Army in homeland security. Indeed, within the various
agencies of the U.S. government there is still no uniformity in defini-
tions for such terms as homeland defense, homeland security,
weapons of mass destruction, crisis management, consequence
management, combating terrorism, counterterrorism, and anti-
terrorism. While some progress has been made on all these fronts,
there remains a need to build a consensus within the U.S. govern-
ment concerning all aspects of homeland security. Part of this

5Army After Next Project: Report to the Chief of Staff of the Army, June 1996, pp. 10-11.
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consensus must include definitions of key terms associated with this
mission area. Finally, work must be done to explicitly state the
assumed limitations imposed by U.S. law and policy, and how those
limitations might affect the decisionmaking process in the event of a
declared war against an adversarial regime.

PURPOSE

The purpose of this report is to highlight insights and issues regard-
ing homeland security generated by TRADOC’s Army After Next and
Army Transformation Study, Wargames, and Analysis projects and to
make recommendations concerning future research and analysis.

ORGANIZATION OF THIS REPORT

Chapter Two provides an overview of the organization and execution
of TRADOC-sponsored wargames and workshops as they relate to
homeland security. Chapter Three addresses key insights about
homeland security derived from the games. Chapter Four identifies
issues that require further analysis. Finally, Chapter Five provides
recommendations on ways to better incorporate homeland security
into the Army Transformation Wargame process.




Chapter Two

HISTORY OF HOMELAND SECURITY IN
ARMY WARGAMING

The methodology used by the Army After Next Project and, more
recently, the Army Transformation Study, Wargames, and Analysis
Project to examine homeland security is an evolving one.! During
the 1997 Winter Wargame, the game structure and organization did
not directly address homeland security. Moreover, no substantial
analysis was conducted to assess the potential military response to
an attack within the United States against purely civilian targets such
as the World Trade Center, so the topic was not part of the wargame
series. Currently, homeland security issues are examined by
TRADOC primarily as a “franchise” event conducted under the aus-
pices of the U.S. Army Maneuver Support Center at Fort Leonard
Wood, Missouri. This chapter provides an overview of the organiza-
tion and execution of key TRADOC homeland security activities.

WINTER WARGAME, 1997

The first Army After Next wargame was conducted in the winter of
1997. This game focused on designing a future force and developing
appropriate operational concepts for the 2025 time period.?2 The
adversary chosen for this wargame possessed not only nuclear

1During the early phases of the AAN project, the term homeland defense was used to
discuss military counterterrorism and “counter-SOF” operations conducted within the
United States. Since 1999, the term homeland security has gained greater acceptance
within the Army.

2The title Winter Wargame was selected to differentiate this operational/strategic

wargame from a number of smaller preparatory tactical wargames that were
conducted in the winter of 1996 and the spring of 1997.
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weapons, but also a large, powerful, and fully modernized conven-
tional military force. This “near-peer” competitor was designed to
challenge the full spectrum of U.S. military capabilities.

Homeland security was not specifically played during this first
wargame. Nevertheless, a significant discussion took place in the
Red planning cell about the value of preemptive attacks on U.S.
forces to preclude their timely arrival in theater. While a number of
military plans for attacking the United States were developed, the
Red political leaders were reluctant to authorize an attack on the U.S.
homeland, convinced that such actions would cause them to lose
political and diplomatic support in the international community.
Moreover, the Red political leadership was not willing to attack the
homeland of the United States because of the possibility of creating a
“Pearl Harbor effect”—energizing the will of the American public and
alienating the international community. Not only was Red reluctant
to conduct physical attacks against military targets located within the
United States, it was also unwilling to employ information opera-
tions against U.S. space-related ground facilities, believing that such
attacks violated the “homeland sanctuary” of the United States.3

Throughout the wargame, however, the Red military commander
continued to request authorization for selective attacks on militarily
significant targets within the United States. Toward the end of the
game, after the U.S. military attacked targets inside the adversary’s
homeland, the Red political leadership authorized special operations
forces and covert action agents to conduct attacks inside the United
States. These attacks came too late to influence the outcome of the
war. Moreover, even when the United States was attacked, the game
controllers made decisions that caused the attack to have very little
effect on the outcome of the wargame.

Although a number of unexpected insights were generated from the
1997 Winter Wargame, no mention was made of the potential threats
to the United States in any of the reports. Homeland defense was not
addressed in TRADOC's annual report on the Army After Next Project
to the Chief of Staff of the Army, but many Red team participants

3watlter L. Perry and Marc Dean Millot, Issues from the 1997 Army After Next Winter
Wargame, Santa Monica, CA: RAND, MR-988-A, 1998, p. 23.
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walked away from the event questioning the underlying assumption
that the United States would remain a sanctuary in the 2020 period.*

DOMESTIC COUNTERTERRORISM WORKSHOP

Following the Winter Wargame, TRADOC was approached by one of
the Red team members and asked to consider the impact of a mili-
tarily significant attack, conducted within the United States, on
early-deploying forces. To examine this issue, TRADOC decided to
conduct an interagency workshop on domestic counterterrorism
that would include a cross-section of federal agencies. In total, the
workshop consisted of twenty-two people representing nine federal
agencies.b

During the April 1997 workshop, participants struggled over the def-
inition of the problem. Some argued that attacks within the United
States were not necessarily terrorism,5 but could be conceived of as
acts of asymmetric warfare. Workshop participants also examined
the changing character of terrorism, the distinction between terror-
ism and asymmetric warfare, and potential U.S. vulnerabilities both
today and in the future.”

4U.S. Army Training and Doctrine Command, Army After Next Project: Report to the
Chief of Staff of the Army, Knowledge & Speed, 1997.

5The following agencies and offices were represented in the workshop: Department of
State, Federal Bureau of Investigation, Department of Transportation, Federal
Emergency Management Agency, National Security Agency, Central Intelligence
Agency, Department of Health and Human Services, Department of Energy, and the
Department of Defense.

8For the purposes of this report, terrorism is defined as acts of violence, or threatened
acts of violence, used to create an atmosphere of fear and alarm designed to coerce
others into actions they otherwise would not undertake, or into refraining from
actions that they desire to take. All terrorist acts committed within the United States
are crimes in violation of federal law (Title 18, U.S. Code). Further, this violence or
threat of violence is generally directed against civilian targets, and is conducted in
such a way as to gain maximum publicity. Finally, terrorist acts are designed to
produce effects far beyond the immediate physical damage they cause. For a more
thorough definition of terrorism, see Karen Gardela and Bruce Hoffman, The RAND
Chronology of International Terrorism for 1986, Santa Monica, CA: RAND, R-3890-RC,
1990, p. 1.

7Army After Next 1997 Summer Wargame, Domestic Counterterrorism Workshop
Briefing Book, Science Applications International Corporation, June 1997.
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Although a consensus on many issues was elusive, most participants
believed that the best defense against attacks on the United States
was a comprehensive intelligence program and specially designated
military and law enforcement units trained to preempt or respond to
these incidents. The requirement for DoD assistance within the
United States would be especially acute if a future adversary chose to
conduct multiple, nearly simultaneous attacks against militarily sig-
nificant or symbolic targets within the United States. Many partici-
pants argued that this type of attack would overwhelm federal, state,
and local law enforcement agencies, as well as other first responders,
and could delay the deployment of U.S. military forces during times
of conflict.

SUMMER WARGAME, 1997

The 1997 Summer Wargame was designed to test the ability of Blue

_(i.e., U.S.) forces to assist a friendly government in defeating an in-
surgency that was closely associated with an international criminal
cartel. The Green team played the friendly government, while the
Orange team played the insurgency—the New Nationalist Movement
(NNM). As part of game control, TRADOC established a Domestic
Counter-Terrorism (DCT) cell for the wargame. This cell provided
subject matter expertise to help both Blue and Orange develop rea-
sonable plans that would facilitate a better understanding of the
military implications of terrorist attacks in the United States during
times of conflict, especially when less-than-vital interests are at
stake.8

Given the overwhelming combat superiority of the Blue forces, the
Orange political leadership sought to develop plans that would deter
Blue’s involvement and, if deterrence failed, would delay or degrade
the arrival of Blue forces in theater. Within the United States, Orange
agents infiltrated student organizations, established public relations
offices, and created a number of front companies both to manage
their “business operations” and to serve as handlers for covert
agents.

8Army After Next 1997 Summer Wargame, Domestic Counterterrorism Team Notebook,
Doctrine Directorate, TRADOC, September 1997, p. 2.
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When it became clear that conflict was inevitable, Blue forces began
to take initial steps toward deploying forces to assist Green. How-
ever, Orange took an unusual step and leaked information about its
capability and willingness to conduct multiple large-scale terrorist
operations within the United States if the United States entered the
conflict.? This disclosure prompted the Blue President to authorize
the employment of all National Technical Means to assist the FBI to
“locate and apprehend” suspected Orange covert agents.!0

Because vital U.S. interests were not at stake, the Blue President fur-
ther decided to delay the deployment of U.S. forces until he was
convinced that the majority of Orange agents had either been cap-
tured or their whereabouts identified. This was a contentious issue
because many of the Blue players believed that the United States
should not “give in to terrorism.” Nevertheless, the Blue President
argued that he was unwilling to place American citizens at risk sim-
ply to facilitate a rapid deployment of military forces in a conflict
where less-than-vital interests were at stake. Finally, over the strong
objection of the Chairman of the Joint Chiefs of Staff (CJCS), the Blue
President decided to delay the deployment of special mission units
that are typically under the control of the Joint Special Operations
Command (JSOC) in the event that the FBI or other law enforcement
agencies needed assistance.

During the Senior Leader Seminar, the Blue President stated that
asymmetric responses can create explicit linkages among domestic
security, international security, and general policy concerns which,
together, will limit options for policymakers.!! In this game, asym-
metries directed against citizens within the United States had a
crippling effect on the willingness of the Blue political leadership to
enter a conflict until the large-scale terrorist threat was eliminated.

9For game play purposes, it was estimated that Orange had several hundred agents
within the United States.

10Questions were raised about the authority to use National Technical Means and
whether such information could be used in court, given constitutional as well as
national security constraints. The Blue President decided to pursue court orders
whenever possible, but he emphasized that the conviction of enemy agents was less
important than the protection of American lives and property.

Army After Next 1997 Summer Wargame, Senior Leader Seminar Briefing Book,
TRADOC, 18 September 1997.
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SPRING WARGAME, 1998

The 1998 Spring Wargame consisted of 2 two-sided wargames where
Red and Orange forces simultaneously challenged Blue forces.!2
Orange represented the New Nationalist Movement, which was
threatening a friendly government in Asia. The Red forces in this
game represented the New Independent Republic (NIR), which was
the dominant political, economic, and military power in the Persian
Gulf region. In addition to a modernized military capable of rapidly
invading neighboring countries, the NIR had a nuclear capability,
ballistic missile delivery systems, and stockpiles of both chemical
and biological weapons.

The Red political and military leadership concluded that it could
achieve victory only if it could move rapidly enough to occupy key
portions of Saudi Arabia before the United States could respond
either politically or militarily to the crisis. To freeze Blue politically,
Red waged an extensive propaganda campaign designed to convince
the U.S. public and international community that Red only sought to
“liberate” holy cities in Saudi Arabia to allow unencumbered access
to all Muslims—including Americans. When Blue forces began air
and missile attacks against NIR forces, the Red military commander
“reluctantly” initiated limited attacks against CONUS military air-
fields and selected ports of embarkation to delay and degrade the
arrival of Blue forces in theater.!3 It is also important to note that the
NIR attacks in the United States were timed to assure that they could
be justified as legitimate reciprocity for Blue attacks on the Red
homeland.

The Red threat to CONUS-based facilities posed in this game was
substantial. For planning purposes, Blue was informed that there
were between 500 and 700 enemy special operations personnel and
covert agents within the United States. Moreover, given their level of
training, it was determined that Red special operations forces (SOF)
had the potential to conduct a coordinated attack at multiple loca-
tions within the United States. Additionally, the Blue policy team

12Army After Next 1998 Spring Wargame, Reference Book Volume I and II, TRADOC,
April 1998.

13Army After Next 1998 Spring Wargame, Senior Leader Seminar Briefing Book,
TRADOC, 30 April 1998.
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was told that the primary focus of Red SOF was most likely to be mili-
tarily significant targets associated with the deployment of U.S.
forces and capabilities. Finally, while it was recognized that chemi-
cal or biological agents might be used, Blue reasoned that weapons
of mass destruction (WMD) would only be used as a last resort—if
the survival of the Red regime were threatened.

Given this scenario, the Blue President decided to create a Task Force
led by the Deputy Attorney General—a position created by the Blue
team specifically to address this issue. The Task Force membership
included the Department of Justice, Department of Defense, De-
partment of Customs, Department of Treasury, and the Federal
Emergency Management Agency. Additionally, intelligence support
was provided by a number of agencies, including the Central Intelli-
gence Agency (CIA), Defense Intelligence Agency (DIA), and National
Security Agency (NSA).!* Further, the military commander in chief
(CINC) responsible for CONUS-based forces was directed to create
three Joint Task Forces (JTFs) to provide command and control for
military forces operating within the United States. One of these JTFs,
JTF Crisis Response, was also designated as the Joint Special Opera-
tions Command (JSOC). The JSOC commander remained under the
command of the CINC and controlled all military forces assigned
crisis response missions, including national mission units that have
counterterrorism responsibilities. Consistent with an Operation
Order approved by the National Command Authority (NCA), the
JSOC commander received taskings for operations conducted within
the United States directly from the Deputy Attorney General.}®

The organization chart depicted in Figure 1 reflects the organization
discussed during the wargame. The principal concept underlying
this structure was that the Deputy Attorney General would have
“tasking authority” for all national elements that had a responsibility
for homeland defense. With respect to DoD assets, JTFs were placed

14This list of agencies and departments is not all-inclusive. Rather, it is illustrative of
the desire of game participants to provide the Deputy Attorney General, in his role as
Coordinator for Homeland Defense, with budgetary and tasking authority for all
national assets that could be brought to bear on this problem.

15The Deputy Attorney General was given Cabinet-level status and was a viewed as a
principal on the National Security Council for matters relating to homeland defense.

o
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under the operational control of the Attorney General, but remained
under the command of the Secretary of Defense/CINC.

Within the construct, CINC Americas is a force provider for all
warfighting CINCs. Thus, it was anticipated that conflicts could and
would arise between competing requirements. As in all other cases
where there is a competition for resources among CINCs, the NCA
would determine which theater would receive the priority of support.
In essence, the Blue policy team considered the Deputy Attorney
General in the same light as a warfighting CINC. The difference was
that he was responsible for fighting and winning the war on the

American front.

While no one considered this organization “the answer” to the prob-
lem, it was an attempt to balance the statutory requirements of
command and control of military forces with the need to provide
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personnel and capabilities to the individual who had been given the
responsibility for homeland defense.

SPRING WARGAME, 1999

Early in the planning stages for the 1999 Spring Wargame, it was
decided that the homeland security aspect would be downplayed so
that it didn’t detract from the game’s primary research objective: de-
veloping insights on a hybrid Army in the 2020 period.l” So even
though the adversary placed a high priority on attacking the U.S.
homeland, the game did not consider the impact of these attacks.
For example, early in the operation Red employed information op-
erations to target Blue communications and data systems, trans-
portation infrastructure, stock exchange, and military deployment
systems. Later in the operation, Red attacked the Blue homeland
using space-based lasers (SBL) and weapons of mass destruction.
Although these attacks were not adjudicated by the game controllers,
they did prompt a lengthy debate within the Blue policy team on how
to respond to the homeland security challenge.

Unlike previous TRADOC games, no effort was made to assess what
impact these types of attacks would have on U.S. power-projection
capabilities. While this wargame reaffirmed the fact that the United
States could be vulnerable to a wide range of threats when con-
fronting a determined adversary, it failed to address any of these
issues seriously during subsequent postgame written analysis.

16This is not the type of relationship that exists today. According to current practice,
U.S. military forces operating within the United States would remain under the control
of the National Command Authority. Consequently, taskings for all activities would
have to come from the Secretary of Defense and through the Chairman of the Joint
Chiefs of Staff. The players understood this relationship; however, they saw no reason
to conclude that operational control for missions already agreed upon could not be
exercised by a senior civilian official outside of the Department of Defense. Indeed,
foreign commanders within both the context of NATO and the United Nations have
exercised operational control of U.S. forces. The players argued that if a foreign
military officer could exercise operational control over U.S. military forces, then the
Deputy Attorney General could as well.

17Eor the purpose of this game, the term “hybrid” was used to portray an Army with a
mix of current forces armed with upgraded versions of today’s weapon systems, Strike
Forces, and Battle Forces.
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HOMELAND SECURITY SPRING SYMPOSIUM, 2000

Following the 1999 Spring Wargame, responsibility for examining
homeland security was delegated to the United States Army Maneu-
ver Support Center (MANSCEN) at Fort Leonard Wood, Missouri.
Rather than conducting a wargame, the MANSCEN held a homeland
security symposium on March 14-16, 2000. Its intent was to bring
together major Army organizations involved in homeland security
and civil support operations. The key question discussed during the
symposium was, “[w]hat is the role of the Army in homeland secu-
rity, especially in light of the potential use of Weapons of Mass De-
struction.”!® The primary goal of the symposium was to “provide a
frank and open discussion between players” concerning the estab-
lishment of a TRADOC Program Integration Office for homeland
security at Fort Leonard Wood. Each of the schools located at Fort
Leonard Wood (Chemical, Military Police, and Engineer) provided
participants and “analyzed their own capability to respond to a
WMD attack using existing force structure, equipment, doctrine, and
training.” Concluding that there were no “universal Doctrine or
Training standards for homeland security missions,” the symposium
participants decided that there is a need for either a Program Inte-
gration Office or Center of Excellence for homeland security.!?

This symposium marked a major shift in the focus of homeland
security efforts sponsored by TRADOC. Rather than examining
potential new roles and missions that the Army might have to per-
form because of enemy attacks against militarily significant targets
during times of future conflict, the symposium focused on what the
Army can and should do today. Not surprisingly, this near-term
institutional focus resulted in discussions of crisis-response and
consequence-management activities undertaken to support civil au-
thorities as a result of a WMD attack by terrorists.

18Memorandum from the Homeland Security Office (MANSCEN) to the Commander,
USA Training and Doctrine Command, Subject: Homeland Security Army After Next
Game Results, dated 27 July 2000.

191pid.




Chapter Three
INSIGHTS AND ISSUES

The Army After Next and Army Transformation Study, Wargames,
and Analysis projects have produced a rich set of insights and issues
about homeland security that can be used as the basis for further
development. The lessons learned from the game series can be sepa-
rated into three types.

e Defining homeland security
 Keyinsights on emerging threats in the United States

« Emerging issues for further analysis

While it is too early to state conclusions, emerging trends indicate
vulnerabilities within the United States when its military is attempt-
ing to conduct combat operations overseas. Analysis suggests a
growing probability that future adversaries may take advantage of
those vulnerabilities by attacking targets within the United States in
an effort to deter, degrade, disrupt, delay, or destroy U.S. military
forces before they can arrive in theater.! The following insights and

lIn addition to insights and postgame analysis derived from these TRADOC-
sponsored games, other DoD-sponsored studies have reached similar conclusions. A
more detailed description of the emerging threat can be found in a number of reports.
Assessment of the Impact of Chemical and Biological Weapons or Joint Operations at
Aerial Ports of Embarkation in 2010, Booz-Allen & Hamilton, October 1998, is also
known as the “Pope/Bragg Study.” It was a follow-on effort to the “CB 2010 Study,” in
which a panel of retired general officers with expertise in power-projection operations
assessed the impact of chemical and biological weapons on joint operations in the
2010 time frame. See also Assessment of the Impact of Chemical and Biological
Weapons on Joint Operations in 2010: A Summary Report, also known as the “CB 2010
Study,” Booz-Allen & Hamilton, November 1997. While the Summary Report is

15
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issues provide an initial assessment about a potential fault line
between national defense and law enforcement.

DEFINING HOMELAND SECURITY

During most of the Cold War, the existing security environment insu-
lated the United States from direct military attacks on its homeland
through a complex linkage between conventional escalation and
nuclear deterrence. Given these conditions, the Army was free to
focus on overseas military threats, leaving the limited domestic se-
curity concerns in the capable hands of law enforcement. Given a
potential conflict with another major power in the future, many of
the constraints imposed by the Cold War would likely reappear.
However, as evidenced by the attacks on September 11, the United
States can no longer be considered a sanctuary—either from terrorist
attacks, attacks against critical infrastructure, or state-directed
enemy special operations attacks. While such attacks could occur at
any time, they would pose especially difficult problems when con-
ducted in support of a large-scale enemy operation conducted over-
seas.

During the course of the Army After Next Project, and then in the
Army Transformation Study, Wargames, and Analysis Project, the
definition of the problem has changed from counterterrorism to
“homeland defense” and is now described as “homeland security.”
The evolution of this label reflects a deeper understanding of the
challenges that the United States is likely to confront. What exactly
does homeland security entail? Under what authority will military
units operate? While many definitions of this term have been of-
fered, none have been fully endorsed by the national security estab-
lishment. In this case, the definition of the subject has important
implications for potential mission areas, tasks to be performed, and
specific responsibilities.

unclassified with limited distribution, the full report is not available to the general
public. Finally, a more detailed description of how specific adversaries might conduct
such attacks is contained in the Joint Strategic Review for 1999 (JSR99) and its support-
ing briefings prepared by the intelligence community, Joint Strategic Review 1999,
Washington, D.C.: The Joint Staff.
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Over the last several months the Army has been wrestling with these
issues in an attempt to develop an agreed-upon definition for
homeland security. Before the September 11 attacks on the World
Trade Center and the Pentagon, the Army defined homeland security
as

those active and passive measures taken to protect the population,
area, and infrastructure of the United States, its possessions, and
territories by: deterring, defending against, and mitigating the
effects of threats, disasters, and attacks; supporting civil authorities
in crisis and consequence management; and, helping to ensure the
availability, integrity, survivability, and adequacy of critical national
assets.2

This definition encompasses both civilian and military tasks associ-
ated with all aspects of homeland security, including detection, pre-
vention, and response. Consequently, it establishes the framework
for a national definition that can be used to highlight the importance
of building a national, integrated response to the challenge.

Since the September 11 attacks, however, the definition of homeland
security has been revised to include “the prevention, preemption,
and deterrence of, and defense against aggression targeted at U.S.
territory, sovereignty, domestic population, and infrastructure, as
well as the management of the consequences of such aggression; and
other domestic civil support.”3 As Secretary of the Army Thomas
White stated to Congress, this construct of homeland security
“includes two simultaneous and mutually supporting functions”:
homeland defense and civil support.? Homeland defense includes
the protection of U.S. territory, domestic population, and critical
infrastructure against military or foreign terrorist attacks; civil sup-
port involves all DoD support to civil authorities for natural and
manmade domestic emergencies, civil disturbances, and designated
law enforcement efforts.

2This definition is contained in Army Homeland Security (HLS) Strategic Planning
Guidance: Coordinating Draft, Office of the Deputy Chief of Staff for Operations,
Headquarters, Department of the Army, September 10, 2001.

3The Honorable Thomas E. White, Secretary of the Army, Statement provided to the
Committee on Armed Services, United States Senate, October 25, 2001.

41bid.
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It is incorrect to assume that an act of terrorism inside the United
States, for which the FBI and FEMA each has significant responsibili-
ties, necessarily means that DoD, and hence the Army, will have only
an inconsequential role. Nor does it follow that the military will be
called upon only when civil capabilities are overwhelmed. As it
applies to terrorist attacks inside the United States, any definition
must be broad enough to include all potential military activities to
support civil authorities for either prevention or response, “crisis” or
“consequence” management. The current definition appears robust
enough to encompass all possible missions the Army may be as-
signed within the borders of the United States.

Whether the task is labeled “homeland defense” or “civil support,” it
is clear that the military may be the only organization within the U.S.
government that has the capability to provide rapid and large-scale
assistance in the early stages of a major disaster. Therefore, as plan-
ners examine potential future threats, and the realities of asymmetric
warfare, it is useful to thoroughly review existing policies, proce-
dures, operational concepts, command and control structures, force
structure, force sizing, and doctrine to ensure that the United States
is prepared to meet new and emerging threats.>

KEY INSIGHTS ON FUTURE THREATS INSIDE THE
UNITED STATES

Over the course of each TRADOC-sponsored wargame, Red military
planners attempted to counter the overwhelming military prowess of
the U.S. military by conducting limited attacks against the United
States. Recognizing that it is easier to delay, disrupt, degrade, or de-
feat a military force before it arrays itself for combat, all Red teams
considered plans to attack the U.S. homeland. The resulting insights
can be grouped into seven primary categories: asymmetric warfare,
direct action attacks in the United States, the concept of a self-

5These issues were not addressed in any significant detail in any of the wargames
conducted by TRADOC; however, it is important to examine all aspects of the
problem. For example, should the Army specifically size and structure a portion of its
force for homeland security? While this is an issue open for debate, the decision
should not be made until after the potential requirements have been assessed for a
range of situations, to include an adversary launching multiple attacks within the
United States during the early stages of an overseas operation.
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defined “redline,” targeting of power-projection capabilities, deter-
ring U.S. military action, perception management operations, and
the growing incentive for preemption by future adversaries.

Asymmetric Warfare

The series of wargames described in Chapter Two were exceptionally
rich and productive in developing insights about how future adver-
saries might choose to fight the United States. Each Red team devel-
oped a variant of a “counter-power projection” strategy to delay the
arrival of the U.S. military and prevent it from using effectively its
very potent capabilities as posited in the 2020 time period.® This
overarching strategy is composed of three major operational con-
cepts: antideployment operations actions taken primarily within the
United States; antiaccess operations taken to prevent forces or ca-
pabilities from arriving in theater; and combat operations conducted
in theater. Combined, these efforts were designed to alter the
cost/benefit calculus associated with a potential U.S. response and, if
possible, present the United States with a fait accompli in theater.
While the specific actions undertaken by each adversary varied, the
general approaches to the problem were similar. The question be-
comes, why have so many Red teams selected similar operational
concepts?

It is clear that the results of Desert Storm, coupled with the postu-
lated 2020 warfighting capabilities of the United States, are likely to
force adversaries to seek ways to undermine U.S. strengths by devel-
oping capabilities that the United States can neither match in kind
nor effectively counter. Broadly speaking, asymmetric warfare refers
to the application of selected means and methods in an expressly
unanticipated and nontraditional manner. In its ideal and most ex-
treme form, asymmetric warfare causes a cascading effect that is out
of proportion to the effort invested. Asymmetric approaches, there-
fore, often seek a major psychological impact to produce shock and

6Throughout the AAN and Army Transformation projects, as well as other research
related to the emerging Revolution in Military Affairs (RMA), Red teams consistently
attempted to bring the war to the United States. While there is always a danger of
“Americanizing” how foreign militaries will respond to an operational and strategic
problem, the fact that this approach is so commeon warrants continued analysis.
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confusion and thereby affect the opponent’s will, initiative, and free-
dom of action. This condition, whether it is called disruption or dis-
organization, in turn creates conditions whereby an inferior force
can gain conventional advantage over a superior force. Such ap-
proaches are applicable at all levels of warfare—strategic, opera-
tional, and tactical—and can employ or affect one or more elements
of national power. Thus, asymmetric warfare may be viewed as an
attempt to circumvent or undermine an opponent’s strengths while
exploiting his weaknesses, using methods that differ significantly
from an expected mode of operation.

This definition of asymmetric warfare highlights the fact that it is not
a separate form of warfare. Rather, asymmetric warfare will likely be
applied across the full range of military operations. In each of the
wargames, adversaries chose to challenge the United States by em-
ploying asymmetrical counters throughout the theater of operations.
What surprised many of the Blue players, however, was the willing-
ness of adversaries to conduct military and paramilitary operations
within the boundaries of the United States.”

One of the clearest findings to come from the TRADOC wargames
and subsequent analyses is that asymmetries almost always exist in
both the interests and the objectives of parties to a conflict. For in-
stance, in many contingency operations the vital interests of the
United States are not at stake, but the vital interests of the regional
actors are. Indeed, just the deployment of U.S. forces into the area of
conflict has the potential to alter the power relationships of all par-
ticipants. Moreover, depending upon the particular mission, the
arrival of U.S. forces could place the very survival of an organization
or regime in jeopardy. If an adversary concludes that the United
States is threatening the survival of its regime, an asymmetry of mo-
tivation will emerge that could result in actions that might appear
irrational from the U.S. perspective—perhaps even the employment
of chemical, biological, radiological, or nuclear weapons within the
United States.

"Many of the Red players were, in turn, surprised that the Blue team did not expect
this type of response. As expressed by one of the Red military commanders, why
would a determined adversary grant the United States immunity from homeland
attacks when the United States is unwilling to grant the same to him?



Insights and Issues 21

Direct Action Attacks within the United States

In an era where the United States has fewer forward-deployed com-
bat forces, potential adversaries may view the U.S. homeland as an
assembly area that is vulnerable to attack. In 1921, General Giulio
Douhet stated that “it is easier and more effective to destroy the
enemy’s aerial power by destroying his nests and eggs on the ground
than to hunt his flying birds in the air.”® This same intellectual
construct encouraged the Red team players to attack the United
States. Indeed, each of the teams concluded that if conflict with the
United States was inevitable, limited attacks within its homeland
were essential. Interestingly, despite the degree to which the United
States destroyed Iraq during the Persian Gulf War, the threat of mas-
sive retaliatory destruction did not keep the adversary from attacking
the United States. In fact, Red teams determined that the United
States would inflict massive destruction on their military forces, ca-
pabilities, and related infrastructure whether they carried out attacks
within the United States or not. Consequently, they concluded that
their best chance for victory depended on keeping the United States
from building up forces and capabilities in the region; and the only
way they could achieve that goal was to attack civilian and military
targets within the United States. Furthermore, every Red team NCA
chose to attack targets within the United States as a political state-
ment signaling Red’s willingness to retaliate and significantly raise
the costs for U.S. policymakers.

Types of direct action attacks contemplated by the Red teams in-
cluded the following:

e Chemical or biological attacks on key civilian transportation
hubs, mobilization/deployment centers, and military installa-
tions used by deploying forces. These attacks would delay and
degrade deployment and divert medical and decontamination
resources that might normally be deployed to theater.

» Direct action attacks to damage easily accessible space and in-
formation nodes—such as the “Blue Cube” in Sunnyvale—

8General Giulio Douhet, as quoted by Alan Vick, Snakes in the Eagle's Nest: A History of
Ground Attacks on Air Bases, Santa Monica, CA: RAND, MR-553-AF, 1995.
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needed by the United States to fight the type of future war envi-
sioned.

* Attacks on ammunition depots and ports or on their supporting
infrastructure (e.g., transportation). Rail links leading from am-
munition depots were also viewed to be especially vulnerable
and lucrative targets.

* Use and/or threatened use of shoulder-fired air defense missiles
against military and civilian airlift. The United States relies ex-
tensively on civilian airlift for passenger movement. These air-
craft lack defensive systems. Here the psychological effects of an
attack might be even more important than the physical effects,
because even a miss would probably stop the deployment of U.S.
forces until the threat had been eliminated. Not only did the
teams conclude that this would be a likely form of attack, they
also believed that it would have a staggering effect on our ability
to deploy forces. Such an attack would slow the deployment
sequence as well as stimulate an increase in security around all
U.S. bases that would effectively cause combat forces to be “fixed
in place” and thus kept out of the theater.

* Employment of a radiological agent using a high-explosive de-
vice to disseminate a contaminant during the deployment pro-
cess. Players believed that such a weapon would have the resid-
ual effect of a nuclear weapon on equipment (e.g., all aircraft and
equipment at the site would be unusable for years) but would not
cause a massive number of casualties.

* Attacks on fabrication facilities for critical low-density items such
as cruise missiles.

* Attacks on symbolic targets such as the White House, the Pen-
tagon, national monuments, or other symbols of American
power.

* Attacks on key infrastructure targets such as electrical grids, rail-
road tunnels, bridges, and large dams.
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The Concept of a “Redline”

While Red teams contemplated conducting att