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People in the United States have been terrorized on 
U.S. soil with targeted violence, on various scales and with 
varying success, for decades.1 Yet, the recent September 
2001 attacks and the earlier bombing of Oklahoma City's 
Alfred P. Murrah Federal Building vividly demonstrate 
something disturbing and new: Some contemporary ter- 
rorists, both home-grown and foreign, are not deterred 
by—indeed may even be attempting to produce—human 
casualties on a massive scale. These events are part of a 
pattern of increasing lethality that started in the 1990s.2 

Even more troubling is that, while conventional explosives 
may continue to be the predominant terrorist weapon, the 
magnitude of the September 11 attacks coupled with the 
spread of anthrax-laced letters have led some to conclude 
that chemical or biological weapons are now more likely 
than ever to be used.3 

Although, strictly speaking, terrorism4 has never been 
absent from the set of threats facing American citizens, the 
magnitude and character of recent events have called into 
question the readiness of the nation's state and local emer- 
gency response and health and medical personnel to 
respond effectively to the next incident, to correctly iden- 
tify hazards as they occur, and to mitigate damage to per- 
sons and property. In particular, response to the anthrax 
incidents subsequent to September 11 was less than reas- 
suring. While the mode of attack made initial identification 
and response difficult, authorities also had a hard time 
organizing, coordinating, and communicating an appro- 
priate response even after anthrax was identified.5 

This issue paper has two purposes: (1) to suggest some 
nationally representative measures of local responder 
preparedness for chemical and biological terrorism as a 
baseline for the current debate; and (2) to illustrate the lim- 
itations of our measures and describe why quantifying 
preparedness for terrorism, by any measure, is elusive. 
However, we also note that even perfect measures are not 
sufficient for managing preparedness improvement. A 
sound framework that balances investments in prepared- 
ness with competing national needs, and that explicitly 
acquiesces to an acceptable level of risk, is essential and 
lacking. 

The deliberations thus far remain inadequate for the 
construction of any sound public policy for allocating 
resources for preparedness, measuring the results, and bal- 
ancing preparedness needs with other policy objectives. 
Such deliberations require some measure of preparedness 
as an input, but the more important question of acceptable 
risk is a largely philosophical one that requires further 
debate. Some groundbreaking suggestions have been 
offered,6 but more research and discussion are required. 

ATTEMPTING TO ASSESS DOMESTIC 
PREPAREDNESS VIA A SURVEY 

RAND has been collecting data to help address ques- 
tions of WMD preparedness. From March to September 
2001, RAND fielded a survey about domestic terrorism 
involving WMD to a national cross-section of over one 
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RAND Survey 
The RAND survey was sponsored by the Advisory Panel to Assess 
Domestic Response Capabilities for Terrorism Involving Weapons of 
Mass Destruction, also known as the Gilmore Commission, after its 
Chair, Governor James Gilmore of Virginia. The panel was created by 
Congress in 1999 to assess federal WMD preparedness programs and 
recommend strategies for effective coordination of preparedness and 
response efforts between federal, state, and local government and 
response organizations. 

The survey was completed by a nationwide sample of state and local 
organizations from 200 randomly selected counties throughout the 
United States. The types of organizations surveyed are shown in the 
table. In addition to the random sample of counties, 10 counties were 
handpicked for inclusion based on past WMD terrorist incidents or 
upcoming events that might have heightened their sensitivity to WMD 
terrorism. The most prominent of each type of response organization 
within each of these counties was then also surveyed. In all, 1,080 
organizations were surveyed, including 117 at the state level (including 
Washington, D.C.) and 963 at the local and regional levels. 

Number of Surveys Returned and Response Rates 
by Type of Organization 

Type of Organization 
Surveys 

Returned (N) Response Rate (%) 

Local/regional 
Fire 300 68 
Law enforcement 148 71 
EMS 120 n/aa 

Hospital 
Public health 

105 
147 

52 
74 

OEM 143 71 

State 
EMS 35 67 
Public health 42 82 
OEM 40 78 

All respondents 1,080 66 
aDue to difficulties assembling a sampling frame, a convenience sample 

of EMS organizations was surveyed so the response rate is not applicable. 

Two of every three recipients who received a survey completed and 
returned it, for an overall response rate of 66 percent. Most groups 
achieved better than a 70 percent response rate. A few performed con- 
siderably better, including state public health departments and combina- 
tion fire departments, whose response rates exceeded 80 percent. A 
few of the more difficult-to-survey populations barely exceeded 50 per- 
cent response rates: volunteer fire departments and hospitals. In each 
case, however, the response rates were exceptional when compared 
with rates achieved in other survey efforts with these organizations. 

The final sample of survey respondents is representative of local and 
state responders both geographically and across the different emergen- 
cy response and health disciplines. Surveys were received from every 
state in the union and the District of Columbia. Each region of the coun- 
try was well represented, and the final results can be generalized to all 
state and local response organizations nationwide. 

Complete details of the survey and sampling strategy, as well as 
detailed tabulations of some of the survey results, are in the Third 
Annual Report to the President and the Congress of the Advisory Panel 
to Assess Domestic Response Capabilities for Terrorism Involving 
Weapons of Mass Destruction, December 15,2001, 
www.rand.org/nsrd/terrpanel/. 

thousand state and local7 organizations: fire departments, 
local law enforcement organizations, emergency medical 
services (EMS), local offices of emergency management 
(OEMs), local public health departments, hospitals, state 
EMS offices, state OEMs, and state public health agencies. 
The survey was designed to elicit the views of organiza- 
tions that would be involved in the detection of and 
response to a domestic WMD terrorism incident. All but a 
few of the surveys were completed and returned prior to 
September 11, 2001.8 (See the survey sidebar for additional 
information.) 

Within the survey, respondents—who were either the 
heads of local response organizations, such as fire or police 
chiefs, or their designated representatives—were asked 
both subjective and objective questions about their pre- 
paredness for four specific WMD incident scenarios: con- 
ventional explosives, and chemical, biological, and radio- 
logical weapons. We defined the size of the scenarios so 
that they were approximately the magnitude of the 1995 
Oklahoma City attack. (See the WMD scenarios sidebar for 
the complete chemical and biological scenarios.) Incidents 
of the magnitude of the Oklahoma City bombing were 
chosen because they could not be dismissed as too large to 
be expected and yet they were large enough to represent 
major events.9 

In this issue paper, we focus on two types of WMD 
incidents: chemical and biological. We further focus on 
two measures of preparedness: whether the response orga- 
nization has a plan to address the particular incident and, 
among those with plans, whether the plan has ever been 
exercised. We then look across the country and evaluate 
preparedness in terms of organizations that have plans 
and have conducted exercises for scenarios of the scope 
and size we proposed. The assumption implicit in such an 
approach is that preparing for events similar to those 
described in the scenarios is equally important and rele- 
vant to every jurisdiction and organization in the United 
States. This is not likely to be true. Yet, in the absence of 
authoritative guidance about expected terrorist threats, we 
offer nationally representative estimates (unadjusted for 
jurisdictional attributes) as a starting point. 

Existence of Plans for WMD as a Preparedness 
Measure 

We begin by focusing on whether an organization has 
a written plan in place to address each of the chemical and 
biological scenarios described in the WMD scenarios side- 
bar.10 As we previously mentioned, compared with the 
attacks of September 11, these scenarios are relatively 
modest, resulting in less then 200 casualties. The existence 
of a plan is used as one indicator of preparedness, 
although a plan in and of itself guarantees little about 
whether an organization can actually execute a successful 



response. In the ideal case, a plan is evidence that an orga- 
nization has carefully thought through how it will 
respond to a particular WMD incident. At the other 
extreme, the plan may represent nothing more than the 
rote fulfillment of a bureaucratic mandate. However, it is 
reasonable to believe that an organization with a plan is at 
least marginally better prepared than an equivalent orga- 
nization without a plan. 
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NOTES: The error bars are 95 percent confidence intervals for 
the actual percentage of organizations. (Error bars were not 
calculated for EMS organizations because they were obtained via 
a convenience sample.) 

Figure 1. Percentage of Each Type of Local Response Organiza- 
tion with a WMD Plan That Addresses Response to a Type 
of Incident Similar to Those in the WMD Scenario Sidebar 

Our survey results show that few organizations have a 
plan in place sufficient to address our moderately sized 
chemical and biological incidents (Figure 1). In fact, we 
estimate that fewer than one-third of all local organiza- 
tions have plans that address either scenario, with the 
exception of OEMs' and hospitals' plans for chemical 
WMD incidents.11 The figure also shows that planning for 
chemical WMD incidents tends to be more common than 
planning for biological incidents, which might be expected 
given the similarity of chemical attacks to other, more 
common accidental incidents, such as hazardous materials 
releases.12 In contrast to local planning, a significantly 
larger fraction of state organizations have plans (one-half 
to three-quarters) for these incidents (Figure 2). 

Consistent with the types of incidents each organiza- 
tion generally expects to encounter, public health organi- 
zations' plans more often address the biological scenario, 
whereas the plans maintained by OEMs and EMS 
providers more often address the chemical scenario. This 
result also suggests that "first-responder" organizations— 
police, fire, and EMS—and offices of emergency manage- 
ment lag public health departments in planning for bio- 
terrorist incidents. 

WMD Scenarios 
The following scenarios were provided to respondents in the survey. 
They were designed to measure respondents' objective and self- 
assessed preparedness for a variety of WMD terrorist incident scenar- 
ios. The specificity in each narrative assured—to the extent possible in 
a mail survey—that all respondents shared a common notion of the 
scale and nature of what was meant by "WMD terrorist incident." The 
scenarios helped to fix ideas and establish a baseline against which 
respondents' claims of preparedness could be interpreted and com- 
pared. 

Biological Incident 

During a three-day period in July, 20 individuals present to a local hospi- 
tal's emergency room complaining of fever, night sweats, headaches, 
coughing, and joint pains. Initially, an untimely flu epidemic is suspected. 
However, after the third day, concern grows more acute: Additional 
patients are admitted with more severe symptoms, and laboratory per- 
sonnel who analyzed patient blood samples begin reporting similar 
symptoms. 

Several days later, ERs and physicians have seen enough cases to 
alert local and state public health authorities, who immediately under- 
take large-scale surveillance and dispatch an investigation team. The 
state health department also notifies the CDC [Centers for Disease 
Control and Prevention], at which point other federal agencies are alert- 
ed. It is quickly determined that all patients had visited a regional airport 
in the last 10 days. The governor orders the airport closed and quaran- 
tined. Fire and HAZMAT [hazardous materials] teams report to the 
scene to investigate and determine if there is a continuing threat. The 
National Guard is called to assist police with airport closure and crowd 
control. 

Days later, seven of those affected die. All victims' blood specimens test 
positive for brucellosis.3 

A statewide and international alert is activated urging anyone who 
passed through the airport to contact their local health department. 
News agencies report that brucellosis can be fatal, creating panic. Local 
ERs are crowded with patients complaining of flu-like symptoms. 

Chemical Incident 

An explosion in a building with 200 people inside results in numerous 
injuries and some fatalities, but minimal structural damage. As first 
responders arrive on the scene, they observe the following: Twenty-five 
individuals have been killed by the blast; there are more casualties than 
would be expected for an explosion alone; and unlikely symptoms 
among the survivors include sweating, disorientation, muscle tremors, 
convulsions, and eye pain exhibited by 145 individuals. 

Soon, some of the responders also start to experience similar symp- 
toms. A highly toxic and persistent chemical agent is suspected of hav- 
ing been released by the explosion. Both state and federal emergency 
management officials are notified. Cross-contamination becomes a 
major concern, as victims find their way to local hospitals and respon- 
ders operate in an area potentially covered with an active chemical 
agent. As the media pick up the story, panic begins to spread among 
the large crowd that has formed outside the building and in the nearby 
vicinity. 

aBrucellosis, also known as "undulant fever" or "Bang's Disease," 
is a systemic infection caused by several different strains of bacteria 
that can infect both humans and animals. It can be transmitted to 
humans through contaminated milk or through skin abrasions. In the 
laboratory it is highly infectious and warrants biosafety level 3 precau- 
tions. Brucellosis is on the CDC list of nationally notifiable diseases 
and must be reported to local health authorities (see Disease 
Information, Centers for Disease Control and Prevention (CDC), 
www.cdc.gov/ncidod/dbmd/diseaseinfo/brucellosis_t.htm). 
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Isolation and Quarantine. Fifty-six percent of hospi- 
tals' plans address access to an isolation/quarantine 
facility for patients exposed to an infectious biologic 
agent. Thirty-five percent of local public health plans 
and 19 percent of state public health plans address this 
issue. 

NOTE: The error bars are 95 percent confidence intervals for 
the actual percentage of organizations. 

Figure 2, Percentage of Each Type of State Organization with a 
WMD Plan That Addresses Response to a Type of Incident 

Similar to Those in the WMD Scenario Sidebar 

Evaluating Plan Quality 

To get some insight into the quality of the plans, we 
asked more-detailed questions about various aspects 
important for responding to moderately sized WMD inci- 
dents. For instance, we asked whether a plan addressed 
(1) communication procedures with other organizations 
during the response, (2) procedures for mass decontami- 
nation, (3) isolation and quarantine, and (4) coordination 
with agencies from other jurisdictions. We found that 
there are far fewer organizations with plans that address 
these important aspects of responding to a moderately 
sized chemical or biological incident. For example, we 
found the following/or those with plans: 

• Communication Procedures. Plans generally address 
communication with other local response organiza- 
tions. The range for a chemical incident is from 87 per- 
cent of local public health agencies' plans to 100 per- 
cent of the EMS organizations' plans. For biological 
incidents, the results are similar except for law 
enforcement agencies' plans, in which only 59 percent 
address communications with other organizations. 

• Mass Decontamination. Fewer plans address mass 
decontamination: Fifty to 65 percent of local fire 
departments', law enforcement agencies', EMS', and 
OEMs' plans address mass decontamination for a 
chemical incident of the size described in the scenario. 
Even fewer address mass decontamination for the bio- 
logical scenario: between 35 and 60 percent. Least like- 
ly to address mass decontamination are the plans of 
state EMS and OEM organizations: For either type of 
scenario, the percentage is between 35 and 45 percent. 

•    Coordination. Virtually all (more than 90 percent) of 
state OEMs' plans address coordination with agencies 
in other jurisdictions for both chemical and biological 
incidents. The same is true for the majority of local 
responders: For chemical incidents, the percentages 
range from 69 percent of local public health organiza- 
tions' plans to 91 percent of law enforcement plans; 
for biological incidents, the range is from 53 percent of 
law enforcement agencies' plans to 78 percent of 
OEMs' plans. 

An Additional Measure of Preparedness: Exercises 

Since WMD events are extremely rare, maintaining 
capabilities and awareness of the contents of written plans 
through live or tabletop exercises is critical to sustaining 
readiness over time. However, as with plans, exercises can 
vary in the capabilities they test and in their content, real- 
ism, sophistication, and overall quality; so simply know- 
ing an organization has conducted an exercise is not per- 
fect evidence that an organization is actually prepared to 
respond to a WMD incident. Nonetheless, as with plans, it 
is reasonable to assume that organizations that have con- 
ducted some sort of exercise are likely to be better pre- 
pared than those that have not. Based on the survey 
results, we find that the percentage of local response orga- 
nizations that both have a plan and have exercised it with- 
in the last two years for either a chemical or biological 
WMD incident is small (see Figure 3). 

As the figure shows, plans and exercises are more 
common for chemical incidents than for biological inci- 
dents. However, other than hospitals and offices of emer- 
gency management, fewer than 15 percent of any of the 
other organizations both have a plan and have exercised 
for a chemical incident in the last two years. For a biologi- 
cal incident, that percentage drops to less than 7 percent 
for any type of organization.13 

Furthermore, even for those that conducted exercises, 
many of the exercises did not address important aspects of 
responding to a WMD incident. For example, less than 
half of the biological WMD exercises conducted by fire 
and law enforcement organizations tested how they 
would communicate with hospitals and public health 
organizations. One-quarter of hospitals' and local public 
health agencies' biological incident exercises did not test 
how they would communicate with law enforcement, fire, 
and EMS agencies. 
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Figure 3. Percentage of Each Type of Local Organization That 
Both Has a WMD Plan and Has Exercised It in the Last Two 

Years for the Type of Incident Indicated 

Similarly, the majority of these exercises did not test 
each organization's ability to coordinate with other agen- 
cies outside of the organization's jurisdiction, nor how it 
would coordinate with its local public health department 
in the case of a biological incident. In addition, with the 
exception of law enforcement chemical incident exercises, 
less than half of the chemical or biological exercises by 
fire, law enforcement, and EMS agencies tested the capa- 
bility to decontaminate victims. (Seventy-five percent of 
law enforcement chemical exercises included decontami- 
nation.) 

DIFFICULTIES IN MEASURING PREPAREDNESS 

We have described a possible set of preparedness 
measures based on two possible WMD scenarios. 
Preparedness, of course, can be assessed only for a speci- 
fied event of a given magnitude. A building in a given 
locale, for instance, may be rated to withstand an earth- 
quake of up to 7.0 on the Richter scale, but not more. The 
analogy for a terrorist attack is not academic. Personnel 
may be trained to recognize signs and symptoms of 
anthrax infection, for example, but not exposure to soman 
nerve gas. A fire department may be equipped and trained 
to save some fraction of occupants in a given building 
struck by an explosion of a given intensity. The implica- 
tions for measurement and evaluation of preparedness are 
clear: Assessments must anticipate and prioritize the 
events and circumstances for which preparedness is 
desired. 

Apart from being specific to a given scenario (or set of 
related scenarios), the ideal preparedness assessment 

would be based on objective measures of response perfor- 
mance (e.g., personnel's correct identification of the haz- 
ard, correct selection of personal protective equipment, 
appropriate care in evidence collection at the scene, 
response time for each step, and timely communication 
with other required response entities). Short of after-action 
reports following response to an actual incident, such an 
exercise is perhaps the most valid proxy for preparedness. 
However, even though every jurisdiction faces some level 
of WMD terrorism risk, it is not immediately clear 
whether such full-blown exercises for WMD terrorism are 
justified nationally. Absent a credible estimate of the 
expected cost of terrorism over time, there can be no rea- 
sonable upper or lower bound to investments in measure- 
ment and evaluation of preparedness. 

Furthermore, it is clear that a mail or telephone survey 
cannot provide an accurate measure of preparedness. Data 
collected in the RAND survey, such as the existence of 
plans and the conduct of exercises, imperfectly measure 
actual preparedness. However, such survey data are use- 
ful in that they do provide some objective, representative 
evidence about the level of ongoing preparedness activi- 
ties throughout the country. Although the absence of writ- 
ten plans and exercises does not mean an organization 
would not rise to the occasion and effectively respond to a 
WMD incident, it does raise serious doubts. It would cer- 
tainly be reasonable to question whether an organization 
that does not have plans and has not practiced has done 
all it can to respond most effectively to an incident in order 
to mitigate losses. 

The survey's chemical and biological scenarios were 
defined to be as relevant as possible to all jurisdictions 
across the United States. For example, even regions lack- 
ing an office building large enough to hold 200 people, as 
in the chemical incident scenario, are likely to have events 
that aggregate 200 people, such as Sunday services at a 
church or a county fair. Similarly, places that do not have 
a regional airport, as in the biological incident scenario, 
probably do have train or bus stations.14 

However, these scenarios are likely to be more rele- 
vant to large urban areas and less relevant to rural areas. 
Survey results show that local response organizations 
(particularly large organizations) in areas that have either 
had a past incident or had a large event that caused the 
organizations to confront the possibility of a terrorist 
event are more likely to have plans in place for a chemical 
or biological WMD event and to have exercised that plan. 
Arguably, those organizations most likely to face the 
threats posed in the scenarios are more prepared. Thus, it 
is possible to conjecture from the survey results that local 
preparedness may already be rationally apportioned to 
those areas that are more likely to be threatened. 



Nevertheless, our survey results are less optimistic 
than the results from a National League of Cities (NLC) 
questionnaire that was faxed to cities immediately after 
September 11. As reported in The Washington Post,'15 NLC 
received 456 returned questionnaires out of 1,800 faxed to 
cities and towns. Of the cities and towns that responded to 
the NLC survey, 55 percent indicated they had "terrorism 
response blueprints" in place. Our results show that, even 
if the NLC survey results are representative of all cities and 
towns in the United States,16 a much smaller fraction of the 
actual response organizations within the cities and towns 
have emergency response plans that address moderately 
sized chemical and biological WMD incidents. Further- 
more, our results show that only a fraction of organizations 
with plans have exercised them and that those exercises 
often do not test important aspects of responding to a 
WMD event. 

In addition, beyond these potential operational diffi- 
culties are foundational matters of domestic preparedness 
strategy for which debate has hardly begun: What does 
"preparedness" for chemical and biological weapons, and 
for weapons of mass destruction (WMD)17 more generally, 
mean? How much preparation do we need? To put it more 
bluntly, how much should be invested in risk mitigation 
measures for an as yet largely undefined terrorist threat? 
Given the unpredictability of terrorist acts and the political 
and societal interests involved, these are hard questions to 
address. 

While we have pointed out some key difficulties in 
measuring preparedness, even if a perfect metric existed 
that could predict an organization's ability to respond to 
any type of WMD incident, it would still not be obvious 
how to apportion additional resources and fiscal assis- 
tance. Not only is resource apportionment among domestic 
response organizations difficult and important, but it is 
also difficult to assess how much that same fiscal invest- 
ment could save if spent elsewhere: on military action rout- 
ing terrorists oversees, for instance, or on foreign policy, 
freezing terrorists' assets, or even on preparing for more 
frequent natural hazards or other national needs entirely 
unrelated to terrorism. 

Furthermore, because of the lack of authoritative threat 
and outcome assessments, preparedness or lack thereof in 
any particular jurisdiction is largely a matter of subjective 
opinion. Without comprehensive threat assessments, it is 
exceptionally difficult to define how much preparation is 
enough and hence specify what "appropriate" prepared- 
ness is for any jurisdiction. 

This is not a new point. It was examined by Richard 
Falkenrath in a discussion paper in December 2000,18 

debated by the Gilmore Commission, and subsequently 
published in International Security.™ As Falkenrath suggest- 
ed, 

This lack of broad but measurable objectives [for 
domestic WMD preparedness] is unsustainable. It 
deprives policymakers of the information they need to 
make rational resource allocations and renders pro- 
gram managers unable to measure genuine progress. It 
also suggests endlessly escalating program expendi- 
tures, because a process whose only goal is to improve 
from current standing has no logical conclusion. 

In conclusion, using the RAND survey data, we have 
provided nationally representative estimates of the exis- 
tence of written plans and exercises for moderately sized 
domestic WMD chemical and biological attacks. Overall, 
the number of response agencies with plans that they had 
exercised within the past two years is small relative to the 
number of organizations surveyed. However, we also find 
that large organizations are more likely to be prepared 
than small organizations, and urban areas are more likely 
to be prepared than rural areas, which may reflect a rea- 
sonable distribution of preparedness since organizations 
and regions likely face differing threats. 

Our inability to reach more definitive conclusions is 
indicative of a larger problem policymakers face: Without a 
well-defined, consistently applied national methodology 
for providing threat assessments and assessing prepared- 
ness, it will be difficult, if not impossible, to judge how pre- 
pared the country is to meet a specific WMD terrorism 
threat inside its borders, to manage rationally the appor- 
tionment of resources to improve preparedness, and to 
judge whether preparedness goals have been met. The 
challenge for policymakers is to formalize and systematize 
threat assessments and preparedness measures in order to 
provide a rational basis for future WMD preparedness pol- 
icy decisions. 
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The Washington Post, November 1, 2001). 

4 We use the term "terrorism" here to mean the unlawful use, or threat 
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December of 1999, 2000, and 2001. They can be accessed online at 
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7 Local organizations, depending on the type of organization, may 
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8 The results in this issue paper are based only on the surveys received 
prior to September 11, 2001. 

9 Prior to September 11, the particular chemical and biological scenar- 
ios we posed were considered relatively large, because they reflected 
the magnitude of the largest incident at that time. Post-September 11, 
these scenarios now appear to be of a moderate size. This is, of course, 
a judgment that is relative to the respondent's frame of reference. 
Those respondents from more rural regions are likely to view the sce- 
narios as relatively large, while those from large cities are likely to 
view the scenarios as moderate. 

10 Respondents were presented with each scenario and asked to decide 
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"addressed" response to the scenario. 

11 All numerical estimates reported in this issue paper, except those for 
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