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PREFACE

Research at the Naval Postgraduate School is carried out by faculty in the four graduate schools (School of
International Graduate Studies, Graduate School of Operations and Information Sciences, Graduate School
of Engineering and Applied Sciences, and Graduate School of Business and Public Policy) and three
Research Institutes (The Modeling, Virtual Environments, and Simulation (MOVES) Institute, Institute for
Information Superiority and Innovation (I12SI), and Institute for Defense System Engineering and Analysis
(IDSEA). This volume contains research summaries for the projects undertaken by faculty in the
Department of Electrical and Computer Engineering during 2000. The summary also contains thesis
abstracts for those students advised by Electrical and Computer Engineering faculty during 2000.

Questions about particular projects may be directed to the faculty Principal Investigator listed, the
Department Chair, or the Department Associate Chair for Research. Questions may also be directed to the
Office of the Associate Provost and Dean of Research. General questions about the Naval Postgraduate
School Research Program should be directed to the Office of the Associate Provost and Dean of Research
at (831) 656-2099 (voice) or research@nps.navy.mil (e-mail). Additional information is also available at
the RESEARCH AT NPS website, http://web.nps.navy.mil/~code09/

Additional published information on the Naval Postgraduate School Research Program can be found in:

*  Compilation of Theses Abstracts: A quarterly publication containing the abstracts of all
unclassified theses by Naval Postgraduate School students.

®»  Naval Postgraduate School Research: A ftri-annual (February, June, October) newsletter
highlighting Naval Postgraduate School faculty and student research.

= Summary of Research: An annual publication containing research summaries for projects
undertaken by the faculty of the Naval Postgraduate School.

This publication and those mentioned above can be found on-line at:

http://web.nps.navy.mil/~code09/publications.html.

xiii




INTRODUCTION

The research program at the Naval Postgraduate School exists to support the graduate education of our
students. It does so by providing military relevant thesis topics that address issues from the current needs
of the Fleet and Joint Forces to the science and technology that is required to sustain the long-term
superiority of the Navy/DoD. It keeps our faculty current on Navy/DoD issues, to maintain the content of
the upper division courses at the cutting edge of their disciplines. At the same time, the students and
faculty together provide a very unique capability within the DoD for addressing warfighting problems. Qur
officers must be able to think innovatively and have the knowledge and skills that will let them apply
technologies that are being rapidly developed in both the commercial and military sectors. Their unique
knowledge of the operational Navy, when combined with a challenging thesis project that requires them to
apply their focused graduate education, is one of the most effective methods for both solving Fleet
problems and instilling the life-long capability for applying basic principles to the creative solution of
complex problems.

The research program at the Naval Postgraduate School consists of both reimbursable (sponsored) and
institutionally funded research. The research varies from very fundamental to very applied, from
unclassified to all levels of classification.

s Reimbursable (Sponsored) Program: This program includes those projects externally funded
on the basis of proposals submitted to outside sponsors by the School’s faculty. These funds
allow the faculty to interact closely with RDT&E program managers and high-level
policymakers throughout the Navy, DoD, and other government agencies as well as with the
private sector in defense-related technologies. The sponsored program utilizes Cooperative
Research and Development Agreements (CRADASs) with private industry, participates in
consortia with government laboratories and universities, provides off-campus courses either
on-site at the recipient command, by VTC, or web-based, and provides short courses for
technology updates.

» Naval Postgraduate School Institutionally Funded Research (NIFR) Program: The
institutionally funded research program has several purposes: (1) to provide the initial
support required for new faculty to establish a Navy/DoD relevant research area, (2) to
provide support for major new initiatives that address near-term Fleet and OPNAV needs, (3)
to enhance productive research that is reimbursably sponsored, and (4) to cost-share the
support of a strong post-doctoral program.

In 2000, the level of research effort overall at the Naval Postgraduate School was 137 faculty work years
and exceeded $43 million. The reimbursable program has grown steadily to provide the faculty and staff
support that is required to sustain a strong and viable graduate school in times of reduced budgets. In
FY2000, over 93% of the research program was externally supported. A profile of the sponsorship of the
Naval Postgraduate School Research Program in FY2000 is provided in Figure 1.
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Figure 1. Profile of NPS Research and Sponsored Programs ($43M)

The Office of Naval Research is the largest Navy external sponsor. The Naval Postgraduate School also
supports the Systems Commands, Warfare Centers, Navy Labs and other Navy agencies. A profile of
external Navy sponsorship for FY2000 is provided in Figure 2.
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These arc both challenging and exciting times at the Naval Postgraduate School and the research program
exists to help ensure that we remain unique in our ability to provide education for the warfighter.

DAVID W.NETZER
Associate Provost and Dean of Rescarch
December 2001
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DEPARTMENT SUMMARY

OVERVIEW:

The Department of Electrical and Computer Engineering (ECE) has a broad research program, reflecting
the variety of skills and interests of the faculty. ECE faculty research projects are supported by systems
commands, warfare centers, the services, basic research agencies, other universities, and industry. These
research projects can be grouped into ten major research thrust areas that support the curricula serviced by
the Department as well as the several DoD Plans. Unique to the Department and the Naval Postgraduate
School is the ability of faculty and students to perform military relevant classified research at all levels.
The Department’s research program ensures that our graduate students will have a creative meaningful
thesis experience, that our curricula and courses will remain at the cutting edge, that we can recruit and
retain quality faculty, and that we can provide our sponsors with cutting edge solutions to their problems.
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Power Electronics, Electric Machines and Distribution:

Associate Professor Robert Ashton, Associate Professor John Ciezki

Radar, Surveillance and Information Warfare Systems:

Professor Jeffrey Knorr, Professor Phillip Pace, Research Associate Professor Lonnie Wilson,
Professor R. Clark Robertson

Signal Processing/Acoustic Systems:

Military Assistant Professor Bob Barasanti, Associate Professor Robeto Cristi, Associate
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Weatherford
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RESEARCH PROGRAM-FY2000:

The Naval Postgraduate School’s research program exceeded $43 million in FY2000. Over 93% of the
Naval Postgraduate School Research Program is externally funded. A profile of the external research
sponsors for the Department of Electrical and Computer Engineering is provided below along with the size
of the FY2000 externally funded program.
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SIGNAL-TO-NOISE ENHANCEMENT PROGRAM (SNEP) RESEARCH
AND SUPPORT
R.W, Adler, Research Associate Professor
W.R. Vincent, Research Associate Professor
A.A. Parker, Research Associate
Department of Electrical and Computer Engineering
Sponsor: Naval Security Group Command

OBJECTIVE: Continued research and development in techniques to improve the signal-to-noise ratio at

Navy receiving sites and at Regional System Operational Centers (RSOCs) worldwide.

SUMMARY: Development of techniques and methodology for identifying and locating radio noise
sources and sources of interference to data processing and computer systems at NSG sites worldwide
continued. Support was provided to NSG via review of pre-survey planning documentation, mitigation
plans and authoring “Quick Look” and final site survey reports. Students and NSG site personnel were
trained as part of the NSG support. A two-day HF Technical Review of Factors that Affect Performance of

Naval Receiving Sites was organized and held in Monterey in October.

DoD KEY TECHNOLOGY AREAS: Sensors, Environmental Quality

KEY WORDS: Electromagnetic Environmental Effects, Communication Systems, Man-Made Noise,

Antennas

- FIELD SITE AND RSOC RESEARCH AND SUPPORT
R.W. Adler, Research Associate Professor
W.R. Vincent, Research Associate Professor
A.A. Parker, Research Associate

Sponsor: U. S. Army Information and Security Command

OBJECTIVE: Continued research and development in techniques to improve the signal-to-noise ratio at

Regional System Operational Centers and at field sites.

SUMMARY: Development of techniques and methodology for identifying and locating data noise sources
and sources of interference to data processing and computer systems and location of radio noise and
interference sources at remote and local field sites. Support was provided to USA INSCOM via review of
pre-survey planning documentation, mitigation plans, and authoring a “Quick Look” and a final site survey

report. Students and RSOC site personnel were trained as a part of the INSCOM support.

DoD KEY TECHNOLOGY AREAS: Sensors, Environmental Quality

KEYWORDS: Electromagnetic Environmental Effects, Communication Systems, Man-Made Noise,

Antennas

LOW PROBABILITY OF INTERCEPT SYSTEM EVALUATION
R.W. Adler, Research Associate Professor
W.R. Vincent, Research Associate Professor
A.A. Parker, Research Associate
Department of Electrical and Computer Engineering
Sponsor: Space and Naval Warfare Systems Center-San Diego

OBJECTIVE: Determine the probability of intercept of a candidate LPI system under development at

SPAWWAR SYSCEN.

}
Department of Electrical and Computer Engineering
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SUMMARY: NPS conducted field tests of the system in an urban field environment and showed th:

effects of different antenna systems on the ability to detect the presence of the LPI signal. The impact of
noise on the reception of the PLI signal was demonstrated.

DoD KEY TECHNOLOGY AREAS: Sensors, Environmental Quality

KEYWORDS: Electromagnetic Environmental Effects, Communication System, Man-Made Noise,
Antennas

INTEGRATED FIGHT-THROUGH POWER AND ADVANCED POWER
CONVERTER MODULES
Robert Ashton, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Surface Warfare Center-Philadelphia

OBJECTIVE: This research involves the engineering design of advanced power conversion modules
under current Navy development. This task will require the investigation of available power converter
design options. Additionally, assistance in the design and development of advanced reconfigurable zonal
electric distribution system hardware will be provided in the form of testing, debugging and documentation.
Support includes conducting appropriate tests, analyzing/evaluating technical documentation/data, and
providing comments. The principal investigator shall attend technical meetings, as required, and provide
monthly status reports. Travel to CDNSWC-SSES Philadelphia shall be required to implement the above
objectives.

SUMMARY: This research concentrated on specific issues surrounding the Land Based Engineering Site
(LBES) in Philadelphia. The investigator was tasked with the evaluation of data from test runs for a
number of Power Converter Modules (PCM) ranging from 250kW to 19MW. Test results were analyzed
and used by the investigator to aid in making recommendations for future PCMs. In addition, three specific
failure events took place on the 19MW PWM electric drive unit. Each event was analyzed using the
available data including forensics on the components. Reports and presentations were made in Philadelphia
and Rugby, England. The results of the investigator have been utilized in redesign efforts by the vendor.

DoD KEY TECHNOLOGY AREA: Electronics

KEYWORDS: Power System, Auxiliary Resonant Commutated Pole Inverter, Electronic Devices, Energy
Conversion

DEVELOPMENT OF ALGORITHMS SUPPORTING
HARDWARE-IN-THE-LOOP CONTROL OF SYNCHRONOUS MACHINES
Robert Ashton, Associate Professor
John G. Ciezki, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Surface Warfare Center-Philadelphia

OBJECTIVE: The Navy's revitalized interest in electric drive and employing variable-speed drives in
place of current fixed-frequency drives has motivated the need to study competing motor control strategies
and motor drive topologies. The focus of this research was to develop a DSP platform for testing motor
control algorithms. The platform is intended to have hardware-in-the-loop capability so that actual
amplifiers and motors can be studied. Though interest has been expressed in studying propulsion motor
applications, the platform should be generic enough to handle proof-of-concept studies for any number of
types of motors or drives. Initially, the unit should be demonstrated on a 30-HP permanent-magnet
synchronous machine driven by three H-bridge current amplifiers. Deliverables include an operational
platform, the investigation of several open-loop and closed-loop synchronous machine speed-control
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algorithms, the implementation of said algorithms using dSPACE, and studies documenting the
performance of the drive.

SUMMARY: The platform consisted of three H-bridge current amplifiers provided by NPS. The
amplifiers, since they were internally grounded, had to be coupled to a three-phase load through
transformers. The commanded machine current was generated by a dSPACE hardware-in-the-loop
processor/software package. A convenient input/output panel for the dSPACE card and a host personal
computer were also mounted in the 19-inch standard cabinet. Algorithms were developed by Dr. Ciezki and
tested by LCDR Govier using ACSL and dSPACE at NPS. The algorithms were then transferred to
Philadelphia and load into the unit there. Tests were originally executed open loop while nuances involving
the position encoder were resolved. The 30-HP PM motor was then controlled in closed-loop mode using
field-oriented vector control Upon resolving some filtering issues, the unit was demonstrated to run
properly at no-load and while loaded. Furthermore, more complex algorithms using speed and position
information were tested and confirmed in the laboratory. The Philadelphia sponsor received a thesis as a
deliverable and three conference papers.

PRESENTATIONS:

Ciezki, J.G., Ashton, R.W., and Fikse, T., “A Survey of AC Drive Propulsion Options,” presented at the 3"
Naval Symposium on Electric Machines, Philadelphia, PA, 4-7 December 2000.

Ciezki, J.G., Ashton, RW., and Govier, C.,, “Algorithms for a Reduced-Scale Permanent-Magnet
Synchronous Machine Propulsion Drive,” presented at the 3 Naval Symposium on Electric Machines,
Philadelphia, PA, 4-7 December 2000.

Ashton, R'W., Ciezki, J.G., and Lewis, T., “The Development of a Motor Controller Evaluation Platform,”
presented at the 3rd Naval Symposium on Electric Machines, Philadelphia, PA, 4-7 December 2000.

DoD KEY TECHNOLOGY AREAS: Modeling and Simulation, Other (Power System Enhancement)

KEYWORDS: PWM Inverter, Synchronous Machine, Vector Control, DSP

DESIGN ALGORITHMS FOR SUM-OF-PRODUCTS EXPRESSIONS
OF FUNCTIONS WITH BI-COMPOSITIONS
Jon T. Butler, Professor
Department of Electrical and Computer Engineering
Tsutomu Sasao, Kyushu Institute of Technology, Japan
Sponsor: Unfunded

OBJECTIVE: To produce efficient design techniques for functions with bi-decompositions.

SUMMARY: A function f (X, ¥) has an AND bi-decomposition if it can be expressed as fX,Y) = g(X)
h(Y), and X and Y are disjoint sets of variables. Many benchmark functions have AND (and other types,
e.g2., OR and exclusive OR) bi-decompositions. Since benchmark functions are representative of functions
found in practical logic applications, there is significant interest in bi-decompositions. The goal of this
research is to find efficient algorithms for producing minimal circuits for functions with bi-decompositions.
One approach for functions with AND bi-decompositions is to minimize the two sub functions, g(X) and
h(Y) separately, then AND their minimal forms together. Since the best-known algorithm for finding
minimal forms is exponential in the number of variables, this “divide-and-conquer” technique produces
significant reduction in computation time. However, it has been known (for about 10 years) that this will
not always produce the minimal form for f{X,Y). The goal of our research is to understand the extent to
which this degrades minimization. For example, while this divide-and-conquer technique may not always
produce a minimal form, it may be close to minimal. It is an open question as to what extent such a
technique produces minimal or near-minimal realizations. We have shown a whole class of functions where
the divide-and-conquer algorithm fails to find a minimal circuit and where the circuit found is significantly
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larger than the minimal form (the size difference is exponential in the number of variables). Another goal is
to quantify the set of functions for which the divide-and-conquer technique always produces a minimal
form. We have shown that a class of functions, called orthodox functions, has this property.

PRESENTATION:

Sasao, T. and Butler, J.T., “On the Minimization of SOPs for Bi-Decomposable Functions,” Asian South
Pacific Design Automation Conference (ASP-DAC), Yokohama, Japan, February 2001.

DoD KEY TECHNOLOGY AREAS: Computing and Software

KEYWORDS: Digital Systems, Compact Circuits, Computer-Aided Design Tools, Sum-of-Products
Expressions, Bi-Decompositions

REED-MULLER CANONICAL EXPANSIONS OF LOGIC FUNCTIONS
Jon T. Butler, Professor
Department of Electrical and Computer Engineering
G.W. Bueck, University of New Brunswick, Canada
V.P. Shmerko, Technical University, Szczecin, Poland
S.V. Yanushkevich, Technical University, Szczecin, Poland
Sponsor: Unfunded

OBJECTIVE: To improve synthesis techniques for the Reed-Muller canonical representation of logic
function.

SUMMARY: The Reed-Muller canonical expansion of a logic function uses the Exclusive OR of product
terms. It has been shown that this representation requires fewer product terms, on the average, than
standard sum-of-products expressions. We have developed a technique for designing Reed-Muller
expansions for symmetric functions using the transeunt triangle. It is faster and requires less storage than
the next best technique. We are now applying this to partially symmetric functions, which are more general
than symmetric functions. We are also extending our results to include “mixed” polarity implementations,
which enlarge the forms in which functions can be expressed. The advantage to this is that more compact
circuits are possible.

PUBLICATIONS:

Butler, J.T., Dueck, G.W., Shmerko, V.P.,, and Yanushkevich, S.N., “Comments on °‘Fast Exact
Minimization of Fixed Polarity Reed-Muller Expansion for Symmetric Functions,” JEEE Transactions on
Computer-Aided Design, Vol. 19, No. 11, November 2000, pp. 1386-1388.

Yanushkevich, S.V., Butler, J.T., Dueck, G.W., and Shmerko, V., “Experiments on FPRM Expressions for
Partially Symmetric Logic Functions,” Proceedings 30" International Symposium on Multiple-Valued
Logic, May 2000, pp. 141-146.

Butler, J.T., Dueck, G.W., Yanushkevich, S.N., and Shmerko, V.P., “On the Number of Generators for
Transeunt Triangles,” Discrete Applied Mathematics (accepted).

DoD KEY TECHNOLOGY AREAS: Computing and Software

KEYWORDS: Digital Systems, Compact Circuits, Computer-Aided Design Tools, Exclusive OR Sum-
of-Products Expressions, Reed-Muller Canonical Expressions
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POWER FET AND SCHOTTKY DIODE DOSE RATE TEST DEVELOPMENT
John G. Ciezki, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Surface Warfare Center-Crane

OBJECTIVE: The survivability and effectiveness of many weapons systems and space-based applications
are contingent on the reliability of the power supplies. In a nuclear environment, such systems are subject
to failures due to total dose, dose rate and single-event upsets. Since the power supply has the potential to
be the weak link in the system hardening chain, it is critical that designers ensure that the supply recovers
quickly enough to guarantee mission completion. The power supply design must address the maintenance
of the input and output power rails during large changes in the load photocurrent requirements and must
ensure that the control loop is fast enough to ride through the event.

The work effort was modified by the sponsor to focus primarily on the testing and characterization of
the dose-rate responses of commercially available rad-hard power devices. In particular, power FETs were
investigated in both the on state and the off-state and Schottky diodes were investigated in the off state. All
testing was performed at the NSWC Crane, Indiana facilities and was coordinated by Jeff Titus. CAPT
Gerald Bloomfield's thesis was predicated on collection of the data, comparing the data against theoretical
predictions, and analyzing failure modes.

SUMMARY: Upon obtaining device samples from Intersil and International Rectifier, a test rig was
fabricated and a test plan established. The off-state 20-nsec transient responses of rad-hard power
MOSFETs manufactured by IR, using devices of three different voltage ratings and three different die
sizes, were measured over a wide range of dose rates and drain bias conditions. Similarly, components from
Intersil, including p-channel and n-channel power MOSFETS of differing rated voltages and die sizes, were
subjected to similar testing. The prompt photocurrent response of several reverse-biased Schottky diodes
during exposure to 20-nsec 40-MeV electron pulses were recorded over a wide range of beam intensities.
Devices were observed to catastrophically fail. The test data ‘was assimilated and summarized in a thesis
report and three conference papers. Mechanisms for device failures were discussed, motivating the need for
further modeling and simulation to confirm hypotheses.

PUBLICATIONS:

Ciezki, J., Titus, J.L., Skinner, S., Bloomfield, G., and Smith, J.E., “Off-State Dose-Rate Responses of
Power MOSFETSs,” to appear as a poster paper at the Hardened Electronics and Radiation Technology
(HEART) Conference, San Antonio, TX, 7 March 2001.

Titus, J.L., Skinner, S., Bloomfield, G., Ciezki, J., and Smith, J.E., “Dose-Rate Responses of Reverse-
Biased Power Schottky Diodes,” to appear as a poster paper at the Hardened Electronics and Radiation
Technology (HEART) Conference, San Antonio, TX, 7 March 2001.

Titus, J.L., Skinner, S., Bloomfield, G., Gillberg, J., Burton, D., Wheatley, C.F., and Ciezki, I., “Dose-Rate
Responses of Commercial Rad-Hard Power MOSFETs Biased in an Off-State Condition,” to appear as a
poster paper at the Hardened Electronics and Radiation Technology (HEART) Conference, San Antonio,
TX, 7 March 2001.

DoD KEY TECHNOLOGY AREAS: Electronics

KEYWORDS: Power FET, Schottky Diode, Dose Rate, Operate Through, Electronic Devices
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COMPONENT MODELING AND SIMULATION EFFORTS FOR
A PROPOSED LHD-8 AC ZONAL DISTRIBUTION SYSTEM
John G. Ciezki, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Surface Warfare Center-Philadelphia

OBJECTIVE: The LHD-8 craft is planned to employ an AC zonal electric distribution system. The
operation of the system requires study using computer models. Studies of interest include balanced faults,
transient stability, and load sharing. Models required include 3-phase delta-delta transformers, three-phase
wye-connected synchronous machines driven by diesel engines, and any additional connection software
required to merge the models with current transmission line, circuit breaker, and load models. All models
will be developed in ACSL and the appropriate field excitation and governor controls derived for baseline
components. Deliverables include ACSL models, interconnection software, control algorithms, and
assistance in nunning system studies.

SUMMARY: The work is ongoing. Models for the transformer and synchronous machine have been
developed. A literature search on diesel engine modeling has been performed and various dynamic models
uncovered. The controls for the diesel governor and the synchronous machine exciter were developed with
the help of MATLAB and ACSL simulation. Some ACSL development has been slowed by virtue of
difficulty getting the ACSL software renewed and difficulty getting the update for the FORTRAN
compilers. No thesis is currently supporting this effort.

DoD KEY TECHNOLOGY AREAS: Surface/Under Surface Vehicles-Ships and Watercraft, Modeling
and Simulation

KEYWORDS: AC Zonal Distribution, Diesel Generators, Transformers, ACSL Simulation

FEATURE EXTRACTION FOR SIGNAL CHARACTERIZATION IN CLASSIFICATION
APPLICATIONS; APPLICATIONS TO COMMUNICATION MODULATIONS
Monique P. Fargues, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Center for Reconnaissance Research

OBJECTIVES: The goal of this on-going study is to extend a dimension reduction scheme considered in
previous work. First, we investigated the scheme application to the classification of communication
modulation schemes, and next we considered the application of higher-order statistics as class features for
specific digital types of modulations specified by the sponsor.

SUMMARY: In a previous study we proposed a dimension reduction scheme to reduce the dimension of
the feature space generated to characterize signal classes and use the resulting information for classification
applications. The proposed scheme belongs to the class of projection pursuit algorithms and consists of an
iterative scheme, which maximized the projected mean between two classes of data. The proposed scheme
was tested both on synthetic and real-world underwater data. Results show similar or better in performance
to those obtained using more classical classifiers (such as CART or back-propagation neural networks).
During the first part of the CY2000 study we considered the spread of the projected data to improve on
previous work. Results showed no significant improvements for variants of the original scheme. During the
second part of the study we considered high-order statistic parameters as class features and specific types of
communication schemes, as requested by the sponsor. Modulation types considered are: 2-8PSK, 2-8FSK,
and 16-64-256QAM. Robustness due to additive white Gaussian noise and multipath environments are
considered. The proposed classification scheme combines neural networks and equalization schemes to
differentiate all specified modulation types.

PRESENTATION:

Fargues, M., “Feature Extraction and Dimension Reduction Issues: Applications to Classification,” CRR
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Research Briefings, Monterey, CA, February and September 2000.
THESIS DIRECTED:

San Pedro, M., “Signal Classification Using the Mean Separator Neural Network,” Masters Thesis, Naval
Postgraduate School, March 2000.

DoD KEY TECHNOLOGY AREAS: Electronics, Computing and Software

KEYWORDS: Classification, Projection Pursuit, Dimension Reduction, Higher-Order Statistics

CEPXS/SPICE AUTOMATED SOFTWARE INTERFACE DEVELOPMENT
Douglas J. Fouts, Associate Professor
Department of Electrical and Computer Engineering and
Space Systems Academic Group
Sponsor: Lockheed Martin Space and Missile Systems and Naval Postgraduate School

OBJECTIVE: The purpose of this research is to create an automated software interface to allow the circuit
simulation program known as SPICE to directly read and utilize the output of the radiation effects
simulation program known as CEPXS.

SUMMARY: The Coupled Electron/Proton Transport Simulator (CEPXS) is used to quantify the amount
of energy that is absorbed in each layer of a multi-layer stack of materials when the stack is exposed to
nuclear radiation. Typically, the stack of materials represents a transistor that is part of an integrated circuit
(IC) in an IC package on a printed circuit board in an enclosure. Thus, the output of CEPXS can be used to
determine the amount of energy actually absorbed by a transistor. However, to determine the effects this
absorbed energy has on the operation of the transistor and on the electronic circuit, the output of CEPXS
must be analyzed by hand, many calculations must be made, and then the data can be input into the circuit
simulation program SPICE (Simulation Program with Integrated Circuit Emphasis).

This project was successfully completed during the calendar year 2000. The software that was
developed by this research provides a complete, fully automated interface between CEPXS and SPICE.
This allows accurate simulations of the effects of nuclear radiation on very large circuits with many
transistors, something that could not be done previously because of the slow, cumbersome, manual
interface. At this point in time, the software has been delivered to the research sponsor, Lockheed Martin
Missiles and Space. Both the source code and a compiled and ready to run version were provided. The
first draft of an MSEE thesis that documents the program in detail is currently being reviewed by the
sponsor. The final version of the thesis will soon be finished.

DoD KEY TECHNOLOGY AREAS: Computing and Software, Modeling and Simulation, Electronics,
Materials Processes, and Structures

KEYWORDS: Radiation Effects on Microelectronics, Modeling and Simulation, Space Electronics

NSA/K51 CRYPTOLOGIC RESEARCH LABORATORY AND
THESIS RESEARCH SUPPORT
Tri T. Ha, Professor
Department of Electrical and Computer Engineering
Sponsor: National Security Agency

OBJECTIVE: Support for the Cryptologic Research Lab at the Naval Postgraduate School wherein
graduate students perform research in support of K51.

SUMMARY: The Cryptologic Research Laboratory, sponsored by the National Security Agency’s K51, is
a valuable resource which provides a cost effective, viable and robust research platform for NPS graduate
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students and faculty in Electrical Engineering, Information Warfare, and Computer Science and related
curricula. It offers an unclassified environment wherein graduate students can develop an in-depth
understanding of Cryptology and related disciplines by researching capabilities, limitations, design, and
operations of digital signal processing and exploitation techniques, satellite communications technologies,
cellular technologies, wireless communications and other analogous cryptologic areas.

THESIS DIRECTED:

Cadenazzi, M., “Performance Analysis of the Higher Order Cyclostationary Based Classifier,” Masters
Thesis, Naval Postgraduate School, March 2000.

DoD KEY TECHNOLOGY AREAS: Other (Electrical Engineering, Information Operations)

KEYWORDS: Cryptology, Exploitation, Wireless

PROCESSING OF RADAR SIGNATURES USING CORRELATION
AND WAVELET BASED CONCEPTS
Ralph D. Hippenstiel, Associate Professor
Monique P. Fargues, Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Center for Reconnaissance Center

OBJECTIVE: The objective of this research is to simulate a typical modern radar signature exhibiting
frequency agility and a variable PRF and to perform the correlation-wavelet-based estimation to obtain
some system parameters. As a by-product radar status information might be obtained.

SUMMARY: The work investigates the detection of pulses and the extraction of modulation parameters
of different types of time-limited chirp signals, as may be found in pulse-compression radars. The first part
discusses detection and pulse start and stop time estimation. Three-time correlation function (TCF) based
schemes and an envelope detection algorithm are compared. Results show that none of the pulse detection
schemes considered are clearly superior for the SNR range considered. The specific selection will be a
function of desirable characteristics to be optimized, such as Pg4 or Pp. The second part focuses on the
extraction of modulation parameters from linear and hyperbolic chirp modulation. Results show that time-
frequency transformations lead to better focused images when dealing with noisy signals than wavelet-
based decompositions. Better images allow more robust modulation estimation schemes.

PUBLICATION:

Hippenstiel, R., Fargues, M., Moraitakis, 1., and Williams, C., “Detection and Parameter Estimation of
Chirped Radar Signals,” Naval Postgraduate School Technical Report, NPS-EC-00-001, January 2000.

THESIS DIRECTED:

Moraitakis, 1., “Feature Extraction of Intra-Pulse Modulated Radar Signals Using Time-Frequency
Analysis,” Masters Thesis, Naval Postgraduate School, September 1999.

DoD KEY TECHNOLOGY AREAS: Electronic Devices

KEYWORDS: Radar Signals, Signal Detection/Classification, Wavelet-Based Decomposition
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IMPROVEMENT OF THE TIME DIFFERENCE ARRIVAL
ESTIMATION OF GSM SIGNALS USING WAVELETS
Ralph D. Hippenstiel, Associate Professor
Tri T. Ha, Professor
Department of Electrical and Computer Engineering
Sponsor: Navy Tactical Exploitation of National Capabilities (TENCAP) Office

OBJECTIVE: To simulate typical GSM signals at an intermediate frequency (IF), as may be obtained
from two spatially separated surveillance receivers. Use wavelet based de-noising to enhance the time
difference of arrival (TDOA) estimation.

SUMMARY: Using the Hewlett-Packard Advanced Design System (HP-ADS), GSM data cuts
(signatures) at an IF frequency are obtained. Typical electronic signatures are simulated at various signal-
to-noise (SNR) levels using MATLAB. A method based on the approximation of the modified maximum
likelihood technique and on a fourth order moment are demonstrated. Improvement in the mean square
error (MSE) is obtained as a function of data parameters. The improvement is shown to be a function of
SNR, data length, and spectral position relative to the sampling rate.

PUBLICATION:

Hippenstiel, R., Haney, T., and Ha, T.T., “Improvement of the Time Difference of Arrival (TDOA)
Estimation of GSM Signals Using Wavelets,” Naval Postgraduate School Technical Report, NPS-EC-00-
008, June 2000.

THESIS DIRECTED:

Haney, T., “Generation of GSM Signals and Their Time Difference of Arrival (TDOA) Estimation,”
Masters Thesis, Naval Postgraduate School, June 2000.

DoD KEY TECHNOLOGY AREAS: Electronics

KEYWORDS: Geo-Location, Wavelet Processing, Signal Processing, Time Difference of Arrival
(TDOA) Estimation

THEATER BALLISTIC MISSILE DEFENSE - MULTI-SENSOR FUSION,
TRACKING, AND TARGETING TECHNIQUES
Robert G. Hutchins, Associate Professor
Hal Titus, Emeritus Professor
Department of Electrical and Computer Engineering
Sponsor: Navy Tactical Exploitation of National Capabilities (TENCAP) Office

OBJECTIVE: Our ultimate goal is to assess the feasibility of algorithms employing both strategic and
theater sensors to detect, track and engage theater ballistic missiles during boost and/or early ballistic
missile flight, destroying the missile over the territory of the aggressor.

SUMMARY: Our present space sensor devices have the potential to provide the shooter with much earlier
ballistic missile launch detection and location information. However, all too often each sensor system will
sequentially observe the target until a firm track is established, and then transfer the track information to
the shooter. This method incurs significant time lag penalties between detection and launch of an
interceptor. We focused on algorithms that would provide the earliest possible detection and tracking
information by fusing information at the earliest possible time, by alerting the shooter with detection data
and imprecise location information at the earliest possible time, and by tracking after data fusion for more
accurate and faster target location and identification. Such an approach can bring to bear all sensor assets
available to cover a threatened launch area, including space, shipboard, aircraft and UAV sensors, and to
fuse these observations as quickly as they are obtained at a central site. This allows the shooter to launch at
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the earliest possible time, including instances of high suspected threat when a launch-before-track strategy
may be acceptable.

The thrust of this research was to assess the feasibility of detection queuing of an AEGIS platform from
a space-based system. Such a mechanism will initiate an active AEGIS track at the earliest space-based
detection of launch prior to a complete track being developed by the spaceborne sensor system. Since the
AEGIS system has a much faster revisit schedule to an area of interest than does a space-based sensor, this
will permit much faster localization and tracking using the full three-dimensional capabilities (range,
azimuth and elevation) of the AEGIS tracking system.

Past work has led to a Kalman-based interactive multiple mode! design for boost and transition phase
tracking of a TBM. Research during last year focused on spacecraft-to-AEGIS hand-off issues and on
backfitting algorithms to determine TBM launch locations in the shortest possible time. We developed
simulations to test our sensor fusion and tracking algorithms, and we used classified missile trajectory data
for more realistic algorithm tests. Testing and algorithm development focused on AEGIS-specific
measurement and data acquisition capabilities.

DoD KEY TECHNOLOGY AREAS: Sensors, Modeling and Simulation

KEYWORDS: Theater Ballistic Missiles, Sensors, Extended Kalman Filters, Data Association, Target
Tracking

ASSESSMENT OF OCEAN SURFACE ROUGHNESS ON EM PROPAGATION
R. Janaswamy, Professor
Department of Electrical and Computer Engineering
Sponsor: Space and Naval Warfare Systems Center-San Diego

OBJECTIVE: To develop theoretical model for assessing the effect of ocean surface roughness on long-
range propagation.

SUMMARY: A theoretical formulation to include roughness-induced immittance within the framework of
the split-step algorithm of the parabolic equation was developed. The present form of the split-step
algorithm is capable of incorporating angle-dependent surface losses arising from roughness and is also
applicable to underwater sound propagation over irregular ocean bed. The formulation was validated by
considering several exarnples of radio propagation over wind-driven ocean surface under various ducting
conditions. Frequencies from HF through microwave for both wave polarizations were considered in the
validations.

PUBLICATION:

Janaswamy, R., “Radiowave Propagation Over a Non-Constant Immittance Plane,” to appear in Radio
Science, 2001.

PRESENTATION:

Janaswamy, R., “Rigorous Propagation Modeling Over Rough Sea Surface by the Parabolic Equation,”
paper # F2-9, 2001 URSI Meeting, University of Colorado, Boulder, CO, January 2001.

DoD KEY TECHNOLOGY AREAS: Battlespace Environments

KEYWORDS: Surface Roughness, Parabolic Equation

18




PROJECT SUMMARIES

3D SITE SPECIFIC PROPAGATION STUDIES FOR WIRELESS COMMUNICATIONS
R. Janaswamy, Professor
Department of Electrical and Computer Engineering
Sponsor: U. S. Army Research Office

OBJECTIVE: To develop a 3-D propagation prediction model for wireless communications in outdoor
environments. This is a 3-year project continuing on until July 2002.

SUMMARY: A parabolic equation based Fourier algorithm of solving 3D wave propagation in an urban
environment comprised of vertical buildings of polygonal cross sections lying on flat ground was
developed. The algorithm neglects depolarization and backscattering of waves, but includes several
important propagation mechanisms such as reflections and diffractions by building rooftops, building sides,
and ground. The algorithm was demonstrated for perfectly reflecting 2D and 3D buildings and was shown
to be effective for implementation on a PC for obstacles scattered in a layout size as large as 0.6 km x 0.6
km at 1 GHz. Work is ongoing on extending the algorithm to non-perfectly reflecting obstacles.

PRESENTATION:

Janaswamy, R., “A 2.5D Hybrid Parabolic Equation/Ray Tracing Approach for Modeling Path Loss in
Urban Environments,” Paper No. C3-2, 2001 URSI Meeting, University of Colorado, Boulder, CO, January
2001.

DoD KEY TECHNOLOGY AREAS: Other (Tactical Battlespace Communications)

KEYWORDS: Wireless Propagation, Parabolic Equation

RADAR REMOTE SENSING
Jeffrey B. Knorr, Professor
Department of Electrical and Computer Engineering
Bob Bluth, Research Associate
Center for Interdisciplinary Remotely Piloted Aircraft Studies
Sponsor: Office of Naval Research

OBJECTIVE: The objective of this project is to acquire and modify two military radars for meteorological
research.

SUMMARY: An Army AN/MPQ-64 Sentinal radar was acquired in the spring of 1999 and was brought to
operational status during the fall of 1999 and the winter of 2000. An SBIR project N01-035, Weather
Processor for Rapid Scanning Tactical Radars, was initiated with ProSensing, Amherst, MA to add a
Doppler processor to the radar for severe storm research. During 2000 steps were also taken to obtain an
Army AN/TPQ-37 Fire finder radar and delivery is expected in April 2001. This radar is similar to the
An/SPY-1 radar installed on the Navy’s Aegis cruisers and destroyers. A project is planned to add a
weather processor to this radar so it can be used as a test bed for investigation of AN/SPY-1 algorithms to
extract meteorological data. The long-term objective of this project is to develop radar remote sensing
capabilities that will provide meteorological data that can be used to describe weather phenomena,
particularly in support of air operations in the fleet battle space.

PUBLICATION:

Knorr, J.B., “Analysis of the AN/SPY-1 and AN/TPQ-37 Radars (U),” SECRET working paper prepared
for the Office of Naval Research, December 2000, 9 pp.

19




PROJECT SUMMARIES

PRESENTATION:

Knorr, J.B., “AN/MPQ-64 Radar Application to Severe Storm Research,” presented at Ground Based
Mobile Instrumentation Workshop, National Center for Atmospheric Research, Boulder, CO, 22-24
February 2000.

DoD KEY TECHNOLOGY AREAS: Battlespace Environments, Sensors

KEYWORDS: Remote Sensing, Radar Meteorology

PRELIMINARY DESIGN OF LOW FREQUENCY EIGEN-ANTENNA FOR EA-6B
Jovan Lebaric, Visiting Associate Professor
Richard Adler, Research Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Air Systems Command

OBJECTIVE: The objective is to design a wideband eigen-antenna to extend the range of
transmitter/receiver operation to lower frequencies for which conventional antennas would be too large to
implement on an EA-6B.

SUMMARY: The objective would be accomplished by one or more electrically small eigen antennas using
near-field coupling to the platform (EA-6B aircraft), electromagnetic eigen-modes (resonant modes) to
increase their radiation/reception effectiveness. This phase of research involves the eigen-mode mapping
for the EA-6B aircraft, identification of suitable eigen-modes for the desired polarization (vertical) and far-
field pattern (omnidirectional in azimuth), selection of optimal location(s) for the eigen-antenna(s), and
preliminary computer verification of the eigen —antenna design. This is considered phase 1 of a larger
research effort to result in a verified EA-6B eigen-antenna design for the user-specified frequency range.

Previously, electrical performance (input impedance, radiation patterns, overall efficiency, etc.) of a
number of different antennas at several available locations on the EA6-B aircraft have been estimated using
computational electromagnetic software in order to determine the location, type and size/shape of the
optimum antenna.

THESIS DIRECTED:

Ertel, T.M., “Ultra-Wideband, Low Profile, Vertically Polarized Antenna Designs for Military
Applications,” MastersThesis, Naval Postgraduate School, September 2000.

DoD KEY TECHNOLOGY AREAS: Sensors

KEYWORDS: Antennas, Computational Electromagnetics

SSN UNIVERSAL MODULAR MAST (UMM) ANTENNA DESIGN AND PROTOTYPING
Jovan Lebaric, Visiting Associate Professor
Richard Adler, Research Associate Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Engineering Logistics Office

OBJECTIVE: Optimization of the computer model and building a prototype to verify the model of the
UMM antenna designed by the NPS in FY99.

SUMMARY: The new attack submarine universal modular mast wideband antennas were designed by the
NPS in FY99. The NPS will optimize the computer model and then build a prototype to verify the model
created using computer electromagnetic simulation software (GNEC). The NPS will provide the data and a
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prototype to the program manager as an aid in determining and evaluating the design for the antenna
system.

PRESENTATION:

Lebaric, I, Silva, M., Adler, R., and Cutsumbis, P., “RATTLE-1: A Compact, Broadband Directional UHF
Communications Antenna,” presented at the International Symposium on Antennas and Propagation 2000
(ISAP2000), Fukuoka, Japan.

Silva, M., Lebaric, J., Adler, R, and Cutsumbis, P., “The Antenna Comparison Technique (ACT),”
presented at the International Symposium on Antennas and Propagation 2000 (ISAP2000), Fukuoka, Japan.

Silva, M., Lebaric, J., Adler, R., and Cutsumbis, P., “ A Method of Obtaining Antenna Overall Efficiency
from Antenna Computer Simulations,” presented at the International Symposium on Antennas and
Propagation 2000 (ISAP2000), Fukuoka, Japan.

THESES DIRECTED:

Cutsumbis, P.M., “Design, Prototyping and Measurement of a Cavity-Backed Conical Spiral Wideband
Antenna for Submarine Applications,” Masters Thesis, Naval Postgraduate School, June 2000.

Silva, M.M., “Design of an Ultra-Wideband Directional Antenna for a Given Set of Dimension
Constraints,” Masters Thesis, Naval Postgraduate School, September 2000.

DoD KEY TECHNOLOGY AREAS: Environmental Quality

KEYWORDS: Antennas, Computational Electromagnetics

DESIGN AND PROTOTYPING OF WIDEBAND USQ-113 ANTENNA FOR EA-6B
Jovan Lebaric, Visiting Associate Professor
Richard Adler, Research Associate Professor
Andrew Parker, Research Associate
Department of Electrical and Computer Engineering
Sponsor: Naval Air Systems Command

OBJECTIVE: Design and prototype two wideband antennas for the USQ-113 system onboard EA-6B
aircraft.

SUMMARY: One of the proposed antennas is an evolution (reduced size) of the “bell” antenna design
tested at NPS earlier in FY99, while the other is a new low-profile design conformal to the aircraft “skin.”

The research included computer modeling and simulation, prototyping, and electrical performance
verification via measurements.

THESIS DIRECTED:

Al-Habsi, R-M., “An Ultra Wideband Antenna with Size Constraints,” Masters Thesis, Naval Postgraduate
School, March 2000.

DoD KEY TECHNOLOGY AREAS: Sensors

KEYWORDS: Antennas, Computational Electromagnetics
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JOINT TACTICAL RADIO (JTR) COMBAT WEAR INTEGRATED
(COMWIN) VHF AND UHF ANTENNA DEVELOPMENT
Jovan Lebaric, Visiting Associate Professor
Richard Adler, Research Associate Professor
Andrew Parker, Research Associate
Department of Electrical and Computer Engineering
Sponsor: Space and Naval Warfare Systems Center-San Diego

OBJECTIVE: The preliminary design of two (VHF and UHF) Combat Wear Integrated (COMWIN)
Antennas for the Man-Protable Joint Tactical Radio (JTR).

SUMMARY: Investigated designs of lightweight antennas devoid of any visual signature with frequency
coverage from 30MHz to 2,000 MHz. The concept is based on the integration of several antennas (each
covering a section of the JTR frequency range) with the items of combat wear of a dismounted soldier, such
as the (kevlar) helmet and the flak vest.

PRESENTATIONS:

Gainor, T., Lebaric, J., Adler, R., “Ultra - Wideband VHF/UHF Radio Frequency Vest Antenna for Man-
Portable Implementation of the Joint Tactical Radio System (JTRS),” MILCOM 2000, Los Angeles, CA.

Gainor, T., Lebaric, J., Adler, R., “Ultra-Wideband RF Helmet Antenna,” MILCOM 2000, Los Angeles,
CA.

Lebaric, J., Tan, A., Adler, R, “An Ultra-Wideband UHF Helmet Antenna for Man-Portable
Implementation of the Joint Tactical Radio System (JTRS),” JWWG Meeting, SPAWAR System Center,
San Diego, CA.

THESES DIRECTED:

Tan, A.T., “Design of an Ultra-Wideband Low Profile Vertically Polarized UHF Antenna for the U.S.
Ground Troop Helmet,” Masters Thesis, Naval Postgraduate School, March 2000.

Gainor, T., “Ultra-wideband Radio Frequency Vest Antenna Design,” Masters Thesis, Naval Postgraduate
School, September 2000

Limbert, M.E., “Ultra-wideband Combat Wearable Integrated (COMWIN) Antenna Design for the Joint
Technical Radio System (JTRS),” Masters Thesis, Naval Postgraduate School, September 2000.

Emo, T., “Low-Profile Man-Portable HF Antenna Design,” Masters Thesis, Naval Postgraduate School,
December 2000.

DoD KEY TECHNOLOGY AREAS: Sensors

KEYWORDS: Antennas, Computational Electromagnetics

ADVANCED PROCESSOR AND MEMORY RESEARCH
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering
Sponsor: NPS Foundation, Inc.

OBJECTIVE: The objective in this task is to design two key very large-scale integrated circuits (VLSI)
for a vector pipelined processor architecture. The first chip performs the function of interfacing baked
memories using permutation-based decoding to a bus. The second chip is a pipelined vector processor that
performs Radix-R Butterfly operations, complex vector addition and multiplication.
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DoD KEY TECHNOLOGY AREAS: Computing and Software

KEYWORDS: Vector Processor, Pipelining, Fast Fourier Transform, Digital Signal Processing

CRYPTOLOGIC COMMUNICATIONS SYSTEMS LABORATORY DEVELOPMENT
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering
Sponsor: Center for Reconnaissance Research

OBJECTIVE: Perform design, implementation and documentation of new cryptologic communications
laboratory for wireless simulation, generation and reception for use by students studying in various aspects
of Information Operation/Information Warfare.

DoD KEY TECHNOLOGY AREAS: Command, Control, and Communications

KEYWORDS: Signal Intelligence, Information Warfare, Engineering, Communications Systems,
Technical Education

JOINT I0/IW RESEARCH INITIATIVE BETWEEN
NPS/NSA CRYPTOLOGIC
CHAIR AND AFIWC
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering
Sponsor: U. S. Air Force Information Warfare Center

OBJECTIVE: Promote innovative Information Operations Research by NPS academia to support AFIWC
mission.

DoD KEY TECHNOLOGY AREAS: Electronics
KEYWORDS: Communications, Signal Processing, Computers, Network Security
NRL SUPPORT FOR NPS STUDENT THESIS RESEARCH ON VSAT EXPLORATION
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Research Laboratory
OBJECTIVE: Promote innovative VSAT research by NPS students in support of the NRL mission
DoD KEY TECHNOLOGY AREAS: Other (Cryptology)

KEYWORDS: Communications, Signal Processing, VSAT, Collection, Radio Frequency
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PROJECT GUSTY ORIOLE
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering and Space Systems Academic Group
RADM Thomas C. Betterton, USN (Ret.)
Naval Space Technology Chair Professor of Space Systems
Alan Ross, Navy Tactical Exploitation of National Capabilities (TENCAP) Chair Professor
Sponsor: National Reconnaissance Office

OBJECTIVE: To conduct research into architectures and algorithms for the acquisition, processing, and
communication of tactical information. To provide support for the course Space Systems 3001, Military
Applications of Space and for SS4051, Military Space Systems and Technologies.

SUMMARY: Completed work on the following tasks: a) developed plans for a Satellite Communications
System, which has been transitioned to a CRADA with Hughes Space and Communications Company
(since acquired by Boeing Space Systems); b) completed triple-modular redundancy computer test bed for
development of single-event-upset tolerant space-based computers from COTS computers. Entering test
phase of this project now; c) analyzed data from Fleet Battle Experiment Echo supporting development of
data fusion algorithms for Maritime Situational Awareness; and d) supported courses SS3001, SS4041, and
SS4051 by the development of geolocation material and the arrangement of field trips to visit contractor
sites.

THESES DIRECTED:

Summers, D., “Design and Construction of a Fault-Tolerant Computer,” Masters Degree, Naval
Postgraduate School, July 2000.

Hofheintz, D., “Development of a Fault-Tolerant Computer for Space Applications,” Masters Thesis, Naval
Postgraduate School, July 2000.

Martin, S.G., “Space-Based Computer Network Operations (CNO),” Masters Thesis, Naval Postgraduate
School, September 2000.

Racinez, R., “Transitioning to the Unified Cryptologic Architecture,” Masters Thesis, Naval Postgraduate
School, September 2000

Wagonner, W.R., “Integration of Maritime Shipping Technical Data into a Common Database for Use in a
Graphical Display,” Masters Thesis, Naval Postgraduate School, September 2000.

Ziegler, W., “The Roles and Required Capabilities of Future National SIGINT Systems (U),” Masters
Thesis, Naval Postgraduate School, September 2000.

DoD KEY TECHNOLOGY AREAS: Space Vehicles

KEYWORDS: Spaceborne Computers, Space Communications

GEOLOCATION WORKBENCH
H. H. Loomis, Jr., Professor
Department of Electrical and Computer Engineering and Space Systems Academic Group
Sponsor: Center for Reconnaissance Research

OBJECTIVE: To develop a software workbench in the MATLAB environment to facilitate the
development and testing of algorithms related to the geopositioning of electromagnetic emitters from
various types of observation platforms.
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SUMMARY: Concluded the project after the departure of Professor Shimeall in April 1999. The
workbench now supports:

® The conversion of pre-detected IF sampled signal files from a variety of standard formats to an
internal standard compatible with the CPEG program files;

Routines for writing and reading internal standard PDW data files;

The inclusion of several demonstration signal processing routines;

The inclusion of several demonstration signal display routines;

The inclusion of a 2-dimensional TDOA based Newton-Raphson geolocation algorithm for
pedagogical purposes.

The software runs under MATLAB Version 5.x. It has been distributed to a contractor of the NRO for
coordination with operational geolocation software.

PRESENTATION:

Loomis, H.H., Jr., “The Geolocation Workbench,” presentation and demonstration to the Geolocation
Workshop, National Reconnaissance Office, Chantilly, VA, March 2000.

OTHER:

Loomis, H.H., Jr., “Geolocation Workbench,” Version 1.0, Department of Electrical and Computer
Engineering, Naval Postgraduate School, January 2001. (MATLAB 5.x software)

DoD KEY TECHNOLOGY AREAS: Computing and Software

KEYWORDS: Geolocation

IT-21 WAN VULNERABILITY ASSESSMENT
John McEachen, Assistant Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Engineering Logistics Office

OBJECTIVE: Develop models and simulations of IT-21 specific standards-based digital communications
networks using MIL3’s OPNET network modeling software environment. Determine infrastructure
constraints and vulnerabilities based on simulated results. Initiate a new focus on SS7 networks and their
interface with IP networks such as IT-21. This work is part of a continuing project with NELO.

SUMMARY: The project has yielded several significant findings related to vulnerabilities of WAN routing
protocols and has proposed several solutions to protecting IT-21 networks. Specifically, the project
identified and reported a significant vulnerability in the Open Shortest Path First (OSPF) link state routing
protocol and the Multiprotocol Label Switching (MPLS) label distribution protocol. The project also
continues to investigate vulnerabilities in ATM's PNNI routing protocol. High-fidelity simulations of the
S87 network for testing and analysis of SS7/IP integration were developed. Several aspects of this project
are classified. This project is in its third year of funding.

PUBLICATIONS:

McEachen, J.C. and Cay, A., “Masking Compressed Video Connection Utilization in ATM Networks,” to
appear in the Proceedings of the 2001 IEEE International Symposium on Circuits and Systems (ISCAS
2001), Sydney, May 2001.

McEachen, J.C., Ow, K.C., and Lim C. T., “A System Level Description and Model of Signaling System
No. 7,” to appear in the Proceedings of the 2001 IEEE International Symposium on Circuits and Systems
(ISCAS 2001), Sydney, May 2001.

25



PROJECT SUMMARIES

McEachen, J.C. and Chesser, R.C., “Vulnerabilities in the Open Shortest Path First Routing Protocol,”
Proceedings of the 2000 IEEE Military Communications International Symposium (MILCOM 2000), Los
Angeles, CA, October 2000.

McEachen, J.C., Ow, K.C. and Lim C. T., “A Modeling Architecture For Standards-based Simulation of
Signaling System No. 7,” Proceedings of OPNETWORK2000, Washington, D.C., August 2000,

Cay, A. and McEachen, J.C., “Spectral Analysis of Connection Utilization Masking in ATM Networks,”
Proceedings 25" IEEE International Conference on Acoustic, Speech and Signal Processing (ICASSP
2000), Istanbul, 3-5 June 2000.

PRESENTATIONS:

McEachen, J.C., “Vulnerabilities in the Open Shortest Path First Routing Protocol,” 2000 IEEE Military
Communications International Symposium (MILCOM 2000), 24 October 2000.

McEachen, J.C., “A Modeling Architecture For Standards-based Simulation of Signaling System No. 7,”
OPNETWORK2000, Washington, D.C., 1 September 2000.

McEachen, J. C., “Modeling Satellite Communications,” OPNETWORK 2000, Washington, D.C., 31
August 2000.

THESES DIRECTED:

Chesser, R.L., “Vulnerabilities in the Open Shortest Path First Routing Protocol,” Masters Thesis, Naval
Postgraduate School, March 2000.

Ow, K.C., “OPNET Simulation of Signaling System No. 7 (SS7) Network Interfaces,” Masters Thesis,
Naval Postgraduate School, March 2000.

Lim, C.T., “Simulation of Signaling System No. 7 (SS7) Message Transfer Part 2 (MTP-2),” Masters
Thesis, Naval Postgraduate School, March 2000.

Dixon, G.L., “Dynamics of Private Network-to-Network Interface (PNNI) Routing In ATM Vulnerability
Assessments,” Masters Thesis, Naval Postgraduate School, September 2000.

Stone, G.N., “Path-based Network Policy Language,” Doctor of Philosophy, Naval Postgraduate School,
September 2000.

MacRitchie, J.R., “An Examination of Possible Attacks on Cisco's IPSec-based VPN Gateways,” Masters
Thesis, Naval Postgraduate School, December 2000.

Lam, W., “Meeting SIGINT Constraints in IP Telephony,” Masters Thesis, Naval Postgraduate School,
March 2001.

Mullin, S., “Vulnerabilities in Multiprotocol Label Switching,” Masters Thesis, Naval Postgraduate School,
March 2001.

DoD KEY TECHNOLOGY AREAS: Command, Control, and Communications, Modeling and
Simulation, Computing and Software

KEYWORDS: Information Operations, Asynchronous Transfer Mode (ATM), ATM Traffic Modeling,
SONET
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SECURITY VULNERABILITIES OF WIRELESS PROTOCOLS
John McEachen, Assistant Professor
Department of Electrical and Computer Engineering
Sponsor: Naval Engineering Logistics Office

OBJECTIVE: Perform research into the internal protocols of wireless computer networks and identify
vulnerabilities associated with their standard implementation. Examine use of cellular-based protocols
such as Mobitex and CDPD for data communications. Begin investigation into the interface of wireless
networks with landline IP networks in the interest of examining upcoming technologies such as WAP and
IP telephony.

SUMMARY: Interest in portable, high-bandwidth digital communications methods spans the world and
presents a formidable challenge to the Defense Department of the United States. While anxious to use new
communications equipment, the armed services are wary of the vulnerabilities they expose. This project
examines the vulne