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Outline :' ■ 

• Distributed Infocentric Reliable Control technology (DIReCT) Program 

• Quality of information (Qol) 

- Problem statement, measure of Qoi ; 

- Autonomous Qol computations 

- Qoi Demonstration Example 1 

- Stril<e UAVs exchange position information for collision 
avoidance 

- Autonomous detection of channel changes     ' 

- Qoi Demonstration Example 2 

- Tactical iSR to Strilte UAV communication of Combat ID 

- Autonomous assessnient of Qol of discrete-valued data 

• Conclusions and Future Worl( Directions 

I ffx Scientific Systerw Company.lncl 
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Fog of War 

"Intelligence Reports... are 
Contradictory, More are False and 
Most are of Doubtful Character" 

- Cari von Clausewitz (1780-1831) 
Prussian Military Strategist 

Lack of Situational Awareness, 
Limited Reasoning Abilities, and 
Information Complexities Will 
Increase the Vulnerability of 
Modern Unmanned Systems to 
Fog of War Realities 

i JStA Scienffic Systems Company .Inc. | 

Basic story here is that unmanned systems face the same Fog of War as do any military unit and we 
need to account for it. j 
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DIReCT Program Objectives 

[ JSA. Scientilic Systems Company.lnc. ] 

* Develop Methodologies and 
Architecture^ that Enable Single 
and Multi-Vehicle LiCAV Systems 
to Manage the Information 
Degradation Resulting from the 
Fog of War 

•key Areas 
- information Requirements 
- Qol & Vol Methodologies 
- Qol Compatible Architectures 
- Qol Degradation Opportunities 

inoftirmoi* enUMMAM 

We're developing information management tools/algorithms to deal with the iFog of War. 
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Eye chart showing program inputs and outputs and identifying the part that will be focused on in this 
presentation. 
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'Consider three target location sensors A, B and C 

• True target location is a delta function at X„ 

■■.   ♦ ■^;  .:,-■;♦ ■■:• 
—■—f— 

^MV 1^. 
yl] \\s«>«»B i   : 
/ /'-\ ^ A 

\Xj^ 1 N^ISJ ̂  L'^'^-; ,J_2^g^|| 1!^ —• ■    ■'     .;■ 

TnieTarsM 
Localioii 

TarsatLMraflen 

• which sensor is giving better quality information ? 
Sensor A is better tlian Sensor B since it has lower variance 
Sensor A is better than Sensor C even though Sensor C has lower 

variance because of Its bias. 

Desirable Property for Qol measures: If A provides information closer 
to ground truth than B, then Qbl(A) > Qol(B) 

[ l^k ScienliBc Systems Conipany,liic | MOKniHOP CnUMMAM 

Basic concept ofQuality of Information: many sources with different outputs, 
which is better? 
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Qol Measure -^ Kullback-Leibler 

Kullback-Leibler (KL) Information Distance f 

( 
K{f,g)= J/(^)log 

fix) 
g(x) 

dx 

Shahnon entropy is 
equal to-K(f,u) 
where u is, uniform pdf 

Important properties: 

K measures information distance 
between densities, and is always 
greater than or equal to zero. 

K{f,g)>0 
K is zero if and only if f(x) = g(x). 

K{f,g) = 0<=>f = g 

I &A Scieirtitic Systems Companyjiic. | 

1                          ^                       TarB«(L^*«M 

Information theory way to measure differences in probability density 
functions. 
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Qol Measure ^ KL Distance 
• More generally. Consider random variable 

X with pdf f and a sensor for x with pdf g 
• If g is equal to f, then sensor is providing 
complete information. 

• K(f,g) is zero in this case. 

• If g Is not equal to f, then sensor is not 
providing complete information. 

• K(f,g) is strictly positive in this case. 

f A 

^ 

I V 

^ 
1 

When we say that a sensor is providing information of hidh oualltv. we 
really mean that the sensor is providing information that is close in 
some sense to the ground truth. 

K(f.q) is a mefasure of the information being supplied by the sensor as 
compared to the ground truth f. 

1/K is thus a measure of Qol 

I JirA Stienffic Systems Coiiipany,lnc-1 MOmTHtOf atUMMAM 

Apply that distance measure to Quality of Information 
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'*%** ,J*- Qol Computation 

Suppose f and g are Gaussian: 

• Then, 

A:(/,g)4^og?^+>K^e-')-^^^.(e-(.-*-^r) 
detP    2 2    2 

• Quadrature formulas can be used in general case. 

* Suppose f and g are discrete probability distributions. Then, KL is 
just a sum: ^ 

'f,^ 
\Sk j 

I irk Scientilic Systems Comp«iy,lnc. | nmftntnof cnuMMAM 

One way to implement the measure 
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^m^ Family of Qol Measures 

• General form of information distance measures (Csiszar, 1967) 

d{P\^Pi) = g E 
PI 

V 
/ 

VPI 

\ 

JJ 

f convex, g inbreasing and E 
denotes expectation 

• Some special cases that will be considered 

Variational Distance 

d(P,,P2)=- fl Piix)-P2{x) I dx 

KL Information 
f{x) = -]ogx,g{x) = x 

KL Divergence 
f{x) = {x-\)]ogX,g(x)=x 

Chernbff Distance 

fix) - -x'-', gix) = -\o0rx),O<r<\ 
Bhattacharyya Distance 

f{x) = -^,g{x) = -]osirx) 

d{P„P2)=-io§^ypM)P2(x)dx)      c{{p,,p,) = -\o^jp,{xyp2ix)''dx] 

I ^A SclentiBc Systwiis Companyjnc. | 
Mm^unf^iitwim 

Several approaches to measuring information distance. 
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Scenario for Qol Methodology Validation 

ti''„^ 5''^=' 

High-AHItucle Endurance 
ISR Platform 

• Moving Target 
Exploitation (MTE) 

• SAR Imaginj 

• ATR to Understand 
-^ Tactlcal.Sjtuatio,n. 

Tactical ISR Platform 
• SAR Spot Image 
• MTE Fusion 

• Target llf 

I HA Sclentilic Systems Companyjnc. | 

Challenging information scenario 

-tiered: multiple levels and sources of information 

-Time-critical: timeliness is an important factor 

Page 11 
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Qol Demonstration Example 1 

Digital communication system consists of 

Encoder 

Transmitter 

^StrikeUAVI 

Receiver 

Decoder 

Stril(eUAV2 

This example focuses on the effect of changes in channel 

Strilce UAV 1 transmits its position to'Strike UAV 2 at regular time 
intervals for collision avoidance 

Changes in channelcauses distortions in received signal 

Can strike UAV 2 detect channel changes using Qol measures ? 

I &A. ScJentific Systems Conipany,lncr| MtHtmnOP CHUMMJUlf 

How might these concepts be applied to a simple communication system 
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'^^^S0^ Qol Demonstration Example 1 (Cont.) 

Small transmission noise, channel dynamics changes abruptly at t=100 
Expt. Conditions: 

4^ ii¥0i^M m¥W 
Tr~r 

mi 
eo 80 100        120        140        leo        ^ao 

2.5 
2 

'  1.5 

■   ■   r'        'T --    

1         ,   , 
■ 

■ 

1. i                 '   .        ',■■'-:■' 

eo so 100 
Sarrplys 

120 1-10 leO 180 200 

[JUTA ScienBtic Systems Company.lnc. | 

IIR channel model, order 4 

UAV1 transmits (x,y) 
position at 50Hz 

200 UAV 2 reconstructs signal 
from received data 

IMM-KF for reconstruction 

Figures: 

Blue line is true position 
(transmitted signal) 

"ioo Red line is reconsfructed 
signal 

Qol: 

KL increases/Qol goes 
down when channel 
changes 

The initial KL transient Is 
due to IMM initialization 

A/onrrtnopenuMMMAf 

Simulation data showing measurement of Qol when comm channel degrades 
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1% 
"^ ^■^SS«r.- Qol Demonstration Example 1 (Cont.) 

Large transmission noise, channel dynamics clianges abruptly at t=l60 

2.5 

2 
1.5 

! I i-  !1-, JL 
100 

Sanples 

I jSrii SciwHifit Systems Coinpany,liicr| 

Ex pt-Conditions: 

IIR channel model, order 4 

UAV 1 transmits (x,y) 
positioti at 50Hz 

200    UAV 2 feconstrncts signal 
from received data 

IMIM-KF for reconstructloil 

Figures: 

Blue line is true position 
(transmitted signal) 

Red line is reconstructed 
signal \ 

Qol: 

KL increases/Qol goes 
' down when channel 
changes 

The initial KL transient is 
due to IMM initialization 

NOftrmtOR Cm/MMAM 

Simulation data showing measurement of Qol when comm channel degrades 
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Qol Demonstration Example 1 (Coht.) 

Large transmission noise, slow channel change starts at t=100 

^\i%^/l v\ 
5 

0 

-5 

-10 
( 

120 

100 
ao 

'   so 
40 

20 

t^^f^W 

"\    .                   .. 1:     : 
100 120 

Sanpirs 
WO       ISO       200    change 

Expt. Condrtlons: 

IIR channel nnodel, order 4 

UAV1 transmits (x.y) 
position at SDHz 

200    UAV 2 reconstructs signal 
from received data 

IMM-KF for reconstruction 

Figures: 

Blue line is true position 
(transmitted signal) 

Red line is reconstructed 
signal 

Qol: 

KL increases/Qol goes 
down when channel 
changes 

Small delay in detecting 

I JIfA Sclentitic Systems Companyjnc. | 

Simulation data showing measurement of Qol when cdmm channel degrades 
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MTE«AR 
ATR Fusion 

Human Int 
from AOC 

MTE/SAR 
ATR Fusion 

Human Int 
from AOC 

Qoi Demonstration Example 2 

Combat ID 
Fusion   -^allegiance) ^^ 

If Tactical ISR 1 

Fusion 
Combat ID        TJ 

~*tallegianct) yy^ 

Receiver 

Decoder 

Tactical ISR t 

Strike U/<^1 

Strike UAV receives Combat 
ID from Tactical ISRs 

Combat ID calculations on-board Tactical ISRs 

- Collect and fuse MTE/SAR, EO/IR data - ATR Fusion "^    Modeled 
I    using 

- Fuse ATR output with intelligence reports from AOC/ABCCC f  stochastic i/o 
J    automata 

•Can Strike UAV determine Q6I of Combat ID received ? 

I hk Sdentific Systams CompanyilncTI NotrrMnor^ cfniMMMhi 

Two sources of combat identification (fHend/foe); what is the value of each? 
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Qoi Demonstration Example 2 (Cont.) 

Tactical ISR 1/Strike UAV Simulation 
Information Received by Tactical ISR 

20 40 60 80 

Combat ID Received by Strike UAV 

0 20 40 60 SO 
Time (sec: Slot Number/128) 

t Scientific Systems Coinpany,lnc | 

Combat ID Computed by Tactical ISR 

  F 
  E I 

Combat ID Estimated by Strike UAV 

1 

08 

06 
   F 

E 

0.4 

0.2 

0 1 , J 
20 40 60 SO 

Time (sec; Slot Numt}ef/128) 

Expt. Conditions: 

LINK-16/TDIVIA network 

Scaled time axis 

Ground truth is Friend 

Two report types from 
AOC & MTE/SAR will) 
specified probabilities 

Figures: 

Top left: Reports 
received by T-ISR1 

Top rigiit: Combat ID 

Bottom Lett: 
Transmitted symbol 

Bottom Right: 
Reconstructed 
CombatID 

Momrtnoi' crttJMMjuf 

Simulation results: reconstructing from intermittent information 

Page 17 

17 
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Qol Demohstratioh Example 2 (Cbnt.) 

Tactical ISR 2/Strike UAV Simulation: ATR fusion process changes at t=50 

Infomnation Received by Tactical ISR 

Combat ID Received by Strike UAV 

20      40      60      eo 
Time <sec; Slot Numberrt2S) 

I JifA Scientific Systems Company .Inc. | 

Combat ID ComfHiled by Tactical ISR 

I 
1 0.4 

-r— 
■     :l —' 

  F 
E 

1             .             .1 — 

Combat ID Estimated by Strike UAV 

1 
a 

5 "^ 
I 0.4 

Ul 0.2 

  F   I 
— E 

20 40 CO 60 
Time (sec: Slot Numberrt28) 

Expt Conditions: 

LINK-IBftDMA network 

Scaled time axis 

Ground tnith is Friend 

Two report typ^s from 
AOC&MTeSARwitli 
specified probabilities 

FlQures: 

Top left: Reports 
received by T-ISR 2 

Top right: Combat ID 

Bottom Left: 
Transmitted symbol 

Bottom Right: 
Reconstructed 
CombatID 

Simulation results: reconstructing from intermittent information with a dropout 
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Qol Demonstration Example 2 (Cont.) 

Tactical ISR 2/Strike UAV Simulation: ATR fusion process changes at t=50 

Top Figure: 

T-iSRs transmit Combat ID 
probabilities 

Compare each distribution 
with uniform distribution 

Qol decreases with jump in 
ISR 2 

2.5 
Tactical ISRs Transmit PfObatJilities 

1 * 

  ISR1 
ISR 2 1   ,  ., 

. : _ 1.5 

1 '■         .   :     ■               - 

0.5 : :                        •' '- 

Tactical ISRs Transmit SyTnl>o1s 

40 50 60 
Time<sec; SMt number/128) 

Bottom Figure: 

T-ISRs transmit Combat ID 
symbols (F or E) 

Reconstruct probabilities 
with Bayes filter 

Comapre reconstructed 
distributions with uniform 

Qol decreases with jump in 
ISR 2 

Time delays in detection due to low sampling rate 
Better to transmit probabilities than to reconstruct them at strike UAV 

Mdftrmnof CRUMUM* I JTA Scientific Systems Conipany,lnc. | 

Page 19 
19 



W- Conclusions 

Developed a procedure to autonomously determine Qol of received data. 

• Uses Kuliback-Leibler information distance      j 

• A family of measures applicable to different taslcs/missions 

"Applicable to both real-valued and discrete-valued data    > . 

•Demonstrated applicability to 

• real-valued data communication between UAVs in a striiie package 
for collisioh avoidance 

• Combat ID calculation and communication between AOC/Tactical ISR 
andstrikeUAV 

• Qol methodology is capable of detecting changes in channel as well as 
the source characteristies. 

• There is some time delay in detecting changes because of the low 
number of Combat ID measurements itreceived data) 

I JTA Sdentific Systems Company.lnc | iitonTHftcif'jamMMjaM 
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^fe Future Work 

Detailed modeling of accrual of evidence by Tactical-ISRs . 

• How long does it take to bring probability of correctly identifying 
target as foe above 0.9999999 or reducing false alarm probability to 
less than 10-* ? . . 

• How to reduce identification time (hence, overall delay) using ' 
communication among Tactical-ISRs, multiple looks, etc ? 

• How to incorporate "rules of engagement" into Qol framewbrk ? 

' Detailed modeling of comm. failure mechanisms and their effects on Qol 

> Demonstration of Qol methodology on a realistic mission simulation 

I Sk. Sclentiflc Systems Companyjiic. | ifOfimnoi'cmtMMAM 
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