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Abstract 

Experience shows that engineering commercial off-the-shelf (COTS)-based systems requires 
fundamental changes from traditional engineering: adjusted roles and responsibilities, new 
skills, and different processes. Practitioners are often surprised to find that building and sup- 
porting COTS-based systems demands more, not less, discipline in their management and 
engineering practices. 

Many organizations have derived benefit from process improvement using capability matur- 
ity models and want to apply them as they build COTS-based systems. In addition, organiza- 
tions building COTS-based systems want to apply the Capability Maturity Model® Integra- 
tion (CMMI®). This leads to the question, "How should CMMI be interpreted for 
organizations building, fielding, and supporting a COTS-based system?" 

This report shows that developing and maintaining COTS-based systems is more than select- 
ing products and managing vendor relationships and is, therefore, more than just applying the 
Supplier Sourcing discipline within CMMI. The four CMMI disciplines—Systems Engineer- 
ing, Software Engineering, Integrated Product and Process Development, and Supplier 
Sourcing—require interpretation and must be used together to promote improvement of an 
organization's processes for developing and maintaining COTS-based systems. This report 
summarizes what makes COTS-based systems unique and provides high-level guidance for 
interpreting and using CMMI practices to facilitate appropriate processes for COTS-based 
systems. 

® Capability Maturity Model and CMMI are registered in the U.S. Patent and Trademark Office by 
Carnegie Mellon University. 
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1 Introduction 

1.1 Background 
Using commercial off-the-shelf (COTS) products, as well as off-the-shelf products from 
other sources,' to address critical functional requirements is an increasing trend. Practical 
experience shows that building COTS-based systems^ requires new skills, knowledge, and 
abilities; changed roles and responsibilities; and different processes from traditional product 
development [USAF 00]. It surprises many organizations that these new and changed proc- 
esses demand more, not less, discipline in management and engineering practices. 

The Capability Maturity Model® Integration (CMMI®) [CMMI02] contains the essential 
elements of effective processes and provides guidance for developing processes. Many or- 
ganizations have derived benefits [Goldenson 95] from process improvement using capability 
maturity models. Use of CMMI requires that each organization tailor and implement its 
management and engineering processes by interpreting the essential elements described in 
CMMI based on the organization's unique circumstances. These circumstances include both 
the character of the organization and the nature of the solutions developed and maintained by 
that organization. 

The findings in this report are designed to provide high-level guidance on interpreting and 
using CMMI to facilitate the definition of appropriate processes for developers and maintain- 
ers of COTS-based systems. The analysis in this report is based on extensive knowledge from 
teaching and applying CMMI as well as lessons learned from over 50 COTS-based systems 
[CBS 02] and research by the Software Engineering Institute (SEI) COTS-Based System Ini- 
tiative on processes needed in the management of COTS-based systems [Brownsword 98, 
OSD 00, Obemdorf 00, Carney 00, Carney 03, Albert 02], engineering techniques for design- 
ing and evolving COTS-based systems [Wallnau 02], and evaluation techniques for assessing 

' "Other sources" include legacy systems, products found in a reuse asset library, "share" ware, open- 
source software, etc. 

^ This report will use the term COTS-based system to represent a system composed of either one sub- 
stantial COTS product tailored to provide needed functionality or multiple products from a variety of 
off-the-shelf sources with custom products that are integrated to collectively provide the needed 
functionality. 

® Capability Maturity Model and CMMI are registered in the U.S. Patent and Trademark Office by 
Carnegie Mellon University. 
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COTS-based program risks, suitability of COTS products, and appropriateness of COTS- 

based system designs.'' 

1.2 Target Audience 
This report is designed to meet the needs of two types of organizations: 

• organizations that are deriving substantial benefits through process improvement using 
capability maturity models and want to leverage their previous investments in process 
improvement to build or evolve COTS-based systems 

• organizations that are building COTS-based systems and want to begin applying CMMI 

as their model for process improvement 

1.3 Using This Report 
This report is organized as follows: 

• Section 2 characterizes the unique dynamics and constraints associated with the use of 
off-the-shelf products and summarizes the basic elements of CMMI. 

• Section 3 describes how the analysis was conducted and presents general findings. 

• Section 4 discusses each of the essential process demands for COTS-based systems and 
identifies their implications for project management, engineering, and support processes. 

• Section 5 provides in-depth guidance for the CMMI project management, engineering, 
and support process areas as a reference for defining, tailoring, or appraising processes 

for COTS-based systems projects. 

Sections 2 and 3 are particularly important. These sections provide the foundation for the 
more detailed analysis in Sections 4 and 5. Successful development and maintenance of 
COTS-based systems demand integrated processes that extend across all CMMI process ar- 
eas. Projects that address just one of the demands, as described in Section 4, or one of the 
process areas, as described in Section 5, will not realize the benefits of these guidelines. 

Note: This report complements the CMMI documentation [CMMI 02]. Selected information 
is reproduced here for ease of use. The CMMI process area descriptions, informative mate- 
rial, references, and glossary are used as written unless explicitly stated. 

•* In addition to the publicly available work, this document builds on COTS-Based Systems for Pro- 
gram Managers (tutorial) by L. Brownsword, P. Oberndorf, and C. Sledge; COTS Product Evalua- 
tion (tutorial) by P. Oberndorf, J. Dean, E. Morris, and S. Comilla-Dorda; and COTS Usage Risk 
Evaluation (CURE) by D. Carney, P. Place, and E. Morris. 
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2 Basics-COTS-Based Systems and CMMI 

This section provides the information that is the basis of this analysis. It characterizes the 
unique dynamics and constraints associated with the use of off-the-shelf products and pre- 
sents the fundamental process demands for developing and maintaining COTS-based sys- 
tems. It also summarizes the basic elements of CMMI and describes how CMMI should be 

used. 

2.1 Characteristics of COTS-Based Systems 
In contrast with custom development, where projects can uniquely design and implement a 
solution to meet the demands of a particular operational environment, COTS-based systems 
are comprised of off-the-shelf products that are each typically developed in response to 
someone else's perception of needs. For example, COTS products are developed in response 
to each vendor's perception of the needs of a broad set of customers within the commercial 

marketplace. 

COTS-based systems thus introduce the following new dynamics and constraints that a pro- 

ject's management and engineering processes must accommodate: 

• Off-the-shelf products, explicitly or implicitly, make functional assumptions about the 
end-user's operational processes that are supported by each product. These assumptions 
seldom completely match the current or anticipated enterprise processes. 

• Off-the-shelf products, explicitly or implicitly, make architectural assumptions about 
how a given product will link to other products. To add complexity, the products often 
have dependencies on other specific products (or sometimes, specific versions of other 

products) for their successful operation. 

• The supplier often retains data rights to the source code of the off-the-shelf product, and 
intends for the products to be used without modification^ of the product. This means that 
developers and maintainers must frequently treat the product as a "black box" in the solu- 
tion. Engineers may need to use special diagnostic techniques and tools to discover the 

"* The term enterprise processes is used to include the business, mission, or operational processes 
needed for the successful functioning of the enterprise for which the system is being developed. 

' The term modification is used to mean changes to the internals of a hardware device or the software 
code. This does not include vendor-provided mechanisms for tailoring the product. 
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implicit assumptions reflected in the product and analyze their impact on the solution, 
including the enterprise processes. 

•    The product supplier, not any one customer, controls frequency and content of the off- 
the-shelf product's maintenance or improvements. For example, a commercial vendor's 
desire to maintain competitive advantage and the extent of competition in the market- 
place will drive the frequency and content of COTS product releases. 

2.2 Required COTS-Based Systems Approach 
In spite of these new dynamics, many organizations have tried to use traditional, linear proc- 
esses such as those shown on the left in Figure 1. These processes sequentially define the 
requirements, form an architecture to meet them, and then search the commercial market- 
place and other sources for off-the-shelf products that fit into that architecture. These organi- 
zations rarely find this approach successful—either they cannot find products that "fit" and 
resort to custom development, or they try to force the products to fit by modifying or exten- 
sively tailoring the products and incur significant cost and schedule impacts with each prod- 
uct upgrade. 

Traditional 
Approach 

Requirements 

Architecture & 
. _^Deslgn__ 

Implementation 

Adapted from jObemdorf 00) 

^ 

Required Approach) 

Figure 1:   Fundamental Change for COTS-Based Systems 

SEI experience in examining projects attempting to build COTS-based systems shows that a 
fundamental change is required in how COTS-based systems are engineered—and these en- 
gineering changes have attendant management and business process implications [Obemdorf 
00]. As shown on the right of Figure 1, the required approach for developing COTS-based 
systems simultaneously defines and performs tradeoffs among four spheres of influence (ar- 
eas of information) over the life of the solution: 

•    stakeholder needs and business processes - what the stakeholders want and how end users 
will operate using the solution 

* The term solution is used to describe the integrated assembly of one or more off-the-shelf products, 
any required custom products (including "wrappers" or "glue"), and any changes to the enterprise 
processes required to successfully meet the enterprise's defined needs. 
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• architecture and design - what engineers can do to structure the solution architecturally so 

that the products work and evolve together and meet the defined needs 

• programmatics and risk - what the project and end-user community can tolerate in terms 
of cost, schedule and risk, including management of the implementation of any needed 

changes to the end user's operational processes 

• marketplace - what current and emerging products, technologies, and standards are avail- 
able and how the products are likely to change over the life of the solution 

While the first three spheres listed above have analogues in custom development processes, 
the marketplace is a potent addition. Forming a COTS-based system solution requires that 
information be simultaneously collected and updated from each sphere at approximately the 
same level of detail, since information in one sphere often depends on and identifies the in- 
formation required from another sphere. As the information among the spheres is analyzed, 
mismatches are identified and resolved through negotiation with the affected stakeholders. In 
practice, this drives the process activities to "gather a little," "analyze and negotiate a little," 
and then gather some more, and analyze and negotiate further. 

In addition, each product used in the solution has a maintenance and improvement cycle that 
is independent of the project needs and of the maintenance and improvement cycles of any 
other products used in the solution. Due to this dynamic, projects will need to simultane- 
ously gather information, analyze the impact of the new information on the solution, and ne- 
gotiate any mismatches among the affected stakeholders repeatedly throughout the life of the 

solution. 

2.3 Process Demands for COTS-Based Systems 
The new dynamics and required COTS-based system approach described in the previous sub- 

sections demand a number of essential changes to the management and engineering processes 

needed to build, field, and support COTS-based systems: 

• The simultaneous definition and trades of the spheres of influence must continue 
throughout the life of the solution. A process for COTS-based systems is ultimately an 
act of reconciling the diverse expectations of stakeholders with a current understanding 
of the capabilities of available COTS products. The balance among the frequently com- 
peting expectations of the stakeholders representing each of the spheres of influence must 
be maintained throughout all phases of the project. 

• The engineering of enterprise processes must occur concurrently and in coordination with 
the engineering of the solution. Because COTS products implement assumptions about 
the enterprise processes, the end-user community must be willing and able to modify its 
enterprise processes to align with those assumptions. 
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The formation of requirements depends on an understanding of the opportunities and 
hmitations of the available off-the-shelf products. For COTS-based systems, it is folly to 
attempt to define a detailed, fixed set of requirements first and then develop a solution 
that satisfies them. Rather, requirements emerge and are adjusted as different off-the- 
shelf products and combinations of products are explored and the definition of the solu- 
tion is refined. 

The marketplace is monitored continuously across the life of the solution. Given the vola- 
tility of the marketplace, processes for a COTS-based system must anticipate and track 
changes in the off-the-shelf products that could affect the solution. Indicators of these 
changes will be provided through tracking relevant market segments, including market 
share distribution; understanding the needs of other customers; and monitoring current 
and emerging products and technologies. 

A flexible architecture is developed early and maintained throughout the life of the solu- 
tion. Since the products in the solution are "owned" by their suppliers, an architecture 
that can retain its structure and cohesiveness, yet allow the solution to respond easily to 
product changes, becomes a key organizational asset. 

Disciplined spiral or iterative practices, with frequent executable representations of the 
solution, are effectively implemented. Spiral development practices allow the discovery 
of the critical attributes of the solution through an evolutionary exploration of the highest 
risk elements [Boehm 00]. Executable representations that characterize the enterprise 
processes and simultaneously mature the architecture facilitate direct feedback from all 
of the affected stakeholders. 

Stakeholders are directly and actively involved throughout the life of the solution. Ac- 
tive, often day-to-day participation by the affected stakeholders will be necessary as the 
definition of the solution evolves. This participation will also facilitate the timely resolu- 
tion of mismatches as they are discovered. 

Section 4 will further discuss each of these process demands with their process implications. 
For readers with limited familiarity of CMMI, a brief summary is provided in the following 
subsection. 

2.4 Attributes of CMMI 
CMMI integrates proven approaches for process improvement, organizational change, and 
system and software engineering to help an organization improve the processes it uses to de- 
velop and maintain software-intensive systems. To facilitate process improvement, CMMI 
helps an organization examine its current processes; establish priorities for improvement of 
those processes; and implement these improvements across the organization. 

Process areas are the primary building blocks of CMMI. Process areas are not processes nor 
are they process descriptions. Rather, process areas describe critical elements of successful 
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processes. The essential elements of each process area are represented in the set of goals that 
must be met by successful processes. In addition, each process area is made up of practices 

that, when performed, satisfy the process area goals. 

CMMI contains process areas that comprise four disciplines—Systems Engineering, Soft- 

ware Engineering, Integrated Product and Process Development, and Supplier Sourcing. 

• System Engineering focuses on transforming customer needs, expectations, and con- 
straints into product solutions and supporting these product solutions throughout the life 

of the product. 

• Software Engineering focuses on applying systematic, disciplined, and quantifiable ap- 
proaches to the development, operation, and maintenance of software. 

• Integrated Product and Process Development (IPPD) provides a systematic approach that 
achieves a timely collaboration of relevant stakeholders throughout the life of the product 
to better satisfy customer needs, expectations, and requirements. 

• Supplier Sourcing covers the enhanced source analysis and monitoring of supplier activi- 
ties needed when the project acquires critical products from suppliers who perform func- 
tions or add modifications to products that are specifically needed by the project. 

CMMI is available in two representations: staged or continuous. The continuous representa- 
tion groups process areas by affinity categories and designates capability levels for process 
improvement within each process area.  The staged representation organizes process areas 
into five maturity levels to support and guide process improvement. Organizations must se- 
lect the representation that best fits the organization's process improvement needs. 

In the continuous representation, the basis for this analysis, process areas are grouped into 
four affinity categories—Process Management, Project Management, Engineering, and Sup- 
port. The four categories with their associated process areas are noted in Table 1. 

Table 1:    CMMI Process Areas by Affinity Category 
Category Process Areas 

Process Management process areas provide the 
organization with a basic capability to document 
and share best practices, organizational process 
assets, and learning across the organization. 

Organizational Process Focus 
Organizational Process Definition 
Organizational Training 
Organizational Process Performance 
Organizational Innovation and Deployment 

Project Management process areas address the 
basic activities related to establishing and main- 
taining the project plan, establishing and making 
commitments, monitoring progress against the 
plan, taking corrective action, and managing 
supplier agreements. 

Project Planning 
Project Monitoring and Control 
Supplier Agreement Management 
Integrated Project Management for IPPD 
Risk Management 
Integrated Teaming 
Integrated Supplier Management 
Quantitative Project Management 
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Engineering process areas cover the develop- 
ment and maintenance activities that are shared 
across engineering disciplines. 

Requirements Management 
Requirements Development 
Technical Solution 
Product Integration 
Verification 
Validation 

Support process areas address basic support 

functions that are used by all process areas. 

Configuration Management 
Process and Product Quality Assurance 
Measurement and Analysis 
Decision Analysis and Resolution 
Organizational Environment for Integration 
Causal Analysis and Resolution 

2.5 Using CMMI 
CMMI is not intended to be prescriptive or to define how to do software development. 
Rather, CMMI provides the essential elements of effective processes to be used by organiza- 
tions when improving their own processes. 

Each organization must use professional judgment to interpret the CMMI practices. Although 
process areas depict behavior that any organization should exhibit, practices must be inter- 
preted using an in-depth knowledge of the CMMI model, the organization, the business envi- 
ronment, and the specific circumstances involved. 

To interpret the model's practices, it is important to consider the overall context in which 
they are used and determine how well the practices satisfy the goals of a process area within 
that context. CMMI models do not imply which processes are right for a given organization 
or project. Instead, CMMI models establish criteria necessary to plan and implement proc- 
esses selected by the organization for improvement based on business objectives. 
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3 Using CMMI Models for COTS-Based 
Systems 

This section describes the approach used for this analysis and provides a summary of its 
global findings. Subsequent sections will build upon and amplify these global findings to 
provide practical advice in defining a project's processes for developing and maintaining a 
COTS-based system (Section 4) and interpretive guidance for using each of the CMMI proc- 

ess areas (Section 5). 

3.1 Summary of the Analysis Approach 
The analysis reflected in this report is based on integrating the experiences of the Software 
Engineering Process Management and COTS-Based Systems Initiatives. 

The continuous representation of CMMI [CMMI 02] was used as the basis for this analysis. 
This representation was selected because it supports selecting process areas that support 
building, fielding, and supporting a COTS-based system without consideration of the matur- 
ity level required to implement any given process area. For example, this report will show 
that the practices of the Integrated Supplier Management process area are essential to a 
COTS-based system development—even though the staged representation characterizes this 
process area as Maturity Level 3. The findings in this report, however, are equally applicable 
to organizations improving their processes using the staged representation. These organiza- 
tions must still focus on meeting the current needs of projects that are developing or main- 
taining COTS-based systems. This may mean using practices more typically found at higher 
maturity levels—albeit in a way that is consistent with the abilities of the members of each of 
the affected projects. 

The Evolutionary Process for Integrating COTS-Based Systems (EPIC) [Albert 02] was used 
as an exemplar of a process for building, fielding and supporting a COTS-based system. 
EPIC embodies the lessons learned and research of the COTS-Based Systems Initiative by 
defining a structured flow of key activities and artifacts that implement the management and 
engineering practices necessary to more effectively leverage the use of off-the-shelf products. 
EPIC emphasizes concurrent discovery and negotiation of the diverse spheres of influence 
discussed in Section 2.2 of this report using a risk-based, disciplined spiral engineering ap- 
proach. 
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The process areas in all four disciplines of CMMI were analyzed in the context of the prac- 
tices implemented in EPIC. The analysis included the specific goals, specific practices, and 
informative material for the process areas in each of the four CMMI disciplines. The Project 
Management, Engineering, and Support process area categories were emphasized since these 
process areas most directly affect a project developing or maintaining a COTS-based system. 

Because the generic goals and generic practices focus on the institutionalization of the proc- 
esses, they were not included in this analysis. These goals and practices should be applied 

regardless of the type of project. 

3.2 General Findings 
The analysis confirmed that CMMI provides a sound foundation for developing and improv- 
ing COTS-based systems processes. However, contrary to the view held by some, develop- 
ing and maintaining a COTS-based system requires more than just applying the Supplier 
Sourcing discipline: 

1. Each of the CMMI disciplines was found to be critical in building, fielding, and sup- 
porting a COTS-based system. 

• The Systems Engineering and Software Engineering disciplines together pro- 
vide a basis for defining the management and engineering processes neces- 
sary to develop and maintain COTS-based systems. 

• IPPD provides an approach for the timely involvement of affected stake- 
holders in support of the negotiations among the spheres of influence. 

• Supplier Sourcing is very relevant for selecting and managing suppliers of 
custom products. For COTS-based systems, however, this discipline provides 
some, but not all, of the necessary practices for developing appropriate rela- 
tionships with suppliers of off-the-shelf products. 

2. All of the CMMI process area categories are important to a COTS-based system pro- 
ject. 

• The Project Management category addresses the basic activities related to 
establishing and maintaining the project plan for a COTS-based system, es- 
tablishing and maintaining commitments among all affected stakeholders, 
monitoring progress against the plan, and establishing and managing appro- 

priate relationships with suppliers. 

• The Engineering category addresses the basic activities related to identifying 
and managing the evolving definition of the requirements for a COTS-based 
system, developing, verifying, and validating technical work packages that 
characterize what is known about the solution at any point in time, and fre- 
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quently integrating executable representations that demonstrate tiiat the 
evolving definition of the solution is both useful and buildable. 

• The Process Management categories provide the organization with the capa- 
bility to document and share best practices, organizational process assets, 
and learning across the organization. While this analysis shows no COTS- 
based system specific interpretations for this category, for organizations just 
starting to build or support COTS-based systems, the need to contribute 
COTS-based system process assets to the organization's process asset library 

may be particularly relevant. 

• The Support category addresses activities that are used in the context of per- 

forming other processes. 

3.   CMMI Process areas in the Program Management, Engineering, and Support catego- 
ries will need to be integrated and applied differently to accommodate the process 

demands of COTS-based systems: 

• The simultaneous definition and trades among the spheres of influence de- 
mands the concurrent definition, verification, and validation of requirements 
and the technical solution—to include the evaluation and selection of appro- 

priate off-the-shelf products. 

• The activities that engineer and implement enterprise processes (an area not 
directly covered in CMMI) must occur concurrently and in coordination with 

the activities that engineer and implement the technical solution. 

• The formation of requirements must be based on a clear understanding of the 
opportunities and limitations of the available off-the-shelf products and an 
understanding of the viability of candidate technical solutions that use the 

products. 

• The marketplace must be monitored continuously across the life of the solu- 
tion for indicators of potential changes to the off-the-shelf products that 
could affect the solution and for opportunities to influence those changes. 

• The alternate architectures must be sufficiently flexible to support the use 
and evolution of candidate off-the-shelf products. These architectures must 
be developed early and maintained throughout the life of the solution. 

• The project's management and engineering activities must be aligned to ac- 
commodate disciplined spiral or iterative practices that respond directly to 
the highest priority project and solution risks. Frequent executable represen- 
tations of the solution must be used to validate stakeholder consensus and 
progress in the evolving definition of the solution. 

• All affected stakeholders, who will likely represent very diverse interests, 
must be directly and actively involved in engineering as well as management 
activities throughout the life of the solution. 
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4.   The integration of activities that plan, design, and deploy any necessary changes to 
the enterprise processes is critical to developing and maintaining a COTS-based sys- 
tem. While the need for this integration is briefly mentioned in the Technical Solu- 
tion process area, no specific practices exist in CMMI to explicitly address these ac- 
tivities. The process areas of the Process Management category, although focused on 
the improvements of an organization responsible for the development or maintenance 
of a system—not the end-user community—provide valuable insights to the practices 
necessary to make changes to the enterprise processes. 

The findings in this report are presented in three major groupings. This subsection addressed 
the general findings. Section 4 will amplify these findings in the context of the COTS-based 
system process demands addressed in Section 2.3. Section 5 will amplify these findings in 
the context of each of the CMMI project management, engineering, and support process ar- 

eas. 
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4 Meeting the Demands of COTS-Based 
Systems 

The following subsections present our guidance from a COTS-based system process perspec- 
tive. The subsections are organized by the essential process demands identified for COTS- 
based systems discussed in Section 2 and listed in Table 2. 

Table 2:     COTS-Based System Essential Process Demands 

The simultaneous definition and trades of the spheres of influence must continue 
throughout the life of the solution. 

The engineering of enterprise processes must occur concurrently and in coordina- 
tion with the engineering of the solution. 

The formation of requirements is based on a clear understanding of the opportuni- 
ties and limitations of the available off-the-shelf products. 

The marketplace is monitored continuously across the life of the solution. 

A flexible architecture is developed early and maintained throughout the life of the 
solution. 

Disciplined spiral or iterative practices, with frequent executable representations of 
the solution, are effectively implemented. 

Stakeholders are directly and actively involved throughout the life of the solution. 

For each essential process demand, the demand on the process is discussed; the implications 
for project management, engineering, and support processes are identified; and highlights of 
the guidance for the most affected CMMI process areas are provided. To aid in understand- 
ing this guidance, the affected attribute of the CMMI process area is identified (present tense) 
and the interpretation that will be required for COTS-based systems (future tense) follows. 
So they can be readily identified, CMMI process area names are indicated in the text with 
bold font. Not all affected CMMI process areas are discussed in this section. Additional 
information can be found for all process areas in Section 5. 
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4.1 Support Simultaneous Definition and Trades 

Where many projects view each process area sequentially—developing requirements, design- 
ing a technical solution, integrating the product, then verifying and validating it—successful 
development of a COTS-based system requires a project to fully integrate all process areas so 
that the requirements and the solution evolve together as end users and other affected stake- 
holders mature their understanding of their needs and the capabilities in the marketplace and 

other sources. 

Implications for project management processes: 
• The Project Planning practices establish and maintain plans that define the project ac- 

tivities. To accommodate the required simultaneous definition and trades, however, pro- 
ject plans for a COTS-based system must orchestrate the execution of all engineering 

process areas concurrently with extensive interaction among them. 

• The Risk Management practices establish mechanisms to continuously identify and ana- 
lyze risks across a project. For a COTS-based system project, these practices can be used 
to ensure that an appropriate balance between the spheres of influence is maintained. 
Note that for a COTS-based system project, a failure in the simultaneous definition and 
trades, such as allowing one of the spheres of influence to be defined ahead of the other 

spheres, will pose significant risk. 

Implications for engineering processes: 
• For COTS-based systems, the chief effect is not on any single process area, but in the 

interdependence of the respective process areas that must be combined and related in the 
project's processes. For example, effectively implementing Requirements Development 
practices will require the following: an understanding of the relevant capabilities of the 
marketplace as described in Integrated Supplier Management practices; the end-user 
community's agreement to make any needed changes to its enterprise processes to ac- 
commodate candidate off-the-shelf products;' formation of an architecture and design as 
described in Technical Solution practices; and updated associated cost, schedule, and 
risk as described in Project Planning practices. 

• The engineering processes for COTS-based systems projects must expect changes from 
the marketplace—and these changes can occur during any phase of the life cycle. Project 
commitments reflected in plans, requirements, architectures, designs, and enterprise 
processes will need to be revisited to accommodate these changes. 

• As the information in the four spheres of influence expands in a COTS-based system, 
Verification practices can be used to determine that the information in each sphere is 
sufficient and complete for the current level of maturity of the definition of the solution. 

' As previously note in Section 3.2, the Process Management process areas can be adapted to effect 
the necessary changes to the enterprise processes. 
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Similarly, Validation practices can be used to determine that the solution described will 

meet real enterprise needs. 

implications for support processes: 
• The Decision Analysis and Resolution practices establish guidelines to analyze possible 

decisions using a formal evaluation process. For a COTS-based system, these practices 
can be used to determine the issues subject to various levels of review and the processes 

by which those reviews are conducted. 

4.2 Coordinate Enterprise Process Engineering with 
System Engineering 

In custom development, the solution is specifically designed to meet the demands of previ- 
ously defined enterprise processes. In a COTS-based system, the situation is very different. 
In this case, the enterprise processes must be determined and negotiated as the capabilities of 
the solution are defined. This is made more complex as off-the-shelf product upgrades be- 
come available throughout the life of the solution and force the enterprise processes to be re- 
determined and renegotiated as part of evaluating the product release. 

Implications for project management processes: 
• CMMI does not directly address managing changes to the enterprise processes. How- 

ever, the Process Management process areas provide considerable insight into the prac- 
tices that may be necessary and can be adapted to meet this need. For a COTS-based sys- 
tem, changes to enterprise processes to better align with the capabilities of the off-the- 
shelf products must be explicitly planned and implemented as part of the project. 

Implications for engineering processes: 
• The development and analysis of alternative solutions is described in practices in Tech- 

nical Solution. For a COTS-based system, these practices should explicitly include 
identification and analysis of the affected enterprise processes. Both improvement op- 
portunities and impacts on current enterprise processes need to be considered as part of 
the selection of the preferred solution and its off-the-shelf products. 

Implications for support processes: 
• The practices in the IPPD process areas provide the mechanisms for enabling the dispa- 

rate stakeholder groups to work effectively together. In particular, practices in Organ- 
izational Environment for Integration are key enablers in establishing a vision for the 
organization that is shared among the stakeholders and in developing a set of appropriate 
incentives that motivate the integrated behaviors necessary. For a COTS-based system, 
these practices will be essential to coordinating the development and enterprise engineer- 
ing as the business and operational processes are negotiated as part of the development 

process. 
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4.3 Form Requirements with Knowledge of Off-the- 
Shelf Products 

For a custom development, the inclination is to define a detailed set of requirements at the 
start of a project and to attempt to keep those requirements stable to define the architecture 
and resulting solution implementations. Two conditions impinge on this view in a COTS- 
based system. First, end users will come to better understand the product capabilities by in- 
teracting with the products and can modify their requirements to better leverage the use of 
those products. Second, the marketplace is continually introducing new technology and ca- 
pabilities. Requirements will need to be reevaluated, with adjustments as appropriate, across 
the life of the solution. 

As enterprise processes and end-user requirements are modified to accommodate the use of 

off-the-shelf products, the implementation of the agreed-upon enterprise process changes 

must be explicitly coordinated with the development of the solution and managed as part of 
the project. Depending on the volatility of the selected products and the dynamics of the or- 
ganization, the definition and implementation of new requirements and enterprise processes 
may become continuous activities. Managing these changes will require disciplined, inte- 
grated, and mature management processes. 

Implications for project management processes: 
• For COTS-based systems, practices in Project Planning must be used to continually 

manage the evolution of the project's plans in such a way as to encourage and reinforce 
the continual discovery of requirements. This will require striking a balance between the 
need for adapting the requirements as more is learned about the opportunities and limita- 
tions in off-the-shelf products and the need for requirements to be stable enough to field 
useful capability in a timely manner. Spiral development practices for planning and man- 
aging projects are particularly germane. 

Implications for engineering processes: 
• The practices in Requirements Development produce and analyze customer, product, 

and product-component requirements. For a COTS-based system, these practices must 
be performed simultaneously with those in Technical Solution, Product Integration, 
Verification, and Validation, using a robust enterprise process engineering approach. 
Whenever possible, requirements should be modified to align with the capabilities of the 
candidate off-the-shelf products. To provide the necessary flexibility, requirements must 
be kept fluid until what stakeholders want is balanced with what can be obtained from the 
marketplace, assembled by the engineers, and supported by project management. Priori- 
tizing the requirements with an emphasis on identifying a minimum set of "must have" 
stakeholder needs is a useful mechanism. In addition, expressing requirements in the 
form of operational scenarios or use cases that emphasize what the solution has to do 
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rather than how the solution must be implemented is particularly useful in understanding 

the impacts of the trades. 

• Practices from Requirements Management that manage the requirements of the pro- 
ject's products will be required from the start of a COTS-based system project—earlier 
than many projects currently apply them. Note that for a COTS-based system, "manag- 
ing" requirements means that as potential changes are identified, the impact of the change 

is determined, and negotiated and approved changes are tracked and managed. Experi- 
ence has shown that robust requirements management processes are required to accom- 
modate the limitations and volatility of the products in a COTS-based system. 

4.4 Monitor the Marketplace Continuously 
COTS-based system projects need processes that proactively identify and evaluate off-the- 
shelf products and potential changes to already selected products. Projects must analyze the 
impact of each product on and its benefits to the current understanding of the solution, and 
determine if, how, and when to accommodate the changes. However, knowledge of each 
product's current capabilities is not enough. When a product is selected, the project inherits 
the supplier's maintenance strategy and the potential for disruption caused by "improve- 
ments" made to the product over the life of the solution. It is also important to know who else 
is using the product and how they are using it. In addition, an understanding of the product's 
underlying technologies, how these technologies are changing, and how those changes could 

affect the solution is required. 

Knowledge of the marketplace is needed not just once at the start of a project, but must be 
kept current until the solution is retired or replaced. Effective relationships with suppliers, 
other customers, and participation in user groups and standards bodies are key sources of 
marketplace information and provide valuable opportunities to influence product directions. 

Note: Suppliers of off-the-shelf products will seldom respond to direction as a developer of 
custom software would. Nor will all suppliers encourage (or allow) a close working relation- 
ship. The nature of the relationship will depend on the importance of the product to the solu- 
tion and the importance of the project to the supplier. 

Implications for project management processes: 
• Integrated Supplier Management defines practices that establish a foundation for de- 

veloping appropriate supplier relationships. However, the specific practices tend to em- 
phasize relationships with suppliers of custom products, not suppliers of off-the-shelf 
products. To build processes appropriate for COTS-based systems, the specific practices 
must be reoriented. For example, these suppliers of off-the-shelf products will not gener- 
al ly allow monitoring of their processes or work products. Hands-on evaluation of each 
off-the-shelf product release (including any patches) is more realistic. 
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• The Project Planning practices establish mechanisms to plan for the activities and re- 
sources needed for monitoring the marketplace as an integral part of planning the project. 
For a COTS-based system, planning processes must include the resources (budget, time, 
facilities, and skilled personnel) necessary to support the monitoring of the marketplace 
and product evaluation across the life of the solution. In particular, an experimentation 
facility that allows for hands-on examination of the products under consideration will be 
required for the life of the solution. 

Implications for engineering processes: 
• The Integrated Supplier Management practices, though not typically considered engi- 

neering practices, are useful for identifying and evaluating potential sources of products 
and for the ongoing monitoring of changes in the marketplace. However, these practices 
should not be used to select products. Product selection must be integral to developing 

and analyzing alternative architectures as described in Technical Solution practices. 

• For COTS-based systems, identification and analysis of the impact of marketplace 
changes must be considered in both the Technical Solution and Requirements Devel- 
opment process areas as well as in engineering enterprise processes. Engineering proc- 
esses should include activities that create and maintain the experimentation or test bed 
facilities so that engineers and end users can conduct hands-on evaluations of off-the- 
shelf products. 

Implications for support processes: 
• The practices of Process and Product Quality Assurance must be viewed differently 

for an off-the-shelf product. Since these products were not developed to directly meet the 
needs of the project, the work products for these products may not conform to the stan- 
dards set for the project. Diagnostic techniques will be required to ensure sufficient in- 
sight into each product's quality and to understand how that quality will affect the quality 
of the delivered solution. 

4.5 Develop Early and Maintain a Flexible Architecture 

Since the off-the-shelf products are "owned" by their vendors or suppliers, the framework by 
which the products are combined with other products of the solution to provide desired func- 
tionality—the architecture—becomes an important strategic asset. Further, the flexibility and 
evolvability of a COTS-based system become critical quality attributes of the solution. The 
architecture is evolvable if it can retain its structure and cohesiveness yet allow the solution 
to respond efficiently to product upgrades, technology advances, and new operational or busi- 
ness needs. 

Implications for project management processes: 
• Project Planning practices describe the mechanisms necessary to manage the architec- 

ture as a corporate asset. For a COTS-based system, planning must account for the re- 
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sources necessary to form and evaluate, through one or more executable representations, 
the flexibility and evolvability characteristics of the solution and its architecture. 

•    For COTS-based systems, the architect of the solution must have excellent current and 
predictive knowledge of the domain and marketplace products and technologies. The 
uncertain availability of this caliber of engineer may represent a substantial risk to the 
project. Planning for the project must include identifying and scheduling personnel with 
the necessary skills. In addition, processes that manage risk should identify and actively 
develop mitigations for this risk. 

Implications for engineering processes: 
The flexibility and evolvability attributes are so important to a COTS-based system that 
Verification and Validation practices should be used to assess these properties in the ar- 
chitecture as demonstrated in simulations and prototypes as the solution's definition 

evolves. 

Technical Solution practices indicate that "make-or-buy" analysis begins early in the 
project; it also indicates completion of that analysis when a decision is made. For COTS- 
based systems, this analysis will not be complete until the solution is retired. Previous 
decisions may have to be revisited when an existing product changes or a new product 
becomes available. 

• 

• A strategy that describes project standards or protocols that will be used to link off-the- 
shelf products and other elements of the solution must be included as an artifact of Tech- 
nical Solution practices for a COTS-based system. Individual strategies must be devel- 
oped to meet the needs of each defined alternative. Each strategy must also describe the 
level of effort required to create and maintain the "wrappers" or "glue" as the products 
change across the life of the solution. 

4.6 Implement Disciplined Spiral Practices with Fre- 
quent Executables 

Spiral development allows the discovery of the critical attributes of the solution through an 
evolutionary exploration of the highest risk elements of the solution and the COTS products 
available to address them. It also facilitates the frequent and direct feedback from all affected 
stakeholders and reduces the risks due to misunderstandings or unforeseen technical and op- 
erational factors through evolving executable representations of the solution. The executable 
representations must be sufficient to demonstrate how the enterprise processes are affected by 
the solution. 

Implications for project management processes: 
•    If a spiral development process has not been implemented, COTS-based system projects 

may need to revamp their planning processes to align with this approach. In spiral devel- 
opment, planning evolves rather than being "done once" with updates only based on ma- 
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jor, frequently unforeseeable, changes. Project Planning practices establish mechanisms 
that can be used to continuously update the project plan based on what is currently 
known of project and solution risks. For a spiral development approach, the project plan 
is updated in each iteration^ as detailed planning for the iteration reflects the lessons 
learned and risks mitigated in preceding iterations. This results in an evolving definition 

of project objectives as the project's risk profile changes. 

• The practices of the Risk Management process area are essential to the successful man- 
agement of a COTS-based system project. In a spiral development approach, prioritized 
risks are used to directly plan and manage the project—and the plan is updated as known 
risks are suitably mitigated and new risks are identified. The objectives for each iteration 
are designed to mitigate the highest priority remaining project risks. The management of 
risk must be an integral part of project planning, project monitoring, and engineering ac- 

tivities. 

Implications for engineering processes: 
• To mitigate risk in a COTS-based system project, requirements must be explored and 

negotiated, alternative designs must be created and evaluated, and executable representa- 
tions of the solution must be assembled. Executable representations need to be built in 
each iteration to demonstrate consensus and progress. Therefore, for a COTS-based sys- 
tem, the practices in Requirements Development, Technical Solution, and Product In- 
tegration will take place in every iteration. 

• In spiral development, the solution, any products (including off-the-shelf products), and 
selected intermediate work products require almost continuous re-verification and re- 
validation as the definition of the solution evolves. The Verification and Validation 
process areas can be valuable in defining the processes necessary in this area. In particu- 
lar, specific practices that concurrently develop verification procedures and criteria with 
the solution design will be important in defining the activities for each iteration. 

Implications for support processes: 
• The processes that implement the Configuration Management practices must be very 

robust for a COTS-based system. The definition of what to control and when it will be 
"baselined" has to be carefully considered. Where in a more traditional approach, se- 
lected artifacts are baselined at specific project milestones, a project using a spiral devel- 
opment approach must develop the engineering artifacts concurrently. Definition and 
control of these artifacts will begin very early in the development process and continue as 
the definition of the solution evolves. 

• While much work has been done to measure progress and quality of a custom software 
development, the same cannot be said for solutions that depend on off-the-shelf products. 
This makes the practices of Measurement and Analysis more critical, as each organiza- 
tion will have to establish measurement objectives, measurements, and procedures based 

directly on its own business goals. 

' Also referred to as a spiral. 
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4.7 Involve Stakeholders Directly and Actively 

The required level of commitment throughout the life of the solution is significant, even un- 
precedented, particularly for the end-user community. However, continuous participation 
from all affected stakeholders is essential to the success of the project because the activities 
that identify, evaluate, and select COTS products will shape the end-user operational proc- 
esses and define the functionality, cost, and schedule for the solution that will be delivered. 
Affected stakeholders must be available to quickly resolve mismatches as they are discovered 
between the available COTS products, and to concurrently agree that the evolving definition 
of the solution will meet their needs. 

Implications for project management processes: 
• The Integrated Project Management for IPPD, Integrated Teaming, and Organiza- 

tional Environment for Integration process areas provide the necessary foundation to 
form and sustain empowered teams. The ffPD process areas will provide the basic 
mechanisms needed for defining and managing the stakeholder involvement necessary to 
support the development of COTS-based systems. The broad and possibly disparate 
group of stakeholders affected by a COTS-based system will make the practices defined 
in the IPPD discipline particularly important—as well as the discipline amplifications for 
IPPD throughout all of the process areas. 

• Applying Project Planning practices in a COTS-based system project will ensure that 
the necessary resources for stakeholder involvement are included. Planning for the pro- 
ject will need to include ensuring that relevant stakeholders are involved in requirements 
negotiations and that adequate resources are available to support hands-on exploration of 
candidate COTS products in an operationally applicable context. 

Implications for engineering processes: 
• While the Validation process area indicates that "often" end users are involved, for 

COTS-based systems, the end users will always need to be involved in validation to con- 
firm the results of any and all negotiations. 

Implications for support processes: 
• Organizational Environment for Integration practices provide a necessary foundation 

to form and sustain empowered teams. In the most effective COTS-based systems pro- 
jects, the solution development team must explicitly include the suppliers of the off-the- 
shelf products as well as the more traditional engineers, end-users, customers, testers, 
maintainers, and so on. 
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5 Interpreting CMMI Process Areas 

This section provides guidance for each CMMI project management, engineering, and sup- 
port process area. This guidance is designed to be a reference in defining, tailoring, or ap- 
praising processes for COTS-based systems projects. For convenience, the purpose, specific 
goals, and specific practices for each CMMI process area are provided in text boxes. 

5.1 Project Management Process Areas 
The CMMI project management process areas cover the management activities related to 
planning, monitoring, and controlling the project. As with a custom development project, 
there is a critical need for these management activities for projects producing COTS-based 
systems. For a COTS-based system, however, there are some unique considerations. These 
considerations and their implications are summarized in Table 3 and will be discussed in the 

following pages. 

Table 3:    Summary of Implications for Project Management Process Areas 
Process Area Interpretation 

Project Planning Orient for spiral development, if not already implemented. 
Identify affected stakeholders and obtain needed commitments 
for their active involvement. 
Add COTS-based system unique budget and facility needs. 

Project Monitoring and Control Use as-is—but new activities, metrics must be monitored. 

Supplier Agreement Management Use as-is for contracts with suppliers of custom products; reorient 
for licenses with suppliers of off-the-shelf products. 
Reviewing and selecting COTS products must be included in en- 
gineering processes. 

Integrated Project 
Management for IPPD 

Use as-is—it is particularly important to continuously involve 
stakeholders in solution definition and involve affected stake- 
holders in negotiations and trades. 

Risk Management Use risks to plan and manage all project/iteration activities. 
Add COTS-based system unique risk areas. 

Integrated Teaming Develop techniques to quickly involve very diverse stakeholders 
and sustain that involvement throughout the project. 

Integrated Supplier Management Use as-is for suppliers of custom products; reorient for suppliers 
of off-the-shelf products and market research. 
Develop ways to stay current in product directions and to influ- 
ence directions of key off-the-shelf products through relationships 
with suppliers, other customers, and standards bodies. 
Monitoring/evaluating supplier's processes may not apply. 

Quantitative Project Management Use as-is. 
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Project Planning 
Purpose: Establish and maintain plans that define project activities. 

If a spiral development approach is not already implemented, planning processes may need to 
be revamped. In this approach, planning is a continuous activity that responds directly to 
newly discovered or mitigated risks and to what is learned about the solution as the develop- 

ment proceeds. 

SG 1: Estimates of project planning parameters are established and maintained. 
SP 1.1 -1: Establish a top-level work breakdown structure (WBS) to estimate the scope of the 
project. 
SP 1.2-1: Establish and maintain estimates of the attributes of the work products and tasks. 
SP 1.3-1: Define the project life-cycle phases upon which to scope the planning effort. 
SP 1.4-1: Estimate the project effort and cost for the work products and tasks based on estima- 
tion rationale.  

In addition to any changes resulting from spiral development, the use of off-the-shelf prod- 
ucts introduces new cost elements. Estimation and tracking of costs, facilities, and personnel 
must accommodate new and changed elements. For example, the risk that disruptive changes 
in the off-the-shelf products will affect the solution development plans or the enterprise proc- 
esses means that relationships with vendors, users groups, and standards bodies will be re- 
quired to continuously gather enough information about market drivers to anticipate the im- 
pact of product changes on the evolving definition of the solution. In addition, the required 
direct stakeholder involvement from the customer and end users in the planning process may 
impact ongoing enterprise functions and require additional resources. 

Technical Solution practices expect that alternative solutions will be formed. There will 
likely be different project planning estimates for each alternative. These estimates will be 
fuzzy early on and will be refined for the most attractive alternatives as more is learned about 
the stakeholders' needs, the available off-the-shelf products, and the effort that will be re- 
quired to build an acceptable solution using those products. 

SG 2: A project plan is established and maintained as the basis for managing the project. 
SP 2.1-1: Establish and maintain the project's budget and schedule. 
SP 2.2-1: Identify and analyze project risks. 
SP 2.3-1: Plan for the management of project data. 
SP 2.4-1: Plan for necessary resources to perform the project. 
SP 2.5-1: Plan for knowledge and skills needed to perform the project. 
SP 2.6-1: Plan the involvement of identified stakeholders. 
SP 2.7-1: Establish and maintain the overall project plan content.  

To accommodate spiral development, the project plan tends to be very high level. It will de- 
scribe, at a coarse-grained level: the capability that will be built and fielded; the key mile- 
stones and resources needed to deliver the capability; the number of iterations required to 
mitigate risk; and the allocation of the known risks to each iteration. 
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Detailed planning consists of a fine-grained plan for the current iteration. The iteration plan 
defines the goals and objectives for the iteration and determines the resources (including cost 
and schedule) necessary to meet them. The objectives for any given iteration are designed to 
meet high-priority functional needs and to mitigate high-priority risks to the project. (Note: 
The greatest risk posed to the project may be implementing the changes to the enterprise 
processes to match those in the available products.) Practitioners have found it useful to con- 
strain each iteration to the amount of work that can be done in a fixed, relatively short period 
of time (one to eight weeks). 

All work in a project is conducted through one or more iterations—including the work of 
building and maintaining the project plan. Later iterations build on the results of earlier itera- 
tions to produce the desired capability. The project plan is updated as each iteration is 
planned. Therefore, it always reflects what is known about the project needs and a current 
assessment of project risks. 

SG 3: Commitments to the project plan are established and maintained. 
SP 3.1-1: Review all plans that affect the project to understand project commitments. 
SP 3.2-1: Reconcile the project plan to reflect available and estimated resources. 
SP 3.3-1: Obtain commitment from relevant stakeholders responsible for performing and sup- 
 porting plan execution.  

In many projects, the commitments are relatively stable. In a COTS-based system, the plans 
are flexible and will change in reaction to many forces inside and outside of the project. The 
commitments to support the updated plans have to keep pace with these changes and may 
need to be renegotiated with each iteration. 
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Project Monitoring and Control 
Purpose: Provide an understanding of tlie project's progress so that appropriate corrective actions can 
be taken wtien the project's performance deviates significantly from the plan.  

Monitoring and controlling a COTS-based system project is challenging in that, as noted in 
discussion of Project Planning, the project is re-planned in each iteration based on an up- 
dated understanding of the remaining risks. In addition, the volatility of the off-the-shelf 
products will make monitoring and controlling the project difficult. New releases of selected 
products may add or delete features that will affect the use of that product in the solution. 
These changes, driven by forces outside the control of the project, may force the reconsidera- 
tion of decisions that had already been made and cause the project to reverify and revalidate 
work that had been considered completed. 

SG 1: Actual performance and progress of the project are monitored against the project plan. 
SP 1.1-1: Monitor the actual values of the project planning parameters against the project plan. 
SP 1.2-1: Monitor commitments against those identified in the plan. 
SP 1.3-1: Monitor risks against those identified in the project plan. 
SP 1.4-1: Monitor the management of project data against the project plan. 
SP 1.5-1: Monitor stakeholder involvement against the project plan. 
SP 1.6-1: Periodically review/the project's progress, performance, and issues. 
SP 1.7-1: Review the accomplishments and results of the project at selected project milestones. 

In a custom development project, it may be possible to merely track progress against a prede- 
fined project plan. In a COTS-based system project, however, the project plan is updated in 
each iteration. It is important to monitor the progress of the project with an emphasis on what 
was learned during the iteration and what those lessons mean to the project's risk profile. 

SG 2: Corrective actions are managed to closure when the project's performance or results deviate 
significantly from the plan. 

SP 2.1-1: Collect and analyze the issues and determine the corrective actions necessary to ad- 
dress the issues. 
SP 2.2-1: Take corrective action on identified issues. 
SP 2.3-1: Manage corrective actions to closure. 

In a risk-based spiral development approach, deviations from the project plan are handled in 
the context of the project's risk profile and risks are assigned for mitigation to one or more 
iterations in the high-level project plan. It may be many iterations before actions are taken in 
response to any single identified issue. 
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Supplier Agreement Management 
Purpose: Manage the acquisition of products from suppliers for which there exists a formal agreement. 

As written in CMMI, this process area focuses on tlie mechanisms needed for developing and 
managing formal purchasing and contractual agreements with suppliers—emphasizing sup- 
pliers with whom there is a contractual relationship. While the specific goals and practices 
are useful, suppliers of off-the-shelf products will seldom react to specific program needs as 
suppliers contracted to perform custom development would. Further, licenses grant permis- 
sion to use a specified product under defined conditions and typically don't commit the sup- 
plier to meet unique project requirements—or even promise quality or functional behavior of 

the product. 

SG 1: Agreements with the suppliers are established and maintained. 
SP 1.1-1: Determine the type of acquisition for each product or product component to be ac- 
quired. 
SP 1.2-1: Select suppliers based on an evaluation of their ability to meet the specified require- 
ments and established criteria. 
 SP 1.3-1: Establish and maintain formal agreements with the supplier.  

In a COTS-based system, emphasis is placed on selecting the product that will best meet 
stakeholder needs—an engineering activity—rather than selecting a qualified supplier—a 
management activity. Confidence that the supplier can or will support the product will be 
evaluated as a factor in selecting the product. The formal agreement with the supplier of a 
selected product may be a license that grants the project permission to use the product within 
predefined conditions. The license should be negotiated to align as closely as possible with 
project and enterprise needs. It will be important that the project understand the typical (not 
always standard) license agreements made in the relevant segment of the marketplace. 

SG 2: Agreements with suppliers are satisfied by both the project and the supplier. 
SP 2.1-1: Review candidate COTS products to ensure they satisfy the specified requirements 
that are covered under a supplier agreement. 
SP 2.2-1: Perfonn activities with the supplier as specified in the supplier agreement. 
SP 2.3-1: Ensure that the supplier agreement Is satisfied before accepting the acquired product. 

 SP 2.4-1: Transition the acquired products from the supplier to the project.  

Since it is assumed that an off-the-shelf product will be used "as-is," the license for use of 
these products seldom provides any warranty for performance of the product. Ensuring satis- 
faction of the terms of the license and transition of the product tends to emphasize the right to 
use the product rather than the acceptability of the product for use in the solution. The ac- 
ceptability of an off-the-shelf product and selection of its use in the solution is conducted as 

an engineering, not a project management, activity. 
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Integrated Project Management for IPPD 
Purpose: Establish and manage the project and the involvement of the relevant stakeholders according 
to an integrated and defined process that is tailored from the organization's set of standard processes. 

While there are no special considerations for the specific goals in this process area, the prac- 
tices of this process area, in conjunction with the other IPPD process areas, are particularly 
important for the development of a COTS-based system. These practices provide the neces- 
sary foundation for both the generic spiral development and specific off-the-shelf product 
implications for defining and managing the stakeholder involvement necessary to support the 

development of a COTS-based system. 

For a COTS-based system, it is particularly important to manage stakeholder involvement in 

identifying mismatches and conducting the necessary tradeoffs to resolve them. In the devel- 
opment of a COTS-based system relevant stakeholders include the end-user community, the 

system engineers, and the suppliers of the off-the-shelf products. Their involvement is sig- 

nificant and must be planned and managed. 

SG 1: The project is conducted using a defined process that is tailored from the organization's set of 
standard processes. 

SP 1.1-1: Establish and maintain the project's defined process. 
SP 1.2-1: Use the organizational process assets and measurement repository for estimating and 
planning the project's activities. 
SP 1.3-1: Integrate the project plan and the other plans that affect the project to describe the 
project's defined process. 
SP 1.4-1: Manage the project using the project plan, the other plans that affect the project, and 
the project's defined process. 
SP 1.5-1: Contribute work products, measures, and documented experiences to the organiza- 
tional process assets. 

SG 2: Coordination and collaboration of the project with relevant stakeholders is conducted. 
SP 2.1-1: Manage the involvement of the relevant stakeholders in the project. 
SP 2.2-1: Participate with relevant stakeholders to identify, negotiate, and track critical depend- 
encies. 
SP 2.3-1: Resolve issues with relevant stakeholders. 
SP 2.4-1: Transition the acquired products from the supplier to the project. 

SG 3: The project is conducted using the project's shared vision. 
SP 3.1-1: Identify expectations, constraints, interfaces, and operational conditions applicable to 
the project's shared vision. 
SP 3.2-1 Establish and maintain a shared vision for the project. 

SG 4: The integrated teams needed to execute the project are identified, defined, structured, and 
tasked. 

SP 4.1-1: Determine the integrated team structure that will best meet the project objectives and 
constraints. 
SP 4.2-1: Develop a preliminary distribution of requirements, responsibilities, authorities, tasks, 
and interfaces to teams in the selected integrated team structure. 
SP 4.3-1: Establish and maintain teams in the integrated team structure.  

There are no special considerations for these specific goals. 
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Risk Management 
Purpose: Identify potential problems before they occur, so that risk-handling activities may be planned 
and invoked as needed across the life of the product or project to mitigate adverse impacts on achiev- 
ing objectives.  

Risk Management practices are essential to the successful management of the spiral devel- 
opment approach required for a COTS-based system—even though some organizations will 
have less discipline or formality in their implementation of the specific practices. Risk man- 
agement should not be considered an independent activity; it must be integrated with project- 

planning activities as well as the engineering activities. 

SG 1: Preparation for risk management is conducted. 
SP 1.1-1: Detemriine risk sources and categories. 
SP 1.2-1: Define the parameters used to analyze and categorize risks, and the parameters used 
to control the risk management effort. 
SP 1.3-1: Establish and maintain the strategy to be used for risk management.  

Risk management for a COTS-based system must include all aspects of building, fielding, 
and supporting the solution. Of special note in such systems is that, in many cases, the high- 
est source of risk to the success of the project is the readiness and willingness, or lack thereof, 

of the targeted end users to accept and use the designed solution. 

SG 2: Risks are identified and analyzed to determine their relative importance. 
SP 2.1-1: Identify and document the risks. 
SP 2.2-1: Evaluate and categorize each identified risk using the defined risk categories and pa- 
 rameters, and determine its relative priority. ^  

Project management risks, technical risks (including risks such as the ability of a given off- 
the-shelf product to scale to meet project needs or interoperate with other critical products of 
the solution), and process risks are identified and analyzed continuously throughout the life 
of the project to determine their impact on both the project and the evolving definition of the 

solution. 

SG 3: Risks are handled and mitigated, where appropriate, to reduce adverse impacts on achieving 
objectives. 

SP 3.1-1: Develop a risk mitigation plan for the most important risks to the project, as defined by 
the risk management strategy. 
SP 3.2-1: Monitor the status of each risk periodically and implement the risk mitigation plan as 
 appropriate.  

In spiral development, high-priority project risks are used directly to determine the objectives 
for each iteration. The project plan is updated in each iteration to reflect mitigated and new 

risks. 
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Integrated Teaming 
Purpose: Form and sustain an integrated team for the development of work products. 

The practices in this process area, with Integrated Project Management for IPPD and Or- 
ganizational Environment for Integration practices, provide the necessary foundation to 
form and sustain empowered teams. There are no special considerations for this process area; 
however, it is a particularly important process area for the development of a COTS-based 
system. It is strongly recommended that the organization use practices from this process area 
as it plans for and develops the solution to facilitate direct involvement of a diverse set of 

stakeholders in project teams. 

SG 1: A team composition that provides the knowledge and skills required to deliver the team's product 
is established and maintained. 

SP 1.1 -1: Identify and define the team's specific internal tasks to generate the team's expected 
output. 
SP 1.2-1: Identify the knowledge, skills, and functional expertise needed to perform team tasks. 
SP 1.3-1: Assign the appropriate personnel to be team members based on required knowledge 
and skills. ,  

There are no special considerations for this specific goal. 

SG 2: Operation of the integrated team is governed according to established principles. 
SP 2.1-1: Establish and maintain a shared vision for tfie integrated team that is aligned with any 
overarching or higher level vision. 
SP 2.2-1: Establish and maintain a team charter based on the integrated team's shared vision 
and overall team objectives. 
SP 2.3-1: Clearly define and maintain each team member's roles and responsibilities. 
SP 2.4-1: Establish and maintain integrated team operating procedures. 
SP 2.5-1: Establish and maintain collaboration among interfacing teams.  

The development of a COTS-based system demands significant stakeholder involvement be- 
cause an off-the-shelf product may require extensive enterprise process engineering. This 
specific goal provides, at the team level, support for collaboration among diverse team mem- 
bers to effectively develop a solution that meets the needs of the enterprise. Understanding 
the needed composition of the integrated team, and using techniques to quickly involve di- 
verse stakeholders and sustain that involvement throughout the life of the solution, is key. 
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Integrated Supplier Management 
Purpose: Proactively identify sources of products tiiat may be used to satisfy the project's requirements 
and to manage selected suppliers wliile maintaining a cooperative project-supplier relationship.  

The specific practices of this prcx;ess area are critical to a COTS-based system. However, 
they must be reoriented to support the proactive identification of off-the-shelf product 
sources and to maintain a cooperative relationship between the project and its suppliers. 
These reoriented practices must support the collection and maintenance of current market- 
place information for the simultaneous definition of and trades among the various spheres of 
influence throughout the life of the solution. 

SG 1: Potential sources of products that best fit the needs of the project are identified, analyzed, and 
selected. 

SP 1.1-1: Identify and analyze potential sources of products that may be used to satisfy the pro- 
ject's requirements. 
SP 1.2-1: Use a formal evaluation process to determine which sources of custom-made and off- 

 the-shelf product to use.  

The emphasis in this specific goal must change from the project management activity of se- 
lecting suppliers to an engineering activity that evaluates and selects products. In a COTS- 
based system the marketplace must be monitored continuously so that the project has as 
much warning as possible of changes that might affect either the project or the solution. In 
addition, monitoring the marketplace for potential new sources will require new practices that 
track the behavior of the marketplace. The relative importance of the product to the project 
and the project to the supplier will determine the opportunities for influencing market direc- 

tions. 

SG 2: Work is coordinated with suppliers to ensure the supplier agreement Is executed appropriately. 
SP 2.1-1: Monitor and analyze selected processes used by the supplier. 
SP 2.2-1: For custom-made products, evaluate selected supplier work products. 
SP 2.3-1: Revise the supplier agreement or relationship, as appropriate, to reflect changes in 

 conditions.  

Suppliers of off-the-shelf products will seldom react as suppliers of custom products do. 
Where suppliers of custom products will build products to a project's specific needs, suppli- 
ers of off-the-shelf products do not. More importantly, suppliers of off-the-shelf products 
will not generally allow monitoring of the processes or work products they use to build their 
product unless they are commonly considered part of the product. As a result, practices such 
as SP2.1-1, may not be applicable for COTS-based system processes. Instead, an experimen- 
tal facility that can be used to evaluate new and changed products is essential for project suc- 
cess. This facility should represent the operational environment as closely as possible and 
support evaluation of enterprise process impacts as well as engineering assessment of the 
suitability of each product, product enhancement, or product patch. 
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Quantitative Project [\/lanagement 
Purpose; Quantitatively manage the project's defined process to actiieve tlie project's established qual- 
ity and process-performance objectives.  

This process area has equivalent value to custom software development and COTS-based 
system projects. The organization will find, however, that the subprocesses selected and the 
data used for quantitative project management may be substantially different for a COTS- 

based system project. 

SG 1: The project is quantitatively managed using quality and process-performance objectives. 
SP 1.1-1: Establish and maintain the project's quality and process-performance objectives. 
SP 1.2-1: Select the subprocesses that compose the project's defined process based on histori- 
cal stability and capability data. 
SP 1.3-1: Select the subprocesses of the project's defined process that will be statistically man- 
aged. 
SP 1.4-1: Monitor the project to determine whether the project's objectives for quality and proc- 
ess performance will be satisfied, and Identify corrective action as appropriate. 

SG 2: The performance of selected subprocesses within the project's defined process is statistically 
managed. 

SP 2.1 -1: Select the measures and analytic techniques to be used in statistically managing the 
selected subprocesses. 
SP 2.2-1: Establish and maintain an understanding of the variation of the selected subprocesses 
using the selected measures and analytic technique. 
SP 2.3-1: Monitor the performance of the selected subprocesses to determine their capability to 
satisfy their quality and process-performance objectives, and identify corrective action as neces- 
sary. 
SP 2.4-1: Record statistical and quality management data in the organization's measurement 
repository.  

There are no special considerations for these specific process areas. 
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5.2 Engineering Process Areas 

The CMMI engineering process areas cover the engineering activities related to development 
and maintenance activities that are shared across solution and software engineering disci- 
plines. As with a custom development project, there is a critical need for discipline in these 
engineering activities for projects producing COTS-based systems. There are, however, 
some unique considerations for these activities defined for a COTS-based system. These con- 
siderations and their implications on the CMMI engineering process areas are summarized in 

Table 4 and will be discussed in the following paragraphs. 

Table 4:    Summary of Implications for Engineering Process Areas 

Process Area Interpretation 

Requirements Man- 
agement 

Use as-is with an understanding that the processes must begin at project start 
and be robust enough to track and manage negotiated changes as under- 
standing of the capabilities of the off-the-shelf products improves. 

Requirements Devel- 
opment 

Prioritize requirements and gain consensus on a minimum set of "must have" 
needs. 
Define requirements in enterprise terms to facilitate negotiations—expect that 
the requirements will evolve as more is learned about the off-the-shelf prod- 
ucts and the shape of the solution. 
Form requirements based on hands-on knowledge of product capabilities. 

Technical Solution Form and maintain alternative solutions through simultaneous definition and 
trades. 
Build and maintain an experimentation facility for evaluation of off-the-shelf 
products in the context of the alternative solutions. 
Design the alternative solutions to support product evolution. 

Product Integration Use as-is to assemble integrated executable representations of the solution in 
every iteration. 

Verification Use as-is from the start of the project to verify that work products accurately 
reflect the state of the solution. 
Involve all stakeholders in peer reviews and verification of work products that 
affect enterprise processes. 

Validation Use as-is from the start of the project to validate that the solution provides 
useful capability to the enterprise. 
Involve all stakeholders to confirm that negotiation results are accurately 
reflected. 
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Requirements Management 
Purpose: Manage the requirements of the project's products and product components and identify in- 
consistencies between those requirements and the project's plans and work products. 

The practices in Requirements Management describe the activities needed for identifying 
and controlling changes to requirements and ensuring that affected plans and data are kept 
current. Robust requirements management processes, techniques, and tools must be defined 
and practiced from the beginning of a COTS-based system project. As end users come to bet- 
ter understand off-the-shelf product capabilities, as the products change with new upgrades, 
or as new products or technology become available, existing requirements are subject to 
change. The negotiation and tradeoffs of mismatches between requirements and products 
starts with project initiation and continues until the solution is retired. 

SG 1: Requirements are managed and Inconsistencies with project plans and work products are identi- 
fied. 
SP 1.1-1: Develop an understanding with the requirements providers on the meaning of the require- 
ments. 
SP 1.2-2: Obtain commitment to the requirements from the project participants. 
SP 1.3-1: Manage changes to the requirements as they evolve during the project. 
SP 1.4-2: Maintain bidirectional traceability among the requirements and the project plans and work 
products. 
SP 1.5-1: Identify inconsistencies between the project plans and work products and the requirements. 

Many programs believe that to "manage" requirements, they need to "control" them. For 
COTS-based systems, managing requirements does not imply that requirements should not 
change. Rather, there will be continual change as the end users discover and negotiate re- 
quirements based on improved understanding of off-the-shelf product capabilities. Still, 
changes to the requirements must be deliberately and carefully managed so that commitments 
can be adjusted. 
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Requirements Development 
Purpose: Produce and analyze customer, product, and product-component requirements. 

The identification and analysis of customer needs and formation into requirements is just as 
important a practice for COTS-based systems as they are for other types of systems. How- 
ever, the practices defined in this process area must be performed simultaneously (with 
tradeoffs) with the practices of the Technical Solution, Product Integration, Verification, 
and Validation process areas—and with practices that engineer enterprise processes. These 
activities must be structured such that the affected stakeholders have hands-on interaction 
with the candidate off-the-shelf products. Requirements will change as the various stake- 
holders better understand the opportunities and limitations of the off-the-shelf offerings. 

SG 1: Stakeholder needs, expectations, constraints, and Interfaces are collected and translated into 
customer requirements. 
SP 1.1 -1 Identify and collect stakeholder needs, expectations, constraints, and interfaces for all phases 
of the product life cycle. 
SP 1.1-2 Elicit stakeholder needs, expectations, constraints, and interfaces for all phases of the product 
life cycle. 
SP 1.2-1 Transform stakeholder needs, expectations, constraints, and interfaces into customer re- 
quirements.  

COTS-based system requirements must be formed through simultaneous definition and 
tradeoff among all spheres of influence. This means that requirements are balanced among 
what stakeholders want, what is available off-the-shelf, what the engineers can assemble, and 

what meets project management constraints. Therefore 

• Requirements are stated in terms of enterprise needs, and prioritized to support ongoing 
negotiations as the definition of the solution evolves. 

• Formation of requirements is strongly influenced by hands-on knowledge of the capabili- 

ties of the off-the-shelf products. 

• Enterprise processes and the associated requirements are negotiated to better align with 

the products. 

SG 2: Customer requirements are refined and elaborated to develop product and product-component 
requirements. 
SP 2.1-1: Establish and maintain product and product-component requirements, which are based on 
the customer requirements. 
SP 2.2-1: Allocate the requirements for each product component. 
SP 2.3-1: Identify interface requirements.   

A COTS-based system project must include processes that identify and gain consensus 
among affected stakeholders on the minimum set of "must have" stakeholder needs, architec- 
turally significant requirements, and quality attributes (e.g., evolvability, reliability, perform- 
ance thresholds).   Prioritizing the requirements as described will help development activities 
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focus on the most critical needs early, create a shared understanding of which requirements 
can be modified to allow the use of an off-the-shelf product, and provide a basis for ongoing 

negotiations among the affected stakeholders. 

SG 3: The requirements are analyzed and validated, and a definition of required functionality is devel- 
oped. 
SP 3.1-1: Establish and maintain operational concepts and associated scenarios. 
SP 3.2-1: Establish and maintain a definition of required functionality. 
SP 3.3-1: Analyze requirements to ensure that they are necessary and sufficient. 
SP 3.4-3: Analyze requirements to balance stakeholder needs and constraints. 
SP 3.5-1: Validate requirements to ensure the resulting product will perform appropriately in its in- 
tended-use environment. 
SP 3.5-2: Validate requirements to ensure the resulting product will perform as intended in the user's 
environment using multiple techniques as appropriate.  

Use cases and operational scenarios are particularly valuable practices for COTS-based sys- 
tems. Their use allows affected stakeholders to model and reason about the current and target 
enterprise processes and the implications of candidate products to those processes. This will 
facilitate more reasoned tradeoffs between requirements, enterprise processes, and available 

products. 
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Technical Solution 
Purpose: Design, develop, and implement solutions to requirements. Solutions, designs, and implemen- 
tations encompass products, product components, and product-related life-cycle processes either singly 
or in combinations as appropriate. 

Technical Solution practices provide the mechanisms necessary to design, develop, and im- 
plement solutions to requirements for a COTS-based system. Discipline in the processes that 
form the architecture and design for COTS-based systems is often more critical than is the 
case for custom developed solutions. Effectively creating and evolving a COTS-based sys- 
tem requires far more than "simply" selecting one or more off-the-shelf products. All aspects 
of the solution are affected by the decision to use one or more products and the focus must be 
on engineering the solution as a whole. Where in custom developed solutions, developers or 
maintainers can "adjust" the code to compensate for poor design choices, in a COTS-based 
system the project's developers or maintainers do not typically have access to the code. 

SG 1: Product or product-component solutions are selected from alternative solutions. 
SP 1.1-1: Develop alternative solutions and selection criteria. 
SP 1.1-2: Develop detailed alternative solutions and selection criteria. 
SP 1.2-2: Evolve the operational concept, scenarios, and environments to describe the conditions, op- 
erating modes, and operating states specific to each product component. 
SP 1.3-1: Select the product-component solutions that best satisfy the criteria established. 

Different alternative solutions may meet the same general need but contain different off-the- 
shelf products, satisfy different requirements, demand very different architectures, and imply 
different enterprise processes. All affected stakeholders must be involved in evaluating and 
selecting among COTS-based system alternatives. Buying into a pre-determined view of the 
solution should be avoided. Selecting alternatives is inextricably linked with selection of off- 
the-shelf products that are included in that alternative. 

Hands-on experimentation with each alternative will be necessary—preferably in an envi- 
ronment that reflects the operational environment. Information on individual off-the-shelf 
products from marketing brochures or supplier websites is insufficient. The stakeholders 
must see candidate products in the way that they will be used in an actual work environment. 

Given the volatility of off-the-shelf products, previous decisions may need to be revisited 
when a product changes or a new product becomes available. Alternative architectures must 
be developed, analyzed, and maintained throughout the life of the solution so organizations 
can react to changes in the products with minimal disruption. 

A word of extreme caution: modification of the off-the-shelf products is a sizeable risk to a 
project and should not be entered into readily. Specific practice 1.1-1 states: "COTS alterna- 
tives may be used with or without modification. Sometimes such items may require modifi- 
cations to aspects such as interfaces or a customization of some of the features to better 
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achieve product requirements." Any necessary modifications to COTS products, even "tai- 
loring" or "customization," pose significant risk to the long-term maintenance of a COTS- 
based system. The maintenance implications of any adjustments to an off-the-shelf product 
should be carefully considered. These adjustments will have to be accommodated with each 
new release of the product—or the new release of a product that interfaces with it. If the 
product must be adjusted for use in the solution, this should be done either via mechanisms 
provided by the product supplier or through "wrappers" that protect the integrity of the prod- 
uct. In addition, beware of any use of an off-the-shelf product that is different from that in- 
tended by the supplier—unintended use may mean that future releases of the product will not 
meet project needs. 

SG 2: Product or product-component designs are developed. 
SP 2.1-1: Develop a design for the product or product component. 
SP 2.2-3: Establish and maintain a technical data package. 
SP 2.3-1: Establish and maintain the solution for product-component interfaces. 
SP 2.3-3: Design comprehensive product-component interfaces in terms of established and maintained 
criteria. 
SP 2.4-3: Evaluate whether the product components should be developed, purchased, or reused based 
on established criteria. 

While custom products are created, COTS-based systems are composed from available prod- 
ucts. Some have interpreted this specific goal to mean that solutions are designed based on a 
top-down analysis and decomposition, however, COTS-based systems must be designed 
"bottom up" as off-the-shelf products are evaluated alone, and in combination with other 
products and elements of the solution, in the context of the evolving definition of alternative 
solutions. 

An integral part of each alternative solution is a product integration strategy. This strategy 
describes where "wrappers" and "glue" are needed to link products within the solution, what 
project standards or protocols will be used in the solution, and how the wrappers or glue will 
be maintained as the products change. A different product integration strategy may be 
needed for each alternative. The strategy will need to be assessed and updated as each prod- 
uct changes—for the life of the solution. 

SG 3: Product components, and associated support documentation, are implemented from their de- 
signs. 
SP 3.1-1 Implement the designs of the product components. 
SP 3.2-1 Develop and maintain the end-use documentation. 

For a COTS-based system, any custom products and any "wrappers" or "glue" necessary to 
link among products are implemented using the practices of this specific goal. Any wrappers 
or glue that are contained in the delivered solution will have to be maintained throughout the 
life of the solution as new versions of the off-the-shelf products are released. 
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Product Integration 
Purpose: Assemble the product from the product components, ensure that the product, as integrated, 
functions properly, and deliver the product. 

These practices should be used as-is. However, for COTS-based systems, Product Integra- 
tion practices are needed in each iteration to develop executable representations of the alter- 
nate solutions that are adequate to demonstrate consensus among the stakeholders on defini- 

tion of the solution and progress in meeting project objectives. 

Building executable representations of the agreed-upon solution as it evolves (i.e., in each 
iteration) is an essential activity in a COTS-based system development. The form of the ex- 
ecutable representation will vary from a mock-up of critical stakeholder needs in early itera- 
tions, to an evolutionary prototype that reflects the architecture and evolves to become the 
fielded solution in later iterations. Later executable representations must test the necessary 
infrastructure and any other systems with which the solution must interact and the enterprise 
processes affected by the solution. 

SG 1: Preparation for product integration is conducted. 
SP 1.1-1: Determine the product-component integration sequence. 
SP 1.2-2: Establish and maintain the environment needed to support the integration of the product 
components. 
SP 1.3-3: Establish and maintain procedures and criteria for integration of the product components. 

SG 2: The product-component interfaces, both internal and external, are compatible. 
SP 2.1-1: Review interface descriptions for coverage and completeness. 
SP 2.2-1: (Manage Internal and external interface definitions, designs, and changes for products and 
product components.   

SG 3: Verified product components are assembled and the integrated, verified, and validated product is 
delivered. 
SP 3.1 -1: Confirm, prior to assembly, that each product component required to assemble the product 
has been properly identified, functions according to its description, and that the product-component 
interfaces comply with the interface descriptions. 
SP 3.2-1: Assemble product components according to the product integration sequence and available 
procedures. 
SP 3.3-1: Evaluate assembled product components for interface compatibility. 
SP 3.4-1: Package the assembled product or product component and deliver it to the appropriate cus- 
tomer. 

There are no special considerations for these specific goals. 
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Verification 

Purpose: Ensure that selected work products meet their specified requirements. 

Verification practices should be used as-is. However, for a COTS-based system develop- 
ment, verification practices are used in every iteration from the early discovery stages of a 
COTS-based development to verify that the artifacts are built correctly and accurately reflect 
what is known about the solution at that point in time. The level of rigor applied will vary 
depending on the stage of a project and the level of detail reflected in the artifacts. In the 
early iterations of COTS-based systems projects, these practices will be applied in an infor- 
mal setting—the rigor will increase as the design evolves and the artifacts become increas- 
ingly detailed over subsequent iterations.   Because all of the artifacts are being developed 
simultaneously, all affected stakeholders must be involved in peer reviews and other verifica- 
tion activities. 

Verification should not be confused with product evaluation, which examines the suitability 
of each off-the-shelf product for use in the solution. In most cases, a separate (from COTS 
product evaluation) integration capability will be required. The facility used for verification 
will demand strict configuration control to support the high repeatability demanded by the 
continuous testing required in a spiral development approach as the solution definition 
evolves and responds to changes in off-the-shelf products. 

SG 1: Preparation for verification is conducted. 
SP 1.1-1: Select the work products to be verified and the verification methods that will be used for each. 
SP 1.2-2: Establish and maintain the environment needed to support verification. 
SP 1.3-3: Establish and maintain verification procedures and criteria for the selected work products. 

SG 2: Peer reviews are performed on selected work products. 
SP 2.1-1: Prepare for peer reviews of selected work products. 
SP 2.2-1: Conduct peer reviews on selected work products and identify issues resulting from the peer 
review. 
SP 2.3-2: Analyze data about preparation, conducting, and results of the peer reviews. 

SG 3: Selected work products are verified against their specified requirements. 
SP 3.1-1: Perform verification on the selected work products. 
SP 3.2-2: Analyze the results of all verification activities and identify corrective action. 

There are no special considerations for these specific goals. 
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Validation 
Purpose: Demonstrate that a product or product component fulfills its intended use when placed in its 
intended environment. 

Validation practices should be used as-is. However, for a COTS-based system development, 
validation practices are used in every iteration from the early discovery stages of a COTS- 
based development to validate that the solution, as it is currently understood, defines a useful 
capability that provides value to the enterprise. The level of rigor applied will vary depend- 
ing on the stage of a project and the level of detail in what is known about the solution. In the 
early iterations of COTS-based systems projects, these practices will be applied in an infor- 
mal setting—the rigor will increase as the design evolves. 

While the process area indicates that "often" end users are involved, for COTS-based sys- 
tems, the end users must always be involved in validation to confirm the results of any and all 
negotiations. Given the demands of spiral development, a required element for COTS-based 
systems, selected intermediate work products will require frequent re-validation. The execu- 
table representations formed in each iteration are essential to validate the evolving definition 
of the solution. This includes any early mock-ups or prototypes. 

SG 1: Preparation for validation is conducted. 
SP 1.1-1: Select products and product components to be validated and the validation methods that will 
be used for each. 
SP 1.2-2: Establish and maintain the environment needed to support validation. 
SP 1.3-3: Establish and maintain procedures and criteria for validation.  

SG 2: The product or product components are validated to ensure that they are suitable for use in their 
intended operating environment. 
SP 2.1-1: Perform validation on the selected products and product components. 
SP 2.2-1: Analyze the results of the validation activities and Identify issues. 

There are no special considerations for these specific goals. 
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5.3 Support Process Areas 
The CMMI support process areas address processes that are used in the context of performing 
other processes. In general the Support process areas address processes that are targeted to- 
wards the project, and may address processes that apply more generally to the organization. 
For example, Process and Product Quality Assurance can be used with all the process ar- 
eas to provide an objective evaluation of the processes and work products described in all of 
the process areas. As with a custom development project, there is a critical need for disci- 
pline in these support activities for projects producing COTS-based systems. There are, 
however, some unique considerations for these activities defined for a COTS-based system. 
These considerations and their implications on the CMMI support process areas are summa- 
rized in Table 5 and will be discussed in the following paragraphs. 

Table 5:    Summary Implications for Support Process Areas 
Process Area Interpretation 

Configuration Man- 
agement 

Use as-is—make robust enough to accommodate spiral development and 
product volatility. 
Establish baselines early and baseline additional off-the-shelf attributes. 

Process and Product 
Quality Assurance 

Use as-is—evaluate quality iteratively as the solution evolves. 
Evaluate off-the-shelf product quality in the context of the solution. 

Measurement and 
Analysis 

Use as-is—different measurements and different interpretation of measures 
may be needed. 

Decision Analysis 
and Resolution 

Use as-is—identify who makes what decisions and who will participate in 
support of simultaneous definition and tradeoffs. 

Organizational Envi- 
ronment for Integra- 
tion 

Use as-is—use as a foundation to form and sustain stakeholder teams. 

Causal Analysis and 
Resolution 

Use as-is—employ new analysis techniques and methods. 
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Configuration Management 
Purpose: Establish and maintain the integrity of worl< products using configuration identification, con- 
figuration control, configuration status accounting, and configuration audits.  

Configuration Management practices should be used as-is. However, for a COTS-based 
system, the configuration management and change management system must be robust 
enough to accommodate configuration items that change often. In addition, it must start early 
in the program to capture the work products associated with early evaluation of off-the-shelf 
products and to accommodate the concurrent development of work products throughout mul- 
tiple iterations that is an essential element of a spiral development approach. 

SG 1: Baselines of identified work products are established. 
SP 1.1-1: Identify the configuration items, components, and related work products that will be 
placed under configuration management. 
SP 1.2-1: Establish and maintain a configuration management and change management system 
for controlling work products. 
 SP 1.3-1: Create or release baselines for intemal use and for delivery to the customer.  

In addition to the work products associated with a custom solution, the configuration baseline 

for a COTS-based system should include how each product is used in the solution, which 
product versions are used in each release of the solution, license information, product 

patches, and dependencies among products. 

SG 2: Changes to the work products under configuration management are tracked and controlled. 
SP 2.1-1 Track change requests for the configuration items. 
 SP 2.2-1 Control changes to the configuration items.  

The change management system must be robust and efficient enough to handle the high level 
of activity that can be expected from updates to most work products in each iteration and the 
asynchronous releases of off-the-shelf products. These releases may be asynchronous with 
other products and/or asynchronous with releases of the solution. 

In addition, it is likely that there will be cascading dependencies among off-the-shelf prod- 
ucts—products that are dependent on one another in such a way that a change or upgrade of 
one is likely to force a corresponding change or upgrade in one or more others. 

SG 3: Integrity of baselines is established and maintained. 
SP 3.1-1 Establish and maintain records describing configuration items. 
 SP 3.2-1 Perform configuration audits to maintain Integrity of the configuration baselines.  

It is important that each iteration begins with correctly configured work products and that the 

integrity of the output of the iteration is ensured. 
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Process and Product Quality Assurance 
Purpose: Provide staff and management with objective insight into processes and associated work 
products.  

Process and Product Quality Assurance practices should be used as-is. However, for a 
COTS-based system quality assurance processes will need to accommodate a spiral devel- 
opment approach. Quality assurance must evaluate quality in each iteration as each of the 

work products evolves. 

SG 1: Adherence of the performed process and associated work products and services to applicable 
process descriptions, standards, and procedures is objectively evaluated. 

SP 1.1-1: Objectively evaluate the designated performed processes against the applicable proc- 
ess descriptions, standards, and procedures. 
SP 1.2-1: Objectively evaluate the designated work products and services against the applicable 

 process descriptions, standards, and procedures.  

The project must expect to treat an off-the-shelf product as a "black box." The project will 
seldom be allowed visibility into the work processes or supporting work products of the sup- 
plier of an off-the-shelf product. The quality of an off-the-shelf product is more appropriately 
measured in terms that characterize how the product affects the desired quality attributes of 
the solution. This will require substantially different techniques and tools. In addition to the 
evaluating the processes used to manage the project, therefore, the focus in quality assurance 
will be on the processes used to evaluate, select, and integrate the products in the context of 
the evolving definition of the solution. 

Note: Any glue, wrappers, or parameter tables used to configure the product can be treated as 

custom developed products. 

SG 2: Noncompliance issues are objectively tracked and communicated, and resolution is ensured. 
SP 2.1-1: Communicate quality issues and ensure resolution of noncompliance issues with the 
staff and managers. 

 SP 2.2-1: Establish and maintain records of the quality assurance activities.  

When an off-the-shelf product is found to be in some way noncompliant with the solution, 
the project may be limited in its choices for resolution. The project should track and com- 
municate the issue; however, the supplier may or may not resolve the issue to the satisfaction 
of the project. In this case, the project can choose another product, compensate for the non- 
compliance with additional custom development, or waive the desired solution compliance.' 
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Measurement and Analysis 
Purpose: Develop and sustain a measurement capability that is used to support management informa- 
tion needs.  

Measurement and Analysis practices should be used as-is. The need for developing and 
sustaining a measurement and analysis capability for a COTS-based system is not different 
from that for a custom development project, although the actual measurements taken and the 
analysis and interpretation of the data may be different. Monitoring and controlling the re- 
quirements changes for a COTS-based system may require different measures or different 
interpretations of existing measures. For example, a COTS-based system project should ex- 
pect any measures of requirements volatility values to be higher than for a custom software 
development, as the requirements are negotiated and traded off based on increasing knowl- 
edge of off-the-shelf products. 

SG 1: Measurement objectives and activities are aligned with identified information needs and objec- 
tives. 

SP 1.1-1: Establish and maintain measurement objectives that are derived from identified infor- 
mation needs and objectives. 
SP 1.2-1: Specify measures to address the measurement objectives. 
SP 1.3-1: Specify how measurement data will be obtained and stored. 
SP 1.4-1: Specify how measurement data will be analyzed and reported. 

SG 2: Measurement results that address identified information needs and objectives are provided. 
SP 2.1-1: Obtain specified measurement data. 
SP 2.2-1: Analyze and interpret measurement data. 
SP 2.3-1: Manage and store measurement data, measurement specifications, and analysis re- 
sults. 
 SP 2.4-1: Report results of measurement and analysis activities to all relevant stakeholders. 

There are no special considerations for these specific goals. 
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Decision Analysis and Resolution 
Purpose: Analyze possible decisions using a formal evaluation process tliat evaluates identified alterna- 
tives against established criteria.        

Decision Analysis and Resolution practices should be used as-is. However, in a COTS- 
based system, decision analysis and resolution is particularly important in supporting the ne- 
gotiation and tradeoffs among the four spheres of influence. The project must define very 
early how decisions will be made, who will make the decisions, and what roles key stake- 
holders will play. There needs to be an understanding of the various levels of decision- 
making processes that will be needed, who has authority to make decisions at each level, and 
who will participate in the different decision-making processes. It is important that all the 
affected stakeholders are knowledgeable of how decisions will be made and how they can 

and should participate. 

SG 1: Decisions are based on an evaluation of alternatives using established criteria. 
SP 1.1-1: Establish and maintain guidelines to determine which issues are subject to a formal 
evaluation process. 
SP 1.2-1: Establish and maintain the criteria for evaluating alternatives, and the relative ranking 
of these criteria. 
SP 1.3-1: Identify alternative solutions to address issues. 
SP 1.4-1: Select the evaluation methods. 
SP 1.5-1: Evaluate alternative solutions using the established criteria and methods. 
SP 1.6-1: Select solutions from the alternatives based on the evaluation criteria.  

There are no special considerations for this specific goal. 
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Organizational Environment for Integration 
Purpose: Provide an Integrated Product and Process Developnrient (IPPD) infrastructure and manage 
people for integration.  

There are no special considerations for this process area. However, Organizational Envi- 
ronment for Integration practices, with those of the Integrated Project Management for 
IPPD and Integrated Teaming process areas, provide the necessary foundation to form and 
sustain empowered teams necessary to support development and maintenance of a COTS- 
based system. 

SG 1: An Infrastructure that maximizes the productivity of people and affects the collaboration neces- 
sary for integration is provided. 

SP 1.1 -1: Establish and maintain a shared vision for the organization. 
SP 1.2-1: Establish and maintain an Integrated work environment that supports IPPD by ena- 
bling collaboration and concurrent development. 
SP 1.3-1: Identify the unique skills needed to support the IPPD environment. 

SG 2: People are managed to nurture tfie integrative and collaborative behaviors of an IPPD environ- 
ment. 

SP 2.1-1: Establish and maintain leadership mechanisms to enable timely collaboration. 
SP 2.2-1: Establish and maintain incentives for adopting and demonstrating integrative and col- 
laborative behaviors at all levels of the organization. 
SP 2.3-1: Establish and maintain organizational guidelines to balance team and home organiza- 

 tion responsibilities.  

There are no special considerations for these specific goals. 
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Causal Analysis and Resolution 
Purpose: Identify causes of defects and other problems and take action to prevent them from occurring 
in the future 

Causal Analysis and Resolution practices should be used as-is. However, for COTS-based 
systems, the techniques and methods used to identify the causes of defects and other prob- 
lems may be different from those used in a custom software system. In particular, diagnostic 
techniques will be needed to isolate the source of subtle interaction problems that can arise as 
multiple off-the-shelf products—each of which operates as designed—are integrated in the 
solution. 

SG 1: Root causes of defects and other problems are systematically determined. 
SP 1.1-1: Select the defects and other problems for analysis. 
SP 1.2-1: Perform causal analysis of selected defects and other problems and propose actions 
to address them. 

SG 2: Root causes of defects and other problems are systematically addressed to prevent their future 
occurrence. 

SP 2.1-1: Implement the selected action proposals that were developed in causal analysis. 
SP 2.2-1: Evaluate the effect of changes on process performance. 
SP 2.3-1: Record causal analysis and resolution data for use across the project and organiza- 

 tion.  

There are no special considerations for these specific goals. 
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6 Summary 

Using off-the-shelf products to meet the needs of business, mission, or operational applica- 
tions demands a fundamental change in how solutions are engineered—and this change has 
implications on engineering, management, and enterprise processes. Building solutions using 
COTS products requires changed roles and responsibilities, new skills, and different proc- 
esses. The processes for developing and maintaining COTS-based systems require more dis- 
cipline than is often practiced in custom development projects, to accommodate the poten- 
tially volatile changes in the off-the-shelf products—changes over which the project has little 

or no control. 

This analysis suggests that, while interpretation is required for those who wish to develop and 
maintain COTS-based systems, CMMI provides a sound basis for COTS-based system proc- 
ess improvement. Further, selecting off-the-shelf products and managing appropriate rela- 
tionships with their suppliers is more than just applying the Supplier Sourcing discipline 

within CMMI: 

1. All four CMMI disciplines—Systems Engineering, Software Engineering, Integrated 
Product and Process Development, and Supplier Sourcing—must be used together 

for COTS-based system processes. 

2. All of the CMMI process area categories—Project Management, Engineering, Proc- 
ess Management, and Support—are important to a COTS-based system project. 

3. CMMI Process areas in the Project Management, Engineering, and Support catego- 
ries will need to be integrated and applied differently to accommodate the process 

demands of COTS-based systems: 

•    Many organizations will find that one of the biggest challenges in imple- 
menting processes for COTS-based systems is the transition to a risk-based 
spiral development approach. A spiral development approach facilitates the 
formation of requirements and the definition of the solution based on a clear 
understanding of the opportunities and limitations of the available off-the- 
shelf products. Implementing a spiral development approach requires that 
the engineering and program management practices be integrated to support 
the simultaneous definition and trades among the four spheres of influence 
and that artifacts that reflect the current understanding of the solution be 
verified and validated through frequent executable representations. 
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•    Suppliers of off-the-shelf products will seldom respond to project needs or 
direction as a developer of custom software does. Effective processes will be 
needed to monitor the marketplace continuously across the life of the solu- 
tion, for indicators of potential changes to the off-the-shelf products that 
could affect the solution and for opportunities to influence those changes. 

While no specific practices exist in CMMI to explicitly address the activities that 
plan, design, and deploy any necessary changes to the enterprise processes, these ac- 
tivities are integral to developing and maintaining a COTS-based system. Integrating 
these activities demands that all affected end-users, who may represent very diverse 
interests, must be directly and actively included with the other stakeholders involved 
in engineering as well as management activities throughout the life of the solution. 
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