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Chapter 1

Summary

SRI International has conducted research on how to model multistep cyber at-
tack scenarios so that such attacks can be detected and identified by automated
systems that analyze a stream of security alerts. Cyber security alerts are pro-
duced mainly by intrusion detection systems, but also by other sources such as
firewalls, file integrity checkers, and availability monitors. A common character-
istic for these first-level security alerts is that each isolated alert is based on the
observation of activity that corresponds to a single attack step (exploit, probe,
or other event). The process of “connecting the dots”, that is, correlating alerts
from different sensors regarding different events and recognizing complex mul-
tistage attack scenarios, has traditionally been manual and ad hoc in nature,
and therefore slow and unreliable.

We have produced methods and a language for modeling multistep attack
scenarios, based on typical isolated alerts about attack steps. The purpose is
to enable the development of abstract attack models that can be shared among
developer groups and used by different alert correlation engines. To verify that
the language is suitable for describing attack models to a scenario recognition
engine, a prototype of such an engine was developed, using components of the
EMERALD intrusion detection framework that has been developed under this
and other DARPA programs. The engine consumes security alerts and makes
high-level conclusions based on the scenario models.

Under this project, research has also been conducted on how the attack
modeling can be extended and used to control highly adaptive attack identifica-
tion mechanisms. An architecture for adaptive security sensing and correlation
has been designed, supporting novel concepts in dynamic monitoring such as
“inquisitive sensors” that can actively probe targets to reduce uncertainty in
observations, and custom sensors that can be dynamically deployed to cover a
certain portion of the attack space. A language for representing models govern-
ing the adaptive behavior of the components has been developed.


goodelle
Text Box

goodelle
Text Box

goodelle
Text Box

goodelle
Text Box

goodelle
Text Box


This work shows how multistep cyber attack scenarios can be analyzed, modeled,
and recognized in an adaptive cyber defense environment
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Chapter 2

Introduction

For almost two decades, research in intrusion detection has mainly been focused
on achieving accurate detection and identification of isolated malicious events.
Significant effort has been expended in the characterization and encoding of
the nearly atomic events that represent misuse. In contrast, only recently have
researchers started to look at how attackers combine attack steps into scenarios,
and how real-world attacks often consist of many such steps. Operators are often
inundated with low-level alarms from their intrusion detection systems (IDSs),
and would like to be informed about how these events are related and how they
fit into a high-level attack scenario.

To enable automatic detection and identification of multistep cyber attack
scenarios, we must be able to understand the characteristics of such scenarios
and we must be able to model the scenarios for a recognition engine. It would
also be desirable to represent the attack models in a generic way that could be
translated to the particular representation that a given correlation technology
uses. If models could be shared among different groups, those groups could
concentrate on development of correlation algorithms rather than spending time
encoding attack scenarios.

The work presented in this report addresses the problems described above,
with the goal of providing developers of correlation technologies with a common
way to express properties of multistep attack scenarios.

In Chapter 3, we present a number of detailed example attack scenarios set
against a generic network architecture. In Chapter 4, we present a methodology
and a language for modeling attack scenarios. Chapter 5 describes how our
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work can be extended to support highly dynamic and adaptive cyber defense
framework.
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Chapter 3

Multistep Cyber Attack
Scenarios

A set of multistep attack scenarios were developed to serve as examples and a
basis for the formal scenario modeling. The scenarios are described here in the
level of detail that is often necessary for accurate modeling.

3.1 Introduction

To support the Correlated Attack Modeling (CAM) Project, the SRI Red Team
was tasked with developing and stepping through attacks against a fictitious
network in order to give the developers of the modeling language some insight
into what likely attacks would look like and how to best communicate charac-
teristics of the attack. The decision was made to develop a “mission ignorant”
attack model and apply it to specific scenarios to develop specific attacks.

3.1.1 Battlefield

A generic network architecture, shown in Figure 3.1, was designed to represent
a typical network that could be used in a variety of different scenarios.

The network contains a DMZ where publicly accessible servers such as DNS,
SMTP, and HTTP would be deployed. This firewall would be configured to allow
traffic necessary for this communication. The firewall to the internal network is
typically configured with a stronger rule set. Communication between servers
on the internal network and servers in the DMZ would be necessary for some
functionality such as dynamic Web content and relaying SMTP mail to the
inside.
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3.1.2 Scenario

The scenario was chosen to be that of an E-commerce network. In this scenario,
a Web server exists in the DMZ that enables the members of the public to
manage their accounts and place orders over an SSL-encrypted session. The
Web server does not have content stored locally. The content resides on a
file server in the internal network. The Web server also communicates with
a database on the internal network for user account information, for placing
orders, and so on.

3.1.3 Conventions Used

Steps typically map to target services or physical nodes. The substeps are what
are required to advance through the attack to the next step. Throughout the
following described attacks, bracketed [ | steps indicate optional steps and curly
braces { } indicate macro steps. A macro step is one in which the attacker has
a choice of methods to complete the step.

3.2 Attack 1 — Through the Web server

3.2.1 Assumptions
e Web server platform is Windows 2000 with Service Pack 1 running IIS 5

e No content stored on Web server. Content is retrieved from internal file
server through normal SMB communications. Account that accesses Web
content only has read access to the content.

e Database is MS SQL 2000

e Firewalls configured to allow high ports (>1023) into network and all ports
out.

3.2.2 Step 1

Goal: Obtain remote administrative access to the Web server and
obtain all the usernames and passwords available on that machine.
A) The attacker tests Web site for IIS Unicode vulnerability (MS00-078) by
attempting to exploit the bug to gain a directory listing. The following string
input into a Web browser’s address field will accomplish this.
http://address.of.iisb.system/scripts/..%cllc../winnt/system32/cnd.
exe?/c+dir

Prerequisites — Machine does not have the hotfix for this vulnerability in-
stalled. There exists a folder under the Web root with execute permissions
assigned to anonymous Internet users (this exists by default). The anonymous
user has execute permissions to cmd.exe and other operating system commands.
A default Windows 2000 install with IIS5 and service pack 1 is vulnerable.



Result — Learns that external user can execute arbitrary commands under
the security context of the account under which the Web service is running.
Observables — I1IS Log files will show specifically malformed HTTP requests.

B) The attacker finds machine vulnerable. In order to redirect standard output
by using the ‘>’ character, the attacker must first copy cmd.exe to another file
name. This can be done using the following command:
http://address.of.iisb.system/scripts/..%cl¥%lc../winnt/system32/cmd.
exe?/c+copy+c:/winnt/system32/cmd. exe+cmdl . exe

Prerequisites — The attacker has write and execute access to a directory.

Result — The attacker can now use the ‘>’ character to redirect output from
echo commands to create a file.

Observables — If the command in the example above were used, a copy
of emd.exe would now exist in the Inetpub\scripts directory with a name of
cmdl.exe. IIS Log files will show specifically malformed HTTP requests.

C) The attacker uploads tools by creating a custom ASP file using echo com-
mands via the bug. Echo is a shell command. An example of the command
used would be
http://address.of .iisb.system/scripts/cmdl.exe?/c+echo+This+is+text+
tot+include+in+a+file+>>+file.asp

Prerequisites — The attacker needs to have access to a directory that allows
anonymous Internet users to create files.

Result — The attacker has now created an ASP file.

Observables — 118 Log files will show malformed HTTP requests. A new ASP
file will be created on the machine.

D) The attacker browses to the newly created ASP file and performs the up-
load(s): http://address.of.iisb.system/scripts/file.asp

Prerequisites — ASP file needs to reside in a directory under the Web root
that is configured to allow ASP files to be executed.

Result — Files are uploaded. Files uploaded are shown in the following steps
and referenced in Appendix A.

Observables — New files would be observed on server. IIS Logs will show
HTTP POST requests.

E) The attacker runs PipeUpAdmin.exe to exploit vulnerability MS00-070.
http://address.of .iisb.system/scripts/cmdl.exe?/c+PipeUpAdmin.exe

Prerequisites — A service must exist that runs under a privileged context
that the anonymous user account can start. The PipeUpAdmin exploit uses the
clipbook service.

Result — The anonymous Internet user account now has administrator priv-
ileges, which gives the attacker the ability to run commands as administrator.

Observables —I1IS Logs will show malformed HTTP requests, there will be a
registry read on a specific key performed, a service will be started, the anony-
mous Internet user account will be in the administrators group.
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Goal — Obtain interface of choice to run commands — note that future network-
level observables would depend on choice of interface.

Option 1 — Full GUI

[VNC is installed and configured to listen on a high port (or other port the
firewall allows through). See Appendix A for more information.

Prerequisite — Need to have administrator access to install.

Result — Service listening on a high port that allows VNC client to connect
to target machine and get a full GUIL If a user is logged in at the console, the
attacker obtains that user’s screen. Otherwise, the attacker will be prompted
with a standard Windows 2000 logon. The attacker will attempt to log on
using the anonymous Internet user account (which has administrator rights
from previous exploit). If machine is configured to disallow interactive logon to
that account, the attacker may add a new administrative user with logon rights
or assign the interactive logon right to the anonymous Internet user account. A
new user can be added using native Windows commands (net user jdoe /add;
net localgroup administrators jdoe /add). To assign the logon right, a Windows
resource kit utility (or other utility) would need to be uploaded and used.

Observable — A new service would be created, VNC libraries (DLLs) and ex-
ecutables would be seen, the registry would be modified, and malformed HTTP
requests would be seen. The use of VNC would be indicated by traffic on a
high port, netstat showing a high listening port and a process appearing in the
process list.]

Option 2 — Interactive shell

[Netcat could be used in conjunction with cmd.exe to provide an interactive
shell to give a command line interface. An example command run on the ma-
chine would be
http://address.of.iisb.system/scripts/..%cl¥%lc../winnt/system32/cmd.
exe?/c+nc.exe+-L+-e+cmd. exe+-p+1234

Prerequisite — Need to have administrator access to configure to run with
administrator privileges because it runs under the security context of the user
who started it.

Result — Netcat listening on a high port configured to spawn a command
shell upon connection from a telnet client (or another netcat).

Observable — A malformed HTTP request would be seen. The use of netcat
would be indicated by traffic on a high port and netstat showing a high listening
port. The netcat executable would be visible on the system and the process
would be visible in a process list.]

Option 3 — Noninteractive shell
[Commands are issued using Unicode exploit as done earlier. Since shell is
noninteractive, output of commands executed will be redirected to a file that
can then be accessed via regular HTTP GET requests.

Prerequisites — Already met. Same method used until now.



Result — Continue to run commands via UNICODE exploit.
Observable — Malformed HTTP requests.]

}

G) Lsadump2.exe is executed in an attempt to extract services and associated
passwords from the LSA.

Prerequisites — The attacker must have administrative privileges.

Results — Passwords for accounts used by the services running on the local
machine are obtained. Lsadump2 will display the service name and clear text
password.

Observables — System process queries the LSA and dumps contents.

H) Specific Registry keys (the service names) are queried to determine the
usernames associated with services for which we found passwords above. This
is done using the resource kit utility regdmp.exe. An example command to
query the clipboard service is
regdmp HKEY_LOCAL_MACHINE\system\currentcontrolset\services\clipsrv

This would give the account name used for the service.

Prerequisites — The attacker must have an account on the system.

Results — The account names used by the services are obtained, which can
now be matched with the passwords found above.

Observables — Registry read to specific keys will be observed.

I) pwdump?2.exe is executed to extract usernames and hashed passwords from
the SAM. Note that this step may not be necessary if domain administrator
access was obtained from the previous step. We would take the output from
pwdump2.exe and use it as input to LOphtcrack to obtain the cleartext pass-
words.

Prerequisites — The attacker must have administrative privileges.

Results — Local usernames and password are obtained.

Observables — System process queries the SAM and dumps information.

3.2.3 Step 2

Goal: Modify Web site by gaining write access to the actual Web
content files and directly modifying them.

A) Users are enumerated on the file server and domain controller. This is
done by using built-in Windows mechanisms that allow unauthenticated users
to enumerate accounts, shares, and other information. In this case, winfo.exe
will be used.

Prerequisites — Ports 139 or 445 allowed from the Web server in the DMZ
to the inside network. Access to at least these ports at least on the file server
would be necessary for the Web server to retrieve the Web content.

Results — Domain and local file server account names and group membership
are now known.

10



Observables — A null session request and clear text usernames would be seen
on the network originating from the Web server.

B) There exists a group called “webmasters” that we assume has read/write ac-
cess through existing share. The attacker attempts to mount remote share with
read/write privileges using normal commands (i.e., net use x: \\fileserver\
webshare) using accounts in webmaster group with passwords found from run-
ning pwdump?2 or lsadump2 above. The attacker finds a match.

Prerequisites — Ports 139 or 445 allowed from the Web server to the file
server. This is necessary for the Web server to retrieve the Web content.

Results — The attacker now has read/write access to the Web content on the
file server.

Observables — Failed logon attempts and mount requests would show up in
the Windows event log if auditing had been properly enabled.

C) Web content is modified with editor of the attacker’s choice. File could be
modified directly or indirectly, or it could be replaced.

Prerequisites — The attacker has mounted share with read/write access.

Results — Web content is now modified.

Observables — Many different observables depending on method of modifi-
cation. In all cases, a tool monitoring the Web content for modification would
work.

3.2.4 Step 3

Goal: Retrieve credit card information stored in database by directly
querying the database with a privileged account.

A) Connection is made to SQL server using osql.exe (which the attacker up-
loads). The SQL server is set up with a blank ‘sa’ password.

Prerequisites — TCP port 1433 (default) allowed from the Web server to
the database. This would be required to incorporate database information in
website. The MS SQL database has a null password for the ‘sa’ account.

Result — The attacker has full access to database.

Observables — Connection by ‘sa’ to database server from the Web server.

B) The attacker issues additional SQL commands to retrieve data. If database
or table names are known, the attacker goes straight to them. If not, the
attacker searches through available databases, tables, or fields using standard
SQL queries until he finds credit card information.

Prerequisites — The attacker has made a connection to the database with an
account that has read privileges to the desired information.

Result — The attacker now has credit card information.

Observables — Lots of cc information going into DMZ! General (as opposed
to specific) SQL queries could be seen on network (i.e., ‘select *’ statements).

11



3.3 Attack 2 — Insider Attack

3.3.1 Assumptions

e The attacker has normal, unprivileged user account.

e Insider has knowledge (or can obtain information) of which machine(s)
contain desired information and information-providing services.

e User does not have administrator access to his own machine.

e Network management, anti-virus or backup service running under domain
administrator account on local workstations

e MS SQL2K uses Windows Authentication.

3.3.2 Step 1

Goal: Get domain administrator privileges by retrieving usernames
and passwords of service accounts running on the local workstation.
A) The attacker obtains administrative privileges to his local workstation by
exploiting vulnerability MS00-070 using PipeUpAdmin.

Prerequisites — The attacker has a local unprivileged account on the work-
station. A service must exist that runs under a privileged context that the
anonymous user account can start. The PipeUpAdmin exploit uses the clip-
book service.

Result — The unprivileged user account now has administrator privileges,
which gives the attacker the ability to run commands as administrator.

Observables — There will be a registry read on a specific key performed, a
service will be started, and the user account will be in the administrators group.

B) The attacker runs lsadump2 and finds passwords associated with the ac-
counts under which the services on the local machine are running.

Prerequisites — The attacker must have administrative privileges.

Results — Passwords for accounts used by the services running on the local
machine are obtained. Lsadump2 will display the service name and clear text
password.

Observables — System process queries the LSA and dumps contents.

C) Specific Registry keys (the service names) are queried to determine the
usernames associated with services for which we found passwords above. This
is done using the resource kit utility regdmp.exe. An example command to
query the clipboard service is
regdmp HKEY_LOCAL_MACHINE\system\currentcontrolset\services\clipsrv
This would give the account name used for the service.

Prerequisites — The attacker must have an account on the system.

12



Results — The account names used by the services are obtained, which can
now be matched with the passwords found above. In this case, we obtain domain
administrator privileges.

Observables — Registry read to specific keys will be observed.

3.3.3 Step 2

Goal: Modify Web site by gaining write access to the actual Web
content files and directly modifying them.
A) With the domain administrator privileges, the attacker mounts the default
drive share on file server, which gives the attacker full access to the entire
disk partition. This is done using normal commands (i.e., net use x: \\
fileserver\c$). At this point the attacker can search the partition for the
Web content.

Prerequisites — Ports 139 or 445 must be allowed. The attacker must have a
username/password that has read/write permissions to the share.

Results — The attacker now has read/write access to content and is able to
modify and create files as well.

Observables — Mount request and success acknowledgment could be seen on
the network.

B) The attacker analyzes the Web content files that query the database which
are used in the normal operation of the Web server.

Prerequisites — The attacker has at least read access to Web content.

Results — The attacker gathers database information (e.g., database names,
table names, possibly usernames/passwords).

Observables — If auditing was properly enabled, the event log would show
anomalous accesses to these files.

C) Web content is modified with editor of the attacker’s choice. Files could be
modified directly or indirectly, or could be replaced.

Prerequisites — The attacker has mounted share with read/write access.

Results — Web content is now modified.

Observables — Many different observables, depending on method of modifi-
cation. In all cases, a tool monitoring the Web content files for modification
would work.

3.3.4 Step 3

Goal: Get customer credit card information by identifying accounts
with access to the data and then getting and cracking the pass-
word hashes for those accounts found on the domain controller. The
database is then queried directly.

A) The attacker will enumerate the users and groups on the database server to
identify accounts that have access to the data in which we are interested. In
this case, winfo.exe will be used.

13



Prerequisites — Ports 139 or 445 allowed from the Web server in the DMZ
to the inside network. Access to these ports at least on the file server would be
necessary for the Web server to retrieve the Web content.

Results — Domain and local file server account names and group membership
are now known.

Observables — A null session request and clear text usernames would be seen
on the network originating from the Web server.

B) The attacker will locate a PDC or BDC by identifying the machine by
which he was authenticated. Viewing the environment variables using the ‘set’
command accomplishes this.

Prerequisites — User is logged on to workstation and has been authenticated
by the domain.

Results — The attacker now has identified a domain controller.

Observables — System call to read the environment variable that contains
the name of the domain controller that authenticated the user.

C) The attacker extracts usernames and password hashes from the PDC using
LOphtcrack and cracks the passwords of accounts that were identified to have
access to the database.

Prerequisites — The attacker has domain administrator privileges and uses
them to make an IPC connection to the domain controller.

Results — The attacker obtains the passwords for all accounts that have
access to the database.

Observables — An administrative IPC session and clear text password hashes
could be seen on the network.

D) At this point the attacker can connect to the database using osql.exe or
other SQL management tools. The attacker may need to attempt connection
with multiple accounts until one is found that has access to the desired data
(credit card information).

Prerequisites — User can connect to the database on TCP port 1433. User-
names and accounts for the database are known.

Results — The attacker gains access to credit card information

Observables — Failed logon attempts to the database would be seen unless
the attacker is able to accurately determine an account with the appropriate
privileges on the first authentication attempt.

E) The attacker queries the proper tables in the proper database for the credit
card information.

Prerequisites — The attacker knows database and table names where credit
card information is stored. The attacker has username/password for an account
that has at least read access to the credit card data.

Results — The attacker now has credit card information.

Observables — Credit card information would be seen traveling in clear text
across the network.
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3.4 Attack 3 — Trojan Application via e-mail

3.4.1 Assumptions

e Non-stateful firewall in use.

e Firewall allows internal users to FTP/HTTP out.

3.4.2 Step 1

Goal: Transition from an outsider to an insider by using a remote shell
through a firewall. The backdoor is provided by a Trojan application
sent in an e-mail.

A) The attacker makes a Trojan horse of a small popular game, by using an
application called elitewrap. Elitewrap wraps the game and another program
called Ackemd into a binary package and runs them both when executed. The
game plays as usual while the Ackcmd binary is run without the user’s knowl-
edge. Ackemd provides a remote command execution using a TCP ACK-tunnel,
which enables it to bypass some firewalls. Ackemd also continues to run after
the Trojan application is killed. This Trojan is then e-mailed to an employee.

Prerequisites — E-mail gateways do not filter executable attachments or scan
for known Trojans. End user must double click the file attachment to execute.
End user must not be running a virus scanner, as some virus scanners will detect
this as a Trojan application.

Results — Port 1054 on the victim’s machine will be listening for an ack
packet. Note that a netstat would not show a listening port because a full TCP
connection is never established.

Observables — Unencrypted SMTP traffic carrying an executable attachment
could be observed going to the mail server. An executable attachment could
be seen at the mail server. The e-mail could also be seen on the network being
delivered to the victim’s machine. Once executed, the Ackemd process could be
seen in the process list. Note that this could be renamed to look like a system
process.

B) Once this Trojan is in place, an attacker can connect to the machine through
the firewall using the Ackemd client component.

Prerequisites — The machine running the Ackcmd server component must
have a publicly accessible IP address. As stated in the assumptions above, the
firewall must not be “stateful”, meaning it does not keep track of TCP hand-
shaking and allows packets that look to be part of an established connection.

Results — The attacker now has the ability to remotely execute commands
with the privileges of the user who executed the Ackecmd server component.

Observables — The Ackemd server component on the victim machine com-
municates over a high port (1054) with the Ackemd client component on the
attacker’s machine on port 80. At first glance, it appears to be a normal HTTP
session; however, system commands and responses can be seen in these packets.

15



C) The attacker can FTP out to get other tools.

Prerequisites — Internal users are allowed to FTP out.

Results — The attacker now has tools and exploits available locally.

Observables — Client /server Ackemd traffic can be seen as stated above as
well as FTP traffic from the victim machine. New files can be seen on the local
machine in whatever directory the attacker chooses to put them.

At this point, the attacker has made the transition from outsider to insider
in regard to access, and continues along the path in Attack 2 steps 1, 2 and 3.

3.5 Attack 4 — Attack through a User’s Home
PC

3.5.1 Assumptions

e Network administrator’s home PC is Windows 98.

e Administrator’s home machine has file sharing enabled with the system
drive shared.

e Administrator has access to corporate network through a VPN connection.

e Once connectivity is established with the corporation network, the ad-
ministrator has Domain Administrator privileges due to use of Microsoft
RRAS for VPN.

e Web application is based on Microsoft Active Server Pages technology.

3.5.2 Step 1

Goal: Identify an administrator’s home PC and attack that PC to
obtain VPN configuration and authentication information.
A) The attacker identifies the administrator’s home PC connected to the In-
ternet via a cable modem. This can be by sniffing packets on the cable modem
segment, using Windows NETBIOS browsing mechanisms (Network Neighbor-
hood), or through noncyber means.

Prerequisites — The attacker has access to the same cable segment as the
administrator.

Results — The attacker now has an IP address of the target machine.

Observables — Because this is a passive activity, it is difficult for the attacker
to be observed. However, it may be possible to use active sensor technology to
detect network interface cards in promiscuous mode.

B) The attacker enumerates the shares on the PC using the built-in Windows
“net” command with the “view” argument.
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Prerequisites — The attacker has IP address of target, the drive is shared
via Windows 98 file and print sharing, and there is no firewall or other device
preventing access to TCP port 139.

Results — The attacker has a list of available shares on the machine.

Observables — SMB connections to port 139 on the victim machine could be
observed.

C) The attacker mounts shares on the employee PC.

Prerequisites — The attacker has IP address of target, the drive is shared
via Windows 98 file and print sharing, and there is no firewall or other device
preventing access to TCP port 139.

Results — The attacker has full read/write access to the hard drive through
a share of the entire drive.

Observables — Network activity would indicate an SMB connection from a
remote machine.

D) After mounting the drive, the attacker first determines what VPN software
is being used and the configuration. This is accomplished by directory listings
to determine what software is installed and if software is found, copying over
the text files with the proper information. If no third-party VPN software is
discovered, the attacker assumes the administrator is using the built-in Windows
VPN client. To verify, and get configuration information, the attacker copies
over the registry files and analyzes them offline.

Prerequisites — The attacker has read/write access to file system.

Results — The attacker now knows which VPN software is being used and
parameters required to connect.

Observables — Disk activity on the victim machine and SMB traffic to port
139 on the victim machine.

E) The username and password to connect to the corporate resources must
be found. This could be done by a text search of files on the machine for
the keyword “pass” and finding a file with the authentication information. If
usernames/passwords are not found clear text on the machine, a keyboard logger
is copied over and put in the Windows startup folder, which starts the keyboard
logger the next time the system is booted. The keystrokes are then copied to a
file, which the attacker returns to get at a later time.
Prerequisites — The attacker has read/write access to system drive.

Results — Username and password for VPN access into corporate network is
discovered.

Observables — On the victim machine, if a keyboard logger is used, the
process could be seen as a running process in the task list. Also, the file with the
keystrokes that the program generates would be visible as well as the program
in the startup folder. File transfers via SMB would also be observable on the
network.
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3.5.3 Step 2

Goal: Configure local machine to mimic behavior of administrator’s
home PC and establish VPN tunnel with the organization.

A) The attacker installs client VPN software if needed on his local machine
and connects using the username/password for the corporation network found
in Step 1 above. This gives the attacker an “in” to the network behind the
firewall and domain administrator privileges as stated in the assumptions.

Prerequisites — The attacker has username and password and knowledge of
how to connect to the corporation network via VPN.

Results — The attacker is connected to the corporate network and is able to
operate as though he were a node on the corporate network. He has also been
authenticated on the domain with domain administrator privileges.

Observables — The VPN connection would show up in the appropriate logs.
This information may not be anomalous, though, if VPN connections are allowed
from anywhere. If domain logons were being audited, the logon would show up
here as well.

3.5.4 Step 3

Goal: Determine location of Web content and modify.
A) The attacker uses standard IIS Administration tool to examine the config-
uration of the IIS Web server and determine where the Web content is stored.
The IP address of the machine can be retrieved via standard DNS requests.

Prerequisites — The attacker must have privileges to read the configuration
of the IIS server and access to port 139 or 445.

Results — The attacker now knows on which computer and share the content
is stored.

Observables — An SMB connection could be seen on the Web server. A
network logon would be performed on the Web server and could be seen if
auditing were configured to do so.

B) The attacker then mounts the filesystem with the Web content and deter-
mines the database name and tables used by the Web application. This infor-
mation is stored in the files that make up the Web application. The attacker can
easily locate information by doing a text search for a database-specific keyword
such as ‘DSN=".

Prerequisites — The attacker must have at least read access to the share that
contains the Web content.

Results — The attacker retrieves database names and address as well as table
names and other useful information.

Observables — SMB traffic to and from the Web server and disk activity on
the Web server.

C) At this point, assuming the attacker has read/write access to the Web con-
tent, the content could be modified using the attacker’s editor of choice. If
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the attacker does not have these privileges, he uses his domain administrator
privileges to mount the whole drive, which gives him the necessary access.

Prerequisites — The attacker has read/write access to the file system with
the Web content.

Results — Web content has been modified.

Observables — File(s) would be modified.

3.5.5 Step 4

Goal: Get the credit card information from the database.
A) The attacker connects to SQL server identified in Step 3 using the MSSQL
administration tool with current domain administrator user/pass.

Prerequisites — SQL server uses standard Windows 2000 logons for security,
the administrator has the privileges necessary to connect to the SQL server, and
port 1433 is reachable from his workstation.

Results — The attacker has a connection to the server that holds the database
that stores credit card information.

Observables — IP traffic to TCP port 1433.

B) At this point, the attacker checks the permissions for the database that holds
the credit card information, using the administration tool. If it is determined
that the attacker does not have the proper privileges, he checks to see which
groups have the correct privileges and makes his account a member of one of
those groups.

Prerequisites — The attacker has necessary privileges to read the credit card
information contained in the database.

Results — The attacker has obtained credit card information.

Observables — Credit card information passing unencrypted on wire.

3.6 Attack 5a — Unix

In these attacks, the scenario is set up in the same way as in previous attacks
except that the hardware and software platforms are different. This attack
can be used against any Unix platform running the vulnerable services. The
exploits used may need to be modified based on the target Unix OS and hard-
ware platforms. The attacker begins the campaign from somewhere out on the
Internet.

3.6.1 Assumptions
e Apache 1.3.19 is used.

e Same root password used on DNS server and Web server.

e Bind 8.2.1 running on DNS server in DMZ.
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e OpenSSH 2.2.0 running on Web and DNS servers. Root allowed to SSH

in.
e MySQL running as the database to hold account information.

e Web content accessed via NF'S from machine on internal network.

3.6.2 Step 1

Goal: Obtain a root shell on the Web server.
A) The attacker uses Bind exploit to get a root shell on DNS server in the
DMZ.

Prerequisites — Victim is running a vulnerable version of BIND running SUID
root.

Results — The attacker has an interactive remote root shell.

Observables — Exploit code could be seen on the network. DNS server could
be seen making an outgoing connection to the attacker machine on port 2500
(default for the exploit). Invocation of root shell could be seen by a host IDS.

B) The attacker FTPs shadow file to himself and cracks root password offline
using crack, john, or a similar tool.

Prerequisites — The attacker has root access on the server. FTP connections
through the firewall from the DNS server are allowed. The attacker has a
cracking tool to brute-force the encrypted passwords to find their clear-text
equivalent.

Results — The attacker now has the username and password for the root
account on the compromised host.

Observables — The shadow file could be detected being transferred to the
Internet; a file transfer session originating from the DNS server could also be
seen. If the DNS server were logging file transfers, this activity could show up

in the log as well. Critical file monitoring, if in use, would detect access to the
shadow file.

C) Web server is configured to use the same root password as the DNS server.
The attacker SSH’s into the Web server and examines Apache configuration files
to determine the location of the Web content.

Prerequisites — The attacker has the password for the root account on the
Web server. The attacker also has knowledge of Apache and the format of the
config files. The Web server is configured to allow root to SSH or telnet in.

Results — The attacker has interactive shell with root privileges on the Web
server.

Observables — An SSH connection could be seen on the network from the
DNS server to the Web server and on the Web server itself. The logon to the
Web server would be logged appropriately.
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3.6.3 Step 2

Goal: Replace Web content with content of the attacker’s choice by
relocating the Web root.

A) The attacker at this point analyzes Web content to determine database and
table names and find usernames and passwords for the database.

Prerequisites — The attacker has at least read access to the Web content.
Note that this would be a necessary requirement for the Web server to be able
to serve up the content.

Results — The attacker gains information enabling remote access to database
(i.e., privileged login information, database layout to allow targeting of specific
tables). The attacker has ability to log into database and retrieve any informa-
tion.

Observables — Since the Web server would already have a connection estab-
lished to the Web content, no new connections would be observed. However,
patterns of file access on the Web server would be different from the “well un-
derstood” profile of file access from the Web server.

B) The attacker uses FTP to retrieve new Web content from an FTP server
on the Internet. Next, the attacker would update the configuration files on the
Web server so that the Web content now comes from the local machine. The
attacker must then restart the Apache daemon.

Prerequisites — The attacker has privileges necessary to modify the Apache
configuration files on the Web server and restart the Web daemon. The firewall
must also allow outgoing FTP connections from the Web server.

Results — New Web content is now served from new local Web root directory.

Observables — If changes to configuration files were being watched for, this
activity could be detected here. The FTP session to retrieve the new content
could be detected. The restart of Apache would probably show up in a log, and
there would be new files on the Web server.

3.6.4 Step 3

Goal: Obtain credit card information by creating a new Web page
that queries the database and returns credit card information, and
then point Web browser to it.
A) The attacker creates an HTML file that queries the database and returns
the credit card information. This can be done locally using any text editor, or
this can be created offline and transferred over with the rest of the Web content.
Prerequisites — The attacker knows the format to use to create a Web page
that queries the database and returns the credit card information. This knowl-
edge is mostly gained from analyzing the Web content in Step 2 above.
Results — The attacker has a Web page that returns the credit card informa-
tion when he points his Web browser to it.
Observables — The query for the credit card information may be unusual and
could be detected. The fact that all credit card information is queried, as op-
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posed to information on one account, would probably be considered anomalous.
A successful HTTP request for an unknown Web page could be seen.

3.7 Attack 5b — Unix

3.7.1 Assumptions:

e OpenSSH 2.2.0 running on Web server. Root allowed to SSH in.

3.7.2 Step 1

Goal: Obtain a root shell on the Web server.
A) The attacker exploits SSH on Web server to connect with the root account.
This can be done directly without having to go through another machine. Note
that steps 1b and 2b occur on the same physical node (host).

Prerequisites — Web server is running a vulnerable version of SSH and allows
the root account access via SSH. The attacker has exploit modified if necessary.

Results — The attacker has a root shell on the Web server.

Observables — Exploit code could be seen in network traffic to the Web server.
Log files would show anomalies in the SSH operation.

3.7.3 Step 2

At this point we continue along the same attack path as Attack 5a, beginning
at Step 2.

3.8 Attack 6 — Reconnaissance

This attack or components of it can be overlaid or used as a precursor to any
of the attack steps or substeps.

3.8.1 Noncyber Reconnaissance

Several methods used in noncyber reconnaissance would be very difficult to de-
tect. An attacker could obtain insider information from an administrator or
other person knowledgeable about the IT infrastructure of the target organiza-
tion. Social engineering tactics can also be used whereby an attacker could call
employees, pretend to be a help desk person or other IT employee, and then
attempt to dupe the user into giving out privileged information. “Dumpster
diving” is another common tactic where a determined attacker will rummage
through the garbage of an organization, looking for any bit of information that
will give him an edge. There are many more variations on these themes.
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3.8.2 Publicly Available Information

Assuming an attacker has little to no prior knowledge of the target organization,
the attacker would most likely scour available public databases to learn as much
about the target organization as possible. IP addresses owned by the target
corporation can be found by searching through the ARIN database. Names of
administrators, any other domain names registered to a company or individual,
and IP addresses of machines responsible for DNS information can typically
be found in WHOIS databases. An attacker may also look for news articles
and search databases such as EDGAR for information about newly acquired
companies. These companies may prove to be an easier target to penetrate
and may have hastily connected to the parent organization with poorly planned
access controls. An attacker may also search technical newsgroups, looking for
postings from the domain of the company to see if an administrator asked any
questions that might reveal information about policies or about hardware and
software in use at the organization. The Web presence of the organization will
also be scoured to search for information that could be of use. The source
code for the Web pages, for example, may have notes listed or IP address and
database names given in clear text. Names or organizational information found
on Web pages can often help to facilitate a social engineering attack.

Prerequisites — The attacker has knowledge of available sources of informa-
tion and Internet access.

Results — The attacker will have more information than before about the
target. This information could be helpful in any number of ways.

Observables — There would be no cyber observables, as this activity occurs
almost entirely outside of the target network. The only information gathering
on the target is via normal allowed Web browsing.

3.8.3 Active Reconnaissance on Organization

The attacker probably by now has a large range of IP addresses registered
to the target organization. The next step will be to identify those addresses
that are accessible or high-value systems. The DNS servers for the domain
names identified in step 1 would be queried to determine IP addresses for mail
and other servers that may provide network services to the public (e.g., FTP,
WWW, News). A zone transfer may also be attempted. If the zone transfer is
successful, the attacker will have obtained all the DNS records the server has for
that domain. Depending on the design, these could be IP addresses for internal
machines as well and may identify databases, network management stations,
certificate servers, or other high-value targets.

Prerequisites — DNS servers for the domain in question are publicly acces-
sible. This is necessary for domains that host Web sites or exchange Internet
e-mail. For a zone transfer, the DNS server must be configured to allow this
from unknown addresses.

Results — Servers that host network services can be identified.

Observables — If an attacker attempts a zone transfer, this will be logged.
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Multiple queries for nonexistent servers from the same IP address may raise
suspicion.

This is an excellent time to attempt to discover as much as possible about
the network topology. Traceroutes can be used to identify routers and other
network devices. Firewalk or a similar tool could be run to attempt to map the
firewall rules.

Prerequisites — The TP address of the firewall or other packet-filtering device
must be known, as well as the IP address of a host behind it to run Firewalk.

Results — The attacker has knowledge of the rules on the firewall and can
direct attacks or possibly pass traffic to the internal network through those
ports. An attacker could also identify the path packets take to reach their
destination and can identify network perimeters and routers.

Observables — An unusually large number of TTL expired ICMP messages
would be visible in the network traffic. Firewalk may have other signatures that
could enable an intrusion detection system (IDS) to detect it.

An attacker’s next step will probably be to verify which IP addresses can be
reached from the Internet and, optionally, what TCP or UDP ports are listening
on those machines. Nmap is a favorite tool for these types of scans, but there
are many others.

Prerequisites — The attacker has access to the Internet and appropriate tools.
Knowledge of firewall rules could enable more successful scans.

Results — Machines and the services running on those machines that are
publicly accessible are identified.

Observables — Many different types of observables are possible, depending
on the scanning method used by the attacker. Most likely, packets could be
detected with a destination port that is not open on the machine toward which
the packet is directed.

If not done in conjunction with the scanning phase, operating systems will
be identified next. Nmap is again the favorite tool for this activity; however,
Queso and other tools can perform the same function.

Prerequisites — The attacker must be able to reach a machine via the Internet
and receive replies from it.

Results — The attacker has a very good guess of the operating system running
on the machine.

Observables — TP packets with unique options set could be detected in the
network traffic. Most of these tools have a unique signature associated with
them.

3.8.4 Finding Vulnerabilities

Once machines have been enumerated and services have been identified, an
attacker will most likely look further at each identified service to determine the
vendor and version of each. To accomplish this, an attacker will connect to a
listening port to see what information is sent back. In some cases, the attacker
may need to attempt connection with a client tool (such as a pcAnywhere client)
to identify the service and version running. Note that the attacker could create
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a custom tool to send special queries to the listening port. The content of the
query would depend on the service the attacker expects to find running there.
The attacker will then use this information to determine which machines and
services are likely to have vulnerabilities.

Prerequisites — The attacker has access to Internet and appropriate tools.

Results — The attacker may be able to determine the software and version
used to run the services on the target machine.

Observables — A full TCP connection to listening ports could be detected.
The data sent to the port may not be what was expected by the listening
application, so this could be used to trigger a flag.

The attacker may also run noisy or blatantly overt vulnerability-scanning
tools such as Cybercop or ISS Internet Scanner (commercial tools), or Nessus
(open-source). These are general tools that will look for a variety of vulnera-
bilities on a machine. These tools are usually easily detected and have unique
signatures.

Prerequisites — The attacker has access to the Internet and appropriate tools.

Results — The attacker has information on what vulnerabilities are likely to
exist on the target machine with little effort put forth by him.

Observables — Again, the observables would be dependent on how the at-
tacker customized the scanning software, but there would be telltale signs if any
of these automated tools were run. In almost every case, there would be a flurry
of activity that most current IDSs would detect and correctly identify.

If a Web server is running, the attacker may also run scanners that look
for vulnerable CGI scripts or other well-known Web server or Web content
vulnerabilities. Whisker is a popular tool to use for this type of scanning. Other
application-specific scanning tools may be used. These tools are much more
specific and less noisy than the ones just previously described, mainly because
they target a specific application and do not try to look for vulnerabilities in
services that do not exist. However, they are still fairly easy to detect if someone
is looking.

Prerequisites — The attacker has access to the Internet and appropriate tools.

Results — The attacker has information on what vulnerabilities are likely to
exist in a specific application on the target machine with little effort put forth
by him.

Observables — Observables would be dependent on the software used and
how the software works. In most cases, though, there will be a flurry of network
activity to a specific port, and logs for the application being scanned will show a
variety of random activity. Many IDSs will detect signatures that these scanners
will generate.

3.8.5 Iterative Reconnaissance

If an attacker has penetrated the perimeter and has root or equivalent access
on a machine on the internal network, tools will usually be uploaded to allow
further exploration. For example, a sniffer will typically be installed to glean
passwords from the wire and analyze data flow to determine important servers.
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Vulnerability scanners may now be run on more machines and may uncover
more vulnerabilities than previously identified outside the perimeter. Typically,
there is much unencrypted traffic inside the network perimeter and policy is
more relaxed. Each time the attacker gains more access, scanning, topology
mapping and other reconnaissance techniques may be employed again to gain
more information.

3.9 Attack 7 — Covering Tracks

This attack or components of it can be overlaid or used as a postactivity in
conjunction with any of the attack steps or substeps.

Once an attacker has some level of access to a machine, there are many ways
for him to cover his tracks. The higher the privilege the attacker has gained,
the more he can do to obscure or eliminate records of his activity. For example,
an attacker may

e Hide processes by renaming (or otherwise)

e Modify and/or delete logfiles

e Use encryption to obscure data

e Use covert methods to thwart network monitoring

e Launch attacks from machines difficult to trace back to attacker
e Hide files and directories

e Disable auditing

e Hide functionality (i.e., Trojans, modified system files)

e Spoof identification

e And many others. ...

3.10 Other Considerations

It is important to note that many options can be taken along an attack path and
the option taken is a function of the attacker’s skill, aversion to detection, style,
and perception of the defenses in place. An attack diagram can be useful to see
where a decision in the attack path can be made and where those decisions can
lead. Figure 3.2 on page 28 depicts an attack tree for all the attack scenarios
described in this chapter, with attack steps, options, and goals.

The “reconnaissance” and “covering tracks” attacks can be used in con-
junction with any of the other attacks. The degree to which the information
gathering would be used is dependent on the attacker and the amount of in-
formation already available to him. The degree to which an attacker would be
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concerned about covering his tracks is dependent upon the attacker’s aversion
to detection and level of sophistication. Methods of covering tracks can also be
used in the reconnaissance phase.
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Chapter 4

Attack Modeling

SRI International has developed a methodology and a language called the Cor-
related Attack Modeling Language (CAML) for modeling of multistep cyber
attack scenarios [9]. CAML uses a modular approach, where a module repre-
sents an inference step and modules can be linked together to detect multistep
scenarios. CAML is accompanied by a library of predicates, which functions
as a vocabulary to describe the properties of system states and events. The
concept of attack patterns is introduced to facilitate reuse of generic modules in
the attack modeling process. CAML is used in a prototype implementation of a
scenario recognition engine that consumes first-level security alerts in real time
and produces reports that identify multistep attack scenarios discovered in the
alert stream.

4.1 Introduction

Security alerts are produced mainly by intrusion detection sensors, but also by
other sources such as firewalls, file integrity checkers, and availability monitors.
A common characteristic for these first-level security alerts is that each isolated
alert is based on the observation of activity that corresponds to a single attack
step (exploit, probe, or other event). The process of “connecting the dots”,
that is, correlating alerts from different sensors regarding different events and
recognizing complex multistage attack scenarios, is typically manual and ad hoc
in nature, and therefore slow and unreliable.

It would be highly desirable to automate the attack scenario recognition
process, but there are several challenges facing such efforts:

e Knowledge representing attack scenarios needs to be modeled, preferably
in a way that is decoupled from the specifics of a particular correlation
technology.

e Producers of first-level security alerts are heterogeneous, and the alert
content may vary.
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e Attacks belonging to the same scenario could be spatially and temporally
distributed.

e First-level alerts could be produced in very high numbers as a result of
false positives, repeated probes, or as an attacker-induced smokescreen.

e An attack scenario could be executed in different ways that are equivalent
with respect to the attackers’ goal. For example, the temporal ordering
of some attacks could be changed, or one attack could be substituted for
a functionally equivalent one.

e Some attacks that constitute part of a scenario will not be represented in
the alert stream. This could be due to missing sensor coverage or because
the attack—albeit part of an attack scenario—is indistinguishable from
normal benign activity.

We have developed methods and a language for modeling multistep attack
scenarios, based on typical isolated alerts about attack steps. The purpose is
to enable the development of abstract attack models that can be shared among
developer groups and used by different alert correlation engines. To verify that
the language is suitable for describing attack models to a scenario recognition
engine, we have developed such an engine that consumes low-level alerts and
makes high-level conclusions based on the scenario models.

4.2 Modeling Attacks

Our discussion of attacks and attack steps is guided by the following key defi-
nitions:

Vulnerability A condition in a system, or in the procedures affecting the op-
eration of the system, that makes it possible to perform an operation that
violates the explicit or implicit security (or survivability) policy of the
system

Exploit Single-step (atomic) exploitation of a single vulnerability

Attack step An exploit or other activity performed by an adversary as part
of a campaign toward the adversary’s goal

(Composite) Attack A collection of one or several attack steps

Attack models for scenario recognition are related to attack trees/graphs
used by red teams. However, the purpose of the attack models is not to provide
details on how each attack is to be carried out. Instead, the emphasis is on how
the attacks are detected and reported. Our modeling methodology includes the
following tasks:

e Identify logical attacks in an attack scenario: These attacks may corre-
spond to attack subgoals, and each of them may be further decomposed
until it can be detected by a sensor.
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e Characterize these logical attacks from the detection point of view: These
attacks may be detected by observing certain events, observing certain
system states, or performing inferences.

e Specify relationships among these attacks: In particular, there are tempo-
ral relationships (e.g., one attack happens before another one), attribute-
value relationships (e.g., the target of one attack is the same as the source
of another one), and prerequisite relationships (e.g., one attack enables
another one to occur).

An attack modeling language must be able to express the knowledge com-
piled in the modeling tasks described above. In addition, an attack modeling
language should fulfill the following requirements to efficiently support attack
scenario recognition:

e FExtensible to handle new attacks and sensors
e FEzxpressive to cover the range of attacks in which we are interested
e Unambiguous to enable mechanization

e Enabling event reduction to identify a high-level security event from a
large number of low-level incident reports

e Enabling efficient implementations

e Independent of sensor technologies other than assuming that sensors and
correlators use a standard means to communicate

4.3 Attack Modeling Language

The Correlated Attack Modeling Language (CAML) enables one to specify mul-
tistage attack scenarios in a modular fashion. A CAML specification contains
a set of modules, which specify an inference step. Moreover, the relationships
among modules are specified through pre- and post-conditions.

Let us consider the following multistep attack scenario as an example: An
attacker first exploits a buffer overflow vulnerability of a secure socket layer
(SSL) implementation, on which a Web server depends, to obtain remote exe-
cution capability. From the Web server, the attacker mounts a file system to
access some sensitive data. Then a file corresponding to a Web page is modified
to include this data, which the attacker can download using an HTTP request.

The individual attacks of this attack scenario may be observed by different
sensors. For instance, a signature-based network IDS may detect the buffer
overflow attack step, an anomaly detection component may detect the unusual
file access, and a file integrity checker may detect the modification of the Web
page. To recognize the “exfiltration” attack scenario, one needs to correlate the
pieces.
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This scenario has many different variations. For example, instead of using
an attack that exploits the SSL vulnerability, the Web server may have other
vulnerabilities (e.g., a buffer overflow vulnerability in Windows IIS indexing
service [7]) that, when exploited, would enable the remote attacker to run arbi-
trary code on it. Instead of accessing a file, the attacker may perform network
sniffing or query an SQL server to steal data. The large number of different
combinations of the attacks makes it difficult to recognize multistage attack
scenarios manually. Moreover, explicitly enumerating all these combinations
makes attack models less extensible. When a new attack is known, one may
have to revisit and modify many previously defined multistage attack models to
incorporate it.

4.3.1 CAML Examples

Figure 4.1 shows a CAML module for the SSL buffer overflow attack step.
In this example, one may first notice the similarity between the structures of
some CAML constructs and the Intrusion Detection Message Exchange Format
(IDMEF) [11]. This design facilitates CAML to interoperate with different types
of sensors that can generate reports in IDMEF. See Appendix B for the CAML
grammar.

In Figure 4.1, the activity section (cf. Lines 2-11) specifies an event template
that could match with intrusion detection reports (which correspond to event
instances) for the buffer overflow attack. When a match occurs, the variables in
the template (s, ¢, and ¢p) are instantiated with the corresponding values in the
event instance. For example, s will be instantiated with the source IP address
reported by a sensor. Moreover, if a literal is used in the template (e.g., “CAN-
2002-0656" as classification name), an event instance must have that value in
the corresponding field to match the template.

The pre-condition section (cf. Lines 12-29) specifies the set of conditions that
must be met by the event instance and the system state to trigger the inference
of this module. The inference results are specified in the post-condition section
(cf. Lines 30-40). Specifically, the two predicates — HasService and Depends
— and the function VersionCmp()! specify that the target host must provide
a service associated with port ¢p that depends on a vulnerable implementation
of SSL. Moreover, every event and predicate in CAML is associated with a
time interval during which it is valid (start and end time for an event). The
temporal predicate Subset() is used to specify that the HasService and the
Depends predicates hold when the matching event instance, denoted by the
label r1, occurs. If the activity and the pre-condition sections are satisfied, the
post-condition section says that a remote execution event may result.

The inference result of the OpenSSL-Handshake-BO-2-Remote-Exec module
— that is, remote execution — may be used as an input for another module.
Figure 4.2 shows an example of inferring a “data theft” event from a “remote

IThe function VersionCmp(a,b) compares two strings a and b. It returns an integer less
than, equal to, or greater than zero if the version number a is before, the same as, or after
version number b.
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1 module OpenSSL-Handshake-BO-2-Remote-Exec (
2 activity:
3 rl: Event(
4 Source (
5 Node (Address(s: address)))
6 Target (
7 Node (Address(t: address))
8 Service(tp: port))
9 Classification(
10 origin == "cve"
11 name == "CAN-2002-0656"))
12 pre:
13 pl: HasService(
14 Node (Address (address == t))
15 Service(
16 imp: implement
17 verl: version
18 port == tp))
19 p2: Depends(
20 Source (Service(
21 implement == imp
22 version == verl
23 port == tp))
24 Target (Service(
25 implement == "OpenSSL"
26 ver2: version)))
27 VersionCmp(ver2, "0.9.6") < 0
28 Subset(rl, pil)
29 Subset (r1l, p2)
30 post:
31 Event (
32 starttime == ril.starttime
33 endtime == DEFAULT_ENDTIME
34 Source (
35 Node (Address (address == s)))
36 Target (
37 Node (Address (address == t)))
38 Classification(
39 origin == "vendor-specific"
40 name == "CAM-Remote-Exec"))
41 )

Figure 4.1: CAML module: OpenSSL buffer overflow to remote execution
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module Remote-Exec-Access-Violation-2-Data-Theft (

1

2 activity:

3 rl: Event(

4 Source(

5 Node (Address(a: address)))

6 Target (

7 Node (Address(b: address)))

8 Classification(

9 origin == "vendor-specific"
10 name == "CAM-Remote-Exec"))
11 r2: Event(

12 Source (

13 Node (Address(address == b)))
14 Target (

15 Node (Address(c: address)))
16 Classification(

17 origin == "vendor-specific"
18 name == "CAM-Access-Violation"))
19  pre:

20 StartsBefore(rl, r2)

21  post:

22 Event (

23 starttime == ri.starttime

24 endtime == r2.endtime

25 Source (

26 Node (Address(address == a)))
27 Target(

28 Node (Address(address == c)))
29 Classification(

30 origin == "vendor-specific"
31 name == "CAM-Data-Theft"))
32 )

Figure 4.2: CAML module: Remote execution and access violation to data theft
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Figure 4.3: Attack model for the exfiltration scenario

execution” event and an “access violation” event. (The latter may be inferred by
other sensor reports such as one corresponding to a suspicious file system mount
request.) Another module (not shown here) may correlate a “data theft” event
with a “data export” event (which may in turn be inferred from an “integrity
violation” event corresponding to an unauthorized Web page modification) to
detect the exfiltration scenario. The attack model for this scenario is depicted
by an AND/OR tree [39] in Figure 4.3.

4.3.2 CAML Modules

A module is the basic unit for specifying correlation steps in CAML. A mod-
ule specification consists of three sections, namely, activity, pre-condition, and
post-condition. To support event-driven inferences, the activity section is used
to specify a list of events needed to trigger the module. These events include
observed events (corresponding to sensor reports) and inferred events. These
events are specified using event templates, which describe the requirements for
the candidate event instances. The structure of CAML events is based on ID-
MEF. For instance, the top-level elements of events, similar to those of IDMEF
alerts, are Analyzer, Source, Target, Classification, Assessment, and Correla-
tion. CAML also has other fields that do not have counterparts in IDMEF.
In particular, there are fields for indicating the start time as well as the end
time of an attack (for evaluating temporal interval relationships), for reporting
alert counts (to facilitate threshold-based analyses), for reporting thread id’s
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(to facilitate alert threading), and for reporting correlated results (to support
correlating of correlated results).

Labels may be associated with matching event instances or their fields so
that they can be referenced in another part of the module. Moreover, simple
constraints in the form of event field comparisons may be used to specify the
event sets needed by a module. For example, in Figure 4.2, the label b is used
as a handle for the target IP address of a “remote execution” event matched by
the first event template. It is subsequently used in a constraint for the source
IP address of an event instance matching the second event template. CAML
can handle the situations in which an event instance may or may not provide
data for a field by means of the optional field construct. A label preceded by a
“?” means that the field is optional. An event instance does not need to have
the fields marked optional to match an event template; however, if it does, these
values will be used when the corresponding labels are referenced.

For specifying constraints on the system states and the event instances,
predicates may be used in the pre-condition section of a module. (We will
discuss these predicates in Section 4.3.3.) Examples of system state constraints
include restrictions on host or service configurations and the state of server
integrity. Examples of event constraints that can be specified in this section
include temporal interval relationships among events.

If the activity and the pre-condition sections are met, the inference result
specified in the post-condition section will hold (in our model). In particular, a
module may derive new system states (in the form of predicates) and inferred
events. The derived information may then be used to trigger the inference
of other modules. As a result, multistep attack scenarios can be detected by
chaining the inferences of CAML modules.

4.3.3 CAML Predicates

To support attack model extension (i.e., ability to incorporate new attack knowl-
edge in attack models) and module composition, we need a uniform way to rep-
resent objects and to express their relationships. For the former, CAML uses an
IDMEF-based representation for events and predicates. For the latter, we have
developed a library of predicates, which functions as a vocabulary to describe
the properties of system states and events. Predicate instances may be fed to
a correlation engine at startup time; they are specified using a construct called
init section in CAML. Predicate instances may also be acquired dynamically.
In particular, the post-condition section of a module may specify inferred pred-
icates. Every predicate instance has an associated time interval during which
it holds. When information needed to determine the truth value of a predicate
is not available, the correlation engine could let the evaluation return a default
value based on a policy. For example, the policy could state that missing infor-
mation should not prevent a module pre-condition from being satisfied, and the
default truth values could be calculated accordingly.

Currently, several dozen predicate types have been defined in CAML, and
they are divided into six categories, namely, Temporal, Hosts, Services, Files,
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Table 4.1: CAML predicate categories

| Category ‘ Description | Example
Temporal | Relationships  between | IsBefore(rl,r2) indicates time in-
two time intervals, based | terval r! ends strictly before the
on Allen’s work on | start of time interval r2
temporal intervals [1]
Hosts Properties or states of a | SuspiciousHost indicates suspicious
host activities originated from a speci-
fied host have been observed
Services Properties or states of an | HasService indicates a specified
operating system or an | host provides a specified service
application instance
Files Relationships and prop- | HasFile indicates a specified host
erties pertaining to files | has a file with a specified name
Users Relationships and prop- | SwitchUser indicates a specified
erties pertaining to users | user at a specified host can “be-
come” another specified user at an-
other specified host
Know Specifying the predicate | Indicates that a specified user
instances known by a | knows the password of another
particular user specified user at a specified host

Users, and Know. The predicate categories are summarized in Table 4.1. All
CAML predicates are described in detail in Appendix C.

4.4 Attack Patterns

Developing attack models for multistep attack scenarios could be time-consuming.
Moreover, the quality of the models depends heavily on the specifier’s experi-
ence. Thus, it is important to identify methods for building new attack models
based on previously defined ones.

Attack patterns facilitate attack model reuse. These attack patterns cor-
respond to high-level reusable modules that characterize common attack tech-
niques from the detection point of view. The concept of attack patterns is
inspired by design patterns [17], which address reuse of software designs and
architectures. In particular, software designs that are proven to be effective
for solving certain recurring problems in a context are distilled to form design
patterns. Similarly, attack patterns are developed to capture the essence of com-
monly occurring techniques used by attackers. However, the focus for attack
patterns is not to facilitate attack development, but to facilitate detection.

A specification of an example attack pattern, called BANDWIDTH AMPLI-
FIER, is shown in Figures 4.4 and 4.5. The specification consists of several
parts. The Attack Goal and the Considerations sections provide the context
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Pattern Name: Bandwidth Amplifier

Attack Goal: To generate more traffic to jam a target to reduce its avail-
ability.

Considerations:

— The communication channel between the source and the target of an attack
may have limited bandwidth.

— One may not be able to break in and use other hosts that have high-
bandwidth channels to directly attack the target.

— The break-ins on other hosts could be detected and traced.

— The packets sent to the target should have certain varieties. Otherwise, the
defender may be able to detect and to block the attack.

Approach: Using an intermediate node that takes a “small” input and gen-
erates a “large” output to flood the target. (The size of the input/output may
be measured by the number of bytes or the number of packets.) Moreover, by
sending requests with a forged source address, equal to the target’s address, to
this intermediate node, the intermediate node will send the responses to the
target. As a result, the amount of traffic going to the target can be increased.
Because of the anonymous nature of this technique, it is difficult to trace the
attack back to its true source.

Examples:

1. Sending DNS requests with a forged source address to cause (large) DNS
responses to be sent to the target. The DNS server is the intermediate
node. See AusCERT Advisory AL-1999.004 [3].

2. Sending an ICMP echo request whose source address equals the target’s
address to a broadcast address. In this case, the intermediate node is the
network corresponding to this broadcast address. See CERT Advisory
CA-1998-01 [4].

Figure 4.4: Attack pattern: Bandwidth Amplifier (Part I)

for the attack pattern. The former describes the issue the pattern addresses,
and the latter discusses the main considerations to determine whether to use
this pattern. The Approach section describes the attack pattern itself. Known
instances of this pattern are described in the Fzamples section. The Detec-
tion section characterizes this attack pattern from the detection point of view
and shows CAML specifications for detecting it. Finally, the Related Patterns
section describes relationships between this pattern and other attack patterns.

When a new attack is discovered and understood, one may be able to factor
the attack into attack patterns. As a result, detecting this attack can be re-
duced to detecting instances of the attack patterns and their relationships. To
illustrate this concept, let us consider two other attack patterns:

COMMANDER-SOLDIER: This pattern corresponds to a technique to increase
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Pattern Name: Bandwidth Amplifier

Detection: A characteristic of this pattern is that one may observe a large
amount of (unsolicited) network traffic going to a node. Moreover, the
source(s) of this traffic have the small-input-large-output property. A CAML
module for detecting this pattern is as follows:

module Packet-Flood-2-Bandwidth-Amplifier (

activity:
rl: Event(
Source (
Node (Address(s: address))
Service(n: name))
Target (
Node (Address(t: address)))
Classification(
origin == "vendor-specific"
name == "CAM-Packet-Flood"))
pre:

pl: SmallInputLargeQutput (
Node (Address (address == s))
Service(name == n))
Intersects(rl, pl)
post:
Event (
starttime == rl.starttime
endtime == rl.endtime
Source (
Node (Address (address == s))
Service(name == n))
Target (
Node (Address (address == t)))
Classification(
origin == "vendor-specific"
name == "CAM-Bandwidth-Amplifier"))
)

Related Patterns: Depending on the amplification ratio, the amplified
traffic may not be sufficient to jam the target. Commander-Soldier may be
used with Bandwidth Amplifier to consume more network bandwidth of the
target.

Figure 4.5: Attack pattern: Bandwidth Amplifier (Part II)
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the attack power and to hide the true source of an attack by managing a
set of nodes to attack a target. This pattern has two types of components,
namely, commanders and soldiers. A commander coordinates a number
of soldiers to attack the same target, and the soldiers carry out the attack
actions.

PERSISTENT INQUIRER: This pattern corresponds to a technique that attempts
to consume the resources of a node by continuously sending requests to it
to prevent it from serving legitimate requests. An example is TCP SYN
flooding.

Using these attack patterns, one could model distributed denial-of-service
(DDOS) attacks like mstream [6] and TFN [5]. The mstream DDOS attack
uses TCP ACK flooding to consume the CPU time of the target. Moreover,
multiple machines are used to generate more TCP ACK packets. The mstream
attack can be characterized by the attack patterns PERSISTENT INQUIRER and
COMMANDER-SOLDIER and their relationships. Another DDOS attack called
TFEN uses different tactics including TCP SYN flooding and smurf, a DOS at-
tack based on ICMP directed broadcast. A model for TFN may be constructed
using three attack patterns, namely, PERSISTENT INQUIRER, BANDWIDTH AM-
PLIFIER, and COMMANDER-SOLDIER. Depending on which tactic(s) an attacker
uses, an instance of TFN may exhibit only behavior pertaining to PERSISTENT
INQUIRER or BANDWIDTH AMPLIFIER. Thus, the TFN model should specify an
“or” relationship between PERSISTENT INQUIRER and BANDWIDTH AMPLIFIER.

4.5 Implementing a Scenario Recognition
Engine

To validate the practical usefulness of the CAML modeling language, we im-
plemented a scenario recognition engine that uses attack specifications written
in CAML. The implementation integrates two advanced technologies devel-
oped in the EMERALD program [27,31], P-BEST and eflowgen. P-BEST
is an expert system shell for building real-time forward-reasoning expert sys-
tems based on production rules [23]. Developed as a platform for the EMER-
ALD M-correlator [30], eflowgen is an extensible application framework where
application-specific processing modules are triggered in response to events (e.g.,
messages, timers, and file and network I1/0). These processing modules may
be dynamically created, modified, reordered, and destroyed. In the scenario
recognition engine, eflowgen receives and processes incoming reports and as-
serts them as facts into the P-BEST factbase. When a fact has been asserted,
eflowgen calls the P-BEST inference engine.

4.5.1 Translating CAML to P-BEST

The first step in building a P-BEST inference engine based on a CAML model is
to translate the CAML specification into the P-BEST language. In the described
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pilot implementation, this translation was performed manually. A CAML mod-
ule maps fairly well into a P-BEST rule, by letting the activity and pre-condition
sections form the antecedent of the rule, while the post-condition section be-
comes the consequent. Predicates are implemented as facts, each representing a
specific predicate, using a generic fact type (P-BEST ptype) with a large num-
ber of member fields. Each different predicate typically uses a small subset of
the available fields. In the traditional version of P-BEST, this would have been
unusable, because it required every field of a fact to be populated. We have
modified P-BEST to allow sparsely populated facts and added a function that
can test if a given field is populated or not. Report events are naturally mapped
into P-BEST facts.

4.5.2 Validation Scenario

In DARPA’s Cyber Panel program, a project called the Grand Challenge Prob-
lem (GCP) has developed example attack scenarios that can be used for testing
and evaluation of detection and correlation technologies. The example mission
system in the GCP consists of multiple enclaves with heterogeneous subsystems
that are used jointly to perform a mission-critical function.

For the validation of our scenario recognition engine, we chose an attack
scenario from GCP version 2.0. The scenario is composed of several coordinated
attacks, some of which must occur in a certain temporal order. The resulting
CAML specification consists of 14 modules.

The GCP provides alerts in IDMEF (XML) format from intrusion detection
sensors enabled at various locations in the example mission system during the
attack scenario. The eflowgen component of our scenario recognition engine was
instrumented to directly consume the IDMEF alerts and map the information
into P-BEST facts.

4.5.3 Results

The scenario recognition engine could correctly identify the modeled attack
scenario from the alert reports. However, the processing latency on a regular
desktop computer was in the order of 3 minutes, which is too slow for real-time
deployment. Analysis of the runtime behavior of the engine showed that certain
parts of the translated CAML code caused combinatorial explosions in P-BEST
(nested loops) with pessimistic evaluation. Basically, all expressions were placed
in the innermost loop. This problem has not been observed in the extensive use
of P-BEST in development of intrusion detection sensors, because such P-BEST
code typically has very few fact-matching clauses in rule antecedents. CAML
specifications, on the other hand, tend to result in complex antecedents causing
this problem to manifest.

We addressed this problem by developing realistic (as opposed to pessimistic)
loop evaluation. The P-BEST language was extended with hints that tell the
P-BEST compiler on which nesting level a clause with implicit fact references
should be placed. We also added explicit syntactical constructs to the P-BEST
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language for placing selected evaluations outside the nested loops. For example,
this can be used for global variables that are independent of facts.

The optimizations resulted in the processing time for the example scenario
being reduced from 3 minutes to 1 second, which makes it feasible to deploy the
scenario recognition engine in real-time situations.

4.6 Related Work

As observed by Eckmann et al.[14], several distinct classes of languages are
used to encode different aspects of attacks. In their terminology, CAML and
other languages that are used to analyze security alerts belong to the correlation
language category.

Alert correlation has been proposed to address the difficult problems of
analyzing a large number of alerts (possibly generated by heterogeneous sen-
sors), identifying the security-critical ones and discounting the false alarms, and
producing high-level reports to summarize and to explain the alerts. Exem-
plary intrusion correlation work includes probabilistic correlation based on at-
tribute similarity [38], mission-impact-based correlation that employs common-
attribute aggregation, topology analysis, and mission-criticality analysis to per-
form incident ranking [30], alarm clustering to support root cause analysis [19],
IBM Zurich’s Tivoli Enterprise Console that employs common-attribute cluster-
ing, alert duplication recognition, and event consequence detection [12], Hon-
eywell’s Scyllarus correlation framework [18], and a simulated-annealing-based
approach for detecting stealthy portscans [35].

For detecting multistep attack scenarios, a naive approach is to use an at-
tack signature that explicitly specifies the constituent attacks and the ordering
among them. In fact, this approach is commonly used in signature-based in-
trusion detection for detecting attacks that involve multiple events. However,
extending this approach to recognize (complex) attack scenarios has weaknesses.
In particular, because some of the attacks may be substituted by other function-
ally equivalent ones and the ordering of the attacks could be changed without
affecting the outcome, there may be many different variations of an attack sce-
nario. Also, it is difficult to extend these attack signatures to incorporate new
attack information.

To address these weaknesses, an attack modeling approach based on spec-
ifying the pre-condition and the post-condition of individual attacks has been
proposed in Jigsaw [37], LAMBDA [10], ADeLe [25], and by Ning et al. [28].
Attacks are related to each other through matching the post-condition of an
attack with the pre-condition of another. Moreover, this approach facilitates
the specification of functionally equivalent attacks and of new attacks as these
attacks can be specified individually. CAML also uses this modular approach for
modeling attack scenarios. To support module composition and attack model
extension, it is very important to have a uniform interface among modules. This
work differs from prior work in that it focuses on a uniform representation of
objects and their relationships and on attack model reuse. We have developed a

42



library of predicates, which functions as a vocabulary to describe system states
and events. Developing attack models for multistep scenarios could be time-
consuming and complicated. To facilitate reuse of the results of prior modeling
efforts, we present a method based on characterizing common attack techniques
and using them as higher-level abstractions in attack scenario modeling.

Attack scenario recognition shares many similarities with vulnerability anal-
ysis for complex computer and network systems (e.g., [32-34,40]). In particular,
to discover the vulnerabilities of a network, one may need to reason about the
configurations of individual hosts, the vulnerabilities of the hosts, and the con-
nectivity and interdependencies among them. Moreover, in vulnerability anal-
ysis, characterizing attacks in terms of pre- and post-conditions has also been
found useful to infer attack sequences that violate a security policy.
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Chapter 5

Adaptive Sensing and
Correlation

We have developed extensions to the CAML scenario recognition engine that
will introduce dynamic and adaptive functionality. We envision an intelligent
component that not only listens to sensors, but actively tunes sensors and other
components based on its global view of the cyber battlefield. For example, in
a situation of increased threat level, it could invoke additional analysis engines,
trigger response components, or update configurations of sensors to extend their
monitoring or make sensors switch into an active probing mode [22]. Further-
more, the engine will be able to dynamically accept new or updated CAML
models and update its knowledge base with those models during runtime. We
present an architecture that supports highly dynamic monitoring and correla-
tion and a language for specification of active component behavior.

5.1 Introduction

Like so many other activities, cyber security can be viewed as an optimiza-
tion problem—the defender seeks to minimize costs while maximizing benefits.
There is a cost associated with a successful attack against your system, and there
are costs associated with the defense mechanisms you deploy. If defense mech-
anisms were very inexpensive in all respects, you would probably deploy them
generously and ubiquitously in order to minimize the risk of a costly attack.
However, real-world defense mechanisms always come with a nonzero price tag,
so we need strategies and tactics for how and when to deploy them. Examples
of the types of costs that defense mechanisms could present include hardware,
software, bandwidth, labor, degradation or loss of services, loss of goodwill (as
a consequence of misdirected response), and even help to the attackers as the
mechanism could itself be vulnerable or leak information.

There are limitations to the amount of optimization that can be done stati-
cally, with respect to the deployment and configuration of defense mechanisms.
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An attack or a legitimate change to the protected system could completely
change the parameters upon which the optimization was based. If we could au-
tomatically and dynamically adapt to changes in the cyber battlefield situation,
we could continuously optimize the cost-benefit ratio of our defense mechanisms.
The adaptation could also include adjustment to parameters such as the maxi-
mum cost we are willing to allow security mechanisms to impose—this value is
likely to be higher after an attack has inflicted some damage.

Although our discussion so far applies to all kinds of defense mechanisms,
the primary focus of this text is on mechanisms that provide monitoring and
reporting, that is, intrusion detection sensors and event correlators. To a certain
extent, we also look at response actuators that are triggered by the monitors.

Why do we need to optimize monitoring—can’t we just monitor everything
that goes on everywhere in our system? To monitor every event on every host, we
would most likely need to double or triple our hardware capacity, as every host
computer would need to be accompanied by one or more monitoring computers
that do nothing else than analyze every single operation taking place on the
monitored host. In general, it takes more computing power to perform intelligent
analysis of an event record than to produce one. For network monitoring, we
could cover a network segment from a strategically chosen location, but if traffic
speeds and volumes are high, the hardware costs could be considerable.

We conclude that in most cases it is infeasible to monitor everything ev-
erywhere, so we need to decide where to monitor and what to monitor. This
decision needs to be made dynamically so that we can adapt to changes in the
monitored system and the current threat situation. In this text we describe an
architecture and design that will support such adaptive capabilities.

5.2 Architecture

The architecture for adaptive sensing and correlation, depicted in Figure 5.1,
includes an adaptive correlation engine and a set of distributed, dynamically
deployable and tunable sensors. Based on observed activities and knowledge of
the protected system, the correlation engine adaptively manages a set of sensors
to optimize the overall detection performance.

The adaptive correlation engine has two main parts: knowledge base and
control. The knowledge base consists of attack models, system models, and
models for adaptive behavior. The attack models characterize attacks (including
multistep attack scenarios) from the detection point of view. The system models
describe the states and configurations of the protected systems and the criticality
of the system components with respect to the missions they support. The models
for adaptive behavior specify what actions to perform and when to perform
them.

The control part of the correlation engine is responsible for interacting with
a control client, managing sensors, and performing inferences to correlate sensor
reports and detect multistep attacks. The control client is used by a security
administrator to change the behavior of the correlation engine, for example,
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loading a new attack model to the engine. Based on the current status of the
operating environment and knowledge for the protected systems, the correla-
tion engine may change the sensor landscape by reconfiguring, (de)activating,
creating, and deploying sensors. The correlation engine accepts reports from
heterogeneous sensors and correlates them to produce higher-level reports.

The adaptive correlation engine dynamically deploys sensors at selected loca-
tions to optimize the overall detection performance. These sensors include tra-
ditional sensors that passively monitor system activities, inquisitive sensors [22]
that may actively probe system components to diagnose a situation based on
observed activities, and custom sensors that are dynamically created and de-
ployed to detect new or specialized attacks.

5.2.1 Engine Management Protocol

A fundamental aspect of adaptive sensing and correlation is the ability to dy-
namically update the correlation engine with new attack models as those models
become available. New models could be the result of new types of attack sce-
narios becoming known and encoded, or the library of models being extended
with larger numbers of known attack scenarios.

We have designed and implemented a communications protocol and operat-
ing procedures for how the CAM scenario recognition engine should be updated
with new attack scenario models during runtime. The basic operating model
is illustrated in Figure 5.2. The complete specification of the protocol can be
found in Appendix D.

An attack model described in CAML is translated into a P-BEST rules file.
The P-BEST rules are translated into C by pbcc and compiled into object code
by the C compiler (gcc). The object code is specific to a selected hardware
architecture and operating system platform.

A Control Client is used to send commands to the CAM Engine Controller.
The set of available commands enables the client to perform the following op-
erations:

Status query When the client sends a status query, the controller reports
a number of parameters. The status report includes a flag indicating
whether the engine is running or stopped, the architecture on which the
engine is residing, and a listing of the attack models currently loaded.

Start engine This command instructs the controller to start the correlation
engine.

Stop engine This command instructs the controller to stop the correlation
engine. When the engine is stopped, it discards incoming messages.

Load module This command instructs the controller to retrieve a new object
code file for the correlation engine and load the new code into the engine.
The order in which object code files are loaded is the order in which the
models will be applied to incoming events. The loading of new object
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code files will not cause any previously loaded files to be unloaded — the
unload command must be used to explicitly unload a file.

Unload module This command is used to remove models from the correlation
engine.

5.2.2 Models for Adaptive Behavior

To support the active behavior of an adaptive monitoring system, one needs
a model to specify what actions to perform and when to perform them. We
have developed a language, called Specification Language for Active Monitoring
(SLAM), for this purpose. SLAM uses an event-driven approach for specifying
the behavior of an adaptive monitoring system.

A SLAM specification consists of a set of triggers and configuration modules.
Basically, SLAM triggers specify a set of events, the context in which they oc-
cur, and the corresponding actions to perform. Moreover, SLAM configuration
modules specify assignments from triggers to monitoring components and the
command-invocation relationships among these components (e.g., a component
may invoke another component to perform a certain action).

A SLAM trigger contains an activity section, a pre-condition section, and an
action section. The activity section and the pre-condition section are used for
specifying a set of events and the context in which they occur respectively; they
are the same as those of CAML (see Chapter 4). The action section contains
commands. Every command has a command name and a list of arguments.
If a set of events can satisfy the activity section and the constraints in the
pre-condition section are met, the commands in the action section will be per-
formed. A command may return a result. For more complex action section
specifications, control-flow statements may be used. (Currently, only C-style
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“if-else” statements are allowed.) To support commands that have optional ar-
guments or allow different combinations of arguments, tagged arguments may
be used.

Figure 5.3 shows a SLAM trigger example. It specifies that a potential
denial-of-service event against port p of host ¢ will trigger a Probe-Service-
Status action to verify the status of the service at port p of host ¢. If the service
is determined to be unavailable, an IDMEF alert is sent to a correlation engine,
which may increase the confidence level of the denial-of-service alert.

trigger Check-Service-Avail (
activity:
Event (
Target (
Node (Address(t: address))
Service(p: port
proto: protocol))
Assessment (

Impact(type == "dos")
Confidence(rating !'= "high")))
action:
if (Probe-Service-Status(targetIP=t, targetPort=p, protocol=proto)
== SVC_DOWN)
Send-IDMEF (recp = correlator, idmef =
Event (
Target (
Node (Address(address == t))
Service(port == p
protocol == proto))
Classification(
origin == "vendor-specific"
name == "SVC_DOWN")
Assessment (
Confidence(rating == "high"))))

Figure 5.3: Example SLAM trigger

SLAM configuration modules serve two main purposes: specifying trigger-
component assignments and specifying delegation relationships among compo-
nents. An assignment of triggers to monitoring components is specified using
the task construct. A task groups a set of SLAM triggers to form a higher-
level entity, which can be deployed as a unit. An assignment can be viewed
as a many-many mapping between triggers and components. That is, a trigger
may be mapped to multiple components, and a component may be mapped to
multiple triggers. To facilitate building complex tasks, a task can be defined to
include the trigger-component assignment of another task.

A monitoring component may need to delegate the responsibility of perform-
ing an action to another component. For example, a correlation engine may be
incapable of probing the status of a server and need to invoke another compo-
nent to perform that action. To specify these delegation relationships, SLAM
configuration modules may be used. Specifically, the following types of con-
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figuration modules are used—component definitions, command interfaces, and
command configuration rules. A component definition specifies the attributes of
the component and associates a unique component identifier to it. A command
interface specifies the name of the command, the type of the return value, and
a list of command arguments and their types. A command configuration rule
specifies the commands supported by a component and the conditions in which
another component can invoke them.

5.3 Alert Correlation and Scenario Recognition

An adaptive monitoring system can increase the robustness of the detection
system by adaptive sensor management, improve the quality of detection reports
by deploying runtime checks to verify the outcome and the relevance of an attack
and by incorporating new attack models, and optimize the use of resources
through analyzing the system activities and incorporating information about
the current threat level.

5.3.1 Increasing Robustness

To avoid being detected, an adversary may deploy evasion tactics or even attack
the monitoring system itself. Thus it is important to build a robust detection
system. Techniques for increasing the robustness of the detection system include
(1) increasing the difficulty for an adversary to determine the current state of the
detection system, for example, by hiding or migrating sensors, and (2) building
an attack-tolerant system through the use of redundancy and diversity.

We use an example to illustrate how a correlation engine can employ adap