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Abstract
During the period of 12/1/2003 ~ 5/31/2004, we have proposed different approaches on
energy efficient wireless sensor networks.

1. We proposed a cross-layer design approach for fault-tolerance and energy efficiency. Net-
work layer (sensor network routing), MAC layer, and physical layer (channel coding and
interleaver) were considered in this approach.

2. Theory and performance analysis for sensor placement and lifetime of wireless sensor net-
works were studied, and statistical distribution of the node lifetime and network lifetime
were presented.

3. A fully-distributed energy-efficient self-organizing protocol was proposed for wireless sensor
networks, and an Expellant Self-Organization (ESO) scheme was developed.

4. Energy efficient intrusion detections and corresponding strategies were studied and simu-
lated for wireless sensor networks.

5. Tradeoffs between latency and energy efficiency were evaluated in wireless sensor networks.

Fourteen papers were produced during the past six months, and are attached to this report.

1 Fault-tolerant and Energy Efficient Cross-Layer Design for Wire-
less Sensor Networks
In wireless sensor networks, fault-tolerance and energy efficiency are two important topics. We

studied fault-tolerance for link failure and compromised nodes (because of security attacks) using a
cross-layer approach: considering network layer (sensor network routing), MAC layer, and physical



layer (channel coding and interleaver). Energy efficiency was also considered in the cross-layer

approach.

1.1 Energy and Mobility Aware Geographical Multipath Routing for Wireless
Sensor Networks

In [4], we proposed a fully-distributed energy and mobility aware geographical multipath routing for
wireless sensor networks. The remaining battery capacity, mobility, and distance to the destination
location of candidate sensors in the local communication range were taken into consideration for
next hop relay node selection, and a fuzzy logic system was applied to the decision making. Sim-
ulation results showed that this scheme could extend the network lifetime longer than the original
geographical routing scheme which only considers distance to the destination location, and this

scheme could reduce the frame loss rate and link failure rate since mobility was considered.

1.2 Fault Tolerant Multipath Transportation Aided with Channel Coding and
Interleaver

In wireless sensor networks, the bandwidth and energy are limited, and some link failures may
happen during data transmission. In [1][2], we proposed a fault tolerant Multipath Transportation
Aided with Channel Coding and Interleaver (MTACCI) scheme for Wireless Sensor Networks. We
drew the following conclusions:

1. Simulation results showed that our scheme performed much better than the Dual Trans-
portation (DT) scheme (in static AWGN channel) and diversity with MRC scheme (in fading
channel) in terms of BER.

2. Our MTACCI could tolerate some link failures, which makes wireless sensor networks surviv-
able and resilient.

3. Our MTACCI scheme needs much narrower bandwidth than the other two schemes, which

solves the bandwidth constraint problem in wireless sensor networks.

4. Our MTACCI scheme can work at low SNR, which can save lots of energy because energy
constraint is one of the most important topics in wireless sensor networks, and existing studies
showed that most energy is consumed in communication-related activies in wireless sensor
networks.

5. The larger the number of paths in MTACCI, the better the performance, which means the

fault is more tolerable. In additions, the required bandwidth is narrower for larger number
of paths in MTACCI.



1.3 Secure and Energy Efficient Multipath-routing (SEEM) in Wireless Sensor
Networks: A Cross-Layer Approach

In wireless sensor networks, security and energy efficiency are two important topics. In multipath
routing, threat can come from compromised nodes, which might relay incorrect information (packet)
to the next node during routing. Detection of such incorrect information is very difficult. In [3][2],
we proposed a Secure and Energy Efficient Multipath-routing (SEEM) scheme aided with channel
coding and interleaver. The M-path in multipath routing were selected using existing routing
algorithm and fuzzy logic system considering the average remaining battery capacity and mobility
of associated nodes. Simulation results showed that even if certain paths were compromised, the
receiver node was still able to recover the transmitted message from errors with very low bit error

rate.

2 Sensor Placement and Lifetime of Wireless Sensor Networks:

Theory and Performance Analysis

The energy constraint on wireless sensor networks leads to limited lifetime. Architects of such
networks are required to guarantee a specific network lifetime for specific applications. In [6][7],
we proposed an analytical network lifetime evaluation methodology that can be used to arrive at a
closed form expression for network lifetime. This methodology is easy to follow. Also, its bottom-
up nature, which views the problem at the sensor node level instead of network level, makes the
approach simpler and faster. As a first step towards validating this approach, we applied it to
networks having regular sensor placement schemes. The schemes chosen for evaluation were the
square grid and the hex grid placement schemes where the sensor nodes are placed at the corners
of squares and regular hexagons respectively. We assumed the square grid networks and the hex
grid networks to be deployed with least density, i.e., distance between adjacent nodes is equal
to the sensing/communication range of an individual sensor. All sensor nodes were assumed to
be identical. Lifetime was defined as the post deployment time interval for which the network
maintains complete coverage and connectivity. The analytical approach that we proposed has the

following three steps:
1. Failure analysis
2. Node lifetime evaluation
3. Network lifetime evaluation.

The first step analyzes the reasons for network failure. The failure analysis of the two grids shows
that the two main reasons for network failure are loss of coverage and loss of connectivity, and this

occurs when any two neighboring nodes fail. High-density networks (distance between adjacent




nodes is | sensor range) are also analyzed for network failure. The second step evaluates the sensor
node lifetime. The lifetime of a sensor node is defined as the time taken for its energy to go zero. It
is modeled as a random variable, and its reciprocal is found to follow a Gaussian distribution. The
third step, which is the network lifetime evaluation, requires the application of reliability theory.
Reliability block diagrams are built to model network failure. Survivor functions of node lifetimes
are used to find the network lifetime survivor function, and hence the probability distribution of
the network lifetime. Simulation results and theoretical plots show strong similarities. Lifetime
evaluation is high-density networks uses the corresponding least density network lifetime, as well as
the node survivor function to evaluate the time taken for the high-density network to reach the least-
density state. The analysis performed on 36-node square grids and hex grids showed that although
the hex grids covers almost double the area as compared to the square grid, it delivers the same
lifetime. Comparisons such as this can enable sensor network architects decide which placement
pattern best suits the application. This methodology can also be used to choose between several
possible routing protocols or data aggregation schemes, based on the lifetime that they deliver.
The square grid and the hex-grid are basic four-neighbor and three-neighbor placement schemes
and can be used as basis for evaluation of other complex placement schemes. The analysis can also

be extended to randomly deployed networks.

3 Energy-Efficient Self-Organization for Wireless Sensor Networks:
A Fully Distributed Approach

Clustering provides a promising hierarchy in energy efficiency. In [12], we first adapted Low-Energy
Adaptive Clustering Hierarchy (LEACH) to more dynamic topologies which is associated with sen-
sor networks. By relying the clustering on the one-hop neighbor information, we removed LEACH’s
dependence on other routing schemes. Furthermore, we introduced adaptive channel assignment
to accommodate the on-off topology changes. However, we noticed that the optimal number of
clusters obtained through simulations does not agree with the analysis. Through extensive study,
we found this is mainly due to the random head election used in LEACH can not guarantee the
desired number of clusters be elected, which shifts the outcome of election to a larger number of
clusters (see [13, 14] for details). To address this problem, in [13, 14], we proposed using cluster
radius to replace the number of clusters as the guideline parameters. Nevertheless, we developed
Expellant Self-Organization (ESO) scheme to guide the election. ESO makes good use of the con-
tention for wireless medium to choose the strongest node to be the cluster head so that not only
the approximately desire number of clusterheads be elected but also they are evenly distributed
in the whole network. Thanks to better outcome of head election, ESO achieves energy efficiency
comparable with LEACH in terms of network life and Data/Energy Ratio without involving global

information in clustering.




4 An Energy-Efficient Self-Organizing Protocol for Wireless Sen-

sor Networks

In [5], we consider a network of energy-constrained sensors deployed over a region. Each sensor
node in such a network is systematically gathering and transmission sensed data to a base station
(via clusterhead) for further processing. A key challenge in data gathering is to maximize the
system lifetime, given the energy constraints. We focused on reducing the power consumption of
wireless sensor networks. The dominate component in energy consumption is almost always due to
communication. Therefore, we heavily modified an existing communication protocol, Low-Energy
Adaptive Clustering Hierarchy (LEACH). We extend LEACH’s stochastic cluster-head selection
algorithm by a deterministic component to reduce energy consumption. Simulation results showed
that our modified scheme can extend the network life around 50% for First Node Dies (FND) and
62% for Last Nodes Dies (LND).

5 Energy Efficient Intrusion Detections and Strategies for Wire-

less Sensor Networks

Denial of Service(DoS) attack on Wireless Sensor Networks(WSN) might attempt to disrupt/degrade
the function of the whole network or might harm a specific node. This type of attack is critical
in any security system. Without proper security mechanisms, networks will be confined to lim-
ited, controlled environments, negating much of promise they hold. While DoS has been studied
extensively for the wire-line networks, it is lack enough of research in WSN. Due to deployment
in tactical battlefield missions, WSN is susceptible to attacks by malicious intruders. Meanwhile,
some salient features of WSN lay challenges in securing the security of message transmitted in the
networks. DoS attack on MAC layer of WSN could potentially disrupt channel access and might
cause waste of bandwidth and power resources. When some normal nodes were captured and re-
programmed by enemies, traditional security mechanisms, such as authentication protocols, digital
signature, and encryption, are not strong enough to make WSN be immune for all kinds of attacks.
Through adding our algorithm to the RTS/CTS based MAC protocols, we improved the safety of
MAC layer. |

In [8][9], we proposed a security algorithm which has two function modules for it: intrusion
detection module and intrusion defense module. The basic idea behind the algorithm is that, intru-
sion module of each node frequently monitors a serial of sensitive network performance indicators,
then according to these statistics’ values, the intrusion module make the decision, i.e. whether
the intrusion existed or not. If intrusion is found, the defense module of each node schedules the
countermeasure to reduce the destroy of the attacker. After a period of time, the node would make
intrusion detection again. We especially studied Collision attack, Unfairness attach and Exhaustion
attack. We applied soft decision theory (8] and fuzzy logic theory [9] separately to carry out our




intrusion detection task. In soft decision approach [8], we made intrusion detection based on the val-
ues of Collision Ratio(R.), Probability of Data Packet Successful Transmission(Ps), Data Packet’s
Waiting-Time(T,,) and RTS Packets Arrival Ratio(Rgrrs). This is a soft decision approach. The
advantage of using soft decision is that we can effectively reduce the chance to make fault decision,
which is caused by very small fluctuation of any indicator’s value. In fuzzy logic decision approach
[9], we detected the intrusion using the values of R (x1), T,,(x2) and Rprs(x3). We found that it
is a waste of energy or unsafe action for the node to try to transmitting or receiving information
during intrusion period. The reason is, the transmitting or receiving is almost unsuccessful or spied
by attackers when enemies attack the network. Besides, there is no center control station in the
network, and we don’t hope to utilize the cooperation among nodes. For energy efficiency purpose,
stopping transmitting and receiving at this time is a feasible method to avoid the intrusion. Our
countermeasure is to force the node switch to sleep mode for a period of time, when it finds the
intrusion happen. And each node schedules its sleep plan individually.

Simulation results showed that our detection algorithm could detect all collision attack, ex-
haustion attack and unfairness attack successfully when intrusion happened. At the same time, the
false alarm rate is 0. Furthermore, our defense algorithm scheduled protection plans successfully.
For our approach, the function modules are executed by each node separately and automatically.
Co-operations among nodes are not required. Therefore it is a distributed method. In addition, no

extra hardware is needed.

6 Latency and Energy Efficiency Aware Wireless Sensor Networks

Performance evaluation was one of the most important research topics for the Wireless Sensor Net-
works (WSN). Latency-aware and energy efficiency were two important parameters to evaluate the
networks quality. In order to meet different performance requirements of the service, we classified
the packets into high priority and low priority. In [10][11], we considered the latency and energy
tradeoffs in WSN. The latency of the high priority packets was small but the network cost more
energy. The latency of the packets of low priority packets was large but the network cost less energy.
We solved this problem by transmitting redundant packets in the WSN. We assumed that the net-
work had a cell-partitioned structure, and sensor moved according to one-step Markov path model
with constant speed. The power consumption ratio: Transmit: receive: idle of the sensor node was
approximately: 40:20:1. Each sensor could generate packets with a Poisson distribution and each
sensor could reserve original packets and relay packets. Each packet entered its subqueue according
to its destination node ID. The 2-Hop relay algorithm was introduced in the networks. This relay
algorithm restricted packets to 2-hop paths, and the relay packet was inserted into the subqueue
of the relay sensors until a source encountered its destination. We implemented the simulation
model using the OPNET modeler. Simulation showed that the scheduling algorithm with/without

redundancy could realize the latency/energy tradeoffs in WSN. The contributions were twofold:




first, we classified the sensor service into two priorities: high and low. The higher priority, the
better delay performance and more energy consumption. We realized it with the two-hop relay
algorithm. Second, we established energy/delay tradeoffs curve for the performance of the two-hop
relay algorithm.

In order to improve the performance of the two-hop relay algorithm, in [11], the Fuzzy logic
system (FLS) was implicated in the sensor nodes selection. We modified the network model with
a cell-partitioned structure: sensor moves according to one-step Markov path model with variable
speed and the distance between two nodes were variable in the WSN and the power loss model
was used. FLS was used to elect the three relay nodes. When there were several pairs within
one cell, we used the FLS to elect the destination node. Three descriptors were used: distance to
the source node, the remaining energy and the degree of mobility. The output of FLS application
provides a node election probability and we could elect three highest probability nodes as the relay
nodes and in another FLS application, we chose the highest probability node as the destination. In
contrast with the cases that only considered one descriptor, simulation results showed that the FLS
application could manage the delay/energy tradeoffs. If we design different FLS in the two-hop
relay algorithm, we can meet different performance requirement in WSN.
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Fault-Tolerant Multipath Transportation Aided
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Abstract— In wireless sensor networks, the bandwidth and
energy are limited, and some link failures may happen during
data transmission. In this paper, we propose a fault tolerant
Multipath Transportation Aided with Channel Coding and
Interleaver (MTACCI) scheme for Wireless Sensor Networks.
Simulation results show that this scheme works much better
than the dual transportation scheme in static channel and
diversity combining scheme in fading channel when link
failures exist. Further analysis demonstrates that this scheme
can solve the bandwidth and energy constraint problems, and
makes wireless sensor networks survivable and resilient.

Index Terms : Wireless sensor networks, multipath trans-
portation, fault tolerant, channel coding, channel fading.

I. INTRODUCTION

Wireless sensor networking is an emerging technol-
ogy that promises unprecedented ability to monitor and
manipulate the physical world via a network of densely
distributed wireless sensor nodes. The nodes can sense the
physical environment in a variety of modalities, including
acoustic, seismic, thermal, and infrared. The data rate can
vary significantly between different types of sensors. For
example, the temperature sensor works at a frequency
significantly less than 1 Hz and generates less than one
byte of information at one time, while a high resolution
video camera can generate 10’s of megabits of information
per second. In wireless sensor networks, there exists some
challenges:

o Bandwidth is limited, which raises some challenges in
information and data transportation in wireless sensor
networks, especially in sensor networks for video
services, which involves a large amount of data.

o The routing path (link) failure may happen during data
transmission because of collision, node dying out (no
battery), node busy, or other accidents.

o There exists energy constraint in wireless sensor
networks because most sensors are battery oper-

ated, which means the operating signal-to-noise-ratio
(SNR) is very low.

« Some applications require real time information and
data, which means re-transmission is not possible.

These challenges motivate us to design a fault-tolerant
transportation scheme for wireless sensor networks. In this
paper, we propose a fault-tolerant multipath transportation
scheme aided with channel coding and interleaver in wire-
less sensor networks.

The idea of utilizing path diversity in multimedia data
transmission was proposed in [6], which mainly considered
image transmission. Recently, Lin er al [12] presented
a reference picture selection scheme based on feedback
for video transmission over multiple paths. Layered cod-
ing combined with a selective Automatic Repeat reQuest
(ARQ) transport scheme was proposed in [13], in which
base layer and enhancement layers are transmitted over
different paths and only base layer is allowed to be retrans-
mitted. Both schemes are under the assumption that the
channel is feedback channel. Aramvith et al [1] proposed
a conditional retransmission strategy to reduce the number
of retransmissions so that to improve the video quality for
wireless video.

In Section II, we introduce some preliminary knowl-
edges on channel fading. In Section III, we present our
Multipath Transportation Aided with Channel Coding and
Interleaver (MTACCI) Scheme. The simulation results and
performance analysis are presented in Section IV, and in
Section V, we conclude this paper.

II. PRELIMINARY KNOWLEDGE ON CHANNEL FADING

In mobile wireless sensor networks, some sensors are
mobile, which will have channel fading during data trans-
portation. We model such fading as Rician fading. Rician
fading occurs when there is a strong specular (direct path
or line of sight component) signal in addition to the scatter




(multipath) components. The channel gain,

9(t) = g1(t) + 790(t) ey

can be treated as a wide-sense stationary complex Gaussian
random process, and g () and gg(t) are Gaussian random
processes with non-zero means my(t) and mo(t), respec-
tively; and they have same variance 03, then the magnitude
of the received complex envelop has a Rician distribution,

z z2 + s2 zs
Pa(z) = ;exp{—*"é;—z—}fo(g) z20 (2
where
s =m2(t) + sz (t) €))

and Ig(+) is the zero order modified Bessel function. This
kind of channel is known as Rician fading channel. A
Rician channel is characterized by two parameters, Rician
factor K which is the ratio of the direct path power to
that of the multipath, i.e., K = s2/202, and the Doppler
spread (or single-sided fading bandwidth) f;. We simulate
the Rician fading using a direct path added by a Rayleigh
fading generator. The Rayleigh fade generator is based
on Jakes’ model [8] in which an ensemble of sinusoidal
waveforms are added together to simulate the coherent sum
of scattered rays with Doppler spread fy arriving from
different directions to the receiver. The amplitude of the
Rayleigh fade generator is controlled by the Rician factor
K. The number of oscillators to simulate the Rayleigh
fading is 60.

III. MULTIPATH TRANSPORTATION AIDED WITH
CHANNEL CODING AND INTERLEAVER SCHEME

In our scheme, the multipaths to be used for trans-
portation can be be chosen using routing. Many routing
protocols have been developed for ad hoc sensor net-
works, which can be summarized as two categories: table-
driven (e.g., destination sequenced distance vector [2],
cluster switch gateway routing [4]) and source-initiated on-
demand-driven (e.g., ad hoc on-demand distance vector
routing [15], dynamic source routing [9]). In [10], Lee
and Gerla proposed a Split Multipath Routing protocol
that builds maximal disjoint paths, where data traffic is
distributed in two roots per session to avoid congestion and
to use network resources efficiently. A Multipath Source
Routing (MSR) scheme was proposed in [19], which is
an extension of Dynamic Source Routing (DSR). Their
work focuses on distributing load adaptively among several
paths. Nasipuri and Das [14] presented the On-Demand
Multipath Routing scheme, which is also an extension of
DSR. In their scheme, alternative routes are maintained,
which can be utilized when the primary one fails. Tsirigos
and Haas [18] proposed a multipath routing scheme based
on Diversity Coding. Three different paths are utilized to
distribute the data, and z-for-y Diversity Coding is used

to offer protection against at most x lost blocks out of the
total z + y blocks.

The number of paths (M -path) to be used for transporta-
tion is determined based on the channel bandwidth and
symbol rate. Based on Shannon channel capacity formula
(16],

C =Wlog(l+ SNR) )]

where C is the channel capacity in bits/sec; W(Hz) is the
channel bandwidth; and SN R is the signal-to-noise ratio.
The transmitted bit rate Ibits/sec has to satisfy I < C
theoretically. For very limited bandwidth per channel in
wireless sensor networks, C' will not be very high. In
additions, it is very desirable if there is no intersymbol
interference (ISI) so that the sensor networks can work at
very low SN R to save energy and extend the network life-
time. To ensure there is no ISI, the symbol rate Rsym/sec
(in transmission) has to be less than the channel bandwidth
(W H?z). Suppose the channel bandwidth is WHz, and
symbol rate is Vsym/sec, then M (number of paths)
can be approximately chosen as a minimum integer which
satisfles M > V/W. Existing routing scheme provides
some candidate paths. How to choose M paths from given
candidates will be discussed in another paper. In this
paper, we assume M paths have been chosen. During the
multipath transportation, some fault (failure) modes may
occur because of collision, node dying out (no battery),
node busy, or other accidents.

In this paper, we propose a multipath transportation
aided with channel coding and interleaver (MTACCI)
scheme. We apply convolutional coding to encode the
information bits, then the code words are interleaved.
Interleaver [20] was used to eliminate the correlation of
the noise/fading process affecting adjacent symbols in a
received code word, but here we use interleaver to make
sure that the lost symbols in one failure path will be
spreaded after de-interleaver so that the Viterbi decoder
will perform well. The interleaved bits are inserted with
some unique words (for demodulation purpose), and then
these bits are modulated to symbols. By this means, a
frame has been built. For M-path transportation, we split
the symbols in one frame to M equal-length bursts, and
each path transmits one burst in parallel. The receiver node
demodulates each successfully received burst from differ-
ent path and provide soft-decision output. The receiver
node combines all the soft-decision output from each burst
according to the order when they are transmitted, and in
case one or more bursts are lost due to link failure during
transmission, the receiver node will provide 0’s as the soft
decision output. In this paper, we use the demodulation
algorithm we proposed in [11] for soft decision output.
De-interleaving is performed to the soft-decision output,
and the de-interleaved data are used as the input to Viterbi
decoder. The decoded output from Viterbi decoder are the




information bits with possible errors due to link failure and
additive white Gaussian noise (AWGN). We summarize
this scheme using a diagram in Fig. 1.
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Fig. 1. The diagram of MTACCIL.

IV. SIMULATIONS AND PERFORMANCE ANALYSIS

We evaluated our MTACCI scheme using computer
simulations. We ran our simulations for four-path trans-
portation (Experiment I) and six-path transportation (Ex-
periment II), and assumed each path has 2% failure rate.
QPSK modulation and convolutional codes with rate %
and connections 101 and 111 (in binary) were used in the
transmitting sensor (encoder) and receiver node (Viterbi

decoder).

A. Four-Path MTACCI

In Experiment I, the information bit rate requires
1.6Mb/sec, but the channel bandwidth is only 533K H z,
and roll-off factor for square-root raised cosine filter is
0.3. To avoid ISI, we used four-path transportation. The
frame structure is plotted in Fig. 2 (a) with 820 QPSK
symbols (800 symbols payload and 20 symbols UW) were
used. We used block interleaver with size 8 x 200 to
interleave the payload bits (after channel coding), and
then then construct a frame by inserting UW and mod-
ulation. One frame is splitted to four equal-length bursts
(205sym/burst) for transmission, and transmitting such a
burst needs 0.5ms, which means symbol rate per channel is
410K sym/ sec, so it guarantees that there is no ISI during
transmission (considering the roll-off factor 0.3 already).
The total information bit rate in the four-path is 1.6 Mb/sec
(considered channel coding rate % and QPSK modulation),
which satisfies the requirement.

We ran Monte-Carlo Simulations for 10° frames at
each E,/Ny value, and compared its performance against
conventional dual transportation (DT) [5]. In dual (2-path)
transportation, the transmitted symbols in each path are
identical, but it will have big advantage if one path has
failure during transportation. In the simulation, the frame in
each path has 400 payload symbols and 10 UW symbol per
burst without coding (illustrated in Fig. 2(b)). Considering

two paths, the total number of symbols (820 symbols)
is the same as the MATCCI per transportation. But to
achieve information bit rate 1.6Mb/sec, transmitting such
a frame needs 0.5ms, which means the symbol rate is
820K sym/sec. A wider bandwidth at least 1.066M Hz
(considering the roll-off facot 0.3) is required for this
scheme. We provided such bandwidth to DT scheme
and compared with our four-path MTACCI scheme (with
533K Hz per channel). In Fig. 3, we summarized the
average bit error rate (BER) versus E}/Nj. Observe that
the MTACCI scheme has more than 3dB gain comparing
to the DT scheme. It clearly shows a BER floor for
the MTACCI scheme at high Ej/Ny because there exists
2% failure rate for each path. But the performance of
our MTACCI is very good (e.g., BER = 3 x 107% at
E, /Ny = 5dB). In additions, the MTACCI scheme needs
only half bandwidth (533K H 2) as that required by the DT
scheme (1.066 M H z).
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Fig. 2. Frame structure (in symbols) we used in our simulations. (a)
Six-path MTACCI, (b) Dual transportation or diversity with MRC.
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Fig. 3. Average BER versus E},/Np for four-path MTACCI and dual
transportation (DT) in static AWGN channel.

In mobile wireless sensor networks, there exists channel
fading during data transportation. In the simulation, we
used Rician fading K = 9dB and f; = 20Hz. We com-
pared our MTACCI scheme against the two-path diversity
with maximal ratio combination (MRC) scheme. Diversity




is very powerful in combatting channel fading [17], and
MRC is the optimal combination scheme for diversity. We
used the same frame structure as that in dual transportation
scheme (Fig. 2b). We ran Monte-Carlo Simulations for
2x 10° frames at each Ej,/Ny value for four-path MTACCI
and diversity with MRC, and summarized the results in Fig.
4. Observe that four-path MTACCI can achieve more than
1dB gain at BER = 1073,

107

e - Diversity with MRC
-~ 4 path MTACCI

Average BER
)

4 45 5.5 65 7
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Fig. 4. Average BER versus E}, /Ny for four-path MTACCI and diversity
with MRC in Rician fading channel (X = 9dB, f; = 20H?z).

In addition to the gains in terms of dB of FEy/Ny, the
MTACCI scheme needs only half bandwidth (533K H z)
compared to the diversity with MRC (1.066M H z).

B. Six-Path MTACCI

In Experiment II, the information bit rate requires
1.6Mb/sec (same as that in Experiment I), but the channel
bandwidth is only 347K H z, and roll-off factor for square-
root raised cosine filter is 0.3. To avoid ISI, we used six-
path transportation. The frame structure is plotted in Fig. 5
(a) with 930 QPSK symbols (900 symbols payload and 30
symbols UW) were used. We used block interleaver with
size 12 x 150 to interleave the payload bits (after channel
coding), and then then construct a frame by inserting UW
and modulation. One frame is splitted to six equal-length
bursts (155sym/burst) for transmission, and transmitting
such a burst needs 0.56ms, which means symbol rate per
channel is 276.8 K sym/sec, so it will ensure that there is
no ISI during transmission given that channel bandwidth is
347K H z and roll-off factor is 0.3. The total information
bit rate in the six-path is 1.6Mb/sec (considering channel
coding rate % and QPSK modulation), which satisfies the
requirement.

We ran Monte-Carlo Simulations for 10° frames at each
Ey /Ny value, and compared its performance against the
DT scheme. The frame structure is provided in Fig. 5(b).
Very similar analysis as in Section IV-A, we can draw a
conclusion that the DT scheme needs a bandwidth at least
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Fig. 5. Frame structure (in symbols) we used in our simulations. (a)
Six-path MTACCI, (b) Dual transportation or diversity with MRC.

1.041M Hz. In Fig. 6, we plotted the average BER versus
Ey /Ny for these two schemes. Observe that more than 4
dB gain can be achieved using MTACCI.
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Fig. 6. Average BER versus E;/Np for four-path MTACCI and dual
transportation (DT) in static AWGN channel.

Similarly to Section IV-A, we performed simulations for
Rician fading channel K = 9dB and f; = 20Hz, and
compared our six-path MTACCI against the two-path di-
versity with MRC. The simulation results are summarized
in 7, which demonstrates that more than 2 dB gain can be
achieved using six-path MTACCI.

Again, we re-iterate the bandwidth efficiency of our six-
path MTACCIL: 347K Hz versus 1.041M Hz (for DT or
diversity with MRC).

Observe Figs. 3 and 6, and Figs. 4 and 7, for larger
number of paths in MTACCI, the performance is better,
which means the fault is more tolerable. In additions, the
required bandwidth is narrower for larger number of paths
in MTACCL

C. Why Fault Can be Tolerated?

Why our MTACCI scheme can perform very well even
with high failure rate (2%) in each path? This can be
explained based on the successful example of puncturing.
Puncturing is often used to generate additional rates from
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Fig. 7. Average BER versus Ey /Ny for six-path MTACCI and diversity
with MRC in Rician fading channel (K = 9dB, fg = 20H?z).

a single convolutional code [3][7]. The basic idea behind
puncturing is not to transmit some of the bits output by
the convolutional encoder, thus increase the rate of the
code. This increase in rate decrease the free distance of the
code, but usually the resulting free distance is very close
to the optimum one. The receiver inserts dummy bits to
replace the punctured bits in the receiver, hence only one
encoder/decoder pair is needed to generate several different
code rates. In our M -path routing, the receiver node will
insert 0’s if one burst is lost during transmission, and then
de-interleave these soft-decision output from demodulator,
which is very similar to puncturing. But in our scheme,
the effective puncturing pattern in terms of the number of
bits and puncture location is time-varying from frame to
frame.

V. CONCLUSIONS

We have proposed a fault-tolerant MTACCI scheme for
wireless sensor networks.

1) Simulation results show that our scheme performs
much better than the DT scheme (in static AWGN
channel) and diversity with MRC scheme (in fading
channel) in terms of BER.

2) Our MTACCI can tolerate some link failures, which
makes wireless sensor networks survivable and re-
silient.

3) Our MTACCI scheme needs much narrower band-
width than the other two schemes, which solves
the bandwidth constraint problem in wireless sensor
networks.

4) Our MTACCI scheme can work at low SNR, which
can save lots of energy because energy constraint is
one of the most important topics in wireless sensor
networks, and existing studies show that most energy
is consumed in communication-related activies in
wireless sensor networks.

5) The larger the number of paths in MTACCI, the
better the performance, which means the fault is
more tolerable. In additions, the required bandwidth
is narrower for larger number of paths in MTACCIL
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Abstract

In wireless sensor networks, Fault-tolerant and energy efficiency are two impor-
tant topics. Some link failure may happen during data transmission, and some threat
can come from compromised nodes, which might relay incorrect information (packet)
to the next node during routing. Traditional security mechanisms are not sufficient
by themselves for this attack. Retransmission or detection of such incorrect informa-
tion is very difficult. In this paper, we propose a Fault-tolerant and Energy Efficient
Multipath-routing (FEEM) scheme aided with channel coding and interleaver. The
multipath are chosen using a distributed geographical routing which is based on fuzzy
logic system considering the remaining battery capacity, mobility, and distance to the
destination node. Simulation results show that even if certain paths have failure or are
compromised, the receiver node is still able to recover the transmitted message from

failure with very low bit error rate.




Index Terms : Wireless sensor networks, multipath routing, energy efficiency, secu-

rity, fault-tolerant, channel coding.

1 Introduction

Wireless sensor networking is an emerging technology that promises unprecedented ability
to monitor and manipulate the physical world via a network of densely distributed wireless
sensor nodes. The nodes can sense the physical environment in a variety of modalities,
including acoustic, video, seismic, thermal, and infrared, etc. In wireless sensor networks,

there exists some challenges:

e The routing path (link) failure may happen during data transmission because of col-
lision, node dying out (no battery), node busy, or other accidents. Some applications

require real time information and data, which means re-transmission is not possible.

e Security is an important topic for sensor networks, especially for the security-sensitive
applications such as battlefield monitoring and homeland security. Traditional secu-
rity mechanisms, such as authentication protocols, digital signature, and encription,
can play important roles in achieving confidentiality, integrity, authentication, and
non-repudiation of communication in ad hoc networks, but these mechanisms are not

sufficient by themselves for mobile sensor networks.

e There exists energy constraint in wireless sensor networks because most sensors are
battery operated, which means the operating signal-to-noise-ratio (SNR) is very low,

and some energy efficiency schemes have to be developped.

These challenges motivate us to design a fault-tolerant (tolerate link failure and compro-

mised nodes) and energy efficient schemes for information and data transmission in wireless




sensor networks. In this paper, we propose a Fault-tolerant and Energy Efficient Multipath-
routing (FEEM) scheme aided with channel coding and interleaver in wireless sensor net-
works, which is a cross-layer approach.

Many routing protocols have been developed for ad hoc networks, which can be summa-
rized as two categories: table-driven (e.g., destination sequenced distance vector [1], cluster
switch gateway routing [3]) and source-initiated on-demand-driven (e.g., ad hoc on-demand
distance vector routing [18], dynamic source routing [9]). In [12], Lee and Gerla proposed a
Split Multipath Routing protocol that builds maximal disjoint paths, where data traffic is dis-
tributed in two roots per session to avoid congestion and to use network resources efficiently.
A Multipath Source Routing (MSR) scheme was proposed in [24], which is an extension of
Dynamic Source Routing (DSR). Their work focuses on distributing load adaptively among
several paths. Nasipuri and Das [17] presented the On-Demand Multipath Routing scheme,
which is also an extension of DSR. In their scheme, alternative routes are maintained, which
can be utilized when the primary one fails. Tsirigos and Haas [22] proposed a multipath
routing scheme based on Diversity Coding. Three different paths are utilized to distribute
the data, and z-for-y Diversity Coding is used to offer protection against at most z lost
blocks out of the total z + v blocks. Security in ad hoc networks and sensor networks have
been studied by some researchers. Zhou and Haas [27] took advantage of inherent redun-
dancy in ad hoc networks — multiple routes between nodes — to defend routing against denial
of service attacks. Law et al [11] benchmarked some well-known cryptographic algorithms
in search for the best compromise in security and energy efficiency on a typical sensor node.
Deng et al [4] evaluated the performance of INSENS, an INtrusion-tolerant routing protocol
for wireless SEnsor Networks. Karlof and Wagner [10] considered routing security in wireless
sensor networks. However, none of these security-related approaches considered to solve this

problem from physical layer design. In additions, energy efficient routing has been exten-




sively studied by this community. In [26], a location-aided power aware routing protocol was
proposed. Singh et al [20] proposed power-aware routing and discussed different metrics in
power-aware routing; Li et al [13] extended their work and proposed an online power aware
routing in wireless ad-hoc networks.

The rest of the paper is organized as follows. In Section 2, we present a distributed
geographical multipath routing in a wireless sensor network. In Section 3, we present our
fault-tolerant and energy efficient multipath-routing (FEEM) scheme Aided with Channel
Coding and Interleaver. The simulation results and performance analysis are presented in

Section 4, and in Section 5, we conclude this paper.

2 DlIstributed Geographical Multipath-routing (DIGM)

In this paper, we propose a DlIstributed Geographical Multipath-routing (DIGM) scheme to
set M-path (for multipath routing). In the existing geographical routing approach (e.g., [7]),
the path selection doesn’t consider the remaining battery capacity of each node and its mo-
bility, which are two very important factors for energy efficiency and network lifetime. Sensor
mobility means the degree of channel fading, and high mobility requires higher signal-to-noise
ratio for operating if the bit-error-rate (BER) or frame-error-rate (FER) requirements are
given. In our DIGM, we consider distance to the sensor node, remaining battery capacity,
and mobility of each sensor. The geographical location of destination sensor is known (as in
[7]), and the physical location of each sensor node can be estimated easily if the locations
of three sensor nodes (within a communication/sensing range) are known. Our scheme is a
fully distributed approach where each sensor only needs the above three parameters, and we

use fuzzy logic systems to handle these three parameters in the DIGM.



2.1 Overview of Fuzzy Logic Systems

Figure 1 shows the structure of a fuzzy logic system (FLS) [15]. When an input is applied
to a FLS, the inference engine computes the output set corresponding to each rule. The
defuzzifer then computes a crisp output from these rule output sets. Consider a p-input 1-
output FLS, using singleton fuzzification, center-of-sets defuzzification [16] and “IF-THEN”

rules of the form
R': IF z; is F} and z; is F, and --- and Tp is Fﬁ,, THEN y is GL

Assuming singleton fuzzification, when an input x’ = {z,...,2.} is applied, the degree of
1 p

firing corresponding to the /th rule is computed as

pp (21) * pps (T5) % -« ppy (2) = T2 e () (1)

where x and 7 both indicate the chosen t-norm. There are many kinds of defuzzifiers. In this
paper, we focus, for illustrative purposes, on the center-of-sets defuzzifier [16]. It computes
a crisp output for the FLS by first computing the centroid, cgt, of every consequent set G,
and, then computing a weighted average of these centroids. The weight corresponding to the
Ith rule consequent centroid is the degree of firing associated with the lth rule, 77, Pl (%),

so that
M
) = St o T (51
CcoS - M
=1 7111#%“5(33%)

where M is the number of rules in the FLS.

(2)

2.2 FLS for Node Selection in Multipath Routing

In our DIGM, the source node select M nodes in its communication range for the first hop
relay. Assume there are N (N > M) nodes in its communication range, nodes who are

further to the destination node than the source node are not considered. Picking M nodes
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Figure 1: The structure of a fuzzy logic system.

y=f(x)e Y

from remaining eligible nodes is based on a FLS (as will be described in detail). In the

second hop, each node in the M nodes will select its next hop node also using a FLS.

In our FLS design, we set up fuzzy rules for node selection based on the following three

descriptors:

1. distance of a node to the destination,

2. its remaining battery capacity, and

3. its degree of mobility.

The linguistic variables used to represent the distance of a node to the destination were

divided into three levels: near, moderate, and far; and those to represent its remaining

battery capacity and degree of mobility were divided into three levels: low, moderate, and

high. The consequent — the possibility that this node will be selected — was divided into

5 levels, Very Strong, Strong, Medium, Weak, Very Weak. So we need to set up 33 = 27

(because every antecedent has 3 fuzzy sub-sets, and there are 3 antecedents) rules for this

FLS.

6

A desired node to be included into the path should have near distance to the destination,

high remaining battery capacity (so that the network life can last longer), and low mobility




(so that channel fading will not be severe). Based on this fact, we design a fuzzy logic system
using rules summarized in Table 1.
| We used trapezoidal membership functions (MFs) to represent near, low, far, and high,
and triangle MFs to represent moderate. We show these MFs in Fig. 2a.
For every input (z1, z2, 23), the output is computed using

}:lz; HF} (%)MF?(%)MF? (z3)c!
212;1 HF} (Il)NFf (IQ)MF? (z3)

(3)

y(xla T2, $3) =

where ¢! is the centroid of consequent set. The output from FLS is degree of the possibility
that this node will be selected into the path.

Initially, the source node uses a FLS to evaluate all eligible nodes (closer to the destination
location) in its communication range based on the parameters of each node: distance to the
destination, remaining battery capacity, and degree of mobility. The source node choose
the top M nodes based on the degree of the possibility that this node will be selected into
each path (totally M paths). In the second hop, the selected node in éach path will choose
its next hop node uses a FLS. As illustrated in Fig. 3, node B needs to choose one node
from eligible nodes C, D, E, F, H based on their three parameters. If the top one node is
unavailable (selected by another path or busy), then the top second node will be selected.

By this means, M paths can be set up.

3 Fault-Tolerant and Energy Efficient Multipath-routing

(FEEM) Aided with Channel Coding and Interleaver

In our fault-tolerance, we will tolerate link failure and security-related problems. In the
security part, there are two sources of threats to routing protocols. The first comes from

external attacks. By injecting erroneous routing information, replaying old routing informa-




tion, or distorting routing information, an attacker could successfully partition a network

or introduce excess traffic load into the network by causing retransmission and inefficient
routing. This kind of attack can be overcome using cryptographic schemes such as digital
signature to protect the routing information [27]. The second and also the more severe kind
of threats comes from compromised nodes, which might relay incorrect information (packet)
to the next node during routing. Detection of such incorrect information is difficult: merely
requiring relayed information to be signed by each node would not work because compro-
mised nodes are able to generate valid signatures using their private keys. In this paper,
we focus on the second threat and our goal is: even if certain paths are compromised, the
receiver node may still be able to recover message from errors. In this paper, we propose a
Fault-tolerant and Energy Efficient Multipath-routing (FEEM) scheme aided with channel
coding and interleaver.

In our FEEM with channel coding and interleaver scheme. We apply convolutional
coding to encode the information bits, then the code words are interleaved. Interleaver [25]
was used to eliminate the correlation of the noise/fading process affecting adjacent symbols
in a received code word, but here we use interleaver to make sure that the incorrect symbols
in one compromised path will be spreaded after de-interleaver so that the Viterbi decoder will
perform well. The interleaved bits are inserted with some unique words (for demodulation
purpose), and then these bits are modulated to symbols. By this means, a frame has been
built. For M-path routing, we split the symbols in one frame to M equal-length bursts,
and each path transmits one burst in parallel. The receiver node demodulates each received
burst from different path and provide soft-decision output. The receiver node combines all
the soft-decision output from each burst according to the order when they are transmitted. In
this paper, we use the demodulation algorithm we proposed in [14] for soft decision output.

In case one or more bursts are lost due to link failure during transmission, the receiver



node will provide 0’s as the soft decision output. Then de-interleaving is performed to the
soft-decision output, and the de-interleaved data are used as the input to Viterbi decoder.
The decoded output from Viterbi decoder are the information bits with possible errors due
to compromised nodes (providing random data relay) and additive white Gaussian noise

(AWGN). We summarize this scheme using a diagram in Fig. 4.

4 Simulations and Performance Analysis

4.1 Sensor Mobility and Channel Fading

Mobility of a sensor generates a doppler shift, which is a key parameter of fading channel.

The doppler shift is
v
= —J¢ 4
fa Cf (4)

where v is the speed of a sensor, c is the speed of light (3 x 108m/s), and f, is the carrier.
In our simulation, we used the carrier is 5GH z. For reference, if a sensor moves with speed
12m/s, the doppler shift is 200H 2.

We model channel fading in sensor networks as Rician fading. Rician fading occurs when
there is a strong specular (direct path or line of sight component) signal in addition to
the scatter (multipath) components. For example, in communication between two infraed

sensors, there exist a direct path. The channel gain,

9(t) = g1(t) + 7g0(?) (5)

can be treated as a wide-sense stationary complex Gaussian random process, and g;(t) and
go(t) are Gaussian random processes with non-zero means my(t) and mq(t), respectively;

and they have same variance 03, then the magnitude of the received complex envelop has a




Rician distribution,

T 2% + s? xs
Pa(z) = ;exp{———z—UT}Io(;) z>0 (6)
where
2 = mi(t) + my(1) 7

and Io(-) is the zero order modified Bessel function. This kind of channel is known as Rician
fading channel. A Rician channel is characterized by two parameters, Rician factor X which
is the ratio of the direct path power to that of the multipath, i.e., K = s%/20?%, and the
Doppler spread (or single-sided fading bandwidth) f;. We simulate the Rician fading using
a direct path added by a Rayleigh fading generator. The Rayleigh fade generator is based
on Jakes’ model [8] in which an ensemble of sinusoidal waveforms are added together to
simulate the coherent sum of scattered rays with Doppler spread f; arriving from different
directions to the receiver. The amplitude of the Rayleigh fade generator is controlled by the

Rician factor K. The number of oscillators to simulate the Rayleigh fading is 60.

4.2 Performance of FEEM for Link Failure

We evaluated our FEEM scheme using computer simulations. We ran our simulations for
four-path FEEM and six-path transportation FEEM, and assumed each path has 2% failure
rate. QPSK modulation and convolutional codes with rate 1 and connections 101 and 111 (in
binary) were used in the transmitting sensor (encoder) and receiver node (Viterbi decoder).

For four-path FEEM, the frame structure is plotted in Fig. 6 (a) with 820 QPSK symbols
(800 symbols payload and 20 symbols UW) were used. We used block interleaver with size
8x200 to interleave the payload bits (after channel coding), The interleaver and de-interleaver
is shown in Fig. 5ab where M = 4 in this paper. Then we construct a frame by inserting
UW and modulation. One frame is splitted to four equal-length bursts (205sym/burst)

for transmission. We ran Monte-Carlo Simulations for 10° frames at each Ey/Ny value,
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and compared its performance against 2-path diversity. In 2-path diversity, the transmitted
symbols in each path are identical, but it will have big advantage if one path has failure during
transportation. In the simulation, the frame in each path has 400 payload symbols and 10
UW symbol per burst without coding (illustrated in Fig. 6(b)). Considering two paths, the
total number of symbols (820 symbols) is the same as the FEEM per transportation.

In Fig. 7, we summarized the average bit error rate (BER) versus E;,/Ny. Observe that
the FEEM scheme has more than 3dB gain comparing to the 2-path diversity scheme. It
clearly shows a BER floor for the FEEM scheme at high E, /N, because there exists 2% failure
rate for each path. But the performance of our FEEM is very good (e.g., BER = 3 x 10™*
at Fy/Ny = 5dB).

In mobile wireless sensor networks, there exists channel fading during data transporta-
tion. In the simulation, we used Rician fading K = 9dB and f; = 20Hz. We compared
our FEEM scheme against the two-path diversity with maximal ratio combination (MRC)
scheme. Diversity is very powerful in combatting channel fading [21], and MRC is the op-
timal combination scheme for diversity. We used the same frame structure as that in dual
transportation scheme (Fig. 6b). We ran Monte-Carlo Simulations for 2 x 105 frames at
each Ej /Ny value for four-path FEEM and diversity with MRC, and summarized the results
in Fig. 8. Observe that four-path FEEM can achieve more than 1dB gain at BER = 1073,

In six-path FEEM, the frame structure is plotted in Fig. 9 (a) with 930 QPSK symbols
(900 symbols payload and 30 symbols UW) were used. We used block interleaver with size
12 x 150 to interleave the payload bits (after channel coding), and then then construct a
frame by inserting UW and modulation. One frame is splitted to six equal-length bursts
(155sym/burst) for transmission.

We ran Monte-Carlo Simulations for 10% frames at each Ej/Ny value, and compared its

performance against the 2-path diversity. The frame structure is provided in Fig. 9(b). In

11




Fig. 7, we plotted the average BER versus Ej,/Ny. Observe that more than 4 dB gain can
be achieved using FEEM.

Similarly, we performed simulations for Rician fading channel K = 9dB and f; = 20H 2,
and compared our six-path FEEM against the two-path diversity with MRC. The simulation
results are summarized in 8, which demonstrates that more than 2 dB gain can be achieved
using six-path FEEM. Observe Fig. 7, and Figs. 8, for larger number of paths in FEEM,
the performance is better, which means the fault is more tolerable.

We also simulated the frame-error-rate (FER) versus SNR. In Figs. 10(a)(b), we plotted
the BER and FER versus SNR for Rician fading channel K = 15dB, f; = 10H z, respectively.

Observe Fig. 10b, 1.5dB gain can be achieved at FER = 2%.

4.3 Performance of FEEM for Compromised Nodes

Due to space limitation, we only include the performance for secure multipath routing where
each path has 1% probability to be compromised. When a path is compromised, the received
burst from this path is some data with random value. We evaluated our FEEM scheme using
computer simulations. We ran our simulations for six-path SEEM aided with channel coding

and interleaver. We assumed that each path has probability 1% to be compromised. QPSK

1

modulation and convolutional codes with rate 5

and connections 101 and 111 (in binary)
were used in the transmitting sensor (encoder) and receiver node (Viterbi decoder). We used
the frame structure plotted in Fig. 9 (a) for six-path FEEM. Block interleaver 12 x 300 (in
bits) is used before modulation, and de-interleaver 300 x 12 (in soft-decision symbol with
resolution 3 bits per symbol) is used after demodulation.

In our channel coding, we introduced some redundancy (coding rate 1/2), so we compared

our FEEM scheme against 2-path diversity, which means both schemes introduced the same

amount of redundancy. The frame structure of each path in the 2-path diversity is plotted
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in Fig. 9 (b).

We ran Monte-Carlo Simulations for 10° frames at each Ej/N, value for our FEEM
scheme and diversity with MRC. We evaluated a four-path FEEM for Rician fading channel
with random K from 9dB-12dB and random f; from 10Hz—200Hz, and each path has 1%
probability to be compromised. We ran Monte-Carlo Simulations for 10° frames at each
Ey/Ny value for our SEEM scheme and diversity with MRC, and the channel fading is
different from frame to frame. In Fig. 11, we summarized the average bit error rate (BER)
versus Ey/Np. Observe that about 1.4dB gain can be achieved at BER = 0.5%. We also
evaluated a six—path FEEM for Rician fading channel with random K from 9dB-12dB and
random f; from 10Hz—200Hz, and the BER is plotted in Fig. 12. Observe that about 3dB

gain cab be achieved at BER = 0.5%.

4.4 Energy Efficiency-Related Network Lifetime

In our simulation, we used a 50-node wireless sensor network where nodes are randomly
distributed between (z = 0,y = 0) and (z = 650m,y = 500m); each node has random
battery level between J to 10J and an unlimited amount of data to communicate; and each
node is mobile with different velocity from 0 to 12m/s. Assume that a node will reverse its
moving direction if it reaches the border.

We used the burst format in Fig. 6 for four-path FEEM and two-path diversity. We
used the same model as in [6] for the radio hardware energy dissipation where the transmit-
ter dissipates energy to run the radio electonics and the power amplifier, and the receiver
dissipates energy to run the radio electronics. We chose the path-loss exponent p = 2. To

transmit an [-symbol message a distance d, the radio expends:

ET:z(la d) = ET:c—elec(l) + ETa:—amp(l; d) = lEelec + l€d2 (8)
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and to receive this message, the radio expends
ERz(l) = ERa:—elec(l) = lEelec (9)

The electronics energy, Fe., as described in [6], depends on factors such as coding, mod-
ulation, pulse-shaping and matched filtering; and the amplifier energy, ed?> depends on
the distance to the receiver and the acceptable bit error rate. In this paper, we chose:
Eeiec = 50nJ/sym, € = 10pJ/sym/m?2. Same as [6][23], the energy for data aggregation is
set as Epa = 5nJ/sym/signal.

We applied our FEEM to this senario. Energy is consumed whenever a node transmits
or receives data or performs data aggregation. When a node uses up its energy, it dies
out. Since the initial node locations and battery capacities were random, we ran Monte-
Carlo simulations for 1000 times. We compared our FEEM algorithm against the two-path
diversity where the two paths were selected just based on the minimum distance, as plotted
in Fig. 13. From this figure, we see that our scheme performs much better than the minimum

distance scheme.

4.5 Performance Analysis

Why our FEEM scheme can perform very well even with 2% link failure or 1% to be compro-
mised in each path? This can be explained based on the successful example of puncturing.
Puncturing is often used to generate additional rates from a single convolutional code [2][5].
The basic idea behind puncturing is not to transmit some of the bits output by the convo-
lutional encoder, thus increase the rate of the code. This increase in rate decrease the free
distance of the code, but usually the resulting free distance is very close to the optimum
one. The receiver inserts dummy bits to replace the punctured bits in the receiver, hence

only one encoder/decoder pair is needed to generate several different code rates. In our
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M-path routing, the receiver node inserts 0’s if one burst is lost during transmission, or a
compromised path provides random values to the receiver node. Then the receiver node
de-interleaves the soft-decision output from demodulator (random value), which is very sim-
ilar that some dummy bits are used to replace the bits from compromised path. But in
our scheme, the effective puncturing pattern in terms of the number of bits and puncture

location is time-varying from frame to frame.

5 Conclusions

In wireless sensor networks, the energy is limited, and some link failure may happen during
data transmission. In additions, threat can come from compromised nodes, which might relay
incorrect information (packet) to the next node during routing. Detection of such incorrect
information is very difficult. In this paper, we proposed a FEEM aided with channel coding
and interleaver scheme for wireless sensor networks to tolerate this. The M-path in multipath
routing are selected using fuzzy logic systems considering the remaining battery capacity,
mobility, and distance to the destination node. Based on the simulation reseults, we draw

the following conclusions:

1. Our scheme performs much better than the diversity with MRC scheme in terms of

BER.

2. Our FEEM can tolerate some link failures and compromised, which makes wireless

sensor networks survivable and resilient.

3. Our FEEM scheme can work at low SNR (e.g., Ey/Np = bdB), which can save lots of
energy because energy constraint is one of the most important topics in wireless sensor
networks, and existing studies show that most energy is consumed in communication-

related activies in wireless sensor networks.
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4. The larger the number of paths in FEEM, the better the performance, which means

the fault is more tolerable.

5. The network lifetime can be extended using our FEEM scheme.
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Table 1: The rules for node selection in multipath routing. Antecedent 1 is distance of a
node to the destination, Antecedent 2 is its remaining battery capacity, Antecedent 3 is its
degree of mobility, and Consequent is the possibility that this node will be included into the

path.

Question # | Antecedent 1 | Antecedent 2 | Antecedent 3 | Consequent
1 near low low medium
2 near low moderate weak
3 near low high very weak
4 near moderate low medium
) near moderate moderate strong
6 near moderate high weak &
7 near high low very strong
8 near high moderate strong
9 near high high medium
10 moderate low low weak
11 moderate low moderate very weak
12 moderate low high very weak
13 moderate moderate low medium
14 moderate moderate moderate medium
15 moderate moderate high weak
16 moderate high low strong
17 moderate high moderate strong
18 moderate high high weak
19 far low low weak
20 far low moderate very weak
21 far low high very weak
22 far moderate low weak
23 far moderate moderate weak
24 far moderate high very weak
25 far high low medium
26 far high moderate strong
27 far high high medium
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Figure 2: The MFs used to represent the linguistic labels. (a) MFs for antecedents, and (b)
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Abstract— In wireless sensor networks, security and energy
efficiency are two important topics. In multipath routing,
threat can come from compromised nodes, which might
relay incorrect information (packet) to the next node during
routing. Detection of such incorrect information is very
difficult. In this paper, we propose a Secure and Energy
Efficient Multipath-routing (SEEM) scheme aided with chan-
nel coding and interleaver. The M-path in multipath routing
are selected using existing routing algorithm and fuzzy logic
system considering the average remaining battery capacity
and mobility of associated nodes. Simulation results show that
even if certain paths are compromised, the receiver node is
still able to recover the transmitted message from errors with
very low bit error rate.

Index Terms : Wireless sensor networks, security, multipath
routing, energy efficiency, channel coding.

I. INTRODUCTION

Wireless sensor networking is an emerging technol-
ogy that promises unprecedented ability to monitor and
manipulate the physical world via a network of densely
distributed wireless sensor nodes. The nodes can sense the
physical environment in a variety of modalities, including
acoustic, seismic, thermal, and infrared. Security is an
important topic for sensor networks, especially for the
security-sensitive applications such as battlefield monitor-
ing and homeland security. Traditional security mecha-
nisms, such as authentication protocols, digital signature,
and encription, can play important roles in achieving con-
fidentiality, integrity, authentication, and non-repudiation
of communication in ad hoc networks, but these mecha-
nisms are not sufficient by themselves for mobile sensor
networks. Besides, energy efficiency is also very important
for wireless sensor networks because most wireless sensor
networks are battery-operated and it is impossible to be
recharged once deployed.

Security in ad hoc networks and sensor networks have
been studied by some researchers. Zhou and Haas [23]

took advantage of inherent redundancy in ad hoc networks
— multiple routes between nodes — to defend routing against
denial of service attacks. Law et al [9] benchmarked
some well-known cryptographic algorithms in search for
the best compromise in security and energy efficiency
on a typical sensor node. Deng et al [4] evaluated the
performance of INSENS, an INtrusion-tolerant routing
protocol for wireless SEnsor Networks. Karlof and Wagner
[8] considered routing security in wireless sensor networks.
However, none of these security-related approaches con-
sidered to solve this problem from physical layer design.
Energy efficient routing has been extensively studied by
this community. In [22], a location-aided power aware
routing protocol was proposed. Singh et al [17] proposed
power-aware routing and discussed different metrics in
power-aware routing; Li et al [11] extended their work
and proposed an online power aware routing in wireless
ad-hoc networks. In this paper, we propose a Secure and
Energy Efficient Multipath-routing (SEEM) scheme with
the aid of channel coding and interleaver, which is a cross
layer approach.

The rest of the paper is organized as follows. In Section
II, we provide some preliminary knowledge. In Section
III, we present our secure and energy efficient multipath-
routing (SEEM) scheme Aided with Channel Coding and
Interleaver. The simulation results and performance anal-
ysis are presented in Section IV, and in Section V, we
conclude this paper.

II. PRELIMINARIES
A. Candidate Paths in Multipath Routing

In our scheme, the candidate paths to be used for
multipath (M -path) routing can be be chosen using existing
routing algorithms. Many routing protocols have been
developed for ad hoc sensor networks, which can be
summarized as two categories: table-driven (e.g., destina-
tion sequenced distance vector [1], cluster switch gateway




routing [3]) and source-initiated on-demand-driven (e.g.,
ad hoc on-demand distance vector (AODV) routing [15],
dynamic source routing (DSR) [7]). In [10], Lee and Gerla
proposed a Split Multipath Routing protocol that builds
maximal disjoint paths, where data traffic is distributed
in two roots per session to avoid congestion and to use
network resources efficiently. A Multipath Source Routing
scheme was proposed in [20], which is an extension of
Dynamic Source Routing. Their work focuses on distribut-
ing load adaptively among several paths. Nasipuri and
Das [14] presented the On-Demand Multipath Routing
scheme, which is also an extension of DSR. In their
scheme, alternative routes are maintained, which can be
utilized when the primary one fails. Tsirigos and Haas [19]
proposed a multipath routing scheme based on Diversity
Coding. Three different paths are utilized to distribute
the data, and z-for-y Diversity Coding is used to offer
protection against at most x lost blocks out of the total
z + y blocks. In this paper, we choose the M-path (for
multipath routing) from N (N > M) candidate paths
and the IV candidate paths are obtained using AODV. In
AODV, the path selection doesn’t consider the remaining
battery capacity of each node and its mobility. In selecting
M paths from N candidates, we apply a fuzzy logic
system (FLS) to paths selection considering the factors:
the average remaining battery capacity and mobility of
associated nodes.

B. Overview of Fuzzy Logic Systems

Figure 1 shows the structure of a fuzzy logic system
(FLS) [13]. When an input is applied to a FLS, the
inference engine computes the output set corresponding
to each rule. The defuzzifer then computes a crisp output
from these rule output sets. Consider a p-input I-output
FLS, using singleton fuzzification, center-of-sets defuzzi-

- fication [13] and “IF-THEN” rules of the form

R':1F 21 is F{ and z2 is F; and --- and z, is F!,
THEN y is G

Assuming singleton fuzzification, when an input x’ =
{z1,...,,} is applied, the degree of firing corresponding
to the /th rule is computed as

HE (z1) * Uyl (z5) % * [FL (1'3;)) = 'EilﬂFg (zi) ()

where x and 7 both indicate the chosen ¢-norm. There are
many kinds of defuzzifiers. In this paper, we focus, for il-
lustrative purposes, on the center-of-sets defuzzifier [13]. It
computes a crisp output for the FLS by first computing the
centroid, cg:, of every consequent set G, and, then com-
puting a weighted average of these centroids. The weight
corresponding to the [th rule consequent centroid is the
degree of firing associated with the Ith rule, 7.2 Mt (z}),

so that o
Yeos(x') = D=1 CG'TI;WFQ ()
cos - M
di=1 7?;1#% (z3)

where M is the number of rules in the FLS. In this paper,
we apply a FLS for routes selection in multipath routing.

@
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FUZZY INPUT SETS

SETS

Fig. 1. The structure of a fuzzy logic system.

ITI. SECURE AND ENERGY EFFICIENT
MULTIPATH-ROUTING (SEEM) AIDED WITH CHANNEL
CODING AND INTERLEAVER

A. M-Path Selection

In this paper, we choose the M-path (for multipath
routing) from N (N > M) candidate paths and the
N candidate paths are obtained using AODV. In AODV,
the path selection doesn’t consider the remaining battery
capacity of each node and its mobility. In selecting M
paths from N candidates, we apply a fuzzy logic system
(FLS) to paths selection considering the factors: number of
hops, remaining battery capacity of associated nodes, and
mobility of associated nodes.

In AODV, the path selection already considered the
number of hops, and the N selected paths are chosen
based on this criterion. We further select M paths from
the N paths (M < N) considering the remaining battery
capacity and mobility of associated nodes using fuzzy logic
system. The path is selected based on two descriptors: the
average remaining battery capacity of associated nodes,
and the average mobility of associated nodes. The lin-
guistic variables used to represent the battery level and
mobility were divided into three levels: low, moderate,
and high. The consequent — the possibility that this path
will be selected — was divided into 5 levels, Very Strong,
Strong, Medium, Weak, Very Weak. We used trapezoidal
membership functions (MFs) to represent low, high, very
strong, and very weak; and triangle MFs to represent
moderate, strong, medium, and weak. We show these MFs
in Fig. 2ab.

A desired path should have high average remaining
battery capacity so that the network life can last longer;
and the average mobility of associated nodes should be
low so that channel fading will not be very severe. Based
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Fig. 2. The MFs used to represent the linguistic labels. (a) MFs for
antecedents, and (b) MFs for consequent.

on this fact, we design a fuzzy logic system using rules
such as:

R! : TF the average remaining battery capacity of
associated nodes (x1) is F}, and the average mobility of
associated nodes (x2) is F?, THEN the possibility that
this path will be selected (y) is G*.

where [ = 1,...,9. We summarize all the rules in Table I.
For every input (z;, z2), the output is computed using
9
D=1 HF} (1 ).UF}’ ($2)wag
9
2oi=1 b (21) 2 (72)

For each path in the NV candidate paths, a possibility (that
this path will be selected) will be provided by the FLS,
then the M paths with top possibilities are chosen for M-
path routing.

€)

y(z1,x2) =

B. Secure and Energy Efficient Multipath-routing Aided
(SEEM) with Channel Coding and Interleaver

There are two sources of threats to routing protocols.
The first comes from external attacks. By injecting er-
roneous routing information, replaying old routing in-

TABLE I
THE RULES FOR M PATHS SELECTION. ANTECEDENT 1 IS the average
remaining battery capacity of associated nodes, ANTECEDENT 2 1S the
average mobility of associated nodes, AND CONSEQUENT IS the
possibility that this path will be selected.

Rule # | Antecedent 1 | Antecedent 2 | Consequent
1 low low medium
2 low moderate low
3 low high very low
4 moderate low strong
5 moderate moderate medium
6 moderate high low
7 high low very strong
8 high moderate strong
9 high high medium

formation, or distorting routing information, an attacker
could successfully partition a network or introduce excess
traffic load into the network by causing retransmission and
inefficient routing. This kind of attack can be overcome
using cryptographic schemes such as digital signature to
protect the routing information [23]. The second and also
the more severe kind of threats comes from compromised
nodes, which might relay incorrect information (packet) to
the next node during routing. Detection of such incorrect
information is difficult: merely requiring relayed informa-
tion to be signed by each node would not work because
compromised nodes are able to generate valid signatures
using their private keys. In this paper, we focus on the
second threat and our goal is: even if certain paths are
compromised, the receiver node may still be able to recover
message from errors.

In our SEEM with channel coding and interleaver
scheme. We apply convolutional coding to encode the
information bits, then the code words are interleaved.
Interleaver [21] was used to eliminate the correlation of
the noise/fading process affecting adjacent symbols in a
received code word, but here we use interleaver to make
sure that the incorrect symbols in one compromised path
will be spreaded after de-interleaver so that the Viterbi
decoder will perform well. The interleaved bits are inserted
with some unique words (for demodulation purpose), and
then these bits are modulated to symbols. By this means,
a frame has been built. For M-path routing, we split the
symbols in one frame to M equal-length bursts, and each
path transmits one burst in parallel. The receiver node
demodulates each received burst from different path and
provide soft-decision output. The receiver node combines
all the soft-decision output from each burst according to
the order when they are transmitted. In this paper, we
use the demodulation algorithm we proposed in [12] for
soft decision output. Then de-interleaving is performed to
the soft-decision output, and the de-interleaved data are
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Fig. 3. The diagram of SEEM aided with channel coding and interleaver.

used as the input to Viterbi decoder. The decoded output
from Viterbi decoder are the information bits with possible
errors due to compromised nodes (providing random data
relay) and additive white Gaussian noise (AWGN). We
summarize this scheme using a diagram in Fig. 3.

IV. SIMULATIONS AND PERFORMANCE ANALYSIS
A. Sensor Mobility and Channel Fading

Mobility of a sensor generates a doppler shift, which is
a key parameter of fading channel. The doppler shift is

fo=2t: @

where v is the speed of a sensor, ¢ is the speed of light
@B x 108m/ s), and f. is the carrier. In our simulation, we
used the carrier is 5GH z. For your reference, if a sensor
moves with speed 12m/s, the doppler shift is 200H z.

We model channel fading in sensor networks as Rician
fading. Rician fading occurs when there is a strong specular
(direct path or line of sight component) signal in addition
to the scatter (multipath) components. For example, in
communication between two infraed sensors, there exist
a direct path. The channel gain,

g(t) = gr(t) + jgq(t) ®

can be treated as a wide-sense stationary complex Gaussian
random process, and g7(t) and go(t) are Gaussian random
processes with non-zero means m(t) and mg(t), respec-
tively; and they have same variance 0'3, then the magnitude
of the received complex envelop has a Rician distribution,
24 o2
Palz) = % exp{—%}]o(g) z>0 (6)
where
s* = mi(t) + mj(t) ™

and Iy(+) is the zero order modified Bessel function. This
kind of channel is known as Rician fading channel. A
Rician channel is characterized by two parameters, Rician
factor K which is the ratio of the direct path power to
that of the multipath, i.e.,, K = s2/202, and the Doppler
spread (or single-sided fading bandwidth) f;. We simulate
the Rician fading using a direct path added by a Rayleigh
fading generator. The Rayleigh fade generator is based
on Jakes’ model [6] in which an ensemble of sinusoidal
waveforms are added together to simulate the coherent sum
of scattered rays with Doppler spread f; arriving from
different directions to the receiver. The amplitude of the
Rayleigh fade generator is controlled by the Rician factor
K. The number of oscillators to simulate the Rayleigh
fading is 60.

B. Performance of SEEM

Due to space limitation, we only include the perfor-
mance for secure multipath routing where each path has
1% probability to be compromised. When a path is com-
promised, the received burst from this path is some data
with random value. We evaluated our SEEM scheme using
computer simulations. We ran our simulations for six-
path SEEM aided with channel coding and interleaver.
We assumed that each path has probability 1% to be
compromised. QPSK modulation and convolutional codes
with rate % and connections 101 and 111 (in binary) were
used in the transmitting sensor (encoder) and receiver node
(Viterbi decoder). We used the frame structure plotted in
Fig. 5 (a) for six-path SEEM. Block interleaver 12 x 300
(in bits) is used before modulation, and de-interleaver
300 x 12 (in soft-decision symbol with resolution 3 bits
per symbol) is used after demodulation. The interleaver
and de-interleaver structures are shown in Figs. 4ab where
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Fig. 4. The interleaver and de-interleaver structures. (a) interleaver, and
(b) de-interleaver.

In our channel coding, we introduced some redundancy
(coding rate 1/2), so we compared our SEEM scheme
against 2-path diversity, which means both schemes in-
troduced the same amount of redundancy. In this paper,
we used maximal-ratio-combination (MRC) for diversity
combining. MRC is known as the optimal combining
scheme [18]. The frame structure of each path in the 2-path
diversity is plotted in Fig. 5 (b).

We ran Monte-Carlo Simulations for 10° frames at each
Ey /Ny value for our SEEM scheme and diversity with
MRC. In Fig. 6a, we summarized the average bit error rate
(BER) versus E}, /Ny for Rician fading channel K = 12dB
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Fig. 5. Frame structure (in symbols) we used in our simulations. (a)
Six-path SEEM, (b) Diversity with MRC.

and fg = 10Hz. Observe that about 0.8dB gain can be
achieved at BER = 0.4% and more than 1.3dB gain can
be achieved at BER = 0.3%. In Fig. 6b, we summarized
the average bit error rate (BER) versus Ey /Ny for Rician
fading channel K = 9dB and f; = 20H 2. Observe that
about 0.5dB gain can be achieved at BER = 0.4% and
more than 1dB gain can be achieved at BER = 0.3%.

C. Performance Analysis

Why our SEEM scheme can perform very well even with
high probability (1%) to be compromised in each path?
This can be explained based on the successful example of
puncturing. Puncturing is often used to generate additional
rates from a single convolutional code [2][5]. The basic
idea behind puncturing is not to transmit some of the
bits output by the convolutional encoder, thus increase
the rate of the code. This increase in rate decrease the
free distance of the code, but usually the resulting free
distance is very close to the optimum one. The receiver
inserts dummy bits to replace the punctured bits in the
receiver, hence only one encoder/decoder pair is needed
to generate several different code rates. In our M-path
routing, a compromised path provides random values to the
receiver node, and the receiver node de-interleaves the soft-
decision output from demodulator (random value), which
is very similar that some dummy bits are used to replace
the bits from compromised path. But in our scheme, the
effective puncturing pattern in terms of the number of bits
and puncture location is time-varying from frame to frame.

V. CONCLUSIONS

We have proposed a SEEM aided with channel coding
and interleaver scheme for wireless sensor networks. The
M-path in multipath routing are selected using existing
routing algorithm and fuzzy logic system considering the
average remaining battery capacity and mobility of associ-
ated nodes. Simulation results show that our scheme per-
forms much better than the diversity with MRC scheme in
terms of BER. Our SEEM can tolerate some compromised
nodes, which makes wireless sensor networks survivable
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and resilient because threat coming from compromised
nodes is very difficult to detect.
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Abstract— In this paper, we propose an energy and mobility
aware geographical multipath routing for wireless sensor
networks. The remaining battery capacity, mobility, and
distance to the destination location of candidate sensors in
the local communication range are taken into consideration
for next hop relay node selection, and a fuzzy logic system is
applied to the decision making. Simulation results show that
this scheme can extend the network lifetime longer than the
original geographical routing scheme which only considers
distance to the destination location, and this scheme can
reduce the frame loss rate and link failure rate since mobility
is considered.

Index Terms : Wireless sensor networks, geographical rout-
ing, energy efficiency, fuzzy logic systems, mobility, channel
fading.

I. INTRODUCTION

Wireless sensor networking is an emerging technol-
ogy that promises unprecedented ability to monitor and
manipulate the physical world via a network of densely
distributed wireless sensor nodes. The nodes can sense the
physical environment in a variety of modalities, including
acoustic, video, seismic, thermal, and infrared, etc. In
wireless sensor networks, there exists some challenges, for
example,

o The routing path (link) failure may happen during
data transmission because of collision, node dying
out (no battery), node busy, or other accidents. Some
applications require real time information and data,
which means re-transmission is not possible. This
motivates us to design a multipath routing scheme
for wireless sensor networks.

o There exists energy constraint in wireless sensor net-
works because most sensors are battery operated. This
motivates us to consider energy aware routing.

« Sensor mobility may cause the existing point-to-point
route invalid before another route must be chosen.
In physical layer, sensor mobility generates channel
fading during data transmission, which degrades the
performance in terms of bit error rate (BER) and

frame error rate (FER). This motivate us to investigate
a mobility aware routing.

In this paper, we propose an Energy and Mobility-aware
Geographical Multipath Routing (EM-GMR) scheme for
wireless sensor networks, and compare with Geographical
Multipath Routing (GMR) scheme.

Many routing protocols have been developed for ad hoc
networks, which can be summarized as two categories:
table-driven (e.g., destination sequenced distance vector
[1], cluster switch gateway routing [3]) and source-initiated
on-demand-driven (e.g., ad hoc on-demand distance vector
routing {15], dynamic source routing [8]). In [11], Lee
and Gerla proposed a Split Multipath Routing protocol
that builds maximal disjoint paths, where data traffic is
distributed in two roots per session to avoid congestion and
to use network resources efficiently. A Multipath Source
Routing (MSR) scheme was proposed in [18], which is
an extension of Dynamic Source Routing (DSR). Their
work focuses on distributing load adaptively among several
paths. Nasipuri and Das [14] presented the On-Demand
Multipath Routing scheme, which is also an extension of
DSR. In their scheme, alternative routes are maintained,
which can be utilized when the primary one fails. Tsirigos
and Haas [16] proposed a multipath routing scheme based
on Diversity Coding. Three different paths are utilized to
distribute the data, and x-for-y Diversity Coding is used
to offer protection against at most z lost blocks out of the
total & + y blocks.

In sensor networks, location is more important than a
specific node’s ID. For example, in sensor networks for
target tracking, where a target is located is much more
important than the ID of reporting node. Therefore, some
location-aware routing schemes have been proposed for
wireless sensor networks. A greedy geographic forwarding
with limited flooding to circumvent the voids inside the
network was proposed in [4], and some properties of
greedy geographic routing algorithms were studied in [19].
Jain et al[6] proposed a geographical routing using partial
information for wireless sensor networks.




The rest of the paper is organized as follows. In Section
II, we provde some preliminary knowleges on fuzzy logic
system. In Section III, we present an energy and mobility-
aware geographical multipath routing in a wireless sensor
network. The simulation results and performance analysis
are presented in Section IV, and in Section V, we conclude
this paper.

II. PRELIMINARIES: OVERVIEW OF FUZZY LOGIC
SYSTEMS

Figure 1 shows the structure of a fuzzy logic system
(FLS) [12]. When an input is applied to a FLS, the
inference engine computes the output set corresponding
to each rule. The defuzzifer then computes a crisp output
from these rule output sets. Consider a p-input 1-output
FLS, using singleton fuzzification, center-of-sets defuzzi-
fication [13] and “IF-THEN” rules of the form

R':1F z; is F and 2 is Fy and -+ and z; is F,
THEN y is G

Assuming singleton fuzzification, when an input x’ =
{z3,..., 25} is applied, the degree of firing corresponding
to the Ith rule is computed as

ppt (1) * pipy (29) %+ % g (25) = T2y ppe (27) (D)

where % and 7 both indicate the chosen ¢-norm. There are
many kinds of defuzzifiers. In this paper, we focus, for il-
lustrative purposes, on the center-of-sets defuzzifier [13]. It
computes a crisp output for the FLS by first computing the
centroid, cg:, of every consequent set G!, and, then com-
puting a weighted average of these centroids. The weight
corresponding to the [th rule consequent centroid is the
degree of firing associated with the Ith rule, 72, upi (27),
so that

M 7
' =1 CG"Z?;ULF{. (z2)
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where M is the number of rules. in the FLS.
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Fig. 1. The structure of a fuzzy logic system.

I1II. ENERGY AND MOBILITY-AWARE GEOGRAPHICAL
MULTIPATH-ROUTING (EM-GMR)

In this paper, we propose an Energy and Mobility-aware
Geographical Multipath Routing (EM-GMR) scheme. In
the existing geographical routing approach (e.g., [6]),
the path selection doesn’t consider the remaining battery
capacity of each node and its mobility, which are two
very important factors for energy efficiency and network
lifetime. Sensor mobility means the degree of channel
fading, and high mobility requires higher signal-to-noise
ratio for operating if the bit-error-rate (BER) or frame-
error-rate (FER) requirements are given. In our EM-GMR,
we consider distance to the sensor node, remaining battery
capacity, and mobility of each sensor node. The geograph-
ical location of destination is known to the source node (as
in [6]), and the physical location of each sensor node can
be estimated easily if the locations of three sensor nodes
(within a communication range) are known in wireless
sensor network. Our scheme is a fully distributed approach
where each sensor only needs the above three parameters,
and we use fuzzy logic systems to handle these three
parameters in the EM-GMR.

A. FLS for Node Selection in Multipath Routing

In this paper, we assume that each sensor node keeps a
table which has some information about its neighbor nodes:
locations, battery level, and mobility. The table is updated
periodically by the locally-broadcasted information (bea-
con) from each neighbor node. The structure of a beacon
is summarized in Fig. 2. We define a new term, coherence
time, during which the three parameters (locations, battery
level, and mobility) do not change very much. Coherence
time is the shortest time duration that a sensor node will
send another beacon. Each sensor examines itself the status
of the three parameters in every coherence time period, and
if a certain parameter has changed above a threshold, it will
locally broadcast a beacon.

Type | Self Node ID Position_X Position_Y Encrgy | Mobility

Fig. 2. Structure of a beacon.

There are one control channel and one data traffic
channel in the sensor network. Direct sequence code-
division multiple access (DS-CDMA) is used, and 64-
bit Walsh sequence are used as speading sequence. The
control channel is a common channel which means every
node in its local communication range is able to obtain
the message, and all 0’s Walsh sequence is reserved for
control channel. Each source node randomly generates M
64-bit Walsh sequences, and a spreading sequence is used




for each path. The spreading sequence is relayed to the
next hop node via common control channel.

In our EM-GMR for M-path routing, the source node
select M nodes in its communication range for the first
hop relay. Assume there are N (N > M) nodes in
its communication range, nodes who are further to the
destination node than the source node are not considered.
Choosing M nodes from remaining eligible nodes is based
on a FLS (as will be described in detail). Starting the
second hop, each node in the M -path selects its next hop
node also using a FLS.

In our FLS design, we set up fuzzy rules for node
selection based on the following three descriptors:

1) distance of a node to the destination,

2) its remaining battery capacity, and

3) its degree of mobility.

The linguistic variables used to represent the distance of a
node to the destination were divided into three levels: near,
moderate, and far; and those to represent its remaining
battery capacity and degree of mobility were divided into
three levels: low, moderate, and high. The consequent — the
possibility that this node will be selected — was divided into
5 levels, Very Strong, Strong, Medium, Weak, Very Weak.
So we need to set up 3% = 27 (because every antecedent
has 3 fuzzy sub-sets, and there are 3 antecedents) rules for
this FLS.

A desired node to be included into the path should have
near distance to the destination, high remaining battery
capacity (so that the network life can last longer), and low
mobility (so that channel fading will not be severe). Based
on this fact, we design a fuzzy logic system using rules
summarized in Table L

We used trapezoidal membership functions (MFs) to
represent near, low, far, and high, and triangle MFs to
represent moderate. We show these MFs in Fig. 3a.

For every input (z,z2,z3), the output is computed
using

21221 Hpl (171)!1}?,2 (%)HF? (z3)c!
27
Y1 HE] (-’El)ﬂF? (zz)NF? (z3)

where ¢! is the centroid of consequent set. The output
from FLS is degree of the possibility that this node will
be selected into the path.

Our EM-GMR scheme consists of route discovery phase,
route reconstruction phase, and route deletion phase. In
the route discovery phase, the source node uses a FLS
to evaluate all eligible nodes (closer to the destination
location) in its communication range based on the param-
eters of each node: distance to the destination, remaining
battery capacity, and degree of mobility. The source node
chooses the top M nodes based on the degree of the
possibility (output of FLS) that this node will be selected.
The source node sends a Route Notification (RN) packet

©)

y($1,€02,$3) =

TABLE 1
THE RULES FOR NODE SELECTION IN MULTIPATH ROUTING.
ANTECEDENT 1 (ANTE 1) IS distance of a node to the destination,
ANTECEDENT 2 (ANTE 2) IS its remaining battery capacity,
ANTECEDENT 3 (ANTE 3) IS its degree of mobility, AND CONSEQUENT
IS the possibility that this node will be included into the path.

rule # Ante 1 Ante 2 Ante 3 Consequent
1 near low low medium
2 near low moderate weak
3 near low high very weak
4 near moderate low medium
5 near moderate | moderate strong
6 near moderate high weak
7 near high low very strong
8 near high moderate strong
9 near high high medium
10 moderate low low weak
11 moderate low moderate | very weak
12 moderate low high very weak
13 moderate | moderate low medium
14 moderate | moderate | moderate medium
15 moderate | moderate high weak
16 moderate high low strong
17 moderate high moderate strong
18 moderate high high weak
19 far low low weak
20 far low moderate | very weak
21 far low high very weak
22 far moderate low weak
23 far moderate | moderate weak
24 far moderate high very weak
25 far high low medium
26 far high moderate strong
27 far high high medium

to each desired node, and each desired node will reply
using a REPLY packet if it is available. The structure of
RN and REPLY is summarized in Fig. 4. If after a certain
period of time, the source node did not receive REPLY
from some desired node, it will pick the node with the
M + 1st degree of selection possibility. In the second hop,
the selected node in each path will choose its next hop
node uses a FLS. As illustrated in Fig. 5, node B needs
to choose one node from eligible nodes C, D, E, F H
based on their three parameters, and sends RN packet to
the selected node and waits for REPLY. If the top one node
is unavailable (selected by another path or busy), then the
top second node will be selected. By this means, M paths
can be set up.

Each node is mobile, it may be possible that some
node moves out of the communication range or some
node dies out, which will lead to link failure, then a
route reconstruction phase is started. The node immediately
before the failure node in the routing path will apply FLS to
determine the selection possiblity for all its eligible neigh-
bor nodes, and choose the top one degree node (via RN-
REPLAY procedure). The new node will determine its next
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Fig. 3. The MFs used to represent the linguistic labels. (a) MFs for
antecedents, and (b) MFs for consequent.
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Fig. 4. RN and REPLY packet structure.

node accordingly. Based on the source ID and destination
location information in RN, it is easy to reconstruct the
partial path failure.

The energy, mobility, and physical location of each node
are changing. It may be possible that a node (in path)
observes that its next node is not the optimal after a while,
then this node will initiate a route deletion phase. This node
will send an RN packet to the optimal node via common
control channel, and this RN packet will also be received
by the original relay node who will notice that the original
path is deleted.

IV. SIMULATIONS AND PERFORMANCE ANALYSIS

We ran our simulations using OPNET. 59 sensors were
deployed randomly in an area with size 10km x 10km, and
communication range (radius) was 1k. Totally 59 sensors
were deployed initially. The source and destination sensors

Fig. 5. Illustration of node selection.

were set with 2J initially, and 5 couples of source and
destination nodes were communicating at the same time in
this network. All the other sensors had intial energy from 0-
2J. Each node (including source and destination nodes) had
moving speed ranging from 0—10m/s. and its moving speed
changed in every 10s, The frame length was 512 symbol
and symbol rate was 9.6ksym/sec in our simulation.

Each sensor locally broadcasted a beacon message in
every 2s to keep link, so that neighbor table could be up-
dated (including new neighbor joins in, and old neighbors
expire). These information are used for route discovery,
reconstruction, and deletion. The coherence time were set
as 10s in our simulation.

We used the same energy consumption model as in
[S] for the radio hardware energy dissipation where the
transmitter dissipates energy to run the radio electonics and
the power amplifier, and the receiver dissipates energy to
run the radio electronics. We chose the path-loss exponent
p = 2. To transmit an [-symbol message a distance d, the
radio expends:

ET:c(l, d) = ETz—elec(l) + ETz—amp(la d) = lFejec + ledz
4)

and to receive this message, the radio expends
Eg: (l) = ERa:—elec(l) = [Eeec S

The electronics energy, Eeec, as described in [5], depends
on factors such as coding, modulation, pulse-shaping and
matched filtering; and the amplifier energy, ed® depends
on the distance to the receiver and the acceptable bit
error rate. In this paper, we chose: Eeec = 50nJ/sym,
€ = 10pJ/sym/m?. Same as [5][17], the energy for data
aggregation is set as Ep4 = 5nJ/sym/signal.

We compared our EM-GMR against the geographical
multipath routing (GMR) scheme where only distance to
the destination is considered. In Fig. 6, we plotted the
simulation time versus the number of nodes dead. Observe
that when 50% nodes (30 nodes) die out, the network



lifetime for EM-GMR has been extended about % =
40%. In Fig. 7, we compared the frame loss rate of these
two scheme. Observe that our EM-GMR outperforms the
GMR for about 20% less frame loss. The average latency
during transmission (end-to-end) is 419.68ms for our EM-
GMR and 407.5ms for GMR, and link failure rate for EM-

GMR is 5.68%, but for GMR is 10.42%.
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Fig. 6. Simulation time versus number of nodes dead.
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Fig. 7. Simulation time versus frame loss rate.

V. CONCLUSIONS

We have propose an energy and mobility aware geo-
graphical multipath routing for wireless sensor networks.
The remaining battery capacity, mobility, and distance to
the destination node of candidate sensors in the local
communication range were taken into consideration for
next hop relay node selection, and a fuzzy logic system was
applied to the decision making. Simulation results showed
that this scheme could extend the network lifetime about
40% comparing to the GMR scheme where only distance
to the destination was considered. Besides, this scheme

could tremendously reduce the frame loss rate and link
failure rate since mobility was considered.
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Abstract - In this paper, we utilize clustering to achieve
energy efficiency for the on-off wireless sensor network,
whose member nodes alternate between active and inactive
states. In the proposed Distributed and Energy Efficient Self-
Organization (DEESO) scheme, the head election is adjusted
adaptively to the energy reserve of local active nodes.
Furthermore, we apply the Adaptive Channel Assignment
to address the on-off topology changes. Simulation results
show that DEESO delivers 184% amount of data to the base
station as LEACH for the same amount of dissipation and
the effective network lifetime is extended around 56%.

Keywords - wireless sensor networks, energy efficiency,
clustering

I. INTRODUCTION

A wireless sensor network can be thought of as an ad hoc
network consisting of sensors linked by a wireless medium
to perform distributed sensing tasks. Sensor networks share
many communication technologies with ad hoc networks,
but there are some vital differences such as dense deploy-
ment and energy constraint [1], thus the protocols developed
for traditional wireless ad hoc networks are not necessarily
well suited to the unique features of sensor networks. When
a sensor node may have to operate for a relatively long
duration on a tiny battery, energy efficiency becomes a major
concern.

A variety of “power-aware” routing protocols have been
proposed to address this problem. In one school of thoughts
[2]-[4], the traditional Shortest Path First strategy is replaced
by Least Energy First routing, i.e., a multihop route is
preferred to a single-hop one if only multiple short-distance
relays cost less energy than a single long-distance transmis-
sion. For example, “Minimum Transmission Energy”(MTE)
routing [3], [4] was proposed in place of traditional “mini-
mum hops routing”. Another school of thoughts is that nodes
are clustered so that a hierarchy is formed. LEACH (Low-
Energy Adaptive Clustering Hierarchy) [5], an example
of the latter school, can improve network lifetime by an
order of magnitude compared with general-purpose multihop
approaches, which is referred to as clustering gain in the
following discussion.

This work was supported by the Office of Naval Research(ONR) Young
Investigator Award under Grant N0O0014-03-1-0466.

Unfortunately, the network model on which LEACH is
based is basically a static one, in which nodes are always on
and have data to send to the base station. In fact, due to node
mobility, shutdown or failure, topology changes are frequent
in sensor networks, and LEACH suffers drastically in those
cases. In this paper, we consider the topology changes due
to sensors’ alternating between active and inactive states and
propose Distributed and Energy Efficient Self-Organization
(DEESO) to address this problem.

The rest of this paper is organized as follows. We discuss
the clustering criterion and present DEESO in Section II
Simulations are given in Section III and the results are
discussed in Section IV. Section V concludes this paper.

II. DEESO
A. Lifetime Model

The Always-On model is used in [5], where the nodes are
supposed to be always active and have data to transmit. In
real applications, the nodes are often set to alternate between
active and inactive states in order to save energy. And
occasionally, the nodes may have no data for transmission,
which can be regarded as inactive. Thus, the On-Off model
may be a better approximation of the sensors’ lifetime model
[6], in which the active and inactive durations of nodes
obey the exponential probability law with mean T, and T,
respectively. Thus, the average number of active nodes is
given by

E[Na] =Ta/(Ta+Ts)- 1

B. Channel Assignment

The term channel, in one of its narrow sense, means a
band of frequency which is assigned to a user for exclusive
usage. In wide sense, it could indicate a time slot or a
spread spectrum code. To increase capacity and minimize
interference, a variety of channel assignment strategies have
been developed and can be classified into fixed, dynamic or
adaptive. [7]

In a Fixed Channel Assignment strategy (FCA), each user
is allocated a predetermined set of channels. Any transmis-
sion attempt can only succeed by the channel granted. If
all the channels are occupied, no new user can access the
channels. For example in LEACH, if a sensor activates in the
middle of the round, it can riet be accepted by any existing



cluster so that it has to communicated directly with the base
station and lose the clustering gain. On the other hand, in Dy-
namic Channel Assignment strategy(DCA), channels are not
allocated permanently, but assigned and released on request.
DCA can make better use of channels while introducing
more protocol overhead and channel management.

The trade-off is Adaptive Channel Assignment (ACA), in
which a division of channels are assigned to current users
in a fixed manner while the rest of channels are reserved
for prospective users and will be assigned on demand. ACA
not only moderates the waste of channels in FCA but also
reduces protocol overhead and channel management.

C. Protocol Description

DEESO is especially designed for energy efficiency and
higher tolerance to on-off topology changes. Unlike LEACH,
it is a distributed self-organizing scheme without any central
control or dependence on other routing schemes.

In DEESO, Direct Sequence Spread Spectrum is utilized
for higher tolerance to interference, low detectability and
multiple access communication by a large population of
relatively uncoordinated users. Some Spread Spectrum codes
may be set aside as public channels, and each cluster has
its own Spread Spectrum code so that the interference
between clusters is minimized. For intracluster communi-
cations, TDMA is used with Adaptive Channel! Assignment
(ACA). Specifically, when a cluster is formed, the cluster-
head creates and broadcasts a time schedule to its member.
As shown in Fig.1, each member is assigned a time slot
per frame to send its data to the clusterhead, and the extra
time slots are reserved for prospective members. For most
applications for sensor networks, the traffic is relatively low
[1] so that there is always enough free slots for reservation.
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Fig. 1
Time line showing DEESO’s frame structure.

The state transition diagram is shown in Fig.2. At the
beginning of each round, all nodes start at the stand-alone
state, broadcasting their vital information at the maximum
output power level. Then based on the vital information,
the strongest are elected as clusterheads and others join the
closest cluster according to received signal strength. A non-
head member may doze off according to its schedule. If
a sensor node wakes up during the steady-state phase of
a round, it eavesdrops the public channel for STANDY-
BY duration. If it finds some nearby clusterheads, it will
choose the one with strongest received signal strength as
its clusterhead. Otherwise, it elects itself as clusterhead and
starts recruiting other nodes. When the round ends, the nodes
return to stand-alone state and a new round will begin.

Round End

Round End
Elected
Fig. 2
State transition diagram of a node in DEESO

Join

1) Information Exchange: The only vital information
needed by DEESO is the battery level. The exchange of
position information is not required because the distance
between nodes can be can estimated by the received signal
strength according to the path loss model given that the
broadcast power level is known a priori. Unlike LEACH,
the vital information exchange in DEESO is totally based
on access, i.e., there is no routing or relaying of the vital
information. Eventually, each node obtains its one-hope
neighbor information. When a sensor node wakes up during
the steady-state phase of a round, it can retrieve the neighbor
lists from the nearby clusterheads.

2) Head Election: In LEACH, each node elects itself as
clusterhead by the probability

E(i)
Etotal ’

where E(i) is the i*" node’s energy, Eiota; is the total
energy and k is the optimal number of clusters. Since
Fiot01 18 inaccessible to sensor nodes unless there is other
routing schemes or central control available, LEACH is
unable to determine the battery levels of active nodes in the
whole network and thus has to base on the predetermined
parameter [NV and average battery level. Although the average

Dhead(i) =k ()




number E[N,] of active nodes can be calculated by (1) in
experiments, such estimation is impossible in real application
as the average active and sleeping durations are unknown
before the nodes are deployed to observe the phenomenon
of interest.
In DEESO, the self-electing probability is determined by
Pheadi) = K 2L, ®
where Ef ,, is the total energy in the neighborhood. Since
we use Ej , ., instead of Ejoa1, k' will be different from
k in (2). Since it is mathematically difficult to determine &
or k' analytically, we ran simulations at different k(k’)’s to
determine the optimal one as shown in Section III
3) Cluster Formation: Based on the received signal
strength, each non-head node chooses the nearest clusterhead
and send a “Request-to-join” message to the clusterhead.
Then the clusterhead creates the time schedule in which
time slots are allocated for intracluster communication, data

%—iﬁ

4) Steady State: After the clusters are formed, the sensor
network enters the steady-state phase. During the “intra-
cluster slots”, the clusterhead receives data from members;
during the “data aggregation slots”, it can turn off radio and
perform data aggregation; and then it sends the resulting
data back to the base station during the “intercluster slots”;
it can broadcast advertisements and recruit new members
during “maintenance slots”.

ITII. SIMULATIONS

In this section, we compare the performance of DEESO
and LEACH using computer simulations. 100 nodes with
2] initial energy were evenly distributed in a circular region
with diameter of 100 m, and the base station was located
at (125m,0). We ran 1000 simulations for each case and
plotted received data and the number of survival nodes.

The following model is adopted from [S] where perfect
power control is assumed. To transmit [ bits over distance
d, the sender’s radio expends

aggregation, intercluster communication, maintenance and Erx(l,d) = [Eeec +l€fsd21 d < dy @
other possible usage. {Eeciec + lempd4, d>dy
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Fig. 3

Data of LEACH at varying k. (a) Amount of data received at the base station over time. (b) Amount of data received at the
base station per given amount of energy. (c) Number of survival nodes over time. (d) Number of survival nodes per amount
of data received in the base station.




and the receiver’s radio expends
ERX (la d) = lEelec~ (5)

And the communication energy parameters are set as in Table
1.

Table 1
Simulation Parameters
Name Value

do 86.2m
Eoten 507 /bit

€fs 10pJ/bit/m?
€mp | 0.0013pJ/bit/m?

A. Optimal k

In this case, the effect of k£ on energy efficiency is
evaluated. Fig.3(a)(b) shows the amount of data received at
the base station over time and per given amount of energy.
Fig.3(c)(d) shows the number of survival nodes over time
and per amount of data received in the base station. Note
that there exists a critical phase during which the survival
nodes virtually send no data to the base station while they are
still alive. The critical phase is indicated by a horizontal line
in Fig.3(a) and a plunging line in Fig.3(d). The reason for the
critical phase is that these nodes still try in vain to organize
themselves into clusters but have no successful transmission.
Thus, the effective lifetime, whose end is marked by the
critical phase, is preferred to the actual lifetime as the
benchmark. Taking k£ = 1 and k = 7 as examples, although
Fig.3(c) shows a crossover between two curves, Fig.3(d)
distinctly shows the the effective lifetime of £k = 7 is far
longer than that of £ = 1. Fig.3 shows that the critical phase

Received data in the base staton (bits)

-~ DEESOkalt

comes earlier when £ is far away from 7. When % is nearly
7, the performances are virtually identical. This is due to the
random head selection, which does not guarantee the given
k clusterheads are selected. This could be an advantage for
robusticity as it does not stick to a single fixed k.

B. LEACH vs DEESO

In this case, the performances of LEACH and DEESO are
compared. Fig.4(a) clearly shows that DEESO delivers 184%
amount of data to the base station as LEACH for the same
amount of dissipation. The first reason for such improvement
is DEESQO’s indenpence of other routing schemes. It can
estimate the energy distibution of local active nodes by
eavedropping the neighbors’ vitial information. On the other
hand, LEACH has to use the predetermined number of
nodes if no other routing scheme is available to relay such
information. The second reason is that Adaptive Channel
Assignment is used in DEESO so that a node can be
accecpted by the nearest clusterhead when it turns on during
a round. The Fixed Channel Assignment in LEACH forbids
the clusterhead to accept a new member on the run, and the
newly woken-up node has to claim itself as the clusterhead,
which is generally not energy efficient. Thanks to the energy
efficiency demonstrated by DEESO, the effective network
lifetime is extended by around 56% as shown in Fig.4(b).

IV. DISCUSSION

The energy dissipation model we develop here is adopted
from [5], where rectangle coordinates are utilized. Assume
that there are N nodes distributed uniformly in a circular
region with radius of R and a cluster algorithm divides nodes
into k clusters, then there are approximately n = N/k nodes

Number of nodas aive
8

e LEACH k=7

—- DEESO k=11

[ 20 40 60 80 100 120 140 160 180 200
Energyt)

(a)

s L HI i ’
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Recsived data in the base station (bits) x10’
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Fig. 4
Data of LEACH and DEESO. (a) Amount of data received at the base station per given amount of energy. (b) Number of
survival nodes per amount of data received in the base station. These graphs show that DEESO extends the effective network
lifetime by 56% and delivers 184% amount of data to the base station as LEACH for the same amount of dissipation.




in each cluster. The power dissipated in the cluster head node

is

Ecy = lEelec(n - 1) +InEpa + l(Eelec + empd?oB@)
= lnEelec +InEps + lempd?oBS)

where [ is the bits each sensor collects in a round, d¢,Bg is

the distance from the cluster head node to the base station.
And the energy used in each non-head node is

Enon—CH = lEelec + lefsd?oCH D

where d;ocp is the distance from the non-head node to the
corresponding head. Assume the area occupied by a cluster is
circular and is approximately mR?/k ,then the cluster radius
is
R
R. = —. (8)
Vi
Assuming the node head is at the center of mass of the
cluster,

Edcyl = / / r2p(r, 6)rdrdf

27 pRc
- / / rp(r, 0)rdrdf
o Jo
_ mpR*
= o )]
Substituting p = 1/(7R2%) = k/mR? into (9),
R2
Eldicn] = 3 (10)
Therefore, the total power dissipated in each cluster is
Ecuster = Eouw+ (n - 1)Enon—CH
~ ECH + nEnon—CH (11)
and the total power dissipated in the whole network is
Etotal = kEcluster
= Nl{Eelec +Eps+— 5mpdtoBs
R2
+Eeec + Efs%} (12)

The optimal value of k is found by letting a%im to zero,

Ness R
2€mp dtoBS

k* = (13)

For our experiments, the base station is located at
(125m,7/2), then d2 5 can be estimated by

Eld},ps] = //IT_TBSP,D r,0)rdrd

27
= 7I"R2/ / 7' +TBS

—2rrpgcos(t — w/2))rdrdt  (14)
= 20625 (15)

By substituting (15) into (13), we obtain
k*~1.2 (16)

This optimal value does not agree with k,pt ~ 7 obtained
in our simulations(see Section III-A). The main reason for
such difference is that the random head election used in both
LEACH and DEESO can not guarantee the desired number
of clusterheads be elected.

V. CONCLUSION

We utilize clustering to recognize the most energy efficient
pattern in organizing the on-off wireless sensor nodes. On
the basis of LEACH, we proposed DEESO to address the
on-off topology changes. The adaptiveness of DEESO helps
reducing the Communication-related Energy Dissipation to
more than half. However, the random head election used
in both LEACH and DEESO can not guarantee the desired
number of clusterheads be elected. Whether such random-
ness could damage the energy efficiency is interesting for
further study.
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Abstract

In this paper, we utilize clustering to organize wireless sensors into an energy-efficient hierarchy.
We propose an Expellant Self-Organization (ESO) scheme that uses expellant election to achieve local
energy efficiency. This scheme is based on a new criterion which can be used by each sensor node to
make a distributed decision on whether electing to be a cluster head or a nonhead member, which is a
fully distributed approach. Although ESO uses only local information, it achieves better performance in
terms of effective lifetime and Data/Energy Ratio compared with native LEACH which relies on other
routing algorithms to access global information. A complementary exponential data correlation model

is also introduced to simulate different data aggregation effect.

Index Terms : Wireless sensor networks, energy-aware systems, clustering, distributed applications

I. INTRODUCTION

A wireless sensor network (WSN) can be thought of as an ad hoc network consisting of
sensors linked by a wireless medium to perform distributed sensing tasks. WSNs share many
communication technologies with ad hoc networks, but there are some vital differences such as
dense deployment and energy constraint [1], thus the protocols developed for traditional wireless

ad hoc networks are not necessarily well suited to the unique features of WSNs. When a wireless



sensor may have to operate for a relatively long duration on a tiny battery, energy efficiency
becomes a major concern.

A variety of “power-aware” routing protocols have been proposed to address this problem. In
one school of thoughts [2]-[4], the traditional Shortest Path First strategy is replaced by Least
Energy First routing, i.e., a multihop route is preferred to a single-hop one if only multiple short-
distance relays cost less energy than a single long-distance transmission. For example, “Minimum
Transmission Energy”(MTE) routing [3], [4] was proposed in place of traditional “minimum hops
routing”. Another school of thoughts is that nodes are clustered so that a hierarchy is formed.
Based on the observations on cellular networks [5]-[13], [19], it would be advisable to partition
nodes into clusters for the reasons such as spatial reuse, less update cost, less routing information
and less data transmission.

Another dispute in previous ad hoc networks research is whether a cluster head be elected
within each cluster. Some researchers [5], [9], [10] argue that it is unreasonable to have a cluster
head because every node has similar energy constraint and the cluster head will consume energy
much faster. Their methodology breaks the information exchange into two parts; cluster members
proactively perform the intracluster exchange, and intercluster information exchange is achieved
by demand-based operations. This approach does have some advantage when the traffic is mostly
within the cluster, however, when the major traffic in WSN is directed from sensor nodes to the
base station, i.e., of intercluster type, headless structure suffers from cumbersome intercluster
information exchange.

On the other hand, the extra burden of cluster head can be mitigated by rotating the headship
among the members. The rotation can also take advantage of the relaxation effect [17], which
indicates frequently reducing the current drawn from the battery enables the battery to recover a
portion of its lost capacity and hence lengthens the battery lifetime. In addition, the cluster head
can perform data fusion and reduce the data sent back to the base station. LEACH (Low-Energy
Adaptive Clustering Hierarchy) [16], an example of the latter school, can improve network
lifetime by an order of magnitude compared with general-purpose multihop approaches. In
conclusion, the characteristics of WSN prefer hierarchical structure with cluster heads.

However, the cluster formation in LEACH is based on global information. To access such
information, other routing schemes are required. In this sense, LEACH is only a semi-distributed

protocol for WSN. The other problem with LEACH is the random head election that can
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not guarantee that the desired number of cluster heads be elected or the elected heads be
evenly positioned. In this paper, we are concerned to optimize the cluster formation using only
local information and propose an Expellant Self-Organization(ESO) scheme which uses a fully
distributed approach.

The paper is organized as follows. Section II reviews LEACH and its radio energy consumption
model. Section III introduces the data correlation model that our research is based on. In section
IV, we make data-centric analysis of energy consumption in WSN and propose a new criterion
which ESO bases the self-electing decision on. ESO is described in Section V and simulations

are given in Section VI. Section VII concludes this paper.

II. RELATED WORK
A. LEACH

Our energy-efficient clustering research is based on the hierarchy of LEACH which uses a
CDMA-TDMA hybrid communication scheme. Each cluster has its own Spread Spectrum code
so that the interference between clusters is minimized. For intracluster communications, TDMA
slots are assigned by the cluster head to it members to minimize the competition for the shared
wireless media. The operation of LEACH is divided into rounds. At the beginning of each round,
cluster heads are elected and other nodes join them as members. When a cluster is formed, the
cluster head creates and broadcasts a time schedule to its members. As shown in Fig. 1, each
member is assigned a time slot per frame to send its data to its cluster head, and then the cluster
head performs data aggregation and sends the resulting data back to the base station. Compared
with multihop routing schemes, LEACH demonstrates outstanding energy efficiency, which is
referred to as clustering energy gain in the following.

However, there are several drawbacks in LEACH’s cluster formation:

a. Dependence on global information In LEACH, each node i elects itself to be a head at
the beginning of round 7 + 1(which starts at time t) with probability P;(t). Reference [16]
provides two ways to determine the self-electing probability P;(¢). If all nodes are assumed
to start with an equal amount of energy, P;(¢) is given by

- :Ci(t) =1

Pz(t) — N—c*(rmod%) ’ (1)
0 . C,(t) =0
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Fig. 1. Time line showing LEACH’s frame structure.

where c is the desired number of clusters and C;(t) is the indicator function determining
whether or not node ¢ has been a head in the most recent (r mod (N/c)) rounds. The more

general estimate of P;(t) is given by

Ei(t)
Etotal (t)

where F;(t) is the current energy(i.e. remaining battery capacity) of node ¢ and

P;(t) = min{ ¢, 1}, 2
N

Etotal (t) = Z Ez(t) (3)
=1

Effectively, N in (1) and Eiuq in (2) are global information, which compromise the

distributedness of LEACH.

. Random election Although random decision often strengthens the robusticity by avoiding

sticking to a single choice, too much randomness may shift the decision away from the
optimal range. In LEACH’s case, suppose (2) is used and all nodes have equal amount of
energy, if N nodes want to elect ¢ heads among them, then the self-electing probability for

each node is
c
= e 4
P=x “)
Then the probability of “n heads are elected” is

Pr(n elected heads) = (¥)p™(1 — p) ™™ 5)

The distribution of the number of elected heads is listed in Table I. Obviously, too few

(Fig. 2(c)) and too many (Fig. 2(d)) elected heads would damage the energy efficiency.
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Moreover, in the case of “no elected head” whose probability listed in row 1, all the nodes
have to communicate directly with the base station, in which case all the clustering energy
gain is lost. When the number of elected heads is too few, for example, only one head is
elected, the head may be exhausted by the tremendous data sent to it. In such cases, the

energy efficiency is tremendously compromised.

TABLE 1

OUTCOME OF 100 NODES ELECTING S HEADS.

n: number of elected heads I Pr(n elected heads) |

0 0.0059
1 0.0312
2 0.0812
3 0.1396
4 0.1781
5 0.1800
6 0.1500
7 0.1060
8 0.0649
9 0.0349
>10 0.0341

Another problem introduced by the random head selection is that the positions are not
taken into consideration. Obviously, the even layout of heads would favor energy efficiency.
When heads are randomly selected as in LEACH, elected heads sometimes clump together

(Fig.2(b)), which leads to unnecessary energy waste.

B. Radio Energy consumption

According to the path loss model [19], the energy E required to transmit over distance d is
given by E ~ d° , where 3 is the pass loss exponent, whose value depends on the specific
propagation environment. For example, # will have a larger value for long distance transmission
than for short distance transmission. To save energy and reduce interference, the power control
is widely utilized in wireless communications [19] so that the radio is adjusted for a range of

output power level.



(@) (b) (© (d)

Fig. 2. 100 nodes elect 5 heads (Heads marked by pentagrams). (a) Five heads are elected and evenly distributed. (b) Five

heads are elected and clump in the right semicircle. (c) Only one head is elected. (d) Nine heads are elected.

The following model is adopted from [16] where perfect power control is assumed. To transmit
l bits over distance d, the sender’s radio expends
[Eejec + lﬁfsdz d<dy

Erx(l,d) = (6)
lEelec + lEmpd4 d > do

and the receiver’s radio expends

Erx(l,d) = I Egec. (7)

And the communication energy parameters are set as

d6=86.2m, Ei1ec=50nJ/bit, €;,=10pJ/bit/m?, €my=0.0013pJ /bit/m?.

III. DATA CORRELATION MODEL

The data collected by neighboring sensors have a lot of redundancy, thus, [16] assumes perfect
data correlation that all individual signals from members of the same cluster can be combined into
a single representative signal. Nevertheless, this assumption can not hold when the cluster size
increases to some extent. Therefore, we develop a complementary exponential data correlation
model and use it in evaluating energy consumption.

Considering the phenomenon of interest as a random process, the correlation between data
collected by two sensors is generally a decreasing function of the distance r between them.

After the data aggregation removes most of the redundancy, the residue can be assumed to be an
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increasing function of 7. Based on the above observation, the data aggregation effect is modeled
as below.

Suppose there are M; nonhead members in cluster & (kK = 1,2,3,...,¢), the ith member
(z=1,2,3,..., M) collects [ bits and sends them back to its head k at distance r;, the head
expends 2 Ep 4 Joules on the data aggregation of the 2! bits (I bits collected by itself and another
[ bits by its ith member), where Ep, is set as 5n.J/bit as in [16]. The resulting data is assumed
of 1(1 + ny;) bits, where 7y; is data aggregation residue ratio and assumed to be complementary

exponential, namely,

Mhi =1 — ™%k, (8)

Then, the resulting data from the whole cluster & is

M
1+ m) ©)
=1

a is a small positive real number whose magnitude depends on specific phenomenon of interest.
For example, the photic, acoustic, seismic and thermal signals often show a strong correlation
at short distance, and thus, o will have smaller values for such data. Since 7 is a monotonously
decreasing function of o and r, n approaches zero for smaller a and 7. This model can
approach the perfect-data-correlation assumption in [16] by decreasing o or approach the no-
data-aggregation assumption in [3], [4] by increasing c, thus, different scenarios can easily be

set up by varying a.

IV. OrPTIMAL CLUSTERING

In this section, we make data-centric analysis of energy consumption in WSN and propose a

new criterion which is the theoretical basis of ESO.

A. Problem Formulation

Clustering has been widely used in pattern recognition, and we use it to obtain the energy-
efficient organization for WSN. From the data-centric view, the data collected by a node can be
sent back directly to the base station or relayed by a cluster head. The first case occurs if this

node is a cluster head; the data collected by head k is data-aggregated (with the data collected
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by its members) and sent back to the base station. Thus, the energy cost for each bit of data
collected by head k is
JCH(Ic) = EDA + Eelec + Empd?g) (10)

where d;, is the distance between head k and the base station.

For the second case, consider nonhead member ki with its head & at the distance r;;, member
ki sends its data to head k, and then head k performs data aggregation on the data and sends
the resulting data to the base station. Thus, the energy cost for each bit of data collected by

nonhead member ki is
JCM(ki) = Eelec + efsrl?;i + Eelec + EDA + n(rki)(Eelec + 6mpdi)' (1 1)

Considering all ¢ clusters, the overall cost is

c M.
Jiotal = Z{JCH(k) + Z Jomen } (12)
k=1 i=1

where M, is the number of nonhead members in cluster k.

Taking E[Jiota] the expected value of the overall energy cost as the objective function, the
original problem is translated into an objective function clustering [20]. If a central control
scheme is possible, an iterative algorithm can be run at the base station to minimized E[J;o14]. For
example, Fuzzy c-Means is utilized in [18] to minimize an Euclidean-distance-based functional
representing the energy cost in Wireless Personal Area Networks. However, since WSNs are
working in ad hoc mode, clustering decision must be distributed to each sensor node. Thus, our

goal is using only local information to achieve energy-efficient clustering.

B. Benefit Range

Generally, if a node is close to a cluster head, there is some energy gain if it joins that
cluster. The energy gain diminishes when the distance between the nonhead member and the
head increases. Consequently, the energy gain approaches zero at some critical distance, termed
as benefit range. To determine the benefit range, consider a node with a head at distance r. The
node could choose to be a nonhead member or a head, which would consequently cost Joas or
Jog as in (11) and (10). Naturally, the decision should be based on the comparison of Jops and
Jon as

CH
Joem 2 Jom, (13)
cM




1.e., the decision rule for each sensor is:

a nonhead member ifJoy < Jom
A node elects to be (14)

a cluster head ifdom > Jou

We call this criterion as local energy efficiency criterion, because it is based on only the local

information. Substituting (10) and (11) into (13), we obtain

Eeiec + 6fs"r"jzj + Eelec + EDA + n(rij)(Eelec + Empd?) (15)
CH .
2 EDA + Eelec + fmpdj‘
cM
The benefit range can be obtained by equating two sides though a closed form may be unavailable.
Obviously, the cluster radius R, has to be much smaller than the benefit range because the
energy gain is so thin at the outer ring that a new cluster be formed. Although this criterion is
too complex to be used in real applications, it promotes using R, instead of c as the guideline
parameter to guide the election. Denote the areas occupied by the whole WSN and the cluster

by Sy and S, respectively,
Sy

~ 16
cr g (16)
Assume Sy and S, are both circular, R, is related to ¢ by
nR? R,
¢= R T (%)% 7

where R is the radius of Sy. Although it is mathematically equivalent to partition nodes into
¢ clusters or to organize nodes into clusters with radius R, the former is definitely a global
approach, which leads to dependence on the global information. Thus, the latter is more suitable

for a distributed algorithm.

C. Optimal Cluster Size

As indicated by (17), it is equivalent to determine ¢ or R.. Here, we try to analytically
determine the optimal value of ¢ using the introduced models. This process is similar in some
steps to that in [16], which can only determine a rough range , namely 1 < c,,; < 6, for a
similar 100-node network, while our analysis predicts the optimal value of R, in simulation

with satisfying accuracy.




The typical scenario is that N nodes are distributed uniformly in a circular region with radius
R. There are c clusters with one cluster head and n — 1 nonhead members within each cluster.

n is the average number of cluster members and related to ¢ by
n~ N/ec. (18)
Based on (12), the average total energy cost can be approximated by
Jiotal = (Jon + (n—1)Joum)
= cJon+ (N —c)Jom (19)

where Jop and Jgjs are the average energy cost for the cluster head and nonhead member
respectively.
Following (10) and (11),

Jon = Epa + Eeee + €mpBld"], (20)
Jom = Eaee + €55 E[r%] + Eaee + Epa + E[n(r)(Betec + €mpd®)). (21)

Since all nodes are placed randomly, r and d are independent, thus, (21) can be written as
Jom = Eeee + €55 E[r?] + Eetec + Epa + E[(r)|( Eetec + €mpE[d"]). (22)

We estimate the expected values in (20) and (22) as follows. Assuming the cluster head is at

the center of mass of the cluster,

E[r? = //Crzpc(r,e)rdrdﬁ

27 R.
= / / r%p(r, 8)rdrdd
o Jo

(23)
Since the nodes are assumed to be uniformly distributed, p.(r, 8) is a constant given by
pe=1/7R. = c/(nR?). 24
Substituting (24) and (17) into (23),
4
Byt = Tk
= %2 (25)
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Similarly,

Eln(r)] = / / (U= plr, Ordrds

2r  prRc
= 7TR2 / -—Ot'l‘ Tde9
2c
= = 1—e " )rdr (26)
2 [Ca-e
2c R O
= 1+ omle ™ -1 27
+a2R2(e (\/E )—1) 27
E[dY] = / Ir — rps|*pn(r,8)rdrdd
s
N21r
= 7rR2 / 2 4 r%¢ — 2rrpgcos(8 — Ops))*rdrdd (28)

Since E[d*] is a function of R and irrelevant to ¢, we keep it in the further derivation.

The optimal value of ¢ can be obtained by setting 5’9_1_:5%@ to zero.

ajf.otal .
5 =0
= = dJom
= Jog—Jom + (N C) 5%
R? 2¢ , _ar ,aR
= EmpE[d4] —_ Eelec ol Efs2_c - (1 + aT‘R—i(e Ve (% ‘I‘ 1) - 1))(Eelec "I‘ empE[d4])
+(N — c)%(&lea + empE[d"])) (29)
OFEn(r 2 r aR e_Q'V%
gzc( )]:a2R2(e A0+ (30)

Since it is impossible to solve (29) algebraically, we turn to the numerical solution. For example,
the base station is located at (rgg,8ps) = (125,0) and N = 100, R = 50m in our experiments,
we can evaluate (28) as

E[d*] = 5.8997¢ + 008. (31

In Fig. 3, we plot a—j;%"’ over ¢ for & = 0.001 and o = 0.05 respectively. The corresponding

Copt can be easily obtained as

Copt = 1.6569  for o = 0.001, : (32)

Copt = 20.2600 for o = 0.05. (33)
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Fig. 3. Plot of 2ltetal for N = 100, R = 50m and (rgs, fss) = (125,0).(a)a = 0.001. (b)ax = 0.05.

Observe that ﬂgjﬂl is convex at cop¢, Which indicates Jiotar 1S maximized at Copt- According to

(17), the corresponding R, is
R, =38n for o = 0.001, 34)

R, =11lm for a = 0.05. (35)

We are also interested in the relation of NV to c,,. In Fig. 4, we plot ¢, over N for a = 0.001
and a = 0.05 respectively. These figures show that c,,; is a increasing function of N, which

indicate the guideline parameter (c or R,) should be adjusted adaptively if N varies.

V. EXPELLANT SELF-ORGANIZATION

Expellant Self-Organization (ESO) is designed to replace the cluster formation occurring at
the beginning of each round in LEACH. As shown in Fig. 5, each node firstly broadcasts its
vital information at the maximum radio power level so that the knowledge is spread as widely
as possible. The vital information may include nodes’ energy, location, etc., though only energy
information is needed by ESO. Then, each node counts its neighbors and broadcasts the number
of its neighbors locally. “Local broadcast” here means broadcasting at a level corresponding to
the cluster radius R, which is a predetermined system parameter. If a node’s headship potential

qualifies as a head compared to its neighbors’, it will try to claim the headship by broadcasting
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Fig. 4. Plot of copt vs. N = 100 for R = 50m and (r5s,88s) = (125, 0).(a)a = 0.001. (b)ox = 0.05.
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locally, which can be viewed as placing a bid for the headship. A node’s “neighbors™ are defined
as the nearby nodes within distance R, from that node. Due to the possible contention for the
headship, such bids could fail, which is indicated by the collision of “headship claims”. Using
certain back-off strategy, the bidders will contend with each other until a node with satisfactory
potential wins. By doing so, the head-to-be expels other possible heads in its heighborhood, and

in consequence, the heads are scattered far between.

The headship potential is an important parameter which replacés the self-electing probability
used in native LEACH. As discussed in [16], the node’s energy is important to determine its
potential because the headship can be rotated among nodes by assigning more potential to
the nodes with higher energy. In addition, we propose taking the number of neighbors into
consideration, because the energy gain is prominent only in the neighborhood of the head as
shown in Section IV-B and thus it is energy-efficient to let the node with more neighbors win

the headship.

Based on these considerations, the qualification conditions are set as below. For any node, let
N denote the set of its neighbors, F(i) and B(7) be the energy and the number of neighbors of the
ith neighbor respectively, i € A/. The thresholds are set as the linear combination of maximum

and mean value of corresponding parameters as in (36) and (37) so that the thresholds are adapted
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Fig. 5. Flow chart of a node in ESO.

to the current distribution of parameters.

Ery = 'YIIZ_%%(E('L) +(1- fyl)nz;gf,an(z) (36)
Br, = 'yzriré%cB(z) +(1- ’yg)n}gﬁtan(z) 37)

The conditions can be relaxed by decreasing ; 2, 712 € [0, 1]. Since there is no closed-form
objective function, it is difficult to determine optimal «y analytically. Fortunately, our experiments
show that the performance is not sensitive to the setting of . Thus, we simply choose a smaller
value for ; and a larger value for v, as v, = 0, o = 0.8, because we want to emphasize the
position condition in order to achieve energy efficiency and relax the energy condition in order

to allow more nodes into the headship auction.
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The nodes qualifying for both conditions are considered as Class A bidders, the nodes quali-
fying for only one of the conditions are Class B bidders, and the nodes failing both conditions
belong to Class C and will not place bids. Class B bidders have delayed starting time compared
to Class A so that the former can not bid until waiting long enough to ascertain there are no Class
A bidders in their neighborhood. Class B are necessary in order to handle the rare exception
that there are no Class A bidders in their vicinity. The extreme case that no heads are elected is
avoided by expellant elections by permitting Class B bidders into the headship auction because
it is impossible that there are only Class C nodes in the whole network.

Once a node successfully sends out the “headship claim”, its neighbors must join it by sending
“Request to join”. Since these requests can be eavesdropped by their neighbors, their neighbors
can correspondingly correct their numbers of unclustered neighbors. If a node finds all its
neighbors are clustered, it can elect to be a cluster head by sending out a “headship claim”.
Those nodes outside the neighborhood of existing cluster heads can not join any clusters. When
the public channel is idle again, which indicates there is no node in its neighborhood trying to

join existing clusters, another round of auction will begin until all nodes are clustered.

VI. SIMULATIONS

In this section, we compare the performance of ESO and LEACH using computer simulations.
100 nodes with 2J initial energy were evenly distributed in a circular region with diameter 100m,
and the base station was located at (125m, 0). Since the set-up overhead is negligible compared
with the steady-state traffic, we only count the energy consumption in steady-state phase. We ran
1000 simulations for each case and plotted received data, energy consumption and the number

of survival nodes.

A. Optimal ¢

In this case, the effect of ¢ on energy efficiency was evaluated for nearly perfect data correlation
(o = 0.001). Fig. 6(a)(b) show the amount of data received at the base station over time and
per given amount of data received in the base station. Fig. 6(c)(d) show the number of survival
nodes over time and per given amount of energy. Note that there exists a critical phase during
which the survival nodes virtually send no data to the base station while they are still alive.

The critical phase is indicated by a horizontal line in Fig. 6(a) and a plunging line in Fig. 6(d).
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Fig. 6. Data of LEACH at varying c. (a) Amount of data received at the base station over time. (b) Amount of data received at
the base station per given amount of energy. (c) Number of survival nodes over time. (d) Number of survival nodes per amount

of data received in the base station.

Since some schemes can lengthen the actual lifetime by lengthening the useless critical phase,
the actual lifetime is not a fair measurement of energy efficiency. In the following, we choose
the effective lifetime whose end is marked by the critical phase.

Taking ¢ = 3 and ¢ = 9 as examples, although Fig. 6(c) shows the actual lifetime of the
former is visibly longer than the latter, Fig. 6(d) distinctly shows the the effective lifetime of
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the latter is far longer than that of the former. The reason that ¢ = 3 has a longer actual lifetime
is that so many nodes dies during the earlier phase that the resulting sparse node distribution
favors a lesser c.

Another good measurement of energy efficiency is the ratio of data transportation over energy
consumption, termed as Data/Energy Ratio(DER), which is indicated by the slope in Fig. 6(b).
Higher slope implies the corresponding scheme can transport more data with given amount of
energy consumption. In the following, we use effective lifetime and DER to evaluate the energy
efficiency.

Fig. 6(b) and Fig. 6(d) clearly show that both effective lifetime and DER are maximized at
¢ = 5. Due to the randomness in the election, the performance does not degrade visibly when c
is still close to 5. It is noteworthy that ¢ = 5 does not agree with ¢, given by the analysis in
section IV-C. The main reason is that LEACH can not guarantee that the desired ¢ cluster heads
be elected. Suppose no cluster head is elected, i.e.,ceiectea = 0, all nodes have to communicate
with the base station directly, in which case all the clustering energy gain is lost. Generally, there
is energy penalty when Ceecteq # ¢, but the penalty for cerecteq = 0 is disproportionately large
because the other cases do not lose the clustering energy gain totally. For ¢ = 1, the probability
of “Cetectea = 07 is 0.366(shown in Table IT), which is intolerably high and reduces the energy
efficiency tremendously. While c is set as larger value such as 5, the probability of “ceected = 07
decreases to a negligible amount 0.0059 (shown in Table I). The random election and extra

energy cost for the case “Ceected = 0° shift the optimal c to a larger value.

B. ESO vs. LEACH

In this case, Expellant Self-Organization is compared to native LEACH for nearly perfect
data correlation (o = 0.001). We ran 1000 realizations for each R, and plotted the effective
lifetime and DER. Fig. 7 shows that the performance of ESO is optimal at around R, = 40m
with DER =~ 7.62E3bits/J and effective lifetime around 1.52F9 s. Compared with those of
native LEACH at ¢ = 5, ESO shows an approximately 6% improvement for DER and effective
lifetime. Denote the time at which the number of survival nodes falls below 10% deadline by
TOD10 (Time Of Death 10), which indicates the start of the aging period. Fig. 7(b) shows that
ESO delays TOD10 by 1.31E9 bits and thus shorten the aging period. Considering that ESO is

a distributed scheme, such improvement demonstrates the energy efficiency of ESO.
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OUTCOME OF 100 NODES ELECTING 1 HEAD.

n: number of elected heads I Pr(n elected heads) |

nodes per amount of data received in the base station.
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Fig. 7. ESO vs. LEACH. (a) Amount of data received at the base station per given amount of energy. (b) Number of survival

The analysis in section IV-C indicates that R, should be adapted to the decreasing node

adapt R, to keep energy efficiency.
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density. Since the death of nodes decreases the node density, we expect the optimal R, to
decrease accordingly. However, since ESO remarkably delays 70O D10, the number of survival

nodes does not decrease visibly during most of the network lifetime. Therefore, we need not




C. Data Aggregation Effect On Optimal R,

In this case, the effect of data aggregation is evaluated. We ran 1000 simulations at different

R, with o = 0.05 and plotted the effective lifetime and DER. Fig. 8 shows that the performance
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Fig. 8. ESO with & = 0.05. (a) Amount of data received at the base station per given amount of energy. (b) Number of

survival nodes per amount of data received in the base station.

of ESO is optimal at around R, = 10, which is far from R, = 40 with a = 0.001. The reason
that the smaller clusters are formed is that the benefit range shrinks when the data correlation
decreases. These values of R, agree with the analysis in section IV-C for both value of . This
shows the advantage of ESO over original LEACH,; the election results of ESO conform to the
energy-efficient expectation. This also shows the usefulness of our data correlation model; we

can easily fit the simulation scenarios for the phenomena of interest by varying o.

VII. CONCLUSION

The previous clustering researches often take a global approach, which is appropriate for
global optimization. However, when a distributed clustering is desired, the already-answered
questions such as “How many clusters should the nodes be partitioned into?”” have to be translated
into a distributed version and restudied. In this paper, we take a fully distributed approach

to energy efficiency for WSN. Motivated by the local energy efficiency criterion, we propose
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using the cluster size instead of the number of clusters as the guideline parameter in clustering.
Furthermore, we utilize the contention for the channel to guarantee the energy-efficient head
election. As shown by the simulations, although the proposed ESO uses only local information,
it achieves better energy efficiency than native LEACH in terms of Data/Energy Ratio and
effective lifetime. The simulations also show that the optimal cluster radius obtained from the
experiments agrees well with the analysis of optimal clustering, which indicates the performance

of our distributed clustering is close to that of the global optimal one.

VIII. ACKNOWLEDGMENT

This work was supported by the Office of Naval Research (ONR) Young Investigator Award
under Grant N00014-03-1-0466.

REFERENCES

[1] I. Akyildiz et al., “A survey on sensor networks,” JEEE Commun. Magazine,pp.102-114, Aug. 2002

[2] R. Min et al,, “Energy-Centric Enabling Technologies For Wireless Sensor Networks,” JEEE Wireless Commun., pp 28-39,
Aug. 2002

[3] T. Shepard,”A channel access scheme for large dense packet radio networks,” in Proc. ACM SIGCOMM, Stanford, CA,
Aug. 1996, pp.219-230.

[4] M. Ettus, “System capacity, latency and power consumption in multihop-routed SS-CDMA wireless networks,” in Proc.
Radio and Wireless Conf. (RAWCON), Colorado Springs, CO, Aug. 1998, pp.55-58.

{5] C. R. Lin and M. Gerla, “Adaptive clustering for mobile wireless networks”,JEEE J. Select. Ares Commun., vol. 15, pp.
1265-1275, Sept. 1997 D. J. Baker, “Distributed control of broadcast radio networks with changing topologies,” in Proc.
IEEE Infocom, San Diego, CA, Apr. 1983, pp.49-55.

[6] B. Das and V. Bharghavan, “Routing in ad-hoc networks using minimum connected dominating sets,” in Proc. IEEE Int.
Conf. Communications, Montreal, QC, Canada, June 1997, pp. 376-380.

[7]1 B. Das, R. Sivakumar, and V. Bharghavan, “Routing in ad hoc networks using a spine,” in Proc. IEEE computer
Communications and Networks, pp.34-39,Sept. 1997.

[8] R. Ramanathan and M. Steenstrup, “Hierarchically-organized, multihop mobile wireless networks for quality-of-service
support,” Mobile Networks Appl., vol. 3, no. 1, pp. 101-119,1998

[9] A. B. McDonald and T. F. Znati, “A mobility-based framework for adaptive clustering in wireless ad hoc networks,” IEEE
J. Select. Areas Commun., vol. 17, pp. 1466-1487, Aug. 1999

[10] N. H. Vaidya et al., “A cluster-based approach for routing in dynamic networks,” ACM Comput. Commun. Rev., vol. 17,no.
2, Apr. 1997.

[11] A. J. Haas and B. Liang, “Ad hoc mobility management with uniform quorum systems,” IEEE/ACM Trans. Networking,
vol. 7, pp. 228-240,Apr. 1999.

{12) W. Chen, N. Jain, and S. Singh, “ANMP:Ad hoc network management protocol,” IEEE J. Select. Areas Commun., vol.
17,pp.1506-1531,Aug. 1999

20




[13] A. Iwata et al., “Scalable routing strategies for ad hoc wireless networks,” IEEE J. Slect. Areas Commun., vol. 17,pp.1369-
1679,Aug. 1999

[14] T.-C. Hou and T.-J. Tsai, “An Access-Based Clustering Protocol for Multihop Wireless Ad Hoc Networks,” IEEE J. Select.
Areas Commun. , vol. 19, pp. 1201-1210, Jul. 2001

[15] K. Sohrabi et al, “Protocols for Self-Organization of a Wireless Sensor Network,” JEEE Personal Communications, pp16-27,
Oct. 2000

[16] W. B. Heinzelman et al, “An Application-Specific Protocol Architecture for Wireless Microsensor Networks,” IEEE Trans.
On Wireless Communications, Vol. 1, No. 4, Oct. 2002

[17] C.F. Chiasserinia and R.R. Rao, “Pulsed battery discharge in communication devices,” Proc. Mobicom, pp.88-95, 1999

[18] Q. Liang, “A Design Methodology for Wireless Personal Area Networks with Power Efficiency,” IEEE Wireless
Communications and Networking 2003, Vol.3, pp16-20, 2003

[19] T. S. Rappaport, Wireless Communications: Principles and Practice, 2nd ed. Upper Saddle River, NJ: Prentice-Hall, 2002.

[20] J.C. Bezdek, Pattern recognition with fuzzy objective function algorithms, New York: Plenum Press, 1981.

21




Energy-Efficient Self-Organization for Wireless
Sensor Networks: A Fully Distributed Approach

Liang Zhao!, Xiang Hong?, Qilian Liang®
Department of Electrical Engineering
University of Texas at Arlington
Arlington, TX 76010, USA
Email: {zhao!, hong?}@wecn.uta.edu, liang® @uta.edu

Abstract—1In this paper, we utilize clustering to organize
wireless sensors into an energy-efficient hierarchy. We take a fully
distributed approach to energy-efficient clustering and propose
an Expellant Self-Organization(ESO) scheme that uses expellant
election to achieve local energy efficiency. As a distributed
scheme using only local information, ESO achieves comparable
performance in terms of effective lifetime and Data/Energy Ratio
compared with native LEACH that relies on other routing
algorithm to access global information. An exponential data
correlation model is also introduced to simulate different data
aggregation effect.

I. INTRODUCTION

A wireless sensor network(WSN) can be thought of as an ad
hoc network consisting of sensors linked by a wireless medium
to perform distributed sensing tasks. Sensor networks share
many communication technologies with ad hoc networks, but
there are some vital differences such as dense deployment
and energy constraint [1], thus the protocols developed for
traditional wireless ad hoc networks are not necessarily well
suited to the unique features of WSN. When a sensor node
may have to operate for a relatively long duration on a tiny
battery, energy efficiency becomes a major concern.

A variety of “power-aware” routing protocols have been
proposed to address this problem. In one school of thoughts
[2]-[4], the traditional Shortest Path First strategy is replaced
by Least Energy First routing, i.e., a multihop route is pre-
ferred to a single-hop one if only multiple short-distance relays
cost less energy than a single long-distance transmission.
For example, “Minimum Transmission Energy”(MTE) routing
[3], [4] was proposed in place of traditional “minimum hops
routing”. Another school of thoughts is that nodes are clustered
so that a hierarchy is formed. Based on the observations on
cellular networks [5]-[13], [19], it would be advisable to
partition nodes into clusters for the reasons such as spatial
reuse, less update cost, less routing information and less data
transmission.

Another dispute in previous ad hoc networks research is
whether a clusterhead be elected within each cluster. Some
researchers [5], [9], [10] argue that it is unreasonable to have
a clusterhead as every node has similar energy constraint
and the clusterhead will consume energy much faster. Their
methodology breaks the information exchange into two parts;
cluster members proactively perform the intracluster exchange,

and intercluster information exchange is achieved by demand-
based operations. This approach does have some advantage
when the traffic is mostly within the cluster, however, when
the major traffic in WSN is directed from sensor nodes to the
base station, i.e., of intercluster type, headless structure suffers
from cumbersome intercluster information exchange.

On the other hand, the extra burden of clusterhead can be
mitigated by rotating the headship among the members. The
rotation can also take advantage of the relaxation effect [17],
which indicates frequently reducing the current drawn from
the battery enables the battery to recover a portion of its lost
capacity and hence lengthens the battery lifetime. In addition,
the clusterhead can perform data fusion and reduce the data
sent back to the base station. LEACH (Low-Energy Adaptive
Clustering Hierarchy) [16], an example of the latter school, can
improve network lifetime by an order of magnitude compared
with general-purpose multihop approaches. In conclusion,
the characteristics of WSN prefer hierarchical structure with
clusterheads.

However, the cluster formation in LEACH is based on
global information. To access such information, other routing
schemes are required. In this sense, LEACH is only a semi-
distributed protocol for WSN. The other problem with LEACH
is the random head election that can not guarantee that the
desired number of cluster heads to be elected or the elected
heads are evenly positioned. In this paper, we are concerned
to optimize the cluster formation using only local information.

The paper is organized as follows. Section II introduces
LEACH and the data correlation model that our research is
based on. ESO is described in Section III and simulations are
given in Section IV. Section V concludes this paper.

II. MODELS
A. LEACH

Our energy-efficient clustering research is based on the
hierarchy of LEACH which uses a CDMA-TDMA hybrid
communication scheme. Each cluster has its own Spread
Spectrum code so that the interference between clusters is
minimized. For intracluster communications, TDMA slots are
assigned for each member to minimize the competition for the
shared wireless media. The operation of LEACH is divided
into rounds. At the beginning of each round, cluster heads
are elected and other nodes join them as members so that N




nodes are partitioned into ¢ clusters. When a cluster is formed,
the cluster head creates and broadcasts a time schedule to its
members. As shown in Fig.1, each member is assigned a time
slot per frame to send its data to its cluster head, and then the
cluster head performs data aggregation and sends the resulting
data back to the base station. Compared with multihop routing
schemes, LEACH shows an outstanding energy efficiency,
which can be translated into energy gain.

Round

Fig. 1. Time line showing LEACH’s frame structure.

However, there are several drawbacks in LEACH’s cluster

formation as below.

a. Dependence on global information In LEACH, each
node i elects itself to be a head at the beginning of
round r + 1(which starts at time t) with probability P;(t).
Reference [16] provides two ways to determine the self-
electing probability P;(¢). If all nodes are assumed to
start with an equal amount of energy, P;(t) is given by

Pt) = | Fewmean (G =1

0 : Ci (t) =0
where ¢ is the desired number of clusters and C;(2) is the
indicator function determining whether or not node ¢ has

been a head in the most recent (7 mod (N/c)) rounds.
The more general estimate of P;(¢) is given by

Ei(t) ,1}’

P;(t) = min{——c¢
(0) {Etotal(t)

where E;(t) is the cur