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Abstract 

During the period of 12/1/2003 - 5/31/2004, we have proposed different approaches on 

energy efficient wireless sensor networks. 

1. We proposed a cross-layer design approach for fault-tolerance and energy efficiency. Net- 

work layer (sensor network routing), MAC layer, and physical layer (channel coding and 

interleaver) were considered in this approach. 

2. Theory and performance analysis for sensor placement and lifetime of wireless sensor net- 

works were studied, and statistical distribution of the node lifetime and network lifetime 

were presented. 

3. A fully-distributed energy-efficient self-organizing protocol was proposed for wireless sensor 

networks, and an Expellant Self-Organization (ESO) scheme was developed. 

4. Energy efficient intrusion detections and corresponding strategies were studied and simu- 
lated for wireless sensor networks. 

5. Tradeoffs between latency and energy efficiency were evaluated in wireless sensor networks. 

Fourteen papers were produced during the past six months, and are attached to this report. 

1    Fault-tolerant and Energy Efficient Cross-Layer Design for Wire- 

less Sensor Networks 

In wireless sensor networks, fault-tolerance and energy efficiency are two important topics. We 

studied fault-tolerance for link failure and compromised nodes (because of security attacks) using a 

cross-layer approach: considering network layer (sensor network routing), MAC layer, and physical 



layer (channel coding and interleaver). Energy efficiency was also considered in the cross-layer 

approach. 

1.1 Energy and Mobility Aware Geographical Multipath Routing for Wireless 

Sensor Networks 

In [4], we proposed a fully-distributed energy and mobility aware geographical multipath routing for 

wireless sensor networks. The remaining battery capacity, mobility, and distance to the destination 

location of candidate sensors in the local communication range were taken into consideration for 

next hop relay node selection, and a fuzzy logic system was applied to the decision making. Sim- 

ulation results showed that this scheme could extend the network lifetime longer than the original 

geographical routing scheme which only considers distance to the destination location, and this 

scheme could reduce the frame loss rate and link failure rate since mobility was considered. 

1.2 Fault Tolerant Multipath Transportation Aided with Channel Coding and 

Interleaver 

In wireless sensor networks, the bandwidth and energy are limited, and some link failures may 

happen during data transmission. In [1][2], we proposed a fault tolerant Multipath Transportation 

Aided with Channel Coding and Interleaver (MTACCI) scheme for Wireless Sensor Networks. We 

drew the following conclusions: 

1. Simulation results showed that our scheme performed much better than the Dual Trans- 

portation (DT) scheme (in static AWGN channel) and diversity with MRC scheme (in fading 

channel) in terms of BER. 

2. Our MTACCI could tolerate some link failures, which makes wireless sensor networks surviv- 

able and resilient. 

3. Our MTACCI scheme needs much narrower bandwidth than the other two schemes, which 

solves the bandwidth constraint problem in wireless sensor networks. 

4. Our MTACCI scheme can work at low SNR, which can save lots of energy because energy 

constraint is one of the most important topics in wireless sensor networks, and existing studies 

showed that most energy is consumed in communication-related activies in wireless sensor 

networks. 

5. The larger the number of paths in MTACCI, the better the performance, which means the 

fault is more tolerable. In additions, the required bandwidth is narrower for larger number 

of paths in MTACCI. 



1.3    Secure and Energy Efficient Multipath-routing (SEEM) in Wireless Sensor 

Networks: A Cross-Layer Approach 

In wireless sensor networks, security and energy efficiency are two important topics. In multipath 

routing, threat can come from compromised nodes, which might relay incorrect information (packet) 

to the next node during routing. Detection of such incorrect information is very difficult. In [3] [2], 

we proposed a Secure and Energy Efficient Multipath-routing (SEEM) scheme aided with channel 

coding and interleaver. The M-path in multipath routing were selected using existing routing 

algorithm and fuzzy logic system considering the average remaining battery capacity and mobility 

of associated nodes. Simulation results showed that even if certain paths were compromised, the 

receiver node was still able to recover the transmitted message from errors with very low bit error 

rate. 

2    Sensor Placement and Lifetime of Wireless Sensor Networks: 

Theory and Performance Analysis 

The energy constraint on wireless sensor networks leads to limited lifetime. Architects of such 

networks are required to guarantee a specific network lifetime for specific applications. In [6] [7], 

we proposed an analytical network lifetime evaluation methodology that can be used to arrive at a 

closed form expression for network lifetime. This methodology is easy to follow. Also, its bottom- 

up nature, which views the problem at the sensor node level instead of network level, makes the 

approach simpler and faster. As a first step towards validating this approach, we applied it to 

networks having regular sensor placement schemes. The schemes chosen for evaluation were the 

square grid and the hex grid placement schemes where the sensor nodes are placed at the corners 

of squares and regular hexagons respectively. We assumed the square grid networks and the hex 

grid networks to be deployed with least density, i.e., distance between adjacent nodes is equal 

to the sensing/communication range of an individual sensor. All sensor nodes were assumed to 

be identical. Lifetime was defined as the post deployment time interval for which the network 

maintains complete coverage and connectivity. The analytical approach that we proposed has the 

following three steps: 

1. Failure analysis 

2. Node lifetime evaluation 

3. Network lifetime evaluation. 

The first step analyzes the reasons for network failure. The failure analysis of the two grids shows 

that the two main reasons for network failure are loss of coverage and loss of connectivity, and this 

occurs when any two neighboring nodes fail.   High-density networks (distance between adjacent 



nodes is \ sensor range) are also analyzed for network failure. The second step evaluates the sensor 

node lifetime. The lifetime of a sensor node is defined as the time taken for its energy to go zero. It 

is modeled as a random variable, and its reciprocal is found to follow a Gaussian distribution. The 

third step, which is the network lifetime evaluation, requires the application of reliability theory. 

Reliability block diagrams are built to model network failure. Survivor functions of node lifetimes 

are used to find the network lifetime survivor function, and hence the probability distribution of 

the network lifetime. Simulation results and theoretical plots show strong similarities. Lifetime 

evaluation is high-density networks uses the corresponding least density network lifetime, as well as 

the node survivor function to evaluate the time taken for the high-density network to reach the least- 

density state. The analysis performed on 36-node square grids and hex grids showed that although 

the hex grids covers almost double the area as compared to the square grid, it delivers the same 

lifetime. Comparisons such as this can enable sensor network architects decide which placement 

pattern best suits the application. This methodology can also be used to choose between several 

possible routing protocols or data aggregation schemes, based on the lifetime that they deliver. 

The square grid and the hex-grid are basic four-neighbor and three-neighbor placement schemes 

and can be used as basis for evaluation of other complex placement schemes. The analysis can also 

be extended to randomly deployed networks. 

3    Energy-Efficient Self-Organization for Wireless Sensor Networks: 

A Fully Distributed Approach 

Clustering provides a promising hierarchy in energy efficiency. In [12], we first adapted Low-Energy 

Adaptive Clustering Hierarchy (LEACH) to more dynamic topologies which is associated with sen- 

sor networks. By relying the clustering on the one-hop neighbor information, we removed LEACH's 

dependence on other routing schemes. Furthermore, we introduced adaptive channel assignment 

to accommodate the on-off topology changes. However, we noticed that the optimal number of 

clusters obtained through simulations does not agree with the analysis. Through extensive study, 

we found this is mainly due to the random head election used in LEACH can not guarantee the 

desired number of clusters be elected, which shifts the outcome of election to a larger number of 

clusters (see [13, 14] for details). To address this problem, in [13, 14], we proposed using cluster 

radius to replace the number of clusters as the guideline parameters. Nevertheless, we developed 

Expellant Self-Organization (ESO) scheme to guide the election. ESO makes good use of the con- 

tention for wireless medium to choose the strongest node to be the cluster head so that not only 

the approximately desire number of clusterheads be elected but also they are evenly distributed 

in the whole network. Thanks to better outcome of head election, ESO achieves energy efficiency 

comparable with LEACH in terms of network life and Data/Energy Ratio without involving global 

information in clustering. 



4 An Energy-Efficient Self-Organizing Protocol for Wireless Sen- 

sor Networks 

In [5], we consider a network of energy-constrained sensors deployed over a region. Each sensor 

node in such a network is systematically gathering and transmission sensed data to a base station 

(via clusterhead) for further processing. A key challenge in data gathering is to maximize the 

system lifetime, given the energy constraints. We focused on reducing the power consumption of 

wireless sensor networks. The dominate component in energy consumption is almost always due to 

communication. Therefore, we heavily modified an existing communication protocol, Low-Energy 

Adaptive Clustering Hierarchy (LEACH). We extend LEACH's stochastic cluster-head selection 

algorithm by a deterministic component to reduce energy consumption. Simulation results showed 

that our modified scheme can extend the network life around 50% for First Node Dies (FND) and 

62% for Last Nodes Dies (LND). 

5 Energy Efficient Intrusion Detections and Strategies for Wire- 

less Sensor Networks 

Denial of Service(DoS) attack on Wireless Sensor Networks(WSN) might attempt to disrupt/degrade 

the function of the whole network or might harm a specific node. This type of attack is critical 

in any security system. Without proper security mechanisms, networks will be confined to lim- 

ited, controlled environments, negating much of promise they hold. While DoS has been studied 

extensively for the wire-line networks, it is lack enough of research in WSN. Due to deployment 

in tactical battlefield missions, WSN is susceptible to attacks by malicious intruders. Meanwhile, 

some salient features of WSN lay challenges in securing the security of message transmitted in the 

networks. DoS attack on MAC layer of WSN could potentially disrupt channel access and might 

cause waste of bandwidth and power resources. When some normal nodes were captured and re- 

programmed by enemies, traditional security mechanisms, such as authentication protocols, digital 

signature, and encryption, are not strong enough to make WSN be immune for all kinds of attacks. 

Through adding our algorithm to the RTS/CTS based MAC protocols, we improved the safety of 

MAC layer. 

In [8] [9], we proposed a security algorithm which has two function modules for it: intrusion 

detection module and intrusion defense module. The basic idea behind the algorithm is that, intru- 

sion module of each node frequently monitors a serial of sensitive network performance indicators, 

then according to these statistics' values, the intrusion module make the decision, i.e. whether 

the intrusion existed or not. If intrusion is found, the defense module of each node schedules the 

countermeasure to reduce the destroy of the attacker. After a period of time, the node would make 

intrusion detection again. We especially studied Collision attack. Unfairness attach and Exhaustion 

attack. We applied soft decision theory [8] and fuzzy logic theory [9] separately to carry out our 



intrusion detection task. In soft decision approach [8], we made intrusion detection based on the val- 

ues of Colhsion Ratio(i?c), Probabihty of Data Packet Successful Transmission(Pst), Data Packet's 

Waiting-Time(TTO) and RTS Packets Arrival Rat\o{RRTs)- This is a soft decision approach. The 

advantage of using soft decision is that we can effectively reduce the chance to make fault decision, 

which is caused by very small fluctuation of any indicator's value. In fuzzy logic decision approach 

[9], we detected the intrusion using the values of Rc{xl), T^(x2) and i?i?rs(x3). We found that it 

is a waste of energy or unsafe action for the node to try to transmitting or receiving information 

during intrusion period. The reason is, the transmitting or receiving is almost unsuccessful or spied 

by attackers when enemies attack the network. Besides, there is no center control station in the 

network, and we don't hope to utilize the cooperation among nodes. For energy efficiency purpose, 

stopping transmitting and receiving at this time is a feasible method to avoid the intrusion. Our 

countermeasure is to force the node switch to sleep mode for a period of time, when it finds the 

intrusion happen. And each node schedules its sleep plan individually. 

Simulation results showed that our detection algorithm could detect all collision attack, ex- 

haustion attack and unfairness attack successfully when intrusion happened. At the same time, the 

false alarm rate is 0. Furthermore, our defense algorithm scheduled protection plans successfully. 

For our approach, the function modules are executed by each node separately and automatically. 

Co-operations among nodes are not required. Therefore it is a distributed method. In addition, no 

extra hardware is needed. 

6    Latency and Energy Efficiency Aware Wireless Sensor Networks 

Performance evaluation was one of the most important research topics for the Wireless Sensor Net- 

works (WSN). Latency-aware and energy efficiency were two important parameters to evaluate the 

networks quality. In order to meet different performance requirements of the service, we classified 

the packets into high priority and low priority. In [10] [11], we considered the latency and energy 

tradeoffs in WSN. The latency of the high priority packets was small but the network cost more 

energy. The latency of the packets of low priority packets was large but the network cost less energy. 

We solved this problem by transmitting redundant packets in the WSN. We assumed that the net- 

work had a cell-partitioned structure, and sensor moved according to one-step Markov path model 

with constant speed. The power consumption ratio: Transmit: receive: idle of the sensor node was 

approximately: 40:20:1. Each sensor could generate packets with a Poisson distribution and each 

sensor could reserve original packets and relay packets. Each packet entered its subqueue according 

to its destination node ID. The 2-Hop relay algorithm was introduced in the networks. This relay 

algorithm restricted packets to 2-hop paths, and the relay packet was inserted into the subqueue 

of the relay sensors until a source encountered its destination. We implemented the simulation 

model using the OPNET modeler. Simulation showed that the scheduling algorithm with/without 

redundancy could realize the latency/energy tradeoffs in WSN. The contributions were twofold; 



first, we classified the sensor service into two priorities: high and low. The higher priority, the 

better delay performance and more energy consumption. We realized it with the two-hop relay 

algorithm. Second, we established energy/delay tradeoffs curve for the performance of the two-hop 

relay algorithm. 

In order to improve the performance of the two-hop relay algorithm, in [11], the Fuzzy logic 

system (FLS) was implicated in the sensor nodes selection. We modified the network model with 

a cell-partitioned structure: sensor moves according to one-step Markov path model with variable 

speed and the distance between two nodes were variable in the WSN and the power loss model 

was used. FLS was used to elect the three relay nodes. When there were several pairs within 

one cell, we used the FLS to elect the destination node. Three descriptors were used: distance to 

the source node, the remaining energy and the degree of mobility. The output of FLS application 

provides a node election probability and we could elect three highest probability nodes as the relay 

nodes and in another FLS application, we chose the highest probability node as the destination. In 

contrast with the cases that only considered one descriptor, simulation results showed that the FLS 

application could manage the delay/energy tradeoffs. If we design different FLS in the two-hop 

relay algorithm, we can meet different performance requirement in WSN. 
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Abstract— In wireless sensor networks, the bandwidth and 
energy are limited, and some link failures may happen during 
data transmission. In this paper, we propose a fault tolerant 
Multipath Transportation Aided with Channel Coding and 
Interleaver (MTACCI) scheme for Wireless Sensor Networks. 
Simulation results show that this scheme works much better 
than the dual transportation scheme In static channel and 
diversity combining scheme in fading channel when link 
failures exist. Further analysis demonstrates that this scheme 
can solve the bandwidth and energy constraint problems, and 
makes wireless sensor networks survlvable and resilient. 

Index Terms : Wireless sensor networks, multipath trans- 
portation, fault tolerant, channel coding, channel fading. 

I. INTRODUCTION 

Wireless sensor networking is an emerging technol- 
ogy that promises unprecedented ability to monitor and 
manipulate the physical world via a network of densely 
distributed wireless sensor nodes. The nodes can sense the 
physical environment in a variety of modalities, including 
acoustic, seismic, thermal, and infrared. The data rate can 
vary significantly between different types of sensors. For 
example, the temperature sensor works at a frequency 
significantly less than 1 Hz and generates less than one 
byte of information at one time, while a high resolution 
video camera can generate lO's of megabits of information 
per second. In wireless sensor networks, there exists some 
challenges: 

• Bandwidth is limited, which raises some challenges in 
information and data transportation in wireless sensor 
networks, especially in sensor networks for video 
services, which involves a large amount of data. 

• The routing path (link) failure may happen during data 
transmission because of collision, node dying out (no 
battery), node busy, or other accidents. 

• There exists energy constraint in wireless sensor 
networks because most sensors  are battery  oper- 

ated, which means the operating signal-to-noise-ratio 
(SNR) is very low. 

• Some applications require real time information and 
data, which means re-transmission is not possible. 

These challenges motivate us to design a fault-tolerant 
transportation scheme for wireless sensor networks. In this 
paper, we propose a fault-tolerant multipath transportation 
scheme aided with channel coding and interleaver in wire- 
less sensor networks. 

The idea of utilizing path diversity in multimedia data 
transmission was proposed in [6], which mainly considered 
image transmission. Recently, Lin et al [12] presented 
a reference picture selection scheme based on feedback 
for video transmission over multiple paths. Layered cod- 
ing combined with a selective Automatic Repeat reQuest 
(ARQ) transport scheme was proposed in [13], in which 
base layer and enhancement layers are transmitted over 
different paths and only base layer is allowed to be retrans- 
mitted. Both schemes are under the assumption that the 
channel is feedback channel. Aramvith et al [1] proposed 
a conditional retransmission strategy to reduce the number 
of retransmissions so that to improve the video quality for 
wireless video. 

In Section II, we introduce some preliminary knowl- 
edges on channel fading. In Section III, we present our 
Multipath Transportation Aided with Channel Coding and 
Interleaver (MTACCI) Scheme. The simulation results and 
performance analysis are presented in Section IV, and in 
Section V, we conclude this paper. 

II. PRELIMINARY KNOWLEDGE ON CHANNEL FADING 

In mobile wireless sensor networks, some sensors are 
mobile, which will have channel fading during data trans- 
portation. We model such fading as Rician fading. Rician 
fading occurs when there is a strong specular (direct path 
or line of sight component) signal in addition to the scatter 



(multipath) components. The channel gain, 

9it) = 9i{t)+jgQ{t) (1) 

can be treated as a wide-sense stationary complex Gaussian 
random process, and gi{t) and gQ{t) are Gaussian random 
processes with non-zero means mi{t) and mQ{t), respec- 
tively; and they have same variance Cg, then the magnitude 
of the received complex envelop has a Rician distribution. 

Paix) exp{- 
2a2 

,xs 
Ko(^)   x>0      (2) 

where 
s2 = mf(i) + m^(i) (3) 

and Jo(-) is the zero order modified Bessel function. This 
kind of channel is known as Rician fading channel. A 
Rician channel is characterized by two parameters, Rician 
factor K which is the ratio of the direct path power to 
that of the multipath, i.e., K = s^ jla^, and the Doppler 
spread (or single-sided fading bandwidth) fd- We simulate 
the Rician fading using a direct path added by a Rayleigh 
fading generator. The Rayleigh fade generator is based 
on Jakes' model [8] in which an ensemble of sinusoidal 
waveforms are added together to simulate the coherent sum 
of scattered rays with Doppler spread /^ arriving from 
different directions to the receiver. The amplitude of the 
Rayleigh fade generator is controlled by the Rician factor 
K. The number of oscillators to simulate the Rayleigh 
fading is 60. 

III. MULTIPATH TRANSPORTATION AIDED WITH 

CHANNEL CODING AND INTERLEAVER SCHEME 

In our scheme, the multipaths to be used for trans- 
portation can be be chosen using routing. Many routing 
protocols have been developed for ad hoc sensor net- 
works, which can be summarized as two categories: table- 
driven (e.g., destination sequenced distance vector [2], 
cluster switch gateway routing [4]) and source-initiated on- 
demand-driven (e.g., ad hoc on-demand distance vector 
routing [15], dynamic source routing [9]). In [10], Lee 
and Geria proposed a Split Multipath Routing protocol 
that builds maximal disjoint paths, where data traffic is 
distributed in two roots per session to avoid congestion and 
to use network resources efficiently. A Multipath Source 
Routing (MSR) scheme was proposed in [19], which is 
an extension of Dynamic Source Routing (DSR). Their 
work focuses on distributing load adaptively among several 
paths. Nasipuri and Das [14] presented the On-Demand 
Multipath Routing scheme, which is also an extension of 
DSR. In their scheme, alternative routes are maintained, 
which can be utilized when the primary one fails. Tsirigos 
and Haas [18] proposed a multipath routing scheme based 
on Diversity Coding. Three different paths are utilized to 
distribute the data, and x-iox-y Diversity Coding is used 

to offer protection against at most x lost blocks out of the 
total x-^y blocks. 

The number of paths (M-path) to be used for transporta- 
tion is determined based on the channel bandwidth and 
symbol rate. Based on Shannon channel capacity formula 
[16], 

C = W\og{\^SNK) (4) 

where C is the channel capacity in hits jsec; W[Hz) is the 
channel bandwidth; and SNR is the signal-to-noise ratio. 
The transmitted bit rate Ihits/sec has to satisfy I < C 
theoretically. For very limited bandwidth per channel in 
wireless sensor networks, C will not be very high. In 
additions, it is very desirable if there is no intersymbol 
interference (ISI) so that the sensor networks can work at 
very low SNR to save energy and extend the network life- 
time. To ensure there is no ISI, the symbol rate Rsym/sec 
(in transmission) has to be less than the channel bandwidth 
(WHz). Suppose the channel bandwidth is WHz, and 
symbol rate is Vsym/sec, then M (number of paths) 
can be approximately chosen as a minimum integer which 
satisfies M > V/W. Existing routing scheme provides 
some candidate paths. How to choose M paths from given 
candidates will be discussed in another paper. In this 
paper, we assume M paths have been chosen. During the 
multipath transportation, some fault (failure) modes may 
occur because of collision, node dying out (no battery), 
node busy, or other accidents. 

In this paper, we propose a multipath transportation 
aided with channel coding and interleaver (MTACCI) 
scheme. We apply convolutional coding to encode the 
information bits, then the code words are interleaved. 
Interleaver [20] was used to eliminate the correlation of 
the noise/fading process affecting adjacent symbols in a 
received code word, but here we use interleaver to make 
sure that the lost symbols in one failure path will be 
spreaded after de-interleaver so that the Viterbi decoder 
will perform well. The interleaved bits are inserted with 
some unique words (for demodulation purpose), and then 
these bits are modulated to symbols. By this means, a 
frame has been built. For M-path transportation, we split 
the symbols in one frame to M equal-length bursts, and 
each path transmits one burst in parallel. The receiver node 
demodulates each successfully received burst from differ- 
ent path and provide soft-decision output. The receiver 
node combines all the soft-decision output from each burst 
according to the order when they are transmitted, and in 
case one or more bursts are lost due to link failure during 
transmission, the receiver node will provide O's as the soft 
decision output. In this paper, we use the demodulation 
algorithm we proposed in [11] for soft decision output. 
De-interleaving is performed to the soft-decision output, 
and the de-interleaved data are used as the input to Viterbi 
decoder. The decoded output from Viterbi decoder are the 



information bits with possible errors due to link failure and 
additive white Gaussian noise (AWGN). We summarize 
this scheme using a diagram in Fig. 1. 
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Fig. 1.    The diagram of MTACCI. 

IV. SIMULATIONS AND PERFORMANCE ANALYSIS 

We evaluated our MTACCI scheme using computer 
simulations. We ran our simulations for four-path trans- 
portation (Experiment I) and six-path transportation (Ex- 
periment II), and assumed each path has 2% failure rate. 
QPSK modulation and convolutional codes with rate ^ 
and connections 101 and 111 (in binary) were used in the 
transmitting sensor (encoder) and receiver node (Viterbi 
decoder). 

A. Four-Path MTACCI 

In Experiment I, the information bit rate requires 
l.&Mb/sec, but the channel bandwidth is only 533KHz, 
and roll-off factor for square-root raised cosine filter is 
0.3. To avoid ISI, we used four-path transportation. The 
frame structure is plotted in Fig. 2 (a) with 820 QPSK 
symbols (800 symbols payload and 20 symbols UW) were 
used. We used block interleaver with size 8 x 200 to 
interleave the payload bits (after channel coding), and 
then then construct a frame by inserting UW and mod- 
ulation. One frame is splitted to four equal-length bursts 
{205sym/burst) for transmission, and transmitting such a 
burst needs 0.5ms, which means symbol rate per channel is 
410Ksym/sec, so it guarantees that there is no ISI during 
transmission (considering the roll-off factor 0.3 already). 
The total information bit rate in the four-path is 1.6Mb/sec 
(considered channel coding rate ^ and QPSK modulation), 
which satisfies the requirement. 

We ran Monte-Carlo Simulations for 10^ frames at 
each Eb/No value, and compared its performance against 
conventional dual transportation (DT) [5]. In dual (2-path) 
transportation, the transmitted symbols in each path are 
identical, but it will have big advantage if one path has 
failure during transportation. In the simulation, the frame in 
each path has 400 payload symbols and 10 UW symbol per 
burst without coding (illustrated in Fig. 2(b)). Considering 

two paths, the total number of symbols (820 symbols) 
is the same as the MATCCI per transportation. But to 
achieve information bit rate 1.6Mb/sec, transmitting such 
a frame needs 0.5ms, which means the symbol rate is 
820Ksym/sec. A wider bandwidth at least 1.066MHz 
(considering the roll-off facot 0.3) is required for this 
scheme. We provided such bandwidth to DT scheme 
and compared with our four-path MTACCI scheme (with 
533KHz per channel). In Fig. 3, we summarized the 
average bit error rate (BER) versus Eb/No. Observe that 
the MTACCI scheme has more than 3dB gain comparing 
to the DT scheme. It clearly shows a BER floor for 
the MTACCI scheme at high Eb/No because there exists 
2% failure rate for each path. But the performance of 
our MTACCI is very good (e.g., BER = 3 x lO"'' at 
Eb/No = 5dB). In additions, the MTACCI scheme needs 
only half bandwidth (bZZKHz) as that required by the DT 
scheme {1.066MHz). 
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Fig. 2.    Frame structure (in symbols) we used in our simulations, (a) 
Six-path MTACCI, (b) Dual transportation or diversity with MRC. 
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Fig. 3.    Average BER versus EI/NQ for four-path MTACCI and dual 
transportation (DT) in static AWGN channel. 

In mobile wireless sensor networks, there exists channel 
fading during data transportation. In the simulation, we 
used Rician fading K = 9dB and fd = 20Hz. We com- 
pared our MTACCI scheme against the two-path diversity 
with maximal ratio combination (MRC) scheme. Diversity 



is very powerful in combatting channel fading [17], and 
MRC is the optimal combination scheme for diversity. We 
used the same frame structure as that in dual transportation 
scheme (Fig. 2b). We ran Monte-Carlo Simulations for 
2 X10^ frames at each Eb/No value for four-path MTACCI 
and diversity with MRC, and summarized the results in Fig. 
4. Observe that four-path MTACCI can achieve more than 
IdB gain at BER = 10"^. 
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Fig. 4.   Average BER versus Ei/No for four-path MTACCI and diversity 
with MRC in Rician fading channel (,K = 9dB, fa = 20Hz). 

In addition to the gains in terms of dB of Eb/No, the 
MTACCI scheme needs only half bandwidth (bZZKHz) 
compared to the diversity with MRC (1.066MiJz). 

B. Six-Path MTACCI 

In Experiment II, the information bit rate requires 
1.6Mb/sec (same as that in Experiment I), but the channel 
bandwidth is only M7KHz, and roll-oif factor for square- 
root raised cosine filter is 0.3. To avoid ISI, we used six- 
path transportation. The frame structure is plotted in Fig. 5 
(a) with 930 QPSK symbols (900 symbols payload and 30 
symbols UW) were used. We used block interleaver with 
size 12 X 150 to interleave the payload bits (after channel 
coding), and then then construct a frame by inserting UW 
and modulation. One frame is splitted to six equal-length 
bursts {I55sym/burst) for transmission, and transmitting 
such a burst needs 0.56ms, which means symbol rate per 
channel is 276.8Ksym/sec, so it will ensure that there is 
no ISI during transmission given that channel bandwidth is 
347KHz and roll-off factor is 0.3. The total information 
bit rate in the six-path is 1.6Mb/sec (considering channel 
coding rate ^ and QPSK modulation), which satisfies the 
requirement. 

We ran Monte-Carlo Simulations for 10^ frames at each 
Eb/No value, and compared its performance against the 
DT scheme. The frame structure is provided in Fig. 5(b). 
Very similar analysis as in Section IV-A, we can draw a 
conclusion that the DT scheme needs a bandwidth at least 
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Fig. 5.    Frame structure (in symbols) we used in our simulations, (a) 
Six-path MTACCI, (b) Dual transportation or diversity with MRC. 

1.041MHz. In Fig. 6, we plotted the average BER versus 
Eb/No for these two schemes. Observe that more than 4 
dB gain can be achieved using MTACCI. 
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Fig. 6.    Average BER versus Et/No for four-path MTACCI and dual 
transportation (DT) in static AWGN channel. 

Similarly to Section IV-A, we performed simulations for 
Rician fading channel K = MB and fd = 20Hz, and 
compared our six-path MTACCI against the two-path di- 
versity with MRC. The simulation results are summarized 
in 7, which demonstrates that more than 2 dB gain can be 
achieved using six-path MTACCI. 

Again, we re-iterate the bandwidth efficiency of our six- 
path MTACCI: UTKHz versus l.MlMHz (for DT or 
diversity with MRC). 

Observe Figs. 3 and 6, and Figs. 4 and 7, for larger 
number of paths in MTACCI, the performance is better, 
which means the fault is more tolerable. In additions, the 
required bandwidth is narrower for larger number of paths 
in MTACCI. 

C. Why Fault Can be Tolerated? 

Why our MTACCI scheme can perform very well even 
with high failure rate (2%) in each path? This can be 
explained based on the successful example of puncturing. 
Puncturing is often used to generate additional rates from 
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Fig. 7.   Average BER versus E^/No for six-path MTACCI and diversity 
with MRC in Rician fading channel (K = 9dB, fd = 20Hz). 

a single convolutional code [3] [7]. The basic idea behind 
puncturing is not to transmit some of the bits output by 
the convolutional encoder, thus increase the rate of the 
code. This increase in rate decrease the free distance of the 
code, but usually the resulting free distance is very close 
to the optimum one. The receiver inserts dummy bits to 
replace the punctured bits in the receiver, hence only one 
encoder/decoder pair is needed to generate several different 
code rates. In our M-path routing, the receiver node will 
insert O's if one burst is lost during transmission, and then 
de-interleave these soft-decision output from demodulator, 
which is very similar to puncturing. But in our scheme, 
the effective puncturing pattern in terms of the number of 
bits and puncture location is time-varying from frame to 
frame. 

V. CONCLUSIONS 

We have proposed a fault-tolerant MTACCI scheme for 
wireless sensor networks. 

1) Simulation results show that our scheme performs 
much better than the DT scheme (in static AWGN 
channel) and diversity with MRC scheme (in fading 
channel) in terms of BER. 

2) Our MTACCI can tolerate some link failures, which 
makes wireless sensor networks survivable and re- 
silient. 

3) Our MTACCI scheme needs much narrower band- 
width than the other two schemes, which solves 
the bandwidth constraint problem in wireless sensor 
networks. 

4) Our MTACCI scheme can work at low SNR, which 
can save lots of energy because energy constraint is 
one of the most important topics in wireless sensor 
networks, and existing studies show that most energy 
is consumed in communication-related activies in 
wireless sensor networks. 

5) The larger the number of paths in MTACCI, the 
better the performance, which means the fault is 
more tolerable. In additions, the required bandwidth 
is narrower for larger number of paths in MTACCI. 
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Abstract 

In wireless sensor networks, Fault-tolerant and energy efficiency are two impor- 

tant topics. Some link failure may happen during data transmission, and some threat 

can come from compromised nodes, which might relay incorrect information (packet) 

to the next node during routing. Traditional security mechanisms are not sufficient 

by themselves for this attack. Retransmission or detection of such incorrect informa- 

tion is very difficult. In this paper, we propose a Fault-tolerant and Energy Efficient 

Multipath-routing (FEEM) scheme aided with channel coding and interleaver. The 

multipath are chosen using a distributed geographical routing which is based on fuzzy 

logic system considering the remaining battery capacity, mobility, and distance to the 

destination node. Simulation results show that even if certain paths have failure or are 

compromised, the receiver node is still able to recover the transmitted message from 

failure with very low bit error rate. 



Index Terms : Wireless sensor networks, multipath routing, energy efficiency, secu- 

rity, fault-tolerant, channel coding. 

1    Introduction 

Wireless sensor networking is an emerging technology that promises unprecedented ability 

to monitor and manipulate the physical world via a network of densely distributed wireless 

sensor nodes. The nodes can sense the physical environment in a variety of modalities, 

including acoustic, video, seismic, thermal, and infrared, etc. In wireless sensor networks, 

there exists some challenges: 

• The routing path (link) failure may happen during data transmission because of col- 

lision, node dying out (no battery), node busy, or other accidents. Some applications 

require real time information and data, which means re-transmission is not possible. 

• Security is an important topic for sensor networks, especially for the security-sensitive 

applications such as battlefield monitoring and homeland security. Traditional secu- 

rity mechanisms, such as authentication protocols, digital signature, and encription, 

can play important roles in achieving confidentiality, integrity, authentication, and 

non-repudiation of communication in ad hoc networks, but these mechanisms are not 

sufficient by themselves for mobile sensor networks. 

• There exists energy constraint in wireless sensor networks because most sensors are 

battery operated, which means the operating signal-to-noise-ratio (SNR) is very low, 

and some energy efficiency schemes have to be developped. 

These challenges motivate us to design a fault-tolerant (tolerate link failure and compro- 

mised nodes) and energy efficient schemes for information and data transmission in wireless 



sensor networks. In this paper, we propose a Fault-tolerant and Energy Efficient Multipath- 

routing (FEEM) scheme aided with channel coding and interleaver in wireless sensor net- 

works, which is a cross-layer approach. 

Many routing protocols have been developed for ad hoc networks, which can be summa- 

rized as two categories: table-driven (e.g., destination sequenced distance vector [1], cluster 

switch gateway routing [3]) and source-initiated on-demand-driven (e.g., ad hoc on-demand 

distance vector routing [18], dynamic source routing [9]). In [12], Lee and Gerla proposed a 

Split Multipath Routing protocol that builds maximal disjoint paths, where data traffic is dis- 

tributed in two roots per session to avoid congestion and to use network resources efficiently. 

A Multipath Source Routing (MSR) scheme was proposed in [24], which is an extension of 

Dynamic Source Routing (DSR). Their work focuses on distributing load adaptively among 

several paths. Nasipuri and Das [17] presented the On-Demand Multipath Routing scheme, 

which is also an extension of DSR. In their scheme, alternative routes are maintained, which 

can be utilized when the primary one fails. Tsirigos and Haas [22] proposed a multipath 

routing scheme based on Diversity Coding. Three different paths are utilized to distribute 

the data, and x-fov-y Diversity Coding is used to offer protection against at most x lost 

blocks out of the total x + y blocks. Security in ad hoc networks and sensor networks have 

been studied by some researchers. Zhou and Haas [27] took advantage of inherent redun- 

dancy in ad hoc networks - multiple routes between nodes - to defend routing against denial 

of service attacks. Law et al [11] benchmarked some well-known cryptographic algorithms 

in search for the best compromise in security and energy efficiency on a typical sensor node. 

Deng et al [4] evaluated the performance of INSENS, an INtrusion-tolerant routing protocol 

for wireless SEnsor Networks. Karlof and Wagner [10] considered routing security in wireless 

sensor networks. However, none of these security-related approaches considered to solve this 

problem from physical layer design.  In additions, energy efficient routing has been exten- 



sively studied by this community. In [26], a location-aided power aware routing protocol was 

proposed. Singh et al [20] proposed power-aware routing and discussed different metrics in 

power-aware routing; Li et al [13] extended their work and proposed an online power aware 

routing in wireless ad-hoc networks. 

The rest of the paper is organized as follows. In Section 2, we present a distributed 

geographical multipath routing in a wireless sensor network. In Section 3, we present our 

fault-tolerant and energy efficient multipath-routing (FEEM) scheme Aided with Channel 

Coding and Interleaver. The simulation results and performance analysis are presented in 

Section 4, and in Section 5, we conclude this paper. 

2    Distributed Geographical Multipath-routing (DIGM) 

In this paper, we propose a Distributed Geographical Multipath-routing (DIGM) scheme to 

set M-path (for multipath routing). In the existing geographical routing approach (e.g., [7]), 

the path selection doesn't consider the remaining battery capacity of each node and its mo- 

bility, which are two very important factors for energy efficiency and network lifetime. Sensor 

mobility means the degree of channel fading, and high mobility requires higher signal-to-noise 

ratio for operating if the bit-error-rate (BER) or frame-error-rate (PER) requirements are 

given. In our DIGM, we consider distance to the sensor node, remaining battery capacity, 

and mobility of each sensor. The geographical location of destination sensor is known (as in 

[7]), and the physical location of each sensor node can be estimated easily if the locations 

of three sensor nodes (within a communication/sensing range) are known. Our scheme is a 

fully distributed approach where each sensor only needs the above three parameters, and we 

use fuzzy logic systems to handle these three parameters in the DIGM. 



2.1    Overview of Fuzzy Logic Systems 

Figure 1 shows the structure of a fuzzy logic system (FLS) [15]. When an input is apphed 

to a FLS, the inference engine computes the output set corresponding to each rule. The 

defuzzifer then computes a crisp output from these rule output sets. Consider a p-input 1- 

output FLS, using singleton fuzzification, center-of-sets defuzzification [16] and "IF-THEN" 

rules of the form 

R^ : IF xi is F[ and X2 is P^ and • • • and Xp is F^, THEN y is G'. 

Assuming singleton fuzzification, when an input x' = {x[,... ,x'p} is applied, the degree of 

firing corresponding to the /th rule is computed as 

Hpi^{x\)-k fxpi^ix'^) • • • • • fip^ixp) = Tg^nj,i,{x'i) (1) 

where -k and T both indicate the chosen i-norm. There are many kinds of defuzzifiers. In this 

paper, we focus, for illustrative purposes, on the center-of-sets defuzzifier [16]. It computes 

a crisp output for the FLS by first computing the centroid, CQI, of every consequent set G', 

and, then computing a weighted average of these centroids. The weight corresponding to the 

Ith rule consequent centroid is the degree of firing associated with the Ith. rule, 7^-^iJ,p{x'j), 

so that 

E£lCG'^=l/^F[(^i) 

where M is the number of rules in the FLS. 

yco.(x') = ^^r=^":-:-^ (2) 

2.2    FLS for Node Selection in Multipath Routing 

In our DIGM, the source node select M nodes in its communication range for the first hop 

relay. Assume there are N {N > M) nodes in its communication range, nodes who are 

further to the destination node than the source node are not considered. Picking M nodes 
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Figure 1: The structure of a fuzzy logic system. 

from remaining eligible nodes is based on a FLS (as will be described in detail). In the 

second hop, each node in the M nodes will select its next hop node also using a FLS. 

In our FLS design, we set up fuzzy rules for node selection based on the following three 

descriptors: 

1. distance of a node to the destination, 

2. its remaining battery capacity, and 

3. its degree of mobility. 

The linguistic variables used to represent the distance of a node to the destination were 

divided into three levels: near, moderate, and far; and those to represent its remaining 

battery capacity and degree of mobility were divided into three levels: low, moderate, and 

high. The consequent - the possibility that this node will be selected - was divided into 

5 levels, Very Strong, Strong, Medium, Weak, Very Weak. So we need to set up 3^ = 27 

(because every antecedent has 3 fuzzy sub-sets, and there are 3 antecedents) rules for this 

FLS. 

A desired node to be included into the path should have near distance to the destination, 

high remaining battery capacity (so that the network life can last longer), and low mobility 



(so that channel fading will not be severe). Based on this fact, we design a fuzzy logic system 

using rules summarized in Table 1. 

We used trapezoidal membership functions (MFs) to represent near, low, far, and high, 

and triangle MFs to represent moderate. We show these MFs in Fig. 2a. 

For every input {xi,X2,Xz), the output is computed using 

y{xu X2, X3) = -—^—' '  .        '  ,   . (3) 

where c' is the centroid of consequent set. The output from FLS is degree of the possibility 

that this node will be selected into the path. 

Initially, the source node uses a FLS to evaluate all eligible nodes (closer to the destination 

location) in its communication range based on the parameters of each node: distance to the 

destination, remaining battery capacity, and degree of mobility. The source node choose 

the top M nodes based on the degree of the possibility that this node will be selected into 

each path (totally M paths). In the second hop, the selected node in each path will choose 

its next hop node uses a FLS. As illustrated in Fig. 3, node B needs to choose one node 

from eligible nodes C, D, E, F, H based on their three parameters. If the top one node is 

unavailable (selected by another path or busy), then the top second node will be selected. 

By this means, M paths can be set up. 

3    Fault-Tolerant and Energy Efficient Multipath-routing 

(FEEM) Aided with Channel Coding and Interleaver 

In our fault-tolerance, we will tolerate link failure and security-related problems. In the 

security part, there are two sources of threats to routing protocols. The first comes from 

external attacks. By injecting erroneous routing information, replaying old routing informa- 



tion, or distorting routing information, an attacker could successfully partition a network 

or introduce excess traffic load into the network by causing retransmission and inefficient 

routing. This kind of attack can be overcome using cryptographic schemes such as digital 

signature to protect the routing information [27]. The second and also the more severe kind 

of threats comes from compromised nodes, which might relay incorrect information (packet) 

to the next node during routing. Detection of such incorrect information is difficult: merely 

requiring relayed information to be signed by each node would not work because compro- 

mised nodes are able to generate valid signatures using their private keys. In this paper, 

we focus on the second threat and our goal is: even if certain paths are compromised, the 

receiver node may still be able to recover message from errors. In this paper, we propose a 

Fault-tolerant and Energy Efficient Multipath-routing (FEEM) scheme aided with channel 

coding and interleaver. 

In our FEEM with channel coding and interleaver scheme. We apply convolutional 

coding to encode the information bits, then the code words are interleaved. Interleaver [25] 

was used to eliminate the correlation of the noise/fading process affecting adjacent symbols 

in a received code word, but here we use interleaver to make sure that the incorrect symbols 

in one compromised path will be spreaded after de-interleaver so that the Viterbi decoder will 

perform well. The interleaved bits are inserted with some unique words (for demodulation 

purpose), and then these bits are modulated to symbols. By this means, a frame has been 

built. For M-path routing, we split the symbols in one frame to M equal-length bursts, 

and each path transmits one burst in parallel. The receiver node demodulates each received 

burst from different path and provide soft-decision output. The receiver node combines all 

the soft-decision output from each burst according to the order when they are transmitted. In 

this paper, we use the demodulation algorithm we proposed in [14] for soft decision output. 

In case one or more bursts are lost due to link failure during transmission, the receiver 
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node will provide O's as the soft decision output. Then de-inter leaving is performed to the 

soft-decision output, and the de-interleaved data are used as the input to Viterbi decoder. 

The decoded output from Viterbi decoder are the information bits with possible errors due 

to compromised nodes (providing random data relay) and additive white Gaussian noise 

(AWGN). We summarize this scheme using a diagram in Fig. 4. 

4    Simulations and Performance Analysis 

4.1    Sensor Mobility and Channel Fading 

Mobility of a sensor generates a doppler shift, which is a key parameter of fading channel. 

The doppler shift is 

fd = -fc (4) c 

where v is the speed of a sensor, c is the speed of light (3 x lO^m/s), and fc is the carrier. 

In our simulation, we used the carrier is bGHz. For reference, if a sensor moves with speed 

12m/s, the doppler shift is 200Hz. 

We model channel fading in sensor networks as Rician fading. Rician fading occurs when 

there is a strong specular (direct path or line of sight component) signal in addition to 

the scatter (multipath) components. For example, in communication between two infraed 

sensors, there exist a direct path. The channel gain, 

9{t) = 9i{t)+jgQ{t) (5) 

can be treated as a wide-sense stationary complex Gaussian random process, and gj{t) and 

gqit) are Gaussian random processes with non-zero means mi{t) and mQ{t), respectively; 

and they have same variance a'^, then the magnitude of the received complex envelop has a 



Rician distribution, 

Pa{x) = —eic^{ ^-^}/o(—)   a;>0 (6) 

where 

s''^m]{t)+ml{t) (7) 

and /o(-) is the zero order modified Bessel function. This kind of channel is known as Rician 

fading channel. A Rician channel is characterized by two parameters, Rician factor K which 

is the ratio of the direct path power to that of the multipath, i.e., K = s^/2cr^, and the 

Doppler spread (or single-sided fading bandwidth) f^. We simulate the Rician fading using 

a direct path added by a Rayleigh fading generator. The Rayleigh fade generator is based 

on Jakes' model [8] in which an ensemble of sinusoidal waveforms are added together to 

simulate the coherent sum of scattered rays with Doppler spread fd arriving from different 

directions to the receiver. The amplitude of the Rayleigh fade generator is controlled by the 

Rician factor K. The number of oscillators to simulate the Rayleigh fading is 60. 

4.2    Performance of FEEM for Link Failure 

We evaluated our FEEM scheme using computer simulations. We ran our simulations for 

four-path FEEM and six-path transportation FEEM, and assumed each path has 2% failure 

rate. QPSK modulation and convolutional codes with rate \ and connections 101 and 111 (in 

binary) were used in the transmitting sensor (encoder) and receiver node (Viterbi decoder). 

For four-path FEEM, the frame structure is plotted in Fig. 6 (a) with 820 QPSK symbols 

(800 symbols payload and 20 symbols UW) were used. We used block interleaver with size 

8x200 to interleave the payload bits (after channel coding). The interleaver and de-interleaver 

is shown in Fig. Sab where M = 4 in this paper. Then we construct a frame by inserting 

UW and modulation. One frame is splitted to four equal-length bursts {205sym/burst) 

for transmission.   We ran Monte-Carlo Simulations for 10^ frames at each Eb/No value, 
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and compared its performance against 2-path diversity. In 2-path diversity, the transmitted 

symbols in each path are identical, but it will have big advantage if one path has failure during 

transportation. In the simulation, the frame in each path has 400 payload symbols and 10 

UW symbol per burst without coding (illustrated in Fig. 6(b)). Considering two paths, the 

total number of symbols (820 symbols) is the same as the FEEM per transportation. 

In Fig. 7, we summarized the average bit error rate (BER) versus Eb/No. Observe that 

the FEEM scheme has more than 3dB gain comparing to the 2-path diversity scheme. It 

clearly shows a BER floor for the FEEM scheme at high Eb/No because there exists 2% failure 

rate for each path. But the performance of our FEEM is very good (e.g., BER = 3 x 10""^ 

at Eb/No = 5dB). 

In mobile wireless sensor networks, there exists channel fading during data transporta- 

tion. In the simulation, we used Rician fading K — 9dB and fa — 20Hz. We compared 

our FEEM scheme against the two-path diversity with maximal ratio combination (MRC) 

scheme. Diversity is very powerful in combatting channel fading [21], and MRC is the op- 

timal combination scheme for diversity. We used the same frame structure as that in dual 

transportation scheme (Fig. 6b). We ran Monte-Carlo Simulations for 2 x 10^ frames at 

each Eb/No value for four-path FEEM and diversity with MRC, and summarized the results 

in Fig. 8. Observe that four-path FEEM can achieve more than IdB gain at BER = 10"^. 

In six-path FEEM, the frame structure is plotted in Fig. 9 (a) with 930 QPSK symbols 

(900 symbols payload and 30 symbols UW) were used. We used block interleaver with size 

12 X 150 to interleave the payload bits (after channel coding), and then then construct a 

frame by inserting UW and modulation. One frame is splitted to six equal-length bursts 

{Ibbsym/burst) for transmission. 

We ran Monte-Carlo Simulations for 10^ frames at each Eb/No value, and compared its 

performance against the 2-path diversity. The frame structure is provided in Fig. 9(b). In 
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Fig. 7, we plotted the average BER versus EI/NQ. Observe that more than 4 dB gain can 

be achieved using FEEM. 

Similarly, we performed simulations for Rician fading channel K = MB and fd = 20Hz, 

and compared our six-path FEEM against the two-path diversity with MRC. The simulation 

results are summarized in 8, which demonstrates that more than 2 dB gain can be achieved 

using six-path FEEM. Observe Fig. 7, and Figs. 8, for larger number of paths in FEEM, 

the performance is better, which means the fault is more tolerable. 

We also simulated the frame-error-rate (FER) versus SNR. In Figs. 10(a) (b), we plotted 

the BER and FER versus SNR for Rician fading channel K = 15dB, fd = lOHz, respectively. 

Observe Fig. 10b, 1.5dB gain can be achieved at FER = 2%. 

4.3    Performance of FEEM for Compromised Nodes 

Due to space limitation, we only include the performance for secure multipath routing where 

each path has 1% probability to be compromised. When a path is compromised, the received 

burst from this path is some data with random value. We evaluated our FEEM scheme using 

computer simulations. We ran our simulations for six-path SEEM aided with channel coding 

and interleaver. We assumed that each path has probability 1% to be compromised. QPSK 

modulation and convolutional codes with rate | and connections 101 and 111 (in binary) 

were used in the transmitting sensor (encoder) and receiver node (Viterbi decoder). We used 

the frame structure plotted in Fig. 9 (a) for six-path FEEM. Block interleaver 12 x 300 (in 

bits) is used before modulation, and de-interleaver 300 x 12 (in soft-decision symbol with 

resolution 3 bits per symbol) is used after demodulation. 

In our channel coding, we introduced some redundancy (coding rate 1/2), so we compared 

our FEEM scheme against 2-path diversity, which means both schemes introduced the same 

amount of redundancy. The frame structure of each path in the 2-path diversity is plotted 
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in Fig. 9 (b). 

We ran Monte-Carlo Simulations for 10^ frames at each Eb/No value for our FEEM 

scheme and diversity with MRC. We evaluated a four-path FEEM for Rician fading channel 

with random K from 9dB-12dB and random fa from 10Hz-200Hz, and each path has 1% 

probability to be compromised. We ran Monte-Carlo Simulations for 10^ frames at each 

Eb/No value for our SEEM scheme and diversity with MRC, and the channel fading is 

different from frame to frame. In Fig. 11, we summarized the average bit error rate (BER) 

versus Eb/No. Observe that about lAdB gain can be achieved at BER = 0.5%. We also 

evaluated a six-path FEEM for Rician fading channel with random K from 9dB-12dB and 

random fd from 10Hz-200Hz, and the BER is plotted in Fig. 12. Observe that about 3dB 

gain cab be achieved at BER — 0.5%. 

4.4    Energy Efficiency-Related Network Lifetime 

In our simulation, we used a 50-node wireless sensor network where nodes are randomly 

distributed between {x = 0,y = 0) and {x — 650m, y = 500m); each node has random 

battery level between J to 10 J and an unhmited amount of data to communicate; and each 

node is mobile with different velocity from 0 to 12m/s. Assume that a node will reverse its 

moving direction if it reaches the border. 

We used the burst format in Fig. 6 for four-path FEEM and two-path diversity. We 

used the same model as in [6] for the radio hardware energy dissipation where the transmit- 

ter dissipates energy to run the radio electonics and the power amplifier, and the receiver 

dissipates energy to run the radio electronics. We chose the path-loss exponent p = 2. To 

transmit an Z-symbol message a distance d, the radio expends: 

ETX{1, d) = Exx-elecil) + Erx-ampih d) = lE^lec + l^d (8) 
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and to receive this message, the radio expends 

ERX{1) = Enx-eleciP) = lE^ec (9) 

The electronics energy, Eaen as described in [6], depends on factors such as coding, mod- 

ulation, pulse-shaping and matched filtering; and the amplifier energy, e(f depends on 

the distance to the receiver and the acceptable bit error rate. In this paper, we chose: 

Eeiec = 50nJ/sym, e = lOpJ/sym/m?. Same as [6] [23], the energy for data aggregation is 

set as EDA = bnJ/sym/signal. 

We applied our FEEM to this senario. Energy is consumed whenever a node transmits 

or receives data or performs data aggregation. When a node uses up its energy, it dies 

out. Since the initial node locations and battery capacities were random, we ran Monte- 

Carlo simulations for 1000 times. We compared our FEEM algorithm against the two-path 

diversity where the two paths were selected just based on the minimum distance, as plotted 

in Fig. 13. From this figure, we see that our scheme performs much better than the minimum 

distance scheme. 

4.5    Performance Analysis 

Why our FEEM scheme can perform very well even with 2% link failure or 1% to be compro- 

mised in each path? This can be explained based on the successful example of puncturing. 

Puncturing is often used to generate additional rates from a single convolutional code [2] [5]. 

The basic idea behind puncturing is not to transmit some of the bits output by the convo- 

lutional encoder, thus increase the rate of the code. This increase in rate decrease the free 

distance of the code, but usually the resulting free distance is very close to the optimum 

one. The receiver inserts dummy bits to replace the punctured bits in the receiver, hence 

only one encoder/decoder pair is needed to generate several different code rates.   In our 
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M-path routing, the receiver node inserts O's if one burst is lost during transmission, or a 

compromised path provides random values to the receiver node. Then the receiver node 

de-interleaves the soft-decision output from demodulator (random value), which is very sim- 

ilar that some dummy bits are used to replace the bits from compromised path. But in 

our scheme, the effective puncturing pattern in terms of the number of bits and puncture 

location is time-varying from frame to frame. 

5    Conclusions 

In wireless sensor networks, the energy is limited, and some link failure may happen during 

data transmission. In additions, threat can come from compromised nodes, which might relay 

incorrect information (packet) to the next node during routing. Detection of such incorrect 

information is very difficult. In this paper, we proposed a FEEM aided with channel coding 

and interleaver scheme for wireless sensor networks to tolerate this. The M-path in multipath 

routing are selected using fuzzy logic systems considering the remaining battery capacity, 

mobility, and distance to the destination node. Based on the simulation reseults, we draw 

the following conclusions: 

1. Our scheme performs much better than the diversity with MRC scheme in terms of 

BER. 

2. Our FEEM can tolerate some link failures and compromised, which makes wireless 

sensor networks survivable and resilient. 

3. Our FEEM scheme can work at low SNR (e.g., E^/NQ = bdB), which can save lots of 

energy because energy constraint is one of the most important topics in wireless sensor 

networks, and existing studies show that most energy is consumed in communication- 

related activies in wireless sensor networks. 
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4. The larger the number of paths in FEEM, the better the performance, which means 

the fault is more tolerable. 

5. The network lifetime can be extended using our FEEM scheme. 
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Table 1: The rules for node selection in multipath routing. Antecedent 1 is distance of a 

node to the destination, Antecedent 2 is its remaining battery capacity, Antecedent 3 is its 

degree of mobility, and Consequent is the possibility that this node will be included into the 

path. 

Question # Antecedent 1 Antecedent 2 Antecedent 3 Consequent 

1 near low low medium 

2 near low moderate weak 

3 near low high very weak 

4 near moderate low medium 

5 near moderate moderate strong 

6 near moderate high weak 

7 near high low very strong 

8 near high moderate strong 

9 near high high medium 

10 moderate low low weak 

11 moderate low moderate very weak 

12 moderate low high very weak 

13 moderate moderate low medium 

14 moderate moderate moderate medium 

15 moderate moderate high weak 

16 moderate high low strong 

17 moderate high moderate strong 

18 moderate high high weak 

19 far low low weak 

20 far low moderate very weak 

21 far low high very weak 

22 far moderate low weak 

23 far moderate moderate weak 

24 far moderate high very weak 

25 far high low medium 

26 far high moderate strong 

27 far high high medium 
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Figure 2: The MFs used to represent the hnguistic labels, (a) MFs for antecedents, and (b) 

MFs for consequent. 
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Figure 11:  Average BER versus E^/NQ for four-path FEEM and diversity with MRC in 

Rician fading channel with random K from 9dB-12dB and random fd from 10Hz-200Hz. 
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Abstract—In wireless sensor networks, security and energy 
efficiency are two important topics. In multipatli routing, 
threat can come from compromised nodes, wliicli miglit 
relay incorrect information (packet) to the next node during 
routing. Detection of such incorrect information is very 
difficult. In this paper, we propose a Secure and Energy 
Efficient Multipath-routing (SEEM) scheme aided with chan- 
nel coding and interleaver. The M-path in multipath routing 
are selected using existing routing algorithm and fuzzy logic 
system considering the average remaining battery capacity 
and mobility of associated nodes. Simulation results show that 
even if certain paths are compromised, the receiver node is 
still able to recover the transmitted message from errors with 
very low bit error rate. 
Index Terms : Wireless sensor networks, security, multipath 
routing, energy efficiency, channel coding. 

I. INTRODUCTION 

Wireless sensor networking is an emerging technol- 
ogy that promises unprecedented ability to monitor and 
manipulate the physical world via a network of densely 
distributed wireless sensor nodes. The nodes can sense the 
physical environment in a variety of modalities, including 
acoustic, seismic, thermal, and infrared. Security is an 
important topic for sensor networks, especially for the 
security-sensitive applications such as battlefield monitor- 
ing and homeland security. Traditional security mecha- 
nisms, such as authentication protocols, digital signature, 
and encription, can play important roles in achieving con- 
fidentiality, integrity, authentication, and non-repudiation 
of communication in ad hoc networks, but these mecha- 
nisms are not sufficient by themselves for mobile sensor 
networks. Besides, energy efficiency is also very important 
for wireless sensor networks because most wireless sensor 
networks are battery-operated and it is impossible to be 
recharged once deployed. 

Security in ad hoc networks and sensor networks have 
been studied by some researchers. Zhou and Haas [23] 

took advantage of inherent redundancy in ad hoc networks 
- multiple routes between nodes - to defend routing against 
denial of service attacks. Law et al [9] benchmarked 
some well-known cryptographic algorithms in search for 
the best compromise in security and energy efficiency 
on a typical sensor node. Deng et al [4] evaluated the 
performance of INSENS, an INtrusion-tolerant routing 
protocol for wireless SEnsor Networks. Karlof and Wagner 
[8] considered routing security in wireless sensor networks. 
However, none of these security-related approaches con- 
sidered to solve this problem fi'om physical layer design. 
Energy efficient routing has been extensively studied by 
this community. In [22], a location-aided power aware 
routing protocol was proposed. Singh et al [17] proposed 
power-aware routing and discussed different metrics in 
power-aware routing; Li et al [11] extended their work 
and proposed an online power aware routing in wireless 
ad-hoc networks. In this paper, we propose a Secure and 
Energy Efficient Multipath-routing (SEEM) scheme with 
the aid of channel coding and interleaver, which is a cross 
layer approach. 

The rest of the paper is organized as follows. In Section 
II, we provide some preliminary knowledge. In Section 
III, we present our secure and energy efficient multipath- 
routing (SEEM) scheme Aided with Channel Coding and 
Interleaver. The simulation results and performance anal- 
ysis are presented in Section IV, and in Section V, we 
conclude this paper. 

II. PRELIMINARIES 

A. Candidate Paths in Multipath Routing 

In our scheme, the candidate paths to be used for 
multipath (M-path) routing can be be chosen using existing 
routing algorithms. Many routing protocols have been 
developed for ad hoc sensor networks, which can be 
summarized as two categories: table-driven (e.g., destina- 
tion sequenced distance vector [1], cluster switch gateway 



routing [3]) and source-initiated on-demand-driven (e.g., 
ad hoc on-demand distance vector (AODV) routing [15], 
dynamic source routing (DSR) [7]). In [10], Lee and Gerla 
proposed a Split Multipath Routing protocol that builds 
maximal disjoint paths, where data traffic is distributed 
in two roots per session to avoid congestion and to use 
network resources efficiently. A Multipath Source Routing 
scheme was proposed in [20], which is an extension of 
Dynamic Source Routing. Their work focuses on distribut- 
ing load adaptively among several paths. Nasipuri and 
Das [14] presented the On-Demand Multipath Routing 
scheme, which is also an extension of DSR. In their 
scheme, alternative routes are maintained, which can be 
utilized when the primary one fails. Tsirigos and Haas [19] 
proposed a multipath routing scheme based on Diversity 
Coding. Three different paths are utilized to distribute 
the data, and x-for-y Diversity Coding is used to offer 
protection against at most x lost blocks out of the total 
X + y blocks. In this paper, we choose the M-path (for 
multipath routing) from N {N > M) candidate paths 
and the N candidate paths are obtained using AODV. In 
AODV, the path selection doesn't consider the remaining 
battery capacity of each node and its mobility. In selecting 
M paths from N candidates, we apply a frizzy logic 
system (FLS) to paths selection considering the factors: 
the average remaining battery capacity and mobility of 
associated nodes. 

B. Overview of Fuzzy Logic Systems 

Figure 1 shows the structure of a frizzy logic system 
(FLS) [13]. When an input is applied to a FLS, the 
inference engine computes the output set corresponding 
to each rule. The defrizzifer then computes a crisp output 
from these rule output sets. Consider a p-input 1-output 
FLS, using singleton frizzification, center-of-sets defrizzi- 
fication [13] and "IF-THEN" rules of the form 

so that 

i?' : IF xi is Fj and X2 is Fj and 
THEN yisGK 

and Xp is Fj,, 

Assuming singleton frizzification, when an input x'  = 
b , a;'} is applied, the degree of firing corresponding 
to the l\h rule is computed as 

^ifl^{x\)■k^fl^{x'2)■k■■■i.^ip^{x'p) = ^?^^^ipJ,x'^)   (i) 

where * and T both indicate the chosen i-norm. There are 
many kinds of defiizzifiers. In this paper, we focus, for il- 
lustrative purposes, on the center-of-sets defrizzifier [13]. It 
computes a crisp output for the FLS by first computing the 
centroid, CQI, of every consequent set G', and, then com- 
puting a weighted average of these centroids. The weight 
corresponding to the Zth rule consequent centroid is the 
degree of firing associated with the Zth rule, T^^j^pi(a;^), 

(2) 

where M is the number of rules in the FLS. In this paper, 
we apply a FLS for routes selection in multipath routing. 
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Fig. 1.    The structure of a fuzzy logic system. 

III. SECURE AND ENERGY EFFICIENT 

MULTIPATH-ROUTING (SEEM) AIDED WITH CHANNEL 

CODING AND INTERLEAVER 

A. M-Path Selection 

In this paper, we choose the M-path (for multipath 
routing) from N (N > M) candidate paths and the 
N candidate paths are obtained using AODV. In AODV, 
the path selection doesn't consider the remaining battery 
capacity of each node and its mobility. In selecting M 
paths from A'^ candidates, we apply a frizzy logic system 
(FLS) to paths selection considering the factors: number of 
hops, remaining battery capacity of associated nodes, and 
mobility of associated nodes. 

In AODV, the path selection already considered the 
number of hops, and the N selected paths are chosen 
based on this criterion. We further select M paths from 
the N paths (M < TV) considering the remaining battery 
capacity and mobility of associated nodes using fiizzy logic 
system. The path is selected based on two descriptors: the 
average remaining battery capacity of associated nodes, 
and the average mobility of associated nodes. The lin- 
guistic variables used to represent the battery level and 
mobility were divided into three levels: low, moderate, 
and high. The consequent - the possibility that this path 
will be selected - was divided into 5 levels. Very Strong, 
Strong, Medium, Weak, Very Weak. We used trapezoidal 
membership fiinctions (MFs) to represent low, high, very 
strong, and very weak; and triangle MFs to represent 
moderate, strong, medium, and weak. We show these MFs 
in Fig. 2ab. 

A desired path should have high average remaining 
battery capacity so that the network life can last longer; 
and the average mobility of associated nodes should be 
low so that channel fading will not be very severe. Based 



Fig. 2.     The MFs used to represent the linguistic labels, (a) MFs for 
antecedents, and (b) MFs for consequent. 

on this fact, we design a fuzzy logic system using rules 
such as: 

R} : IF the average remaining battery capacity of 
associated nodes (xi) is Fj, and the average mobility of 
associated nodes (X2) is F^, THEN the possibility that 

this path will be selected (y) is G'. 

where i = 1,..., 9. We summarize all the rules in Table I. 
For every input (a; 1,2:2), the output is computed using 

^9 

y{xi,X2) = 
T,i=i ^iFlixl)^J■Ff{x2)c\ .1 avg 

Ei=iMF?(a;i)MF?(^2) 
(3) 

For each path in the N candidate paths, a possibility (that 
this path will be selected) will be provided by the FLS, 
then the M paths with top possibilities are chosen for M- 
path routing. 

B. Secure and Energy Efficient Multipath-routing Aided 
(SEEM) with Channel Coding and Interleaver 

There are two sources of threats to routing protocols. 
The first comes from external attacks. By injecting er- 
roneous routing information, replaying old routing in- 

TABLE I 

THE RULES FOR M PATHS SELECTION. ANTECEDENT 1 is the average 

remaining battery capacity of associated nodes, ANTECEDENT 2 IS the 

average mobility of associated nodes, AND CONSEQUENT IS the 

possibility that this path will be selected. 

Rule# Antecedent 1 Antecedent 2 Consequent 
1 low low medium 
2 low moderate low 
3 low high very low 
4 moderate low strong 
5 moderate moderate medium 
6 moderate high low 
7 high low very strong 
8 high moderate strong 
9 high high medium 

formation, or distorting routing information, an attacker 
could successfully partition a network or introduce excess 
traffic load into the network by causing retransmission and 
inefficient routing. This kind of attack can be overcome 
using cryptographic schemes such as digital signature to 
protect the routing information [23]. The second and also 
the more severe kind of threats comes from compromised 
nodes, which might relay incorrect information (packet) to 
the next node during routing. Detection of such incorrect 
information is difficult: merely requiring relayed informa- 
tion to be signed by each node would not work because 
compromised nodes are able to generate valid signatures 
using their private keys. In this paper, we focus on the 
second threat and our goal is: even if certain paths are 
compromised, the receiver node may still be able to recover 
message from errors. 

In our SEEM with channel coding and interleaver 
scheme. We apply convolutional coding to encode the 
information bits, then the code words are interleaved. 
Interleaver [21] was used to eliminate the correlation of 
the noise/fading process affecting adjacent symbols in a 
received code word, but here we use interleaver to make 
sure that the incorrect symbols in one compromised path 
will be spreaded after de-interleaver so that the Viterbi 
decoder will perform well. The interleaved bits are inserted 
with some unique words (for demodulation purpose), and 
then these bits are modulated to symbols. By this means, 
a frame has been built. For M-path routing, we split the 
symbols in one frame to M equal-length bursts, and each 
path transmits one burst in parallel. The receiver node 
demodulates each received burst from different path and 
provide soft-decision output. The receiver node combines 
all the soft-decision output from each burst according to 
the order when they are transmitted. In this paper, we 
use the demodulation algorithm we proposed in [12] for 
soft decision output. Then de-interleaving is performed to 
the soft-decision output, and the de-interleaved data are 
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Fig. 3.    The diagram of SEEM aided with channel coding and interleaver. 

used as the input to Viterbi decoder. The decoded output 
from Viterbi decoder are the information bits with possible 
errors due to compromised nodes (providing random data 
relay) and additive white Gaussian noise (AWGN). We 
summarize this scheme using a diagram in Fig. 3. 

IV. SIMULATIONS AND PERFORMANCE ANALYSIS 

A. Sensor Mobility and Channel Fading 

Mobility of a sensor generates a doppler shift, which is 
a key parameter of fading channel. The doppler shift is 

fd = -fc (4) 

where v is the speed of a sensor, c is the speed of light 
(3 X lO^m/s), and fc is the carrier. In our simulation, we 
used the carrier is 5GHz. For your reference, if a sensor 
moves with speed I2m/s, the doppler shift is 2QQHz. 

We model channel fading in sensor networks as Rician 
fading. Rician fading occurs when there is a strong specular 
(direct path or line of sight component) signal in addition 
to the scatter (multipath) components. For example, in 
communication between two infraed sensors, there exist 
a direct path. The channel gain. 

9{t) = gi{t)+J9Q{t) (5) 

can be treated as a wide-sense stationary complex Gaussian 
random process, and gi{t) and gQ{t) are Gaussian random 
processes with non-zero means m/(i) and mQ{t), respec- 
tively; and they have same variance a'l, then the magnitude 
of the received complex envelop has a Rician distribution. 

Pa{x) 
X 

exp{- 
x^ + 3^ 

}/o(^)   x>Q      (6) 

where 
s2 = m?(t) + m^(t) (7) 

and 7o(-) is the zero order modified Bessel function. This 
kind of channel is known as Rician fading channel. A 
Rician channel is characterized by two parameters, Rician 
factor K which is the ratio of the direct path power to 
that of the multipath, i.e., K = s^/2cr^, and the Doppler 
spread (or single-sided fading bandwidth) fd- We simulate 
the Rician fading using a direct path added by a Rayleigh 
fading generator. The Rayleigh fade generator is based 
on Jakes' model [6] in which an ensemble of sinusoidal 
waveforms are added together to simulate the coherent sum 
of scattered rays with Doppler spread fd arriving from 
different directions to the receiver. The amplitude of the 
Rayleigh fade generator is controlled by the Rician factor 
K. The number of oscillators to simulate the Rayleigh 
fading is 60. 

B. Performance of SEEM 

Due to space limitation, we only include the perfor- 
mance for secure multipath routing where each path has 
1% probability to be compromised. When a path is com- 
promised, the received burst from this path is some data 
with random value. We evaluated our SEEM scheme using 
computer simulations. We ran our simulations for six- 
path SEEM aided with channel coding and interleaver. 
We assumed that each path has probability 1% to be 
compromised. QPSK modulation and convolutional codes 
with rate \ and connections 101 and 111 (in binary) were 
used in the transmitting sensor (encoder) and receiver node 
(Viterbi decoder). We used the frame structure plotted in 
Fig. 5 (a) for six-path SEEM. Block interleaver 12 x 300 
(in bits) is used before modulation, and de-interleaver 
300 X 12 (in soft-decision symbol with resolution 3 bits 
per symbol) is used after demodulation. The interleaver 
and de-interleaver structures are shown in Figs. 4ab where 



M = 6 in this paper. 
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Fig. 4.   The interleaver and de-interleaver structures, (a) interleaver, and 
(b) de-interleaver. 

In our channel coding, we introduced some redundancy 
(coding rate 1/2), so we compared our SEEM scheme 
against 2-path diversity, which means both schemes in- 
troduced the same amount of redundancy. In this paper, 
we used maximal-ratio-combination (MRC) for diversity 
combining. MRC is known as the optimal combining 
scheme [18]. The frame structure of each path in the 2-path 
diversity is plotted in Fig. 5 (b). 

We ran Monte-Carlo Simulations for 10^ frames at each 
Eb/No value for our SEEM scheme and diversity with 
MRC. In Fig. 6a, we summarized the average bit error rate 
(BER) versus Eb/No for Rician fading channel K = VldB 
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Fig. 5.    Frame structure (in symbols) we used in our simulations, (a) 
Six-path SEEM, (b) Diversity with MRC. 

and /d = lOifz. Observe that about 0.8dB gain can be 
achieved at BER = 0.4% and more than 1.3di3 gain can 
be achieved at BER = 0.3%. In Fig. 6b, we summarized 
the average bit error rate (BER) versus Eb/Na for Rician 
fading channel K = 9dB and fa = 20Hz. Observe that 
about O.bdB gain can be achieved at BER = 0.4% and 
more than IdB gain can be achieved at BER = 0.3%. 

C Performance Analysis 

Why our SEEM scheme can perform very well even with 
high probability (1%) to be compromised in each path? 
This can be explained based on the successfiil example of 
puncturing. Puncturing is often used to generate additional 
rates from a single convolutional code [2] [5]. The basic 
idea behind puncturing is not to transmit some of the 
bits output by the convolutional encoder, thus increase 
the rate of the code. This increase in rate decrease the 
free distance of the code, but usually the resulting free 
distance is very close to the optimum one. The receiver 
inserts dummy bits to replace the punctured bits in the 
receiver, hence only one encoder/decoder pair is needed 
to generate several different code rates. In our M-path 
routing, a compromised path provides random values to the 
receiver node, and the receiver node de-interleaves the soft- 
decision output from demodulator (random value), which 
is very similar that some dummy bits are used to replace 
the bits from compromised path. But in our scheme, the 
effective puncturing pattern in terms of the number of bits 
and puncture location is time-varying from frame to frame. 

V. CONCLUSIONS 

We have proposed a SEEM aided with channel coding 
and interleaver scheme for wireless sensor networks. The 
M-path in multipath routing are selected using existing 
routing algorithm and frizzy logic system considering the 
average remaining battery capacity and mobility of associ- 
ated nodes. Simulation results show that our scheme per- 
forms much better than the diversity with MRC scheme in 
terms of BER. Our SEEM can tolerate some compromised 
nodes, which makes wireless sensor networks survivable 



(b) 

Fig. 6. Average BER versus E^/No for six-path SEEM and diversity 
with MRC in Rician fading channels (a) K = 12dB and fd = lOHz, 
and (b) /f = 9dB and fa = 2QHz. 

and resilient because threat coming from compromised 
nodes is very difficult to detect. 
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Abstract— In this paper, we propose an energy and mobility 
aware geographical multipath routing for wireless sensor 
networks. The remaining battery capacity, mobility, and 
distance to the destination location of candidate sensors in 
the local communication range are taken into consideration 
for next hop relay node selection, and a fuzzy logic system is 
applied to the decision making. Simulation results show that 
this scheme can extend the network lifetime longer than the 
original geographical routing scheme which only considers 
distance to the destination location, and this scheme can 
reduce the frame loss rate and link failure rate since mobility 
is considered. 

Index Terms : Wireless sensor networks, geographical rout- 
ing, energy efficiency, fuzzy logic systems, mobility, channel 
fading. 

I. INTRODUCTION 

Wireless sensor networking is an emerging technol- 
ogy that promises unprecedented ability to monitor and 
manipulate the physical world via a network of densely 
distributed wireless sensor nodes. The nodes can sense the 
physical environment in a variety of modalities, including 
acoustic, video, seismic, thermal, and infrared, etc. In 
wireless sensor networks, there exists some challenges, for 
example, 

• The routing path (link) failure may happen during 
data transmission because of collision, node dying 
out (no battery), node busy, or other accidents. Some 
applications require real time information and data, 
which means re-transmission is not possible. This 
motivates us to design a multipath routing scheme 
for wireless sensor networks. 

• There exists energy constraint in wireless sensor net- 
works because most sensors are battery operated. This 
motivates us to consider energy aware routing. 

• Sensor mobility may cause the existing point-to-point 
route invalid before another route must be chosen. 
In physical layer, sensor mobility generates channel 
fading during data transmission, which degrades the 
performance in terms of bit error rate (BER) and 

frame error rate (FER). This motivate us to investigate 
a mobility aware routing. 

In this paper, we propose an Energy and Mobility-aware 
Geographical Multipath Routing (EM-GMR) scheme for 
wireless sensor networks, and compare with Geographical 
Multipath Routing (GMR) scheme. 

Many routing protocols have been developed for ad hoc 
networks, which can be summarized as two categories: 
table-driven (e.g., destination sequenced distance vector 
[1], cluster switch gateway routing [3]) and source-initiated 
on-demand-driven (e.g., ad hoc on-demand distance vector 
routing [15], dynamic source routing [8]). In [11], Lee 
and Gerla proposed a Split Multipath Routing protocol 
that builds maximal disjoint paths, where data traffic is 
distributed in two roots per session to avoid congestion and 
to use network resources efficiently. A Multipath Source 
Routing (MSR) scheme was proposed in [18], which is 
an extension of Dynamic Source Routing (DSR). Their 
work focuses on distributing load adaptively among several 
paths. Nasipuri and Das [14] presented the On-Demand 
Multipath Routing scheme, which is also an extension of 
DSR. In their scheme, alternative routes are maintained, 
which can be utilized when the primary one fails. Tsirigos 
and Haas [16] proposed a multipath routing scheme based 
on Diversity Coding. Three different paths are utilized to 
distribute the data, and x-fov-y Diversity Coding is used 
to offer protection against at most x lost blocks out of the 
total X + y blocks. 

In sensor networks, location is more important than a 
specific node's ID. For example, in sensor networks for 
target tracking, where a target is located is much more 
important than the ID of reporting node. Therefore, some 
location-aware routing schemes have been proposed for 
wireless sensor networks. A greedy geographic forwarding 
with limited flooding to circumvent the voids inside the 
network was proposed in [4], and some properties of 
greedy geographic routing algorithms were studied in [19]. 
Jain et al[6] proposed a geographical routing using partial 
information for wireless sensor networks. 



The rest of the paper is organized as follows. In Section 
II, we provde some preliminary knowleges on fuzzy logic 
system. In Section III, we present an energy and mobility- 
aware geographical multipath routing in a wireless sensor 
network. The simulation results and performance analysis 
are presented in Section IV, and in Section V, we conclude 
this paper. 

II. PRELIMINARIES: OVERVIEW OF FUZZY LOGIC 

SYSTEMS 

Figure 1 shows the structure of a fuzzy logic system 
(FLS) [12]. When an input is applied to a FLS, the 
inference engine computes the output set corresponding 
to each rule. The defuzzifer then computes a crisp output 
from these rule output sets. Consider a p-input 1-output 
FLS, using singleton fuzzification, center-of-sets defuzzi- 
fication [13] and "IF-THEN" rules of the form 

E} : IF xi is Fj and X2 is Fj and • ■ • and Xp is Fp, 
THEN y is G'. 

Assuming singleton fuzzification, when an input x' = 
{x'l,..., a^p} is applied, the degree of firing corresponding 
to the hh rule is computed as 

MFI (2;i) * /^F^(4) * • • • * Mpj,(4) = ^=IMFJ(x'i)     (1) 

where * and T both indicate the chosen t-norm. There are 
many kinds of defuzzifiers. In this paper, we focus, for il- 
lustrative purposes, on the center-of-sets defuzzifier [13]. It 
computes a crisp output for the FLS by first computing the 
centroid, CQI, of every consequent set G', and, then com- 
puting a weighted average of these centroids. The weight 
corresponding to the Ith rule consequent centroid is the 
degree of firing associated with the Zth rule, T^-f^fip{x'j), 
so that 

Vcosi'X.') 
EZi^tif^M) 

(2) 

III. ENERGY AND MOBILITY-AWARE GEOGRAPHICAL 

MULTIPATH-ROUTING (EM-GMR) 

In this paper, we propose an Energy and Mobility-aware 
Geographical Multipath Routing (EM-GMR) scheme. In 
the existing geographical routing approach (e.g., [6]), 
the path selection doesn't consider the remaining battery 
capacity of each node and its mobility, which are two 
very important factors for energy efficiency and network 
lifetime. Sensor mobility means the degree of channel 
fading, and high mobility requires higher signal-to-noise 
ratio for operating if the bit-error-rate (BER) or frame- 
error-rate (FER) requirements are given. In our EM-GMR, 
we consider distance to the sensor node, remaining battery 
capacity, and mobility of each sensor node. The geograph- 
ical location of destination is known to the source node (as 
in [6]), and the physical location of each sensor node can 
be estimated easily if the locations of three sensor nodes 
(within a communication range) are known in wireless 
sensor network. Our scheme is a fully distributed approach 
where each sensor only needs the above three parameters, 
and we use fuzzy logic systems to handle these three 
parameters in the EM-GMR. 

A. FLS for Node Selection in Multipath Routing 

In this paper, we assume that each sensor node keeps a 
table which has some information about its neighbor nodes: 
locations, battery level, and mobility. The table is updated 
periodically by the locally-broadcasted information (bea- 
con) from each neighbor node. The structure of a beacon 
is summarized in Fig. 2. We define a new term, coherence 
time, during which the three parameters (locations, battery 
level, and mobility) do not change very much. Coherence 
time is the shortest time duration that a sensor node will 
send another beacon. Each sensor examines itself the status 
of the three parameters in every coherence time period, and 
if a certain parameter has changed above a threshold, it will 
locally broadcast a beacon. 

where M is the number of rules in the FLS. 
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Fig. 1.   The .structure of a fuzzy logic system. 

Fig. 2.    Structure of a beacon. 

There are one control channel and one data traffic 
channel in the sensor network. Direct sequence code- 
division multiple access (DS-CDMA) is used, and 64- 
bit Walsh sequence are used as speading sequence. The 
control channel is a common channel which means every 
node in its local communication range is able to obtain 
the message, and all O's Walsh sequence is reserved for 
control channel. Each source node randomly generates M 
64-bit Walsh sequences, and a spreading sequence is used 



for each path. The spreading sequence is relayed to the 
next hop node via common control channel. 

In our EM-GMR for M-path routing, the source node 
select M nodes in its communication range for the first 
hop relay. Assume there aie N (N > M) nodes in 
its communication range, nodes who are further to the 
destination node than the source node are not considered. 
Choosing M nodes from remaining eligible nodes is based 
on a FLS (as will be described in detail). Starting the 
second hop, each node in the M-path selects its next hop 
node also using a FLS. 

In our FLS design, we set up fuzzy rules for node 
selection based on the following three descriptors: 

1) distance of a node to the destination, 
2) its remaining battery capacity, and 
3) its degree of mobility. 

The linguistic variables used to represent the distance of a 
node to the destination were divided into three levels: near, 
moderate, and far, and those to represent its remaining 
battery capacity and degree of mobility were divided into 
three levels: low, moderate, and high. The consequent - the 
possibility that this node will be selected - was divided into 
5 levels. Very Strong, Strong, Medium, Weak, Very Weak. 
So we need to set up 3^ = 27 (because every antecedent 
has 3 fuzzy sub-sets, and there are 3 antecedents) rules for 
this FLS. 

A desired node to be included into the path should have 
near distance to the destination, high remaining battery 
capacity (so that the network life can last longer), and low 
mobility (so that channel fading will not be severe). Based 
on this fact, we design a fuzzy logic system using rules 
summarized in Table I. 

We used trapezoidal membership functions (MFs) to 
represent near, low, far, and high, and triangle MFs to 
represent moderate. We show these MFs in Fig. 3a. 

For every input (a;i,a;2,X3), the output is computed 
using 

^27 

y{Xi,X2,X3) 
E(=i MFj(a;i)A«F?(a;2)MFf (2:3)0' 

^27 (3) 
Ei=l MFJ ixi)flj:2 (X2)/Xp3 {Xs) 

where c' is the centroid of consequent set. The output 
from FLS is degree of the possibility that this node will 
be selected into the path. 

Our EM-GMR scheme consists of route discovery phase, 
route reconstruction phase, and route deletion phase. In 
the route discovery phase, the source node uses a FLS 
to evaluate all eligible nodes (closer to the destination 
location) in its communication range based on the param- 
eters of each node: distance to the destination, remaining 
battery capacity, and degree of mobility. The source node 
chooses the top M nodes based on the degree of the 
possibility (output of FLS) that this node will be selected. 
The source node sends a Route Notification (RN) packet 

TABLE I 

THE RULES FOR NODE SELECTION IN MULTIPATH ROUTING. 

ANTECEDENT 1 (ANTE 1) is distance of a node to the destination. 

ANTECEDENT 2 (ANTE 2) is its remaining battery capacity, 

ANTECEDENT 3 (ANTE 3) is its degree of mobility, AND CONSEQUENT 

is the possibility that this node will be included into the path. 

rule* Ante 1 Ante 2 Ante 3 Consequent 
1 near low low medium 
2 near low moderate weak 
3 near low high very weak 
4 near moderate low medium 
5 near moderate moderate strong 
6 near moderate high weak 
7 near high low very strong 

8 near high moderate strong 
9 near high high medium 
10 moderate low low weak 
11 moderate low moderate very weak 
12 moderate low high very weak 
13 moderate moderate low medium 
14 moderate moderate moderate medium 
15 moderate moderate high weak 
16 moderate high low strong 
17 moderate high moderate strong 
18 moderate high high weak 
19 far low low weak 
20 far low moderate very weak 
21 far low high very weak 
22 far moderate low weak 
23 far moderate moderate weak 
24 far moderate high very weak 
25 far high low medium 
26 far high moderate strong 
27 far high high medium 

to each desired node, and each desired node will reply 
using a REPLY packet if it is available. The structure of 
RN and REPLY is summarized in Fig. 4. If after a certain 
period of time, the source node did not receive REPLY 
from some desired node, it will pick the node with the 
M + 1st degree of selection possibility. In the second hop, 
the selected node in each path will choose its next hop 
node uses a FLS. As illustrated in Fig. 5, node B needs 
to choose one node from eligible nodes C, D, E, F, H 
based on their three parameters, and sends RN packet to 
the selected node and waits for REPLY. If the top one node 
is unavailable (selected by another path or busy), then the 
top second node will be selected. By this means, M paths 
can be set up. 

Each node is mobile, it may be possible that some 
node moves out of the communication range or some 
node dies out, which will lead to link failure, then a 
route reconstruction phase is started. The node immediately 
before the failure node in the routing path will apply FLS to 
determine the selection possiblity for all its eligible neigh- 
bor nodes, and choose the top one degree node (via RN- 
REPLAY procedure). The new node will determine its next 



Fig. 3.    The MFs used to represent the hnguistic labels, (a) MFs for 
antecedents, and (b) MFs for consequent. 

Type 
Desired Node 

ID 
Self Node ID Desl_X DescY SrcJD 

Fig. 4.    RN and REPLY packet structure. 

node accordingly. Based on the source ID and destination 
location information in RN, it is easy to reconstruct the 
partial path failure. 

The energy, mobility, and physical location of each node 
are changing. It may be possible that a node (in path) 
observes that its next node is not the optimal after a while, 
then this node will initiate a route deletion phase. This node 
will send an RN packet to the optimal node via common 
control channel, and this RN packet will also be received 
by the original relay node who will notice that the original 
path is deleted. 

IV. SIMULATIONS AND PERFORMANCE ANALYSIS 

We ran our simulations using OPNET. 59 sensors were 
deployed randomly in an area with size 10km x 10km, and 
communication range (radius) was Ik. Totally 59 sensors 
were deployed initially. The source and destination sensors 

Fig. 5.    Illustration of node selection. 

were set with 2J initially, and 5 couples of source and 
destination nodes were communicating at the same time in 
this network. All the other sensors had intial energy from 0- 
2J. Each node (including source and destination nodes) had 
moving speed ranging from 0-lOm/s. and its moving speed 
changed in every 10s, The frame length was 512 symbol 
and symbol rate was 9.6ksym/sec in our simulation. 

Each sensor locally broadcasted a beacon message in 
every 2s to keep link, so that neighbor table could be up- 
dated (including new neighbor joins in, and old neighbors 
expire). These information are used for route discovery, 
reconstruction, and deletion. The coherence time were set 
as 10s in our simulation. 

We used the same energy consumption model as in 
[5] for the radio hardware energy dissipation where the 
transmitter dissipates energy to run the radio electonics and 
the power amplifier, and the receiver dissipates energy to 
run the radio electronics. We chose the path-loss exponent 
p = 2. To transmit an Z-symbol message a distance d, the 
radio expends: 

ETx{l,d) = ETx-elec{l) + Exx-ampih d) = lEelec + l^d 

(4) 
and to receive this message, the radio expends 

ERX{1) = Enx-elecil) = lEelec (5) 

The electronics energy, Eeiec, as described in [5], depends 
on factors such as coding, modulation, pulse-shaping and 
matched filtering; and the amplifier energy, ed^ depends 
on the distance to the receiver and the acceptable bit 
error rate. In this paper, we chose: Eeiec = 50nJ/sym, 
e = lOpJ/sym/m?. Same as [5][17], the energy for data 
aggregation is set as ED A = 5nJ/sym./signal. 

We compared our EM-GMR against the geographical 
multipath routing (GMR) sch«rne where only distance to 
the destination is considered. In Fig. 6, we plotted the 
simulation time versus the number of nodes dead. Observe 
that when 50% nodes (30 nodes) die out, the network 



lifetime for EM-GMR has been extended about ^'''^^"g^^ = 
40%. In Fig. 7, we compared the frame loss rate of these 
two scheme. Observe that our EM-GMR outperforms the 
GMR for about 20% less frame loss. The average latency 
during transmission (end-to-end) is 419.68ms for our EM- 
GMR and 407.5ms for GMR, and link failure rate for EM- 
GMR is 5.68%, but for GMR is 10.42%. 

Simulation Time(SQConds) 

Fig. 6.    Simulation time versus number of nodes dead. 

Simulation Time(socond) 

Fig. 7.    Simulation time versus frame loss rate. 

V. CONCLUSIONS 

We have propose an energy and mobility aware geo- 
graphical multipath routing for wireless sensor networks. 
The remaining battery capacity, mobility, and distance to 
the destination node of candidate sensors in the local 
communication range were taken into consideration for 
next hop relay node selection, and a fuzzy logic system was 
applied to the decision making. Simulation results showed 
that this scheme could extend the network lifetime about 
40% comparing to the GMR scheme where only distance 
to the destination was considered. Besides, this scheme 

could tremendously reduce the frame loss rate and link 
failure rate since mobility was considered. 
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Abstract - In this paper, we utilize clustering to achieve 
energy efficiency for the on-off wireless sensor network, 
whose member nodes alternate between active and inactive 
states. In the proposed Distributed and Energy Efficient Self- 
Organization (DEESO) scheme, the head election is adjusted 
adaptively to the energy reserve of local active nodes. 
Furthermore, we apply the Adaptive Channel Assignment 
to address the on-off topology changes. Simulation results 
show that DEESO delivers 184% amount of data to the base 
station as LEACH for the same amount of dissipation and 
the effective network lifetime is extended around 56%. 
Keywords - wireless sensor networks, energy efficiency, 
clustering 

Unfortunately, the network model on which LEACH is 
based is basically a static one, in which nodes are always on 
and have data to send to the base station. In fact, due to node 
mobility, shutdown or failure, topology changes are frequent 
in sensor networks, and LEACH suff'ers drastically in those 
cases. In this paper, we consider the topology changes due 
to sensors' alternating between active and inactive states and 
propose Distributed and Energy Efficient Self-Organization 
(DEESO) to address this problem. 

The rest of this paper is organized as follows. We discuss 
the clustering criterion and present DEESO in Section H. 
Simulations are given in Section III and the results are 
discussed in Section IV. Section V concludes this paper. 

I. INTRODUCTION 

A wireless sensor network can be thought of as an Ofi hoc 
network consisting of sensors linked by a wireless medium 
to perform distributed sensing tasks. Sensor networks share 
many communication technologies with ad hoc networks, 
but there are some vital differences such as dense deploy- 
ment and energy constraint [1], thus the protocols developed 
for traditional wireless ad hoc networks are not necessarily 
well suited to the unique features of sensor networks. When 
a sensor node may have to operate for a relatively long 
duration on a tiny battery, energy efficiency becomes a major 
concern. 

A variety of "power-aware" routing protocols have been 
proposed to address this problem. In one school of thoughts 
[2]-[4], the traditional Shortest Path First strategy is replaced 
by Least Energy First routing, i.e., a multihop route is 
preferred to a single-hop one if only multiple short-distance 
relays cost less energy than a single long-distance transmis- 
sion. For example, "Minimum Transmission Energy"(MTE) 
routing [3], [4] was proposed in place of traditional "mini- 
mum hops routing". Another school of thoughts is that nodes 
are clustered so that a hierarchy is formed. LEACH (Low- 
Energy Adaptive Clustering Hierarchy) [5], an example 
of the latter school, can improve network lifetime by an 
order of magnitude compared with general-puipose multihop 
approaches, which is referred to as clustering gain in the 
following discussion. 

This work was supported by the Office of Naval Research(ONR) Young 
Investigator Award under Grant N00014-03-1-0466. 

II. DEESO 

A. Lifetime Model 

The Always-On model is used in [5], where the nodes are 
supposed to be always active and have data to transmit. In 
real applications, the nodes are often set to alternate between 
active and inactive states in order to save energy. And 
occasionally, the nodes may have no data for transmission, 
which can be regarded as inactive. Thus, the On-Off model 
may be a better approximation of the sensors' lifetime model 
[6], in which the active and inactive durations of nodes 
obey the exponential probability law with mean TQ and T, 
respectively. Thus, the average number of active nodes is 
given by 

E[Na]=Ta/{Ta+Ts). (1) 

B. Channel Assignment 

The term channel, in one of its narrow sense, means a 
band of frequency which is assigned to a user for exclusive 
usage. In wide sense, it could indicate a time slot or a 
spread spectrum code. To increase capacity and minimize 
interference, a variety of channel assignment strategies have 
been developed and can be classified into fixed, dynamic or 
adaptive. [7] 

In a Fixed Channel Assignment strategy (FCA), each user 
is allocated a predetermined set of channels. Any transmis- 
sion attempt can only succeed by the channel granted. If 
all the channels are occupied, no new user can access the 
channels. For example in LEACH, if a sensor activates in the 
middle of the round, it can riot be accepted by any existing 



cluster so that it has to communicated directly with the base 
station and lose the clustering gain. On the other hand, in Dy- 
namic Channel Assignment strategy(DCA), channels are not 
allocated permanently, but assigned and released on request. 
DCA can make better use of channels while introducing 
more protocol overhead and channel management. 

The trade-off is Adaptive Channel Assignment (ACA), in 
which a division of channels are assigned to current users 
in a fixed manner while the rest of channels are reserved 
for prospective users and will be assigned on demand. ACA 
not only moderates the waste of channels in FCA but also 
reduces protocol overhead and channel management. 

C. Protocol Description 

DEESO is especially designed for energy efficiency and 
higher tolerance to on-off topology changes. Unlike LEACH, 
it is a distributed self-organizing scheme without any central 
control or dependence on other routing schemes. 

In DEESO, Direct Sequence Spread Spectrum is utilized 
for higher tolerance to interference, low detectability and 
multiple access communication by a large population of 
relatively uncoordinated users. Some Spread Spectrum codes 
may be set aside as public channels, and each cluster has 
its own Spread Spectrum code so that the interference 
between clusters is minimized. For intracluster communi- 
cations, TDMA is used with Adaptive Channel Assignment 
(ACA). Specifically, when a cluster is formed, the cluster- 
head creates and broadcasts a time schedule to its member. 
As shown in Fig.l, each member is assigned a time slot 
per frame to send its data to the clusterhead, and the extra 
time slots are reserved for prospective members. For most 
applications for sensor networks, the traffic is relatively low 
[1] so that there is always enough free slots for reservation. 

Set-up - 
Steady-State 

.^ :••',' 
Time 

r 1  - n ri PI 1  ; 

^^ Ni^      ""— Frame 

Fig. 1 
Time line showing DEESO's frame structure. 

The state transition diagram is shown in Fig.2. At the 
beginning of each round, all nodes start at the stand-alone 
state, broadcasting their vital information at the maximum 
output power level. Then based on the vital information, 
the strongest are elected as clusterheads and others join the 
closest cluster according to received signal strength. A non- 
head member may doze off according to its schedule. If 
a sensor node wakes up during the steady-state phase of 
a round, it eavesdrops the public channel for STANDY- 
BY duration. If it finds some nearby clusterheads, it will 
choose the one with strongest received signal strength as 
its clusterhead. Otherwise, it elects itself as clusterhead and 
starts recruiting other nodes. When the round ends, the nodes 
return to stand-alone state and a new round will begin. 

-Elected 

Fig.2 
State transition diagram of a node in DEESO 

1) Information Exchange: The only vital information 
needed by DEESO is the battery level. The exchange of 
position information is not required because the distance 
between nodes can be can estimated by the received signal 
strength according to the path loss model given that the 
broadcast power level is known a priori. Unlike LEACH, 
the vital information exchange in DEESO is totally based 
on access, i.e., there is no routing or relaying of the vital 
information. Eventually, each node obtains its one-hope 
neighbor information. When a sensor node wakes up during 
the steady-state phase of a round, it can retrieve the neighbor 
lists from the nearby clusterheads. 

2) Head Election: In LEACH, each node elects itself as 
clusterhead by the probability 

Phead{i) = k 
E{i} 

E, 
(2) 

total 

where E{i) is the i*'* node's energy, Etotai is the total 
energy and k is the optimal number of clusters. Since 
Etotai is inaccessible to sensor nodes unless there is other 
routing schemes or central control available, LEACH is 
unable to determine the battery levels of active nodes in the 
whole network and thus has to base on the predetermined 
parameter N and average battery level. Although the average 



number E[Na] of active nodes can be calculated by (1) in 
experiments, such estimation is impossible in real application 
as the average active and sleeping durations are unknown 
before the nodes are deployed to observe the phenomenon 
of interest. 

In DEESO, the self-electing probability is determined by 

P'headii) = k' E'      ' total 
(3) 

where E'^^^^^i is the total energy in the neighborhood. Since 
we use £'^ot„( instead of EtotaU k' will be different from 
k in (2). Since it is mathematically difficult to determine k 
or k' analytically, we ran simulations at different fc(fc')'s to 
determine the optimal one as shown in Section III. 

3) Cluster Formation: Based on the received signal 
strength, each non-head node chooses the nearest clusterhead 
and send a "Request-to-join" message to the clusterhead. 
Then the clusterhead creates the time schedule in which 
time slots are allocated for intracluster communication, data 
aggregation, intercluster communication, maintenance and 
other possible usage. 

4) Steady State: After the clusters are formed, the sensor 
network enters the steady-state phase. During the "intra- 
cluster slots", the clusterhead receives data from members; 
during the "data aggregation slots", it can turn off radio and 
perform data aggregation; and then it sends the resulting 
data back to the base station during the "intercluster slots"; 
it can broadcast advertisements and recruit new members 
during "maintenance slots". 

III. SIMULATIONS 

In this section, we compare the performance of DEESO 
and LEACH using computer simulations. 100 nodes with 
2J initial energy were evenly distributed in a circular region 
with diameter of 100 m, and the base station was located 
at (125m, 0). We ran 1000 simulations for each case and 
plotted received data and the number of survival nodes. 

The following model is adopted from [5] where perfect 
power control is assumed. To transmit I bits over distance 
d, the sender's radio expends 

ETxil,d) = 
lEeiec + kfsd'^,      d<do 

lEelec + l^mpd  ,     d > do 
(4) 

(a) 

I    60- 

|„. 

v\ 
.... it,i 
- - k^ 
  k-7 
- li.ll 

V 
■ \ 

■.  v^ 

**^N 
!V,„ „ 

(c) (d) 

Fig. 3 
Data of LEACH at varying k. (a) Amount of data received at the base station over time, (b) Amount of data received at the 
base station per given amount of energy, (c) Number of survival nodes over time, (d) Number of survival nodes per amount 

of data received in the base station. 



and the receiver's radio expends 

ERx{l,d) = lEele (5) 

And the communication energy parameters are set as in Table 
1. 

Table 1 
Simulation Parameters 

Name Value 
do 86.2m 

Eelec 50nJ/bit 

^fs WpJ/bit/m'' 
^mp O.OOlSp J/bit/m'^ 

A. Optimal k 

In this case, the effect of k on energy efficiency is 
evaluated. Fig.3(a)(b) shows the amount of data received at 
the base station over time and per given amount of energy. 
Fig.3(c)(d) shows the number of survival nodes over time 
and per amount of data received in the base station. Note 
that there exists a critical phase during which the survival 
nodes virtually send no data to the base station while they are 
still alive. The critical phase is indicated by a horizontal line 
in Fig.3(a) and a plunging line in Fig.3(d). The reason for the 
critical phase is that these nodes still try in vain to organize 
themselves into clusters but have no successful transmission. 
Thus, the effective lifetime, whose end is marked by the 
critical phase, is preferred to the actual lifetime as the 
benchmark. Taking fc = 1 and A; = 7 as examples, although 
Fig.3(c) shows a crossover between two curves, Fig.3(d) 
distinctly shows the the effective lifetime of A; = 7 is far 
longer than that of fc = 1. Fig.3 shows that the critical phase 

comes earlier when k is far away from 7. When k is nearly 
7, the performances are virtually identical. This is due to the 
random head selection, which does not guarantee the given 
k clusterheads are selected. This could be an advantage for 
robusticity as it does not stick to a single fixed k. 

B. LEACH vs DEESO 

In this case, the performances of LEACH and DEESO are 
compared. Fig.4(a) clearly shows that DEESO delivers 184% 
amount of data to the base station as LEACH for the same 
amount of dissipation. The first reason for such improvement 
is DEESO's indenpence of other routing schemes. It can 
estimate the energy distibution of local active nodes by 
eavedropping the neighbors' vitial information. On the other 
hand, LEACH has to use the predetermined number of 
nodes if no other routing scheme is available to relay such 
information. The second reason is that Adaptive Channel 
Assignment is used in DEESO so that a node can be 
accecpted by the nearest clusterhead when it turns on during 
a round. The Fixed Channel Assignment in LEACH forbids 
the clusterhead to accept a new member on the run, and the 
newly woken-up node has to claim itself as the clusterhead, 
which is generally not energy efficient. Thanks to the energy 
efficiency demonstrated by DEESO, the effective network 
lifetime is extended by around 56% as shown in Fig.4(b). 

IV. DISCUSSION 

The energy dissipation model we develop here is adopted 
from [5], where rectangle coordinates are utilized. Assume 
that there are N nodes distributed uniformly in a circular 
region with radius of R and a cluster algorithm divides nodes 
into k clusters, then there are approximately n = N/k nodes 

(a) (b) 

Fig. 4 
Data of LEACH and DEESO. (a) Amount of data received at the base station per given amount of energy, (b) Number of 

survival nodes per amount of data received in the base station. These graphs show that DEESO extends the effective network 
lifetime by 56% and delivers 184% amount of data to the base station as LEACH for the same amount of dissipation. 



in each cluster. The power dissipated in the cluster head node 
is 

EcH     =     lEelec{n - 1) + InEoA + l{Eelec + ^mpdJoS) 

=     InEeiec + InEoA + l^mpdtoBs) 

where I is the bits each sensor collects in a round, dtoBS is 
the distance from the cluster head node to the base station. 
And the energy used in each non-head node is 

Enon-CH = lEelec + l^fsdtoCH 0) 

where dtoCH is the distance from the non-head node to the 
corresponding head. Assume the area occupied by a cluster is 
circular and is approximately -KB? /k ,then the cluster radius 

Assuming the node head is at the center of mass of the 
cluster, 

^[dtoCH] =    I lr^p{r,e)rdrde 

= r'^p{r,e)rdrd9 
Jo    Jo 10 

2A;2 

Substituting p = l/(7ri?^) = k/ixB? into (9) 

m toCHl — 2k 

(9) 

(10) 

Therefore, the total power dissipated in each cluster is 

Ecluster     =     EcH + (n — l)Enon-CH 

«     EcH + nEnon-CH (H) 

and the total power dissipated in the whole network is 

=     Nl{Eeiec + ED A + -^mpdtoBS n 

(12) 

dEt, The optimal value of k is found by letting     Q^'°' to zero, 

JNejs    R k* 
^^mp diggg 

(13) 

For   our   experiments,   the   base   station   is   located   at 
(125m, 7r/2), then d^^^g can be estimated by 

EKBS]    =    j j\r-rBS?p{r,e)rdrde 
-| PI'K      PR 

^Jo    Jo   ^ {r' + rls 
2-n    rR 

-2rrBsC0s{t - -!r/2))rdrdt      (14) 

=    20625 (15) 

By substituting (15) into (13), we obtain 

k* « 1.2 (16) 

This optimal value does not agree with kopt ~ 7 obtained 
in our simulations(see Section III-A). The main reason for 
such difference is that the random head election used in both 
LEACH and DEESO can not guarantee the desired number 
of clusterheads be elected. 

V. CONCLUSION 

We utilize clustering to recognize the most energy efficient 
pattern in organizing the on-off wireless sensor nodes. On 
the basis of LEACH, we proposed DEESO to address the 
on-off topology changes. The adaptiveness of DEESO helps 
reducing the Communication-related Energy Dissipation to 
more than half. However, the random head election used 
in both LEACH and DEESO can not guarantee the desired 
number of clusterheads be elected. Whether such random- 
ness could damage the energy efficiency is interesting for 
further study. 
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Abstract 

In this paper, we utilize clustering to organize wireless sensors into an energy-efficient hierarchy. 

We propose an Expellant Self-Organization (ESO) scheme that uses expellant election to achieve local 

energy efficiency. This scheme is based on a new criterion which can be used by each sensor node to 

make a distributed decision on whether electing to be a cluster head or a nonhead member, which is a 

fiilly distributed approach. Although ESO uses only local information, it achieves better performance in 

terms of effective lifetime and Data/Energy Ratio compared with native LEACH which relies on other 

routing algorithms to access global information. A complementary exponential data correlation model 

is also introduced to simulate different data aggregation effect. 

Index Terms : Wireless sensor networks, energy-aware systems, clustering, distributed applications 

I. INTRODUCTION 

A wireless sensor network (WSN) can be thought of as an ad hoc network consisting of 

sensors linked by a wireless medium to perform distributed sensing tasks. WSNs share many 

communication technologies with ad hoc networks, but there are some vital differences such as 

dense deployment and energy constraint [1], thus the protocols developed for traditional wireless 

ad hoc networks are not necessarily well suited to the unique features of WSNs. When a wireless 



sensor may have to operate for a relatively long duration on a tiny battery, energy efficiency 

becomes a major concern. 

A variety of "power-aware" routing protocols have been proposed to address this problem. In 

one school of thoughts [2]-[4], the traditional Shortest Path First strategy is replaced by Least 

Energy First routing, i.e., a multihop route is preferred to a single-hop one if only multiple short- 

distance relays cost less energy than a single long-distance transmission. For example, "Minimum 

Transmission Energy"(MTE) routing [3], [4] was proposed in place of traditional "minimum hops 

routing". Another school of thoughts is that nodes are clustered so that a hierarchy is formed. 

Based on the observations on cellular networks [5]-[13], [19], it would be advisable to partition 

nodes into clusters for the reasons such as spatial reuse, less update cost, less routing information 

and less data transmission. 

Another dispute in previous ad hoc networks research is whether a cluster head be elected 

within each cluster. Some researchers [5], [9], [10] argue that it is unreasonable to have a cluster 

head because every node has similar energy constraint and the cluster head will consume energy 

much faster. Their methodology breaks the information exchange into two parts; cluster members 

proactively perform the intracluster exchange, and intercluster information exchange is achieved 

by demand-based operations. This approach does have some advantage when the traffic is mostly 

within the cluster, however, when the major traffic in WSN is directed from sensor nodes to the 

base station, i.e., of intercluster type, headless structure suffers from cumbersome intercluster 

information exchange. 

On the other hand, the extra burden of cluster head can be mitigated by rotating the headship 

among the members. The rotation can also take advantage of the relaxation effect [17], which 

indicates frequently reducing the current drawn from the battery enables the battery to recover a 

portion of its lost capacity and hence lengthens the battery lifetime. In addition, the cluster head 

can perform data fiision and reduce the data sent back to the base station. LEACH (Low-Energy 

Adaptive Clustering Hierarchy) [16], an example of the latter school, can improve network 

lifetime by an order of magnitude compared with general-purpose multihop approaches. In 

conclusion, the characteristics of WSN prefer hierarchical structure with cluster heads. 

However, the cluster formation in LEACH is based on global information. To access such 

information, other routing schemes are required. In this sense, LEACH is only a semi-distributed 

protocol for WSN. The other problem with LEACH is the random head election that can 



not guarantee that the desired number of cluster heads be elected or the elected heads be 

evenly positioned. In this paper, we are concerned to optimize the cluster formation using only 

local information and propose an Expellant Self-Organization(ESO) scheme which uses a fully 

distributed approach. 

The paper is organized as follows. Section II reviews LEACH and its radio energy consumption 

model. Section III introduces the data correlation model that our research is based on. In section 

IV, we make data-centric analysis of energy consumption in WSN and propose a new criterion 

which ESO bases the self-electing decision on. ESO is described in Section V and simulations 

are given in Section VI. Section VII concludes this paper. 

II. RELATED WORK 

A. LEACH 

Our energy-efficient clustering research is based on the hierarchy of LEACH which uses a 

CDMA-TDMA hybrid communication scheme. Each cluster has its own Spread Spectrum code 

so that the interference between clusters is minimized. For intracluster communications, TDMA 

slots are assigned by the cluster head to it members to minimize the competition for the shared 

wireless media. The operation of LEACH is divided into rounds. At the begiiming of each round, 

cluster heads are elected and other nodes join them as members. When a cluster is formed, the 

cluster head creates and broadcasts a time schedule to its members. As shown in Fig. 1, each 

member is assigned a time slot per frame to send its data to its cluster head, and then the cluster 

head performs data aggregation and sends the resulting data back to the base station. Compared 

with multihop routing schemes, LEACH demonstrates outstanding energy efficiency, which is 

referred to as clustering energy gain in the following. 

However, there are several drawbacks in LEACH's cluster formation: 

a. Dependence on global information In LEACH, each node i elects itself to be a head at 

the beginning of round r + l(which starts at time t) with probability Pi{t). Reference [16] 

provides two ways to determine the self-electing probability Pi{t). If all nodes are assumed 

to start with an equal amount of energy, Pi{t) is given by 

0 : Ci{t) - 0 
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Fig. I.    Time line showing LEACH's frame structure. 

where c is the desired number of clusters and Ci{t) is the indicator function determining 

whether or not node i has been a head in the most recent (r mod (N/c)) rounds. The more 

general estimate of Pi{t) is given by 

Pi(t) = rmn{-^i^c,l}, (2) 

where Ei{t) is the current energy(i.e. remaining battery capacity) of node i and 

N 

Effectively, A'' in (1) and Etotai in (2) are global information, which compromise the 

distributedness of LEACH, 

b. Random election Although random decision often strengthens the robusticity by avoiding 

sticking to a single choice, too much randomness may shift the decision away from the 

optimal range. In LEACH's case, suppose (2) is used and all nodes have equal amount of 

energy, if A'^ nodes want to elect c heads among them, then the self-electing probability for 

each node is 

P N 

Then the probability of "n heads are elected" is 

Pr{n elected heads) = (^)p"(l -p)'^~"^ 

(4) 

(5) 

The distribution of the number of elected heads is listed in Table L Obviously, too few 

(Fig. 2(c)) and too many (Fig. 2(d)) elected heads would damage the energy efficiency. 



Moreover, in the case of "no elected head" whose probability listed in row 1, all the nodes 

have to communicate directly with the base station, in which case all the clustering energy 

gain is lost. When the number of elected heads is too few, for example, only one head is 

elected, the head may be exhausted by the tremendous data sent to it. In such cases, the 

energy efficiency is tremendously compromised. 

TABLE I 

OUTCOME OF 100 NODES ELECTING 5 HEADS. 

n: number of elected heads Pr{n elected heads) 

0 0.0059 

1 0.0312 

2 0.0812 

3 0.1396 

4 0.1781 

5 0.1800 

6 0.1500 

7 0,1060 

8 0.0649 

9 0.0349 

> 10 0.0341 

Another problem introduced by the random head selection is that the positions are not 

taken into consideration. Obviously, the even layout of heads would favor energy efficiency. 

When heads are randomly selected as in LEACH, elected heads sometimes clump together 

(Fig.2(b)), which leads to unnecessary energy waste. 

B. Radio Energy consumption 

According to the path loss model [19], the energy E required to transmit over distance d is 

given hy E r^ d'^ , where /? is the pass loss exponent, whose value depends on the specific 

propagation environment. For example, P will have a larger value for long distance transmission 

than for short distance transmission. To save energy and reduce interference, the power control 

is widely utilized in wireless communications [19] so that the radio is adjusted for a range of 

output power level. 



(a) 

3X 110 330 210 

(b) (c) (d) 

Fig. 2.    100 nodes elect 5 heads (Heads marked by pentagrams), (a) Five heads are elected and evenly distributed, (b) Five 

heads are elected and clump in the right semicircle, (c) Only one head is elected, (d) Nine heads are elected. 

The following model is adopted from [16] where perfect power control is assumed. To transmit 

I bits over distance d, the sender's radio expends 

ETx{l,d) = < 

and the receiver's radio expends 

lEelec + l^fsd d < do 

lEelec + l^mpd       d > do 

ERx{l,d) = lEelec- 

And the communication energy parameters are set as 

do=86.2m, Eeiec=50nJ/bit, efs=10pj/bit/m'^, emp=0.0013pJ/bit/m'^. 

(6) 

(7) 

III. DATA CORRELATION MODEL 

The data collected by neighboring sensors have a lot of redundancy, thus, [16] assumes perfect 

data correlation that all individual signals from members of the same cluster can be combined into 

a single representative signal. Nevertheless, this assumption can not hold when the cluster size 

increases to some extent. Therefore, we develop a complementary exponential data correlation 

model and use it in evaluating energy consumption. 

Considering the phenomenon of interest as a random process, the correlation between data 

collected by two sensors is generally a decreasing function of the distance r between them. 

After the data aggregation removes most of the redundancy, the residue can be assumed to be an 



increasing function of r. Based on the above observation, the data aggregation effect is modeled 

as below. 

Suppose there are Mk nonhead members in cluster k {k — 1,2,3, ...,c), the ith member 

(i = 1,2,3, ...,Mk) collects / bits and sends them back to its head k at distance rki, the head 

expends 21EDA Joules on the data aggregation of the 21 bits (/ bits collected by itself and another 

/ bits by its ith member), where EDA is set as bnJ/hit as in [16]. The resulting data is assumed 

of /(I + r}ki) bits, where r}ki is data aggregation residue ratio and assumed to be complementary 

exponential, namely, 

Tjw^l-e-"^''^ (8) 

Then, the resulting data from the whole cluster k is 

l{l + Y,^ki) (9) 

a is a small positive real number whose magnitude depends on specific phenomenon of interest. 

For example, the photic, acoustic, seismic and thermal signals often show a strong correlation 

at short distance, and thus, a will have smaller values for such data. Since 77 is a monotonously 

decreasing function of a and r, r] approaches zero for smaller a and r. This model can 

approach the perfect-data-correlation assumption in [16] by decreasing a or approach the no- 

data-aggregation assumption in [3], [4] by increasing a, thus, different scenarios can easily be 

set up by varying a. 

IV. OPTIMAL CLUSTERING 

In this section, we make data-centric analysis of energy consumption in WSN and propose a 

new criterion which is the theoretical basis of ESO. 

A. Problem Formulation 

Clustering has been widely used in pattern recognition, and we use it to obtain the energy- 

efficient organization for WSN. From the data-centric view, the data collected by a node can be 

sent back directly to the base station or relayed by a cluster head. The first case occurs if this 

node is a cluster head; the data collected by head k is data-aggregated (with the data collected 
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by its members) and sent back to the base station. Thus, the energy cost for each bit of data 

collected by head k is 

JcH{k) = EDA + Eelec + ^mpd-k, (10) 

where dk is the distance between head k and the base station. 

For the second case, consider nonhead member ki with its head k at the distance r^,, member 

ki sends its data to head k, and then head k performs data aggregation on the data and sends 

the resulting data to the base station. Thus, the energy cost for each bit of data collected by 

nonhead member ki is 

JcM{ki) = -E'efec + ^/s^fci + Eglec + ED A + Vi^^ki) {Eelec + ^mpdk)- (^ 0 

Considering all c clusters, the overall cost is 
c Mfc 

Jtotal — / XJcH{k) + 2_^ JcM{ki)}, (12) 
k=l i=l 

where Mk is the number of nonhead members in cluster k. 

Taking E[Jtotai] the expected value of the overall energy cost as the objective function, the 

original problem is translated into an objective function clustering [20]. If a central control 

scheme is possible, an iterative algorithm can be run at the base station to minimized E[Jtotai]- For 

example, Fuzzy c-Means is utilized in [18] to minimize an Euclidean-distance-based ftinctional 

representing the energy cost in Wireless Personal Area Networks. However, since WSNs are 

working in ad hoc mode, clustering decision must be distributed to each sensor node. Thus, our 

goal is using only local information to achieve energy-efficient clustering. 

B. Benefit Range 

Generally, if a node is close to a cluster head, there is some energy gain if it joins that 

cluster. The energy gain diminishes when the distance between the nonhead member and the 

head increases. Consequently, the energy gain approaches zero at some critical distance, termed 

as benefit range. To determine the benefit range, consider a node with a head at distance r. The 

node could choose to be a nonhead member or a head, which would consequently cost JCM or 

JcH as in (11) and (10). Naturally, the decision should be based on the comparison of JCM and 

JcH as 
CH 

JCM ^ JcH, (13) 
CM 



i.e., the decision rule for each sensor is: 

a nonhead member   ifJcM < JCH 
A node elects to be < (14) 

a cluster head ifJcM > JCH 

We call this criterion as local energy efficiency criterion, because it is based on only the local 

information. Substituting (10) and (11) into (13), we obtain 

Eelec + e/sTij + E^lec + EDA + Vi^ij) {Eelec + ^mpdj) (15) 

'^" 4 
^   EDA + Eelec + ^mpdj. 

CM 

The benefit range can be obtained by equating two sides though a closed form may be unavailable. 

Obviously, the cluster radius Re has to be much smaller than the benefit range because the 

energy gain is so thin at the outer ring that a new cluster be formed. Although this criterion is 

too complex to be used in real applications, it promotes using Re instead of c as the guideline 

parameter to guide the election. Denote the areas occupied by the whole WSN and the cluster 

by 5jv and Sc respectively, 

c«—. (16) 

Assume S^ and Sc are both circular, R^ is related to c by 

where R is the radius of S^. Although it is mathematically equivalent to partition nodes into 

c clusters or to organize nodes into clusters with radius R^ the former is definitely a global 

approach, which leads to dependence on the global information. Thus, the latter is more suitable 

for a distributed algorithm. 

C Optimal Cluster Size 

As indicated by (17), it is equivalent to determine c or Re. Here, we try to analytically 

determine the optimal value of c using the introduced models. This process is similar in some 

steps to that in [16], which can only determine a rough range , namely 1 < Copt < 6, for a 

similar 100-node network, while our analysis predicts the optimal value of Re in simulation 

with satisfying accuracy. 



The typical scenario is that N nodes are distributed uniformly in a circular region with radius 

R. There are c clusters with one cluster head and n - 1 nonhead members within each cluster. 

n is the average number of cluster members and related to c by 

n ^ N/c. (18) 

Based on (12), the average total energy cost can be approximated by 

Jtotal     =     c{JcH + (n - 1) JCM) 

=    CJCH + {N - C)JCM (19) 

where JCH and JCM are the average energy cost for the cluster head and nonhead member 

respectively. 

Following (10) and (11), 

JCH = ED A + Eeiec + ^mpE[d ], (20) 

JCM = E,uc + efsE[r^] + E^iec + EDA + E[r]{r){Eeiec + empd% (21) 

Since all nodes are placed randomly, r and d are independent, thus, (21) can be written as 

JCM = Eeiec + efsE[r^] + EeUc + EDA + E[r]{r)]{Eeiec + empE[d^]). (22) 

We estimate the expected values in (20) and (22) as follows. Assuming the cluster head is at 

the center of mass of the cluster, 

E[r^]   =    [ f r^pc{r,e)rdrde 

==    I     I     r'^Pcir,0)rdrd9 
Jo    Jo 

(23) 

Since the nodes are assumed to be uniformly distributed, pc{r, 9) is a constant given by 

Pc = I/TTRI = c/{nR^). (24) 

Substituting (24) and (17) into (23), 

^   ^ 2 

2c 

10 

(25) 



Similarly, 

Eivir)]   =   1J {l-e-'^^)p,{r,e)rdrde 

2c r^' 
(26) 

2c   , -z&.aR     ,.      ^. 
(27) 

£;[d']   =   //   \r-rBs\'pN{r,e)rdrdd 

=   An [     1  ir'^ + rls- 2rrBscos{9 - eBs)?rdrde 
TT-rt^ JQ     JO 

(28) 

Since E[d'^] is a function of R and irrelevant to c, we keep it in the further derivation. 

The optimal value of c can be obtained by setting ^^^^ to zero. 

dJtotal      _     p. 

dc 

-    JCH - JCM + (N - C)^ 

=   emrE[d'] - Eeiec - efs^ - (1 + ^(^"^(^ + 1) - mEeiec + empE[d']) 

+{N    cfY'^hE,.. + er.,Em (29) 

3EHr)]^    2         .^aR                    e--^ 
dc          a^R^            s/c                        c 

(30) 

Since it is impossible to solve (29) algebraically, we turn to the niimerical solution. For example, 

the base station is located at {rss, &BS) = (125,0) and A'' — 100, R = 50m in our experiments, 

we can evaluate (28) as 

E[d^] = 5.8997e + 008. (31) 

In Fig. 3, we plot ^^^ over c for a = 0.001 and a = 0.05 respectively. The corresponding 

Copt can be easily obtained as 

Copt    = 1-6569     for a = 0.001, (32) 

Copt   =20.2600    for a = 0.05. (33) 
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(a) (b) 

Fig. 3.    Plot of 2^^^ for N = 100, R = 50m and (rBS,dBs) = (125,0).(a)a = O.ODl. (b)a = 0.05. 

Observe that ^^f^ is convex at Copu which indicates Jtotai is maximized at Copt- According to 

(17), the corresponding Re is 

Re   =38m    for a = 0.001, 

Re   = 11m    for a = 0.05. 

(34) 

(35) 

We are also interested in the relation of A'^ to c„pt. In Fig. 4, we plot Copt over A'' for a = 0.001 

and a — 0.05 respectively. These figures show that Cgpt is a increasing function of N, which 

indicate the guideline parameter (c or R^) should be adjusted adaptively if N varies. 

V. ExPELLANT SELF-ORGANIZATION 

Expellant Self-Organization (ESO) is designed to replace the cluster formation occurring at 

the beginning of each round in LEACH. As shown in Fig. 5, each node firstly broadcasts its 

vital information at the maximum radio power level so that the knowledge is spread as widely 

as possible. The vital information may include nodes' energy, location, etc., though only energy 

information is needed by ESO. Then, each node counts its neighbors and broadcasts the number 

of its neighbors locally. "Local broadcast" here means broadcasting at a level corresponding to 

the cluster radius R^, which is a predetermined system parameter. If a node's headship potential 

qualifies as a head compared to its neighbors', it will try to claim the headship by broadcasting 

12 
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(a) (b) 

Fig. 4.    Plot of Copt vs. N = 100 for R = 50m and {TBSJBS) = (125,0),(a)Q = 0.001. (b)a = 0.05. 

locally, which can be viewed as placing a bid for the headship. A node's "neighbors" are defined 

as the nearby nodes within distance Re from that node. Due to the possible contention for the 

headship, such bids could fail, which is indicated by the collision of "headship claims". Using 

certain back-off strategy, the bidders will contend with each other until a node with satisfactory 

potential wins. By doing so, the head-to-be expels other possible heads in its neighborhood, and 

in consequence, the heads are scattered far between. 

The headship potential is an important parameter which replaces the self-electing probability 

used in native LEACH. As discussed in [16], the node's energy is important to determine its 

potential because the headship can be rotated among nodes by assigning more potential to 

the nodes with higher energy. In addition, we propose taking the number of neighbors into 

consideration, because the energy gain is prominent only in the neighborhood of the head as 

shown in Section IV-B and thus it is energy-efficient to let the node with more neighbors win 

the headship. 

Based on these considerations, the qualification conditions are set as below. For any node, let 

JV denote the set of its neighbors, E{i) and B{i) be the energy and the number of neighbors of the 

ith neighbor respectively, i £ J\f. The thresholds are set as the linear combination of maximum 

and mean value of corresponding parameters as in (36) and (37) so that the thresholds are adapted 
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Fig. 5.    Flow chart of a node in ESO. 

to the current distribution of parameters. 

Ej^jy^   =   jim.3.xE{i) + (1 — 7i)mean£J(i) 

BTH   =   72maxE(i) + (1 - 72)meanB(2) 

(36) 

(37) 

The conditions can be relaxed by decreasing 71^2, 71,2 S [0,1]. Since there is no closed-form 

objective function, it is difficult to determine optimal 7 analytically. Fortunately, our experiments 

show that the performance is not sensitive to the setting of 7. Thus, we simply choose a smaller 

value for 71 and a larger value for 72 as 71 = 0, 72 = 0.8, because we want to emphasize the 

position condition in order to achieve energy efficiency and relax the energy condition in order 

to allow more nodes into the headship auction. 
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The nodes qualifying for both conditions are considered as Class A bidders, the nodes quali- 

fying for only one of the conditions are Class B bidders, and the nodes failing both conditions 

belong to Class C and will not place bids. Class B bidders have delayed starting time compared 

to Class A so that the former can not bid until waiting long enough to ascertain there are no Class 

A bidders in their neighborhood. Class B are necessary in order to handle the rare exception 

that there are no Class A bidders in their vicinity. The extreme case that no heads are elected is 

avoided by expellant elections by permitting Class B bidders into the headship auction because 

it is impossible that there are only Class C nodes in the whole network. 

Once a node successfully sends out the "headship claim", its neighbors must join it by sending 

"Request to join". Since these requests can be eavesdropped by their neighbors, their neighbors 

can correspondingly correct their numbers of unclustered neighbors. If a node finds all its 

neighbors are clustered, it can elect to be a cluster head by sending out a "headship claim". 

Those nodes outside the neighborhood of existing cluster heads can not join any clusters. When 

the public channel is idle again, which indicates there is no node in its neighborhood trying to 

join existing clusters, another round of auction will begin until all nodes are clustered. 

VI. SIMULATIONS 

In this section, we compare the performance of ESO and LEACH using computer simulations. 

100 nodes with 2J initial energy were evenly distributed in a circular region with diameter 100m, 

and the base station was located at (125m, 0). Since the set-up overhead is negligible compared 

with the steady-state traffic, we only count the energy consumption in steady-state phase. We ran 

1000 simulations for each case and plotted received data, energy consumption and the number 

of survival nodes. 

A. Optimal c 

In this case, the effect of c on energy efficiency was evaluated for nearly perfect data correlation 

(a = 0.001). Fig. 6(a)(b) show the amount of data received at the base station over time and 

per given amount of data received in the base station. Fig. 6(c)(d) show the number of survival 

nodes over time and per given amount of energy. Note that there exists a critical phase during 

which the survival nodes virtually send no data to the base station while they are still alive. 

The critical phase is indicated by a horizontal line in Fig. 6(a) and a plunging line in Fig. 6(d). 
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Fig. 6. Data of LEACH at varying c. (a) Amount of data received at the base station over time, (b) Amount of data received at 

the base station per given amount of energy, (c) Number of survival nodes over time, (d) Number of survival nodes per amount 

of data received in the base station. 

Since some schemes can lengthen the actual hfetime by lengthening the useless critical phase, 

the actual lifetime is not a fair measurement of energy efficiency. In the following, we choose 

the effective lifetime whose end is marked by the critical phase. 

Taking c — 3 and c = 9 as examples, although Fig. 6(c) shows the actual lifetime of the 

former is visibly longer than the latter. Fig. 6(d) distinctly shows the the effective lifetime of 
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the latter is far longer than that of the former. The reason that c = 3 has a longer actual lifetime 

is that so many nodes dies during the earlier phase that the resulting sparse node distribution 

favors a lesser c. 

Another good measurement of energy efficiency is the ratio of data transportation over energy 

consumption, termed as Data/Energy Ratio(DER), which is indicated by the slope in Fig. 6(b). 

Higher slope implies the corresponding scheme can transport more data with given amount of 

energy consumption. In the following, we use effective lifetime and DER to evaluate the energy 

efficiency. 

Fig. 6(b) and Fig. 6(d) clearly show that both effective lifetime and DER are maximized at 

c — 5. Due to the randomness in the election, the performance does not degrade visibly when c 

is still close to 5. It is noteworthy that c = 5 does not agree with Copt given by the analysis in 

section IV-C. The main reason is that LEACH can not guarantee that the desired c cluster heads 

be elected. Suppose no cluster head is elected, i.e.,Ceiected — 0, all nodes have to communicate 

with the base station directly, in which case all the clustering energy gain is lost. Generally, there 

is energy penalty when Ceiected ¥" c, but the penalty for Ceiected = 0 is disproportionately large 

because the other cases do not lose the clustering energy gain totally. For c = 1, the probability 

of "Ceiected = 0" is 0.366(shown in Table II), which is intolerably high and reduces the energy 

efficiency tremendously. While c is set as larger value such as 5, the probability of "Ceiected — 0" 

decreases to a negligible amount 0.0059 (shown in Table I). The random election and extra 

energy cost for the case "CeUcted = 0' shift the optimal c to a larger value. 

B. ESO vs. LEACH 

In this case, Expellant Self-Organization is compared to native LEACH for nearly perfect 

data correlation (a = 0.001). We ran 1000 realizations for each Re and plotted the effective 

lifetime and DER. Fig. 7 shows that the performance of ESO is optimal at around Re — 40m 

with DER ^ 7.Q2E3bits/J and effective lifetime around 1.52£'9 s. Compared with those of 

native LEACH at c = 5, ESO shows an approximately 6% improvement for DER and effective 

lifetime. Denote the time at which the number of survival nodes falls below 10% deadline by 

TODIO (Time Of Death 10), which indicates the start of the aging period. Fig. 7(b) shows that 

ESO delays TODIO by 1.31E9 bits and thus shorten the aging period. Considering that ESO is 

a distributed scheme, such improvement demonstrates the energy efficiency of ESO. 
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TABLE II 

OUTCOME OF 100 NODES ELECTING 1 HEAD. 

n: number of elected heads Pr{n elected heads) 

0 0.3660 

1 0.3697 

2 0.1849 

3 0.0610 

4 0.0149 

5 0.0029 

6 0.0005 

>7 0.0001 
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Fig. 7.    ESO vs. LEACH, (a) Amount of data received at the base station per given amount of energy, (b) Number of survival 

nodes per amount of data received in the base station. 

The analysis in section IV-C indicates that Re should be adapted to the decreasing node 

density. Since the death of nodes decreases the node density, we expect the optimal Re to 

decrease accordingly. However, since ESO remarkably delays TOi? 10, the number of survival 

nodes does not decrease visibly during most of the network lifetime. Therefore, we need not 

adapt Re to keep energy efficiency. 
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C. Data Aggregation Effect On Optimal Re 

In this case, the effect of data aggregation is evaluated. We ran 1000 simulations at different 

Re with a = 0.05 and plotted the effective lifetime and DER. Fig. 8 shows that the performance 

xio" 
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. -   ES0R°=15 
_ - - ESO R''=20 
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/ 

•^ -^ 

50 100 
Energy(J) 

150 200 

0) 
T3 
O 

E    3° 

(a) 

Received data in the base station (bits) 

(b) 

Fig. 8. ESO with a = 0.05. (a) Amount of data received at the base station per given amount of energy, (b) Number of 

survival nodes per amount of data received in the base station. 

of ESO is optimal at around R^ — 10, which is far from R^ = 40 with a = 0.001. The reason 

that the smaller clusters are formed is that the benefit range shrinks when the data correlation 

decreases. These values of Re agree with the analysis in section IV-C for both value of a. This 

shows the advantage of ESO over original LEACH; the election results of ESO conform to the 

energy-efficient expectation. This also shows the usefulness of our data correlation model; we 

can easily fit the simulation scenarios for the phenomena of interest by varying a. 

VII. CONCLUSION 

The previous clustering researches often take a global approach, which is appropriate for 

global optimization. However, when a distributed clustering is desired, the already-answered 

questions such as "How many clusters should the nodes be partitioned into?" have to be translated 

into a distributed version and restudied. In this paper, we take a fially distributed approach 

to energy efficiency for WSN. Motivated by the local energy efficiency criterion, we propose 
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using the cluster size instead of the number of clusters as the guideline parameter in clustering. 

Furthermore, we utilize the contention for the channel to guarantee the energy-efficient head 

election. As shown by the simulations, although the proposed ESO uses only local information, 

it achieves better energy efficiency than native LEACH in terms of Data/Energy Ratio and 

effective lifetime. The simulations also show that the optimal cluster radius obtained from the 

experiments agrees well with the analysis of optimal clustering, which indicates the performance 

of our distributed clustering is close to that of the global optimal one. 
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Abstract—In this paper, we utilize clustering to organize 
wireless sensors into an energy-efficient hierarchy. We talie a fully 
distributed approach to energy-efficient clustering and propose 
an Expellant Self-Organization(ESO) scheme that uses expellant 
election to achieve local energy efficiency. As a distributed 
scheme using only local information, ESO achieves comparable 
performance in terms of effective lifetime and Data/Energy Ratio 
compared with native LEACH that relies on other routing 
algorithm to access global information. An exponential data 
correlation model is also introduced to simulate different data 
aggregation effect. 

I. INTRODUCTION 

A wireless sensor network(WSN) can be thought of as an ad 
hoc network consisting of sensors linked by a wireless medium 
to perform distributed sensing tasks. Sensor networks share 
many communication technologies with ad hoc networks, but 
there are some vital differences such as dense deployment 
and energy constraint [1], thus the protocols developed for 
traditional wireless ad hoc networks are not necessarily well 
suited to the unique features of WSN. When a sensor node 
may have to operate for a relatively long duration on a tiny 
battery, energy efficiency becomes a major concern. 

A variety of "power-aware" routing protocols have been 
proposed to address this problem. In one school of thoughts 
[2]-[4], the traditional Shortest Path First strategy is replaced 
by Least Energy First routing, i.e., a multihop route is pre- 
ferred to a single-hop one if only multiple short-distance relays 
cost less energy than a single long-distance transmission. 
For example, "Minimum Transmission Energy"(MTE) routing 
[3], [4] was proposed in place of traditional "minimum hops 
routing". Another school of thoughts is that nodes are clustered 
so that a hierarchy is formed. Based on the observations on 
cellular networks [5]-[13], [19], it would be advisable to 
partition nodes into clusters for the reasons such as spatial 
reuse, less update cost, less routing information and less data 
transmission. 

Another dispute in previous ad hoc networks research is 
whether a clusterhead be elected within each cluster. Some 
researchers [5], [9], [10] argue that it is unreasonable to have 
a clusterhead as every node has similar energy constraint 
and the clusterhead will consume energy much faster. Their 
methodology breaks the information exchange into two parts; 
cluster members proactively perform the intracluster exchange, 

and intercluster information exchange is achieved by demand- 
based operations. This approach does have some advantage 
when the traffic is mostly within the cluster, however, when 
the major traffic in WSN is directed from sensor nodes to the 
base station, i.e., of intercluster type, headless structure suffers 
from cumbersome intercluster information exchange. 

On the other hand, the extra burden of clusterhead can be 
mitigated by rotating the headship among the members. The 
rotation can also take advantage of the relaxation effect [17], 
which indicates frequently reducing the current drawn from 
the battery enables the battery to recover a portion of its lost 
capacity and hence lengthens the battery lifetime. In addition, 
the clusterhead can perform data fusion and reduce the data 
sent back to the base station. LEACH (Low-Energy Adaptive 
Clustering Hierarchy) [16], an example of the latter school, can 
improve network lifetime by an order of magnitude compared 
with general-purpose multihop approaches. In conclusion, 
the characteristics of WSN prefer hierarchical structure with 
clusterheads. 

However, the cluster formation in LEACH is based on 
global information. To access such information, other routing 
schemes are required. In this sense, LEACH is only a semi- 
distributed protocol for WSN. The other problem with LEACH 
is the random head election that can not guarantee that the 
desired number of cluster heads to be elected or the elected 
heads are evenly positioned. In this paper, we are concerned 
to optimize the cluster formation using only local information. 

The paper is organized as follows. Section II introduces 
LEACH and the data correlation model that our research is 
based on. ESO is described in Section III and simulations are 
given in Section IV. Section V concludes this paper. 

II. MODELS 

A. LEACH 

Our energy-efficient clustering research is based on the 
hierarchy of LEACH which uses a CDMA-TDMA hybrid 
communication scheme. Each cluster has its own Spread 
Spectrum code so that the interference between clusters is 
minimized. For intracluster communications, TDMA slots are 
assigned for each member to minimize the competition for the 
shared wireless media. The operation of LEACH is divided 
into rounds. At the beginning of each round, cluster heads 
are elected and other nodes join them as members so that A'^ 



nodes are partitioned into c clusters. When a cluster is formed, 
the cluster head creates and broadcasts a time schedule to its 
members. As shown in Fig.l, each member is assigned a time 
slot per frame to send its data to its cluster head, and then the 
cluster head performs data aggregation and sends the resulting 
data back to the base station. Compared with multihop routing 
schemes, LEACH shows an outstanding energy efficiency, 
which can be translated into energy gain. 

Fig. 1.    Time line showing LEACH's frame structure. 

However, there are several drawbacks in LEACH's cluster 
formation as below, 

a. Dependence on global information In LEACH, each 
node i elects itself to be a head at the beginning of 
round r + l(which starts at time t) with probability Pi{t). 
Reference [16] provides two ways to determine the self- 
electing probability Pi{t). If all nodes are assumed to 
start with an equal amount of energy, Pi{t) is given by 

p.U\ _  J N-c*{rmod^)      ' *-"»(*)       ^ 

\0 : Ci{t) = 0 
(1) 

where c is the desired number of clusters and Ci{t) is the 
indicator function determining whether or not node i has 
been a head in the most recent (r mod (N/c)) rounds. 
The more general estimate of Pi{t) is given by 

Ei{t) 
Pi{t) = min{- rc,l}, (2) 

Etotal{i) 

where Ei{t) is the current energy(i.e. remaining battery 
capacity) of node i and 

N 

Etotal{t) = J2^i^^'^- (3) 
i=l 

b. 

Effectively, A'^ in (1) and Etotai in (2) are global informa- 
tion, which compromise the distributedness of LEACH. 
Random election Although random decision generally 
strengthens the robusticity by avoiding sticking to a single 
choice, too much randomness may shift the decision from 
the optimal range. In LEACH's case, suppose (1) is used, 
if N nodes want to elect c heads among them, then the 
self-electing probability is 

P=^ (4) 

Then the probability of n heads are elected is 

Pr{n elected heads) = (^)p"(l - p)^^'"''     (5) 

The distribution of the number of elected heads is listed in 
Table I. In the case of no elected head whose probability 
listed in row 1, all the nodes have to communicate directly 
with the base station, in which case all the clustering 
energy gain is lost. When the number of elected heads is 
too few, for example, only one head is elected, the head 
may be exhausted by the tremendous data sent to it. In 
such cases, the energy efficiency is heavily compromised. 

TABLE I 

OUTCOME OF 100 NODES ELECTING 5 HEADS. 

n: number of elected heads Pr{n elected heads) 

0 0.0059 
1 0.0312 
2 0.0812 
3 0.1396 
4 0.1781 
5 0.1800 
6 0.1500 
7 0.1060 
8 0.0649 
9 0.0349 

> 10 0.0341 

Another problem introduced by the random head selec- 
tion is that the positions are not taken into considera- 
tion. Obviously, the even layout of heads would favor 
energy efficiency. When heads are randomly selected as 
in LEACH, elected heads sometimes clump together as 
shown in Fig.2, which leads to much more energy waste. 

B. Data Correlation Model 

The data collected by neighboring sensors have a lot of 
redundancy, thus, [16] assumes perfect data correlation that 
all individual signals from members of the same cluster can 
be combined into a single representative signal. Nevertheless, 
when the cluster size increases to some extent, this assumption 
can not hold. Therefore, an exponential data correlation model 
is developed below and used in further discussion. 

Considering the phenomenon of interest as a random pro- 
cess, the correlation between data collected by two sensors 
is generally a decreasing function of the distance r between 
them. After the data aggregation removes most of the redun- 
dancy, the residue can be assumed to be an increasing function 
of r. Based on the above observation, the data aggregation 
effect is modeled as below. 

Suppose a node collects / bits and sends them back to 
its head at distance r, the head expends 21EDA Joules to 
perform data aggregation on the 21 bits (collected by itself 
and its member), where ED A is set as 5nJ/bit as in [16]. 
The resulting data is assumed of l{l+r]) bits, where rj is data 
aggregation residue ratio and assumed to be complementary 
exponential, namely. 

77 = 1 (6) 



(a) (b) (c) (d) 

Fig, 2.    100 nodes electing 5 heads(Heads marked by stars), (a) Five heads are elected and evenly distributed, (b) Five heads are elected and clump together, 
(c) Only one head is elected, (d) Nine heads are elected. 

The value of a depends on specific phenomenon of interest. 
For example, the light, sound and temperature often show 
a strong correlation at short distance, and thus, a will have 
smaller values for such data. Since ry is a monotonously 
decreasing function of a and r, r] approaches zero for smaller 
a and r. This model can approach the perfect-data-correlation 
assumption in [16] by decreasing a or approach the no- 
data-aggregation assumption in [3], [4] by increasing a, thus, 
different scenarios can easily be set up by varying a. 

C. Radio Energy Dissipation 

According to the path loss model [19], the energy required 
to transmit over a distance rf is £ ~ d^ , where (3 is 
the pass loss exponent, whose value depends on the specific 
propagation environment. For example, /? will have a larger 
value for long distance transmission than for short distance 
transmission. To save energy and reduce interference, the 
power control is widely utilized in wireless communications 
[19] so that the radio is adjusted for a range of output power 
level. 

The following model is adopted from [16] where perfect 
power control is assumed. To transmit I bits over distance d, 
the sender's radio expends 

ETx{l,d) 
lEelec + ICfsd^       d < do 

d^    d>do 

and the receiver's radio expends 

ERx{l,d) = lEelec 

(7) 

(8) 

And the communication energy parameters are set as 
do=86.2m, Eeiec=50nJ/bit, efs=lQpJ/bit/m?, 
emp=0-001^pJ/bit/m'^. 

III. ExPELLANT SELF-ORGANIZATION 

A. Problem Formulation 

Clustering has been widely used in pattern recognition, and 
we use it to obtain the energy-efficient organization for WSN. 
Using the aforementioned models, the data collected by head 
k is data-aggregated (with the data collected by its members) 

and sent back to the base station. Thus, the energy cost for 
each bit of data collected by head k is 

JcH{k) — Eelec + EDA + ^mpdk, (9) 

J, CM{ki) 

where dk is the distance between head k and the base station. 
Consider nonhead member ki with its head k at the distance 

fjti, member ki sends its data to head k, and then head k 
performs data aggregation on the data and sends the resulting 
data to the base station. Thus, the energy cost for each bit of 
data collected by member ki is 

Eelec+efsrli+Eelec+EDA+V{rki){Eelec+Empdt) 
(10) 

Considering all c clusters, the overall cost is 
c 

Jtotal = /^{JcH{k) + 22 ■^CM(fci)}' (11) 
t=l JGAfc 

where Aj is the set of members of cluster k. 
Taking E[Jtotai] the expected value of the overall energy 

cost as the objective function, the original problem is translated 
into an objective function clustering [20]. If a central control 
scheme is possible, an iterative algorithm can be run at the base 
station to minimized E[Jtotai]- For example. Fuzzy c-Means 
is utilized in [18] to minimize an Euclidean-distance-based 
functional representing the energy cost in Wireless Personal 
Area Networks. However, since WSNs are working in ad hoc 
mode, clustering decision must be distributed to each sensor 
node. Thus, our goal is using only local information to achieve 
energy-efficient clustering. 

Generally, if a node is close to a cluster head, there is some 
energy gain if it joins that cluster. The energy gain diminishes 
when the distance between the nonhead member and the head 
increases. Consequently, the energy gain approaches zero at 
some critical distance, termed as benefit range. To determine 
the benefit range, consider a node with a head at distance r. 
The node could choose to be a nonhead member or a head, 
which would consequently cost JCM or JCH as in (10) and 
(9). Naturally, the decision should be based on the comparison 
of JCM and JCH as 

JCM ^ JCH (12) 



Applying this criterion to the data correlation model and 
the energy dissipation model presented in Section II, i.e., 
substituting (10) and (9) into (12), we obtain 

Eelec + efsrli + Eelec + EDA + Virki){Eelec + ^mpdl) (13) 

^ Eelec + EDA + f-mpdi ■ 

The benefit range can be obtained by equating two sides 
though an explicit form may not be available. Obviously, the 
cluster radius Re has to be much smaller than the benefit range 
because the energy gain is so thin at the outer ring that a 
new cluster be formed. Based on this observation, we use R^ 
instead of c as the system parameter to guide the election. 
Assuming the the zones occupied by the whole WSN and the 
cluster are both circular, Re is related to c by 

network area     'KR^ 

cluster area       7ri?? = (—) 
Re 

(14) 

where R is the radius of the zone occupied by the WSN. 
Although it is mathematically equivalent to partition nodes 
into c clusters or to organize nodes into clusters with radius 
Re, the former is definitely a global approach, which leads to 
dependence on the global information. Thus, the latter is more 
suitable for a distributed algorithm. 

B. ESO Description 

V                      ^,--^018 to tho-"*^ 

ftcruH member* 

Join thfl cluster /adtsW\ 
V.    head    J 

Ci nonheads 
memtwr J /^i stand-"S 

^lone oody 

Fig. 3.    Flow chart of a node in ESO. 

Expellant Self-Organization(ESO) is designed to replace the 
cluster formation occurring at the beginning of each round 
in LEACH. As shown in Fig.3, first, each node broadcasts 
its vital information at the maximum radio power level so 
that the knowledge is spread as wide as possible. The vital 
information may include nodes' energy, location, etc., but only 
energy information is needed by ESO. Then, each node counts 
its neighbors and broadcasts the number of its neighbors 
locally. "Local broadcast" here means broadcasting at the 

level corresponding to the cluster radius Re, which is a 
predetermined system parameter. If a node's headship potential 
qualifies as a head compared to its neighbors', it will try to 
claim the headship by broadcasting locally, i.e., place a bid 
for the headship. "Neighbors" means the nearby nodes which 
are within distance Re. Due to the possible contention for 
the headship, such bids could fail, which is indicated by the 
collision of "headship claims". Using certain back-off strategy, 
the bidders will contend with each other until a node with 
satisfactory potential wins. By doing so, the head-to-be expels 
other possible heads in its neighborhood, and in consequence, 
the heads are scattered far between. 

The headship potential is an important parameter which 
replaces the self-electing probability in native LEACH. As 
discussed in [16], the node's energy is important to determine 
its potential because the headship can be rotated among nodes 
by assigning more potential to the nodes with higher energy. 
In addition, we propose taking the number of neighbors into 
consideration, because the energy gain is prominent only in 
the neighborhood of the head as shown in Section III-A and 
thus it is energy-efficient to let the node with many neighbors 
win the headship. 

The qualification conditions are set as below. For any node, 
let Af denote the set of its neighbors, E{i) and B{i) be 
the energy and the number of neighbors of the i*'^ neighbor 
respectively. The thresholds are set as the linear combination 
of maximum and mean value of corresponding parameters 
as in (15) and (16) so that the thresholds vary adaptively 
according to the current distribution of parameters. 

Erh    —   7imaxE(i) -f (1 - 7i)mean£?(i)       (15) 

Bxh    -    72maxi?(i) -f (1 - 72)meanB(i)       (16) 

The conditions can be relaxed by decreasing 71,2, 71,2 G 
[0,1]. Since there is no closed-form objective function, it 
is difficult to determine 7 analytically. In our experiments, 
the performance is not sensitive to the setting of 7. Thus, 
we choose a smaller value for 71 and a larger value for 72 
as 7i = 0, 72 = 0.8, because we emphasize the position 
condition in order to achieve energy efficiency and relax the 
energy condition in order to accept more nodes as bidders. 

The nodes qualifying for both conditions are considered as 
Class A bidders, the nodes qualifying for only one of the 
conditions are Class B bidders, and the nodes failing both 
conditions will not place a bid. Class B bidders have delayed 
starting time compared to Class A so that the former will 
not bid until waiting long enough to ascertain there are no 
Class A bidders in their neighborhood. Class B is set up to 
handle the rare exception that there is no Class A bidders in 
their vicinity. The extreme cases that no or too few heads are 
elected are avoided by expellant elections. 

Once a node successfully sends out the "headship claim", 
its neighbors will join it by sending "Request to join". Since 
these requests can be eavesdropped by their neighbors, their 
neighbors can correct their numbers of unclustered neighbors 
corresponding. If a node finds all its neighbors are clustered. 



it sends a "Request-to-join" to the base station and becomes a 
"stand-alone" node who communicates directly with the base 
station. The existence of stand-alone nodes is due to the fact 
that some nodes are so close to the base station that there 
is no clustering energy gain for them. Those nodes who are 
outside the neighborhood of existing cluster heads will not try 
to join any clusters. When such a node finds that the public 
channel is idle again (which means there is no node in its 
neighborhood trying to join existing clusters), it can place a 
bid for the headship if it still qualifies as a cluster head. Then 
another round of bid will begin until all nodes are clustered 
(including those stand-alone nodes who choose the base station 
as their cluster head). 

IV. SIMULATIONS 

In this section, we compare the performance of ESO and 
LEACH using computer simulations. 100 nodes with 2J initial 
energy were evenly distributed in a circular region with diame- 
ter of 100 m, and the base station was located at (125m, 7r/2). 
We ran 1000 simulations for each case and plotted received 
data, energy dissipation and the number of survival nodes. 

A. Optimal c 

In this case, the effect of c on energy efficiency was 
evaluated for perfect data correlation (a in (6) is set as 0.001). 
Fig.4(a)(b) shows the amount of data received at the base 

station over time and per given amount of energy. Fig.4(c)(d) 
shows the number of survival nodes over time and per given 
amount of energy. It is noted that there exists a critical phase 
during which the survival nodes virtually send no data to the 
base station while they are still alive. The critical phase is 
indicated by a vertical line in Fig.4(a) and a plunging line in 
Fig.4(d). The reason for the critical phase is that these nodes 
still try in vain to organize themselves into clusters but have no 
successful transmission. Since some schemes can lengthen the 
actual lifetime by lengthening the useless critical phase, the 
actual lifetime is not a fair measurement of energy efficiency. 
In the following, we choose the effective lifetime whose end 
is marked by the critical phase. 

Taking c = 3 and c = 9 as examples, although Fig.4(c) 
shows the actual lifetime of the former is visibly longer than 
the latter. Fig.4(d) distinctly shows the the effective lifetime 
of the latter is far longer than that of the former. The reason 
that c = 3 has a longer actual lifetime is that so many nodes 
dies during the earlier phase that the resulting sparse node 
distribution favors a lesser c. 

Another good measurement is the data transportation over 
energy dissipation, termed as Data/Energy Ratio(DER), which 
is indicated by the slope in Fig.4(b). Higher slope implies 
the corresponding scheme can transport more data with given 
amount of energy dissipation. In the following, we use effec- 
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Fig. 4.    Data of LEACH at varying c. (a) Amount of data received at the ba.se station over time, (b) Amount of data received at the ba.se .station per given 
amount of energy, (c) Number of survival nodes over time, (d) Number of survival nodes per given amount of energy. 



live lifetime and DER to evaluate the energy efficiency. 
Fig.4(b) and Fig.4(d) clearly show that both effective life- 

time and DER are maximized at c = 5. Due to the randomness 
in the election, the performance does not degrade visibly when 
c is still close to 5. 

B. ESO vs. LEACH 

In this case, Expellant Self-Organization is compared to 
native LEACH for perfect data correlation (a in (6) is set 
as 0.001). We ran 1000 simulations for each Re and plotted 
the effective lifetime and DER. Fig.5 shows the performance 

Kin 

ESOR =in - 
£14 - - ESOR^ =30 y-f 
C ESOR =40 yy' 
1" ESOR^ 

ESOR° 
=50 
=Rn r" LEACH c=5 y^         y^ 

?   8 jA^                     y^ 

c j^                ^.'^ 

ffl  fi j^                ^/^ 

"D ^/C ^y^ 

IS   4 > I*' ^^ 
^ 

JT 

111   2 />- 
EC 

^ 
50 100 150 

Energy(J) 

(a) 

ES0R^=1Q 
ESO R°=30 
ESO R°=40 
ESO R°=50 
ESO R°=80 

LEACH 0=5 

0.5 1 1.5 2 
Received data in the base station (bits)    ^ ^ gO 

(b) 

Fig. 5. ESO v.s. LEACH, (a) Amount of data received at the base station 
per given amount of energy, (b) Number of survival nodes per given amount 
of energy. 

of ESO is optimal at around Re = 40m with DER ■^ 
l.%2EZbitsjJ and effective lifetime around 1.52E9 s. Com- 
pared with those of native LEACH at c = 5, ESO shows 
an approximately 6% improvement for DER and effective 
lifetime. Considering that ESO is a distributed scheme, such 
improvement demonstrates the energy efficiency of ESO. 

Substituting R^ K, 40m into (14), we obtain c w 1.56, 
which is less than Copf « 5 obtained in Section IV-A. There 
are two reasons for this difference. 

a. As shown in Section IV-A, when c varies near 5, the 
performance does not degrade visibly. However, when c 
is set near zero, the probability of "no head are elected" 
surges up as shown in Table II. For this case, the energy 
cost is much larger than other cases because there is 

totally no clustering energy gain. The random election 
and extra energy cost for the case "no head are elected" 
shift the optimal c to a larger value. 

TABLE 11 

OUTCOME OF 100 NODES ELECxrNG 1 HEAD. 

n: number of elected heads Pr{n elected heads) 

0 0.3660 
1 0.3697 
2 0.1849 
3 0.0610 
4 0.0149 
5 0.0029 
6 0.0005 

>7 0.0001 

b. ESO permits nodes to communicate directly with the 
base station if they can not find appropriate clusters to 
join. These stand-alone nodes are not counted as clusters, 
which leads to less clusters for ESO. 

C. Data Aggregation Effect On Optimal Re 

In this case, the effect of data aggregation is evaluated. We 
ran 1000 simulations at different Re with a fixed at 0.05 and 
compare the effective lifetime and DER with those with a = 
0.001. Fig.6 shows that the performance of ESO is optimal at 
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Fig. 6. ESO with a. = 0.05,0.001. (a) Amount of data received at the base 
station per given amount of energy, (b) Number of survival nodes per given 
amount of energy. 

around Re — 10, which is far from Re = 40 with a = 0.001. 



The reason that the smaller clusters are formed is that the 
benefit range shrinks when the data correlation decreases. This 
shows the usefulness of our data correlation model; we can 
easily fit the simulation scenarios for the phenomena of interest 
by varying a. 

V. CONCLUSION 

The previous clustering researches often take a global ap- 
proach, which is appropriate for global optimization. However, 
when a distributed clustering is desired, the already-answered 
questions such as "How many clusters should the nodes be 
partitioned into?" have to be translated into a distributed 
version and restudied. We take a distributed approach to energy 
efficiency for WSN and propose Expellant Self-Organization 
that uses expellant election to achieve local energy efficiency. 
Although ESO uses only local information, it achieves com- 
parable energy efficiency with native LEACH in terms of 
effective lifetime and Data/Energy Ratio. 
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Abstract—Performance evaluation is one of the most impor- 
tant research topics for the Wireless Sensor Networks (WSN). 
Latency-aware and energy efficiency are two important parame- 
ters to evaluate the networks quality. In order to meet different 
performance requirements of the service, we classify the packets 
into high priority and low priority. We consider the latency and 
energy tradeoffs in WSN. The latency of the high priority packets 
is small but the network cost more energy. The latency of the 
packets of low priority packets is large but the network cost 
less energy. We solve this problem by transmitting redundant 
packets in the WSN. We assume that the network has a cell- 
partitioned structure, and sensor moves according to one-step 
Markov path model with constant speed. Simulation shows that 
the scheduling algorithm with/without redundancy can realize 
the latency/energy tradeoffs in WSN. 

I. INTRODUCTION 

Wireless sensor networks are likely to be widely deployed 
in commercial and military applications. However, several 
obstacles need to be overcome, such as latency-aware and 
energy efficiency [1] [2]. Latency-aware means to transfer 
the packets among sensors as quickly as possible. Energy 
efficiency means to the networks should function for as long 
as possible. 

The cell-partitioned model is adopted in this paper (see 
Figure 1). We can assume that the network is divided into 
non-overlapping cells, each cell is of equal size [3]. So we 
can get: 

• N=Number of sensor nodes 
• C=Number of cells 
. D=N/C=User/Cell Density 

The sensors are roaming independently from cell to cell. If 
two sensors are in the same cell, they can transfer packets 
with each other, and sensors within different cells cannot 
communicate with each other. The sensors have a constant 
mobility speed and actual mobility can be described by one- 
step Markov path model [4]. Each sensor can generate pack- 
ets with a Poisson distribution and each sensor can reserve 
originally generated packets and relay packets. There are C 
subqueues in one sensor and each packet enters its subqueue 
according to its destination address. This model can simplify 
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Fig. 1.    A cell-partitioning wireless sensor network 

the scheduling complexity and facilitates analysis. It can also 
conceal the detail of global network topology from individual 
sensor node [5]. 

In this paper, we consider the tradeoffs between the delay 
performance and the energy efficiency offered by the cell 
partitioned wireless model. The contributions are twofold: 
First, we classified the sensor service into two priorities: high 
and low. The higher priority, the better delay performance and 
more energy consumption. We realized it with the two-hop 
relay algorithm. Second, we establish energy/delay tradeoffs 
curve for the performance of the two-hop relay algorithm. 

In order to evaluate the algorithm, we need to understand 
the major parameters about the wireless sensor network. 

A. Latency 

Because data communications in the sensor networks has 
trimming constraints, it is important to design the network 
algorithm to meet a kind of end-end deadlines [6]. Packet in 
the networks is required to meet different end-end deadline, 
so we need to assign a priority to each packet. 

B. System lifetime 

It is not convenient to recharge the sensor node battery, 
so the energy efficiency is extremely important for sensor 
network. The network should keep a enough number of "live" 
sensor nodes to collect enough information, which means the 
network need to keep the energy among the sensor nodes in 
balance. So the remaining battery capacity and the remaining 



alive sensor nodes are two parameters of the network system 
lifetime. 

C. Network efficiency 

The function of the sensor network is to collect data and 
transfer packets and the amount of packets transmitted is one 
of the parameters to evaluate the networks efficiency. The 
energy consumed when the sensor transmits and receives the 
packets will be much more than that consumed when the 
sensor node is idle. 

The rest of this paper is organized as follows. In section II, 
we introduce the energy, delay and the 2-hop relay algorithm. 
In section III, we introduce the scheduling algorithm. In 
section IV, we introduce the simualtion result. In section V, 
we conclude this paper. 

II. ENERGY,DELAY AND THE 2-IIOP RELAY ALGORITHM 

A. Energy 

A sensor node consumes significant power when it either 
transmits a packet or when it receives a packet. It will also 
consume energy when the sensor node is idle because the 
sensor node keeps moving. The energy consumption ratio of 
Transmit: Receive: Idle is approximately 40:20:1 [7]. 

B. Delay 

The packet transmission latency between the sensors in- 
cludes three parts: the wireless channel transmission delay, 
the Physical/MAC layer delay, and the queuing delay. 

Defined D as the distance between two sensors and C as 
the light speed, the wireless channel transmission delay as: 

Delaych = ^ (1) 

The Physical/MAC layer delay will be decided by inter- 
action of the transmitter and the receive channel, the sensor 
density and the sensor traffic intensity etc. 

The queuing delay is decided by the sensor I/O system pro- 
cessing rate, the subqueue length in the sensor and especially 
the probability that a source-destination pair exits within the 
cell. The degree of mobility is a key parameter. In this mobility 
model, the higher speed, the lower transmission delay. 

In order to make the system "stable", the rate at which 
sensor node transfers packets intended for its destination must 
satisfy all sensors that the queuing lengths will not be infinite 
and the average delays will be bounded. 

C. The Two-hop Relay Algorithm 

This relay algorithm restricts packets to 2-hop paths, and the 
relay packet is inserted into the subqueue of the relay sensors 
until a source encounters its destination. 

We summarize the two-hop relay algorithm as follows  [8]: 
l)If there exists source-destination pairs within the cell, 

there are two options: 

• If there exists one source-destination pair within the cell 
and if the source contains a new packet intended for that 
destination, transmit. 

• If there exists more than one source-destination pair 
within the cell, choose the sensor with the longest sub- 
sequeue as the source and choose the sensor with the 
energy most as the destination and transmit it. 

2)If there is no source-destination pair in the cell, there are 
two options: 

• Send a Relay packet to its destination: if the designated 
transmitter has a packet destined for the designated 
receiver, send the packets to the receiver. 

• Send a new relay packet: 

1) For high priority sensor: if the designated transmit- 
ter has a new packet that has never before been 
transmitted, conserve the packet in its own subqueue 
according to its destination. Choose the three energy 
most sensors as the relay destinations and transmit 
three copies to them. 

2) For low priority sensor: conserve the packet in its 
own subqueue according to its destination. 

This algorithm restricts all routes to 2-hop while the relay 
packets are only allowed to transmit to their destinations. We 
pick up the packet reserved in the subqueue with the longest 
queuing length to keep the queuing length in balance among 
the sensors in order to reduce the time jitter. We choose the 
sensors with most energy as the destination to keep the energy 
in balance among sensors. 

III. SCHEDULING ALGORITHM 

The effect of transmitting redundant packets will consume 
more energy, however, it will also increase the chance that 
the sensor nodes which hold the original or relay packets to 
reach their destination. According to the latency performance 
parameter, we assigned the packets with high and low priori- 
ties. 

When the networks transmit the high priority packet, it will 
schedule with redundancy. Because redundancy can improve 
delay, the high priority packets can get better delay perfor- 
mance than that of low priority. Transmitting and receiving 
redundant packets will cause more energy consumption; but of 
cause the scheduling algorithm with redundancy will shorten 
the lifetime of the wireless sensor networks. 

In the previous section, the two-hop relay algorithm is 
introduced and it is used to send a single packet to a single 
destination. When we use algorithm in the wireless sensor net- 
works, more complications arise. We propose more scheduling 
algorithms to overcome these complications. 

A. Cell location algorithm 

Each sensor node knows its location (X position, Y posi- 
tion). As all the cells are of the same size, each sensor node 
can determine the cell serial number it belongs to. 

For example, the network size is NxN and it is partitioned 
into C = S'^ cells: 

N N 
(2) 



Where [ ] refers to the round function, the round function 
will round the value of the float argument to the nearest integer 
value. 

Every sensor will send a "Hello" message with its cell 
serial number Cellsn and other information to other sensor 
between a constant time interval. When a sensor with ID 
number A receives a "Hello" message sent by sensor B, sensor 
A compares its cell serial number Cell^na with the cell serial 
number Cellsnb of sensor B. 

• If Cellsna is equal to Cellsnb, that means sensor A and 
sensor B are in the same cell and the information of 
sensor already in the database of sensor B, update the 
information of sensor B. 

• If Cellsna is equal to Cellsnb, that means sensor A and 
sensor B are in the same cell but the information of sensor 
is not in the database of sensor B, record the information 
of sensor B. 

• If Cellsna not equal to Cellsnb, that means sensor A and 
sensor B are not in the same cell but the information 
of sensor is in the database of sensor B, delete the 
information of sensor B. 

• If Cellsna not euqal to Cellsnb, that means sensor A 
and sensor B are in the same cell but the information of 
sensor is not in the database of sensor B, remain idle. 

Notice that a sensor only keeps the information of the 
sensors that in the same cell and keeps updating it. The sensor 
can reduce the memory usage and keep the latest information. 

B. In-cell feedback algorithm 

As there is redundancy in the network, when a packet has 
been delivered to its destination, its remnant versions of this 
packet should be removed from the network. We assume all the 
packets have a send serials number(SN). SN combining with 
source sensor ID is unique in the network. When a sensor node 
A receives a packet, it will send out a "notice" message with 
its SN Packetsn, source sensor ID B and destination sensor 
IDA. 

When a sensor receives the "notice" message, it will search 
packet with SN in the A subqueue. If there is a packet with 
SN Packetsn, source sensor ID B and destination sensor ID 
A, remove it from the subqueue. Otherwise, remain idle. 

Notice that, no packet will transmit to its destination twice. 
So we can reduce the energy consumption and shorten average 
delay. 

IV. SIMULATION 

We implemented the simulation model using the OPNET 
modeler. The simulation region is 180x180 meters, and it is 
divided into 9 non-overlapping cells. Each cell is of equal size, 
that is 60x60 meters. In the previous section, we know that 
the energy consumption ratio is 40:20:1. So we can assume 
that the sensor node consumes approximately 3xl0~^ watts 
when idle, 1.2x10^^ watts during transmissions and 6x10"'* 
watts during reception. 

There are 40 sensor nodes in the simulation model, and 
the sensors are roaming independently with the ground speed 

4 m/s. The mobility model is called one-step Markov path 
model. The probability of moving in the same direction as 
the previous move is higher than other directions in this 
model; That means this model has memory. Fig.2 shows the 
probability of the six directions. 

Previous Di reel I on 

Fig. 2.    One-.step Markov path model 

1) Average Latency: We use the average latency parameter 
(see equation 3.) to evaluate the network performance. It is the 
average transmission delay of the entire received packet, which 
is in the same priority. Each packet is labeled a timestamp 
when it was generated by the source sensor node. When its 
destination sensor node receives it, the time interval is the 
transmission delay. 

Average Latency = 
ELA 

K 
(3) 

Observe Fig.3 the latency performance of the algorithm with 
redundancy for high priority packets is much better than that of 
the algorithm without redundancy for the low priory packets. 
Not only the average delay of high priority packets is much 
smaller than that of the low priority packets, but also the time 
jitter is much better. Time jitter refers to short-term variation 
or instability in the duration of a specified time interval. We 
can draw a conclusion: if the service is time-sensitive, such as 
video or audio service, we can adopt the scheduling algorithm 
with redundancy to improve their delay performance. 

2) Energy Efficiency: The algorithm for high priority pack- 
ets uses the multicast technique to transmit redundant packets 
to improve the latency performance, however, transmitting 
redundant packets will consume more energy. The algorithm 
with redundancy will make its energy efficiency worse than 
that of the algorithm without redundancy. In the wireless 
sensor network, we use the two parameters: the number of 
sensor nodes alive and the remaining energy to describe the 
energy efficiency. 

When the remaining energy of a sensor node is lower than 
a certain threshold, the sensor is considered as "dead". In this 
tested, we choose 1.2x10"^ as the threshold. This threshold 
is the minimum energy to transfer a IK bits packets in a IK 
bps bandwidth wireless channel. A sensor is "dead" means 
it cannot transmit/receive packets any longer, so it will be 
removed from the sensor network. The sensor is used to collect 
data and transmit the packets. The number of sensor of a 
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Fig. 4.    Sensor nodes alive of the two algorithms 

wireless sensor networks which is below a certain threshold 
means this network does not work. As Fig.4 shows, the 
remaining sensor nodes alive of the algorithm with redundancy 
for high priority packets are decreasing much quicker that of 
the algorithm without redundancy. As descried in the 2-Hop 
relay algorithm, we choose the sensors with most enegy as 
the destination; we can keep the energy consumption balance 
among sensors. We can observe from Fig.4 that the curve is 
dropping sharply. Comparing the average delay performance, 
we can find it is a tradeoff between system life and delay 
performance. The simulation result could be a reference when 
we design the wireless sensor network. 

Fig.5 shows the remaining energy of the two scheduling 
algorithm. We assume that the energy of each sensor is lOJ 
and the packet size is 125 bytes (IK bits), and the channel 
transmission rate is IK bps. So when the sensor transmits 
or receives a packet, it will cost 1 second. And we adopt 
CSMA/CA protocol to solve the packets collision problem. If 
a sensor node transmits Num-s packets (each packet cost 1 
second) and receives NurUr packets (each packets also cost 1 

Fig. 5.    Remaining energy of the two algorithms 

second) and it is roaming in the network for T^, we can get 
the remaining energy Ei of this sensor node: 

Ei = 10-(3xlO-^xT^+1.2xlO-^xl+6xlO-^xl) (4) 

The remaining energy E^, of the whole networks is de- 
scribed as: 

40 

Ew = 2_y Ei (5) 
i=l 

Figure 5 shows the remaining energy of the algorithm 
without redundancy is not dropping as sharply as that of the 
algorithm without redundancy. It illustrates that the algorithm 
without redundancy cost less energy. 
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Fig. 6.    Packets received of the two algorithms 

3) Network quality: The role of the wireless sensor network 
in the real world is to collect data and transmit packets. In our 
simulation, we assume the collecting data distribution of the 
sensor node is Poisson distribution and the arriving interval 
is 1 second. Observing from Fig.6, although the lifetime of 
the algorithm with redundancy is shorter than that of the 



algorithm without redundancy, but it can collect and transmit 
more packets. It is quite interesting. One of the main reasons 
is that the sensors in the networks are keeping moving, that 
means it keeps consuming energy. For the algorithm without 
redundancy, the sensor node consumes more energy under 
idle condition, although the sensor node of the algorithm 
with redundancy consumes more energy when it transmits or 
receives packets. 

From Fig 5 to 6, we can observe that the simulation time 
of the algorithm with redundancy is shorter than that of the 
algorithm without redundancy, which means the networks 
lifetime of the algorithm with redundancy is shorter. 

V. CONCLUSION 

In order to meet different performance requirement of the 
service, we classified the services into high priority and low 
priority. Considering the effect of transmitting redundant pack- 
ets, the 2-Hop relay algorithm was introduced. The algorithm 
with redundancy can improve the delay performance, but cost 
more energy to reduce the system life. We established the 
wireless sensor networks model as a cell partitioned structure, 
and sensor moves according to the one-step Markov path 
model with constant speed. The simulation result shows that 
the 2-Hop relay algorithm with/without redundancy can estab- 
lish the delay/energy tradeoffs to meet different performance 
requirement of the services in WSN. Other parameters such 
as wireless channel bandwidth, degree of mobility and sensor 
density etc will also affect the delay/energy tradeoffs. It can 
be considered in the future work. 
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Abstract— The performance evaluation is one the most impor- 
tant research topics for the Wireless Sensor Networks (WSN). 
Latency and energy efficiency are two important parameters to 
evaluate the WSN quality. To reduce delays in the WSN, the 
sensor node will send out redundant packets. Suppose the WSN 
has a cell-partitioned structure and the two-hop relay algorithm 
is adopted, the relay/destination nodes selection will determin the 
networks performance. The fuzzy logic system (FLS) is applied 
to the nodes selection and three descriptors are used: distance 
to the source node, the remaining energy and the degree of 
mobility. The output of FLS application provides a node election 
probability and we can elect three highest probability nodes as 
the relay nodes and in another FLS application, we choose the 
highest probability node as the destination. In contrast with the 
cases that only consider one descriptor, the FLS application can 
manage the delay/energy efficiency tradeoffs. 

I. INTRODUCTION 

Wireless sensor networks are likely to be widely deployed 
in commercial and military applications. However, several 
obstacles need to be overcomed, such as latency-aware and 
energy efficiency [1] [2]. Latency-aware means to transfer the 
information among the sensors as quickly as possible. Energy 
efficiency means to the networks should function for as long 
as possible. 

We adopt the cell-partitioned model in this paper (see 
Figure I): although the structure of cell regions is arbitrary, 
we still can assume that the network is divided into non- 
overlapping cells, each cell is of equal size [3]. 

The sensors are roaming independently from cell to cell. If 
two sensors are in the same cell, they can transfer packets 
with each other, and sensors within different cells cannot 
communicate. The sensors have a varaible mobility speed and 
actual mobility can be described by one-step Markov path 
model [4]. Each sensor can generate packets with a Poisson 
distribution and each sensor can reserve original packets and 
relay packets. Each packet enters its subqueue according to its 
destination node ID. This model can simplify the scheduling 
complexity and facilitates analysis. It can also conceal the 
detail of global network topology from the individual sensor 
node [6]. 

•I • 
■ 

• • y • 
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Fig. 1.    A cell-partitioning wirele,s.s sen.sor network 

In this paper [5], we consider the tradeoffs between the 
delay performance and the energy efficiency offered by the 
cell partitioned wireless model. We realized it with the two- 
hop relay algorithm. The FLS is used to elect the three relay 
nodes. When there are several pairs within one cell, we use 
the FLS to elect the destination node. 

Generally, a node with the maximum remaining energy 
capacity or a node with the nearest distance to the source node 
or a node with the highest degree of mobility is elected as the 
relay/destination node. In this paper, we propose a scheme 
which make the nodes decision based on the following three 
descriptors: 

1) distance of a node to the source node, 
2) its remaining energy, and 
3) its degree of mobility. 

In order to evaluate the algorithm, we need to understand 
the major parameters about the wireless sensor network. 

A. Latency 

Because data communications in the sensor networks has 
trimming constraints, it is important to design the network 
algorithm to meet a kind of end-end deadlines [7]. 

B. System lifetime 

It is not convenient to recharge the sensor node battery, 
so the energy efficiency is extremely important for sensor 
network. And the network should keep a enough number of 
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Fig. 2.    The structure of a fuzzy logic system 

"live" sensor nodes to collect data, that means the network 
need to keep the energy among the sensor nodes in balance. 
We use the remaining alive sensor nodes as the parameter of 
the networks lifetime. 

C. Network efficiency 

The sensor network is used to collect data and transfer 
packets. The amount of packets transmitted is one of the 
parameters to evaluate the networks efficiency. 

II. OVERVIEW OF FUZZY LOGIC SYSTEMS 

Figure II shows the structure of a fuzzy logic system(FLS). 
When an input is applied to a FLS, the inference engine 

computes the output set corresponding to each rule. The 
defuzzifer then computes a crisp output from these rule output 
sets [8]. Consider a p-input 1-output FLS, using singleton 
fuzzification, center-of-sets defuzzification [9] and "IF-THEN" 
rules of the form [10] 

B} : IF xi is F[ and X2 is F2 and 
isG'. 

and Xp is F'   THEN y 

Assuming singleton fuzzification, when an input x' = 
{x[,..., Xp} is applied, the degree of firing corresponding to 
the Ith rule is computed as 

fipi^{x[)-k fipi_^{x'2)-k ■ ■ ■-kHP^ix'p) = Tf^^flpt,{x'i)      (1) 

where * and T both indicate the chosen t-norm. There are 
many kinds of defuzzifiers. In this paper, we focus, for illus- 
trative purposes, on the center-of-sets defuzzifier. It computes 
a crisp output for the FLS by first computing the centroid, CQI , 
of every consequent set G', and, then computing a weighted 
average of these centroids. The weight corresponding to the 
Ith rule consequent centroid is the degree of firing associated 
with the Ith rule, T^ifJ-p.{x'^), so that 

Vcosix.') = 
J2i^i<ki'VLitJ-F'S^i) 

Y.Z.'Tli^^M) 
(2) 

where M is the number of rules in the FLS. 
In this paper, we design a FLS for relay/destination nodes 

election. The rules are designed based on the knowledge from 
a group of network experts. 

III. ENERGY,DELAY,AND THE 2-HOP RELAY ALGORITHM 

A. Energy 

A sensor node consumes significant energy when it trans- 
mits or receives a packet. It will also consume energy when the 
sensor node is idle. The power consumption ratio: Transmit: 
receive: idle of the sensor node is approximately: 40:20:1 [11]. 

The distance between two nodes are variable in the WSN 
and the power loss model is used. To send the packet, the 
sender consumes, 

Ptx = Pelec + e/s • CP' (3) 

and to receive the packet, the receiver consumes, 

where Peiec represents the power that is necessary for 
digital processing, modulation, and e/s represents the power 
dissipated in the amplifier for the free space distance d 
transmission. 

B. Delay 

The packet transmission latency between the sensors in- 
cludes three parts: the wireless channel transmission delay, 
the Physical/Mac layer transmission delay, and the queuing 
delay. 

Defined D as the distance between two sensors and C as 
the light speed, the wireless channel transmission delay as: 

D 

C 
The Physical/Mac layer transmission delay will be decided 

by interaction of the transmitter and the receive channel, the 
sensor density and the sensor traffic intensity etc. 

The queuing delay is decided by the sensor I/O system pro- 
cessing rate, the subqueue length in the sensor, the probability 
that a source-destination pair meeting within one cell and the 
degree of mobility. The higher degree of mobility, the lower 
transmission delay. 

In order to make the system"stable", the rate at which sensor 
node transfers packets intended for its destination must satisfy 
all sensor that the queuing lengths will not be infinite and the 
average delays will be bounded. 

C. The two-Hop Relay Algorithm 

This relay algorithm restricts packets to 2-hop paths, and the 
relay packet is inserted into the subqueue of the relay sensors 
until a source encounters its destination. 

Two-hop Relay algorithm [12]: 
l)If there exists source-destination pairs within the cell, 

there are two options: 
• If there exists one source-destination pair within the cell 

and if the source contains a new packet intended for that 
destination, transmit it. 

• If there exists more than one source-destination pair 
within the cell, choose the sensor with the longest sub- 
sequeue as the source and choose one sensor as the 
destination and transmit it. 

Delaych (5) 



2)If there is no source-destination pair in the cell, there are 
two options: 

• Send a Relay packet to its destination: if the designated 
transmitter has a packet destined for the designated 
receiver, send that packets to the receiver. 

• Send a new relay packet: if the designated transmitter 
has a new packet that has never before been transmitted, 
conserve the packet in his own subqueue according to 
its destination. Choosing the three sensors as the relay 
destinations and transmit three copies to them. 

This algorithm restricts all routes to 2-hop while the relay 
packets are only allowed to transmit to their destinations. We 
pick up the packet reserved in the subqueue with the longest 
queuing length to keep the queuing length in balance among 
the sensors in order to reduce the time jitter. 

When the networks transmit a packet, it will schedule with 
redundancy. Transmitting/receiving redundancy can improve 
delay, it will also cause more energy consumption. When 
we use the algorithm in the wireless sensor networks, more 
complications arise. We proposed more scheduling algorithms 
to overcome these complications. 

D. Cell location algorithm 

Each sensor node knows its location (X position, Y posi- 
tion). As all the cells are the same size, each sensor node can 
determine the cell serial number it belongs to. 

For example, the network size is NxN and it is partitioned 
into C = S^ cells: 

OcttcTl      ■  
N N 

(6) 

Where [ ] refer to the round function, the round function 
will round the value of the float argument to the nearest integer 
value. 

Every sensor will send a "Hello" message with its cell serial 
number Cellsn and other information to other sensors between 
a constant time interval. When a sensor with ID number 
A receives a "Hello" message sent by sensor B. Sensor A 
compares its cell serial number Cellgna with the cell serial 
number Cellsnb of sensor B. 

• If Cellsna is equal to Cellsnb^ that means sensor A and 
sensor B are in the same cell and the information of 
sensor B already in the database of sensor A, update the 
information of sensor B. 

• If Cellsna is equal to Cellsnb^ that means sensor A and 
sensor B are in the same cell but the information of 
sensor B is not in the database of sensor A, record the 
information of sensor B. 

• If Cellsna not equal to Cellsnb, that means sensor A and 
sensor B are not in the same cell but the information 
of sensor B is in the database of sensor A, delete the 
information of sensor B. 

• If Cellsna not euqal to Cellsnb, that means sensor A 
and sensor B are in the same cell but the information of 
sensor B is not in the database of sensor A, remain idle. 

Notice that a sensor only keeps the information of the 
sensors that in the same cell and keeps updating it, the sensor 
can reduce the memory usage and keep the latest information. 

E. In-cell feedback algorithm 

As there is redundancy in the network, when a packet has 
been delivered to its destination, its remnant versions of this 
packet should be removed from the network. We assume all 
packets have a send serials number SN. SN combined with 
source sensor ID is unique in the network. When a sensor 
node A receive a packet, it will send out a "notice" message 
with its SN Packetsn, source sensor ID B and destination 
sensor ID A. 

When a sensor receive the "notice" message, it will search 
packet with SN in the A subqueue. If there is a packet with 
SN Packetsn, source sensor ID B and destination sensor ID 
A, remove it from the subqueue. Otherwise, remain idle. 

Notice that, no packet will transmit to its destination twice. 
So we can reduce the energy consumption and shorten average 
delay. 

IV. THE FLS APPLICATION FOR THE TWO-HOP RELAY 

ALGORITHM 

The effect of transmitting redundant packets will consume 
more energy, however, it will also increase the chance that the 
nodes which hold the original or relay packets to reach their 
destination. How to elect the relay nodes or when there are 
several pairs nodes within one cell, how to elect the node as the 
destination will determine the energy and latency performance. 

We collect the knowledge for nodes election based on the 
following three descriptors: 

1) distance of a node to the source node, 
2) its remaining energy, and 
3) its degree of mobility. 

The linguistic variables used to represent the distance of a 
node to the source node were divided into three levels: near, 
moderate, and far, and those to represent its remaining energy 
and degree of mobility were divided into three levels: low, 
moderate, and high. The consequent - the possibility that this 
node will be elected as a relay/destination node - was divided 
into 5 levels. Very Strong, Strong, Medium, Weak, Very Weak. 

We designed questions such as: 

IF distance of a node to the source node is near, and its 
remaining energy is low, and its degree of mobility is 
moderate, THEN the possibility that this node will be 

elected as a relay/destination is . 

so we need to set up 3^ = 27 (because every antecedent has 
3 fuzzy sub-sets, and there are 3 antecedents) rules for this 
FLS. 

We created one survey for the network experts. We used 
rules obtained from the knowledge of 6 network experts. These 
experts were requested to choose a consequent using one of 
the five linguistic variables. Different experts gave different 
answers to the questions in the survey. Table I summarizes 



Fig. 3.    MFs for antecedents 

the questions used in this survey, and Table II captures the 
results from the completed survey. 

We used trapezoidal membership functions (MFs) to repre- 
sent near, low, far, and high, and triangle MFs to represent 
moderate. We show these MFs in Fig.III. 

In our approach to forming a rule base, we chose a single 
consequent for each rule. To do this, we averaged the centroids 
of all the responses for each rule and used this average in place 
of the rule consequent centroid. Doing this leads to rules that 
have the following form: 

i?' : IF distance of a node to the source node (xi) is F;^, and 
its remaining energy (X2) is F^ and its degree of mobility 

(0:3) is Ff, THEN the possibility that this node will be 
elected as a relay/destination (y) is c^„p. 

where / = 1, ,, 27. c^avg is defined as 

^avg E^= 
(7) 

w) 

in which w\ is the number of people choosing linguistic label 
i for the consequent of rule Z (i = 1, • ■ • , 5; Z = 1,..., 27) 
(see Table II); and, d is the centroid of the ith consequent 
set (i = 1,2,--• ,5). The centroids of the three fuzzy sets 
depicted in Fig. IV are c^ = 1.0561, c^ = 3, c^ 
and c^ = 8.9439. 

5, c* = 7, 

Fig. 4.    MFs for consequent 

To illustrate the use of (7), note, for example, that 

3ci + 2c2 + c^ „ii 

All 27 c: avg 

""^ 3 + 2 + 1 

values are listed in Table II. 

= 2.3614 (8) 

For every input {xi,X2,xz), the output is computed using 

y{xi,X2,xz) = 
YALI M (2;I)MF2 {X2)lj-Ff{x3)c[ avg 

E;=i MFJ {^i)t^F^ (3;2)MFf (xs) 

V. SIMULATION 

(9) 

We used the OPNET modeler to implement the simulation 
model. The simulation region is 180x180 meters, and it was 
divided into 9 non-overlapping cells. Each cell is of equal size, 
that is 60x60 meters. In the previous section, we know that 
the power consumption ratio is 40:20:1. So we can assume 
that the sensor node consumes approximately 3xl0~^ watts 
when idle, 1.2xlO~^ watts during transmission and 6x10"'* 
watts during reception. As we adopted the path loss model, 
1.2x10"^ watts is the maximum value for transmission. 

There are 80 sensor nodes in the simulation model, and 
the sensors are roaming independently with the ground speed 
from 1 m/s to 9 m/s. The mobility model is called one-step 
Markov path model. The probability of moving in the same 
direction as the previous move is higher than other directions 
in this model; it means this model has memory. Fig. V shows 
the probability of the six directions. 

Pre vi 00,1 Direction 

Fig. 5.    One-step Marlcov patli model 

In the testbed, we use the average latency (see equation 
10.)to evaluate the network performance. Every packet was 
labeled a timestamp when it was generate by the source sensor 
node. When the packet reaches its destination, the time interval 
is the transmission delay. 

Average Latency = 
K 

(10) 

When the remaining energy of a sensor node is lower than 
a certain threshold, the sensor is considered as"dead". In this 
testbed, we choose 1.2x10"^ as the threshold. This threshold 
is the energy which can be used to transfer a 1 K bits packets 
in a IK bps bandwidth wireless channel. A sensor is "dead" 
means it cannot transmit/receive packets any longer, so it will 
be removed from the sensor network. 

We assumed that the energy of each sensor is 5J and the 
packet size is 125 bytes (IK bits), and the channel transmission 
rate Ik bps. So when the sensor transmit or receive a packet, it 
will cost 1 second. If a sensor transmitted one packet, received 
one packet, and it is roaming in the network for Tm seconds. 



we can get the remaining energy Ei of this sensor node in 
Equation 11: 

Ei = 5-(3xl0"^xTm+(6xl0-'*+8.33xl0-^xd2)xl+6xl0-^xl) 

(11) 

A. FLS vs Mobility 

We obtained the simulation result of FLS application which 
considered three antecedents. If we only consider one an- 
tecedent: the degree of mobility, the performance of average 
delay will be better. As plotted in Fig. 6(a), the performance 
of average delay which only considered the degree of mobility 
was about 5% better than that of FLS application. However, 
the FLS application can achieved a better performance for 
packets received, about 10%, as plotted in Fig. 6(b). 
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Fig. 7.    The FLS application v.s the remaining energy, (a) node.s alive, and 
(b) packets received. 
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Fig. 6.    The FLS application vs the degree of mobility, (a) average delay, 
and (b) packets received. 

B. FLS vs the Remaining Energy 

Similarly, we only consider one antecedent: the remaining 
energy, the performance of first "dead" node will be better. As 
plotted in Fig. 7(a), the life time of the first "dead" node was 
3 minute longer than that of FLS application. However, the 
FLS application achieved a better performance for the network 
life, about 8 hours longer. The reason is that we adopted the 
path loss model in the testbed and the FLS has considered 
another antecedent: the distance to the source node. The nearer 
distance, less energy consuming. The FLS application also 
achieved a better performance for the packets received, about 
5%, as plotted in Fig. 7(b). 

Simulation results show that the FLS application can man- 
age the delay/energy tradeoffs. If we design different FLS 

in the two-hop relay algorithm, we could meet different 
performance requirement in WSN. 

VI. CONCLUSION 

In the two-hop relay algorithm, the relay nodes election 
or when there are several pairs of sensor nodes within one 
cell, the destination node election will determin the network 
performance. We apply the fuzzy logic system (FLS) to the 
relay/destination nodes selection. Three descriptors are used: 
the distance to the source node, the remaining energy and the 
degree of mobility. We obtained the linguistic knowledge from 
a group of experts. Based on the linguistic knowledge, we set 
up 27 rules. The nodes possibility is the output of FLS. We 
elected the nodes with the highest three possibilities as the 
relay nodes while we elected the FLS to elect the node with 
the highest possibility as the destination node. Further more, 
simulation results suggest that the FLS application in the two- 
Hop relay algorithm could manage the delay/energy efficiency 
tradoffs. 
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TABLE I 

THE QUESTIONS FOR NODES ELECTION FOR THE TWO-HOP RELAY 

ALGORITHM. ANTECEDENT 1 is distance of a node to the source node, 

ANTECEDENT 2 is its remaining energy, ANTECEDENT 3 IS its degree of 

mobility, AND CONSEQUENT IS the possibility that this node will be elected. 

THE EXPERTS WERE ASKED TO FILL IN THE BLANK FOR THE 

CONSEQUENT USING ONE OF FIVE LINGUISTIC LABELS (VERY WEAK, 

WEAK, MEDIUM, STRONG, VERY STRONG). 

TABLE II 

HISTOGRAMS OF EXPERT RESPONSES ABOUT NODES ELECTION FOR THE 

TWO-HOP RELAY ALGORITHM. 6 NETWORK EXPERTS ANSWERED THE 

QUESTIONS. THE ENTRIES IN THE SECOND - SIXTH COLUMNS 

CORRESPOND TO THE WEIGHTS tuj, ^2, ^y3, w^, AND W|, RESPECTIVELY. 

Rule # (0 very weak weak medium strong very strong 

1 0 3 3 0 0 4.0 
2 1 5 0 0 0 2.676 
3 3 1 2 0 0 2.6947 
4 0 0 3 3 0 6.0 
5 0 0 0 5 1 7.3240 
6 0 4 1 1 0 4.0 
7 0 0 0 1 5 8.6199 
8 0 0 1 5 0 6.6667 
9 0 1 4 1 0 5.0 
10 0 4 2 0 0 3.6667 
11 3 2 1 0 0 2.3614 
12 4 1 1 0 0 2.0374 
13 0 1 3 2 0 5.3333 
14 1 1 4 0 0 4.0093 
15 2 3 0 1 0 3.0187 
16 0 0 2 3 1 6.6573 
17 0 1 2 3 0 5.6667 
18 0 3 2 1 0 4.3333 
19 2 4 0 0 0 2.3520 
20 5 1 0 0 0 1.3801 
21 5 1 0 0 0 1.3801 
22 1 4 1 0 0 3.0093 
23 1 4 1 0 0 3.0093 
24 5 0 1 0 0 1.7134 
25 0 2 2 2 0 5.0 
26 0 0 2 3 1 6.6573 
27 0 2 2 1 1 5.3240 

Question # Antecedent 1 Antecedent 2 Antecedent 3 Consequent 
1 near low high 
2 near low moderate 
3 near low low 
4 near moderate high 
5 near moderate moderate 
6 near moderate low 
7 near high high 
8 near high moderate 
9 near high low 
10 moderate low high 
11 moderate low moderate 
12 moderate low low 
13 moderate moderate high 
14 moderate moderate moderate 
15 moderate moderate low 
16 moderate high high 
17 moderate high moderate 
18 moderate high low 
19 far low high 
20 far low moderate 
21 far low low 
22 far moderate high 
23 far moderate moderate 
24 far moderate low 
25 far high high 
26 far high moderate 
27 far high low 
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^fts^racr—Increasing the lifetime of energy constrained 
wireless sensor networks is one of the key challenges in 
sensor network research. In this paper we present a bottom-up 
approach to evaluating the lifetime performance of networks 
employing two basic sensor placement schemes: square-grid 
and hex-grid. Lifetimes of individual sensor node as well life- 
times of networks are modeled as random variables and their 
probability density functions (pdf) are obtained theoretically. 
Reliability theory is used for the network lifetime analysis, 
and provides a methodology for similar studies. Simulation 
results show that the actual pdf's match very closely to those 
obtained theoretically. The theoretical results provided in this 
paper will serve as a basis for other related research such 
as analysis of other sensor placement schemes, lifetime and 
sensor density tradeoff study, and performance of energy 
efficiency related algorithms. 

I. INTRODUCTION 

Sensor networks represent a significant advancement 
over traditional invasive methods of monitoring and are 
more economical for long term data collection and mon- 
itoring when compared to the traditional personnel-rich 
methods. Although most military applications require ran- 
dom deployment of sensor nodes, a number of non-military 
applications allow the explicit placement of sensors at 
specific locations as desired. Such placement-fi-iendly sen- 
sor networks are widely used for infrastructure security, 
environment and habitat monitoring, traffic control etc. 
[1]. An in-depth sUidy of a real-world 32 node habitat 
monitoring sensor network system, which is deployed on 
a small island off the coast of Maine and studies nesting 
patterns of petrels has been presented in [6]. Another such 
application [5] involves the use of sensors in buildings 
for environmental monitoring which may include chemical 
sensing and detection of moisture problems. Structural 
monitoring [7] and inventory control are some other ap- 
plications of such networks. 

Wireless sensor networks comprise of small, energy 
constrained sensor nodes, which basically consist of single 
or multiple sensor modules, wireless transmitter-receiver 
modules, computational modules, and power supply mod- 
ule. These networks are usually employed to collect data 

from environments where human intervention after de- 
ployment, to recharge or replace node batteries may not 
be feasible, resulting in limited network lifetime. Most 
applications have pre-specified Hfetime requirements, for 
instance the application in [6] has a lifetime requirement 
of at least 9 months. Thus estimation of lifetime of such 
networks prior to deployment becomes a necessity. Prior 
works on evaluation of lifetime have considered networks 
where sensor nodes are randomly deployed. [4] gives the 
upper bound on lifetime that any network with the specified 
number of randomly deployed nodes, source behavior and 
energy can reach while [3] discusses the upper bounds on 
lifetime of networks with cooperative cell based strategies. 

In this paper we deal with the issues of sensor place- 
ment and lifetime estimation. We present a bottom-up 
approach to lifetime evaluation of a network. As a first 
step in this direction we investigate the lifetime behavior 
of a single sensor node and then attempt to apply this 
knowledge to arrive at the network lifetime behavior for 
two basic placement schemes. We believe that these sim- 
ple schemes can serve as basis for evaluation of more 
complex schemes for their lifetime performance prior to 
deployment and help justify their deployment costs. We 
remark that our investigation can be applied to a network 
employing any routing protocol, and energy consumption 
scheme. Although in a less direct way, our analysis can 
also be used to assess various energy efficiency related 
algorithms for their lifetime performance. Also, since our 
analysis incorporates lifetime evaluation for minimum as 
well as high density placement, the tradeoff between cost 
of deployment and lifetime can be studied because higher 
density implies higher cost. Our analytical results are based 
on the application of reliability theory. These results are 
supported by extensive simulations, which validate our 
analysis. 

This paper is organized as follows. Section II details the 
model used for this study and provides basic discussions on 
coverage, connectivity and lifetime. Section III describes 
the lifetime analysis of a single node and Section IV uses 
reliability theory to apply node lifetime analysis to network 



lifetime analyses. Simulation and discussion of the key 
results of this work is presented in Section V, and Section 
VI concludes this paper. 

II. PRELIMINARIES 

A. Basic Model 

Consider identical wireless sensor nodes placed in a 
square sensor field of area A. All nodes are deployed with 
equal energy. Each sensor is capable of sensing events 
up to a radius of rg, the sensing range. We also define 
a communication range r-c, beyond which the transmitted 
signal is received with signal to noise ratio (SNR) below 
the acceptable threshold level. We assume the commu- 
nication range re to be equal to the sensing range r^. 
The communication range depends on the transmission 
power level, gains of the transmitting and receiving an- 
tennae, interference between neighboring nodes, path loss, 
shadowing, multi path effects etc. Direct communication 
between two sensor nodes is possible only if their distance 
of separation r is such that r < Vc- We call such nodes 
neighbors. Communication between a sensor node and its 
non-neighboring node is achieved via peer-to-peer commu- 
nication. Thus the maximum allowable distance between 
two nodes who wish to communicate directly is rmax = 
rc = Ts. A network is said to be deployed with minimum 
density when the distance between its neighboring nodes 
is r = ^jriax- 

B. Placement Schemes 

The simplest placement schemes are those in which each 
node has the same number of neighbors. We arrive at 
two basic placement schemes by considering cases where 
each sensor nodes has four and three neighbors, arriving 
at the square-grid and hex-grid placement schemes shown 
in Fig 1(a) and (b) respectively. A sensor node placement 
scheme that uses two neighbors per sensor node has been 
described in [2]. We believe that these three elementary 
placement schemes can serve as basis for other placement 
schemes, because a placement scheme of any complexity 
can be decomposed into two-neighbor, three-neighbor and 
four-neighbor groups. Both grids have the same number of 
nodes' and nodes in both grids are equidistant from their 
respective neighbors (with distance of separation r.) 

C. Coverage and Connectivity 

A discussion on coverage and connectivity becomes im- 
perative before the lifetime of the network can be defined. 
Coverage scales the adequacy with which the network 
covers the sensor field. A sensor with sensing range TS 

is said to cover a circular region of radius TS around it. 

'The Hoc-grid has lower density than the Square-grid. With 36 nodes 
deployed, the network with Square-grid covers an area of 25r^, and the 
Hex-grid covers an area of 48r^, almost double that of the square grid. 
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Fig. 1.    Placement Schemes for a 36 node sensor network: (a) Square- 
Grid (b) Hex-Grid. 

If every point in the sensor field is within distance r^ 
from at least one sensor node, then the network is said 
to provide complete coverage. Various levels of coverage 
may be acceptable depending on the application. In critical 
applications complete coverage may be required at all 
times, and the first loss of coverage may lead to failure 
of the network. In some other applications a small loss 
of coverage may be acceptable. An example of a sensor 
placement scheme that concentrates mainly on coverage as 
its parameter of interest can be found in [9]. In our analysis 
we require the network to provide complete coverage. 

Connectivity scales the adequacy with which the nodes 
are able to communicate. If a large number of nodes fail 
due to lack of energy, a part of the network may get 
completely disconnected from the rest. In our analysis we 
assume that only 100% connectivity is acceptable. The 
network fails with loss of connectivity. 

D. Lifetime 

Lifetime is the post-deployment active time period of 
the network and is defined as the time to first loss of 
connectivity or coverage. This definition corresponds to the 
minimum lifetime or the worst case scenario. The number 
of node failures that a given network can tolerate without 
failing itself depends on the placement scheme employed 
and its density . If the minimum number of node failures 
that can cause network failure can be found, then the 
minimum network lifetime can be estimated. Although our 
analysis is valid for any definition of lifetime specifying 



a certain number of node failures required for network 
failure, we limit our analysis to the minimum network 
lifetime. 

1) Minimum Density Networks: Consider the square- 
grid and the hex-grid deployed with minimum density. 
Both schemes tolerate the failure of a node all of whose 
neighbors are functioning, without loss of either connec- 
tivity or coverage. Thus a single node failure does not 
cause network failure. Failure of two or more neighboring 
nodes causes loss of coverage and hence network failure 
as indicated in Figs 2(a) and (b). A network may undergo 
multiple node failures and still be connected and covered 
if the failed nodes are not adjacent to each other. But 
the minimum number of node failures that cause network 
failure is two. Therefore we define the minimum network 
lifetime for the square-grid and the hex-grid as the time to 
failure of any two neighboring nodes, i.e., the first loss of 
coverage. 

Tmax- We discussed earlier that the minimum lifetime of a 
square-grid or hex-grid network with r = r-moxCminimum 
density) is the time to failure of two neighboring nodes. 
For dense networks the network can lose N - Nmin 
nodes and still be deployed with minimum density. Thus it 
needs two neighboring node failures after N - Nmin node 
failures to lose coverage or connectivity. The first loss of 
connectivity or coverage for dense network corresponds to 
(A^ - Nmin + 2) node failures. This kind of a network is 
modeled in Section IV-C. 

III. NODE LIFETIME EVALUATION 

We begin our analysis with the estimation of the lifetime 
of a single sensor node. A node is said to have m possible 
modes of operation, and at any given time the node is in 
one of these m modes. Let Wi be the fraction of time that 
a node spends in the i*'' mode, where iWj's are such that. 

y^ Wj = 1 i = 1, 2...m (1) 

r 
--f 

D 
(a) 

Fig. 2. Loss of coverage due to failure of two neighboring nodes: 
(a)Square-grid: Failure of nodes 20 and 21 causes loss of coverage. 
(b)Hex-grid: Failure of nodes 20 and 25 causes loss of coverage. 

2) Network lifetime for dense placement: If r < rmax> 
then a node may be able to communicate not only with the 
nodes immediately adjacent to it, but also with other nodes 
which fall in its range. The number of nodes deployed 
(N), corresponding to r are higher than the minimum 
number of nodes required (Nmin) corresponding to r = 

The Wi's do not remain constant in general and may vary 
for different networks scenario's. Hence they are modeled 
as random variables that take values from 0 to 1 according 
to a specific probability distribution function (pdf) which 
we attempt to find. 

We assume that the total energy at the time of deploy- 
ment is Etotai and that the node spends a power of Pi 
watts/unit time, while in the i"" mode. If Tnode is the 
lifetime of the node, then the node spends WiTnode time 
units in mode i. We define the lifetime of a node as the 
time from deployment to when its energy drops below 
a threshold energy value Eth- The following equation 
follows from this definition. 

^total -'^WiPiT, 

i 

J-node      ^ 

node     ^      ^th 

Etotai 

T.i'^iPi 
(2) 

We observe fi'om this equation that Tnode is a fiinction 
of the random variables Wj and hence is a random variable 
itself This is an important observation as it implies that 
since the modes of the various nodes cannot be knovra a 
priori, the lifetime of a single node can be best represented 
as a random variable that takes different values with certain 
probabilities defined by its probability density function 
ipdf) ft{t). In order to obtain the pdf of Tnode, we first 
find the pdf of Wi Vi . 

To this purpose we assume that at any given time a node 
can be in one of its two modes of operation, active or idle. 
A node is active when it is either transmitting or receiving 
and is idle otherwise. If p is the probability of node being 
active, 1 — p is the probability of the node being idle at 
any given time. 



Pr {node is active}    =   p (3) 

Pr {node is idle}    =    1 - p (4) 

Note that the actual values of p will depend on the 
protocol or the energy consumption scheme used. Let wj 
and 11)2 be the fraction of time the node is in active and 
idle mode respectively. Since we assume only two modes 
of operation, W2 = 1 — wi- The random variable wi is 
clearly binomial in nature, with probability of success, i.e., 
probability of node in active mode being p. We observe 
the node over T time units. Since wi has a binomial 
distribution, the probability of the node being active for 
X time units of a total of T time units is give by. 

P{wi=x}=C^p''{l~p) T-x (5) 

As T becomes large, the binomial distribution can be 
approximated to a normal distribution with mean n = Tp 
and variance cr^ = np{\ - p). Since W2 = 1 - wi, W2 
also follows normal distribution with mean n = T(l - p) 
and variance a^ = np{\ -p). Hence we conclude that the 
fraction of time that the node spends in any mode follows 
the normal distribution. 

We observe from equation (2) that the denominator of 
the expression is a normal random variable because it is 
the sum of m normal random variables. This helps us draw 
an important conclusion that the reciprocal of the lifetime 
of a node is normally distributed. 

IV. NETWORK LIFETIME ANALYSIS USING 

RELIABILITY THEORY 

We are now ready to evaluate the network lifetime. 
Since the lifetimes of individual nodes are not constants 
but random variables, it follows that the network lifetime 
is also a random variable. We apply reliability theory to 
find the distribution of the network lifetime, given the node 
lifetime distribution. The following section treats the basics 
of reliability theory before going on to its application. 

A. Reliability Theory 

Reliability theory is concerned with the duration of 
the useful life of components and systems of components 
[10] [8]. We model the lifetime (of individual nodes and 
the network) as a continuous non-negative random variable 
T. The distribution of the random variable T can be 
represented in the following different ways. 

1) Probability Density Function (pdf): The pdf gives 
the probability of the random variable taking a certain 
value. It is represented as f{t) and has a probabilistic 
interpretation 

for small values of At. All pdf% must satisfy two con- 
ditions, !^ f{t)dt = 1 and f{t) > 0,\/t. We have the 
distribution of the lifetime of a node in the form of its p^ 
in that we know that the reciprocal of the node lifetime 
has a normal pdf. 

2) Cumulative Distribution Function (cdj): The cdf 
corresponding to the pdf fit) is denoted by F{t) and 
is very useful as it gives the probability that a randomly 
selected component or system will fail by time t. It can be 
expressed in three different ways: 

. F{t)= the area under the pdf f{t) to the left of t. 
• F{t)= the probability that a single randomly chosen 

new component will fail by time t. 
» F{t)= the proportion of the entire population that fails 

by time t. 

The relationship between the cdf and pdf of a random 
variable is given below: 

m = f f{s)ds 
JO 

(7) 

3) Survivor Function: The Survivor function S{t), also 
known as the Reliability function R{t) is defined as the 
probability that a unit is functioning at any time t: 

S{t) = P[T>t]  i > 0 (8) 

Since a unit either fails, or survives, and one of these two 
mutually exclusive alternatives must occur, we have, 

S{t) = 1 - F{t) = 1- [ fis)ds 
Jo 

(9) 

fit) At = P[t<T<t + At] (6) 

All  survivor  fiinctions  must  satisfy  three  conditions: 
5(0) = 1, limt_oo S{t) = 0, and S{t) is non increasing. 

4) System Reliability: The main objective of system 
reliability is the construction of a distribution that rep- 
resents the lifetime of a system based on the lifetime 
distributions of the components from which it is composed. 
To accomplish this we consider the relationship between 
components. This approach to finding system lifetime 
has the inherent advantage that it is often easier and 
cost-effective to extensively test a single component or 
subsystem rather the whole system. 

5) Reliability Block Diagram: Reliability block diagram 
(RBD) is a graphical representation of the components of 
the system, and provides a visual representation of the 
way components are reliability-wise connected. Thus the 
effect of the success or failure of a component on the 
system performance can be evaluated. For example, if 
one component failure of a bi-component system causes 
system failure, then we can conclude that the component 
blocks are connected in series in the RBD. Similarly if 
a bi-component system is said to fail only when both its 
components fail, then the component blocks are connected 
in parallel in the system RBD. If Si(t) and S2(i) are the 



survival functions of two components of a bi-component 
system, then the system reliability for both cases is given 
as follow: 

If Sa{t), Sb{t) and Sc{t) are the survival functions of 
nodes a, b and c respectively, then the survival function of 
block-1, Sbiocki is ^: 

Sseriesit)     =     Si{t)S2{t) (10) 

Sparallelit)     =      1 - [(1 - 5i (t))(l - 52(t))]    (11) 

Any complex system can be realized in the form of a 
combination of blocks connected in series and parallel, 
and the system survival function can be obtained by using 
equations (10) and (11). In our analysis, the network is the 
system under consideration and the sensor nodes are the 
components of the system. All sensor nodes are assumed 
to have the same survival function since they are identical. 
They are also assumed to fail independent of one another. 

B. Lifetime of minimum density networks 

1) Square Grid: As defined in Section II-D.l, the 
minimum network lifetime is the time to failure of two 
adjacent nodes. Using this definition we build the RBD 
for the square-grid as shown in figure 3. 

Sblockl = 1 - (1 - Sa)(l - SbSc (12) 
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Fig. 3. RBD for square grid: RBD of a single node in a square 
grid. Nodes belonging to region-l are modeled as block-1 and nodes 
belonging to region-2 are modeled as block-2. The network RBD consists 
of {\/Nrnin - 1)^ block-l's in series with 2(y/Nmin - 1) block-2's. 

Fig3 shows the RBD block for a single node in the 
network. A node can be modeled in two ways depending 
on its position in the sensor field. This distinction based 
on its position is made due to a simple observation that 
nodes at the right edge of the sensor field (region-2) do 
not have any right neighbor (node b) as opposed to nodes 
in region-l. Also, nodes at the bottom edge of the sensor 
field (region-2) do not have a bottom neighbor (node c) as 
opposed to the nodes in region-l. From simple calculations 
we see that an N node network has {y/Nmin — 1)^ sensor 
nodes in region-l and 2{\/Nmin - 1) nodes in region-2. 
Hence, the network RBD consists of {-^Nmin - 1)^ block- 
I's in series with 2{\/Nmin — 1) block-2's . Note that as 
every node in a square-grid, node a has four neighbors, but 
its relationship with only two neighbors is modeled in its 
RBD block. This is because the relationship with the other 
two neighbors will be modeled when their RBD blocks are 
constructed. If this is not followed then the relationship 
between every node-neighbor pair will be modeled twice. 

Since all nodes are identical, they have identical survivor 
functions s. Hence (12) is simplified to: 

SblockX      =      1 - (1 - s)(l - S^) 

(13) 

A similar analysis is carried out for nodes belonging to 
region-2. If Sx and Sy are the survivor fiinctions of nodes 
X and y respectively, then the survivor function of block-2, 
Sbiock2 is: 

SUock2 = 1 - (1 - Sa;)(l - Sy (14) 

Since all nodes are identical, they have identical survivor 
functions s. Hence (14) is simplified to: 

Sblock2      =     1 - (1 - S)(l - S) 

=    2s-s^ (15) 

Since the network RBD consists of {y/Nmin-1)^ block- 
I's and 2{-\/Nmin - 1) block-2's in series, the network 
survivor ftmction for the square grid placement scheme is: 

^network {Sblock-l)^^'^-'^\sblock-2?^^- ■-1) 

(16) 
The required cdf and pdf of the network lifetime can 

be obtained fi^om this survival function using (9) and (7). 
2) Hex-Grid: The analysis for the hex-grid is carried out 

on the same lines as that of the square-grid. Fig 1 shows 
that as in the case of a square grid, two neighboring node 
failures causes network failure. The RBD for this case is 
shown in Fig 4. 

Ob 

Oa 

Oc Od 

Fig. 4. RBD block for a single node in the Hex-grid: The network RBD 
consists of N/2 such blocks in series., where N is the number of nodes 
in the network. 

''For notational  convenience we use Si to represent the survivor 
ftinction of any node i, instead of Si (t) without any loss in generality. 



If nodes a,b,c and d have identical survival functions, as 
in the square-grid, then the survival function of the block 
shown in the figure is given by: 

Sblock =l-(l-s)(l-s3) (17) 

Since Nmin/'^ such blocks connected in series represent 
the network, the network survival fiinction is given by: 

^network — \^block) (18) 

Once again after survival fiinction of the network is 
obtained, the cdf and pdf are obtained from it using (9) 
and (7). 

C. Lifetime of high density networks 

The network lifetime for dense placement of sensor 
nodes was defined as the time to failure of N - N^in + 2 
nodes, where A'' is the number of nodes deployed and 
Njnin is the number of sensor in a minimum density 
deployment. This network can be modeled as a k-out-of- 
n:F system. The k out of n system is a special case of 
parallel redundancy. An n component system that fails if 
and only if at least k of the n components fail is called a 
k-out-of-n:F system. 

Recall that in Section IV-A.2 the cdf of a random vari- 
able was defined as the proportion of the entire population 
that fails by time t. We define the network lifetime as the 
time to failure of N - Nmin + 2 nodes. If T„etwork is the 
lifetime of the dense network under consideration, then, 

F{T, network 
N 

(19) 

The network lifetime distribution of the minimum den- 
sity network that employs the same pattern can be found 
using the analysis in Section II-D, and the lifetime of the 
dense network can be evaluated. 

V.   SIMULATION 

We ran extensive simulations to: 

• evaluate the pdf of lifetime of a single node; 
• validate the theoretical analysis for the pdf of lifetime 

of a single node; 
< evaluate the pdf of network lifetime for a square-grid; 
• validate the theoretical analysis for the pdf of the 

network lifetime for a square-grid; 
• evaluate the pdf of network lifetime for a hex-grid; 

and to 
• validate the theoretical analysis for the pdf of the 

network lifetime for a hex-grid; 

A. Node Lifetime Distribution 

The first set of simulations was aimed at estimating the 
pdf of the lifetime of a node, theoretically as described in 
Section III and through simulations. The node, at any time 
can be one of its two modes of operation, active or idle. 
The probabilities with which a node remains in each of 
these modes were defined by the network protocol used. 
Simulation results, which are reported in Figure 5, show 
that the theoretical pdf matches very closely with the actual 
pdf 

Actual Nolle Lifetime 

(b) 

Fig. 5.     Probability Density Function of the lifetime of a node, (a) 
Theoretical pdf, (b) Actual pdf. 

B. Network Lifetime Distributions 

The second set of simulations were aimed at estimating 
the pdf of the lifetime of the network, when it uses the 
square-grid placement and the hex-grid placement, using 
the theoretical analysis described in Sections IV-B.l and 
IV-B.2 respectively. In both cases 36 nodes were deployed 
and the distance between neighboring nodes was assumed 
to be the same. Equations (16) for the square-grid and 
(18) for the hex-grid were used with A'^ = 36. Figs 6(a) 
and (b) show the theoretical and actual pdf obtained for 
the square-grid. Figs 7(a) and (b) show the theoretical and 
actual pdf of a 36 node hex-grid. Figs 6 and 7 indicate that 
the theoretical results agree closely with the actual results^. 

Also, for networks which fail when the first node dies 
[2], the network lifetime analysis will be very similar to the 

^Note that edge effects are neglected in the theoretical analysis de- 
scribed in Section IV. 
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Fig. 6.   Probability Density Function of the network lifetime employing 
the square-grid placement scheme, (a) Theoretical pdf, (b) Actual pdf. 

Fig. 7.   Probability Density Function of the network lifetime employing 
the hex-grid placement scheme, (a) Theoretical pdf, (b) Actual pdf. 

work in this paper. The network can then be modeled as a 
simple series connected block diagram, and the survival 
function of the network will simply be the product of 
the survival function of the N nodes that constitute the 
network. 

VI. CONCLUSION 

One of the key challenges in networks of energy con- 
strained wireless nodes is the maximization of lifetime. If 
the application allows placement of sensor nodes, then our 
goal of maximizing the lifetime can be aided by choosing 
a suitable placement pattern. In this paper we evaluated 
the lifetime of a network employing two simple placement 
patterns. In evaluating the lifetime we came up not with 
any particular value, but a probability density function pdf 
for minimum network lifetime. We followed a bottom- 
up approach, by first evaluating the node lifetime pdf 
and then going on to finding the network lifetime pdf. 
The theoretical results as well as the methodology used 
will enable analysis of other sensor placement schemes, 
study of lifetime-cost tradeoffs, and performance analysis 
of energy efficiency related algorithms. 
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Abstract 

Increasing the lifetime of energy constrained wireless sensor networks is one of the key challenges 

in sensor network research. In this paper, we present a bottom-up approach to evaluating the lifetime 

performance of networks employing two basic sensor placement schemes: square-grid and hex-grid. 

Lifetimes of individual sensor nodes as well lifetimes of networks are modeled as random variables 

and their probability density functions (pdf) are obtained theoretically. Reliability theory is used for the 

network lifetime analysis, and provides a methodology for similar studies. Simulation results show that 

the actual pdf's are very close to those obtained theoretically. The theoretical results provided in this 

paper will serve as a basis for other related research such as analysis of other sensor placement schemes, 

lifetime and sensor density tradeoff study, and performance of energy efficiency related algorithms. 

Index Terms 

Wireless Sensor Networks, sensor node placement, node lifetime, network lifetime, pdf, cdf, relia- 

bility theory, survival fiinction. 

I. INTRODUCTION 

Sensor networks represent a significant advancement over traditional invasive methods of mon- 

itoring and are more economical for long term data collection and monitoring when compared 



to the traditional personnel-rich methods. Although most military applications require random 

deployment of sensor nodes, a number of non-military applications allow the explicit placement 

of sensors at specific locations. Such placement-friendly sensor networks are widely used for 

infi-astructure security, environment and habitat monitoring, traffic control etc. [1]. An in-depth 

study of a real-world 32 node habitat monitoring sensor network system presented in [8] is 

deployed on a small island off the coast of Maine to study nesting patterns of Petrels. Another 

such application [7] involves the use of sensors in buildings for environmental monitoring which 

may include chemical sensing and detection of moisture problems. Structural monitoring [9] and 

inventory control are some other applications of such networks. 

Wireless sensor networks comprise of small, energy constrained sensor nodes. Each node 

basically consists of a single or multiple sensor module, a wireless transmitter-receiver module, 

a computational module, and a power supply module. These networks are usually employed to 

collect data from envirormients where human intervention after deployment, to recharge or replace 

node batteries may not be feasible, resulting in limited network lifetime. Most applications have 

pre-specified lifetime requirements, for instance the application in [8] has a lifetime requirement 

of at least 9 months. Thus estimation of lifetime of such networks prior to deployment becomes 

a necessity. Prior works on evaluation of lifetime have considered networks where sensor nodes 

are randomly deployed. [4] gives the upper bound on lifetime that any network with the specified 

number of randomly deployed nodes, source behavior and energy can reach while [3] discusses 

the upper bounds on lifetime of networks with cooperative cell based strategies. 

We are concerned with networks which allow the placement of sensor nodes in specific 

positions. These positions depend on a number of factors which include, but are not limited 

to, sensing and communication capabilities of the sensor nodes, sensor field area and cost of 

deployment which is connected to the density of the network. 

In this paper, we deal with the issues of sensor placement and lifetime estimation, and present 

a bottom-up approach to lifetime evaluation of a network. As a first step in this direction 

we investigate the lifetime behavior of a single sensor node and then apply this knowledge 

to arrive at the network lifetime behavior for two basic placement schemes. We believe that 

these simple schemes can serve as basis for evaluation of more complex schemes for their 

lifetime performance prior to deployment and help justify their deployment costs. We remark 

that our investigation can be applied to a network employing any routing protocol, and energy 



consumption scheme. Although in a less direct way, our analysis can also be used to assess 

various energy efficiency related algorithms for their lifetime performance. Also, since our 

analysis incorporates lifetime evaluation for minimum as well as high density placement, the 

tradeoff between cost of deployment and lifetime can be studied because higher density implies 

higher cost. Our analytical results are based on the application of reliability theory. These results 

are supported by extensive simulations, which validate our analysis. 

The rest of this paper is organized as follows. Section II details the model used for this study 

and provides basic discussions on coverage, connectivity and lifetime. Section III describes the 

lifetime analysis of a single node and Section IV uses reliability theory to apply node lifetime 

analysis to network lifetime analysis. Simulation and discussion of the key results of this work 

is presented in Section V, and Section VI concludes this paper. 

II. PRELIMINARIES 

A. Basic Model 

Consider identical wireless sensor nodes placed in a square sensor field of area A. All nodes 

are deployed with equal energy. Each sensor is capable of sensing events up to a radius rg, the 

sensing range. We also define a communication range re, beyond which the transmitted signal is 

received with signal to noise ratio (SNR) below the acceptable threshold level. We assume the 

communication range TC to be equal to the sensing range r^. The communication range depends 

on the transmission power level, gains of the transmitting and receiving antennae, interference 

between neighboring nodes, path loss, shadowing, multi path effects etc. Direct communication 

between two sensor nodes is possible only if their distance of separation r is such that r < TC- We 

call such nodes neighbors. Communication between a sensor node and its non-neighboring node 

is achieved via peer-to-peer communication. Thus the maximum allowable distance between two 

nodes who wish to conmiunicate directly is rmax = TC = r^. A network is said to be deployed 

with minimum density when the distance between its neighboring nodes is r = Vmax- 

B. Placement Schemes 

The simplest placement schemes involve regular placement of nodes such that each node in 

the network has the same number of neighbors. We arrive at two basic placement schemes by 

considering cases where each sensor nodes has four and three neighbors. This leads us to the 



square-grid and hex-grid placement schemes shown in Fig. 1(a) and (b) respectively. A sensor 

node placement scheme that uses two neighbors per sensor node has been described in [2]. We 

believe that these three elementary placement schemes can serve as basis for other placement 

schemes, because a placement scheme of any complexity can be decomposed into two-neighbor, 

three-neighbor and four-neighbor groups. Both grids shown have the same number of nodes' and 

nodes in both grids are equidistant from their respective neighbors (with distance of separation 

r). 

C. Coverage and Connectivity 

Coverage and coimectivity are two important performance metrics of networks and hence 

a discussion on them becomes imperative before the lifetime of the network can be defined. 

Coverage scales the adequacy with which the network covers the sensor field. A sensor with 

sensing range r^ is said to cover or sense a circular region of radius r^ around it. If every point 

in the sensor field is within distance r^ from at least one sensor node, then the network is said 

to provide complete or 100% coverage. 

Various levels of coverage are acceptable depending on the application. In critical applications, 

complete coverage is required at all times. Any loss of coverage leads to a sensing gap in the 

field. Such gaps cause breach of security in case of surveillance applications. Also, in applications 

which require data with high precision , a sensing gap leads to inaccuracies. For such networks 

any loss of coverage renders the network nonfunctional. In some other applications a small loss 

of coverage may be acceptable. 

Connectivity scales the adequacy with which nodes are able to communicate with their peers. 

One of the strengths of sensor networks arises from their ability to aggregate data collected from 

different sensor nodes. This requires adequate communication between sensor nodes. Any node 

should be able to communicate with any other node for proper functioning of the network. If 

a single node gets isolated due to failure of all its neighbors, it will be unable to communicate 

with the rest of the network. If a large number of nodes fail due to lack of energy, a part of the 

network may get completely disconnected from the rest. In our analysis we assume that only 

100% connectivity is acceptable and the network fails with any loss of connectivity. 

'The Hex-grid has lower density than the Square-grid. With 36 nodes deployed, the network with Square-grid covers an area 

of 25r^, and the Hex-grid covers an area of 48r^, almost double that of the square grid. 
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Fig. 1.    Placement Schemes for a 36 node sensor network; (a) Square-Grid (b) Hex-Grid. 

An example of a sensor placement scheme that concentrates mainly on coverage as its 

parameter of interest can be found in [11], where a sensor placement algorithm for grid coverage 

has been proposed. In our analysis we require the network to provide complete coverage and 

connectivity. We give equal importance to both parameters and declare the network nonfunctional 

if either of them falls below their desired levels. 



D. Lifetime 

The basic definition of lifetime, or more precisely the post-deployment active lifetime of 

a network is the time measured from deployment until network failure. Based on the levels 

of coverage and connectivity required to deem a network functional, network failure can be 

interpreted in different ways. Since only complete coverage and connectivity are acceptable to 

us, network failure corresponds to the first loss of coverage or connectivity. 

In this paper, we concentrate on finding the minimum lifetime of a network, the worst case 

scenario. To be able to evaluate this minimum lifetime, we need to know the lifetime of a 

single sensor node the, the minimum number of node failures that cause network failure, and 

the positional relationship ^ between the failed nodes. 

1) Minimum Density Networks: Consider the square-grid and the hex-grid deployed with 

minimum density. Both schemes survive the failure of a single node without loss of either 

connectivity or coverage implying that the minimum number of node failxires that can lead to 

network failure is greater than one. Failure of any two neighboring nodes causes loss of coverage 

and hence network failure as indicated in Figs 2(a) and (b). 

Thus the minimum number of node failures that cause network failure is two and these two 

nodes must be adjacent to each other (neighbors). A network may undergo multiple node failures 

and still be connected and covered if any of the failed nodes are not neighbors. But the absolute 

minimum number of node failures that can cause network failure is two. 

2) Network lifetime for dense placement: Let Nmin be the number of sensor nodes deployed 

in a sensor field of area A with minimum density. In a minimum density network, the separation 

between neighbors is Vmax, the maximum range of the sensor nodes. A network deployed with 

higher density would require a larger number of nodes N, N > Nmin and smaller separation 

between neighboring nodes r, r < Vmax- Since the range of a sensor node Vmax is greater than 

the distance to its immediately adjacent nodes, it is now be able to communicate not only with 

the nodes immediately adjacent to it, but also with other nodes which fall in its range. In other 

words, each node now has more number of neighbors that any node in a minimum density 

network. 

We discussed earlier that the minimum lifetime of a square-grid or hex-grid network with 

^Positional relationship between two nodes can be that the two nodes are diagonal, adjacent or completely unrelated. 
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Fig. 2.    Loss of coverage due to failure of two neighboring nodes: (a)Square-grid: Failure of nodes 20 and 21 causes loss of 

coverage. (b)Hex-grid: Failure of nodes 20 and 25 causes loss of coverage. 

r = r^ax(minimum density) is the time to failure of two neighboring nodes. High density 

networks can lose (N — Nmm) nodes and still be deployed with minimum density and fail 

only after the further loss of a minimum of two neighboring nodes. Since the network after 

{N — Nmin) node failures is deployed with minimum density, the time taken for the failure 

of any two neighboring nodes would be equal to the minimum lifetime of a minimum density 

network (Tmd) which was discussed in the preceding section. If tdense, the time taken for the 

failure of (A'^ — Nmin) nodes can be found, we define the lifetime of a high density network 



(Thd) as: 

^hd = ^dense + ^md (1) 

III. NODE LIFETIME EVALUATION 

We begin our analysis with the estimation of the hfetime of a single sensor node. A node is 

said to have m possible modes of operation, and at any given time the node is in one of these 

m modes. Let Wi be the fraction of time that a node spends in the i*'' mode, where Wi's are 

such that, 

Y^Wi = l i = l,2...m (2) 
i 

The Wi's do not remain constant in general and vary for different networks scenario's. Hence they 

are modeled as random variables that take values from 0 to 1 according to specific probability 

distribution functions {pdfys which we attempt to find. 

We assume that the total node energy at the time of deployment is Etotai and that the node 

spends a power of Pi watts/unit time, while in the z"* mode. If Tnode is the lifetime of the node, 

then the node spends WiTnode time units in mode i. We define the lifetime of a node as the time 

from deployment to when its energy drops below a threshold energy value Eth- The following 

equation follows from this definition and from the fact that Eth is negligible compared to Etotai- 

Etotai — 2_^ WiPiTnode     >     Eth 

i 

rp ^ i-'total ^-3\ 
■'■node     r^      v~^ n ^   -' 

We observe fi-om this equation that Tnode is a function of the random variables Wi. and hence is 

a random variable itself This is an important observation as it implies that since the modes of the 

various nodes cannot be known a priori, the lifetime of a single node can be best represented as 

a random variable that takes different values with certain probabilities defined by its probability 

density function (pdf) ft{t). In order to obtain the pdf of Tnode, we first find the pdf of Wi \/i . 

To this purpose we assume that at any given time a node can be in one of its two modes of 

operation, active or idle. A node is active when it is either transmitting or receiving and is idle 

otherwise. If p is the probability of node being active, 1 — p is the probability of the node being 

idle at any given time. 
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Pr {node is active}   =   p (4) 

Pr {node is idle}   =   1 — p (5) 

Note that the actual values of p will depend on the energy efficiency related algorithms used 

such as energy efficient routing protocols and energy consumption schemes. Let wi and W2 be 

the fraction of time the node is in active and idle mode respectively. Since we assume only two 

modes of operation, u;2 = 1 — wi. The random variable Wi is clearly binomial in nature, with 

probability of success, i.e., probability of node in active mode being p. We observe the node 

over T time units. Since wi has a binomial distribution, the probability of the node being active 

for X time units of a total of T time units is give by, 

P{w,=x} = C^p^il-pf-^ (6) 

As T becomes large, the binomial distribution can be approximated to a normal distribution 

with mean fi = Tp and variance a^ = np{l — p). Since W2 = 1 — wi, W2 also follows normal 

distribution with mean ^ = T(l — p) and variance a^ = np{l — p). Hence we conclude that the 

fraction of time that the node spends in any mode follows the normal distribution. 

We observe from equation (3) that the denominator of the expression is a normal random 

variable because it is the sum of m normal random variables. This helps us draw an important 

conclusion that the reciprocal of the lifetime of a node follows the normal distribution. 

IV. NETWORK LIFETIME ANALYSIS USING RELIABILITY THEORY 

Since the lifetimes of an individual node is not constant but a random variables, it follows that 

the network lifetime is also a random variable. We apply reliability theory to find the distribution 

of the network lifetime, given the node lifetime distribution. The following section treats the 

basics of reliability theory before going on to its application. 

A. Reliability Theory 

Reliability theory is concerned with the duration of the usefiil life of components and systems 

of components [12] [10] [5]. We model the lifetime (of individual nodes and the network) as 

a continuous non-negative random variable T. Below, we describe three of the many ways of 

defining this non-negative random variable T. 
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1) Probability Density Function (pdf): The pdf gives the probability of the random variable 

taking a certain value  [6]. It is represented as f{t) and has a probabilistic interpretation 

f{t)M = P [i < T < i + Af] (7) 

for small values of At AWpd/'s must satisfy two conditions, J^ f{t)dt = 1 and f{t) > 0,Vt 

The lifetime of any item can be thought of as the time vmtil which the item survives, or the 

time at which the item fails, i.e., time to failure. The pdf represents the relative frequency of 

failure times as a function of time. 

We have the distribution of the lifetime of a node in the form of its pdf, in that we know that 

the reciprocal of the node lifetime has a normal pdf 

2) Cumulative Distribution Function (cdf): The cdf corresponding to ihs pdf f{t) is denoted 

by F{t) and is very useful as it gives the probability that a randomly selected component or 

system will fail by time t. It can be expressed in three different ways: 

. F{t) = the area under the pdf f{t) to the left of t. 

• F{t)= the probability that a single randomly chosen new component will fail by time t. 

• F{t)= the proportion of the entire population that fails by time t. 

The relationship between the cdf and pdf of a random variable is given below: 

F{t)^ff{s)ds (8) 
Jo 

The pdf and the cdf are the two most important statistical fiinctions in reliability theory. They 

are closely related as shown by equation(8). They give a complete description of the probability 

distribution of the random variable. The knowledge of these two functions enables us to find 

any other reliability measure. 

From the relationship between the cdf and the pdf defined in equation (8), and the interpre- 

tation of the pdf as the relative frequency of failure times, we interpret the cdf of the lifetime 

T as the probability that the item in question will fail before the associated time value, t. As a 

result the cdf is sometimes called the unreliability fiinction. 

3) Survivor Function: The Survivor function S{t), also known as the Reliability function R{t) 

can be derived using the interpretation of the cdf as the unreliability fiinction. It is defined as 

the probability that a imit is functioning at any time t; 

S{t) = P[T>t]  t>0 (9) 
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Since a unit either fails, or survives, and one of these tv/o mutually exclusive alternatives must 

occur, we have, 

S{t) - 1 - F{t) = 1 - / fis)ds (10) 

All survivor functions must satisfy three conditions: 5(0) = 1, lim.t^oo S{t) — 0, and S{t) is 

non increasing. 

There are two interpretations of the survival fiinction. First, S{t) is the probability that an 

individual item is functioning as time t. This interpretation will be used later in finding the 

lifetime distribution of the network from the lifetime distribution of its constituent nodes. Second, 

if there is a large population of items with identical distributed lifetimes, S{t) is the expected 

fraction of the population that is functioning at time t. This interpretation will be used in finding 

the time taken for (A^ — Nmin) node failures for estimation of the minimum lifetime of dense 

networks. 

We obtain the pdf of the lifetime of a single sensor node from Section III. Using equations 

(8) and (10) we obtain the survivor function S{t) of a single sensor node. Note that all sensor 

nodes are assumed to be identical with survivor functions S{t). 

4) System Reliability: A system is a collection of components arranged in a specific The main 

objective of system reliability is the construction of a distribution that represents the lifetime 

of a system based on the lifetime distributions of the components from which it is composed. 

To accomplish this, we consider the relationship between components. This approach to finding 

system lifetime has the inherent advantage that it is often easier and cost-effective to extensively 

test a single component or subsystem rather the whole system. 

5) Reliability Block Diagram: Reliability block diagram (RBD) is a graphical representation 

of the components of the system, and provides a visual representation of the way components 

are reliability-wise cormected. Thus the effect of the success or failure of a component on the 

system performance can be evaluated. 

Consider a system with two components. If this system is such that a single component 

failure can render the system nonfunctional, then we say that the components are reliability- 

wise, connected in series. If the system fails only when both its components fail, then we say 

that the components are reliability-wise coimected in parallel. Note that the physical connection 

between the component may or may not be different from their reliability-wise connection. The 
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RBD's for both cases are given in Figs.3.If Si{t) and S2{t) are the survival functions of the two 

components, the system survival ftinctions S{t)series and S{t)paraiiei, for the series and parallel 

cases are given in equations (11) and (12) respectively. 

Component 1 

Component 2 Component 1 Component 2 

(a) (b) 

Fig. 3.   Reliability block diagrams (RBD) for a system of two components. (a)RBD with series connected components. (b)RBD 

with parallel connected components. 

Sseries[t)     =     S,{t)S2{t) (11) 

Syarallelit)     =     1 - [{1 - S^{t)){l - S^it))] (12) 

Any complex system can be realized in the form of a combination of blocks connected in 

series and parallel, and the system survival function can be obtained by using equations (11) and 

(12). In our analysis, the network is the system under consideration and the sensor nodes are 

the components of the system. All sensor nodes are assumed to have identical survival functions 

S{t) and their failures are supposed to be independent on one another. 

B. Lifetime of Minimum Density Networks 

1) Square Grid: As defined in Section II-D.l, the minimum network lifetime is the time to 

failure of any two neighboring nodes. We know that the failure of any single node does not 

cause network failure. The failure of any node coupled with the failure of any of its neighbors 

causes network failure. Using this definition we build the RBD for the square-grid as shown in 

Fig 4. 

Fig4 shows the RBD block for a single node in the network. A node can be modeled in two 

ways depending on its position in the sensor field. This distinction based on its position is made 

due to a simple observation that nodes at the right edge of the sensor field (region-2) do not 

have any right neighbor (node b) as opposed to nodes in region-1. Also, nodes at the bottom 
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region-2 are modeled as block-2. The network RBD consists of {\/Nmin - lY block-l's in series with 2{^/Nmin -1) block-2's 

edge of the sensor field (region-2) do not have a bottom neighbor (node c) as opposed to the 

nodes in region-1. From simple calculations we see that an N node network has {y/Nmin — 1)^ 

sensor nodes in region-1 and 2{y/Nmin-1) nodes in region-2. Hence, the network RBD consists 

of (VAmin-l)^ block-l's in series with 2(\/]Vj~- 1) block-2's . Note that as every node in a 

square-grid, node a has four neighbors, but its relationship with only two neighbors is modeled 

in its RBD block. This is because the relationship with the other two neighbors will be modeled 

when their RBD blocks are constructed. If this is not followed then the relationship between 

every node-neighbor pair will be modeled twice. 

If Sa{t), Sb{t) and Sc{t) are the survival functions of nodes a, b and c respectively, then the 

survival function of block-1, Suocki is ^'■ 

Sblockl = 1 - (1 - Sa)(l - SbSc) (13) 

Since all nodes are identical, they have identical survivor functions s. Hence (13) is simplified 

to: 

'For notational convenience we use Si to represent the survivor function of any node i, instead of Si{t) without any loss in 

generality. 
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Sblockl     =     1 - (1 - S)(l - S^) 

- s + s'^-s^ (14) 

A similar analysis is carried out for nodes belonging to region-2. If Sx and Sy are the survivor 

functions of nodes x and y respectively, then the survivor fiinction of block;-2, Sbiock2 is: 

Sblock2 = 1 - (1 - Sx){l - Sy) (15) 

Since all nodes are identical, they have identical survivor fiinctions s. Hence (15) is simplified 

to: 

Sblock2     =     1 - (1 - S)(l - S) 

- 2s-s2 (16) 

Since the network RBD consists of {y/Nmin - 1)^ block-l's and 2{y/Nmin - 1) block-2's in 

series, the network survivor function for the square grid placement scheme is: 

Snetn,ork = {sUock-lY^^^--'^\suock-2)'^^^^-'^ (17) 

The required cdf and pdf of the network lifetime can be obtained from this survival fiinction 

using (10) and (8). 

2) Hex-Grid: The analysis for the hex-grid is carried out on the same lines as that of the 

square-grid. Fig 2 (b) shows that as in the case of a square grid, two neighboring node failures 

cause network failure. The RBD block of a single node is shown in Fig. 5. 

Since the relation between a node and all of its neighbors is modeled by its corresponding 

RBD block, the RBD block's for the neighbors is not constructed as this causes the relationship 

between the nodes to be considered twice. Hence the network RBD consists on only Nmin/'2' 

RBD blocks in series. If nodes a,b,c and d have identical survival fiinctions, as in the square-grid, 

then the survival fiinction of the block shown in the figure is given by: 

Sblock = I - {I - s){l - s^) (18) 
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Fig. 5.    RBD block for a single node in the Hex-grid: The network RBD consists of Ar/2 such blocks in i 

Since Nmin/'2, such blocks connected in series represent the network, the network survival 

function is given by: 

^network — \^block} (19) 

Once again after survival fiinction of the network is obtained, the cdf and pdf are obtained 

from it using (10) and (8). 

C. Lifetime of High Density Networks 

The network lifetime for dense placement of sensor nodes is given by equation (1) and was 

defined in Section II-D.2 as the time to failure of any two neighboring nodes after {N - Nmin) 

nodes have failed, where A^ is the number of nodes deployed and Nmin is the number of sensor 

in a minimum density deployment. We now concentrate on finding the time taken for N - Nmin 

node failure, ^jense- This situation can be modeled as a k-out-of-n:F system. The k out of n 

system is a special case of parallel redundancy. An n component system that fails if and only 

if at least k of the n components fail is called a k-out-of-n:F system. 

Recall that in Section IV-A.3 the survivor fiinction S{t) of an item was interpreted as the 

expected fraction of the population that fiinctions at time t. Since tdense is the time taken for 

N-Nmin node failures, the fraction of nodes that are fiinctioning at time tdense is Nmin/N. The 

time tdense IS such that: 

'-' y^dense) — 
N„ 
N (20) 
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,where S(t) was defined as the survivor fiinction of any sensor node in Section IV-A.3. Since 

S(t) can be found vi^ith the knowledge of the pdf of the node lifetime, tdense can be evaluated 

fi-om equation (20) and the minimum lifetime of a high density network can be evaluated using 

(1) 

V.   SIMULATION 

We ran extensive simulations to: 

• evaluate the pdfoi lifetime of a single node; 

• validate the theoretical analysis for the pdf of lifetime of a single node; 

• evaluate the pdf of network lifetime for a square-grid; 

. validate the theoretical analysis for the pdf of the network lifetime for a square-grid; 

• evaluate the pdf of network lifetime for a hex-grid; and to 

• validate the theoretical analysis for the pdf of the network lifetime for a hex-grid; 

A. Node Lifetime Distribution 

The first set of simulations was aimed at estimating the pdf of the lifetime of a node, 

theoretically as described in Section III and through simulations. The node, at any time can be 

one of its two modes of operation, active or idle. The probabilities with which a node remains 

in each of these modes were defined by the network protocol used. Simulation results, which 

are reported in Figure 6, show that the theoretical pdf matches very closely with the actual pdf 

B. Network Lifetime Distributions 

The second set of simulations were aimed at estimating the/?<:^ of the lifetime of the network, 

when it uses the square-grid placement and the hex-grid placement, using the theoretical analysis 

described in Sections IV-B.l and IV-B.2 respectively. In both cases 36 nodes were deployed and 

the distance between neighboring nodes was assumed to be the same. Equations (17) for the 

square-grid and (19) for the hex-grid were used with A'' = 36. Figs 7(a) and (b) show the 

theoretical and actual pdf obtained for the square-grid. Figs 8(a) and (b) show the theoretical 

and actual pdf of a 36 node hex-grid. Figs 7 and 8 indicate that the theoretical results agree 

closely with the actual results'*. 
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Fig. 6.    Probability Density Function of the lifetime of a node, (a) Theoretical pdf, (b) Actual pdf. 

Also, for networks which fail when the first node dies [2], the network lifetime analysis will 

be very similar to the work in this paper. The network can then be modeled as a simple series 

connected block diagram, and the survival function of the network will simply be the product 

of the survival function of the N nodes that constitute the network. 

""Note that edge effects are neglected in the theoretical analysis described in Section IV. 
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VI. CONCLUSION 

One of the key challenges in networks of energy constrained wireless nodes is maximization of 

the network lifetime. If the application allows placement of sensor nodes, our goal of maximizing 

the lifetime can be aided by choosing a suitable placement pattern. In this paper we evaluated 

the lifetime of a network employing two simple placement patterns. In evaluating the lifetime 

we came up not with any particular value, but a probability density function pdf for minimum 

network lifetime. We followed a bottom-up approach, by first evaluating the node lifetime/?c^ and 
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(b) Actual pdf. 

then going on to finding the network lifetime pdf. Theoretical results as well as our methodology 

will enable analysis of other sensor placement schemes, study of lifetime-cost tradeoffs, and 

performance analysis of energy efficiency related algorithms. 
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Abstract—In the paper, we consider a network of energy- 
constrained sensors deployed over a region. Eacli sensor node 
in such a networlt is systematically gathering and transmission 
sensed data to a base station (via clusterhead) for further 
processing. A key challenge in data gathering is to maximize 
the system lifetime, given the energy constraints. We focus on 
reducing the power consumption of wireless sensor networks. 
The dominate component in energy consumption is almost always 
due to communication. Therefore, we heavily modify an exist- 
ing communication protocol, Low-Energy Adaptive Clustering 
Hierarchy (LEACH). We extend LEACH's stochastic cluster- 
head selection algorithm by a deterministic component to reduce 
energy consumption. Simulation results show that our modified 
scheme can extend the network life around 50% for First Node 
Dies (END) and 62% for Last Nodes Dies (LND). 
Index Terms-Wireless sensor networks, energy efficiency, cluster- 
head selection, LEACH 

I. INTRODUCTION 

Wireless sensor network consists of hundreds to several 
thousands of small sensor nodes scattered throughout an area 
of interest. Sensor nodes may spontaneously create impromptu 
network, assemble the network themselves, dynamically adapt 
to device failure and degradation, manage movement of sensor 
nodes, and react to changes in task and network requirements. 
Each individual sensor contains both processing and communi- 
cation elements and is designed to monitor the environment for 
events specified by the deployer of the network. Information 
about the environment is gathered by the sensors and is 
delivered to a central base station where the user can extract 
the desired data. Therefore, wireless sensor networks must be 
rapidly deployable, possibly multi-hop, self-organizing, and 
capable of multimedia service support. With these advantages 
in mind, these types of networks are useful in any situation 
where temporary network connectivity is needed, such as 
disaster relief, search and rescue, collaborative computing, 
multimedia classroom, law enforcement, distance learning and 
other special-purpose applications. 

While their potential benefits are clear, a number of open 
problems must be solved in order for wireless sensor networks 
to become viable in practice. These problems include issues 
related to deployment, network lifetime, communication band- 
width, scalability, and power management. Of these, energy 
efficiency for extending network lifetime is one of the most im- 
portant topics. Sensor nodes are likely to be battery powered. 

and it is often very difficult to change or recharge batteries 
for these nodes. Prolonging network lifetime for these nodes 
is a critical issue. Therefore, all aspects of the node, from 
hardware to the protocols, must be designed to be extremely 
energy efficient. 

Wireless sensor networking is a broad research area, and 
many researchers have done research work in the new area 
of low power to extend network lifetime. Generally, wireless 
sensor networks are organized in an ad hoc fashion. For energy 
efficient ad hoc networks, Rodoplu and Meng [6] developed a 
general mathematical theory for designing a minimum power 
topology within one cluster for a stationary network. Their 
approach only considers the immediate locality of a node, 
and assumes that clusters have been organized and the mobile 
devices have similar antenna heights. Block and Baum [2] 
proposed an energy-efficient routing protocol for wireless 
sensor networks with battery level uncertainty. A new topology 
management scheme, called STEM (Sparse Topology and 
Energy Management) was proposed in [8] for sensor networks, 
which can wake up nodes from a deep sleep state without the 
need for an ultra low-power radio. 

In this paper, we develop an energy efficient protocol for 
wireless sensor networks by heavily modifying the existing 
low-energy adaptive clustering hierarchy (LEACH) [3], an 
application-specific protocol architecture. LEACH combines 
the ideas of energy-efficient cluster-based routing and me- 
dia access together with application-specific data aggregation 
to achieve good performance in terms of system lifetime, 
latency, and application-perceived quality. LEACH includes 
a new, distributed cluster formation technique that enables 
self-organization of large numbers of nodes, algorithms for 
adapting clusters and rotating cluster head positions to evenly 
distribute the energy load among all the nodes, and techniques 
to enable distributed signal processing to save communication 
resources. However, in LEACH, selection of cluster-heads is 
completely is stochastic! Each node has the same probability 
to become cluster-head in each round even though the battery 
capacities in some nodes are very low. Therefore, we devel- 
oped a protocol based on LEACH to extend network lifetime 
and reduce the power consumption by modifying cluster-head 
selection algorithm. 

The remainder of this paper is organized as follows. In sec- 



tion II, we briefly overview the operation of LEACH protocol. 
In section III, we discuss the problem of selecting cluster heads 
in LEACH and our newly proposed protocol is presented. 
Section IV demonstrates the advantage of our protocol through 
analysis and simulation results and conclusions are drawn in 
Section V. 

II. OVERVIEW OF LEACH (LOW-ENERGY ADAPTIVE 

CLUSTERING HIERARCHY) 

The purpose of LEACH is to randomly select sensor nodes 
as cluster-heads, so the high-energy dissipation in communi- 
cating with the base station is spread to all the sensor nodes in 
the sensor network. The operation of LEACH is broken up into 
rounds, where each round begins with a set-up phase, when 
the clusters are organized, followed by a steady-state phase, 
where several frames of data are transferred from the nodes to 
their cluster-head in each cluster and on to the base station, as 
shown in Figure 1. The nodes must all be time-synchronizes 
in order to start the set-up phase at the same time. In order to 
minimize overhead, the steady-state phase is long compared 
to the set-up phase. 

Set-up     Steadv-state Frame Round 

Time 
"ART START START 

Fig. 1.    Time-line showing LEACH operation 

A. Set-up Phase 

In the set-up phase, when clusters are being created, each 
node decides whether or not to become a cluster-head for 
the current round. This decision is based on the suggested 
percentage of cluster heads for the network and the number 
of times the node has been a cluster-head so far. Once each 
node that has elected itself a cluster-head for the current round 
broadcasts an advertisement message to the rest of the nodes. 
Then, each non-cluster-head node decides the cluster to which 
it will belong for this round. This decision is based on the 
received signal strength of the advertisement from each cluster 
head. After each node has decided to which cluster it belongs, 
it must inform the cluster-head node that it will be a member 
of the cluster. 

The cluster-head node receives all the messages for nodes 
that would like to be included in the cluster Based on the 
number of nodes in the cluster, the cluster-head node sets up a 
TDMA schedule telling each node about the time slot it should 
transmit in. This schedule is broadcast back to the nodes in the 
cluster. This ensures that there are no collisions among data 
messages and also allows the radio components of each non- 
cluster-head node to be turned off at all time, except during 
their transmit time, thus minimizing the energy dissipated by 
the individual sensors. After all nodes in the cluster know the 
TDMA schedule, the set-up phase is complete and the steady- 
state operation (data transmission) can begin. 

B. Steady-State Phase 

In the steady-state phase the nodes transmit to the cluster 
head when their slot in the TDMA schedule arrives. The nodes 
can turn themselves off and sleep while waiting for their slot. 
This is one of the major energy-saving features of LEACH. 
Once the clusters are created and the TDMA schedule is fixed, 
data transmission can begin. Assuming nodes always have data 
to send, the steady-state operation is broken into frames, where 
nodes send their data to the cluster head at most one per frame 
during their allocated transmission slot. The duration of each 
slot in which a node transmits data is constant, so the time to 
send a frame depends on the number of nodes in the cluster 

After a certain time frame the cluster set-up is repeated with 
new nodes becoming cluster-heads in a random manner. This 
randomization helps in keeping the energy dissipation in the 
system low and also uniformly degrades the energy for all 
nodes. 

III. LEACH WITH MODIFIED CLUSTER-HEAD SELECTION 

A. Problem Formulation 

Since data transfers to the base station dissipate too much 
energy, LEACH tries to evenly distribute the energy load 
among all nodes in the network by the cluster-head selection 
algorithm as described in the previous section. This rotation 
of cluster-heads leads to a balanced power consumption of 
all nodes and hence to a longer lifetime of the wireless 
microsensor network. 

However, looking at a single round of LEACH, it is 
obvious that a stochastic cluster-head selection will not 
automatically lead to minimum energy consumption during 
data transfer for a given set of nodes. A cluster-head can 
be located near the edges of the network or adjacent nodes 
can become cluster heads. In these cases some nodes have 
to bridge long distances to reach a cluster-head as shown in 
Figure 2. This leads to high-energy consumption since nodes 
have to transmit over long distance. 

Fig. 2.   Tiie bad-case-scenario of LEACH. The cluser-head nodes are marked 
with solid dot 

B. Solution: Uniformly Distributing Cluster-Heads 

While there are advantages for using LEACH's distributed 
cluster formation algorithm, this protocol offers no guaran- 
tee about the placement of cluster-head nodes. Therefore, 
we would like the cluster-head nodes to be spread thought 
the network, as this will minimize the distance that the 
non-cluster-head nodes need to send their data. This paper 



proposes a modification of LEACH's cluster head selection 
algorithm,which can produce better clusters to reduce energy 
consumption. We choose the nodes that are closest to several 
specific positions as cluster-heads at the beginning of each 
round. These positions are uniformly distributed in the network 
avoiding all cluster-heads can be located near the edges of the 
network or adjacent nodes can become cluster heads. 

cluster head with probability 

Ei{t) 

Etotal (t) 

where Ei (t) is the current energy of node i and 

N 

Etotal{t)=yEiit) 

(1) 

(2) 

Fig. 3.   The relationship between the po.ssibility to be elected and the distance 
AW 

Fig. 4.      The relationship between the possibility to be elected and the 
remaining energy Ei{t) 

Once the clusters are formed, each non-cluster node transmit 
sensor data to its cluster-head in a schedule time slot and the 
cluster-heads transmit the aggregated data to the base station 
as described in LEACH. After transmission in each frame, the 
node with highest energy capacity in each cluster to be the 
cluster-head of next frame. This can be achieved by setting 
the probability of becoming a cluster head as a function of a 
node's energy level relative to the aggregate energy remaining 
in the network, rather than purely as a function of the number 
of times the node has been cluster head. Thus, if there are 
nodes in the network, each node should choose to become a 

Using these probabilities, the nodes with higher energy level 
are more likely to become cluster heads than nodes with less 
energy level. 

C. A further modification of LEACH 

In LEACH, when the sensor nodes have varied energy ca- 
pacities in practice, central control was applied (e.g., assuming 
the total amount of energy of the sensor network was known). 
Besides the existing energy level of each node, we believe 
the physical location of each node should also be taken into 
consideration. In this paper, we use a sigmoid function to 
denote the possibility to be elected as a cluster head (versus 
distance), 

where Di{t) denotes the distance between node i to a location 
of ideal cluster-head; ai that determines the shape of the 
function is set as -0.05; and ci that determines the position 
of the function is set as 125. Figure 3 shows this function 
versus Di{t). We use another sigmoid function to denote the 
possibility to be elected as a cluster head (versus remaining 
energy level), 

/(^^W) = 1 + e-M^.W-c.) (4) 

where a2 is set as 2 and c^ is set as 2.5. Figure 4 shows this 
function versus Ei{t). We define the possibility of each node 
to be selected as a cluster-head as 

A 
Pi{t)=f{Ei{t))*g{Di{t)) 

IV. ANALYSIS AND SIMULATION RESULTS 

(5) 

A. Experiment Setup 

To evaluate the performances of modified LEACH discussed 
in the previous chapter, we presented these simulations by 
MATLAB. For a sensor network we make the following 
assumpfions: 

• The base station (BS) is located far from the sensors and 
immobile 

• All nodes in the network are homogenous and energy- 
constrained. 

• All nodes are able to reach BS. 
• All nodes always have data to send. 
• Symmetric propagation channel 
• Cluster-heads perform data compression. 
Our simulations consist of 100 nodes distributed randomly 

across a plain area of 1000x1000 meters as shown in Figure 



5. The base station is located at position (500, 1750). Each 
node is equipped with 2 J of energy at the beginning of 
the simulation and an unlimited amount of data to send to 
the base station. Each non-cluster head node only needs to 
transmit a 200-bit message to its cluster-head once during 
a frame. Cluster-heads collect n 200-bit messages from 
n adjacent nodes and compress the data to c x n 200-bit 
messages that are transmitted to the base station, with 1 > c 
as the compression coefficient. For the experiments described 
in this paper, the compression coefficient is set as c = 0.7 
and communication energy the energy for data aggregation is 
set as =5nJ/bit/signal. 

Number at nodes alive over time 

Fig. 5.    Random 100-node topology for a lOOOmx 1000m network. BS is 
located at (500,1750), which is atleast 750m from the nearest node. 

When there is only one cluster, the non-cluster-head nodes 
often have to transmit data very far to reach the cluster head 
node, draining their energy, and when there are more than 
five clusters, there is not as much local data aggregation being 
performed. For the experiments described in this paper, we set 
to five. 

B. Nodes Begin with Equal Energy 

For the first set of experiments, each node begins with 2 J 
of energy and an unlimited amount of data to send to the base 
station. Since each node begins with limited equal energy in 
these simulations, each node uses the probabilities in Eq. (1) 
to determine its cluster-head status at the beginning of each 
frame. We tracked the rate at which the data are transfer to 
the base station and the amount of energy required to get the 
data to the base station. Once a node runs out of energy, it is 
considered dead and can no longer transmit or receive data. 

Figure 6 shows the total number of nodes that remain alive 
over the simulation time. The cluster-heads are uniformly 
distributed over the network to avoid them being located 
near the edges of the network or too close together. Besides, 
combine with the remaining energy level available in each 
node, this leads to a balanced energy consumption of all nodes. 
Therefore, all other nodes in the network die rapidly since the 
first node dies. 

C. Nodes Begin with Unequal Energy 

If nodes have unequal initial energies, the nodes with more 
energy should be cluster-heads more often than the nodes with 

Fig. 6.   Number of nodes alive over time, where each node with 2J of energy 

less energy, to ensure that all nodes die at approximately 
the same time. In addition, we can take the factor of the 
distance between the non-cluster-head nodes and their cluster- 
head nodes in a cluster under consideration for reducing 
energy dissipation. Figures 7~8 show the simulation results 
of LEACH and modified LEACH which include the factors of 
the remaining energy level and distance. 

Number of nodes alive over time 
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Fig. 7.    Number of nodes alive over time, where each node with 2J~5J of 
energy 

To see how well the modification of LEACH's cluster-head 
selection can utilize any high-energy nodes in the network, we 
ran simulations with two scenarios. One scenario is the nodes 
in the network begin with 2~5 J of energy as shown in Figure 
7. The other scenario is the nodes in the network begin with 
1~10 J of energy as shown in Figure 8. The modified LEACH 
can take advantage of any high-energy nodes to extend the 
network lifetime. The results show that using the probabilities 
in Eq.(5), the network lifetime of the modified LEACH is 
much longer than LEACH, especially in the second scenario. 

The definition of the lifetime of a sensor network is de- 
termined by the kind of service it provides. In some case, 
it is necessary that all nodes stay alive as long as possible, 
since network quality decreases considerably as soon as one 
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node dies. Scenarios for this case include intrusion and fire 
detection. In these scenarios it is important to know when 
the first node dies. The metric "First Node Dies (FND)" 
denotes an estimated value for this event of a specific network 
configuration. Besides, the overall lifetime of a sensor network 
can be determined by the metric "Last Node Dies (LND)". 
Therefore, we compare the modified LEACH and LEACH by 
using these metrics. FND increases by about 52 % and LND 
increases by about 49 % from Figure 7 where nodes begin 
with 2~5 J of energy. FND increases by about 72 % and 
LND increases by about 51 % from Figure 8 where nodes 
begin with 1~10 J of energy. These two graphs show that 
the network lifetime, which compares with LEACH.increases 
significantly when the bigger difference in energy capabilities 
of nodes in the network. 

V. CONCLUSIONS 

This paper focuses on reducing the power consumption 
of wireless microsensor networks. Consequently, a 
communication protocol named LEACH is modified to 
extend network lifetime. This paper has discussed two 
modifications of LEACH's stochastic cluster-head selection 
algorithm. We compare the modified LEACH and LEACH 
by using the metrics of "First Node Dies (FND)" and "First 
Node Dies (FND)". FND increases by about 52 % and LND 
increases by about 49 % when nodes begin with 2~5 J of 
energy. FND increases by about 72 % and LND increases 
by about 51 % when nodes begin with 1~10 J of energy. 
With these modifications of LEACH, the network lifetime 
can lengthen significantly as shown in Figure 9. Based on 
our MATLAB simulations described in the previous chapter, 
we are confident that the modified LEACH will outperform 
LEACH, in terms of energy dissipation.and system lifetime. 
Furthermore, an important quality of a LEACH network is 
maintained despite of the modifications: For the deterministic 
selection of cluster-heads only local and no global information 
is necessary to reduce the amount of transmitted data. The 
nodes themselves determine whether they become cluster- 

Fig. 9.    The simulation results of the network lifetime 
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Abstract—Current works on MAC protocols in Wireless 
Sensor Networl(s(WSN) mainly concentrate on optimizing tlie 
efficiency and fairness of common cliannel access. In tiiis paper, 
we propose a secure MAC protocol improve tlie security of WSN, 
wliicli is based on tlie RTS(Request to Send)/CTS(Clear to Send) 
meclianism. Our major contributions include: analyzed the secu- 
rity problems of RTS/CTS based MAC protocols; Designed the 
intrusion detection method using soft decision theory; discussed 
intrusion strategies and provided attack and defense simulation 
models. 

I. INTRODUCTION 

A. DoS Attack 

In Denial of Service(DoS)[l] attack, malicious users exploit 
the connectivity of the network to cripple the services provided 
by a victim site, by simply flooding a victim with many 
requests. A DoS attack can be either a single-source attack, 
originated only at one host, or a multi-source attack, in which 
multiple hosts cooperate to flood the victim with a barrage 
of attack packets. The latter is called Distributed Denial of 
Service (DDoS) attack[2]. In this paper, DoS attack is our 
target. Without proper security mechanisms, networks will be 
confined to limited, controlled environments, negating much of 
promise they hold. While DoS has been studied extensively for 
the wire-line networks, it is lack enough of research in WSN. 
Due to deployment in tactical battlefield missions, WSN[3] is 
susceptible to attacks by malicious intruders. Meanwhile, some 
salient features of WSN lay challenges in securing the security 
of message transmitted in the networks, such as wireless links, 
environment with relatively poor physical protection, dynamic 
topology and consisting of hundreds or even thousands of 
nodes. 

DoS attack on WSN might attempt to disrupt/degrade the 
fiinction of the whole network or might harm a specific 
node. DoS attack on WSN could be locating at Routing layer 
and MAC layer. Dos attack in routing layer would result in 
disruption of routing function, while in MAC layer, it could 
potentially disrupt channel access and might cause wast of 

bandwidth and power resources. Our research in this paper 
covers only the attacks in MAC layer 

B. MAC Protocol 

Wireless media is shared. This make nodes in wireless net- 
work can transmit at any point, which could cause contention 
over the common channel. MAC protocol is a set of rules or 
procedures to allow the efficient and fair use of this shared 
media. Referring to whether contention existed or not, there 
are two categories of MAC protocols. One is token-based, like 
FDMA, TDMA, CDMA, DBTMA[4]. Another is contention- 
based, such as MAC A, WMACA, MACA/CD[4]. Because of 
the characteristics of WSN, the MAC protocols, which are 
based on contention and the RTS-CTS mechanism, are now 
widely used. In our algorithm. To make our method meet this 
trend, we choose this type of MAC protocols to discuss the 
security problem and design the countermeasures. 

Some intrusion detection algorithms for wireless networks 
were proposed in[5], [6], [7]. All of them need special nodes 
to execute intrusion detection. Wired Equivalent Privacy(WEP) 
is one of the security protocols provided by IEEE 802.11 [8] 
wireless standard to bring security into wireless networks. 
SPINS[9] is another security protocol for WSN. 

The remainder of the paper is organized as follows: all 
possible security problems on MAC layer are analyzed in 
Section II. Our algorithm design is presented in Section III, 
including the intrusion detection method and countermeasures. 
Simulation results are given in Section IV and Section V 
concludes this paper. 

II. ATTACKSON WSN's MAC PROTOCOLS 

Many MAC protocols in WSN just consider the efficiency 
and fairness of utilizing the common channel. They assume 
that in the whole network each node strictly complies with 
the same rule to access the media and get the right to hold the 
channel. For these reasons, many MAC protocols of WSN are 
very vulnerable. We classify the attacks on MAC protocols 



into three categories: collision attack,exhaustion attack and 
unfairness attack. Definitions are presented as follows: 

A. Collision Attack 

As discussed above, each node could inform its neighbors 
that he has some data to send or receive by exchanging 
RTS/CTS control packets. Neighbor nodes could detect that 
the public channel is busy, and they would back off their 
sending even if they have some data packets to send. Using 
this mechanism, the collision only happens in the exchanging 
period of RTS and CTS packets, which means the data packet 
sending process is a non-collision process. In addition, each 
node will check whether the channel is busy or idle before 
sending RTS and CTS packets. That's why the probability of 
collision is very low. Under the condition, when there is a 
packet transmitting on channel, adversaries can easily conduct 
attacks through sending out some packets to disrupt it(such 
as data packs, control packets sent by normal nodes). We call 
this kind of attack collision attack. 

B. Unfairness Attack 

For most RTS/CTS-based MAC protocols, each node has 
the same priority to get the common channel. The rule is that 
the first tried node gets hold of the channel. Besides, all other 
nodes have to wait for a random length time before trying 
to transmit packets. This rule could ensure that every node 
accesses common channel fairly. Adversaries could utilize 
these characteristics to attack the network. They send out 
packets just waiting for a very short time or without waiting. 
This causes the common channel used more by adversaries 
than by normal nodes. This is what we called unfairness attack. 

C. Exhaustion Attack 

RTS/CTS based MAC protocols are sender invitation MAC 
protocols. That is, when a sender sends out RTS control packet 
to start a transmission, the receiver has to acknowledge the 
invitation with CTS control packet if it is available. Since 
adversaries are also normal nodes, the receiver can't exactly 
distinguish whether the RTS packet was sent by normal 
nodes or by adversaries. Under this condition, adversaries 
can attempt to retransmit RTS control packets to normal 
nodes repeatedly, enforcing receiver to acknowledge them 
incessantly. These kinds of abnormal retransmissions could 
culminate in the exhaustion of battery resources of receivers. 
We name this kind of attack exhaustion attack. 

III. OUR INTRUSION DETECTION AND STRATEGIES 

ALGORITHM 

Traditional security mechanisms, such as authentication 
protocols, digital signature, and encryption, still play important 
roles in achieving confidentiality, integrity, authentication, and 
non-repudiation of communication in wireless networks. How- 
ever, these mechanisms only act as the first line of defense. 
They are not strong enough to make WSN be immune for all 
kinds of attacks. Especially, when some normal nodes were 
captured and reprogrammed by enemies, they would get the 

legal right to access the network[10]. We aim at improving 
the safety of MAC layer through adding our algorithm to 
these RTS/CTS based MAC protocols. There are two function 
modules in our algorithm: intrusion detection and intrusion 
defense. These two modules are executed by each node sep- 
arately and automatically. Cooperations among nodes are not 
required, therefore it is a distributed method. In addition, no 
extra hardware is needed. Considering this, our new algorithm 
is not expensive to apply. 

A. Intrusion detection 

Once the attackers obtain the authorization to access the 
network, they could attack the network using one of the three 
types of above-mentioned attacks. Through simulation, we 
observed that these attacks result in some abnormal changes on 
the performances of the network. For example, packet collision 
ratio becomes very high, successfiil data packet transmission 
ratio decreases steeply, and so on. In our algorithm, unusual 
changes of sensitive data elements are chosen to trigger the 
intrusion detection. We choose following statistics as intrusion 
indicators: 

• Collision Ratio {Re): Re is the collision times detected 
by a node per second. 

« Probability of Data Packet Successful Transmission (Pst)'- 
We define a successful transmission as a correct sending 
and receiving process of data packet. Pst is the ratio of 
the number of successfijl data packets transmitted to the 
total number of data packet transmitted. 

. Data Packet's Waiting-Time {T^): T^ is the time of data 
packet in MAC layer buffer waiting for transmission. 

• RTS Packets Arrival Ratio (RRTS)'- RRTS is the number 
of RTS packets received successfiiUy by a node per 
second. 

We collect the values of all indicators periodically, and es- 
timate the intrusion probabilities for each of them. According 
to these probabilities, we can conclude whether there is an 
intrusion or not. This is a soft decision process. The advantage 
of using soft decision is that we can effectively reduce the 
chance to make fault decision, which is caused by very small 
fluctuation of any indicator's value. Our decision function is 
as following: 

y{x) = 
1 

(1) 1 -f exp[-A X (a; - C)] 

Notes: 

• Parameter "A" determines the slop of curve. The bigger 
the value is , the steeper the slop of the curve is; 

• Parameter "C" determines the center of curve. 

• In our experiments, we adaptively adjust the shape of 
curve through adjusting parameter A and C. The adjust 
method will be described in the following part. 

The intrusion probabilities got: 

• Probability of collision attack (Pc): Pc is the probability 
of collision attack found. It directly relates to Re, 



• Probability of exhaustion attack (Pe): Pe is the probabiUty 
of exhausion attack found. It directly relates to RRTS', 

• Probability of unfairness attack (Pu): Pu is the probability 
of unfairness attack found. It directly relates to T^; 

• Probability of total {Pt): Pt directly relates to Pgt. 

We choose the threshold (Pth) for these four probabilities. 
If the combined probability of Pt and Pc, Pe or P^ is bigger 
than Pth, the intrusion detection module announces that there 
is an attack found. Otherwise, there is no attack found. When 
the decision is an intrusion existing, the defense part will start 
to make countermeasures. The relationships are described in 
Figure 1. 

A{k + 1) = A{k) + ax 
dJ_ 
dA 

(4) 

Fig. 1.    Intrusion Probability Process Flow 

Note: Q, P is the weight. They are decimal numbers between 
0 and 1. 

Power is one of the most important resources for WSN. So 
generally the traffic type of this network is almost like pulse. 
That is to say, the nodes in the whole network stay at sleep 
mode or idle mode in most of the simulation time. For this 
reason, the intrusion indicators we are interested in are time 
variances. In sleep mode or idle mode, the Re, T„, RRTS are 
much lower than those in transmitting/receiving mode. The 
decision fijnction should be adaptive. For if it is fixed, two 
cases might take place: 

• The Probability of successfial detection (Pd) is too high 
and Probability of fault detection (P/d) is too high. 

. Pd is too low and P/d is too low. 

Note: 
A successfiil detection is an intrusion alarm that is done 

during the attacker's intrusion period. Pd is the ratio of suc- 
cessful detection times to total attack times. A fault detection 
is an intrusion alarm that is done during no intrusion period. 
Pfd is the ratio of fault detection times to total times without 
attack. 

We use the steepest descent algorithm[11] to train parameter 
A and C adaptively. 

Cost function: 

•/(a;) = {Vd - vf (2) 

where yd is the desired value of intrusion probability, y is the 
actual value. 

where 

dJ -A{k)e^-p{-A{k)x[x-C{k)]] 
Q^ = ^{yd-y) TT- 7—TTT.—; ^,.^,,.2    (5) 

gj=2[yd-y) 

{l + exp{-A{k)x [x-C{k)]}}^ 

A{k) 
(6) 

C{k + l) = C{k)+ax 
d£ 
dC (3) 

{1 + exp {-A{k) x[x- C(fc)]}}^ 

(A:=l,2, 3...) 
Notes: 

• We calculate the intrusion probability periodically; 

• Q is the training factor. Its value locates between 0 and 
1; 

• In our algorithm, we assume that each node uses some 
method to get the yd through other method. For example, 
getting it from the base station of local cluster. 

B. Defense part 

When intrusions are found, the defense part starts to work, 
using some countermeasure to reduce the effects of attackers 
on the network. From the analysis above, we found that it 
is a waste of energy or unsafe action for the node to try to 
transmit information during intrusion period. The reason is, the 
transmission is almost unsuccessful or spied by attackers when 
enemies attack the network. Besides, there is no cooperation 
among nodes, and no center control stations existed in the 
network. Thus, stopping transmission and receiving at this time 
is a very easy and valuable method to void the intrusion. Our 
countermeasure is to force the node switch to sleep mode for a 
period of time, when it found the intrusion happen. And each 
node schedules its sleep plan individually. 

IV. SIMULATION AND DISCUSSION 

In this section, we quantify and evaluate attacks on the 
MAC layer, and the efficiency of our detection and defense 
algorithm. We use OPNET software as our simulations tool. 
The analysis is complicated by Packet relay, mobility, and 
randomness of the topology. So we configure that the topology 
is fixed during simulations, and the communication range 
of each node in the network is limited, however in the 
small zone, e.g.inside a cluster, each node can communicate 
directly with any other node belonging to the same zone. We 
separately test the effects of different types of intrusion(i.e. 
collision attack, exhaustion attack or unfairness attack) on the 
performances of network. In each simulation, there is only 
one type of attack introduced, and in each cluster, there is one 
attacker. We assume that the enemies have captured normal 
nodes and transformed them into attackers successfully. In 
our simulations, we make attackers starting the intrusion at 
the random time and the attack lasting for a random length of 
time. We detect following parameters to testify the effects of 
our algorithm: 

• Pst, Pd, Pfd', 

• Average energy consumption (Eav){J/Pk): Eav is the 
energy consumed per successful transmission data packet. 



• Time of first node dead (rs)(Second): When the energy 
of a node used out, we define this node dead. Ts is the 
time of the first node, in the network, consumes its power 
out. 

In our simulation, each node has Umited power. The initial 
energy of each node is 2 J. We use the same energy consump- 
tion model as that in [12]. When node stays at sleep mode, we 
assume that there is no energy consumed. We use equation(7) 
to calculate the energy consumption of receiving a packet, 
and use equation(8) to calculate the energy consumption of 
transmitting a packet. 

ERX = I X Eelec 

ETX = I X EeUc + lxefsXd^ 

(7) 

(8) 

Separately adding collision attack, exhaustion attack and 
unfairness attack into network, we design three groups of sim- 
ulation scenarios. In each group of simulations, we compare 
the performances of traditional network with the network using 
our new security algorithm. 

A. Adding collision attack to each cluster in the whole net- 
work. We get these results, shown in figure 2 and figure 3. 

• - attack/no detection 
"— attack/detection 

■ ■ ■ ■ no attack/no detection 

0 100        200        300        400        500        600 
Simulation Time(seconds) 

Fig. 2.    Probability of Data Packet Successful Transmission 

B. Adding unfairness attack to each cluster in the whole 
network. We get these results, shown in figure 4 and figure 
5. 

C. Adding exhaustion attack to each cluster in the whole 
network. We get these results, shown in figure 6 and figure 
7. 

In Table 1, we provide the time that first node dies under 
three different types of attacks. The time is 200s under no 
attack condition. 

For three different types of attack, the probability of fault 
detection of our algorithm is 0, and the probability of success- 
ful detection is 100%. 
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Fig. 3.    Average Energy Consumption 
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Fig. 4.    Probability of Data Packet Successfiil Transmission 

Observing simulation results, our detection algorithm de- 
tects all collision attack, exhaustion attack and unfairness 
attack successfully when intrusion happen. At the same time, 
we don't make any fault alarm when no intrusion existed. 
Furthermore, our defense algorithm schedule protection plan 
successfully. According to figure 2,4 and 6, probability of 
success transmission increases about 10%. According to figure 
3,5 and 7, the average energy consumption decreases about 5% 
per packet. According to Table 1, the first node dead time is 
extended for around 140 seconds. That means the lifetime of 
whole network becomes longer. 

V. CONCLUSIONS 

In this paper, we studied the security on MAC layer of 
WSN. We applied intrusion detection and defense into original 
RTS/CTS-based MAC protocol. Our algorithm can avoid the 
attack and energy waste to some degree. Furthermore, this 
algorithm doesn't require any additional hardware or cooper- 



6.2.5 • ^<<yr';"'?r:rr:rrrr'1"'TT~T*"~'!^^ 

_jf\ 

■■■■ attack/no detection 
 attack/detection 

i        ; 
1               1                1 

■■■■•■•■■•-■■■■■■•■■1- -t' \  

ji^f^^f^ 
 : : :  

- - no allack/no doteclion 
■■■■ altacWno detacHon 
  attacWdBledion 

Simulation Time[second} Simulation Time(second) 

Fig. 5.    Average Energy Consumption 

300 400 500 600 700 BOO 
Simulation Time(seconds) 

Fig. 6.    Probability of Data Packet Successfiil Transmission 

ation among nodes. Simulation results show that our protocol 
for WSN works very well. 
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Abstract—Current works on Media Access ControI(MAC) 
protocols in Wireless Sensor Networlis(WSN) mainly concentrate 
on optimizing the efficiency and fairness of common channel 
access. In this paper, we propose a secure MAC protocol to 
improve the security of WSN, which is based on the RTS(Request 
to Send)/CTS(Ciear to Send) handshake mechanism. Our ma- 
jor contributions include: analyzed the security problems of 
RTS/CTS based MAC protocols; Designed the intrusion detection 
method using fuzzy logical theory; Discussed intrusion strategies 
and provided attack and defense simulation models. 

I. INTRODUCTION 

A. DoS Attack 

In Denial of Service(DoS)[l] attack, malicious users could 
exploit the connectivity of the network to cripple the services 
provided by a victim site, by simply flooding a victim with 
many requests. A DoS attack can be either a single-source 
attack, originated only at one host, or a multi-source attack, 
in which multiple hosts cooperate to flood the victim with a 
barrage of attack packets. The latter one is called Distributed 
Denial of Service (DDoS) attack[2]. In this article, single- 
source DoS attack is our target. Dos attack is critical in 
most security system. Without proper security mechanisms, 
networks will be confined to limited, controlled environments, 
and negat much of promise they hold. While DoS has been 
studied extensively for the wire-line networks, such as in 
Internet. It is lack enough of research in WSN. Meanwhile, 
some salient features of WSN lay challenges in securing 
the security of messages transmitted over the networks. For 
example, using wireless links makes WSN susceptible to link 
attacks ranging from passive eavesdropping, active imperson- 
ation, message replay, to message distortion. Second, nodes, 
roaming in a hostile environment with relatively poor physical 
protection, have non-negligible probabilities of being com- 
promised. Third, WSN may be dynamic because of frequent 
changes both in its topology and its membership. Finally, WSN 
may consist of hundreds or even thousands of nodes. 

DoS attack on WSN might attempt to disrupt/degrade the 
function of the whole network or might destroy a specific node. 
These attacks can either be internal - attack carried by people 
within the organization - or external - attack carried by people 

outside the organization. DoS attack on WSN could be locating 
at Routing layer and MAC layer. On routing layer, Dos attack 
would results in disruption of routing function. While, on 
MAC layer, it could potentially disrupt channel access and 
might cause wast of bandwidth and power resources. Our 
research in this paper covers only the attacks on MAC layer 

B. MAC Protocol and Secure Protocol 

Wireless media is shared by all nodes in the network. This 
make all the nodes in wireless network can transmit at any 
point, which could cause contention over the common channel. 
MAC protocol is a set of rules or procedures to allow the 
efficient and fair use of this shared media. Referring to whether 
contention existing or not, there are two categories of MAC 
protocols. One is token-based, like FDMA, TDMA, CDMA, 
DBTMA[4]. The other is contention-based, such as MACA, 
WMACA, MACA/CD[4]. Because of the characteristics of 
WSN, the MAC protocols, which are based on contention, 
carrier sense and RTS-CTS mechanism, are now widely used. 
To make our method meet this trend, we choose this type of 
MAC protocols to discuss the security problem and design our 
intrusion detection and strategies. 

In the literature, some intrusion detection algorithms for 
wireless networks were proposed in[5], [6], [7]. They all need 
additional nodes for to execute intrusion detection. Wired 
Equivalent Privacy(WEP) is one of the security protocols 
provided by IEEE 802.11 [8] wireless standard to bring security 
into wireless networks. Its main objective is to protects the data 
that is transmitted over wireless links from malicious eaves- 
droppers. SPINS[9] is another security protocol for WSN. It 
has two secure building blocks: SNEP and yuTESLA. SNEP in- 
cludes: data confidentiality, two-party data authentication, and 
evidence of data freshness. /xTESLA provides authenticated 
broadcast for severely resource-constrained environments. 

The rest of this paper is organized as follows: almost 
possible security problems on MAC layer are analyzed in 
Section II. Our algorithm design is presented in Section III, 
including the intrusion detection method and countermeasures. 
Simulation results are given in Section IV and Section V 
concludes this paper. 



II. ATTACKS ON WSN's MAC LAYER 

Many MAC protocols, currently proposed, for WSN mainly 
concentrated on how to utilize the common channel efficiently 
and fairly when they are designed. They also assume that in 
the whole network each node strictly complies with the same 
rule, MAC protocol, to access the media and get the right 
to hold the channel for a period of time. For these reasons, 
MAC lay of WSN is very vulnerable for attackers. We classify 
the Dos attacks on MAC layer into three categories: collision 
attack, exhaustion attack and unfairness attack. The security 
risks and related attack are presented in the following parts. 

A. Collision Attack 

As mentioned above, before data packets transmission, there 
is a RTS-CTS packets exchanging process. Sender and receiver 
utilize RTS and CTS packet to inform its neighbors that the 
channel has been held by them. On neighbor nodes side, when 
they detect the public channel is busy, they would back off 
their sending even if there are some data packets to send. Using 
this mechanism, the collision only happens in the exchanging 
period of RTS and CTS packets, which means the data packet 
sending process is a non-collision process. That's why data 
packets could be successfully and efficiently transmitted over 
the network. Under the condition, when there is a packet(i.e. 
data packs, control packets sent by normal nodes) transmitting 
on channel, adversaries can easily conduct attacks through 
sending out some packets to disrupt it. We call this kind of 
attack collision attack. 

B. Unfairness Attack 

For most RTS/CTS-based MAC protocols, all other nodes 
have to wait for a random length time before trying to hold 
channel, and the first successfully tried node gets hold of 
the channel. This procedure could ensure every node accesses 
common channel fairly. Based on this characteristics, adver- 
saries could occupy the channel for an unreasonably long time 
when they found the channel is idle. This could cause the 
common channel used more by adversaries than by normal 
nodes. This is what we called unfairness attack. 

C. Exhaustion Attack 

RTS/CTS based MAC protocols are sender invitation MAC 
protocols. That is, when a sender sends out RTS control packet 
to start a transmission, the receiver has to acknowledge the 
invitation with CTS control packet if it receives this invitation 
successfully. Since adversaries are transformed from normal 
nodes, the receiver can't exactly distinguish whether the RTS 
packet was sent by normal nodes or by adversaries. Under 
this condition, adversaries can attempt to retransmit RTS 
control packets to normal nodes repeatedly, enforcing receiver 
to acknowledge them incessantly. These kinds of abnormal 
retransmissions could culminate in the exhaustion of battery 
resources of receivers. We name this kind of attack exhaustion 
attack. 

III. OUR INTRUSION DETECTION AND STRATEGIES 

ALGORITHM 

Traditional security mechanisms, such as authentication 
protocols, digital signature, and encryption, still play important 
roles in achieving confidentiality, integrity, authentication, 
and non-repudiation of communication in wireless networks. 
However, these mechanisms could only act as the first line 
of defense. They are not strong enough to make WSN be 
immune to all kinds of attacks. Especially, when some normal 
nodes were captured and reprogrammed by enemies, they 
could access the network legally[10]. 

In this section, we describe our secure system. Figure 1 
shows the structure of it. Through adding two special modules, 
intrusion detection module and intrusion defense module, 
into these RTS/CTS based MAC protocols, we improves the 
safety of MAC layer. The basic idea behind the algorithm is 
that,intrusion module of each node fi^equently monitors a serial 
of sensitive network performance indicators, then according to 
these statistics' values, the intrusion module make the decision, 
i.e. whether the intrusion exsited or not. If intrusion is found, 
the defense module of each node schedules the countermeasure 
to reduce the destory of the attacker. After a period of 
sleep, the node would wake up and make intrusion detection 
again. Therefore our algorithm is a distributed method, it 
doesn't based on cooperation among nodes. Furthermore, our 
algorithm is not expensive to be utilized by existed MAC 
protocols, because there is no extra hardware needed. 
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Fig. I.    The structure of our security system. 

A. Intrusion Detection Using Fuzzy Logic Systems 

• Overview of Fuzzy Logic Systems 
Figure 2 shows the structure of a fuzzy logic system 
(FLS) [14]. When an input is applied to a FLS, the 
inference engine computes the output set corresponding 
to each rule. The defuzzifer then computes a crisp output 
from these rule output sets. Consider a p-input 1-output 
FLS, using singleton fuzzification, center-of-sets defiizzi- 
fication [15] and "IF-THEN" rules of the form [13] 

B} : IF xi is Fj and X2 is Fj and • • • and Xp is Fp, 
THEN 2/ is G'. 

Assuming singleton fuzzification, when an input x' = 
{x'l,... ,Xp} is applied, the degree of firing correspond- 
ing to the Ith rule is computed as 

/ipi (x'l) */iF^(a;'2) * ■ • --kfip^ix'p) = TP^^ii^iix'i)    (1) 



where * and T both indicate the chosen i-norm. There 
are many kinds of deflizzifiers. In this paper, we focus, 
for illustrative purposes, on the height defiizzifier [15]. It 
computes a crisp output for the FLS by first computing 
the height, y\ of every consequent set G', and, then com- 
puting a weighted average of these heights. The weight 
corresponding to the Ith rule consequent height is the 
degree of firing associated with the Ith rule, T^i^p' i^d' 
so that 

where M is the number of rules in the FLS. In this article, 
we design a FLS for intrusion detection. 
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Fig. 2.    The structure of a fiizzy logic system. 

Intrusion Detection 
Once the attackers obtain the authorization to access the 
network, they could attack the network using one of 
the three types of above-mentioned attacks. We observed 
that different attacks would result in different abnormal 
changes on the performances of the network. When the 
collision attacker intrudes the network, the collision on 
the channel and the average waiting time increase steeply. 
For unfairness attack, the average waiting time becomes 
much longer than normal value. For the exhaustion at- 
tacks, the amount of RTS packets received by a node 
per second and the average waiting time beyond the 
normal range. In our algorithm, these unusual changes 
of sensitive data elements are chosen to trigger the 
intrusion detection. The intrusion is detected based on 
three descriptions: RTS arrival ratio, collision ratio, and 
average waiting time for data packet. 

- Collision Ratio {Re). Re is the collision number 
detected by a node per second. 

- Average Waiting-Time (Tu,): T^, is the time of data 
packet in MAC layer buffer waiting for transmission. 

- RTS Arrival Ratio {RRTSY RRTS is the number 
of RTS packets received successfully by a node per 
second. 

The linguistic variables used to represent the RTS arrival 
ratio and Collision ratio were divided into two levels: 
Low and High; and those to represent its average waiting 
time were divided into two levels: Short and Long. The 
cosequent - the possibility that this node finds intrusion 
attack - was divided intro 5 levels. Very low. Low, 

Moderate, High and Very high. We use trapezoidal 
membership flinctions(MFs) to represent Low, High, 
Short, Long, Very low, and Very high; and triangle 
MFs to represent Moderate, Low, and High. We show 
these MFs in Fig.3 and Fig. 4. 

Fig. 3.    Antecedent Membership Function 

Fig. 4.    Consequent Membership Function 

Based on the facts that when any types of attacker(i.e. 
collision attack, exhaustion attack, unfairness attack) 
intrudes the network, the collision ratio, RTS arrival 
ratio and average waiting time would become extremly 
high/long. Stronger the intrusion is, the bigger the value 
of the collision ratio becomes, RTS packets arrival ratio 
and average waiting time are. We design a fuzzy logic 
system using rules such as: 
/?':IF collision ratio{xi) of a node detected is F/, 
average waiting time{x2) of a node collected is Ff, 
and RTS arrival ratio{xz) of a node received is Ff, 
THEN the possibility that a intrusion found by this 
node{y) is GK 

Where I = 1,2,... ,8. We summarize all the rales in Table 
1. 
For every input(a;i,a;2,a;3), the output is computed using 

y{xi,X2,X3) ■• 
Ef=l fJ-f' {Xi)flj:l {x2)^lfl (2:3) 

(3) 

By repeating these calculations for all Xi, we obtain a 
hypersurface y(a;i,a;2,a;3). The height of the five fuzzy 
sets depicted in Fig 3 are y^=0.l, y^=0.3, y^=0.5, y*=0.1. 
f=Q.9. 



TABLE I 

THE RULES FOR INTRUSION DETECTION. ANTECEDENT 1 is COLLISION 

RATE, ANTECEDENT 2 is AVERAGE WAITING TIME, ANTECEDENT 3 is 
RTS ARRIVAL RATE, AND CONSEQUENT IS THE POSSIBILITY THAT 

INTRUSION ATTACK FOUND. 

Rule Antecedentl Antecedent2 Antecedents Consequence 
1 Low Low Low VeryLow 
2 Low Low High Moderate 
3 Low High Low Moderate 
4 Low High High High 
5 High Low Low Moderate 
6 High Low High Low 
7 High High Low High 
8 High High High VeryHigh 

B. Defense 

When intrusions are found, the defense module starts to 
work, using some countermeasure to reduce the effects 
of attackers on the network. From the analysis above, we 
found that it is a waste of energy or unsafe action for 
the node to try to transmitting or receiving information 
during intrusion period. The reason is, the transmiting or 
receiveing is almost unsuccessful or spied by attackers 
when enemies attack the network. Besides, there is no 
center control stations in the network, and we don't hope 
to utilize the cooperation among nodes. Thus, stopping 
transmitting and receiving at this time is a feasible 
method to avoid the intrusion. Our countermeasure is 
to force the node switch to sleep mode for a period of 
time, when it finds the intrusion happen. And each node 
schedules its sleep plan individually. 

IV. SIMULATION AND DISCUSSION 

In this section, we quantify and evaluate attacks on the 
MAC layer, and the efficiency of our detection and defense 
algorithm. We use OPNET software as our simulations tool. 
The analysis is complicated by packet relay, mobility, and 
randomness of the topology. So we assume that the topology is 
fixed during simulations, and the communication range of each 
node in the network is limited. However in the small zone, e.g. 
inside a cluster, each node can communicate directly with any 
other node belonging to the same zone. We separately test 
the effects of different types of intrusion(i.e. collision attack, 
exhaustion attack or unfairness attack) on the performances 
of network. In each simulation, there is only one type of 
attack introduced, and in each cluster, there is only one 
attacker. We assume that the enemies have captured normal 
nodes and transformed them into attackers successfully. In 
our simulations, we make attackers start the intrusion at the 
random time and the attacks last for a random length of time. 
We detect following parameters to testify the effects of our 
algorithm: 

• The Probability of successful detection (Fd): 
A successful detection is an intrusion alarm that is done 
during the attacker's intrusion period. Pd, is the ratio of 
successful attack detectionsto total attacks. 

Probability of fault detection (P/d): 
A fault detection is an intrusion alarm that is done 
during no intrusion period. Pjd is the ratio of fault attack 
detections to total moments without attack. 

Rate of data packet successful transmission(i?st): 
We define a success transmission as a correctly sending 
and receiving process of data pacet. Rst is the ratio of 
the number of successful data packet transmitted to the 
total number of data packet transmitted. 

Average energy consumption (Eav){J/Pk): 
Eav is the energy consumed per successfiil transmission 
data packet. 

Time of first node dead (Ts)(Second): 
When the energy of a node used out, we define this node 
dead. Ts is the time of the first node, in the network, 
consumes its power out. 

In our simulation, each node has limited power. The initial 
energy of each node is 2 J. We use the same energy consump- 
tion model as that in [12]. When node stays at sleep mode, we 
assume that there is no energy consumed. We use equation(4) 
to calculate the energy consumption of receiving a packet, 
and use equation(5) to calculate the energy consumption of 
transmitting a packet. 

ERX = I X Eelec 

ETX = I X Eelec + I X Cfs X d^ 

(4) 

(5) 

Separately adding collision attack, exhaustion attack and 
unfairness attack into network, we design three groups of sim- 
ulation scenarios. In each group of simulations, we compare 
the performances of traditional network with the network using 
our secure MAC algorithm. 

A. Adding collision attack to each cluster in the whole net- 
work. We get these results, shown in figure 5 and figure 6. 

E0.6 
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• attack/no dotocHon 
■ attack/detoctjon 

Simulation Tlmolsecond) 

Fig. 5.    Rate of Data Packet Successful Transmission 
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B. Adding unfairness attack to each cluster in the whole 
network. We get these results, shown in figure 7 and figure 

• - no attacWno detection 
'■■ attadc/no detection 
— attac*/detGC1ion 

Simulation Tlmo(second) 

Fig. 7.    Rate of Data Packet Successful Transmission 

C. Adding exhaustion attack to each cluster in the whole 
network. We get these results, shown in figure 9 and figure 
10. 

In Table 2, we provide the time that first node dies under 
three different types of attacks. The time is 200s under no 
attack condition. 

TABLE II 

TIME OF FIRSTNODE DEAD 

CollisionAttack UnfaimessAttack ExhaustionAttack    1 
NoDetect Detect NoDetect Detect NoDetect Detect 

Ts 126s 271s 107s 229s 126 275s 

E0.6 

i 
§0.4 ■ 

- - no attack/ no delGcHon 

— attack/detoction 

Simulation Time(second) 

For three different types of attack, the probability of fault 

Fig. 9.    Rate of Data Packet Successful Transmission 

detection of our algorithm is 0, and the probability of success- 
ful detection is 100%. 

Observing simulation results, our detection algorithm de- 
tects all collision attack, exhaustion attack and unfairness 
attack successfully when intrusion happen. At the same time, 
we don't make any fault alarm when no intrusion existed. 
Furthermore, our defense algorithm schedule protection plan 
successfully. According to figure 5,7 and 9, rate of success 
transmission increases about 10%. According to figure 6,8 and 
10, the average energy consumption decreases about 5% per 
packet. According to Table 2, the first die time is prolonged 
around 100%. 

V. CONCLUSIONS 

In this paper, we studied the security on MAC layer of 
WSN, and applied intrusion detection and defense into original 
RTS/CTS-based MAC protocol. Our algorithm can decrease 
the attack and energy waste to some degree. Furthermore, 
this algorithm doesn't require any additional hardware or 
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Fig. 10.    Average Energy Consumption 

cooperation among nodes. Simulation results show that our 
protocol for WSN works very well. 
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