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ABSTRACT

CyberCIEGE provides an addition to traditional Information Assurance (IA)
education in the form of an interactive, entertaining, commercial-grade PC-based
computer game. Educational objectives are contained in scenarios that serve to teach
particular TA concepts. The details of a scenario are contained in a Scenario Definition
File (SDF), which is written in the CyberCIEGE Scenario Definition Language. This
language is rich enough to express a range of information security policies and
operational data access requirements, resulting in a nearly limitless pool of possible
scenarios.

This thesis developed a playable scenario illustrating confidentiality protection
concepts in an open storage environment modeled after an Air Operations Center.
Educational goals include physical protection of high value assets and use of strong
authentication policies to protect moderate value assets. The major work of this thesis
was designing an SDF to reflect a military information security policy and work flow
environment contained in the educational goals. The confirmation of the proper
operation of selected aspects of the CyberCIEGE game engine, and the assurance that the
SDF confronts the player with the security trade-offs occurred through the application of
a testing methodology. The creation of detailed solutions and incorrect gameplay

examples constituted this testing process.
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I. INTRODUCTION

A. THESIS STATEMENT

Currently, computer security education is gaining attention. In addition to
traditional education methods, new educational approaches are now of interest. The
CyberCIEGE simulation game is one of these alternatives being explored at the Naval
Postgraduate School. The purpose of this thesis is to examine the following questions in
terms of the CyberCIEGE game:

J Is it possible to develop a scenario about multiple confidentiality levels
that is both a playable game and an educational tool? Can such a scenario
illustrate the traits and habits of good security conduct?

o Is it possible to write a scenario to test the CyberCIEGE game engine’s
ability to properly simulate and react to the conditions of multiple
confidentiality levels in an open storage area?

Almost no limit exists to the number of security topics that can be explored in the
CyberCIEGE game. The objective of this thesis is to answer as many questions as
possible regarding the simulation’s ability to support the scenario described above.

B. GENERAL BACKGROUND

In the evolution and application of computer technology, the computer has
evolved from a large, bulky tabulating machine inaccessible to the mass public residing
in a government or corporate office back room, into the internet-enabled window to the
world sitting on nearly every desktop. Whether advancing the productivity of the modern
workplace or not, the computer is here to stay. Unfortunately, an understanding of basic
security practices necessary to realize the potential of computers and computer networks
completely has yet to make its way to the average computer user.

1. Potential Causes

The following are some factors that may have contributed to this disparity
between the current dangers in the cyber world and the average computer users’

awareness of those dangers.



a. Mainframes to PCs

The use of shared resource mainframes was an early example of many
users sharing one computing environment. This type of sharing created a focus on the
security mechanisms for information protection within the system [Ware 1967]. A
paradigm shift occurred with the advance of the personal computer. No longer would
users have to utilize the same computer to accomplish their work. Everyone could have a
personal machine and could secure it in their individual physical spaces. Safeguards
within the system were no longer a high priority because the sole user physically secured
the computing space and no one else would gain local access to that machine. However,
the advance of the Internet into nearly every office and home has made that personal
computing space accessible to other users again. Although similar to the Mainframe
situation users are not as aware of the privacy and information protection issues.

b. Education in the Past and Present

Based on information from the Pew Internet Project Survey conducted in
February 2004, broadband Internet connections were available to 55% of all Americans
and over 68 million adults utilized at least one of the various types of broadband
connections available (DSL, cable modem, etc) [Horrigan 2004]. With so many users
joining the cyber community, there has been a renewed effort to educate them about the
dangers of malicious activity on the Internet. Television commercials and magazine
advertisements utilize keywords such as identity theft and virus attack to sell their
products. The average user has heard these words, but still has no real understanding of
the danger or protection against it. This lack of understanding contributes to poor
security habits in user’s personal lives, which then extends into their work environment,
which is then at risk from computer attack.

2. Where to Go From Here?

Now that computers have become such a large part of daily life, where should
education occur? One notion is to conduct extensive training for users on good security
habits in the workplace. If successful, the organization gains a measure of security, and
as a side effect, users take the good habits they have learned and apply them at home,

broadening the effect of security education.



Education and training, however, is expensive. If they do not understand the risks
of computer-based attack, then managers will be unable to justify high costs for computer
security implementation and education. A good security posture is difficult to measure
because it results in non-activity, i.e., there are no security breaches. This is unlike many
of the traditional metrics in business where results are measured by various standards,
i.e., units produced, customers serviced, or profit gained. The very essence of a good
security posture is that nothing happens, which does not provide management with any
metrics to review so that they may gain understanding of the risks. Management must be
educated on the risks before it can understand the value of security. Traditional methods
of security training and education, however, can be confusing under the best
circumstances and outright boring under the worst. These methods, when applied to
security, will not capture the attention of management or the basic computer user. An
alternative to traditional education is simulation, where the public can see the justification
for security mechanisms and policies first hand. As Saunders puts it, “Promoting a better
understanding of the information security environment...can be effectively achieved

through the use of modeling and simulation” [Saunders 2003].

If modeling and simulation can effectively achieve understanding by allowing
people to explore “what if” situations, then allowing them to step into the “drivers’ seat”
and have them virtually experience specific scenarios ,. These experiences then it can
serve to punctuate security lessons. learned by “hammering home” the effects of security
violations in virtual settings. The use of simulation games to illustrate situations is not a
new concept and there have been several ventures into this area for the purposes of
education. In 1997, the Joint Chiefs of Staff wanted to have a laboratory to teach the
principles of “joint doctrine”, i.e., how to coordinate the efforts of several branches of the
military into one coordinated effort. The result was the creation of “Joint Force
Employment” by OC Incorporated, a Virginia-based defense contractor. The purpose of
the game was to illustrate the application of military force from a variety of viewpoints,
without having to organize costly “live” exercises involving the various branches of the
military. In this manner, various military leaders are able to exercise the principles of
“joint doctrine” realistically without having to put real troops into the field [Schuster

2001].



Products released in the area of network attack and computer simulation are
described in detail in [Teo 2003], CyberProtect, Information Security Wargaming System
(ISWS) [Saunders 2003], and Al Wars: The Awakening [Nexus 2003]. These projects
preceded the CyberCIEGE game, but did not contribute to it directly. Conceived by the
Center for Information Systems Security Studies Research (CISR) at the Naval
Postgraduate School, commercial video game developer, Rivermind, Inc., was engaged to
develop a game engine. CISR has been designated by the National Security Agency as
Center of Excellence in Information Assurance and its work has pioneered research in the
area of malicious software and system subversion [CISR 2004]. The marriage of
Rivermind’s game development knowledge and CISR’s experience researching security
principles and policies has led to a portable self-contained laboratory tool that can teach
its students through practical exercises without the danger of “real” losses.

C. SCENARIO FOCUS

This thesis is intended to illustrate specific security principles utilizing the
CyberCIEGE game. The focus of research was on a very narrow set of principles so that
they may be covered in depth in the thesis. This thesis centers on the need for real-time
sharing of assets in a networked environment, multiple secrecy levels coexisting in a
large open-storage area, and the fulfillment of user goals, which may conflict with
security posture and policies. To illustrate these issues in a contemporary setting, this
scenario models a scaled-down version of an Air Operations Center (AOC). The purpose
of an AOC is to organize and deploy air forces for operations in war or conflict [12AF
SOP]. No example of the exact structure of an AOC size or structure exists, as it is a
flexible entity that caters itself to the severity of the conflict it is intended to support.
There are, however, components of this organization that are always present. Thus the
CyberCIEGE scenario addresses a broad AOC-like structure. There are two divisions of
labor, Plans and Operations, which will contain units with specific duties within them,

called cells, described briefly below.



1. Combat Plans Division

This division includes three specialized cells within it:
o Intelligence Planning Cell

o Logistics Planning Cell

o Weather Planning Cell

Combat plans cells create their individual deliverables and forward them to the
Air Tasking Order (ATO) Production Cell.

2. Combat Operations Division

The Combat Operations division in a real AOC has many cells in it to distribute
the work of controlling the air war. In this scenario, however, this section is a stand-
alone division that abstractly performs all the functions expected from an AOC Combat
Ops Division.

D. THE MECHANICS OF CYBERCIEGE

The CyberCIEGE game is comprised of two main parts, a commercial grade
graphics engine designed to give the player a true feeling of interacting with his
enterprise and an Al engine, which is the driving force of the game. However, before the
game even begins, another critical part of the game that sets the stage for the experience
of the player is necessary: the scenario. The scenario is the “what I am doing this for?”
part of the player experience. It is created by a scenario designer to illustrate specific
security situations to the player. The scenario designer crafts the scene by defining and
including or not including the following elements as defined by the Scenario Format

Template (SFT) [Rivermind 2003]:

o Organization

J Sites

o Zones

o Departments

J Networks

o Secrecy Levels
. Integrity Levels

o DAC Groups

° Assets



o Asset Goals

o Users

o Components

o Briefings

o Win and Loss Debriefings
J Conditions

o Triggers

The player, in the role of IT manager for a corporation, then begins with a set of
conditions and makes choices through the interface of the game, adding equipment,
hiring IT staff, and adding both physical and procedural security options to the enterprise.
The intent of the choices that the player makes is to achieve the stated goal of the
scenario which is conveyed to the player through the briefing. At this point, the Al
engine becomes a factor, by constantly evaluating the state of the game and creating
adversity for the player in the form of attackers or incompetent users. The ability of the
player to achieve his goals and the amount of adversity he receives, i.e., how much
money is lost due to successful attacks or security violations, is a direct result of how
well the player builds up his network to defend against the Al engine. Therefore, it
becomes apparent that the initial game settings of are critical to the lessons that the player
is supposed to learn. The Scenario Definition File (SDF) is the blueprint that the scenario

designer constructs to illustrate his intended lesson.

A SDF is written in a definition language unique to this game. Rivermind and
CISR together created the syntax for this language. The complete syntax of an SDF is
defined in the Scenario Format Template (SFT). The content of the SDF is critical to the
learning experience of the player. By including or excluding certain material, it is then
possible to tailor an SDF to focus on specific security concepts.
E. CHAPTER OVERVIEW

This thesis will describe the reasons behind and the details of a game scenario
illustrating a specific set of information security principles. The organization of the

remaining chapters is:



Chapter II — Scenario Description. This chapter will pose the research
questions that the scenario devised for this thesis is attempting to answer.
It will also present a detailed narrative description of the scenario
explaining all the values for the scenario contained in the scenario
definition file.

Chapter III — Testing. This chapter will describe the methodology used
for testing and the results found.

Chapter IV — Future Work and Conclusions. This chapter will suggest
other directions future scenario authors may take with this scenario’s
principles and discuss the answers to the posed research questions.
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II. SCENARIO DESCRIPTION

A. INTENDED USERS

Every computer user in the military is required to complete a form of basic
computer user training, which varies depending on military branch. The Air Force in
particular employs the C4 Systems Security Awareness, Training, and Education (SATE)
Program. The SATE program has the objective “to train individuals to act or react
automatically and responsibly to protect information generated, stored, processed,
transferred, or communicated by C4 systems” [AFI 33-204 1994]. Every player of the
Air Operations Center (AOC) CyberCIEGE scenario is guaranteed to have had SATE
training. By virtue of having had SATE training, they know that it is necessary to protect
information at higher classifications more than information at lower classifications,

although they do not necessarily know how to implement that security.

This CyberCIEGE scenario specifically targets a group of military personnel who
completed basic computer user training and are familiar with computers and network
technology in the workplace, but do not possess precise knowledge of its implementation.
This target audience does not need to know the protocols necessary for successful
network communications or the required firmware versions on network devices. The
game engine removes many of the specific technical details. Specific knowledge of
Mandatory Access Controls (MAC) and Discretionary Access Control (DAC) concepts
are also not required knowledge for these players. The introductory brief for the scenario
and definitions in the CyberCIEGE encyclopedia, along with some experience with other
CyberCIEGE tutorials provides the players all the needed information for a success when

playing this scenario.

The educational benefit of this scenario is greatest for players possessing broad
knowledge of security concepts, but lack depth. Players who have very specific security
implementation insights are more likely to “solve” the problem quickly and not encounter
many of the built in lesson mechanisms. These mechanisms exist to reinforce the impact
of specific choices, which highlight the educational goals of the scenario, i.e., what the

player is supposed to learn from the game experience.
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B. EDUCATIONAL GOALS

The AOC represents a great challenge in the application of computer security. It
is an environment whose requirements include flexible information access and support of
many different cells which need to share information with each other in real-time. While
this is already a complicated requirement, shared information is not all classified at the
same level, and the personnel engaged in the sharing process are not all cleared to the
same level of information. Thus, the complexity of secure information sharing is

increased.

It is necessary to strike a balance between the critical need to provide an
infrastructure that supports the real-time information sharing with the equally critical
requirement to protect classified information from unauthorized access by someone not
cleared for access to that information. Achieving this balance is not easy in any setting,
whether in the real world or one that exists entirely within the CyberCIEGE game engine.

1. Specific Goals

The design of the AOC scenario had four specific educational goals. They are
listed below. These include the four information assurance concepts that players are
expected to learn in the game, and to get “right” in the real world after they have played
the scenario and won.

a. Networks that Exist at Different Levels of Classification Need to
be Kept Separate

Environments exist where networks, which contain information of
different levels of classification must interact with each other. The only secure way to
accomplish this interaction is with high assurance systems that can provide the
appropriate protections for these multilevel connections. In the case of the AOC, the
need for these interactions is minimal. The addition of expensive high assurance
multilevel systems would add relatively little efficiency to the operation of the AOC.
Therefore, it is in the best interests of the AOC environment to have the networks be

exclusive to one level of classification to maximize security and keep costs low.
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b. The Information at the Highest Level of Classification Needs to
be Given the Most Consideration in Terms of Security.

It is necessary to protect information in a manner consistent with its
sensitivity and value to the organization. In a hierarchical confidentiality system, the
confidentiality labels indicate the relation of classification levels of assets to each other.
Organizations with finite resources must allocate those resources to protect assets in
accordance with its value as indicated by the confidentiality label. Resources include the
funds spent on purchasing authentication mechanisms, initiating background checks for
individuals in contact with the asset, or implementing physical security measures.

c User Training, Physical Security, and Network Security Need to
be Applied Together because Application of One is Ineffective
without the Other

It is not possible to achieve effective protection of information on
networked computers without evaluating the threat of attackers from every possible
venue. Mmotivated attackers will attempt to gain access with a variety of approaches,
e.g., Trojan horses, social engineering, and so forth. If the computers that store the
information are locked in a vault, which requires multiple forms of authentication, but
that machine is connected to a network, then the attacker has a way to work around the
hardened physical security measures. In the same sense, if the computer is connected to
an external network that has impenetrable safeguards in place, but physically resides in
an unsecured area, then the information is again at risk. Adequate security cannot focus
on one area for complete security, but rather must balance between user training, physical

security, and network security.

d. Authentication Controls and Password Policies are a Suitable
Defense Mechanism for Some Environments Having Shared
Physical Space

The AOC environment’s main feature is that various levels of
classification and user privilege share the same physical space. The security
effectiveness of commercial authentication mechanisms depends on the physical
circumstances. One possible situation involves shared space and limited physical
controls so that users can see and touch machines for which they are not authorized..
Another situation occurs when the attacker motive is very high, and subversion of the

platform itself is a threat, undermining the commercial authentication mechanisms.
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Without an objective basis for assuming that platforms have not been subverted, shared
space is risky. Here the use of controlled space is advisable. A final situation exists
when the motive is moderate and platform subversion is less likely. In this case,
commercial-quality authentication mechanisms may be sufficient to mitigate the risk.
Thus, strong password policies and authentication safeguards are a reasonable line of
defense for protecting information on components.

2. The Scenario Gaming Approach

The AOC scenario is designed to teach these specific lessons through experience.

The player is expected to repeatedly play the game, until the player wins the scenario.

One of the ways that the scenario promotes these lessons is by not making high
assurance multilevel components available in the component catalog for the user to buy,
which necessitates either a weak multilevel connection with a low assurance component
or an exclusively single level design. The highest classified asset in the scenario causes
the game to end if it is violated, forcing the problem of prioritizing security concerns to
the forefront of the players’ considerations.

C. SCENARIO DEVELOPMENT APPROACH

The aforementioned educational goals led to the incremental development of the
AOC scenario. The security topics determine all the choices in the scenario structure,

which are impressed upon the player as encountered during the game.

Two playable zones comprise the AOC, which allows for the contrast between
differing levels of physical security. The player can see the effects of
compartmentalizing access for users. However, three levels of classification still exist,
and only two zones are available for physical placement of users and components with
assets. This drives the need for three different networks to be available in the General

Access zone. Section E describes this situation in more detail.

Some assets in the AOC will be located on local machines that the user can access
directly from the terminal. There are, however, other assets located at a physical location
to which users do not have access. This aspect of the scenario truly drives the need for

network connections to support achievement of asset goals by users.
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Another important aspect of the scenario is the designer’s choice to colocate users
with varying levels of secrecy clearance. In general, background checks are less thorough
for users with low secrecy clearances. This choice punctuates the importance of strong
authentication mechanisms on components in the General Access zone. This is because
users with lower background checks, are more likely to perform insider attacks on
components having high value assets to which they already have physical access. The
only correct choice for the player is to ensure that only the users authorized to access
components are able to access them. This is accomplished through the selection of strong
authentication controls on the components.

D. SCENARIO BRIEFING

Players of the AOC scenario will read the following briefing as an introduction to
their role in the game and the objectives they must achieve to win. This sample of the
briefing displays diagrams that support the written paragraph, but these diagrams are
restricted to this document, as the game briefing screen cannot display them. They could,
however, be included in a text document copy of the briefing that may be distributed with
the scenario upon its release. In terms of the descriptions of the scenario, users are the
simulated workers in the game and players are the real people who play the game. In
essence, the player serves the needs of the users in the CyberCIEGE world.

1. The Briefing

You are the Computer Networks Infrastructure (CNI) Officer for the
communications element of the Air Operations Center (AOC), which controls all
American military flights outside the United States to the Southern Hemisphere in
support of the war on drugs in South America. The AOC is gearing up for an important
series of events, during which operations will be very closely monitored and it is
extremely important that all missions proceed without delay. The mission is to fight the
aggressive actions of a very powerful drug-lord who has purchased surplus weapons and
combat aircraft from the former Soviet Union military stockpile and is using these
resources against his native government, an ally of the United States. The operations
coordination by the AOC will include reconnaissance, search-and-rescue, direct air

combat, and direct precision bombings of confirmed targets on the ground. To
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accomplish these missions, the AOC is divided into cells, as shown in Figure 1, with each
cell responsible for a specific aspect of operations support. These cells are divided

between two divisions, the Plans Division and the Current Operations Division.

ATO

Plans

Current Operations

Division Division

Plan B

Air Operations Center

Figure 1.  AOC Conceptual Division of Labor

a. Plans Division

The Plans Division of the AOC is broken up into three cells: Intelligence
Plans, Logistics Plans, and Weather Plans. Each cell has an external source of
information that at least one of its members needs to access. In addition to this access,
each cell also produces a document incorporated into the Air Tasking Order (ATO) by
the ATO Production cell.

b. Intelligence Planning Cell

The Intelligence Plans Cell gathers all the inputs from government
agencies (the United States and South American countries), news reports, previous battle
information, military unit information, and human intelligence reports. Then, this cell
processes all those items to produce a list of prioritized targets that will help to cripple the
operations of the drug lord as well as minimize his ability to hurt innocent people in his
country and manufacture and export illegal drugs out of the country. This list, called the
Intel Target List, is submitted to the ATO production cell.

c. Logistics Planning Cell

The Logistics Plans Cell analyzes all the resources currently available to

the military task force controlled by the AOC, such as all flight-worthy aircraft, fuel,
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armaments, ammunition, funds, and available pilots and support personnel.
Consequently, they produce a list of available aircraft for missions during the cycle,
submitted to the ATO production cell, called the Logistics Resources List.

d. Weather Planning Cell

The Weather Planning Cell processes all long-range weather forecasts and
compiles them into a list of areas in which the task force can operate missions during the
ATO cycle. This list, called the Area Available List, is submitted to the ATO production
cell.

e. ATO Production Cell
The ATO Production cell is the hardest working element of the AOC

because it combines the products of all the Plans Division cells into the ATO, the critical
flight plan document that allows the AOC to achieve its objectives. ATOs are produced
every day for the following 24-hour period of missions. Figure 2 illustrates the products

each cell submits to ATO production.

ATO

ATO
Production

Intelligence
Planning
Cell

Logistics
Planning
Cell

Intelligence
Planning
Cell

Figure 2.  Workflow in the Plans Division

f Current Operations Division

Once the ATO period of operations has begun, the plan is in effect, but
plans never survive the first shot of the day. It is also necessary to make short-range
adjustments to the ATO to ensure that missions are completed and objectives met during

the 24-hour period of the ATO. The Current Operations Division contributes those
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adjustments to “Plan B”, the altered ATO. Figure 3 outlines the flow of information in
the Current Ops Division based on the ATO, and indicates the specific right each cell

needs for each asset.

ATO
Production
Cell

Current
: Read
Operations
Division

Figure 3.  Workflow in Current Ops Division

g. Your Job

Your goal in this scenario is to build and maintain the network
infrastructure, employ and train personnel, and buy and maintain the equipment to ensure
that it is possible to complete the mission. Each cell has a target goal of asset usage that
it must be able to maintain within the proper levels of secrecy to achieve success. If a
lack of availability or disclosure of the cell’s assets makes it impossible to achieve these
goals, monetary penalties will be assessed or for unavailability of high value assets the
game will end. Each asset in the scenario will have one of three different secrecy
classifications: TOP SECRET, SECRET, or UNCLASSIFIED. Each classification will
carry with it a value that represents its importance to the AOC in terms of dollars.

. TOP SECRET — Any asset or information classified as Top Secret is vital
to national security and serves as crucial information needed for military
operations. If this information is compromised, AOC operations will
cease. Additionally, any American citizen found trying to compromise
information at this level will be considered a traitor to the country and
executed.
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. SECRET — Any asset or information that has been classified Secret is
important to the operations of military forces. However, its value rests on
its time-sensitive nature, and therefore, any violations will only have a
temporary operational impact. The AOC will incur significant financial
penalties due to time lost, but operations will continue. Anyone found
mishandling or intentionally compromising Secret information will be
stripped of all security clearances and detained. If the violators are
civilian, they will be imprisoned for no less than two years and assessed a
$10,000 fine.

o UNCLASSIFIED — Any information or asset that is unclassified is
available to anyone in the military for official use. If civilians gain access
to this information, it does not cause any significant harm to operations.

The secrecy classifications listed above are of a hierarchical nature, as
shown in Figure 4. Therefore, a user who is cleared at the TOP SECRET Ilevel
automatically has access to all information at the TOP SECRET, but can also read and

write at the SECRET and UNCLASSIFIED levels.

Policy
(Secrecy)

Top
Secret

Secret

Unclassified

Figure 4.  Hierarchy of Secrecy Classifications

Your sole objective is to avoid running out of money and to avoid
disclosures of critical assets needed to keep the AOC communication network operational

for 30 days. Moreover, if critical assets remain unavailable to users over an extended
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period or become corrupted, the AOC mission will fail. If the AOC mission fails, the
drug lords will dominate South America and numerous American lives will be lost in a
long war of attrition.

E. SCENARIO DETAILS

This section describes the various parts of the SDF as they pertain to the scenario.
The descriptions are not meant to be a narrative as much as they are meant to be a
reference for readers regarding the specific values present in the SDF with an explanation
of the value chosen, when needed. Also, the SDF syntax and layout are not ideal for easy
reading and reference. Therefore, this section provides a clearer picture of the scenario
itself. Not all variables in a section appear in this section, but rather a short explanation
of the main driving variables appears. Specific variable names are highlighted for easy
cross-reference to the SDF in the Appendix.

1. Organization

StartMoney represents the funds that players will have when starting the game.
Given this pool of money, the player will have to make decisions about purchasing
equipment, training personnel and hiring security and IT staff. To provide a challenge,
the amount of $50,000 given to players will not provide the option of buying all possible
secure components and hiring the best people in this scenario. The player must to
balance between buying the best components, physical security, or background checks

and user training.

Budget and ProfitShare dictate how fast the player’s available money will
increase with the completion of certain goals of the scenario. The amount of cash in the
AOC is the main indicator of success in the game. In the same manner, sudden losses of
money are indicators of security breaches. In this scenario, the budget has been set at
$10,000 and the profit share at 75%. This equates to a substantial rate of cash flow to the
organization, which is sufficient to pay for guards, IT Support and to compensate for the
cost incurred by successful attacks on SECRET assets, so that players may recover from

one or two attacks without losing all money and ending the game.
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2. Site

In this scenario, the “AOC Floor” is the only site supported”’. In future
scenarios, however, it will be possible to represent organizations possessing multiple
sites.

3. Zone

The Zone represents the main partition tool for the scenario designer when
describing the envisioned general settings for a particular work area in the site. Each
zone has a name and a site with which it is associated. This scenario will consist of three
zones:

o General Access — The zone that encompasses the whole AOC.

o Reinforced Room — This is the zone intended for use by the player to
secure most highly classified work. He is given the reinforced walls
option at the start of the game, but everything else is the same as the
General Access zone.

o Server Farm — This is a static zone, over which the player has no control.
It is highly secured at the start of the game to house the servers that
contain the majority of the assets that users of the scenario needs to gain
access to via network connections.

All three zones have many physical security settings and procedural settings
associated with them. The application of various physical security mechanisms will
increase the physical security index of a zone, making it resistant to external attackers.
For example, if an asset that has a attacker motive of 400 is located in a zone that has a
physical security index of 500, then the asset is safe from external attackers walking up to
that component and performing local attacks. This setting, however, has no bearing on
network connections that may cross zones. A network connection is only as secure as the
weakest zone to which it is connected.

4. Secrecy

The secrecy section defines the various SecrecyLabels that will play a role in the
scenario. Three labels used in this scenario are Top Secret, Secret, and Unclassified, as
previously discussed. The SecrecyValue and AttackerValue are the main driving forces

of this variable’s importance in the scenario. The SecrecyValue is a monetary amount
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designed to show the player how important assets of that classification are in terms of the
classification hierarchy (i.e., Top Secret is the highest classification and also the most

valuable).

The AttackerValue represents how badly an adversary wants to gain access to
assets with those labels. This value is an integer value between 0 and 999. A setting of
600 on the Top Secret label appropriately indicates the extreme measures that attackers
will employ to breach the security of assets with that label. These measures will indicate
the skills of the professional attacker, versus amateur curiosity, and therefore, make the

protection of Top Secret assets a challenge for the player.

The Secret label is given a setting of 400 to represent a greater-than-average
interest by attackers to compromise assets of that classification. The player will be able
to defend successfully against these attacks even when attackers have physical access to

components containing these assets.

Assets labeled as Unclassified are set to 45, which represents a very low amateur
interest in those assets.

5. DAC Groups

DAC Groups are the group designations used by the player to employ his
discretionary access controls in the scenario. In the scenario as a simplification, these
designations are predefined and are not modifiable by the player. A Public Group exists
that includes all users. Additionally, a DAC Group exists for every cell in the scenario
and alleviates the need to assign rights individually to an asset or to give access to a zone.
DAC groups do not play a prominent role in this scenario, so the inclusion of DAC
groups is more for the player to become familiar with seeing such group designations.

6. Assets

Assets are the main components of any CyberCIEGE scenario, creating the
foundations upon which the rest of the game is played out. The important asset attributes
to set are the Secrecy and the CostList. Attaching a Secrecy label to an asset also
attaches an attacker motive to that asset, consequently dictating how much care the player
has to take in securing it. In addition to the general attacker motive associated with the

Secrecy label, the scenario designer can give a CostList value to the asset, which is a
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penalty given for a specific violation of one or more rights, such as “read”, “write”,
“modification”, or “execution”. It is also possible to shape this CostList specifically
enough to focus on attacks perpetrated by an individual user or another DAC Group in
the game. The CostList variable allows the flexibility to install insider attack weaknesses
into the scenario in addition to general attacker motives. Only one CostList is used in the
AOC scenario. It specifically focuses on the threat of insider attack from one member of
the Weather Plans cell, as opposed to letting the game engine dictate those attacks. It
gives the player someone to focus on when attempting to protect against insider attacks.

7. Asset Goals

Asset goals are the driving force behind user productivity and happiness in the
game. These goals have nothing to do with security choices, by the player but they have
everything to do with satisfying the virtual users. A general asset goal is defined and can
then be assigned to one or more users. Included in the asset goal are the Asset to which it
is attached and the Access Mode, which represents the rights that a user must have to the
asset to fulfill his goal. If the Shared variable is set to “true”, all the users with this goal
must be able to fulfill it or none of them will achieve the goal. Another degree of
granularity that the scenario designer has available is to attach a specific piece of
software or software type to the goal. In other words, it is not possible to achieve the goal
unless that software is loaded on the component used to access the asset.

8. Users

Users have many different possible variables associated with them to shape the
game experience for the player. Asset Goals are the most influencing setting in the user
section as they describe what assets users must gain access to in order to be productive.
A user may only have one asset goal or many different goals. Other important variables
are user Trustworthiness and Initial Training. Trustworthiness is an indicator of how
likely a user is to initiate 