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Abstract— We propose algorithms for nonparametric sample- = o
based spacial change detection and estimation in large scale
sensor networks. We collect random samples containing the
location of sensors and their local decisions, and assume that = P

the local decisions can be “stimulated” or “normal”, reflecting
the local strength of some stimulating agent. Then change in
the location of the agent manifests itself by a change in the
distribution of “stimulated” sensors. In this paper, we are aiming
at developing a test that, given two collections of samples,
can decide whether the distribution generating the samples has
changed or not, and give an estimated changed area if a changeFig. 1. Sensor Networks with Mobile Access. RED: sensorf wittection.
is indeed detected. The focus of this paper is to reduce the GREEN: sensors with no detection. Gray: Data not collected.
complexity of the detection and estimation algorithm. We propose
two fast algorithms with almost linear complexity and analyze
their completeness, flexibility and robustness.

First data collection Second data collection

is used at the mobile access point when collecting packets
from the sensor field(See Fig. 1), and sensors can make
mistakes in their decisions, i.e. reporting “RED” with nceag
presentialse alarm) or “GREEN”" when there is an agent
presentnissing detection). Hence neither is there guarantee
I. INTRODUCTION that a measurement at a particular sensor in one data dofect
will appear in the next, nor can we say a certain measurement

Given a large scale sensor network, where sensors Selfueé Or not. The remedy is to take a large number of
distributed to detect the local presence of some agents, W&NPIes to compensate for the ill effect of different lomasi
are interested in deciding whether the location of agenss H'd false reports. However, two factors must be considered
changed by looking at random samples drawn from sensd@. change detection and estimation in a large scale sensor
We assume that the agents have local property, i.e. theit mBgtWorks: the time required or the number of packets reduire
intensive areas are clustered in space, forming some ‘thea® data collection and the complexity of the detection and
areas” in the sensor field. One example is the presence€§fimation algorithm. In practice, minimizing the numbér o
targets. Another example is sources stimulating “excitate$ samples requwed for detect'lon reduces' the collection time
of sensors, with this stimulating effect decaying as distan®f @ mobile AP and, more importantly in terms of energy
grows. A sensor reports “RED” if it detects the agent dronsumption, the number of transmissions from sensors. In
“GREEN” otherwise. Using the architecture of SENMA [6];2 Previous paper [1], we have provided a mathematical char-
and either letting sensors transmitting their locationoinf acterization of the required sample size for which, withhhig
mation together with decisions or polling sensors at sgecifffoPability, the distance of any two probability distritats
locations, we can collect a set of samples containing loczn Pe estimated accurately from empirical distance betwee
decisions and the locations where these decisions are madg@mples generated by these distributions. The basic tedl us

here is the Vapnik-Chervonenkis Theory [2]. In this papes, w

The problem of change detection and estimation in SENMAT® mainly concerned with the complexity of the detectiod an
illustrated in Figure 1, is to decide, from two consecutivStimation algorithm. We present variations of an algatith
records, whether there is a change of the underlying probatf [1] and analyze their complexity, flexibility and level$ o
ity distribution (detection) and the distribution of theactye Cconfidence.

(estimation) if changes occur. In practice, random access o ) )
For many applications, there is no prior knowledge about
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[1] for a brief review of some previous work in non-parametriAlgorithm 3.1: Search in Axis-aligned Stripes
change detection problem.

This is a simplified version of Algorithm3. The basic idea
is to project samples onte andy coordinates, and perform
II. ALGORITHMS change detection/estimation on each coordinate. Thelsésarc
based on the same boundary search idea of Algorithinut
by projection the complexity of the search is reduced to be

In this section, we take one of the three algorithms in [1j0€2r
and derive its two variations with marginal performance but ) ] ) ) o
greatly-reduced complexity. The algorithm we are basedson i L€t A be the collection of vertical stripes, i.e., axis aligned
Algorithm 3: Search in Axis-aligned Rectangles. Using the rectangles with height equal to the field height. Similaldy,
same boundary search idea in Algorithtn we reduce its B be the collection of horizonal stripes. Given a collection
complexity to be almost linear by projecting samples Om%fxsamplesg = Sl,yU Sz, it suffices to consider finite subsets
one-dimension, and refining the results by multiple progect /43 () € A andH;(.S) C B defined by
at a cost of only a constant factor increase in running time. z A N e — (e o
As algorithms in [1], both of the algorithms are based on the H3(8) = V(@i z)) s si = (@i ps),
fact that empirical probability distributions of i.i.d. e@les sj = (2,y;) € 5} (1)
uniformly converge to their actual distributions, no matt#at HY(S) {H(yx, 1) : sk = (T, Yr),
kind of_dlstnbutlons_ they are [2]. Specifically, we rely on s = (z,1) € S} )
results in [1] to provide a guaranteed level of accuracy.

where V(z;,z;) is the vertical stripe with left and right

Practical implementations require that the distance batweboundaryz; andzx;, andH (y;,y:) is the horizonal stripe with
two empirical distributions be computed in a timely mannelower and upper boundary, andy;. See Figure 2.
Given limited computation resource, it is of interest todoo
at the largest sample size we can handle with our detec- .
tion/estimation algorithms. We therefore need to reduee th i .
complexity of our algorithms in terms of sample size to emabl
efficient processing of large samples. The key to complexity Ui Sk °
reduction is the projection of samples onto one-dimension. o
After the projection, the search is reduced to search onea lin Si®
and by reusing previous computation the search is done in a .
linear number of steps.

1>

559

We consider the following detector:

T; Ly
Given two collection of sampleS; andS,, drawn i.i.d from
probability distributionsP; and P, respectively, and threshold
€ (0,1), for simple binary hypothesigt, : P, = P> vs.
Hy : Py # P, the detector is defined as

0(S1,892;¢) = 1if diffmax > ¢
= 0 otherwise

Fig. 2. Members ofH% andH}

Recall the definition of completeness in [1], we have the
following claim.

Claim 0.1: Let A, B be as defined above. Givé, S5, the
finite subsetH3 (S U S2) U HY(S1 U S2) defined in 1 and 2
where diffmax is the maximum difference in the empiricalis complete forA U B w.r.t. S; U S5.
probabilities computed by some algorithm.

Given S = S; U S,, Algorithm 3.1 performs the following

Furthermore, i65(S1, Sa; €) = 1, then the estimated changedexhaustive search i3 (S) U HY(S):
area is the area wheudkffmax is achieved. - 1S1 Al [Se Al

X — .

AeHzuHy | |S1] |52

Now the problem is reduced to findindjffmax. Previous
algorithms(see [1]) include Algorithm: Exhaustive Search whereS;, S, are sets of the previous and current red samples.
in Planar Disks, Algorithm 2: Search in Sample-centered
Disks and Algorithm 3: Search in Axis-aligned Rectangles, The algorithm includes (i) projecting the red samples onto
with complexitiesO(M*), O(M?log M) andO(M?), where 2z andy coordinates; (ii) sorting the projected samples into
M = |51 U S3|. Based on the same boundary search idea iocreasing order; (iii) inz coordinate, scanning from left to
Algorithm 3, we have the following faster algorithms. right, at theith sample withz coordinater;, computingF,(4),



the difference in the empirical probability of strigé(0,z;) use two random directions for fair comparison with Algomith

betweenS; and Ss, which is given by 3.1 since the latter use two directions, izeandy axes.
1 .
Fm(l) = Fw(l—l)"f'm if $; €51 (3)
1
1 I1l. SIMULATION
= FI(Z—].)—W if SiESQ (4)
2

computing F,, () in y coordinate similarly; (iv) finding the A. Smulation Setup
peak and bottom point of,(-) achieved atn, andm., and

the peak and bottom of,(-) at n; and "2|'STmhﬁn tkg: ﬂ?x' In the simulation, we assume that the sensor fieldsig>a50
1 52

imum differencediffmax = maXaenqguny | s, — 1] | m? square, and sensors are randomly distributed in the field.
is given by Assume the distribution of operating sensors does not @hang
Then it suffices to consider only “RED” samples. We adopt
max(Fy(m1) = Fp(ma), Fy(m) = Fy(n2)) a simple sampling strategy that is continuing samplinglunti

and the axis aligned stripe bounded:by z,,, andz = z,,, enough “RED” samples are collected. The change simulated

if Fp(mi) — Fy(ma) > Fy(n1) — Fy(n2), or y = y,, and here is a change in the location of the most intensive area
Y = Yny I Fy(mi) — Fy(mao) < Fy(n1) — Fy(ns), gives an of the stimulating agent. For the stimulating agent, we &dop

estimation of the changed area. a simplified model that says a sensor reports “RED” with
probability p if it falls inside distancer from the center of
The complexity of Algorithm3.1 for sample sizeM = the agent ang if it falls outside this distance, whenpe > q.

|S1 U Ss| is O(M log M)L. Thus by projection we reduce theWe letp < 1,¢ > 0 to model the randomness in the decision
complexity to make Algorithn8.1 an almost-linear algorithm. of each sensor.

Like Algorithm 3, Algorithm 3.1 is also not amendable to

relativized discrepancy defined in [1]. Given the highest false alarm allowesizE of the detector),

we first perform Monte Carlo runs to decide the detection
threshold, and then do detection and estimation using this
threshold. Hence the nonparametric property of the sinmuat

is preserved. Difference between algorithms becomes intwhi
This is a variation of Algorithm3.1. It is based on the class(e.g. disks, stripes, rectangles) we are trying tohét t

same projection and boundary search idea as in AlgorittéRanged area and how to find the best match in the class.
3.1. The difference is when performing the projection, we

project samples onto a random direction instead of the fixedin our simulation, we lep = 0.8, ¢ = 0.2, r = 5%) m. The
direction ofx or y axis. The rest of the algorithm is the sam&jze of the detector is = 0.05.
as Algorithm3.1.

Algorithm 3.2: Search in Random Stripes

Algorithm 3.2 has the same complexity and flexibility a3 Detection Threshold and Missing Detection Probability
Algorithm 3.1. It is also complete for the class of stripes

along the particular direction as chosen by Algoritiin2
in the sense that it exhausts all such stripes with at leastn the simulation, we first fix a range of sample size we
one sample point on each boundary. Its advantage is thagii¢ interested in, and then do Monte Carlo runs at each
is robust with respect to changing patterns. This is in tfgmple size with fixed agent location (no change) to find out
sense that Algorithn3.2 will perform equally well under all the distribution ofdiffmax(the maximum change in empirical
kinds of changing patterns(the directions along which gean probability found by our algorithms) undét,. The detection
occur) while Algorithm3.1 can be affected significantly by threshold for that sample size is determined as the smallest
the particular changing pattern that is taken. For examphlue such that the frequency thdiffmax exceeds this value
Algorithm 3.1 is vulnerable to the pattern where changel§ below the detector’s size.
always occur along a tilted line of5° or 135°, because in
that case the increasing and decreasing parts of the changeor evaluation purpose, we compare the detection threshold
will largely get cancelled when projected onto axes. We c&@ind missing detection probabilities for Algorithéi1 and
also project onto multiple random directions to increase th\lgorithm 3.2. Specifically, we plot the detection threshold
accuracy of the algorithm at the cost of a constant factebtained by simulation as described above as a function of
increase in the complexity. For example, in the simulatien wihe red sample size for red sample size betw#enand10?,

and compare it to the theoretical threshold computed fraen th

1The complexityO (M log M) is determined by the critical step of sorting. upper bound in [1] In Computing the theoretical threshuld,

Strictly speaking, this is more than linear complexity. Hoemevor sample size . 2 _ne?/32
of practical interest, the factdog M can be incorporated into the constant]clnd the smallest such thaIS(Qn) e/ < a and choose

factor and the algorithm scales like a linear algorithm. e as the theoretical threshold. See Fig. 3.



Detection Threshold vs. Sample Size false alarm:a = 0.05
14 T T T T T

: ‘ It is worth noting that here Algorithm3.1 performs slightly
o Mg prrestetd better because of the particular set up we are using in
Ll —puorhr 32 | the simulation. For randomly changing locations, Algarith
3.1 ensures good utilization of samples by searching along
orthogonal directions, while Algorithr3.2 performs equally
\ well under all changing directions by searching along ramdo
\ directions.
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Then using the threshold obtained from simulation, for
randomly changing locations, we see from Fig. 4 how the
missing detection probability of these algorithms deczsass
sample size grows.

Missing Detection vs. Sample Size false alarm:a = 0.05
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Fig. 4. Missing detection probability as a function of thel kample size



