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1 Introduction 
 
The Computational Resiliency project developed mechanisms to allow applications 
To respond to attacks and faults, thereby restoring application readiness and ensuring 
continued operation.  These mechanisms include support for replication, migration, 
camouflage, and mutation.  The deliverables on this contract include software 
prototypes, formal models, and the information warfare-hardening of two applications 
of interest to DARPA/DoD. 
 
The project was terminated after 18 months (of the 42 proposed).  Therefore, the 
goals and milestones achieved reflect the diminished time scale for the project. 
 
During this project, we developed a core library supporting Computational Resilience.  
This library includes automated support for replication, migration, agreement, and 
functionality mutation in distributed scientific applications. 
 
As originally specified, the goals and milestones of the project were as follows: 
 

Formal models 
 

•    Core calculus 
 

• Resource policy mechanism 
 

• Equivalence notions 
 

• Protocol analysis 
 

• Extensions and analysis 
 

 Software Development 
 

 Extend SCPlib Migration 

 Simple camouflage and decoys 

 Functionality mutation 

 Advanced camouflage 

 Policy frameworks 

 Computational Resiliency-aware schedulers 
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      Integration of two applications of interest to the DoD with the Computational 
Resilience library 

 
The first year of the project was spent solidifying the base library, adding thread 
replication, and extending migration.  The actual achievements deviated somewhat 
from the initial goals, as it was necessary to ensure that the base library had 
sufficiently reliable and secure base so that the higher-level services would have a 
solid foundation. 
 
The goals achieved for the library included: 

 
• Passive replication with checkpointing for CRLib applications 

• Active replication at a user-settable level 

• Split/merge for replicated thread groups 

• Message authentication using DSS 

• Fuzzy agreement protocols 

• Synchronous and asynchronous liveness checking 

 

2 Lessons Learned 
 
The primary lesson taken away is our dependence on the difficulty in increasing the 
resiliency of an application in isolation from the underlying system, and in the face of 
a determined, patient adversary.  Our approach works well for attacks and failures 
that occur in the context of the application, but we were faced with a dilemma: 
 
• Assume that the base system provided stability and resistance to external attacks, 
and concentrate on the goals as put forth in the original proposal, thereby ignoring 
large classes of attacks, and leaving ourselves susceptible to them, or 

 
• Fortify the base system before proceeding with the development of the 
scheduling and camouflage systems. 
 
 
In particular, we felt it necessary to deal with the issues involving agreement, 
splitting and merging functionality of all threads in a group (necessary for future 
work in camouflage), and additional replication schemes (necessary to support 
scheduling alternatives in future work) before proceeding. 
 
In its current state, our Computational resilience library will deal with classes of 
attacks and failures that: 
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• disable a subset of the threads in a group (either by killing processes or crashing 
the machines where they run), in a fail-sop sense: 

• compromise a subset (up to 1/3 the total threads; 1/2 if the optional DSS 
authentication is used) leading to Byzantine failures; 

• attempt to use man-in-the-middle techniques or spoofed messages to disrupt 
      computation 

 
In either of the first two cases, the number of replicated threads will be restored to the 
prior level at the next liveness check.  The use of signed messages for authentication 
thwarts the third class, and increases resilience against Byzantine failures. 
 
The CRLib will not help in the face of an adversary who is patient, stealthy, and 
puissant-such an adversary that might: 
 

1.  break into multiple systems (potentially all of them where our jobs are 
running) 

 
2. map the system and observe which processes are running CRLib jobs 
 
3.  coordinate an attack sufficient to compromise more than 1/2 to cause 
Byzantine failure, or to kill all threads in a group. 

 
It is because of this type of attacker that we specified a “safe zone” in the original 
proposal.  If we can rely on such a zone, then we can limit our exposure to these 
attacks by ensuring that less than 1/2 of our threads run outside the zone.  It is unclear 
to us whether this is a reasonable stance to take. 
 
The continued development of camouflage techniques may provide additional 
protection against these attacks.  Even with excellent camouflage, there will be valid 
reasons to run “in the open” under a low threat condition.  In that case, it is critical 
that intrusion detection systems recognize attacks and reconnaissance activity 
extremely early, so that camouflage can be enabled before the attackers have 
compromised many systems, giving them the ability to observe system transitions 
from uncamouflaged to camouflaged execution, thereby rendering the camouflage 
ineffective.  
 
 
3 Technical Achievements 
 
The technical achievements of the project are summarized in four appendixes, which 
are attached. 
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We define deception as those actions executed to deliberately mislead one’s adversary. A 
special case is when one misleads opposing military decision-makers as to friendly 
military capabilities, intentions, and operations, thereby causing the adversary to take 
specific actions that will contribute to the accomplishment of the friendly mission. 
Deception is virtually anything that assists in creating a disadvantageous misperception in 
the mind of adversary. Deception techniques generally fall into two categories: 
morphological (the form of a thing) and behavioral (how it acts). 
 
Our adversary possesses certain structures of perception, which he employs in a strategy 
of perception.  Keeping this in mind, here is a simple definition of deception: Deception 
occurs when the designs embedded in the morphology and/or behaviors of one entity 
defeat the designs embedded in the perceptual structures and/or strategies of another 
entity [3].  In conventional camouflage, the structure of perception is the human visual 
system, which uses regular shape recognition and color to differentiate objects from the 
background cover.  Our understanding of that perception mechanism allows us to design 
morphological camouflage that is ideally suited for the background conditions. 
 9
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Common deceptive protection techniques are [2]: Concealment, camouflage, false and 
planted information, ruses, displays, demonstrations, feints, lies and insights. 
 
Concealment:  
  
Concealment implies that there is a natural environment that is expected by an attacker 
and that whatever is concealed is hidden somehow by that natural environment. An 
exhaustive search by the adversary can always find the hidden object.  Examples of 
concealment include: 

 
Concealed services are provided to those who know how to access them. Menu items that 
don’t appear in the menu window, processes that don’t appear in a process table, or even 
“cheat codes”  in video games are examples of this kind.
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With path diversity, multiple paths are used to reduce the dependency on a single route of 
communications or transportation. The actual path can be hidden in a large space of 
possible paths. 
Steganography is the hiding of one’s data stream in another set of data.  A common 
technique embeds communication in an image, in such a way that the altered image is 
indistinguishable from the original, to the naked eye.  A less developed area is the 
practice of protocol steganography, where one embeds a communication stream within an 
innocuous-seeming traffic exchange. 
 
Retaining confidentiality of security status information: Protecting the information on 
methods used to protect the system makes successful and undetected attacks more 
difficult. This includes not revealing the specific weaknesses of the system. 
  
Camouflage: 
 
Camouflage is based on creation of an artificial cover that makes it appear as if one thing 
is in fact another for the purpose of making it harder to find or identify.  One can also 
employ noise injection to modify the background environment. This makes it harder for 
an attacker to get a clearer picture of what he is after, but can have the adverse effect of 
drawing the attacker’s attention.  This effect can be used as a ruse (see below). 
 
False and Planted information:  
  
This is based on the notion that attacks depend for their success on information about 
their victims, and that by providing inaccurate information to the attacker, the rate of 
successful and undetected attacks drops dramatically. Determining what fictions are 
desired would seem to be most effective if they are part of a strategic plan to cause 
attackers to act differently that they would act if those fictions were not in place. Creating 
effective fictions involves understanding the intelligence capacities of the attacker and 
finding ways to cause their intelligence operations to go awry in desired ways.  This is 
another way of saying that understanding the perceptual structures and strategies of our 
adversary will allow us to better deceive them.  

 
Perception management: False information is planted though the provision of indicators 
that would tend to lead attackers to incorrect conclusions. Showing that security measures 
are tight even though they aren’ t will prevent most attacks. Showing a valuable resource 
as less valuable is another example. 
     
Rerouting attacks: Attacks are shunted away from the most critical systems. Using honey 
pots, lightning rods, and jails are examples of this technique. 
 
Ruses:  
  
Ruses are normally used to cause attackers to believe that they are observing friendly 
forces when in fact they are not.  An example of this is the use of decoys, which appear to
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be friendly forces (or processes) but whose primary purpose is to draw the attention, and 
perhaps the attacks, of one’s adversaries.  A secondary purpose of the decoy can be to 
serve as a rudimentary intrusion detection system. 
Another example of a ruse would be to use noise injection in one area to divert the 
attention of an attacker away from the actual activity, which might be concealed. 
 
Displays: 
 
The objective of displays is to make the attacker see what isn’ t there, for example an 
advertising a nonexistent intrusion detection system in entry banners.  A disadvantage of 
displays is that it is hard to make effective displays against sophisticated attackers 
because they have a tendency to do more intelligence over a longer period of time than 
amateurs.  
 
Encryption: Encrypting data is a form of display that may discourage the attacker because 
of the apparent work involved in obtaining the information.  If non-critical information is 
also encrypted, the attacker cannot tell the “wheat”  from the “chaff”  and may become 
discouraged. 
 
Lies: 
 
The objective of a lie is to either convince the enemy that something that is not true is 
true or to convince them they will not get reliable information by asking for it. If the lie is 
important, it has to be backed up with something, and this is where the false and planted 
information comes in. 
 
Feeding False Information: False information is fed to the attacker to reveal the presence 
and identity of the attacker.  A well-known example of this occurred in the case 
documented by Cliff Stoll in The Cuckoo’s Egg.  In that case, to track a hacker who was 
searching computers for SDI information, Dr. Stoll created false documents and persona. 
The hacker copied these files, and a few weeks later, a crony of the hacker wrote to the 
nonexistent person asking for copies of imaginary documents. 
 
Traps: Traps are devices to capture the attackers interest and keep the attacker busy while 
additional information about the attacker is obtained by observing the activities of the 
attacker. This method helps to identify the attacker if the attacker has a certain pattern 
and keeps the attacker busy somewhere else in the system while additional 
countermeasures are deployed. 
 
Insight:  

 
Insight allows us to deceive an opponent by out-thinking him. In order to do this, the 
defender should get as much information about the attacker as possible. Insight involves 
the psychological ability to understand what deception will work. 
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We note several types of attackers: 
 
Joy riders: Bored people looking for some amusement that break into systems just 

for the fun of it. They are not malicious, in general. They usually don’t have 
many resources. 

Vandals: People that break into systems with the specific purpose of causing some 
damage. 

Scorekeepers: People that break into something well known, well defended, or 
especially cool, in order to get more points. 

Professionals: While the prior three classes can be classified as amateurs, 
professionals work for an organization or a government to get classified 
information or to damage critical applications. Professionals have 
sophisticated and powerful computational resources. 

 
Attacker’s motivation: 
 
Curiosity is one of the biggest motivations amongst joy riders and scorekeepers. These 
types of attackers just want to hack into a system out of curiosity. Trying new hacking 
tools and hacking into specific operating systems are examples.    
 
Ego/glory is another important motivation of attackers. Usually vandals and scorekeepers 
attack systems to prove to themselves that they can do it and satisfy their egos. Attacking 
a well-known and well-protected system, such as that belonging to a computer security 
expert, is a big ego satisfier.  

 
Malice is another motivation. Vandals, as the name implies, choose destroying or 
damaging the system as their goals. Destroying data, hardware, and denial of service can 
be examples of motivation for this kind of attack.  
 
Information theft is one of the serious motivations. In most of the cases the attacker has 
financial reasons to steal information. Stealing technology, stealing credit card 
information, stealing company data are examples. Spying can be another motivation. 
Professionals working for governments or companies attack the systems to get 
classified/secret information.   
 
Invasion is one of the motivations for professional attackers. Invading a system has lots 
of benefits. One of them is to have a (resourceful) system to launch attacks to another 
system. This makes it harder to track the attacker.  

 
What are the sensors of attackers?
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The attackers can use built-in utility programs, network scanners, packet sniffers, remote 
controlled Trojan horses, denial-of-service tools, password crackers, and security probes 
and exploits [7]. The built-in utility programs that the attackers can use are: ps, top (list 
the running processes), gdb, vmstat (show virtual memory usage), whois, ping, finger 
(list information about a host), netstat (display network connetctions), showmount 
(identify mounted resources), telnet, tftp in UNIX; and nbstat (list user accounts on 
Windows host), net user (list user accounts on Windows domain), net view (list computer 
belonging to Windows domain and shared resources on the hosts). 

 
The network scanners that the attackers can use are: nmap (port scanner), SATAN, ncat, 
mscan, Saint, etc. These tools are used to scan for the well-known vulnerabilities in 
programs such as sunrpc, mountd, netbios, pop3, etc. The packet sniffers that the 
attackers can use are: Etherfind, tcpdump, esniff, NetXRay, Network Monitor (in 
windows systems) [9]. There are also some remote-control-Trojan-horses for the 
attackers to use. These tools include BackOrifice and NetBus [10]. There are also many 
denial-of-service tools available to the attackers. These tools are TCP Syn, smurf, 
teardrop, ping-of-death (work on windows 95), Boink, etc. The attacker can also use 
password crackers such as netcrack and crack (for UNIX), L0phtCrack, and ScanNT for 
Windows. 

 
 In addition, the attackers can make use of the existing exploits to probe the system. Such 
exploits include Microsoft IIS server 4.0 buffer overflow attacks, sendmail overflow, etc. 
There are so many existing exploits and attacking codes on line. The attacks are very easy 
to launch  using existing exploit tools. Note: the attackers may have more 
attacking tools than the list above. The above list is a comprehensive but not complete list 
of the hacker’s tools. 

 
The attacker could have root privileges. Once the attacker has root privileges it is trivially 
easy to discover detailed information about the system (in our case whether our process is 
running in that system and what communication paths we have etc.).  This is natural, 
because one of the primary jobs of a system administrator is to monitor the system.  In 
this way, administrator-level access can be thought of as the ultimate sensor for a local 
system.  
 
We are concerned with attackers who, either as a primary goal or as a secondary effect of 
their attack, will find our critical computation and stop it. To achieve this goal the 
attacker can first observe the environment we are running on. The attacker can analyze 
the traffic and analyze the computers to profile the system and get information as to 
whether there is anything worthy of attack or not. Once the attacker identifies that the 
environment is one where our computation might be (or likely is), then his task becomes 
one of finding our computations and stopping them. Based on this scenario, our goal in 
deploying camouflaging techniques is to hide from observation, thereby short-circuiting 
the path of our adversary. 
 
To rate the potential value of camouflage, we must ask what we want to protect or 
camouflage.  In our case, we are protecting a distributed computation, comprising
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multiple processes and their communications in a distributed environment (ranging from a 
cluster to the Internet). 

 
Based on the above analysis, we consider that any or all of the following may be true: 

 
1. The attackers can view all traffic between processes (e.g. they are employing a 

network sniffer).  They can statistically monitor the traffic and specifically 
check a few related packets. 

2. The attackers have root permission on some, but not all, of the computers in 
the system.  Thus, they have incomplete knowledge of our application. 

3. The attackers are employing traffic analysis in an attempt to find out the 
source and the destination of the communication and the content that is being 
transferred. 

4. The attackers have limited analysis tools or time and ability to check large 
volume network traffic with unspecified patterns.  This may be because they 
wish to avoid having their activities detected, or because the information they 
are scanning for has a limited useful lifetime (we can enhance our odds of the 
latter by reconfiguring our application periodically). 

 
Depending on the environment our computation is running in, we can deploy different 
levels of camouflage techniques. Based on the above assumptions, we can make our 
processes have patterns similar to the existent commonly used software and traffic. 
 
As an example, we obtained some statistics from the Internet in order to understand the 
traffic patterns in a regular network: 
 

• For a .edu website [4], the HTTP traffic per day is 302 Mbytes, with 
HTTPS traffic of 1.724 Mbytes, which is 0.3% of the total http traffic. 

• For a commercial website [5], the HTTP traffic per day is 1595 Mbytes, 
with HTTPS traffic of 422.373M, or 27% of the total http traffic. 

 
On a transpacific link, traffic averages [6]: 
 

TCP: ~87% of Packets (but ~95% of data ) 
 HTTP: ~90% of the TCP data (85% of total data) 
  Secure HTTP: ~10-15% of Packets (but ~40% of data) 
  Conventional HTTP: ~85-90% of packets (but ~60% of data)  

 
This data is especially interesting because it indicates that HTTP traffic dominates the net 
(almost 80% of total traffic), and that large, secure HTTP packets are quite common (and 
in fact account for about 1/3 of the total data passed on the net). 
 f %"'<[A%5M"-A[]-&G @ '<P4, @ -a[]%.,"'���3.-&6�RLP4!Z1EloP4!"RE%"'<[A%�1/' ,OM PVl�# @$@ #a[A1&6�� # @`@ #a[A1/-&!d6 h

The following table summarizes our judgment of the effectiveness of various types of 
deception against different classes of attackers.  Each entry is on a numerical scale of 1
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(trivial to defeat) to 5 (nearly impossible to defeat); in other words, higher numbers 
indicate that that defense mechanism should work well against that group of attackers.  In 
some cases, we have a range of values because of the differing kinds of mechanisms 
included in that category. 
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Most of the deception techniques will work against amateur attackers.  Our major 
concern is to protect our computation from professionals. Professionals work patiently, 
slowly and carefully before they attack a system. Considering the resources an attacker 
might have we can implement different types of deception techniques.  
 
Concealment is an effective technique against non-professional attackers. As we 
mentioned an exhaustive search can always find the hidden object, but only professional 
attackers will have the time and resources to do this. Camouflaging techniques have same 
effect on attacker types. Unless an attacker observes the system very carefully, it is  
hard to recognize the camouflaged element. Some camouflaging techniques may attract 
attention to our system (for example, noise injection) but still make the detection of the 
actual object difficult. The  planting false information technique hasa different effect on 
attackers. Putting a decoy or a honey pot into the system to attract the attention of an 
attacker is an example application of false and planted information. In the case of using 
honey pots and lightning rods, a non-professional attacker possibly easily falls for the trap 
while a professional attacker might get suspicious. Using these sorts of attraction sources will 
help divert the attention of a non-professional attacker and avoid those sorts of 
attackers while telling the professional attacker that there is something worthy of 
protection around there, but it is also being protected and the system is being monitored.  Thus 
either will avoid or delay professional attacks. Ruses and displays are also effective 
against non-professional attackers.  
 
It is very hard to defend a system against a well motivated, sophisticated, and 
computationally powerful attacker. Our goal is to make the computation as less 
recognizable and findable as possible while both diverting and scaring most of the attacks 
or gaining enough time to remap and/or relocate our computation in the presence of an 
attacker. With the help of an intrusion detection system we believe that these methods 
will have considerable impact on the survivability of our computation.
 
                                                                     11 
 



References 
 

1. Y. Guan, et, al.  NetCamo: Camouflaging Network Traffic for Qos-Guaranteed 
Mission Critical Applications. Texas A&M. 

2. Cohen, Fred; A note on the Role of Deception in Information Protection. 
http://www.all.net/journal/ntb/deception.html 

3. http://www.rand.org/natsec_area/products/animal.html 
4. http://www.uakron.edu/usagestats/ 
5. http://www.ripe.net/ripencc/pub-services/stats/site/  
6. http://tracer.csl.sony.co.jp/mawi/ 
7. http://net-services.ufl.edu/~security/hacker.html 
8. http://www.dataguard.no/bugtraq/1994_3/0232.html 
9. http://packetstormsecurity.org/sniffers/ 
10. http://www.netbus.org/main.html 
11. http://www.pbs.org/wgbh/pages/frontline/shows/hackers/whoare/tools.html 
12. http://www.engarde.com/~mcn/intrusion/tools/ 
13. http://www.insecure.org/nmap/ 
14. http://www.cultdeadcow.com/tools/ 
15. http://www.nmrc.org/faqs/hackfaq/hackfaq-5.html 
16. http://www.securityfocus.com/tools/7 
17. http://www.nmrc.org/faqs/hackfaq/hackfaq-8.html

 
 

 
 

                                                                              
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
                                                                                12 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix B
 
 
 

 13

goodelle
Text Box

goodelle
Text Box



330 IEEE TRANSACTIONS ON RELIABILITY, VOL. 52, NO. 3, SEPTEMBER 2003
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Abstract—This paper explores the notion of computational
resiliencyto provide reliability in heterogeneous distributed appli-
cations. This notion provides both software fault-tolerance and the
ability to tolerate information-warfare attacks. This technology
seeks to strengthen a military mission, rather than to protect its
network infrastructure using static defense measures such as
network security, intrusion sensors, and firewalls. Even if a failure
or attack is successful and never detected, it should be possible to
continue information operations and achieve mission objectives.
Computational resiliency involves the dynamic use of replicated
software structures, guided by mission policy, to achieve reliable
operation. However, it goes further to regenerate, automatically,
replication in response to a failure or attack, allowing the level
of system reliability to be restored and maintained. This paper
examines a prototype concurrent programming technology to
support computational resiliency in a heterogeneous distributed
computing environment. The performance of the technology is
explored through two example applications.

Index Terms—Computational resiliency, distributed system,
fault tolerance, information warfare, load balancing, network
security.
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AFRL Air Force Research Laboratory
BT Base-T
DARPA Defense Advanced Research Projects Agency
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HomoG homogeneous
HYDICE hyper-spectral digital imagery collection ex-

periment
IW information warfare
LAN local area network
LB load balancing
LINUX a kind of free UNIX-type operating system
MPI message passing interface
No-LB no LB
Pentium a kind of microprocessor by Intel for a per-

sonal computer
PVM parallel virtual machine
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SCPlib scalable concurrent programming library
s-PCT screening principal component transform
UNIX a kind of operating system for computers such

as SUN work-stations
Windows
NT

a kind of operating system developed by
Microsoft

NOTATION

capacity of computer
identification of a computer
identification of a task
load of task
load on processor
number of replicas for task
set of computers to which taskmay not be
allocated
set of tasks mapped to computer
use of a computer

I. INTRODUCTION

A NY system that operates in highly adverse environments,
such as battlefield command and control, must be able to

operate reliably by tolerating failures and attacks. Many dis-
tributed systems have sought to use replication, either in hard-
ware or software, as a mechanism to provide fault-tolerance and
recovery. These approaches provide graceful degradation of per-
formance to the point where no further replication is available
and then system failure occurs. This is not sufficient toassure
information operations in adverse military situations where net-
worked resources can become available dynamically through re-
tasking.

An alternative model of distributed computation is being
investigated, termedcomputational resiliency[33], [34], [35].
This model combines real-time attack assessment with process
reconfiguration, dispersion, and on-the-fly replication to main-
tain information operations reliably. To visualize how these
concepts might operate, consider a distributed application as
analogous to an apartment complex inhabited by a new strain
of roach (process/thread)2 . The roaches are highly resilient:
you can stomp on them, spray them, strike them with a broom,
but you never kill them all or prevent them from their goal of
finding food (resources). To foil your eradication efforts, they
use several techniques:

• They arehighly mobile, moving from one place in the
apartment complex (network) to another with speed and
agility.

• They continuallyreplicateto ensure that it is not possible
to kill them all.

2Thanks to Cathy McCullum for providing this analogy.
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• They sensetheir environment (attack assessment) to ob-
tain clues that mobility is necessary: if a light is turned on,
they scurry away in all directions to hide behind cupboards
in places ofknown safety(secure network zones).

• If a new roach killer is invented theylearn from it, and
adapt their behavior to compensate. However, this new
strain is particularly aggressive and seeks to live in the
daylight (wide-area operation): thus it adopts techniques
for camouflage as a form of protection and disinformation.

To support this model, an application independent, program-
ming technology that operates in heteroG distributed computing
environments, has been developed. The technology can be ap-
plied either to an entire application or a few selected components
that are crucial to reliable operation. It incorporates the notion of
resiliency into an application through a novel message-passing
library. The library hides the details of the communication pro-
tocols required to achieve automatic on-the-fly replication and
reconfiguration. It operates on a broad variety of networked ar-
chitectures that include commercial-of-the-shelf computer sys-
tems and networking components, shared-memory multiproces-
sors and clusters of homoG machines. The library distinguishes
these architectural differences for the purpose of performance
improvement: For example,

• when communicating within shared memory, pointer
copying is used;

• when communicating within a homoG cluster, no byte or
machine translations are needed.

Because machines in the environment can have widely dif-
ferent performance and memory characteristics, LB techniques
are required. These techniques must disperse replicated struc-
tures to realize improved reliability. To explore the performance
issues associated with these concepts, the technology is incor-
porated into two prototype distributed applications:

• a towed array sonar, and
• a hyper-spectral remote sensor.

This paper outlines the applications, and shows how resiliency
is applied to them. Performance measurements are provided that
quantify the overhead of resiliency, under usual operating condi-
tions, using a network architecture containing 21 heteroG com-
puters connected with both Gigabit and Fast Ethernet technolo-
gies.

II. RELATED WORK

Fault-tolerance and recovery techniques can be implemented
in hardware, software, or a combination of both. The concern
here is primarily with software based techniques that can be
applied to distributed real-time applications, such as battlefield
command and control. Most of the techniques developed to date
are based on the notion ofprocess replicationto provide high
levels of system availability [1]. Unfortunately, the use of repli-
cation introduces additional problems such as:

• the need to maintain consistency between replicas,
• detect the failure of a compromised process,
• transparently recover system function.

In many client-server style applications, the techniques used
to provide recovery can be divided into 2 general categories
based onpassive[2] or active[3] replication.

• In passive replication [2], there is a single primary source
and all other replicas are maintained purely as backups.
Only the primary source receives requests from clients
and guarantees the ordering and atomicity of message de-
livery. Although easy to implement, this method is slow to
transfer control to a backup in the event of failure; this can
lead to appreciable degradation in system response.

• In active replication [3], all replicas have the same level
of control. Any viable replica can receive a message from
a client and collectively the replicas maintain message
ordering and atomicity. This approach is attractive for
real-time systems because it provides a more transparent
view of the system to client processes and is relatively
fast to transfer control in the event of failure [4].

To implement replication it is useful to organize processes
into groupsand provide communication mechanisms between
groups. The concept of a process group was first introduced
in the V-kernel to express one-to-many communication struc-
tures [5]. A group is a set of processes sharing common appli-
cation semantics, as well as the same group identifier and mul-
ticast address. Each group is viewed as a single logical entity
hiding its internal structure from other groups. The processes in
a group cooperate to provide a single service. In order to main-
tain and share a consistent process state, the processes use mul-
ticast communication primitives that guarantee every process in
the group receives the same messages in the same order. The
group concept has been extended to many fault-tolerant dis-
tributed systems such as Isis [6], Horus [7], Transis [8], Totem
[9], and Ameoba [10]. These systems all allow members of a
group to fail, thereby providing graceful degradation of per-
formance to the point of system failure. Although not used for
fault-tolerance, the process group has also been used widely as
a concurrent programming paradigm through libraries such as
PVM [11] and MPI [12].

A useful taxonomy of database recovery techniques for infor-
mation warfare has been developed by Jajodia [13].

• Cold-start recovery involves a complete restart in the event
of a severe attack.

• Warm-start involves nontransparent but automated re-
covery.

• Hot-start techniques are by far the more sophisticated and
provide transparent recovery.

These techniques operate through a combination of implemen-
tation techniques that include checkpoints and intelligent anal-
ysis of the effects of attack queries [13]. Checkpointing gen-
erally requires more time to recover than process groups since
it involves restoring previous state information from a stable
repository such as hard disk and starting a new process. Check-
pointing mechanisms can sometimes be used transparently, and
a variety of techniques have been developed to reduce the asso-
ciated overheads [14]–[17].

The use of networks of personal computers, work-stations,
and symmetric multiprocessors as a +computing platform
requires LB techniques. Computers in a typical network often
differ in processor performance and memory characteristics.
Many LB techniques have been developed for heteroG en-
vironments [18], [19]. These typically assume that attacks
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Fig. 1. Replication of threads.

or faults are unlikely, and focus on the optimal allocation of
resources. LB techniques for efficient allocation of the repli-
cated processes have also been studied in fault-tolerant systems
[20]–[23]. For example, [20] proposes a static model to derive
the mapping of replicated processes. [22] presents an algorithm
that balances the load of replicated processes over a homoG
system and subsequently analyzes the performance of the
algorithm. [23] proposes a model that expresses the reliability
of the system in terms of the probability that the system can
run an entire task successfully. This model introduces a process
allocation algorithm that maximizes the reliability over heteroG
systems.

The starting point for the work described in this paper is the
SCPlib [24]–[26]. This library provides a heteroG concurrent
programming technology and has been applied to a variety of
irregular, large-scale, industrial simulations [27]. The library is
portable to a wide range of platforms, from distributed-memory
multicomputers to networks of work-stations, PCs and multi-
processors. It provides amobile threadabstraction in which
threads may move between processors to accommodate changes
in resource requirements (e.g.,processor speed, memory, band-
width). The communication structure of an application is rep-
resented explicitly and can thus be changed transparently as a
thread migrates. The library includes a variety of LB and gran-
ularity control techniques based on thread migration.

III. COMPUTATIONAL RESILIENCY

To provide reliable operation, applications can choose to
replicate selected mission critical threads, thereby forming
thread groups, as shown in Fig. 1. Each thread in a group is allo-
cated to a different computational resource to sustain operation.
This provides a graceful path of performance degradation to the
point of failure. Unfortunately, it is not resilient because it does
not assurecontinued operation of the system when resources
become available dynamically elsewhere in the network. In
any realistic system, there will never be sufficient resources
to replicate all threads, therefore policy-based methods for
controlling replication are required.

An alternative approach is toautomatically recreate the level
of thread replicationin the face of failure or attack. This assures
that operational reliability is eventually restored, subject only
to the constraints imposed by the time-dependent availability of
resources. Obviously, to be successful, the replacement thread
must be dynamically mapped to an alternative location in the
network with sufficient resources. Protocols are required to dy-
namically-reconfigure communication between residual thread

Fig. 2. Fault-tolerance versus computational resiliency.

Fig. 3. Computational resiliency using a cluster of multiprocessors.

groups and newly created replicas. These protocols deal with
race conditions inherent in the reconfiguration process, ensure
that no communication is lost, that the integrity of state is main-
tained, and that where possible locality of communication is pre-
served.

Fig. 2 compares the fault-tolerant model of computation with
computational resiliency. In a fault-tolerant implementation
(dashed line), as threads fail, graceful degradation occurs and,
eventually, when no replicas are available, the application is
unable to proceed.

Using resiliency, periodic liveness checks are performed.
These checks determine if an application is not performing as
anticipated. If an application thread is detected as compromised
during a liveness check, it will be destroyed and replaced
using the uncompromised residual members of the group.
This hot-start recovery mechanism [13] ensures that the newly
recreated thread begins execution from the most recent state
rather than a state where the compromise occurred. No message
logging or intermediate state is saved either in stable storage
such as a hard disk, or at a remote server. Therefore, network
file system-failure does not affect robustness.

Fig. 3 shows how resiliency is layered into a distributed ap-
plication. The application programmer simply describes the re-
quired thread structure and states the level of resiliency for each
crucial thread. In the diagram there are 3 threads, the first and
second are resilient to level 3, while the third is resilient to level
2. Communication between threads at the application level is
replaced by group communication at the resilient level. Threads
are subsequently mapped to appropriate processors such that  
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Fig. 4. Load balancing algorithm.

replicas in a single group are placed in different processors at
the architectural level.

IV. L OAD-BALANCING ALGORITHMS

Traditional LB techniques address the optimal allocation of
resources to tasks. This process is then augmented with relia-
bility constraints. Fig. 4 outlines the greedy algorithm used;

load of task ,
load on processor,
number of replicas for task,
set of tasks mapped to computer,
set of computers to which taskcan not be allocated.

To assess the load of a task, measure the execution time of a
standard benchmark task on the slowest computer in the net-
work, and assess the relative performance of any other com-
puters. Assume that faster processors have a larger capacity,
based on relative speeds, and this allows the algorithm to de-
termine the processor with lowest utilization.

The reliability constraints assure that each replicated task is
assigned to a distinct computer because the failure of a computer
results in loss of all the replicas in it. In addition, if more than
one LAN is in use, loss of network connectivity between LANs
can reduce reliability. Thus, always ensure that replicas within
a group are allocated to different LANs where possible.

V. EXPERIMENTAL TESTBED

To explore the feasibility of these concepts, two prototype ap-
plications were developed, and then mapped to a network ar-
chitecture organized as 21 heteroG computers connected with
a 100 BT and Gigabit Ethernet switches. These computers in-
cluded a broad range of performance and memory characteris-
tics, operating systems, and byte orderings, as follows:

• Machine 0: One 4-processor, Pentium III, 450 MHz
machine running Windows NT 4.0, with 1.5 Gbytes of
memory, Gigabit network. (9.3)

Fig. 5. HeteroG network architecture.

• Machines 1, 2: Two 8-processor Pentium III, 500 MHz
machines running Windows NT 4.0, with 4 Gbytes of
memory, Gigabit network. (14.4)

• Machine 3: One dual processor, Pentium II, 300 MHz
machine running Windows NT 4.0, with 256 Mbytes of
memory, Gigabit network. (2.6)

• Machines 4, 5: Two Pentium III, 500 MHz machines
running Windows NT 4.0, with 128 Mbytes of memory,
100 BT network. (2.6)

• Machines 6, 7, 8: Three Celeron 533 MHz machines
running Windows NT 4.0, with 128 Mbytes of memory,
100 BT network. (2.2)

• Machine 9: One SGI Indigo II, 200 MHz R4400, running
IRIX 6.4, with 128 Mbytes of memory, 100 BT network.
(1.0)

• Machine 10: One SGI Indigo II, 150 MHz R4400, running
IRIX 6.4, with 288 Mbytes of memory, 100 BT network.
(1.3)

• Machines 11 20: Ten dual processor, Pentium II, 400 MHz
machines running LINUX 2.2.12, with 256 Mbytes of
memory, 100 BT network. (3.1)

The performance of each of these machines was measured
relative to the slowest machine, the 200 MHz Indigo II, and
is shown in ( ). A small benchmark problem, roughly 20% as
large as the full target applications, was run on each machine
to assess its relative performance. The performance of the ma-
chines varied by a factor of almost 14.48, and the available
memory varies by a factor of 32. Fig. 5 shows the overall net-
working structure composed of both Gigabit Ethernet and Fast
Ethernet networking. Machines were grouped into 2 separate
sub-networks that were connected through the Gigabit Ethernet
networking.

VI. CONCURRENTSONAR PROCESSING

Sonar systems detect, locate, and classify underwater targets
by acoustic means [28], [29]. One of the most important pro-
cesses in sonar operations is beam-forming. This process com-
bines the outputs from a number of omni-directional transducer
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Fig. 6. Communication model for sonar processing.

Fig. 7. Resilient view.

elements, arranged in an array of arbitrary geometry, so as to en-
hance signals from some defined spatial locations. It also sup-
presses signals from other nontarget obstacles. Beam-formers
must be capable of forming and processing large numbers of
narrow beams simultaneously to give reasonable angular cover,
as well as good angular resolution. In addition, beams must be
independently steered and stabilized to compensate for the ef-
fect of a ship’s motion.

In collaboration with the Ocean, Radar, and Sensor Systems
Division at Lockheed Martin, a concurrent towed array sonar ap-
plication was developed, based on conventional beam-forming
techniques [30]. Fig. 6 shows the general concurrent structure
of this application. A sensor thread is constructed to simulate
the signals emanating from a towed array sonar, containing NE
sensor elements. This simulation creates the sonar returns that
would emanate from a generic submarine cruising a random
path in the Persian Gulf. The 360 degrees of sonar resolution
are partitioned among beam-formerthreads. Each thread
fifo-buffers NS partial returns and repeatedly computes a co-
variance matrix and a partial beam-forming result for the set
of angles in the partition. The partial results are combined at
a separate thread that performs analysis based on triangulation
to determine the track and speed of the target. This thread also
presents a waterfall display of the result.

Fig. 7 shows the resilient view of the application where the
beam-former threads are replicated with degree 2.

The sensor and display were mapped to Machine 0 in
the testbed due to memory concerns, while each of the re-
maining 20 machines executed beamformers. Resiliency was
applied uniformly to harden the application by replicating
the beam-forming elements. Figs. 8–10 and Table I show
representative experimental results from a broad set of exper-
iments conducted to measure the effectiveness of LB and of
the overhead caused by resiliency and liveness checking. The
beam-former was executed once for Figs. 8 and 9 and Table I,

and 100 iterations for Fig. 10. Each iteration processed a single
set of buffered returns. Three parameters were varied in the
experiments:

• LB method,
• level of replication (1, 3, or 7),
• frequency of the liveness checking (0 to 20 checks over

the course of the 100 iterations).

Even though resiliency 7 might seem to be a high level of repli-
cation, this case is interesting to investigate because it more
closely approximates the computational model in Section I. The
number of sonar elements was fixed to 382, and the number of
buffered returns was fixed to 1000.

Three experiments were conducted to evaluate the effective-
ness of the various LB techniques.

1) the problem was run No-LB, where equal amount of load
is assigned to each processor regardless of their capa-
bility.

2) LB strategy based on the number of processors in each
machine was used (HomoG-LB).

3) relative performance of each machine measured in Sec-
tion V was used. Using these static capacity estimates,
the problem was then balanced (HeteroG-LB).

Fig. 8 shows the relative use of the computers based on their
relative capacity and workload assigned.

use of a computer,

load of computer,

capacity of computer.

was determined by the relative performance described in
Section V; was measured by abstract algorithmic quantities
such as the number of operations and size of data structures.
For resiliency 1, no task is assigned to a slow processor; in re-
siliency 3 at least one task is allocated to every computer to en-
sure higher reliability. For example, in Fig. 8(a), machines 3 to
12 were dropped for resiliency 1. HeteroG-LB technique shows
the most balanced use. Machines 1 and 2 have room to take more
tasks but cannot take them due to the reliability constraints.

Table I summarizes the results of these experiments. With
homoG-LB, the execution time of each beam-forming opera-
tion was reduced from 278.9 seconds to 146.9 seconds, which
is a 1.9 fold performance improvement with resiliency 7 as in
Table I(c). With heteroG-LB, a 2.7 fold performance improve-
ment was observed with resiliency 7 in the same table.

Fig. 9 shows the overhead of resiliency with respect to each
LB technique. Execution time in Fig. 9 represents one beam-
forming operation. The anticipation was that because replica-
tion of a thread doubles its computational requirements, level
3 and level 7 resiliency would execute with a 3-fold and 7-fold
decrease in speed, respectively. Without any LB, Fig. 9(b), ex-
ecution time for resiliency 7 increased more than a factor of 7.
With LB, however, the results indicate that performance did not
decrease linearly with the level of replication and was less than
anticipated for all the cases. The execution time of resiliency 3
increased only 127% and 120% over resiliency 1 for Fig. 9(c)
and (d), respectively. For resiliency 7, it was as much as 568%
over resiliency 1, indicating that very high levels of survivability
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(a)

(b)

(c)

Fig. 8. Use for each resiliency: (a) 1, (b) 3, (c) 7.

might be possible without a direct linear cost. This artifact re-
sults from the overlapping of communication and computation
in the resilient application: Idle time allows cycles to be used
in completing replicated tasks that would have otherwise be
wasted. Obviously, this phenomenon is highly application-de-

pendent; however, idle cycles can occur for many reasons in dis-
tributed applications,e.g., file I/O, synchronization, and global
operations. Therefore it is not unreasonable to assume that re-
siliency might may often be achievable without important com-
putational costs.
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(a) (b)

(c) (d)

Fig. 9. Overhead of resiliency.

TABLE I
RESULTS OFLOAD BALANCING EXPERIMENTS FORENTIRE HETEROG TESTBED

Fig. 10 shows the cost of liveness checking in this applica-
tion. The execution times for 100 iterations of beam-forming
operation with respect to the number of liveness checkings were
measured. The overheads, ratio of increased execution times
with use of liveness checking, never exceeded 1%, even when
liveness checking is frequent (once every 5 iterations of the
beam-former) and the level of resiliency is high,viz, 7.

Also measured was the recovery overhead during the live-
ness checking in the presence of attacks and failures. Time re-
quired to recover from the failure and to recreate a new thread,
consists of times to create a new thread at another location, to
transfer some system information, and to transfer user specified
data structures. The first two elements are common overhead
regardless of the applications, while the third element can vary,
depending on the applications. The amount of time needed for

Fig. 10. Overhead of liveness checking.

the first 2 components was measured; it was 3 ms in our exper-
imentation environment.

VII. CONCURRENTREMOTE SENSING

A second application to which resiliency is applied is a con-
current s-PCT that can be used for remote sensing applications
[31]. The algorithm takes as input a large number of grey-scale
images emanating from a hyper-spectral sensor. Each image
corresponds to a particular wavelength of light;e.g.,Fig. 11(a)
shows the image taken at 1998 nm using a 210-channel hyper-
spectral image collected with the HYDICE sensor, an airborne
imaging spectrometer. The HYDICE image-set corresponds to
foliated scenes taken from an altitude of 2000 to 7500 meters
at wavelengths between 400 nm and 2.5 micron. The scenes
contain mechanized vehicles sitting in open fields as well as
under camouflage. The s-PCT algorithm removes redundancy
in the image set and presents a single color composite image that   
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(a) (b)

Fig. 11. Concurrent remote sensing.

Fig. 12. Manager/worker communication model.

Fig. 13. Resilient view.

shows the important spectral contrast. For example, Fig. 11(b)
shows the output of the algorithm in which the mechanized ve-
hicles are clearly visible in the lower left of the figure, due to
spectral contrast.

The distributed version of the s-PCT algorithm uses the stan-
dard manager/worker decomposition technique [32] as shown
in Fig. 12. A sensor thread generates and partitions the 210-
frame image cube into sub-cubes, and distributes the sub-cubes
to worker threads. A manager synchronizes the actions of these
workers, accumulates partial results, and displays the resulting
image.

Fig. 13 shows the resilient view of the application where
worker threads are replicated with degree of 3.

The performance of the algorithm was measured on the het-
eroG testbed environment. The same experiment was conducted
with all workers replicated up to the level of 7; the manager
and sensor were not replicated. Table II shows the results of LB
experiments; these are consistent with those in the sonar appli-
cation. Performance was improved by a factor of 3.37 for re-
siliency 7. As in concurrent sonar application, higher improve-
ments were achieved with higher resiliency,viz, 7.

TABLE II
RESULTS OFLOAD BALANCING EXPERIMENTS FORENTIRE

HETEROGENEOUSTESTBED

Once again, when resiliency was applied, the anticipated re-
sult was that performance would decrease by a factor of 3 or
7, depending on the specified resiliency, because the replicated
processes require both memory and processor resources. Fig. 14
shows the overhead of resiliency with respect to 3 LB techniques
(no LB case, and 2 LB techniques):

• Without any LB, the execution times for resiliency 7 in-
creased more than a factor of 7 in Fig. 14(b). HeteroG LB
reduced the overhead of resiliency appreciably.

• With resiliency 7, the overhead was only 393% over re-
siliency 1 in Fig. 14(d). As in the sonar application, we
observe that LB improved the performance, and resiliency
can to use idle cycles in the concurrent algorithm to reduce
the cost of replication.

Fig. 15 examines the overhead caused by liveness checking.
In each case, the overhead was less than 1% and is consistent
with the results from the sonar application.

VIII. D ISCUSSION

This paper describes the notion of computational resiliency
and discusses the implementation issues associated with a pro-
totype-programming library that supports the idea. It also shows
how the concepts and library can be applied in the context of
2 applications: a towed array sonar and a remote sensing ap-
plication. The applications were studied to ascertain the over-
heads associated with the technology on a moderately scaled,
heteroG architecture consisting of computers with varying com-
puting capability, memory availability, operating systems, and
networking technology.

For both applications, use of LB techniques improved the
performance by efficient allocation of the replicated threads.
Reliability was considered in the LB algorithm to improve the
allocation of replicas. The ability to use idle cycles appreciably
reduced the cost of increased survivability, especially at higher
levels of redundancy than one normally considers. This higher
level is directly motivated by the computational model which
provides strength in numbers. Although initially, the use
of group-based liveness checking was considered to be an
important defect with the current implementation strategy, it
has proved to be less problematic than anticipated accounting
for less than a 1% overhead in both applications.
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(a) (b)

(c) (d)

Fig. 14. Overhead of resiliency.

Fig. 15. Overhead of liveness checking.

Many aspects of computational resiliency remain to be ex-
plored, and several alternative implementation strategies have
yet to be tested. However, this paper indicates that the general
concept is both practical and less costly than originally antici-
pated.
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SUMMARY 

 

The notion of computational resiliency refers to the ability of a distributed application to 

tolerate intrusion when under information warfare (IW) attack. This technology seeks an 

active strengthening of a military mission, rather than protecting its network 

infrastructure using static defensive measures such as network security, intrusion sensors, 

and firewalls. Computational resiliency involves the dynamic use of replication, guided 

by mission policy, to achieve intrusion tolerance so that even undetected attacks do not 

cause mission failure, however, it goes further to dynamically regenerate replication in 

response to an IW attack, allowing the level of system assurance to be restored and 

maintained. Replicated structures are protected through several techniques such as 

camouflage, dispersion, and layered security policy. This paper describes a prototype 

concurrent programming technology that we have developed to support computational 

resiliency and describes how the library has been applied in two prototypical 

applications. 

 

 

 

 

KEY WORDS: Computational resiliency; fault tolerance; distributed computing; multithreading; 

information warfare, network security 
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INTRODUCTION 

The ability to tolerate failures and attacks is desirable for many real- time distributed 

applications, especially mission-critical applications such as command and control, 

surveillance, and electronic commerce. Even long-running parallel applications require 

fault tolerance to avoid a complete restart of the program in the presence of failure. 

Generally, the fault-tolerant mechanisms to achieve this robust operation are based on 

some form of replication of critical information and resources. While this often provides 

graceful degradation of system performance, it is clearly not sufficient to aggressively 

recover assured operation. 

In this paper, we investigate an alternative model of distributed computation termed 

computational resiliency [1, 2]. This model provides a distributed system with the ability 

to sustain operation and dynamically restore the level of assurance in system function in 

the presence of information warfare attacks by combining real- time attack assessment 

with transparent and automatic reconfiguration and recovery. It assures that operational 

readiness is eventually restored subject only to the constraints imposed by available 

resources.  

To visualize how these concepts might operate, consider a distributed application as 

analogous to an apartment complex inhabited by a new strain of roach (process/thread)2. 

The roaches are highly resilient: you can stamp on them, spray them, strike them with a 

broom but you never kill them all or prevent them from their goal of finding food 

(resources). To foil your eradication efforts, they use several techniques: they are highly 

mobile moving from one place in the apartment complex (network) to another with speed 

                                                                 
2 Thanks to Cathy McCullum for providing this analogy. 
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and agility. They continually replicate to ensure that it is not possible to kill them all. 

They sense their environment (attack assessment) to obtain clues that mobility is 

necessary: if a light is turned on, they scurry away in all directions to hide behind 

cupboards in places of known safety (secure network zones). If a new roach killer is 

invented they learn from it, and adapt their behavior to compensate. However, this new 

strain is particularly aggressive and seeks to live in the daylight (wide-area operation): 

thus it adopts techniques for camouflage as a form of protection and disinformation. 

To realize this resilient computing model, we have developed an application-independent, 

distributed programming middleware library. The developed library provides Application 

Programming Interface (API)s for concurrent programming and representing the user’s 

requirements for reliability. Details of the communication protocols required to achieve 

on-the-fly replication and reconfiguration are hidden from the users. The library also 

ensures that no communication is lost, that the integrity of the process state is maintained, 

and that where possible locality of communication is preserved. It operates on a broad 

variety of heterogeneous networked architectures that include shared-memory 

multiprocessors and clusters of workstations.  

We have applied the developed technology to two prototype distributed applications: a 

hyper-spectral remote sensor and fluid dynamics to investigate the performance issues 

associated with the technology. In this paper, we describe the prototype implementation 

of the technology and show how those applications can benefit from it. We also provide 

performance measurements to quantify the associated overhead of resiliency over a 

distributed system consisting of 32, dual-processor, shared-memory multiprocessors 

connected with switched fast-Ethernet technology. 
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RELATED WORK 

Fault-tolerance techniques can be implemented using only hardware or software, and 

some techniques need both of them. Hardware techniques require higher cost but give 

better performance. On the other hand, software techniques are more flexible for future 

modification. Here we are concerned primarily with software-based techniques that can 

be applied to distributed real-time applications. Most of the techniques developed to date 

are based on notion of process replication to provide high levels of system availability 

[3]. However, the use of replication introduces additional problems such as the need to 

maintain consistency between replicas, detect the failure of a compromised process, and 

transparently recover system function.  

Most distributed systems use software-based replication techniques that can be divided 

into two general categories based on passive [4] or active [5] replication to provide fault 

tolerance. In passive replication [4], there is a single primary server and all other replicas 

are maintained purely as backups. Passive replication involves less redundant processing 

and is less costly, however, this method is slow to transfer control to a backup in the 

event of failure; this can lead to significant degradation in system response. Active 

replication [5] has no centralized control. Any viable replica may receive a message from 

a client and collectively the replicas maintain message ordering and atomicity. This 

approach is attractive for real- time systems because it is relatively fast to transfer control 

in the event of failure although it requires more computing resources [6].  

To implement replication it is useful to organize processes into groups and provide 

communication mechanisms between groups. The processes in a group cooperate to 

provide a single service and each group is viewed as a single logical entity hiding its 
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internal structure from other groups [7]. The processes use multicast communication 

primitives that guarantee every process in the group receives the same messages in the 

same order to maintain and a consistent process state. The group concept has been 

extended to many fault-tolerant distributed systems such as Isis [8], Horus [9], Transis 

[10], Totem [11], and Ameoba [12]. Although not used for fault tolerance, the process 

group has also been used widely as a concurrent programming paradigm through libraries 

such as PVM [13] and MPI [14]. 

A useful taxonomy of database recovery techniques for information warfare has been 

developed by Jajodia [15]. Cold-start recovery involves a complete restart in the event of 

a severe attack. Warm-start involves non-transparent but automated recovery. Hot-start 

techniques are by far the more sophisticated and provide transparent recovery. These 

techniques operate through a combination of implementation techniques that include 

checkpoints and intelligent analysis of the effects of attack queries [15]. Checkpointing 

generally requires more time to recover than process groups since it involves restoring 

previous state information from a stable repository such as hard disk and starting a new 

process. Checkpointing mechanisms can sometimes be used transparently and a variety of 

techniques have been developed to reduce the associated overheads [16, 17, 18, 19].  

 

COMPUTATIONAL RESILIENCY 

To tolerate information warfare attacks, applications  may choose to statically replicate 

mission critical threads, thereby forming thread groups, as shown in Figure 1. Each 

thread in a group is allocated to a different computational resource so as to sustain 

operation. This provides a graceful path of performance degradation to the point of 
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failure. Unfortunately, it is not resilient in that it does not assure continued operation of 

the system when sufficient resources are available elsewhere in the network. In any 

realistic system, there will never be sufficient resources to replicate all threads, therefore 

some policy-based methods for controlling replication are required. In addition, resources 

may become available, or unavailable, dynamically, during the course of a conflict.  

 

Threads Group

 
Figure 1. Replication of Threads 

 

An alternative approach is to dynamically recreate the level of thread replication in the 

face of attack. This assures that operational readiness is eventually restored, subject only 

to the constraints imposed by the time-dependent availability of resources. Obviously to 

be successful, the replacement thread must be mapped to an alternative location in the 

network with sufficient resources. Protocols are required to dynamically reconfigure 

communication between residual thread groups and newly created replicas. These 

protocols deal with race conditions inherent in the reconfiguration process, ensure that no 

communication is lost, that the integrity of state is maintained, and that where possible 

locality of communication is preserved.  

Figure 2 shows how resiliency is layered into a distributed application. The application 

programmer simply describes the required thread structure and states the level of 
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resiliency for each crucial thread. In the diagram there are three threads, the first and 

second are resilient to level three, while the third is resilient to level two. Communication 

between threads at the application level is replaced by group communication at the 

resilient level. Threads are subsequently mapped, through indexing, to appropriate 

processors such that replicas in a single group are placed in different processors at the 

architectural level.  
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Figure 2. Computational resiliency using a Cluster of Multiprocessors 

 

Figure 3 compares the fault-tolerant model of computation (dashed line) with 

computational resiliency (solid line). In a fault-tolerant implementation, as threads are 

compromised, graceful degradation occurs and eventually, when no replicas are 

available, the application is unable to proceed.  
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Figure 3. Fault-tolerance vs. Computational Resiliency 

 

Using resiliency, periodic liveness checks are performed. These checks are not designed 

to detect an IW attack, but rather, they seek to determine if an application is not 

performing as expected. If an application thread is detected as compromised during a 

liveness check, it will be destroyed and replaced using the uncompromised residual 

members of the group. This hot-start recovery mechanism [13] ensures that the newly 

recreated thread begins execution from the most recent state rather than a state where the 

compromise occurred. No message logging or intermediate state is saved either in stable 

storage such as a hard disk, or at a remote server. Therefore, network file system failure 

does not affect robustness.  

 

PROTOTYPE IMPLEMENTATION 

To provide highly mobile threads with the ability to reconfigure and replicate in a 

heterogeneous computing environment, it is necessary to have an explicit representation 

of the communication structure used by the application.  We have developed a concurrent 

programming library that provides this basic functionality [1, 2, 18, 19, 20, 21]. The 

library is portable to a wide range of platforms, from distributed-memory multicomputers 
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to networks of workstations, PC’s and multiprocessors. It provides a mobile thread 

abstraction in which threads may move between processors to accommodate for changes 

in resource requirements (e.g. processor speed, memory, bandwidth). 

Distributed applications are composed of a collection of threads that communicate and 

synchronize either through shared memory or by sending messages. Each thread has an 

associated state, which is operated on by application specific routines e.g. in a remote 

sensing application this may involve matrix algebra for image manipulation. A thread 

also has a machine independent description of its communication structure. In general 

these systems are reactive [24] in that the important transitions between data states occur 

at the receipt of messages. This provides a natural mechanism to synchronize each thread, 

detect an information warfare attack, and initiate appropriate recovery. 

To dynamically recover replication, a mechanism is required to recreate a compromised 

thread with the appropriate communication structure at a new location in the network. 

This mechanism is implemented by replicating a residual thread from the compromised 

group and subsequently moving the new thread to its desired location. Unfortunately, it 

may not be efficient, either because of memory disparities or because of thread 

granularity (i.e. ratio of computation to communication) to move the new thread directly. 

Thus additional mechanisms are needed to allow thread granularity to be increased, by 

merging, or decreased, by splitting, the associated computation. Armed with these basic 

techniques: thread move, merge and split, it possible to build concepts for resource 

management [22].  There exists no general solution to the resource management problem, 

thus each application must employ an appropriate technique [25].  For simplicity, in this 

paper a Manager-Worker approach is used to demonstrate the ideas [26]. 
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The crucial issues associated with use of a dynamically reconfigurable group of 

replicated threads include describing and managing the group, detecting a compromise, 

and ensuring valid program state and communication structure. From a programming 

perspective we seek to hide the implementation details associated with these issues in a 

programming library and so relieve the application programmer from the complexities 

associated with resiliency. A programmer may simply specify the level of resiliency (i.e. 

number of thread replicas required) when initially spawning a thread. This level of 

resiliency will then be maintained automatically throughout the runtime of the 

computation provided that there are sufficient resources. Resiliency will gracefully 

degrade when resources are stretched beyond their capacity. The programming library 

implements three protocols that address these crucial issues by providing group 

membership, liveness checking and recovery, and flow control. We use two prototypical 

applications to demonstrate how those protocols are used and quantify the associated 

performance.  

 

Membership Protocol  

The membership protocol provides mechanisms to create threads and cause them to join 

or leave a group. At the beginning of program execution, groups are constructed by 

creating replicas and causing each to join the group. During failure and recovery, when a 

thread is compromised, it is forced to leave its group.  A new replica is then created that 

joins the group to take its place. Groups are numbered for addressing purposes and the 

organization of communication is keyed to this numbering. Programmers follow a 
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standard Application Programming Interface (API) that allows them to specify the 

required resiliency for a thread and create communication channels between groups: 

int  group_create(thread_fn, resiliency) 

channel_create(group1, group2) 

Figure 4 shows abstractly how these functions are used to implement the process 

structure shown in Figure 2. Three groups are created (1,2,3), each designated by an 

appropriate unique identifier (g1,g2,g3). When the first group is created the programmer 

specifies resiliency of three, meaning three replicated threads in the group g1 (1). 

Similarly, the second thread has three replicas and the third has two.  The mapping of 

threads in this example occurs abstractly through the @ notation. After groups are 

created, architecturally independent communication channels are created between groups 

(4,5,6). Communication between threads that are not replicated, i.e. resiliency 1, involves 

no overhead associated with group representation. 

Figure 4. Abstract Code for Figure 2 

 

Liveness Checking Protocol  

The liveness checking and recovery protocol provides an interface to application specific 

routines for detecting a compromise and implements the recovery mechanism. The 

main () {                  
   g1 = group_create (thread1_fn, 3) @ C1, C2, C3 // 1  
   g2 = group_create (thread2_fn, 3) @ C2, C3, C4    // 2  
   g3 = group_create (thread3_fn, 2) @ C1, C4       // 3  
   channel_create (g1, g2)                                  // 4  
   channel_create (g2, g3)     // 5  
   channel_create (g3, g1)     // 6  
} 
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frequency of liveness checking is determined by the programmer and is application 

dependent.  

Liveness checking uses the underlying mechanisms for thread movement to recreate 

compromised threads and reconfigure group communication. When a liveness check 

occurs, the members of each group communicate, and one of the uncompromised threads 

is selected as the group leader. The leader then coordinates dynamic replication and 

changes to the group communication structure to both exclude compromised threads and 

include the new replicas. Bounds on latency and timeouts are used to circumvent 

compromised threads that simply fail to respond during the protocol. The application 

programmer is simply required to determine at what point a liveness check is to be 

performed. 

In our implementation, we provide two types of liveness checking, synchronous liveness 

checking and asynchronous liveness checking. In synchronous liveness checking, 

liveness checking is performed globally across the application such that all the threads in 

the system are involved in this operation. It requires a global synchronization point across 

the distributed threads. This type of liveness checking is appropriate for those 

applications with Single Instruction Multiple Data (SIMD) style parallelism where each 

processor executes the same program and such a global synchronization point can be 

determined easily, for example, at the end of each iteration of a loop. Assuming that the 

workload is evenly distributed over the threads, there wouldn’t be significant overhead 

due to the global synchronization. However, it may not be applicable for a certain class of 

applications. It is inefficient and costly for irregular parallel applications where workload 

of each thread can vary such that the threads with more workload can hold the other 
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threads unnecessarily. Some applications may want to perform the liveness checking 

more frequently on some part of groups than the others.  Moreover, such a global 

synchronization point may not exist in some applications especially with Multiple 

Instruction Multiple Data (MIMD) parallelism where each processor executes different 

programs. For that purpose, the library provides another type of liveness checking, 

asynchronous liveness checking. It allows only the threads in the same group to perform 

the liveness checking regardless of the other groups and the operation is not visible to the 

others. Therefore, it can be used for the applications where the global liveness checking is 

inapplicable. However, per group basis liveness checking causes some issues regarding 

consistency. Other threads are not aware of the liveness checking going on in a certain 

group of threads and their states keep changing as the computation proceeds. Even they 

can send messages to that group while its group members are performing liveness 

checking which could be lost especially if they are reconstructing their computation and 

communication structures due to the failures. Figure 5, illustrates the problem of possible 

message loss during liveness checking. In Figure 5(a), both group 1 and group 2 perform 

synchronous liveness checking. One of the members in group 1 crashed and a new replica 

is created during the liveness checking period represented as lined rectangle. In 

synchronous liveness checking the threads don’t proceed until all the threads finish 

liveness checking; therefore, there are no messages in transit during the liveness checking 

period. However, in asynchronous liveness checking, Figure 5(b), only group 1 performs 

synchronous liveness checking. It shows that the messages sent from group 2 can be 

missed for the new member in group 1 with asynchronous liveness checking since the 
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sender is not aware of the new thread in group 1 until the liveness checking is finished 

and does not retransmit the missed messages. 

 

(a) Synchronous Liveness Checking

(b) Asynchronous Liveness Checking

Group 1

Group 2 Member 1

Member 1
Member 2

Group 1

Group 2

Member 1
Member 2

Member 1

 

Figure 5. Issues with Messages in Transit 

 

To deal with messages in transit during the liveness checking, asynchronous liveness 

checking uses message forwarding. To guarantee the delivery of the messages that could 

be missed for the new thread, the other members in the group 1 forward the messages to 

it until it can receive the messages from the original sender correctly. While 

asynchronous liveness checking can be used for wider range of applications, it causes 

more overhead in the recovery process due to the message forwarding. 

 

Group 1

Group 2

Member 1

Member 2

Member 1
 

Figure 6. Message Forwarding 
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Assume that the process structure in Figure 2 is used to simply circulate a token among 

the threads. The first thread is responsible for injecting the token (1,2). The basic action 

of each thread is to repeatedly receive a token from the left (3), and send it to the right 

(4). The programmer organizes the application such that periodically liveness checking is 

performed (5). At that point, compromised threads are detected and recreated as long as 

there are available resources.  

 

 
Figure 7. Abstract Code for Threads in Figure 2 

 

Figure 8 depicts the state of the example application when either processor 3 or its 

network connection is compromised. As a result of this compromise, two threads, one 

from group 1 and one from group 2 are compromised.   

thread_fn (left, right) { 
   if(my group_id ==1)  // 1 
       group_send(right, token)   // 2 
   while(true) { 
       token = group_recv (left)         // 3  
       group_send (right, token)   // 4  
       if (time_expired)     
         liveness_check ()  // 5 
   }      
}      
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Figure 8. Failure and Reconfiguration 

 

At the next liveness  these threads are recreated at processor 1 and 4 respectively as 

shown in Figure 9. The new threads have the same computation state and communication 

structure as the residual, uncompromised, threads in their groups. As a result, the required 

level of resiliency is re-established and the application can tolerate further attacks in  

the future. Notice that the reconfiguration of the compromised threads is transparent, as there 

are no changes at the application layer.  
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Figure 9. After Liveness Checking 
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Flow Control Protocol  

The flow control protocol ensures reliable, ordered delivery of messages between the 

groups in the presence of a compromise. Figure 10 shows the impact of replication on the 

communication structure in Figure 2. At the application layer, threads 2 and 3 

communicate directly through a single point-to-point channel. At the resilient layer, the 

sender has replication level 3 and is represented by group 2, while the receiver has 

replication level 2 and is represented by group 3. The actual communication structure 

implemented to achieve this group communication is shown on the right. Each thread in 

group 2 replicates its communication to group 3. This communication is hidden from the 

programmer in that it is provided by virtue of the implementation of group 

communication. 

 

Thread 2 Thread 3 Group 2 Group 3

 

     (a) Application View                (b) Resilient View  
Figure 10. Group Channel Implementation 

 

Figure 11 shows how the flow control protocol effects message transport. Notice that the 

sending group on the left has three members (resiliency of level 3) and the right hand side 

shows one of the receiving threads. The receiving thread may receive the same message 
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three times without error or less than three due to compromises. In this picture, the third 

channel has failed and no more messages are transmitted after the fourth message over 

this failed channel. The receiver discards the duplicated messages, reorders the incoming 

messages, and delivers them to the application level thread. The shaded messages in the 

picture are duplicates that are received but discarded. 
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Figure 11. Flow Control 

 

CONCURRENT REMOTE SENSING 

The first application to which we have applied resiliency is a concurrent spectral-

screening Principal Component Transform algorithm (s-PCT) that can be used for 

remote sensing applications [27]. The algorithm takes as input a large number of grey-

scale images emanating from a hyper-spectral sensor. Each image corresponds to a 

particular wavelength of light, for example, Figure 12a shows the image taken at 1998nm 

using a 210-channel hyper-spectral image collected with the Hyper-spectral Digital 

Imagery Collection Experiment (HYDICE) sensor, an airborne imaging spectrometer. 

The HYDICE image set corresponds to foliated scenes taken from an altitude of 2000 to 
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7500 meters at wavelengths between 400nm and 2.5 micron. The scenes contain 

mechanized vehicles sitting in open fields as well as under camouflage. The s-PCT 

algorithm removes redundancy in the image set and presents a single color composite 

image that shows the important spectral contrast. For example, Figure 12b shows the 

output of the algorithm in which the mechanized vehicles are clearly visible in the lower 

left of the figure due to spectral contrast. 

 

 
         (a)                                          (b) 

Figure 12. Concurrent Remote Sensing 
 

The distributed version of the s-PCT algorithm uses the standard manager/worker 

decomposition technique [24] as shown in Figure 13. A sensor thread generates and 

partitions the 210-frame image cube into sub-cubes and distributes the sub-cubes to 

worker threads. A manager synchronizes the actions of these workers, accumulates 

partial results, and displays the resulting image.  
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Figure 13. Manager/Worker Communication Model 

 

Each worker thread executes the algorithm shown in Figure 14 and maintains a set of 

sub-cubes (lines 1, 4) to operate on. An initial request is sent to the sensor to obtain the 

first sub-cube (line 2). After this initial request, the processing of each sub-cube is 

overlapped with communication of the next remaining sub-cube from the sensor (line 

3). This represents the primary communication step in the algorithm and corresponds to 

distributing 1/nth of the image cube to each of n worker threads. 

The spectral screening algorithm produces a set of unique spectra. Although each sub-

cube contributes to this set through an appropriate abstract operation (line 6), the set must 

be accumulated across all sub-cubes. This accumulation is performed through 

communication with the manager. Each worker sends a prospective subset of the spectra 

to the manager (line 7) and overlaps this communication with computation of the next 

subset. When all sub-cubes have been processed, the manger transmits the resulting 

unique set to all workers (line 8). Typically, the amount of communication in this step is 

orders of magnitude less than the size of an image cube. 

When the spectral screening is completed globally, the algorithm proceeds to compute a 

set of statistics (mean-vector and covariant-sum) that give a measure of the variation in 
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images at each spectra. Although, once again, the statistics can be largely computed on a 

per sub-cube basis using an appropriate abstract operation (line 9), the manager is again 

involved in assembling the statistics to form a transformation matrix A and mean-vector 

m (lines 10, 11). The communication involved in this step is on the order of n2 where n is 

the number of spectra, again typically significantly smaller than the size of the image 

cube. 

With the matrix A and mean-vector m available, a PCT (line 12) and human-centered 

mapping (line 13) can be computed on each sub-cube independently to produce a patch of 

the final color image.  The patches are accumulated at the manager for display (line 14).  

Thus, the final communication is only m2, where m is the size of the image.  Periodic 

liveness checking is performed when appropriate (line 15). 

Figure 14. Abstract Code for Worker Thread 

worker_fn() { 
    cubes = {}        // 1  
    group_send(request,sensor)     // 2  
    while(numsubcubes <= numcubes/numworkers) { 
 subcube = recv(sensor)     // 3  
 cubes = cubes U subcube      // 4  
 group_send(request,sensor)     // 5 
 ssubset = spectral_screening(subcube)   // 6  
 group_send(ssubset, manager)    // 7  
    } 
    sset = group_recv(manager)     // 8  
    substats = statistics(sset)      // 9 
    group_send(manager, substats)     // 10  
    [A, m] = group_recv(manager)     // 11 
    subcomponents = PCT(A, m, cubes)    // 12  
    subimage = human_centered_mapping(subcomponents)  // 13  
    group_send(subimage, manager)     // 14  
    if (time expires)   
       liveness_check ()                                // 15 
   } 
} 
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In our experiments, the threads in this program were partitioned to execute on up to 64 

processors. The performance of the algorithm was measured on the distributed 

environment that was organized as 32 Pentium 400 MHz dual-processor computers 

running the Linux operating system, and connected with 100BaseT networking 

technology. The sensor and manager were mapped to one machine, while each of the 

remaining machines executed workers. Resiliency was applied uniformly to harden the 

application by replicating the worker elements. The manager and sensor were not 

replicated since the sensors are hardware components and the manager is mapped to a 

single display device. Figures 15, 16, and 17 show representative experimental results 

from a broad set of experiments that we have conducted to measure the overhead caused 

by resiliency and liveness checking. The application was executed once for Figures 15 

and 16, and 100 iterations for Figure 17. Three parameters were varied in the 

experiments: the number of processors (1 to 64), the level of replication (1, 2, 3, or 7), 

and the frequency of the liveness checking (0 to 100 checks over the course of the 100 

iterations).  

Although resiliency rather than scalability of the concurrent algorithms is the subject of 

this paper, it is valuable to ensure that the use of resiliency does not dramatically impact 

scaling properties. Figure 15 shows the scalability of the concurrent algorithm by 

measuring the execution time of a single remote sensing operation with respect to the 

varying number of processors and differing levels of replication. Ideal speedup is the 

maximum speedup obtainable, which is represented by the sequential execution time 

divided by the number of processors. Uniform decomposition was used, i.e. the number 

of partitions is equal to that of processors. As with all applications, eventually the effects 
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of diminished granularity outweigh the performance improvement associated with 

concurrency; each component of work is reduced to the point where the cost of 

communication dominates, for example, the ratio of communication to total execution 

time increases from 4% with 8 processors to 54% with 64 processors. From 2 processors 

to 4 processors, the performance improved 97% while from 32 processors to 64 

processors only 38% improvement was observed. 
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Figure 15. Scalability of Concurrent PCT 

 

Figure 16 shows the overhead of resiliency with respect to the number of processors (8, 

16, 32, and 64). Our expectation was that since replication of a thread doubles its 

computational requirements, level 2 and level 3 resiliency would execute with a two or 

three-fold decrease in speed respectively. The results indicate however, that in fact 

performance did not decrease linearly with the level of replication and was less than 

expected for all the decompositions. Notice that the overhead caused by resiliency 2 is 

only 82% over resiliency 1, and 186% for resiliency 3 respectively. This artifact resulted 

from the overlapping of communication and computation in the resilient application: Idle 
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time in the application allowed cycles to be used in completing replicated tasks that 

would have otherwise been wasted. Obviously, this phenomenon is highly application 

dependent, however, idle cycles can occur for many reasons in distributed applications, 

e.g. file I/O, synchronization, global operations, etc. Therefore it is not unreasonable to 

assume that resiliency may often be achievable without significant computational costs. 

 

(a) (b) 

(b) (d) 
Figure 16. Overhead of Resiliency 

 

Example results concerning the frequency of liveness checking for both synchronous and 

asynchronous liveness checking mechanisms are presented in Figure 17. For these 

results, the problem was decomposed into 16. The lower line shows the performance of 

resiliency 3 using 32 processors. The top line represents resiliency 7. It used more 

processors, 56, for the same number of decompositions to avoid excessive load of 
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computation per processor. Even though resiliency 7 may seem to be a high level of 

replication, we consider this case interesting since it more closely approximates the 

computational model presented in Section 1. These results show that the use of liveness 

checks does not incur noticeable overhead for all cases. The overhead was less than 1% 

for both synchronous and asynchronous liveness checking methods even when liveness 

checking is frequent (every iteration) and the level of resiliency is high, i.e. 7. This is 

beneficial in that frequent use of liveness checking allows an application to recover from 

the possible failure more quickly.  

There was no performance difference between synchronous and asynchronous liveness 

checking methods in this particular application. The reason was that this application has 

SPMD style parallelism so that the workload was evenly distributed over the threads, and 

that the experimentation was done  on homogeneous systems. Therefore, most of the 

threads perform the liveness checking almost at the same time. In addition, the overhead 

of resiliency for level 7 was only 79 % over resiliency 3, indicating that very high levels 

of survivability may be possible without a direct linear cost. 
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Figure 17. Overhead of Liveness Checking 
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Dirichlet Boundary Problem 

We have developed another technology demonstration program in the fluid dynamics area, 

the Dirichlet boundary problem. The Dirichlet boundary problem is a numerical simulation 

problem on a two dimensional grid. Each point on the grid has an ),( yx  location and a 

value representing temperature of some material. At each time step, each point’s 

temperature is averaged with its neighbor’s temperatures to find the point’s temperature 

at the end of the time step. This operates for all grid points that are not on the boundary. 

Boundary grid points are assumed to have a constant value. The Dirichlet problem is 

simple in that the workload is uniform. This allows the domain decomposition technique 

to be used in dividing up the workload among processes. A two-dimensional 

decomposition involves partitioning the grid by both rows and columns (i.e. into 

patches). In our explanation, two-dimensional decomposition is used. The Dirichlet boundary 

problem can be parallelized reliably using computational resiliency. Figure 18 describes 

the abstract code of what each node performs. 

 

 
Figure 18. Dirichlet Boundary Problem and Its Parallelization 

Entire two dimensional grid is decomposed into the patches 
Computing node is created 
Set up the communication channels among the nodes 
Each node is assigned a patch with initial boundary condition 
Initialize each node state  
while (not the norm is converged to an acceptable point) { 
    for all neighbors { 
         send the edges to the neighbor 
     } 
    for all neighbors { 
        receive the edges from the neighbor 
    } 
    calculate the new temperature at each grid point of the patch 
    calculate the new norm 
    if (time expires) perform liveness checking 
} 
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Each patch is assigned to a different processor for parallel computation. Figure 19 shows 

how a two dimensional grid is mapped into a matrix of processors, how each workload is 

assigned to a node, and how necessary communication paths are set up. In the right 

picture, each circle represents a node mapped to each processor and the arrows represent 

the communication paths among the processors.  
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Figure 19. Dirichlet Boundary Problem and Its Parallelization 

 

The performance of the algorithms was measured on the same distributed environment 

used for concurrent remote sensing in the previous section. The same experiment was 

conducted with all threads replicated up to the level of seven. Grid size was 6400×6400. 

Figure 20 shows the speedup gained as a function of the number of processors both with 

and without resiliency. Due to the memory limitation, the algorithm couldn’t run on less 

than 4 processors. Once again, as we would expect, eventually granularity concerns begin 

to reduce the speedup of the algorithm. For example, from 4 to 8 processors, the 
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performance improved 88% while from 32 processors to 64 processors only 60% 

improvement was achieved. 
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Figure 20. Scalability of Concurrent Dirichlet Boundary Problem 

 

Figure 21 shows the overhead of resiliency with respect to the number of processors. 

Once again, when resiliency was applied the expected result was that performance would 

decrease by a factor of two or three depending on the specified resiliency since the 

replicated processes require both memory and processor resources. The overhead caused 

by resiliency 2 was 64% over resiliency 1 and 166% for resiliency 3 respectively. Higher 

improvement rate was achieved compared to the previous application, which resulted 

from the fact that Dirichlet boundary problem has a lower communication to computation 

ratio. Communication overhead was the main performance bottleneck with a higher 

number of processors for the previous application. However, the Dirichlet boundary 

application has less communication overhead even with higher number of processors. For 

example, the ratio of communication to total execution time was 20% compared to 54% 

for the concurrent remote sensing application with 64 processors. 



                                                                                                      63

 
(a)               (b) 

 
(c)               (d) 

Figure 21. Overhead of Resiliency 

 

Figure 22 shows the overhead of liveness checking for two different liveness checking 

methods. Unlike the previous application, the results indicate that the asynchronous 

liveness checking yields a slightly better performance, especially with a higher 

frequency of liveness checking and resiliency, which was 5% improvement for resiliency 

7 and 100 liveness checks. Processors in the middle of the grid need to exchange the 

boundary information with four neighboring processors while the processors around the 

boundary with two or three neighbors. Therefore, the processors have different 

communication overhead, which results in a difference in execution time. With 

asynchronous liveness checking, the faster groups don’t have to wait for the slow groups 

for liveness checking. 
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Figure 22. Overhead of Liveness Checking 

 

CONCLUSION 

This paper has described the notion of computational resiliency and discussed the 

implementation issues associated with a prototype-programming library that supports the 

idea. The paper shows how the concepts and library can be applied in the context of a 

realistic military application, a concurrent remote sensing, and a parallel application, 

Dirichlet boundary problem. The implementations of these applications were studied to 

ascertain the overheads associated with the technology on a moderately scaled, 

homogeneous architecture consisting of 32 high-performance dual-processor PC’s 

connected with 100Mbit/sec Ethernet technology. 

For both applications, ability to utilize idle cycles to reduce the cost of increased 

survivability was evident, especially at higher levels of redundancy than one no rmally 

considers practical. This higher level is directly motivated by the computational model 

which provides strength in numbers. Although initially, the use of group based liveness 

checking was considered to be a significant defect with the current implementation 

strategy, it has proved to be less problematic than expected accounting for less than a 1% 
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overhead in both applications. We have developed two different liveness checking 

methods to support a wider range of applications and showed how they can affect the 

performance of the applications. 

Many aspects of computational resiliency remain to be explored and several alternative 

implementation strategies have yet to be tested. However, the results in this paper 

indicate that the general concept is both practical and has less cost than originally 

anticipated. We are currently exploring the related issues of resource management, thread 

  camouflage, and a passive replication based approach. 
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