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Project Objectives

Surreptitious communication through steganography has application in many settings.
There are many different techniques for hiding steganographic content and in theory, any
file type can serve as a carrier. Most studies in steganalysis have focused on single file
types and a few steganographic methods on those file types, representing a limited
sample of the population of transmitted data. In our Phase I effort, we proposed to
develop a general-purpose steganalysis system that would handle many file types and
many steganographic methods, while being easy to configure and use. Such a system
could be deployed widely enough to adequately sample a statistically significant portion
of transmitted data. A distinguishing feature of our proposed approach was the use of
machine learning techniques to create a file type classifier that can be used to select
among available steganalysis modules. The resulting system was to be modeled on
modern antivirus software, capable of background monitoring of files, email, and web
pages visited in a browser.

Our plan was to create a flexible, efficient framework, called StegKit, into which
steganalysis components could be placed or "plugged in" to carry out automated and
manual analysis within common operating environments. Specific steganalysis
algorithms and techniques, while important for demonstrating feasibility and the concept
of operations, were a lesser concern in Phase I, but were anticipated to be a the primary
focus of Phase II. The framework to be created in Phase I was to provide a stable and
well-defined platform for rapid testing, evaluation, and evolution of steganalysis
components in Phase II. In Phase I, we proposed to develop for deployment under the
Microsoft Windows operating system (either Windows 2000 or Windows XP).

Existing steganalysis tools, such as stegdetect [24], tend to be structured as utility
programs, invoked from the command line and applied to suspect files one at a time.
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While effective for checks of a small number of suspect files, they are not packaged in a
way that supplies their services in a continuous background fashion covering, for
example, all material accessed through a web browser. The existing tools also tend to
focus on a single cover file type (e.g., image files in JPEG encoding), thus requiring the
user to select the appropriate utility for maximum efficacy.

Some work reported in the literature [22] has adapted command line utilities to work in a
"batch" mode against suspect files collected by a separate web spider process. This
technique has been used to examine large numbers of image files from EBay and Usenet
newsgroups as a means of assessing the prevalence of steganographically concealed
material on the Internet. The batch approach, while effective for the purpose of the
research effort, is not well suited to the dynamic environment of everyday PC use.
Furthermore, it also restricted the analysis to a single file type, also inappropriate for use
in a dynamic setting.

As noted in the original STTR topic description, a more appropriate packaging model
would be computer virus checking. Virus checkers typically can be used under manual
control, scanning anything from the current contents of memory, through a single file, all
the way to all drives on a computer. They can also usually be configured to run
automatically, unobtrusively examining every file as it is created, or every new email as it
is received from the mail server. (Some checking software runs on the mail server itself,
checking before messages are passed to the mail client.) The specific file type is
irrelevant to the virus checking process, though some file types known to compress or
otherwise package content (such as zip files or Microsoft cabinet files) may be expanded
before being checked. Users frequently have some control over the action taken when a
virus is detected, ranging from simple reporting through "quarantining" where the
infected file is isolated in a protected area of the directory structure, through to deletion.
In some cases, the virus analysis may produce sufficient information to permit
disinfection, or removal of the viral component and salvaging of the original, uninfected
file.

With this in mind, our objective in Phase I was to demonstrate the feasibility of creating a
steganalysis tool that packages steganography detection in a manner similar to that of a
virus checker. The functionality of this tool was to be partitioned between a framework
and plug-ins, with the plug-ins providing specific steganalytic techniques and the
framework providing necessary support services including file handling and user
interface. The complete tool, consisting of the framework plus a plug-in based on
existing steganalysis components, was to:

e automatically identify all newly created files on the subject computer, including
file type,

e identify all newly received email messages on the subject computer, including file
type for any attachments,

o perform appropriate steganalysis on the new material, based on the file type,

e report, in a form selected by the user, whenever steganographic content is
detected in analyzed material,
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e offer a means for the user to manually invoke steganalysis on one or more
selected files, and

o offer a user interface for configuration of the analysis process (e.g., selecting
target directories, etc.).

In addition to the proof-of-concept demonstration tool, important proposed objectives of
Phase I included:

¢ identifying, documenting, and implementing methods for rapid file type
determination,

e estimating acceptable performance bounds for background steganalysis (time and
space), '

e designing and documenting an application programming interface (API) for plug-
in steganalysis modules, including a description of framework services and data
structures, and

e establishing a testing environment and executing tests of the concept
demonstrator.

Most of these objectives were retained (and achieved) during our Phase I effort.
Interaction with the technical advisors at AFRL Rome caused us to de-emphasize file
type detection, and as a consequence of this decision, we abandoned our plan to use .
machine learning techniques to create a reliable, accurate, and high-performing file type
detector. We also focused exclusively on file creation and modification, leaving email for
later consideration.

Work Carried Out

September 2004

The STTR contract to ECC and subcontract from ECC to UW-P were put in place and
effort started at ECC and UW-P. It took a couple of days after the contract was in place to
get students hired at UW-P, but this had no negative impact on progress.

We established a project wiki to support inter-site communication, making project
documents readily available to all participants. The wiki is password protected to control
access to project personnel.

As described in our proposal, the preliminary architecture for StegKit features a
controller with plug-ins implemented as Windows DLLs, and a simple API consisting of
two functions: init() and detect(). After working with this model, we provisionally added
a third function - typeof(). We created some small programs to confirm that basic
assumptions underlying the planned architecture, such as the ability to monitor file
operations, true dynamic library loading and linking, were valid in the Windows
environment. Analysis of the architecture identified some security and performance
issues.
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We collected information on file type detection and identified three possible approaches:
(a) the basic Windows approach, mapping file extensions to application types, (b) the
basic Unix approach of magic numbers/bytes, and (c) machine learning from examples.

Finally, we prepared briefing materials for the kickoff meeting scheduled for 07 October
at Rome, NY.

October 2004

The kickoff meeting was held at Rome on 07 October. Discussion at the kickoff meeting
indicated that some adaptation to our planned efforts would be helpful. This was neither
surprising nor difficult to accommodate, but was a point at which we needed to make
changes from our initial plan. The principal changes were (1) to redirect UW-P away
from efforts to explore machine learning for file type detection; and (2) to increase the
planned number of plug-ins of each type so as to provide greater insight into the
feasibility of the plug-in architecture. The plan is now to emphasize the use of multiple
plug-ins (both for file type detection and steganalysis) to exercise the plug-in
architectural concept, giving insight into feasibility of the approach. UW-P refocused
onto creation of plug-ins implementing well-known steganalysis algorithms.

UW-P delivered (to ECC) initial test versions of file type detectors for JPEG and GIF
image file types that use file name extensions and magic bytes to type files. They also
collected about 1G of file examples "from the wild" for testing, and set up four separate
steganography programs to prepare "known bad" versions.

ECC implemented a controller that

checks a startup directory for plug-ins

loads any plug-ins detected and calls their init() function

monitors specified directories for file creation

copies files created in the specified directories to a work/quarantine area
calls the loaded plug-ins against the files in the work area

returns a "good/bad" call for each file

The controller does not currently distinguish between file type detection and steganalysis
plug-ins. It therefore does not yet attempt to restrict calls to steganalysis plug-ins to files
of an appropriate type.

We did encountered a technical issue in the plug-in API. Our initial plan was to have the
controller component open each suspect file, then pass a handle to that open file to each
plug-in as an argument to the typeof() function. This would minimize file manipulation
overhead by amortizing the cost of a single file open/close over all invoked plug-ins.
Unfortunately, it has proved to be quite complex to accomplish if the controller and plug-
in are written in different languages, since each language has a language-specific
representation of an open file. So, for example, C++ has a representation that differs

Page 4




StegKit Final Report 08 June 2005

from Java, and it is not clear how to pass the C++ representation to a Java plug-in.
Fortunately, this is not a critical issue for feasibility - premature optimization can be the
enemy of good design. For the present, we are passing file names (with path) to the plug-
ins, and require the plug-ins to do file open/close as needed.

November 2004

UW-P created initial test versions of file type detectors for JPEG and GIF image file
types using file name extensions and magic bytes to type files. As these plug-ins were
made available to the controller, we found some instances where the initial plug-in API
definition was deficient, so it was updated. File type detection is now accomplished
through a newly defined function i sOfType (), analogous to detect () for steganalysis
plug-ins. We clarified input and output parameter types and legal values and now require
that the detect () function return a floating point value between 0.0 and 1.0 inclusive |
rather than a Boolean to accommodate statistical responses. Finally, we eliminated the
typeof () function (which had provided a subset of the functionality required of
init()).

The controller was enhanced to distinguish between file type detection and steganalysis
plug-ins, and to apply only relevant analysis techniques based on the computed file type.
UW-P updated their existing plug-ins to reflect the revised API definition.

December 2004

Most of our effort during December focused on completing the basic controller
functionality. While this was primarily a matter of resolving issues surfaced by testing,
we also added a simple user interface offering the following functions:

specifying directories to monitor for new file creation

starting and stopping the file creation monitoring thread

turning logging on and off

forcing an immediate scan of a single file or all files in a specific directory
setting the threshold at which a file is considered "suspicious" (based on return
values from steganalysis plug-ins)

e viewing a list of suspicious files

The controller currently does the following:

e checks a startup directory for plug-ins, loads any plug-ins detected and calls their
init() function

monitors any specified directories for file creation

copies files created in the specified directories to a work/quarantine area

calls the loaded plug-ins against the files in the work area

checks the value returned from the steganalysis plug-ins against a user-defined
threshold to determine if the file is "suspicious"

e clears all non-suspicious files from the work area
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e reports suspicious files to the user
¢ (optionally) logs all activity

Most of the issues we have encountered in building the controller are system-level:

o detecting file creation/modification/deletion involves using an operating system
service (true for both Windows and Unix)

¢ runtime discovery and invocation to plug-ins uses operating system calls and
insight into parameter layout and passing conventions

e isolating file change detection from file analysis (to avoid causing the analysis
process to introduce a bottleneck) is a threading/process issue

o detecting and recovering from plug-in failure also requires isolation through
thread/process architecture

The current controller uses a threading model for isolation. We are finding the thread
monitoring capabilities of our development environment to be somewhat limited, and are
considering moving from threading to separate processes in some cases.

The plug-in API has proven robust so far, but has not had extensive testing with analysis
plug-ins. We have discovered situations in which it would be helpful to have file type
detectors return a numeric assessment rather than just a file type - for example, we have
found situations in which image files lack "magic bytes" that the file type definition
indicates they should contain. Technically, such files are not valid (e.g., are, strictly
speaking, not really JPEG files), but are properly displayed by the tools we have
employed, and so should be checked by the relevant analysis tools.

While we do not intend to devote any Phase I development effort to it, we have begun to
give some thought to possible future work. One topic of discussion has been support for
server-side use. The modularization of the system architecture appears to make it
straightforward to retarget from our current client-side service orientation by simply
replacing the file change detection component (and, of course, the user interface). On the
server, the StegKit controller could be used as a module in a mail server (filtering emails
before forwarding to individual clients), or as a filtering application within a proxy cache
like Squid. By attaching to a cache, it would be possible to share the steganalysis facility
without having to install on every user machine. A second area of concern is remote
administration, allowing a centralized system administration group to configure and
manage StegKit clients on end-user computers. We hope to develop some use cases to
capture our discussions in these areas.

January 2005
With a working controller in place, efforts in January focused on plug-in development
and testing. New steganalysis and file type detection plug-ins were provided by UWP,

and proved useful in validating the operation of the controller (as well as performing their
basic functions). The analysis plug-ins were developed by taking existing steganalysis
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code (typically found on the Internet) and wrapping it to meet the plug-in API required
by the controller.

This approach drew our attention back to issues of security. One of the plug-ins had an
advertised flaw when used against valid images of a particular type (24 bit BMP)'.
However, it crashed when presented with images of a slightly different type (16 bit
BMP). The wrapping process did not attempt to correct the error, so when a test file
invoked the plug-in on a 16 bit BMP, it crashed. In the initial controller implementation,
this crash propagated back to the controller and caused it to crash in turn.

We have also been reimplementing the controller functionality in Java for greater
portability, so the crash isolation issue will be addressed in the update. Our Java
implementation does rely heavily on JNI functionality to access operating system
services, such as file creation notification.

We now have examples of plug-ins written in both C++ and C.

UWP has had a paper accepted for presentation at the 38th Annual Midwest Instruction
and Computing Symposium, April 8-9, 2005.

February 2005

We discovered situations in which it would be helpful to have file type detectors return a
numeric assessment rather than just a file type - for example, we have found situations in
which image files lack "magic bytes" that the file type definition indicates they should
contain. Technically, such files are not valid (e.g., are, strictly speaking, not really JPEG
files), but are properly displayed by the tools we have employed, and so should be
checked by the relevant analysis tools.

Reimplementation of the controller functionality in Java for greater portability continues.
We are using an inexpensive ($95) commercial development library, JNIWrapper, to
reduce development time. INIWrapper has no runtime license fees, so redistribution of
StegKit has no impediments.

The project wiki is moribund - the last meaningful update was in November 2004. In
talking with project members, it appears that the work has been effectively partitioned
between ECC and UW-P, and that participants at each site find it easier to simply "walk
down the hall" than to use the wiki. There is a fair amount of email traffic that probably
could have been managed through the wiki, but we would have to consider the wiki
experiment a failure to date.

We have created fewer steganalysis plug-ins than we had planned. Our approach has been
to use existing open-source components, recast as plug-ins. Unfortunately, the code that

! "Note: This test will not work on 24-bit color images, because S-Tools hides the secret message a
different way. However, with 24-bit images, a program is not required because these images are so rare
their use would itself be suspicious”
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we have found is filled with old software idioms that are proving difficult to reverse or
translate. We anticipate that the production rate for steganalysis plug-ins will increase
considerably in the next quarter.

March 2005

We completed the Java reimplementation of the StegKit controller. We also added new
plug-ins for analysis of GIF files.

We prepared for and hosted at ECC on 24 March an interim review with p:articipants
from AFRL and speakerphone connection to UW-P. A beta version of StegKit (including
a complete Windows install package and full source directories) was released to AFRL.

The interim review was most helpful in improving our understanding of the overall
setting in which this project is placed. In particular, AFRL emphasized the value of
being able to support steganalysis algorithm implementations that are not implemented as
DLLs, and that may not match our current (and admittedly simple) model of returned
information.

Based on feedback received at the interim review, we are revisiting the StegKit
architecture to ensure ability to support already-developed steganalysis components
available to AFRL, and to reflect our experience in creating the prototype.

Also discussed were other potential features and enhancements to the existing system,
including (but not limited to):

e amore graceful response to changes in the threshold setting that would result in
already analyzed files no longer exceeding the threshold - at a minimum, the user
should be warned of the consequences.

e techniques for fusing data from multiple steganalysis plug-ins. This fusion could take
place on several levels. In the past, we have discussed a "voting" approach to
determining the likelihood of steganographic content, but other possibilities include
getting detection information from one plug-in and content characteristics from
another.

¢ richer response actions, such as selective alarms based on user role.

e performance issues, including the potential of executing plug-ins in individual

threads.
April 2005

Based on feedback received at the interim review (see March status report), we designed
and tested an approach for supporting non-DLL plug-ins.

The basic issue is that the StegKit controller architecture to this point has presumed that

plug-ins will be implemented as DLLs (or, on Unix-like systems, as shared object files)
exposing a specified API. While this works for the case where plug-ins are developed
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with knowledge of the controller, it is less satisfactory for cases where there is an existing
codebase developed without consideration of the specific controller/plug-in architecture.
The design case was motivated by a projected commercialization of StegKit as a utility
package analogous to anti-virus software - in that setting, the expectation of plug-ins
developed to match a defined API is reasonable, even if the plug-ins are developed by a
third party. However, an equally valid design case would be that described by AFRL,
where there is a requirement to use existing steganalysis tool implementations without
modifying the tested, working code to make it fit the specified StegKit DLL/API model.

There are basically four issues that must be handled: (1) discovery; (2) invocation
protocol; (3) API mapping; and (4) additional (unanticipated) functionality.

Discovery: In the previous StegKit architecture, plug-ins were auto-discovered by
searching a specified directory for DLLs. Coupled with monitoring of file creation
events, this also makes it possible to dynamically incorporate new plug-ins into the
overall functionality without stopping and restarting the controller. In the revised
architecture, there must be a way to know where the plug-in functionality is provided.

Invocation protocol: When plug-ins are DLLs, they can be dynamically loaded and
registered for use. The plug-in definition need not be available at the controller compile
time. The COM-based DLL support in Windows (and similar shared object support in
Unix) provides a means for the controller to find and invoke specific functions within a
DLL. The StegKit plug-in API definition constrains the DLL functions so that there is no
uncertainty regarding the invocation protocol. A similar capability must be provided for
command line executables (which may take a variety of parameters, sometimes in
flexible order) and Java jar files. In the case of Java jars, a strong presumption of the
Java programming model is not satisfied, namely, that the jar file will be available at
controller compilation time. ’

API mapping: The StegKit API is very simple. There are three functions, and any plug-in
is required to provide two of them.? However, pre-existing candidate plug-ins, such as the
stegdetect command line program, do not supply these functions directly. There must be
a method for supplying a "virtual API" function from the capability of the target plug-in.

Additional (unanticipated) functionality: The StegKit API is also relatively impoverished
in terms of what it expects from plug-ins. In particular, the controller tags files under
consideration with a float between 0.0 and 1.0, intended to represent the likelihood that
the file contains steganographic content. Many steganalysis algorithms, and the code that
implements them, are capable of providing much more information. Stegdetect, for
example, offers a guess as to what steganographic program was used to insert the
surreptitious content. Other algorithms are capable of indicating the location of the
hidden content, or even the detected content itself. There should be a way for these
algorithms to supply this additional information to users, even though the existing
StegKit model does not anticipate it.

2 All plug-ins are required to supply an init() function. Plug-ins also supply either an isOfType() function or
a detect() function depending on whether the plug-in is a file type detector or steganalyzer.
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Fortunately, we have been able to generalize the StegKit architecture to accommodate a
much wider range of plug-in components. Our specific new targets are self-contained
executables that can be invoked from a command line (e.g., stegdetect, Under The
Carpet) and Java class/jar files. We anticipate that the same techniques that we are
developing can be used for Matlab programs, but have not confirmed this.

In the revised architecture, there is only slight change to the controller module itself. It
continues to manage the process of detecting new file creation and application of file
detection and steganalysis functions implemented as plug-ins. Plug-ins are no longer
constrained to be DLLs implementing a specific API. Any impedance mismatch between
the controller and the actual plug-ins is handled by a set of proxies or shims that act as
transducers. '

Instead of scanning for DLLs and loading them, on startup, the controller looks for what
we're calling configuration files, each of which describes a single plug-in. A
configuration file addresses each of the four issues discussed above. Based on the
configuration file, the controller selects a proxy (e.g., a Java jar proxy), initializes it to
handle interaction with the actual plug-in component, then treats the proxy as though it is
the plug-in, making defined API calls and getting responses that are API-compliant.

The proxy exposes an API-compliant interface to the controller and maps the controller's
function calls into invocations of the actual plug-in in accordance with the directions in
the configuration file.

We have implemented demonstration cases for command line executables (stegdetect)
and for Java jar files (locally written). Command line executables are invoked through a
command interpreter, and Java jar functionality is accessed through reflection.

We have also revisited the literature describing existing steganalysis algorithms with the
intent of better defining the content of configuration files. For each algorithm we are
characterizing (to the extent that the available descriptions permit) the input parameters,
output data, and target file type (e.g., JPEG, MP3).

May 2005

As a part of our literature review of existing steganalysis algorithms, we contacted some
algorithm developers to determine the implementation language used for the software
reported in their papers.

We prepared a version of StegKit that incorporated Java jar, Windows DLL, and
command line plug-in launch directly from the controller, by incorporating the previously
developed proxy code into the controller. A final distribution was prepared with both an
installable Java-based StegKit and full source for the controller, team-developed plug-ins,
and stegdetect (the third-party application that was used as a command line interface

plug-in).
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Results Obtained

In Phase I work we were successful in supporting Microsoft DLLs through the COM
interface, a command line EXE through a proxy wrapper, and a Java application through
reflection. It should be mentioned that each of these execution environments was
engineered specifically for the individual application. This route is not suitable for a
production framework and we have begun to analyze more flexible options.

Building the Phase I Framework to support steganalysis provided many learning
experiences for our team. Our results include:

The design and implementation of a Controller based architecture that supports

multiple file type and steganalysis plug-ins through a simple API.

Research, design and development of file type detector plug-ins that can be used

to efficiently target a file with an appropriate steganalysis program. If an

inappropriate steganalysis tool is used on a file we have observed undesirable
behaviors including: crashes and the return of false positive or miss staganalysis

results. The file type detection methods implemented or studied in Phase I

include:

o simple file type detection based on file extension (implemented),

o file type detection based on magic bytes (implemented), and

o file type detection based on signatures detection using the frequency of
different byte values and identification of structures like color pallets, etc.
(prototyped).

Design and development of an architecture that supports the loading of an

arbitrary number of file type and steganalysis plug-ins without recompiling the

Controller. Plug-ins that conform to a simple API can be saved to a specific

directly at any time. The Controller scans this directory at startup to maintain a

current list of active plug-ins. This plug-in maintenance method could easily be

extended to trigger on an interval or event basis.

Design and development of a graphical user interface that permits an

administrator to configure and control the Phase I framework. This control

included such functionality as:

e manual file scanning of a specified file system directory or individual file,

e automatic background file scanning based on the operating system sending
notification to the framework when files were created in a specified file
system directory,

e asimple “what-if” analysis tool that allowed filtering logged results to return
the files that had specific estimated probability of steganographic content as
determined by previous steganalysis.

Investigation and implementation of a framework that includes the use of INI

configuration files that define the interface between plug-ins and the Controller.

The INI configuration files allow for a much wider variety of plug-in execution

modes, inputs and outputs.
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e Survey of the steganalysis literature and determination that a Phase II Framework
will need to support multiple runtime environments in both command line
(console) and GUI modes in order to integrate steganalysis from many different
sources. The runtime environments include:

e JavaJVM

e EXE

e NET

e MATLAB®, and
e Microsoft DLLs.

e Design and development of prototypes that support steganalysis plug-ins written
in three different languages and run in three very different execution modes:
e Microsoft DLL using COM to communicate input and output parameters,
e Java using Java reflection, and
e EXE command line programs using redirection of standard input and output

Below in Figure 1 is a high-level sequence diagram for the Phase I StegKit. The File
Creation Controller and File Queue determine the existence of a new file and queue it for
processing, respectively. The File Creation Controller is configured through the GUI to
attend to any file activity in a particular part of the file system.

The Phase I controller has a great deal of knowledge of the overall StegKit process built
into it. During its startup process, it searches the StegKit directory for plug-ins and loads
and registers any that it finds. It initializes each plug-in, collecting information about the
plug-in type and applicability. After initialization, the controller receives notification of
new objects to be analyzed either from the user interface (manual requests to check a
specific file or directory) or from the file creation monitor. It then runs all file type
analysis plug-ins and, based on the results of that analysis, any relevant steganalysis plug-
ins. Logging, notification, and quarantine operations are part of the controller.

We defined an API for plug-in components that would be invoked by a central controller.
The Phase I API was very simple, requiring that (a) plug-ins be implemented as Windows
Dynamic Link Libraries (DLLs), and (b) each plug-in supply two functions: init() and
either isOfType() (for file type detection plug-ins) or detect() (for steganalysis plug-ins).
The arguments and return values for the required functions were specified in the API. We
demonstrated a working implementation of this architecture at the interim review held at
ECC's facility.
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Figure 1: Phase I controller sequence diagram
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At that review, the Government representatives pointed out that it would be desirable if
StegKit could accommodate previously created, or legacy steganalysis applications that
were (a) not implemented as DLLs, and (b) did not support the defined StegKit API.
Furthermore, these legacy steganalysis applications were implemented in a variety of
technologies, including command line executables, Java class libraries (typically
structured as jar files), and MATLAB® scripts, and could not be modified to match the
StegKit plug-in implementation model or API. While this was somewhat different than
what we had understood from the original topic description and our initial interactions, it
is clearly a matter of interest that would greatly extend the utility of StegKit for users
such as the Government technical advisors. Accordingly, we devoted a considerable
amount of our remaining Phase I effort to investigating the issues.

We constructed proxies that wrapped the stegdetect command line executable program

and an internally-prepared Java class, packaged in a jar file. The proxies were Windows
DLLs offering the defined StegKit API. When an API function was called, the proxy
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would respond appropriately, if necessary invoking functionality within its wrapped
component and interpreting any response from that wrapped component. As an
illustration, consider the stegdetect proxy.

e The stegdetect component has no functionality that corresponds to the StegKit init()
API function, so all that functionality has to be provided by the proxy. The proxy
simply responds with the plug-in type (steganalysis) and file type (JPG).

e For the detect() API function, the proxy receives the file path in the detect() call and
uses it to build a stegdetect command line with the file path as the main argument, a
parameter that controls output format (suppressing output when there is no detection),
and output redirection to a known file name. The command is then executed in an
inferior process, and the redirected output is examined for one or more asterisks
enclosed in parentheses, which is how stegdetect rates the likelihood of
steganographic content. The number of asterisks is mapped to a value between 0 and
1, which is then returned by the proxy as the value of the detect() call.

No change was needed to the controller - command line and Java jar plug-ins were
accessible through proxies that satisfied the StegKit plug-in API while using the non-
standard components.

As a proof-of-concept, our attempt to wrap non-compliant components was a success.
However, the proxies/wrappers were hand-constructed, requiring programmer
involvement to create. This would (probably) not be acceptable as a solution for the
general legacy component problem - after all, if programming was an acceptable cost,
then the legacy components could be modified to satisfy the StegKit API.

Estimate of Technical Feasibility

In Phase I, we demonstrated the feasibility of our general technical architecture featuring
a centralized controller with plug-in components for file type detection and steganalysis.
Placing overall control in a centralized component removes dependency on the specific
details of any specific steganalysis algorithm, and, when coupled with file detection plug-
ins, makes it possible to avoid unproductive computational expenditure that would be
caused if steganalysis algorithms are run against suspect material for which they are
inappropriate. We created an implementation of the architecture that used operating
system services to detect file creation events, and then applied the type detection and
analysis process to each changed file. By running as a service under the Windows
operating system, the implementation was capable of monitoring all content encountered
by a user as they browsed the Web.

In our Phase I proof-of-concept, plug-in components were required to provide a particular
application programming interface (API), as suggested by the topic announcement.
However, this requirement to comply with an API specification precluded the use of
many existing implementations of steganalysis algorithms. First, since the existing
implementations pre-dated the API specification, they would have to be revised to
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comply with the specification. Second, and possibly more critical, the current API
specification makes some strong assumptions regarding the nature of the analytical result,
and these assumptions are not valid for all algorithms. Accordingly, practical
considerations dictate that the StegKit architecture be enhanced to support "legacy"
steganalysis implementations without requiring that they be rewritten.

Furthermore, because there are constant advances in steganography, StegKit must be
capable of adapting to new approaches to data hiding, as well as incorporating
improvements in steganalytical algorithms. The plug-in architecture enables the needed
flexibility: new plug-ins may be provided to address new steganographic challenges, or to
improve on existing algorithms. It is highly desirable that new and revised plug-ins be
accessible without having to stop and restart the StegKit application - there should be no
"reboot" required. We identified, but di