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Preface

This monograph was prepared in response to a request from the
United States Air Force Research Laboratory (AFRL) for a study of
modern decision science that would aid in its planning of research.
The monograph is a selective review touching on a wide range of
topics that we believe are of particular significance and relevance to
the development of decision-support systems. Most of the mono-
graph is broadly applicable.

Most of this research was conducted within RAND Project AIR
FORCE, in its Aerospace Force Development Program, headed by
Edward Harshberger. The monograph also includes some overlapping
research accomplished in a project on high-level decision support
sponsored by the Defense Advanced Research Projects Agency
(DARPA).

Comments are welcome and should be addressed to the project
leader, Paul K. Davis, in RAND’s Santa Monica, CA, office at
Paul_Davis@rand.org.

RAND Project AIR FORCE

RAND Project AIR FORCE (PAF), a division of the RAND Corpo-
ration, is the U.S. Air Force’s federally funded research and develop-
ment center for studies and analyses. PAF provides the Air Force with
independent analyses of policy alternatives affecting the development,
employment, combat readiness, and support of current and future
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aerospace forces. Research is performed in four programs: Aerospace
Force Development; Manpower, Personnel, and Training; Resource
Management; and Strategy and Doctrine.

Additional information about PAF is available on our web site at
http://www.rand.org/paf.
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Summary

Decision science contributes to (1) the understanding of human deci-
sionmaking and (2) the development of methods and tools of analysis
to assist that decisionmaking. This study addresses both components,
albeit selectively, and suggests a number of principles and themes to
be taken into account in work on decision-support systems. We dis-
cuss the decisionmaking component first, and then the analysis com-
ponent. While the discussion applies broadly, we focus on military
decisionmaking and support to it.

The Decisionmaking Component

There is much to report on descriptive, normative, and prescriptive
research on decisionmaking (Chapter Two). Many of the foundations
were laid decades ago in pioneering studies by individuals, groups,
and firms; since the 1970s, we have gained an in-depth understand-
ing of how humans depend upon heuristics that are often apt and
valuable but that can also introduce unintended biases, sometimes
severely undercutting the quality of decisionmaking. Over the past
decade, this body of knowledge has been supplemented by the “natu-
ralistic” school, which notes (and champions) how experts make deci-
sions by exploiting many of the very same wired-in attributes that
trouble those in the heuristics and biases school. A debate now exists
as to the form that decision support should take, with doubts arising
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about the appropriateness of the “rational analysis paradigm” because
of its unnatural fit with human cognition. Research in this domain
arguably should be achieving a synthesis of knowledge across these
schools. That is just beginning to occur, and this monograph suggests
a number of practical suggestions consistent with such a synthesis
(Chapter Five).

One aspect of synthesis is the recognition that, while command-
ers in the midst of battle will and should depend heavily upon intui-
tion, their intuition can be much improved by peacetime education
and training that has been structured to teach the right lessons, build
the right pattern-matching skills, and debias the decisionmaking
judgment. Traditional analysis can do much to structure that learning
program, even if the techniques used for the learning itself are more
naturalistic.

A second aspect of synthesis is more speculative, but it is clear
from modern research that decision-support systems that rely exclu-
sively on rational-analytic methods are often quite ineffective—even
in what appear to be “analytic settings,” such as peacetime decision-
making in the Pentagon or major commands—because of the cogni-
tive mismatch with the decisions supposedly being supported. It
would seem possible, in some circumstances, to present sound ana-
lytic information in ways that would be effective and would reduce
the propensity to biased judgments. How to do so is a research issue,
but we present a number of initial suggestions in Chapter Five. These
include artful use of “stories” packaged so as to present alternative
perspectives and pros and cons suggested by more analytically struc-
tured work accomplished offline. The routine use of alternative adver-
sary models can be seen as a special case. Other suggestions relate, for
example, to presenting subtle statistical information in graphical ways
that humans grasp quickly. This is not always straightforward, how-

ever, because the available statistical information may not be appro-
priate.
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The Analysis Component

Turning from issues of human cognition and behavior to decisions
themselves, the analysis component of decision science owes much to
a classic period, roughly from the 1950s into the 1970s, during which
the principal concepts of systems analysis and policy analysis were
developed. These included (Chapter Three) early methods such as
“taking a systems approach,” assuring that an appropriately broad
range of strategies is considered; “decision analysis,” with its emphasis
on maximizing expected utility; game theory, which considers the
decisionmaking of adversaries; and cost-benefit analysis. These meth-
ods were accompanied by related tools, such as operations-research
procedures for optimization. Policy analysis extended the scope of
analysis and greatly improved its treatment of relatively soft factors,
such as desires, emotions, and motivations; it also introduced meth-
ods, such as policy scorecards, for relating analytical results.

More recent developments are considered in Chapter Four.
Some were anticipated philosophically early on but have become
practical only with the advent of powerful desktop computing. Oth-
ers represent an evolution of our knowledge about analysis and how
to do it well.

Understanding the System and Related Modeling

One development has been an increased emphasis on building “realis-
tic” models and simulations, including so-called virtual worlds. These
are more than mere analytic constructs designed to capture just
enough about a system to do system analysis; they are attempts to
study, understand, and interact with the real world through models
that have increasingly high fidelity in many respects. We are still in
the early stages of these developments, but experiments with virtual
worlds are becoming a major element of decision support. Good deci-
sion support, however, often needs analytic work at different levels of
detail and from different perspectives. A challenge at the frontier of
decision science is developing well-conceived families of models and
human games that are much more rigorous and mutually informed
than what have been regarded as families of models in the past. These
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matters are discussed briefly in Appendix B. Another major challenge
is learning how to exploit the technology of modern recreational
games, including massively parallel online activities.

Methods for “Out of the Box" Planning

A second development has been new methods to help in the creative
and imaginative aspects of strategic planning. Three such methods are
Uncertainty-Sensitive Planning (USP), Assumption-Based Planning
(ABP), and “Day After . . .” games. Although there are numerous
strategic-planning methods in the community, with distinct names
but highly overlapping functions, we mention these because they are
well documented, and from RAND experience, we know them to be
effective. Successful application of these methods has typically
depended more on art than on science in the past, but with experi-
ence and documentation, they have become increasingly well defined.

Planning Under Uncertainty

The developments noted above have been stimulated by an
enhanced general appreciation for the vast extent of uncertainties
afflicting the planning effort. To a considerable degree, earlier
approaches to analysis underemphasized the uncertainties and
conveyed inappropriate goals of prediction and optimization.

Complex Adaptive Systems. The emergence of the theory of
complex adaptive systems (CAS) has had profound effects on how we
view and model many systems, further increasing our humility about
prediction amid uncertainty. It has sometimes been claimed that CAS
cannot be controlled because of nonlinearities, but that is an over-
statement; such systems may be well behaved in large domains and
essentially unpredictable in others. A challenge, then, is understand-
ing the landscape and finding ways to increase the size of the well-
behaved domains. Viewing problems in this way greatly affects the
form of good analysis. Modern methods and tools for decision sup-
port should be defined accordingly. As an example, displays to a
commander should help him define strategies that are either in safe
zones (e.g., overwhelming force) or in zones with risks that can be at
least mitigated by attention to particular factors (e.g., achieving sur-
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prise, assuring support of local populations, and avoiding collateral
damage that might trigger highly adverse reactions).

Evidential Reasoning. Related to planning under uncertainty is
reasoning under uncertainty. Much cutting-edge work is also being
done on evidential reasoning and related topics relevant to “connect-
ing the dots” correctly. These are only touched upon in this mono-
graph.

Planning for Adaptiveness. Because of the increased apprecia-
tion for uncertainty and the infeasibility of getting plans “right” in
cases where events are simply not very predictable, modern decision
science tends to emphasize planning for adaptiveness (Davis, 2002a).
It is also providing associated methods and tools. These include the
method of exploratory analysis, which forgoes prediction for a broad,
synoptic view of possibilities and a search for flexible, adaptive, and
robust strategies. This represents a paradigm shift in analysis. Various
enabling concepts include multiresolution modeling, the use of families
of models and games, and methods of exploring uncertainty both
parametrically and probabilistically. Agent-based modeling is an impot-
tant new contributor to such modeling, although it is still at an early
stage of development and sometimes is severely lacking in rigor and
transparency. Bayesian-network methods can be quite useful in agent-
based modeling and related risk analysis. More top-down methods
based on hierarchical decision tables are quite different and are useful
in contexts such as providing support to very high-level decisionmak-
ers. Another contributor to adaptive planning is model composability,
which is much more difficult to achieve than software composability
because the meaningfulness of connecting models (as distinct from
whether the connected models “run”) often depends on subtle and
context-dependent assumptions that are evident not at the interfaces
between models, but rather in their interiors (if at all). Thus, model
components cannot be treated as black boxes when considering com-
posability.

Capabilities-Based Planning. A special application of planning
for adaptiveness in the Department of Defense (DoD) context is
capabilities-based planning (CBP). In addition to the methods and
concepts mentioned above, some new methods for CBP include con-
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ceiving programs in terms of mission-capability packages and assessing
effectiveness using mission-system analysis. Both of these constructs
reflect a systems perspective in which operational capability is judged
poorly unless all critical components are in place, including com-
mand and control (C?), training, platforms, weapons, and doctrine.
Traditional models have not been designed to highlight such matters
easily, but decision-support systems should do so. Capabilities-based
planning also requires making choices within a budget; it is not a
blank-check approach. An important new approach to assisting
choice is the use of portfolio-management tools that can illuminate
holes or imbalances in an investment program, encouraging shifts
across what otherwise might be inviolable categories. Such shifts
should reflect both objective and subjective considerations and can
only seldom be based on rigorous calculations. Nonetheless, decisions
can be significantly assisted by such displays. In addition, portfolio-
management tools can assist with marginal analysis or chunky mar-
ginal analysis, in which one may ask about how to spend not the next
dollar but the next billion dollars. Chunky marginal analysis is impor-
tant when some of the alternatives require significant investment
before any return is seen.

Command and Control and Networking. Modern decision sd-
ence is also placing much greater emphasis on C* and the networking
that facilitates it. Older systems analysis and policy analysis were
often structured around units and platforms. Modern work is
increasingly concerned with C* structures, processes, and mechanisms
for adaptation, as well as ubiquitous networks that allow tasks to be
accomplished with resources appropriate to a problem—to a given
time, place, and context. Information science is playing a central role
in all of this, as illustrated by the emphasis on concepts such as shared
information awareness. This modern work involves virtual collabora-
tion and operations of virtual organizations. It is largely in the
domain of information science, but understanding the effects of vir-
tual collaboration (in comparison with face-to-face collaboration) is
very germane to today’s problems.
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Recommendations

Consideration of decisionmaking and analysis of decisions yields a
number of recommendations for the design and practice of decision-
support systems and for further research. Reflecting the synthesis of
rational and intuitive theories of decisionmaking, decision tools
should complement human strengths and counteract weaknesses
through attention to features of the tools themselves, the user-tool
interaction and the tool-use environment, and development of users’
decisionmaking skills. In particular, the user should be able to inter-
act with and personalize the tools at multiple levels.

Decision support should appeal to both the rational-analytic and
the intuitive capabilities of the decisionmaker, with a balance of
“cold” and story-based presentation of analysis and recommenda-
tions. The particular balance should depend on characteristics of the
decision, the decision environment, and the decisionmaker. Deci-
sionmaking is well supported by providing the decisionmaker access
to a variety of advisors and interlocutors. Communication tools that
allow for virtual decisionmaking groups can promote consideration of
alternative views and a healthy skepticism.
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CHAPTER ONE
Introduction

Obijective

This monograph presents a selective survey of modern decision sci-
ence prepared to assist the United States Air Force Research Labora-
tory (AFRL) in planning its research programs and, more specifically,
developing methods and tools for decision support. Our emphasis is
on relatively high-level decisionmaking rather than, say, that of pilots
or intelligence analysts in the midst of real-time operations. We focus
largely on what the military refers to as the strategic and operational
levels. This said, we also draw upon considerable tactical-level
research that has lessons for our work.

Definition and Scope

Definitions are necessary in a study such as this. We take the view
that science is inquiry leading to an organized body of knowledge in a
subject domain. The body of knowledge includes principles and
frameworks. The knowledge is meaningful and transferable, and
claims made about phenomena in the subject domain are, at least in

principle, testable and reproducible. With that prelude,

Decision science contributes both to the understanding of
human decisionmaking and to developing methods and tools to
assist that decisionmaking. The latter branch relates closely to
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understanding what constitutes good decision support' and
how to go about providing it

Figure 1.1 indicates the breakdown that we have used in our
approach to the subject. In addressing human decisionmaking, we
consider research on descriptive, normative, and prescriptive aspects
(how humans actually make decisions, how they perhaps should make
decisions, and how to go about doing so effectively, respectively). We
primarily address individual-level decisionmaking, but we include
some discussion of group processes and collaboration. We largely
consider human decisionmaking, but we touch also upon decision-
making in intelligent machines. In addressing concepts, methods, and

Figure 1.1
Taxonomy of Decision Science for This Study

Decision science

Understanding Understanding needs and
decisionmaking conceiving methods and

tools to help
Process Human and Broad More-specific
intelligent- approaches methods
machine and tools
cognition and
reasoning
RAND MG360-1.1

1'The term decision-support system (DSS) was apparently coined in 1971 in an article that
distinguished among strategic planning, management control, and operational control and

that classified decision problems as highly structured, semistructured, or unstructured (Gorry
and Scott-Morton, 1971).

2 A paper by Wayne Zachary (Zachary, 1998) identifies six generic needs: (1) projecting into
the future despite uncertainty, (2) making tradeoffs among competing attributes or goals, (3)
managing large amounts of information simultaneously, (4) analyzing complex situations
within constraints of time and resources, (5) visualizing and manipulating those visualiza-
tions, and (6) making heuristic judgments, even if they are only qualitative.
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tools, we focus primarily on relatively high-level decisionmaking, and
our scope therefore tends to be associated with strategy, systems
analysis, policy analysis, and choice under uncertainty.

It follows that our discussion omits a great deal that others
might have included. For example, we do not address tactics, details
of military targeting and maneuver, or fine-tuning resource allocation
within a homogeneous domain. Nor do we deal with algorithms,
computational methods, and mathematics such as might be treated in
a review of operations research. Nor do we discuss many important
issues of cognitive psychology, such as the performance of pilots as a
function of cockpit displays. Even with these restrictions of scope,
there is much to cover.

Descriptive Versus Prescriptive Research

In discussions of human decisionmaking, a distinction has often been
made between descriptive and prescriptive research. The situation is
actually more complex, because methods and tools intended for deci-
sion support should be cognitively comfortable for real human deci-
sionmakers. That is not straightforward, because people do not easily
reason in the manner sometimes recommended by economists or
mathematicians. Furthermore, decisionmaking paradigms that once
were thought to be obviously rational and good are not always as
good as advertised, and they can even be dysfunctional. It turns out,
then, that the frontiers of modern decision science include new con-
cepts about what should be prescribed, not just about tools to support
one style of reasoning or another.

Approach in This Monograph

A report surveying the whole of decision science would be very long
and would necessarily duplicate portions of earlier books and articles.
We have chosen to keep the discussion rather brief, to include what
we consider useful citations to the existing literature, and to focus
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primarily on modern concepts and issues with which readers may be
relatively unfamiliar and that have important implications for
research on decision-support and related systems. Chapter Two
describes some of the major findings of recent decades on how real
decisionmakers actually reason and decide. This discussion reflects
the “heuristics and biases” research most associated with Daniel
Kahneman and Amos Tversky, and also loosely defined “naturalistic”
research associated with Gary Klein, Gerd Gigerenzer, and others.
The chapter also draws on research done in management schools by
James March and others. Chapter Three reviews classic concepts of
decision science and aspects of their evolution through the 1980s.
Chapter Four discusses major themes of modern decision science.
These build on the classic concepts but also repudiate the classic over-
emphasis on optimization, particularly in problems characterized by
deep uncertainty. The principal theme is encouraging and assisting
adaptiveness. Chapter Five is a first attempt to reconcile some of the
contradictory strands discussed in Chapter Two and to move toward
a synthesis that might be useful to those involved in analysis and deci-
sion support; it also recapitulates our conclusions and recommen-
dations, including recommendations for research that AFRL might
reasonably pursue and suggestions for terms of reference in the devel-
opment of decision-support systems.

Finally, we note that although much of the monograph is rather
general, our focus is on decision science relevant to military deci-
sionmaking, and many of our examples are accordingly military.



CHAPTER TWO
Human Decisionmaking

This chapter concerns the decision process and what decision science
tells us about how human beings actually make decisions. Our pri-
mary emphasis is on higher-level decisionmaking, but we also draw
upon literature that deals with operational decisionmaking, such as
that by pilots, firemen, or platoon commanders. We do this in part
because the lessons from that research extrapolate to a considerable
extent to the decisionmakers on whom we have focused. We also
emphasize decisionmaking by individuals. Even when decisions are
made by or in groups of people and follow from interpersonal or
social decision processes, the participants employ many of the same
judgment and decisionmaking processes as they do when acting
alone. While in no way a comprehensive treatment of judgment and
decisionmaking, this chapter provides a basis for the subsequent
chapters on analysis methods, as decision support is meaningless with-
out supported decisionmaking.

How to Think About Decisionmaking

If we are to support decisionmaking, and so perhaps to improve it, we
must first understand it. Despite decades of academic study, how best
to think about decisionmaking remains unclear. Figure 2.1 illustrates
this dilemma with four dichotomies taken from a summary work by
James March (March, 1994). Should we see decisionmaking funda-
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Figure 2.1
Dichotomies in Thinking About Decisionmaking

A Basis

Choice-based

>

Rule-based

‘ Characterized by

>

Clarity and Inconsistency
consistency and ambiguity
‘ To be understood as A
Instrumental Interpretive
A Results of A
Autonomous A systemic

actors ecology

RAND MG360-2.1

mentally as choice-based, as in evaluating alternatives, or as rule-
based, as in recognizing the pattern of a situation and responding
appropriately? Should we see the decisionmaking process as one char-
acterized by a search for clarity and consistency or as one in which
inconsistency and ambiguity are not only present but exploited (as in
factions agreeing on an action despite having different objectives in
mind)? Should we understand decisions as fitting into problem solv-
ing and measured by an allegedly objective goodness of outcome, or
do we understand them in more social terms, such as symbols of a
successful negotiation, the reaffirmation of the organization’s ethos,
or a leader’s strength? And, finally, are decisions the result of individ-
ual actors or of more complex systems?

These matters are central to our work, because if we conceive of
decision support strictly in terms of “rational” action (shown on the
left side of Figure 2.1), we relegate our work to that of technical sup-
port. That may provide good information but miss many of the fac-
tors that confront real decisionmakers. On the other hand, if we con-
ceive of decision support purely in terms of facilitating natural human



Human Decisionmaking 7

processes, we may be denying decisionmakers the opportunity to see
sharply some of the consequences of alternatives, or to see alternatives
at all. Moreover, we might reinforce cognitive biases that generate
what can be seen only as errors.

Decision support has typically focused on what its practitioners
see as the rational-analysis issues, with the expectation that decision-
makers themselves will fill in the other factors. Probably with good
justification, practitioners of decision support have seen worrying
about political factors and other soft consequences as beyond their
ken, or at least beyond their pay grade. Furthermore, the ethic of
much systems analysis and policy analysis has been to present clearly
the more analytical perspective so that policymakers can understand
fully that aspect of the problem, without “contamination” by other,
more political factors, even though the other factors may be legiti-
mate and important to the policymakers in their final decisions. In
this monograph, we have taken a more expansive view of decision
support, moving among extremes of the four dichotomies.

Images of the Decision Process

If we imagine decisionmaking as a relatively orderly process, we can
represent it schematically as shown on the left side of Figure 2.2.
Although this depiction has prominent feedback loops, the image
perceived by many is nonetheless one of linearity. The right side of
Figure 2.2, then, is an alternative depiction emphasizing that the
actual process is anything but linear or orderly. Both versions are syn-
theses of classic depictions and concerns that have too often been
given short shrift, notably the early steps of recognizing that a crisis is
approaching and reviewing the full range of interests at stake, rather
than only the most obvious.!

! The failure to prepare adequately for the 1990 invasion of Kuwait despite strategic warning
illustrates the first problem. It can be argued that the United States and Western European
states did not appreciate the importance of humanitarian considerations in the Balkans until
the news media laid bare the nature of events.
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Figure 2.2
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Subsequent steps—including development of alternatives,
choice of strategy, and the notion of monitoring and adapting—have
long been emphasized. The importance of subsequent adaptation was
perhaps first acknowledged by Nobel Laureate Herbert Simon in his
studies of decisionmaking in the business context and his outright
rejection of then-dominant theories that imagined a more straight-
forward process designed to maximize utility (expected profit). Simon

recognized that high-level decisions are beset by uncertainty and that
any notions of optimizing are inappropriate:

Human behavior, even rational human behavior, is not to be
accounted for by a handful of invariants. . . . Its base mecha-
nisms may be relatively simple . . . but that simplicity operates in

interaction with extremely complex boundary conditions
imposed by the environment.
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With all of these qualifications . . . Man, faced with complexity
beyond his ken, uses his information processing capacities to
seek out alternatives, to resolve uncertainties, and thereby—
sometimes, not always—to find ways of action that are sufficient
unto the day, that satisfice (Simon, 1978, last paragraph).

A more extreme view would be that one should not even imag-
ine optimizing, or doing a full “rational analysis,” but instead should
hope merely to move mostly in the right direction or even to succeed
by “muddling through,” as suggested by Charles Lindblom in a
famous article in the late 1950s (Lindblom, 1995). The Lindblom
view was that, in contrast to the normative version of decisionmak-
ing, in which leaders assemble the options, consider all of the pros
and cons, and make a reasoned judgment, reality more typically is so
complex that comprehensive assessment of nonincremental options is
too difficult and the result is a sequence of more hesitant steps over
time. Later, Lindblom argued as well that issues are often character-
ized by partisan debate and compromise rather than by a more
overall-rational process. Even so, the results can often be good. If
Lindblom’s initial work was pessimistic about doing better than just
muddling through, later work by James Quinn and others suggested
that indeed a firm could do better if it had an adequate vision or
dream—still very far from anything like a blueprint, but strong
enough to result in more than mere muddling. He referred to this
process as logical incrementalism (Quinn, 1980).

The Problems of Heuristics and Biases

Until Simon’s work in the 1950s, it was generally assumed that inso-
far as people engaged in orderly decisionmaking (as shown on the left
sides of Figures 2.1 and 2.2), they were good at it—*“good” being
more or less synonymous with “rational.” Simon took this standard
down a notch with the notion of bounded rationality: In making any
but the simplest decisions, we operate within a complex external envi-
ronment and have limited cognitive capabilities, time, and other
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resources. We therefore are rational only within the bounds imposed
on us (Simon, 1956, 1982a,b).

While Simon sought to bring economic man into conformity
with findings in cognitive psychology, a generation of psychologists
used classical economic principles such as expected-utility maximiza-
tion and Bayesian probability judgments as benchmarks. They then
drew inferences about cognition by observing deviations from those
benchmarks (Camerer, 1995). Nobel Laureate Daniel Kahneman and
the late Amos Tversky conducted the foremost experiments in this
field. Their findings highlight three classes of heuristics, or cognitive
shortcuts, used in making decisions (Tversky and Kahneman, 1974).
The heuristics often work very well, but they can also cause trouble.

The heuristics Kahneman and Tversky highlighted are discussed

below.

Availability Heuristic

The perceived likelihood or frequency of an event increases with the
ease of imagining it. Readily available instances or images are effec-
tively assumed to represent unbiased estimates of statistical probabili-
ties, even when they are not germane. For example, the USSR’s Cold
War assessment of the likelihood of Germany being a renascent mili-
tary threat to its interests was biased by the vivid memory (availabil-
ity) of World War II and the USSR’s casualties in that war (Heuer,
1981). As another example, in assessing an enemy’s behavior, a deci-
sionmaker will often rely on the most available model for decision-
making—his own plans and intentions. Britain based its pre~World
War II estimates of the Luftwaffe’s size on the basis that the “best cri-
teria for judging Germany’s rate of expansion were those that gov-
erned the rate at which the RAF could itself form efficient units”
(Hinsley, Thomas, Ransom, and Knight, 1979).

Representativeness Heuristic

An object is judged to belong to a class according to how well it
resembles that class (i.e., how well the object fits a stereotype of that
class). This heuristic can be especially dangerous in reasoning by his-
torical analogy (Jervis, 1976): “This situation is similar to a previous
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one in some important respects, so we can expect that events will
proceed as they did before.” For example, when policymakers in 1965
decided to deploy tens of thousands more troops in Vietnam, they
had in mind historical analogies of Munich, Dien Bien Phu, and
especially Korea (Khong, 1992). As Ernest May notes, “Potentially,
history is an enormously rich resource for people who govern .
[but] such people draw upon this resource haphazardly or sloppily”
(May, 1973).

Anchoring and Adjustment Heuristic

A judgment is made with an initial value (anchor) in mind and is
adjusted according to new information, but such adjustments are
often too small, so the judgment is overweighted toward the anchor
(even when the anchor is arbitrary). For example, during the Civil
War Battle of Chancellorsville, Union Army General Howard once
received reports early in the day, including one from his superior offi-
cer, that the enemy forces opposite his position were a covering force
for a retreat (Tatarka, 2002). As the day wore on, General Howard
received many reports indicating that enemy forces were in fact
massing for an attack. Nevertheless, having anchored on the initial
reports, he failed to adapt to the new information adequately and his
corps was surprised by a Confederate attack in the evening. The
Union side eventually lost the battle.

People typically use these heuristics to evaluate options, rather
than attempting a complex series of estimates using Bayesian prob-
ability theory and a process of weighing costs and benefits according
to multiattribute utility theory (MAUT). Again, these heuristics are
often quite apt. However, they may result in a panoply of cognitive
biases. Table 2.1 presents a number of examples in one cut at a tax-
onomy.? The examples are elaborated on in subsequent paragraphs,

2 Note some possible confusion over nomenclature: Table 2.1 includes three biases—
availability, representativeness, and anchoring—with the same names as the three classes of
heuristics previously described. These biases may follow from the heuristics of the same
name, but they do not necessarily do so.
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Table 2.1
A Partial Taxonomy of Cognitive Biases
Bias Description
Availability Recent or emotional events are more effectively available or
> retrievable by memory.
g Imaginability Event seems probable because it is easily imagined.
§ Representative-  Event seems more probable if it is representative of its class.
ness
Testimony Recalled details may be logical, coherent, and wrong.
8 |Base rate and Normal occurrence rates may be ignored when one sees what
B | chance appear to be unusual events.
S
8 |Sample size Sample size is often ignored when inferring strength of evi-
e dence.
% Frequencies and  Equivalent data are perceived differently when they are
2 | probabilities expressed in frequencies or probabilities.
£ |Anchoring Assessments are made in relative, rather than absolute terms,
“E’ even if the baseline is arbitrary.
g Conservatism New information is accepted reluctantly or ignored.
T | Regression Events may be overweighted, ignoring likely regression to the
< mean.
Framing Events are seen differently depending on whether they are
c framed as gains or losses.
.2 |False analogy The current problem may be seen to be like a familiar one,
B when it is not.
§ Attribution Information may be unreasonably rejected or accepted if the
o source is disliked or liked, respectively.
® |order First and last items tend to be overweighted.
Scale The perceived variability of data depends on scale.
g [Habit An option may be chosen for its familiarity.
E Attenuation Decisionmaking may be simplified by discounting uncertainty.
“ linconsistency Judgments for identical cases may be inconsistent.
© Completeness Apparently complete data may stop the search.
£ | Confirmation Only confirmatory evidence may be sought, and
3 disconfirmatory evidence may be rejected; inappropriate
= dissonance reduction may occur.
o
V)

lllusion of control A sense of control may be unduly enhanced by good

outcomes obtained for the wrong reasons.
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and some are put into a military context in Appendix A3 In the
aggregate, Tversky and Kahneman found that people are often poor
at estimating probabilities of uncertain events (Tversky and
Kahneman, 1974) and are inconsistent with respect to norms such as
transitivity of preferences, even when given the correct probabilities
(Tversky and Kahneman, 1981). This view of decisionmaking is
sometimes called the heuristics and biases paradigm (HBP).

While much of the experimental work in this area involves inex-
perienced subjects in novel settings, the fundamental results have
been borne out with experts in realistic settings (Camerer, 1995;
Heuer, 1999; Hodgkinson, Brown, Maule, Glaister, and Pearman,
1999; Shafir and LeBoeuf, 2002).

Memory Biases

Selective Recall. Sometimes, we remember and use information
that is either recent (the last option) or otherwise prominent in mem-
oty due to emotional content (e.g., Pear]l Harbor). This bias can be
the result of the availability heuristic, which is often quite valuable.

Imaginability. Participants in tense war games may later ascribe
high plausibility to events of the simulated (and often highly con-
cocted) crisis.

Testimony. People can remember events as much neater, more
logical, and dramatic than they actually were. One alleged conse-
quence is the “recovered memory syndrome,” wherein people recall
detailed accounts of being abused only after psychotherapy to elicit
such accounts (Loftus and Ketcham, 1994).

Naive Statistics Biases

Base Rate. Example: Clinicians place undue faith in positive test
results for rare diseases, ignoring the low base rate of the disease in the

3 As with heuristics, many taxonomies of cognitive biases have been adduced; the one we
present here is an adaptation from Arnott (Arnott, 1998). It is useful for the content and
organization of this monograph, but it is not derived from any particular theory of decision-
making and is not meant to be definitive. Note that these are uzmotivated biases, as distinct
from motivated biases (seeing what one wants to see), socially determined prejudices, or
psychopathologies.
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population and the greater likelihood that the positive result is due to
a testing error.

Sample Size. People are prone to seeing patterns even when the
sample size is insufficient; they may even ascribe greater significance
to the result of a small sample than to that of a large sample. Some-
times the patterns seen are correct, sometimes not.

Frequencies and Probabilities. People may interpret “frequen-
cies” more logically than they do equivalent expressions of probabil-

ity.

Adjustment Biases

Anchoring and Conservatism. When assessing unusualness or
goodness, people are unduly influenced by their baseline, even if the
baseline is known to be arbitrary. This is consistent with conservatism,
a reluctance to change mental models in the face of new information.

Regression to the Mean. Example: Stock-price gains in the
1990s were seen as indicative of a new era, but the bubble burst and
the previous long-term average is being confirmed.

Presentation Biases

Framing. Example: An option is judged differently depending on
whether it is seen as endangering an adequate baseline (betting the
farm) or representing the “only way out.” This is celebrated in pros-
pect theory (Kahneman and Tversky, 1979).

False Analogy. People solve problems by drawing analogies,
which are often quite wrong.

Attribution. Information may be discredited if it is attributed to
someone disliked or overcredited if it is attributed to someone liked.
There is a somewhat different usage of “attribution error” in social
psychology, related to people attributing the cause of events or
behaviors to personal character rather than circumstances.

Order and Scale. Data and options are weighted depending both
on when they are presented and on the scale on which they are

described.
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Choice Biases

Habit. Options may be chosen simply because they are familiar
and therefore deemed to be more reliable. A variant is problems being
discounted because they have been seen before with no disaster occur-
ring.

Attenuation. Decisionmaking may be unduly simplified by dis-
counting and submerging deep uncertainty.

Confidence Biases

Completeness. Once people gain a level of confidence in an
option, they not only cease looking for alternatives but are not open
to them.

Confirmation. Once people have a concept of reality, and per-
haps of a best option, they selectively focus on new information that
confirms their view, while ignoring or rejecting contrary data. They
may also seek to stamp out residual worries (i.e., to reduce disso-
nance). General MacArthur’s unwillingness to “hear” danger signals
before the Chinese invaded North Korea is a good example.

lllusion of Control. A bad choice may lead by chance to a good
outcome, and a good choice may by chance lead to a bad one. When
outcomes are good, they reinforce confidence and the illusion of con-
trol, which may be quite unwarranted.

The Naturalistic School

Although much of the decision literature has followed on the
Kahneman-Tversky issues, that literature has come in for some seri-
ous criticism (Hogarth, 1981; Shanteau, 1989). Heuristics often yield
cost-effective decisions compared with so-called rational processes
that are expensive in terms of both time and mental energy. More-
over, it may not be worth even a modest effort to optimize judgment
at a particular time in a dynamic problem: Changes in the situation
will soon render the judgment obsolete. Some other criticisms con-
cern the research methodology—that researchers demonstrate selec-
tion bias; that they focus on the statistical significance of biases of
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small magnitude; that they use contrived problems in which one
interpretation is deemed normatively correct, ignoring alternative
responses that may be seen as reasonable; that they elicit one-off
judgments of static problem settings; and so on. More fundamentally,
some critics argue that the normative standard of rationality is itself
spurious, so that departures from it are not cause for concern if the
judgmental biases yield outcomes that their bearers are happy with.
Some of these criticisms and a competitive view have also
emerged from the empirical work of Gary Klein and Gerd
Gigerenzer.? Klein has studied expert behavior in high-pressure deci-
sion circumstances (e.g., those of firemen and platoon commanders).
This “naturalistic decisionmaking” (NDM) school® began, as did
work on cognitive biases, by emphasizing its descriptive character.
That is, it sought to describe how people actually behave, not neces-
sarily how they should behave. Members of the school, however, have
grown increasingly vociferous in presenting what they describe as a
full challenger to both the rational-analytic paradigm and the empha-
sis on mitigating cognitive biases. Proponents argue that so-called
cognitive errors reflect valuable heuristics that help humans cope with
massive uncertainty and their own foibles by taking advantage of
environmental clues. The NDM school also argues that many of the
heuristics tend to serve special human strengths, including proactive
problem solving and adaptation. In contrast, they argue, the rational-
analytic methods try to impose a discipline that does not fit well with

4 The degree to which the two camps differ is a matter of ongoing dispute. Kahneman’s
review on the occasion of his Nobel Prize relates many of the criticisms of his and Tversky’s
work (Kahneman, 2002). A heated colloquy between the principals makes for interesting
reading (Gigerenzer, 1996; Kahneman and Tversky, 1996). Chapter Five of this monograph
attempts to provide a synthesis in the service of improving decision support.

5Asa counterpoint to HBP, we will later refer to the tenets of the NDM school as the natu-
ralistic paradigm (NP).

6 These proponents also contend that the commonly recognized heuristics are ill-defined and
specify no underlying mechanism or theory. Gigerenzer likens some of them to Rorschach
inkblots (Gigerenzer, 1998). Gigerenzer’s rhetoric is exaggerated; the reality of the biases is
generally well confirmed. We are much more sympathetic to other aspects of the NDM
school’s arguments, as discussed further in Chapter Five.
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human cognition—one that undercuts natural, effective decision-
making.

Two of the key ideas associated with NDM are that people
assess situations by using prior experience and knowledge and that
situation assessment is more important than option generation. The
effect is rather one of “pattern matching”: People tend to solve an
associated problem in the way that they “know” or “feel” is appropri-
ate to the circumstance. For example, since instances of large classes
or common events are typically easier to recall than their rarer coun-
terparts, the availability heuristic often has considerable practical
value. Indeed, 2// heuristics can enable making reasonable judgments
with a minimum of effort. The resources and effort required to do
marginally, if at all, better are often excessive. In this spirit, evolu-
tionary psychology argues that heuristics have conferred advantages to
those able to make decisions rapidly (Cosmides and Tooby, 1996). A
different way to view the situation is that natural selection yields only
locally optimized behaviors—i.e., better than those of one’s competi-
tors, not the best possible (Simon, 1956).

Significantly, the speed and efficiency of heuristics should not
obscure their sophisticated constituent mental processes, such as pat-
tern matching. Some contend that the “ecological rationality” of heu-
ristics obviates the tradeoff between speed and accuracy—that is, heu-
ristics can be both fast and optimal (Gigerenzer, Todd, and ABC
Research Group, 1999).7

The strong version of NDM theory does not simply dismiss
biases as insignificant or tolerate them as unavoidable side effects of
otherwise valuable heuristics. Rather, it celebrates biases as adaptive
and situation-appropriate, as does the history of scientific progress
writ large. Scientists form hypotheses—often just glorified hunches—
whose proof they pursue vigorously. If the evidence is lacking or dis-
confirming, they typically adapt the hypothesis and tack a revised
course, without dwelling on the prior mismatch between theory and

7 It can be argued that historical military incompetence has often not been decisive, because
of adaptations, but that depending on adaptations may no longer be adequate due to changes
in the nature of war (Johnson, Wrangham, and Rosen, 2002).




18 Implications of Modern Decision Science for Military Decision-Support Systems

data. Moreover, unless the empirical evidence is compelling, they will
stick with an attractive theory, one that hangs together and provides
an explanation even if some empirical data tend to disconfirm it.?
Scientific inquiry, then, does not always follow the rational-analytic
model. That should cast doubt on the strong version of classical deci-
sion theory, which damns all biases as defects in decisionmaking. The
strongest versions are akin to the fundamentalist approach to statis-
tics, in which one is supposed to allow the data to speak for them-
selves, without contamination from theory. The results are often not
very appealing, especially because they tend to lack explanatory power
beyond the scope of the data.’

In Chapter Five, we further compare, and seek to reconcile the
conflicts between, the heuristics and biases paradigm and the natu-
ralistic school, or at least we begin the process of doing so. Classical
models of decisionmaking, and related decision-support systems,
leave little room for broad general knowledge and more contextual
tacit knowledge and so deprive the decisionmaker of many of the
benefits of experience and learning. Naturalistic models, if zealously
adhered to, can fall victim to false pattern matching and can support
willful deception. A synthesis is needed.

Military and National-Security Operational
Decisionmaking

Decisionmaking theory has been a subject of great interest to political
scientists for decades, and some of the early works on the subject are
still among the best. For the national-security context, generations of
university students have read Allison and Zelikow’s book on the
Cuban missile crisis, the second edition of which is informed by

8 The role of beauty in twentieth-century theoretical physics was very strong. Nobelist
Steven Weinberg writes about this candidly (Weinberg, 1994).

9 Qur point here is closely connected to the theory that says that modeling used in analysis

must generate explanations of events (even “stories”) if it is to be useful (Bigelow and Davis,
2003). This is also a key to model validation.
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sobering post—Cold War discussions among American and Soviet
leaders involved in the crisis (Allison and Zelikow, 1999). The book
is a good antidote to doubts about the role of misperceptions and
their potential consequences. One reads, in particular, about
how—Dbelying American beliefs during and long after the cri-
sis—Soviet forces in Cuba had nuclear weapons and predelegated
authority to use them in the event of an American attack. President
Kennedy’s senior advisors were largely predisposed toward military
action at the outset of the crisis and even took such an outcome for
granted. In the words of Paul Nitze, who was a member of the Execu-
tive Committee (ExComm) of the NSC:

Looking back . . . at the transcripts of the early ExComm discus-
sions, I am struck that many of us considered military action
almost inevitable almost from the outset. As I recall, much of the
discussion about the use of force, especially an invasion of Cuba,
hinged upon whether the Soviets had already deployed nuclear
warheads to the island. We operated on the assumption that it
was unlikely Moscow would take such a risk, but that these
could arrive at any time. As it turned out, at a conference in
1989 on the Cuban Crisis, a Soviet participant revealed that
they had already delivered some warheads, so the possibility of
war had been greater than suspected (Nitze, 1998).

The stakes in decisionmaking are not usually as high as those in
the Cuban missile crisis, but recent events give us many examples in
which the stakes have been considerable, e.g., NATO’s evolving strat-
egy for compellance of Serbia over Kosovo; the decision to project
force into Afghanistan; the decision to invade Iraq; and the political
and operational-level military decisions that led to rapid victory in
major combat there but also contributed to severe instability in the
aftermath. If a crisis ever arises with North Korea, military decisions
about strategy will have profound direct and indirect effects. How
decisions are made matters.

There is a considerable literature on military and security deci-
sionmaking across the spectrum from tactics to grand strategy, and
there is a sizable subset concerned with errors in judgment associated
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with excessive risk taking, or military incompetence (Dixon, 1976).
The role of heuristics and biases has been explored at the highest lev-
els of command (Jervis, Lebow, and Stein, 1985) and, to a lesser
extent, at lower levels (St. John, Callan, and Proctor, 2000), but the
operational level remains largely unexamined—indeed, little has been
written about any aspect of modern operational theory or practice
(Warden, 1989). Judgmental biases are known to be context-
sensitive, and different biases are observed in different conditions, so
we exercise caution in extrapolating from a well-studied domain to a
largely unknown one.

Empirical research on military decisionmaking has focused
almost exclusively on tactical actors and situations, up to the division
command level (Serfaty, MacMillan, Entin, and Entin, 1997). An
extensive research program on naval tactical decisionmaking, spawned
by the USS Vincennes incident, has contributed to understanding its
implications for effective tactical decision support (Morrison, Kelly,
Moore, and Hutchins, 2000). Many retrospective studies of military
operations include detailed accounts of high-level decisions
(Mandeles, Hone, and Terry, 1996) and memoirs from top deci-
sionmakers, but no similarly rigorous observational studies of high-
level operational decisionmaking. General officers’ time is dear, and
they are not likely to be available for laboratory experiments during
actual combat operations. Likewise, decisionmaking researchers are
not given full access to operations centers.

More generally, experts are difficult to study. In addition to
access issues, researchers are challenged to learn enough about the
experts’ fields to judge their performance (Fischhoff, 2002). In prin-
ciple, war games could be designed to serve decisionmaking research
without compromising the games’ objectives, but there has been little
rigorous observation on judgmental biases in operational-level games.
These biases have been identified and studied in lower-level war
games (Serfaty, Entin, and Tenney, 1989). There have also been
some interesting efforts to model operational-level commanders in
simulations (Sokolowski, 2003). Significantly, judgmental biases
should also be reflected in adversary modeling (Barsnick, 2002). The

role of such biases, especially overconfidence, is also discussed in an



Human Decisionmaking 21

excellent high-level study of commanders’ information needs, which
focuses on the flow of information between commanders and subor-

dinates (Kahan, Worley, and Stasz, 2000).




CHAPTER THREE
Classic Analysis Concepts and Their Evolution

Having reviewed the science on human decisionmaking, let us now
turn to the aspects of decision science relating to analysis.

Depending on the discipline that one studies, the origins of
“decision analysis” or related subjects may be described quite differ-
ently. Some of the strands of what we treat as classic decision science
emerged in such diverse fields as economics, political science, man-
agement science, operations research, and the operational analysis of
World War II. In what follows, we briefly summarize key concepts
from an interdisciplinary perspective. For each concept, we provide
pointers to relevant literature.

Decision Analysis and Game Theory

Decision Analysis and Utilities

The origins of decision science are unclear and ultimately indefinable
because of the multiple streams of work that went on in parallel, but
seminal work on game theory (von Neumann and Morgenstern,
1953) was an important part of the early history—in part, because
von Neumann and Morgenstern sharpened the idea that rational
choice should maximize expected subjective utility. Later books are
much more readable and useful today, except for readers wishing to
go back to the beginnings. Luce and Raiffa published a respected
book in the mid-1950s that is available today in reprint (Luce and
Raiffa, 1989). Raiffa also wrote an excellent primer on decision analy-




24 Implications of Modern Decision Science for Military Decision-Support Systems

sis in the 1960s that remains a mainstay of many university courses
(Raiffa, 1968). Indeed, even the term “decision analysis,” which logi-
cally covers a wider range of paradigms and methods, has become
synonymous with the relatively narrow methods found in that book
and others that followed. These books all utilize the classic approach
of laying out decision trees, approximating the probabilities associated
with events, assigning utilities to outcomes, and making choices that
maximize expected utility. In a trivial example, suppose that one has
several options that will lead to several outcomes with different prob-
abilities. If U, denotes the utility of option 7, then the expected (or
mean) utility of this option is given by

U, =3 PO)w,,
J

where P(O, ) is the assumed probability that choosing option 7 will
lead to outcome j, and w; is the utility of that outcome.! The classic
prescription is that a “rational choice” is to choose among options (7 =
1, 2, ...) so as to maximize expected utility.2 This makes eminent
sense to an economist thinking about making many bets, some of
which will pay off and some of which will not. It is a very dubious
concept to someone facing a once-in-a-lifetime decision, however,
whether the issue be one of war, finance, or marriage. Nonetheless,
the phrase “rational choice” is often equated to the economist’s con-
cept of maximizing expected utility.?

1 This depiction is usually associated with single-actor decisionmaking in the absence of a
thinking adversary. When an adversary does exist, it is often useful to invoke game theory, as
discussed in the next subsection, rather than assigning probabilities to outcomes as though

they were exogenous. In that approach, the utilities are calculated with, e.g., optimal adver-
sary strategies.

Z Indeed, it can be proven—given a conventional definition of rationality—thar this is the
optimal strategy (von Neumann and Morgenstern, 1953).

3 Even with many betting opportunities, betting so as to maximize expected utility can be
tuinous, because there will sometimes be long strings of events in which the best bet loses
(persistence of bad luck). Unless one’s resources are infinite, at some point the result is bank-
ruptcy. Maximizing expected utility has long been overrated.
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Other decision criteria are often better suited to individuals’ or
organizations’ perceptions of risk, reward, and well-being and their
ability to tolerate losses. It is presumptuous to call them irrational.
For instance, many people place a positive value on avoiding disap-
pointment: The “minimax regret” method entails comparing utilities
with the best possible utility (regret); identifying, for each option, the
maximum possible regret; and choosing the option with the smallest
such maximum regret.# The minimax regret can be reduced even fur-
ther by purchasing insurance against undesirable outcomes.

The basic ideas of decision analysis were greatly extended in the
1970s as multiattribute utility theory (MAUT), the most celebrated
text for which remains that of Keeney and Raiffa (Keeney and Raiffa,
1976). Its simpler methods are so ubiquitous that we seldom think
much about them today; we just use them. For business problems,
the method sometimes makes sense because, ultimately, what matters
is the bottom line in dollars. Various aspects of outcome can be
translated into dollar implications. For example, a reliable work force
means higher productivity, which translates into dollar savings. A
happy and healthy work force may also translate into higher produc-
tivity and dollar savings. Thus, what began as very different kinds of
issues are mapped into a common unit of utility, dollars. As a result,
one might conclude in a given analysis that it would be better to
spend some overthead money on a childcare facility than to save some
money by buying a new piece of equipment, if the savings due to the
working parents having a lower absentee rate were large enough.

As a very different example of multiattribute utility analysis, one
relevant to Air Force analysis, consider a set of aircraft of three very
different types (e.g., F-15E versus A-10 versus F-117A). How much is
the set of aircraft worth? It is common to treat one of them as a stan-
dard (e.g., the F-15E) and to treat the others as “equivalent to” some
multiple of the standard. Thus, the set might comprise ten standard
aircraft, ten aircraft worth only half as much, and three aircraft worth

4 For a discussion of why the criterion of minimax regret can be regarded as morally superior
to maximizing expected utility, see Wit (1997). Although written in the context of social
issues, some of the argument could be applied to national security issues as well.
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twice as much. Overall capability could be roughly characterized by a
score 10(1) + 10(1/2) + 3(2) = 21. That is, the group of 23 aircraft
would be characterized as equivalent to about 21 F-15Es. Obviously,
developing such equivalencies requires thought. In one context, the
basis might be ground vehicles destroyed in interdiction missions. A
given aircraft type’s “equivalency” here would be based on the prod-
uct of its sortie rate and the expected kills per sortie, divided by that
for the F-15E. That might be misleading, however, if avoiding losses
wete sufficiently important. Although it is easy to criticize such scor-
ing methods, they can be quite valuable in many contexts. General
officers, of course, must learn to think in terms of equivalencies be-
cause they need to characterize capabilities of complex forces simply.>

Game Theory

Game theory addresses how “rational” competitors seek to achieve
outcomes reflecting their preferences. The basic concepts include
“utility,” which measures the satisfaction a player derives from some-
thing. This may be strongly influenced by subjective considerations,
such as personal ambitions. It is sometimes assumed that a rational
player, in developing a set of moves (i.e., a strategy), seeks to maxi-
mize the expected value of subjective utility,® but other strategies such
as minimax are common. Developing a detailed strategy requires tak-
ing into account the responses of a rational competitor(s). This can
be relatively simple or difficult, depending on the degree of informa-
tion each player has about the status of the game and the other play-
ers’ utilities. The players may need to deliberately inject some ran-
domness into their moves.

Game theory developed in parallel with the ideas of decision
analysis. Critical early concepts included distinguishing between zero-

3 Use of “equivalent divisions” to characterize a mix of ground forces is an even better mili-
tary example of MAUT because the units may be drastically different with respect to armor,

infantry, and artillery capabilities, or with respect to their abilities for open-area maneuver or
operations in close terrain.

6 This effectively defines “rational” in this context, albeit with a recognized degree of circu-
larity.
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sum and non-zero-sum games, the latter being games in which both
sides can benefit if they adopt suitable strategies. Concepts such as the
Prisoner’s Dilemma, Pareto equilibria, and Nash equilibria have long
been part of the vocabulary of economists and analysts. In recent dec-
ades, game theory has made advances in repeated and sequential
games and in deeper understanding of issues related to cooperation or
noncooperation.

Describing game theory goes far beyond the scope of this mono-
graph and would add little to the voluminous literature that is already
available. Of the many published references, a book by Dixit and
Nalebuff (Dixit and Nalebuff, 1991) is often recommended for its
accessibility to nonspecialist readers and its examples in the social and
political domains. Shorter but respectable accounts can be found
online.”

In preparing this monograph, we also concluded that the most
valuable aspects of game theory for high-level decision support are the
basic concepts and structures found in the earlier works referenced in
the previous subsection. It is rare, especially in higher-level decision-
making, to find problems that can be solved analytically by game the-
ory without doing violence to the problem.8 The ideas and para-
digms, however, have proven powerful. To be sure, determining
which concepts to apply to which problems can be treacherous; a
short discussion in the context of strategic planning is given by
Brandenberger and Nalebuff (Brandenberger and Nalebuff, 1995).

It is not uncommon to find problems, including important mili-
tary problems, in which game-theoretic approaches can be taken
within computer simulations. As an example relevant to the Air
Force, it is well known that simulation outcomes of theater-level con-
flict depend heavily on the tactics used by the combatants, greatly

7 See, e.g., The Stanford Encyclopedia of Philosophy, online at hitp:/plato.stanford.edu/
entries/game-theory.

8 In one example that still rankles, some Cold War game theorists (and military staff in war
games) worked on nuclear-crisis problems by focusing on metrics such as the post-exchange
ratio of nuclear weapons. Had heads of state actually obsessed on such measures, as distinct

from avoiding nuclear war altogether, the world would have been even more dangerous
(Davis, 1989).
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complicating the use of simulations to inform decisions about alter-
native programs. During the Cold War, this was addressed with
game-theoretic algorithms that allowed one to see results if both Red
and Blue sides used their air forces “optimally” (or, at another
extreme, if one or both sides instead followed nominal doctrine). This

greatly reduced the scatter of outcomes and allowed analysts to meas-
ure differences among investment programs.?

Systems Analysis

History and Early References

Major contributions to decision science were made under the rubric
of systems analysis between the 1950s and 1970s, many of them at
RAND in work for the Air Force. The early work was strongly influ-
enced by economists, but subsequent systems analysis has been
undertaken by a diverse collection of scientists, engineers, and opera-
tions researchers. Perhaps the earliest book on the subject is one
edited by Quade (Quade, 1964); a later volume was edited by Quade
and Boucher (Quade and Boucher, 1968), with a still later book
(Miser and Quade, 1988) representing a mature collection of articles
describing not just theory, but also craft issues. A third-edition
updating of earlier Quade books (Quade and Carter, 1989) is a good
single volume for one’s library on systems and policy analysis.!® Since
these classics were written, some of the biggest changes in Air Force
operations have resulted from the emergence of stealth aircraft, preci-
sion weapons, and networking. The first two developments are easily

? Richard Hillestad led such work at RAND, developing the SAGE algorithm used in Air
Force and joint studies in the 1980s. Earlier approximations trace back to the 1960s, when
Lt. General Glenn Kent headed Air Force Studies and Analysis (AFSA) and then-Caprain
Leon Goodson worked on the problem. Later, Brigadier General Goodson headed AFSA.

10 Other older books include one by Francis Hoeber, which has many Air Force examples
(Hoeber, 1981), and one edited by Wayne Hughes, which was developed on behalf of the

Military Operations Research Society (MORS) (Hughes, 1989). It includes a chapter (Friel,
1989) thar discusses Air Force modeling.



Classic Analysis Concepts and Their Evolution 29

treated with systems analysis; the third is something that systems
analysts are still struggling to deal with well.

Defining Characteristics

Systems analysis is essentially a broad approach, a way of looking at
problems.” A stylized view of systems analysis as a process is sug-
gested in Figure 3.1, based on the early writings (e.g., Quade and

Figure 3.1
The Systems Analysis Process

Problem situation

1

Formulation ——
(conceptualizing problem) I
I
] |
|
Search 1
(research phase) |
I teration
: if necessary
Evaluation 1
(analytic phase) 1
1
|
1
Interpretation I
(judgmental phase) 1
|
1
Verificati I
erification 1
(testing) I éﬂgz’éegnféom
: Boucher, 1968,
———————— Ch.3
i

Conclusions and suggestions

RAND MG360-3.1

! The term “systems analysis” has a very different meaning in software engineering, a mean-
ing completely outside the scope of this report.
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Boucher, 1968). This also relates closely to theories of idealized deci-
sionmaking discussed in early books on the subject. An improved ver-
sion of the decision process was presented in Chapter Two.

From the outset, systems analysis emphasized the importance of

the following:

* Taking a “system perspective”;

Decomposing the system into parts that can be studied sepa-
rately;

Constructing a rich set of alternatives, including some that go
against the grain of conventional wisdom;

Building models to represent the system and the effects on the
system of the various alternatives;

Developing rigorous cost estimates;

Assisting choice, based on explicit criteria.

Discussion

The domains of systems analysis and operations research ovetlap, and
terminology is inconsistent. However, practitioners of systems analy-
sis see it as a higher-level activity that seeks less to “solve” a mathe-
matics problem (as in maximizing some function) than to inform
decisions about what objectives to set (typically a “given” in
operations research), options to be considered, and choices under
uncertainty.?

Systems analysis calls upon game theory, decision analysis, sim-
ple modeling, simulation, and other tools. It addresses uncertainty
explicitly, including uncertainty about planning factors, the enemy,
and the strategic context.’® The earliest well-known systems analysis

12 Tames Schlesinger’s definitions and distinctions, as of 1973, are quoted in Quade and
Carter (1989, p. 26). Schlesinger distinguished between the economic problems of maximi-
zation, subject to control, and choice of the objectives themselves. He saw operations
research as the domain of the former and systems analysis as the domain of the latter.

13 See, e.g., the early discussions of Hitch (1966) and Quade (1966, p. 313), which note
failure to deal with uncertainty well, despite best intentions, as one of the most deadly pitfalls

of systems analysis in practice. Progress on this front is described in Chapter Four of this
monograph.



Classic Analysis Concepts and Their Evolution 31

study was Albert Wohlstetter’s examination of basing options for the
Air Force, conducted in the 1950s and described briefly in Chapter 3
of Quade’s 1964 book. Systems analysis was moved into the Office of
the Secretary of Defense (OSD) under Robert McNamara in 1961.
Alain Enthoven headed up the new office and later wrote about how
he saw its challenges and accomplishments (Enthoven and Smith,
1971). Although younger readers may be likely to have heard more
criticism of this period than plaudits, the concepts and methods
introduced by Enthoven had profound and laudable effects that per-
sist to this day. One effect was that all of the military services quickly
realized that they needed the capability to do convincing systems
analysis.

The classic reference for the economics of systems analysis in
defense planning also dates back to the 1960s (Hitch and McKean,
1965). Although early systems analysis developed measures of cost-
effectiveness, it was recognized even then that simple approaches to
the subject were fraught with peril. Benefits, for example, may be
numerous and different in kind, not all readily reducible to dollars.
Costs, moreover, can be much more difficult to characterize than one
immediately recognizes. And even in simple systems, it can be diffi-
cult to ensure against double-counting costs or benefits that are cor-
related.

Much more sophisticated treatments of costs and benefits in sys-
tems analysis were developed in subsequent years (e.g., Fisher, 1971).
Some of the ideas seem to slip away from time to time and need to be
rediscovered, probably because organizations have natural tendencies
to avoid some of the analysis required. For example, life-cycle costing
is a fundamental concept, but one that generates a large and visible
price tag that “looks worse” than merely quoting something such as
the flyaway cost of an aircraft. Similarly, organizations distrust use of
present-value costs, which economists often recommend.

Modern Examples

Relatively little military systems analysis is published in the public
domain, for a variety of reasons, only one of which is security classifi-
cation. Some papers are published in the proceedings of confer-
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ences, and some can be found in Military Operations Research Jour-
nal, Defense and Security Analysis, and Journal of Defence Science. For
published work providing case histories relevant to the Air Force, one
might look at a number of studies examining aspects of the interdic-
tion problem (e.g., Frostic, Lewis, and Bowie, 1993; Ochmanek,
Harshberger, Thaler, and Kent, 1998; Davis, McEver, and Wilson,
2002). Wilkening describes an application to ballistic-missile defense
(Wilkening, 1999). A recent paper (Paté-Cornell and Guikema,
2002) describes a systems analysis approach to counterterrorism, and
a book by Matsumura et al. describes a decade’s worth of Army-
oriented analyses based on high-resolution simulation (Matsumura,
Steeb, Gordon, Herbert, Glenn, and Steinberg, 2001). Finally, a
recent text on “smart decisionmaking” (Hammond, Keeney, and

Raiffa, 2002) summarizes many of the classic methods, particularly
for business-world contexts.

Policy Analysis

History and Early References

The concepts and methods described in earlier subsections laid the
basis for policy analysis, which has evolved steadily since the 1970s
and is now a well-defined discipline with a number of degree pro-
grams at major universities.

Policy analysis uses operations research, systems analysis, cost-
benefit analysis, and so on. However, it is broader than these eatlier
disciplines, taking into account political and organizational difficul-
ties associated with both choices and implementation. As with sys-
tems analysis, the word “analysis” here includes not just decomposi-
tion, but the creation of problem-solving alternatives, often the result
of synthesizing across boundaries (see also Quade and Carter, 1989,

14 Examples include the Winter and Summer Simulation Conferences and the ORSA/TIMS
conferences.
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p. 5).5 One of the early influential policy-analysis efforts was the
PAWN study done by RAND for the Netherlands, a large, multiyear
systems study of water-management issues; it is still an excellent case

history (Goeller et al., 1983).

Defining Characteristics

Policy analysis can be defined as the systematic study of the technical
and policy implications of alternative approaches to solving or miti-
gating public problems. It can be understood as a major extension of
systems analysis (Figure 3.2), with a broader scope and a greater
willingness to consider qualitative and otherwise fuzzy concerns.”
Commonly, policy analysis includes”

* Problem definition (something often provided to an operations
researcher, whose task is merely to solve the problem);

* A mix of quantitative and qualitative variables (e.g., effects on
“quality of life”), perhaps evaluated subjectively;

* Qualitative methods such as scenario spinning, operational gam-
ing, and Delphi techniques;8

* Use of policy scorecards in which an option is evaluated by
numerous criteria that may be quite different in character
(“apples and oranges,” such as a policy’s cost, likely effect on the
number of crime incidents in a city per year, and the perceived
equity of the policy among citizens);

15 The work done by the International Institute for Applied Systems Analysis (IIASA) in
Austria is basically the same as what we refer to as policy analysis. Many of its publications
and activities are described on its website, hetp://www.iiasa.ac.at/.

16 The distinctions are, of course, arguable. Some operations rescarchers see their field as
covering systems analysis and even policy analysis. Some policy analysts do what we regard
here as systems analysis or operations research.

17 The need to include such factors was recognized fairly early by some of the pioneers of
systems analysis (see Quade and Boucher, 1968). Nonetheless, these are arguably more typi-
cal of policy analysis than of systems analysis as practiced.

18 These are summarized briefly in Chapter 11 of Quade and Carter (1989). There exists a
large literature on gaming, some of it under the rubric of strategic planning.
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Figure 3.2 .

Relationships Among Operations Research, Systems Analysis, and Policy
Analysis

Inclusion of
soft factors
(including
judgments) Policy analysis
Systems analysis
Operations
research
Comprehensiveness
RAND MG360-3.2

* Aversion to simple-minded cost-effectiveness measures in prefer-
ence to having decisionmakers see diverse attributes of the
options, as is possible with policy scorecards. These may show, for
example, an alternative policy’s cost and likely effects in moving
toward a variety of objectives. In social problems, these might
include, e.g., reducing the incidence of crime and improving the
perceived equity of the policy’s law-enforcement measures
among citizens. In defense work, objectives might correspond to
projected success in a variety of scenarios.?

Discussion

As with decision analysis and systems analysis, some of the key ideas
of policy analysis are ubiquitous in today’s world. Consumer Reports,

19 Early examples of scorecards by Goeller are discussed in Quade and Carter (1989, Ch.
12). Some recent studies (Davis, Kugler, and Hillestad, 1997; Davis, 2002a; Dreyer and
Davis, forthcoming) provide examples in defense planning.
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for example, makes good use of scorecard methods. To be sure, it
usually has a column adding up the different considerations in some
weighted manner, but the consumer sees the entire scorecard, not just
some dubious rollup. Pentagon briefings make heavy use of score-
cards, although quality varies enormously. In good policy analysis,
such charts are rigorous in that one can understand how a given
scorecard cell was evaluated (the criteria for the red/yellow/green col-
ors are explicit) and the logic used for aggregations. For example, an
option may be evaluated by a weighted sum over its attribute values
(a form of decision analysis), or it may be evaluated by its weakest
attribute (Hillestad and Davis, 1998). The latter approach is highly
nonlinear but is also quite appropriate when viewing options for sys-
tems that are no better than their weakest critical component (Davis,
2002a). Some attributes of an option may be judged subjectively,
with no pretense to rigorous quantification, but explicitly nonetheless
(e.g., “Well, you and I differ in our evaluations because I am more
concerned about the future peer threat than about near- and mid-
term rogues”). In some instances, it is possible to aid making subjec-
tive judgments to achieve a degree of consistency in logic and scale.?

It might seem as though the Department of Defense (DoD)
makes heavy use of both systems analysis and policy analysis, and that
is to some extent true. However, there are also some sharp conflicts
between best practices in policy analysis and routine DoD practice
over the years. For example:

* DoD offices often insist on overquantification, even when it
comes at the expense of common sense and reality. A study
report may focus exclusively on measurable differences among
options, even if the measuring depends on dubious models with
even more dubious data, and even if “everyone knows” that
there are other major considerations not being discussed. It is

20 One well-known method for this is the Analytical Hierarchy Process introduced by
Thomas Saaty (Saaty, 1990).
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better practice in policy analysis to have all key considerations
explicit, even if some of them must be evaluated subjectively.?!
Until the advent of effects-based operations (EBO) (Deptula,
2001), Air Force analyses were too often mechanical, focusing
on tons of bombs delivered, rather than on effects achieved—
not just immediate effects, but indirect and cascading effects.
The work was quantitative, “rigorous,” and undertaken with a
systems perspective that considered logistics, combat operations,
air defenses, and so on, but it sometimes fell far short of the
mark when viewed against higher-level objectives.

Modern Examples

Many published studies refer to themselves as policy analysis, but
most may be of little interest to readers of this monograph because
they deal with social or international problems and have relatively
little quantitative or otherwise overtly rigorous methodology reflect-
ing decision science. Some examples of recent RAND policy analyses
that have more of a hard-analysis flavor, while moving also well into

the softer policy-analysis considerations that must be addressed by
defense decisionmakers, are

* A study of ground-force options that demonstrates the short-
comings of overfocusing on airliftable forces and the potential,
with transformed forces, for quick operations from the sea
(Gritton, Davis, Steeb, and Matsumura, 2000);

2L An example recounted by Russell Murray when he was Assistant Secretary of Defense for
Program Analysis and Evaluation arose some years ago when the Marines were considering
the Harrier aircraft, which had notoriously poor range-payload features. Systems analysts
tended to argue that the Marines should instead adopt a fixed-wing aircraft such as the F-18.
That would clearly be more cost-effective in standard missions such as delivering daily tons
of ordnance to targets. The Marines, however, were exceedingly worried about having
assured control of their aircraft, because Marine infantry have little artillery and depend criti-
cally on timely, well-coordinated air strikes for their survival. The last thing the Marines
wanted was to have their aircraft be so similar to other services” aircraft that they might be
used for other missions and not be available when needed. Including that consideration on a
systems-analysis viewgraph would have been unnatural to the quantitatively oriented, but in
policy analysis, doing so would be quite legitimate.
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* A study of rapid-deployment options for the Army, which noted
the need to forward-deploy even brigade-sized units in order to
achieve speed (Vick, Orletsky, Pirnie, and Jones, 2002);

* A policy analysis of command and control problems that
addresses in some depth difficulties associated with organization
and coordination, rather than physics (Hura, McLeod, Mesic,
Sauer, Jacobs, Norton, and Hamilton, 2002);

* A study of ways to apply modern “best practices” to Air Force

supply management (Moore, Baldwin, Camm, and Cook,
2002).

All of these examples use a systems approach, but they vary con-
siderably in the techniques they bring to bear.

Another set of readily available documents illustrating policy
analysis is found on the website of the Congressional Budget Office
(CBO), http://www.cbo.gov. Although some CBO documents are
exclusively focused on economic issues, many are substantial policy
analyses. IIASA also has a great many documents available online, as
well as for purchase. The ITASA documents apply almost exclusively
to social-policy issues.

Summary of Classic Analysis Components of Decision
Science

Table 3.1 summarizes what the classic period identified as key ele-
ments of analysis. The relationships among operations research, sys-
tems analysis, and policy analysis were suggested qualitatively above,
in Figure 3.2. Policy analysis can be seen as a broadening and soften-
ing of systems analysis, which in turn builds upon but broadens
operations research, including some soft factors along the way.
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Table 3.1
Key Tenets of Classic Support to Decisionmaking

Tenet Observation

Taking a “system perspective” May include redefining the problem, tying
issues together that otherwise would be
treated separately, and dealing with
complex interactions.

Recognizing the role of adaptive humans May include game theory or other meth-

or human organizations in the system ods of modeling adaptive behaviors of
competitors.

Decomposition of problems into workable May include classic methods such as

components objectives-to-tasks (also known as
strategies-to-tasks).

Synthesis and innovation in the creation  Mediocre analysts may be good at

of options decomposition, narrow cost-effectiveness,
and burrowing into modules, but the best
analysts are capable also of strategic
thinking, imagination, synthesis, and
innovation.

Assuring a suitably wide range of policy  May include innovative and initially

alternatives unpopular options, as appropriate.

Quantification wherever possible: assure  The need for definition and rigor does not

that variables are well-defined and necessarily imply quantification, which
measurable can sometimes be a diversionary
obsession.
As one component of analysis, one In military problems, this is often useful as
motivated by game theory, consider a limiting case.

maximizing expected subjective utility

Minimax strategies with outcomes that  This is often built into military doctrine as

are least bad across different assumptions taught in staff colleges. It is not obviously

about adversary strategy appropriate in one-time problems.

Realistic, multifaceted cost estimates Life-cycle costing, related uncertainty
analysis.




CHAPTER FOUR
Advanced Decision Science for Analysis

Introduction

Structure of This Chapter
This chapter discusses some advanced features of modern decision
science that contribute to systems and policy analysis. We have cho-
sen items that appear to us to be particularly important and directly
relevant to development of military decision-support systems, and on
which we believe we have something useful to say. We begin by dis-
cussing several broad themes, after which we go into more detail on
methods and enablers. Table 4.1 arrays the topics addressed. The
organization of this chapter reflects the fact that the enablers apply to
different methods and the methods apply to different themes. That is,
much of what we discuss will be cross-cutting.

The broad themes we examine relate to (1) truly understanding
the system under study, (2) dealing with uncertainty, and (3) working
interactively and iteratively with clients.

Understanding the System

Understanding the system under study might seem an odd theme.
Why is it even an issue? There are three reasons, which relate, respec-
tively, to doing a better job in systems and policy analysis, recogniz-
ing that technology now allows us to build increasingly accurate and
valuable virtual worlds, and recognizing that the way in which people
learn about and discuss systems is changing.

39




40 Implications of Modern Decision Science for Military Decision-Support Systems

Table 4.1
Themes, Methods, and Enablers

Themes

Truly understanding the Dealing with uncertainty =~ Working interactively and
system iteratively with clients and
collaborators

Methods
increase creativity  Enrich system Plan for Organize around
and imagination modeling adaptiveness command and
e System dynamics control and
¢ Complex adaptive networking
system (CAS)
theory
Enablers

Multiresolution Agent-based Modular, com- Decision-support Networked

modelingand  modeling posable systems technology collaboration
families of * Evidential technologies
models and reasoning and

games abduction

» Risk analysis
with Bayesian
methods

¢ Debiasing

Improving the Quality of Higher-Level Analysis. For many
years, systems analysts and policy analysts have been taught that
models are highly simplified representations of some slice of reality
and need be only good enough to be useful for a particular analysis.
The often-quoted maxim is

We Eknow that all models are bad. However, some models
can at least be useful.

Another maxim dear to the hearts of analysts is widely attributed to
Albert Einstein, although we have no original source:

Everything should be made as simple as possible, but not
simpler.
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Such maxims have long been quoted by military analysts using
simple depictions of military combat, depictions such as pure attri-
tion models in which adversary ground or air forces engage in head-
to-head battle and wear each other down, often using a difference-
equation version of Lanchester equations locally in the model.
Analysts have argued that such a model of combat is unrealistic, but it
is useful for understanding force structure issues in the large, such as
whether NATO could get by during the Cold War with its then-
current force structure or needed to have additional ground-force
divisions and air wings. That is, even though the simulated war might
have little to do with real war, it was allegedly useful for measuring
the value of timely mass and firepower. One reason for the claim was
that, for the military campaigns of World War II, western-front out-
comes were indeed dominated by mass. It was a war fought with very
large numbers of troops and sailors, between comparably capable
opponents, and with relatively little art except in the early years of
Blitzkrieg.

One lesson for decision science relating to analysis, arising from
earlier decades of effort, is that the simple models used for many years
are not adequate to support good decisionmaking today. Instead, it is
often necessary to understand the target system and its phenomena in
more depth than might be thought necessary by a hard-charging
analyst taken by the need to keep things simple, top-down, reduc-
tionist, and suitable for economic tradeoffs. Modern developments
have by no means discredited simple, high-level models, but such
models need to be rooted in empirical evidence and good theory or
they will omit or misrepresent important considerations that should
be reflected even in an aggregate-level analysis. To be less abstract,
consider how poorly pure attrition models of ground or air combat
have summarized what happened in campaigns characterized by
maneuver and qualitative considerations, campaigns such as the 1991
Persian Gulf war, the Israel-Syria battle over the Bekaa Valley in
1982, or the recent wars in Afghanistan and Iraq. Not only were the
simple attrition models not good at description, they were also
extremely misleading about resource requirements.
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A key point here is that the problem is not simplicity or aggrega-
tion; the problem is developing the right high-level model for a given
purpose. Simple high-level models may be good, or they may be

insidiously appealing but quite naive. We suggest the following rule
of thumb:’

If analysis is to be accomplished largely at a given level of
detail, then analysts and modelers should thoroughly under-

stand the phenomena to at least one deeper level and recognize
where even more depth is needed.

This seemingly straightforward rule of thumb has major conse-
quences for analysts and those providing decision support. For the
examples above, they include recognizing that the relative capacities
for maneuver and command and control (C?) are first-order consid-
erations that must be represented even in simple, aggregate models.
The question is how to do so. That, in turn, requires understanding
maneuver and C’ in significant detail to be able to develop sound
aggregate approximations of their effects. Although this need has long
been recognized by good analysts, it was once very difficult to do
much about it because of limitations in computers, models, and even
theory.

Models remain imperfect, but aspirations can now be much
higher. In best-practices work, the system in question may be mod-
eled at several levels of detail, with the high-resolution models being
accurate in important respects. For example, entity-level simulations
of ground warfare represent key factors of lethality, vulnerability, ter-
rain masking, maneuver speeds, capabilities for firing accurately at
high speed, and so on. Such simulations can represent line-of-sight
issues in complex urban terrain or detectability issues with semi-

1 A related principle has been championed within operations research (Woolsey and Hewitt,
2003). Good operations research, even if it ultimately employs relatively simple and idealized
mathematics, requires a deep understanding of the actual operations being analyzed. Thus,
analysts should immerse themselves in the relevant organization and its processes before set-

tling on a mathematical approach. That is sometimes in conflict with seeking elegant
mathematics.
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stealthy aircraft and advanced surface-to-air missiles. In air war, high-
resolution models such as BRAWLER can treat factors such as
orientation-dependence of signatures and sensor capabilities, relative
maneuverability, electronic countermeasures, and even pilot capabil-
ity.

So what? How does this affect higher-level models and analysis?
A typical situation is one in which traditional, naive, simple models
assume that the expected value of a function is the function evaluated
at the expected values of its input variables. That is, a computer
model such as TACWAR or THUNDER ordinarily simulates opera-
tions using canonical values of many input variables, values that alleg-
edly correspond to best estimates or most-likely values. If, however,
one studies the underlying phenomena in more detail, one discovers
that “things don’t average out” (Lucas, 2000).

To the contrary, realistic estimates of outcomes may have very
little to do with the canonical values of the input variables. To be less
abstract, suppose that we are interested in the loss rate expected for
stealthy aircraft. The losses probably have nothing to do with what
happens in typical engagements; rather, they reflect the probability of
certain unusual engagements in which the stealth effect is less domi-
nant. If we have realistic high-resolution simulations with appropri-
ately stochastic inputs, we should be able to observe such matters and
construct an appropriate low-resolution model. That might have
sharply different cases corresponding to whether one adversary has a
dominating C* advantage and can therefore avoid the bad engage-
ments (see Appendix B). That C’ factor would not have appeared in
an older, Lanchester-style conception of war.?

2 An analogous issue exists for ground forces. If the attacker can mass his forces and prose-
cute a locally decisive attack before the defender can respond (a C* asymmetry), the effect for
a large theater is roughly like doubling the minimum theater-level force ratio needed for
success (e.g., from 3:1 to something like 1.25:1) (Davis, 1995). Although this phenomenon
was understood qualitatively by systems analysts in the 1970s, analogous phenomena were
ignored. Analyses implicitly assumed that at the tactical level, NATO’s forces would be able
to prevent local breakthroughs. In more-detailed simulations, one could see that results
depended in uncomfortable ways on factors such as range advantages, line of sight, and the
speed of advancing forces (Hillestad, Owens, and Blumenthal, 1995).
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Realism is Now Feasible and Valuable. If in-depth understand-
ing of phenomena is important for getting even high-level depictions
right, it is also important for training, mission rehearsal, operations
planning, and assessment of alternative weapons systems and doc-
trinal concepts. In earlier decades, simulations were not very realistic
in many respects, and there were sharp divides between warfighters
and analysts, with warfighters paying attention to map exercises and
human war games, while analysts crunched numbers believed to be
useful for economic decisions such as determining how much to buy.

Much has changed. Some of today’s high-resolution military
simulations are highly credible for certain purposes. The Army
trained with them before its dramatic successes in the Persian Gulf
war (Neyland, 1997), and participants said that the training was
extremely useful. More generally, today’s command-post exercises
and experiments use a mix of high-resolution simulations and live
play, with the distinctions between simulation and reality shrinking
rapidly.

For the Air Force, one important aspect of modern analytical
work has been demonstrated for some years by the Joint Warfare
Analysis Center; this aspect is described later.

None of this means that models and simulations can reliably
predict outcomes of war, because uncertainties abound, but the need

to apologize for models is decreasing. Perhaps the following is not too
much of an overstatement:

Analysts once had to understand aspects of the real world well
in order to construct models that would fulfill their needs
“adequately.” Today, study of virtual worlds helps us under-
stand the real world and communicate insights to be repre-
sented even in simple models.

Military examples include mission rehearsal and distributed war
gaming, which can be very similar to operational command-post
preparations and, in turn, very similar to real operations with respect
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to C?° The simulations are becoming more and more realistic in
relevant aspects, in some instances even merging with the real world
(Macedonia, 2005).

Modern Computer Gaming and New Ways of Learning and
Experimenting. Another dramatic change related to understanding
the system well is the advent of high-quality commercial war games
played worldwide, sometimes in massive online games with large
numbers of simultaneous participants distributed across the Internet.
Only a few years ago, these were seen by DoD as recreational activi-
ties not particularly relevant to “serious” work. Today, however, the
situation is changing dramatically. One example is the America’s
Army game.* Despite looking like a commercial game and having the
same type of appeal, it incorporates a great deal of realism about tac-
tics, use of weapons, teamwork, and even the value system that the
Army seeks to instill in its troops. The game has stimulated enlist-
ments and is sometimes used by Army personnel in parallel with
“real” training. For example, a soldier who has failed in real training
may prepare for his next attempt by working through corresponding
processes in the computer game. Although most of today’s recrea-
tional war games are at the level of engagements or tactical opera-
tions, this will change as well. One issue is whether today’s youth
(and even older people) can learn better, faster, and with more moti-
vation by using such games than they can in traditional ways. Cur-
rently, the intellectual base for these games is sorely lacking and
would by no means constitute a military science, much less a contri-
bution to decision science. Much potential exists, however. Both the
Defense Advanced Research Projects Agency (DARPA) and the
Defense Science Board have noted the significance of these develop-
ments.

3 The notion that our models represent our knowledge and mechanisms of communication
and are not just analytical tools is discussed in National Research Council, 1997.

4 America’s Army is the official U.S. Army game. Its website is http://www.americasarmy.
com. Conceived and championed by West Point’s Col. Casey Wardynski, it was originally
developed by the MOVES Institute of the Naval Postgraduate School in a project led by
Michael Zyda. The game is now being maintained elsewhere.
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The Problem of Deep Uncertainty

The second theme for modern decision science is the need for a full
appreciation of uncertainty, including deep uncertainty. A good
starting point for understanding many of the methods and tools now
available is the standard text by Morgan and Henrion (Morgan and
Henrion, 1990). To a much greater extent than even in that text,
however, decision science is coming to appreciate the magnitude and
depth of uncertainty that often attend policy problems. One of the
authors of this monograph has written extensively on this in the mili-
tary context (Davis, 1994a, 2002a). The new paradigm here is that

Instead of secking to “predict” effects on a system of various
alternatives and then “optimizing” choice, it may be far better
to recognize that meaningful prediction is often just not in the
cards and that we should instead be seeking strategies that are
[flexible, adaptive, and robust.

The move away from a focus on optimization has roots going
back decades, as discussed in eatlier chapters, but there are related
approaches, methods, and tools of much more recent vintage.s> We

elaborate on these later in the section on the method of planning for
adaptiveness.

Interaction and Iteration

A final theme relating to decision support is developing models and
other analytic tools allowing interactive discussion with both experts
looked to for information and decisionmakers being supported.
Moreover, both research and the operational support of decisionmak-
ers are increasingly making use of capabilities for virtual discussion and
collaboration. A considerable decision science is emerging that tells us
about shortcomings and strengths of such virtual meetings (Wainfan

> The earliest emphasis on “flexible, adaptive, and robust” in defense work was probably that
of Davis and Finch (1993), which was improved upon in a volume on post~Cold War
defense planning (Davis, 1994a,b). Both works reflected ideas developed over the previous
decade (Davis and Winnefeld, 1983). RAND colleagues have emphasized the same ideas in
social-policy work over the past decade (Lempert, Popper, and Bankes, 2003).
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and Davis, 2004). This is of particular interest to the present authors
because of a parallel project on high-level decisionmaking, one rec-
ommendation from which involves reaching out in crisis to distrib-
uted experts, advisers, and “smart people” to broaden and improve
the quality of ideas available when strategies are formulated and cho-
sen.

A Revised Process Model in the Theory of Decision Support

With these observations, Figure 4.1 suggests a revised schematic for
the basic process of system analysis/policy analysis. It starts at the top
by referring to imaginative problem definition, rather than simply
accepting as sufficient the problem posed initially by the client.t It
also adds more emphasis on understanding the system through
exploratory analysis, designing a suitably broad “scenario space” (or

Figure 4.1
A Visualization of Modern Policy Analysis
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Evaluate options with
exploratory analysis across
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Define evaluation measures
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RAND MG360-4.1

6 This has long been a theme in RAND work, as discussed in a recent book about RAND’s
research organizational issues by Paul Light, who came to know more about RAND’s studies
than most people at RAND do (Light, 2004).
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case space) for that exploration, and interactions—with the client,
but also with experts such as warfighters, who can suggest factors and
strategies to be modeled and supplement model-based analysis with
other aspects of reality. The figure shows the process moving around
a circle to emphasize that it is not at all linear.” Especially when the
goal is to predict effects rather than to optimize choice, the possible
different worlds that can emerge must be considered. This orientation

also takes us even further from the orthodoxy of expected-utility
maximization.

Broad Methods

Against this background of themes, let us now sketch broad, related

methods that are important in modern decision science for analysis.?
As indicated in Figure 4.1, these are

Increase creativity and imaginativeness in thinking about the
problem, as in strategic planning amidst uncertainty;

Enrich systems modeling, using ideas from systems dynamics
and complex adaptive systems (CAS) theory;

* Plan for adaptiveness;

* Organize around C*and around networking.

Increasing Creativity and Imaginativeness in Planning

Figure 4.2 presents another variation of the idealized process of analy-
sis and decisionmaking, one that builds in an emphasis on adaptive-
ness as discussed in more detail below. First, however, note how dif-
ferent in character some of the tasks in Figure 4.2 are. Up front in

7 This figure is also consistent with recent social-policy applications of policy analysis,
including those with multiple actors (van de Riet, 2003).

8 Here and elsewhere, one could ask whether we are reviewing science or art. The answer is,
“a combination.” Indeed, much of “management science” can be considered art. However,

our intention is to focus on points, whether art or science, that have enduring validity and
are not merely current fads of business consultants.
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Figure 4.2
A Revised Process Model of Analysis and Decision
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the process (at the top of the figure), there may be a premium on
fresh, open-minded, and creative thinking about the world and about
possible objectives. In business, this phase is associated with occasional
big-think strategic planning of the sort that may change the nature of
a company in major ways.” In defense, it is associated with the
roughly once-a-decade reviews of national security strategy that may
truly be considered to be addressing “grand strategy.” Usually, the
start of the process need not be so wide open, because fundamentals
are more stable. Nonetheless, it is important to recognize the need for

9 We say “occasional” because organizations seldom find it useful to do this type of “out of

the box” work routinely. Indeed, routinizing strategic planning is seldom successful
(Mintzberg, 1994).
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divergent, creative thinking, followed by a move to convergent high-
level strategy. This need for imagination has been recognized since
the classic period, when methods such as political-military war gam-
ing, Delphi, and scenario spinning were created. However, advance-
ments were made in the 1990s.

One report (Davis and Khalilzad, 1996) reviewed various meth-
ods from commercial practice and RAND experience and categorized
them according to the #pe of planning activity to be supported.

Table 4.2 is abstracted from that study. One of the methods
mentioned, Uncertainty-Sensitive Planning (USP), is particularly
helpful for occasional big-think strategic planning.®® The USP
approach includes identifying branch points and potential shocks
(both positive and negative) and both planning contingent responses
in some detail and developing flexible capabilities to deal with the
shocks for which detailed planning is impractical. Another form of
“out of the box” gaming is valuable at this stage, namely, forcing par-
ticipants to confront plausible bad developments outside their normal
projections and then to think about how to avoid such developments.
The method, used extensively at RAND, is the “Day After . . .” game
introduced by Roger Molander (Millot, Molander, and Wilson,
1993; Molander, Wilson, Mussington, and Mesic, 1998).

Looking further at Figure 4.2, we see activities in which alterna-
tive strategies are framed, developed in some detail, and then tested.
This is a different kind of activity; the initial part may be creative and
synthetic (e.g., based on work using “concept action groups” (Birkler,
Neu, and Kent, 1998)), but later the activity converges on well-
defined strategies and well-defined criteria for assessment. One of the
significant developments of the 1990s was recognition by James
Dewar and the late Carl Builder that testing plans required something
new, the ability to step outside the framework again and to ask deep
questions about assumptions. A broad approach to this challenge,

called Assumption-Based Planning (Dewar, 2002), has been widely
applied.

10 This is discussed more fully elsewhere (Davis, 2003¢c) and was illustrated earlier for the
situation in 1992 (Davis, 1994a).
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Different Methods Useful in Defense Planning

Methods Useful in

Product Developing Product Comments

National Uncertainty-Sensitive ~ Open-minded divergent thinking, followed

security Planning (USP) by synthesis. Output can include insights

strategy and  (Davis, 2003c) affecting adaptive planning.

national Alternative futures and Focus is on bringing out alternative images of

military technology forecasts  the future with respect to both the external

strategy (Gordon and environment and the national strategy, and
Nichiporuk, 1993) with respect to technology.

Joint missions
and
operational
objectives

Joint tasks

Operational
concepts

Defense
program
and posture

“Day After ..." games Purposes include thinking the unthinkable,
(Molander et al., 1998) making serious problems vivid, and
conceiving new strategies.

Assumption-Based Encourages creative strategy by critiquing a
Planning baseline and identifying fundamentally
(Dewar, 2002) important but implicit assumptions that could

fail.

Objectives-based Top-down structured analysis. Output is a
planning (strategies-to- taxonomy of well-defined functions to be
tasks) (Kent and accomplished, motivated by national strategy
Ochmanek, 2003) and its priorities and developed for a wide

range of circumstances.

Objectives-based Premium is on translating abstract functions
planning (Kent and into concrete tasks suitable for practical
Simons, 1991) management.

Concept action groups  Premium is on creative but pragmatic work
(Birkler et al., 1998) producing concrete system concepts for
accomplishing the various tasks and missions,
followed by objective tradeoff analyses to
help choose among competitive concepts.

Adaptive planning Assesses programs and postures, for different
{which includes budget levels, against a broad range of
capabilities-based future contingencies (scenario-space analysis)
planning) using and against needs to influence the strategic
strategic portfolio environment and be prepared for strategic
analysis adaptation.

(Davis, 2002a) Objective is to follow a hedged approach
Strategic adaptation in initially and to adapt in particular ways in
complex adaptive response to specified measures of need.

systems (McKelvey, Purpose is to review and amend plans to
1999) better cope with uncertainty.

Assumption-Based Purposes include providing a life-cycle vi

! g a life-cycle view
Planning (Dewar, 2002) 't costs, timing major investments to avoid
Affordability analysis budgetary shocks or temporary losses of
(Stanley, 1994) capability.
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The lower portions of Figure 4.2 and Table 4.2 build in explic-
itly the concept of planning for adaptiveness, which we discuss later
in this chapter, and then such practicalities of planning as objectives-
to-tasks work (also called strategies-to-tasks, and associated largely

with Glenn Kent) and affordability analysis (Stanley, 1994).

Enriching System Modeling

The second broad method involves enriching system modeling. At
least two ways of doing so bear mention here: system dynamics and
the theory of complex adaptive systems.

System Dynamics. System dynamics is a broad approach intro-
duced by MIT’s Jay Forrester in the late 1960s and early 1970s. It
entails defining the system, including feedback loops that comprise
decisions and adaptations, decomposing the system, developing mod-
els for the components, and reassembling—all in the context of sim-
ulations (i.e., modeling that generates predicted behaviors over time).
We did not include it in Chapter Three because it did not fully catch
on during the classic period and was seldom used for decision support
per se. Instead, it was used in high-level studies of industrial plan-
ning, urban planning, and, eventually, global planning. Although sel-
dom discussed by the expositors of classic systems and policy analysis,
Forrester’s was a brilliant pioneering effort that influenced everyone
who actually bothered to read his or his students’ work (Forrester,
1969; Meadows, Randers, and Meadows, 2004). It was Forrester who
got through to many believers in “hard” quantification that to omit a
variable from a model is typically equivalent to assuming that in the
real world, the variable’s effect is zero (i.e., a multiplier of one or an
addition of zero). Forrester also taught effectively that the issue is not
whether or not to model; it is whether to rely upon ill-posed, implicit
mental models or to make them into real ones.

In more recent years, the system dynamics approach has been
extended at MIT and coupled with convenient tools such as iThink
(Sterman, 2000). One need not use the tools of system dynamics to
do this type of work. For example, Analytica has been used in many

such studies, including military analyses (Davis, McEver, and Wilson,
2002).
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Figure 4.3 conveys many of the essential concepts of system
dynamics, which fit well with the virtual-world discussion at the
beginning of this chapter, although system dynamics is usually much
more “analytic” and less visual in character than what we had in mind
there. First, it recognizes that the real world has many unknown
aspects of structure, exhibits dynamic complexity, and includes feed-
back effects that are often delayed. It is often very difficult or even
impossible to conduct controlled experiments on the real world.

Figure 4.3
An Idealized Learning Process Consistent with System Dynamics Concepts
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Thus, we need to create virtual worlds in which we can simulate
system behaviors under controlled conditions. Figure 4.3 is imperfect
for our purposes, because the virtual world obviously can be extended
so that it generates new structures (emergent behavior) and so that
feedbacks, implementation, perception, and so on are imperfect. The
point of the figure, however, is to illustrate how one can systemati-
cally seek to understand the real world through modeling and simula-
tion.

The Theory of Complex Adaptive Systems. The second broad
method is approaching systems as complex adaptive systems (CAS).
Although its roots can be traced back at least to Poincaré, the theory
largely emerged (no pun intended) in the 1980s and early 1990s.
Waldrop’s book (Waldrop, 1992) is a good introduction for a broad
audience; it also helped publicize the work of the Santa Fe Institute,
at which so much of the research has been conducted. Although
many books have been written on the subject, we generally suggest
reading those by the original contributors; some of these works are
technically solid but not very mathematical (Holland and Mimnaugh,
1996; Holland, 1998). Other popular books give their own interest-
ing slants on this exciting new field (Kauffman, 1993; Lewin, 2000).
A short article by Brian Arthur (Arthur, 1999) describes CAS’s rele-
vance to economics. Arthur’s discussion of “increasing returns to
scale” (as distinct from the classic diminishing-returns concept) has
been quite powerful, both in business and in military thinking about
transformation. For early work, Nicolis and Prigogine (1977) is valu-
able but quite technical. A fairly advanced textbook by Bar-Yam (Bar-
Yam, 1997) is available at http://necsi.org/publications/dcs/
index.html.

Key features of CAS are typically described as some or all of the

following;

* Nonlinearity and related sensitivity to initial conditions and
other exogenous events in the course of time;"!

1 Tnterest in CAS theory has led to some misconceptions. Nonlinear systems need not be
uncontrollable, much less chaotic, as evidenced by the complex linear control systems that
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“Nearly decomposable” hierarchies;

* Agents, meta-agents, and adaptation;

* Aggregation and emergent behaviors;
Self-organization and phase transitions;

Flow, open systems, nonequilibrium, and diversity.

Some of these terms may sound like jargon to those unfamiliar with
them, but they are well explained in the sources provided above.

Although the study of CAS is not decision science, modern
study of decision science would do well to adopt the concepts of CAS
theory because decisionmakers are attempting to deal with complex
social systems (including wars) that are, in fact, marvelous examples
of CAS. Failure to do so will often encourage losing strategies, such as
decision-support systems aspiring to accurate prediction. Some
authors have emphasized that subjects of major interest to the mili-
tary, notably effects-based operations (EBO), often need to be
addressed within the CAS paradigm (Davis, 2001; Smith, 2003). A
recent book provides considerable technical rigor in describing the
relationship of CAS concepts to network-centric warfare (Moffat,
2003).

Note that we discuss EBO not as decision science, but as a sub-
ject that needs decision science, including CAS theory. Effects-based
planning (EBP) has usually been discussed in “light” materials rather
than rigorous discussions, but it is having significant effects on the
way military decision problems are approached.”? The terminology
leaves much to be desired, and one may reasonably question whether
there is any new concept involved (great commanders have a/ways

exist in automobiles and dynamically unstable aircraft. As a historical point, Newton’s
renowned equations are nonlinear for most interesting systems, and while Newton himself
saw the universe’s activities in a mechanistic way tied to his religious notions, the nonlineari-
ties of his laws and their consequences were studied by Poincaré.

12 References for EBO and EBP address initial concepts (Deptula, 2001), discussion and
candid review (Davis, 2001; Defense Science Board, 2003), connections to nerwork-centric
operations (Smith, 2003), Air Force applications (McCrabb, 2001), and thinking about the
subject by the U.S. Joint Forces Command (JECOM) (Dubik, 2003).
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planned for effects),? but the effects-based approach has significantly
altered the way some U.S. and NATO military organizations think,
plan, and execute. Moreover, a number of core concepts and methods
give it concreteness and meaning, only some of which are discussed
here. Indeed, some of the most pioneering and rigorous scientific
work was done by the Joint Warfare Analysis Center (JWAC), but
that work is generally not in the public domain. Much of JWAC’s
most notable work deals with the targeting of complex physical sys-
tems, damage to which should be studied with recognition of possible
substitution processes, repair, and recovery. EBO has been extended
philosophically to deal with strategic issues, such as how to approach
coercive bombing of an adversary leader. It can be seen as a higher-
level approach, of which “rapid decisive operations” is another
instance.

We shall elaborate later, so it suffices here to note that the fol-
lowing are highly consistent with the lessons learned from CAS the-
ory:

* Because of nonlinearities and sensitivities, models should sup-
port exploratory analysis, rather than the search for a classic
optimal solution (Davis, Bigelow, and McEver, 2001).
Multiresolution modeling within a given model or simulation,
when accompanied by the inclusion of adaptive agents (e.g.,
decision models representing commanders at different levels),
will often be necessary to capture aspects of learning, adaptation,
self-organization, and phase transitions. This may be achieved in
a single self-contained model or by dynamic compositions
(Davis and Bigelow, 1998).

Dealing with qualitative and sometimes fuzzy factors is often
essential and natural in representing the behavior of agents and
the characteristics of uncertain, open, nonequilibrium systems

(Davis, 2001; Alexander and Ross, 2002).

13 Kent and Ochmanek discuss this with the Air Force in mind (Kent and Ochmanek,
2003).
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Planning for Adaptiveness

Background. In practice, if not in theory, analytic decision sup-
port has often been framed as though the purpose were to choose the
“correct” option. This has sometimes been seen as optimizing or satis-
ficing across multiple, complex objectives, but in both cases it is often
approached as though decisions were once and for all, and as though
sufficient information were available to develop relatively detailed
plans. In reality, however, decisionmakers are often faced with mas-
sive uncertainty as they make choices, those choices are revisited and
modified in subsequent years, the results of plans often turn out to be
significantly different from what was originally expected, and—as a
last straw—the capabilities that are acquired are very often used in
ways different from those originally envisioned. Strategically adaptive
planning is more sensible, as emphasized in recent RAND work
(Lempert, 2002; Lempert, Popper, and Bankes, 2003). De facto
strategy “emerges,” rather than coming about from prescient plan-
ning (Mintzberg, 1994). That notion was presaged, as noted in
Chapter Two, by Lindblom and Quinn, among others.

Unfortunately, mature organizations tend to settle into comfort-
able routines in which strategic planning becomes a rather mechanis-
tic activity populated by repetitive and unimaginative analyses of the
same character, a continuation of past assumptions, and so on. At
some point, the activity becomes a burdensome overhead; and
beyond that, it may become a setious impediment to change.

Within DoD, these tendencies were characterized in the 1980s
and 1990s by what has come to be called threat-based planning (a
misnomer for planning that relied excessively on point scenarios).
The folly was in basing much planning on detailed war scenarios that
were convenient for bureaucracies developing databases and running
big combat models, whereas defense planning was in reality beset by

14 Mintzberg discusses this especially well (Mintzberg, 1994; Mintzberg, Ahlstrand, and
Lampel, 1998). Within DoD, there has long been a related concern that the Planning, Pro-
gramming, and Budgeting System (PPBS) has become ossified. The new system of Planning,
Programming, and Budgeting and Execution (PPBE) is an important reform effort that
moves toward implementation of capabilities-based planning (CBP) (Rumsfeld, 2001).
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deep uncertainties in many dimensions: who would constitute future
threats, what would be the nature of combat operations, what
detailed circumstances would apply at the time, and so on.

Capabilities-Based Planning as a Manifestation of Planning for
Adaptiveness. Over the course of the 1990s, a good deal of thinking
and research went into alternative approaches, one of which was
called planning for adaptiveness (Davis, 1994a; Davis, Gompert, and
Kugler, 1996). Some of the key ideas appeared in the Clinton
administration’s Quadrennial Defense Review (Cohen, 1997), but
they were not backed up with tough choices. In 2001, however, Sec-
retary of Defense Donald Rumsfeld insisted on a fundamental shift to
capabilities-based planning (CBP) (Rumsfeld, 2001), which is
intended to be very much a form of planning for adaptiveness (Davis,
2002a). A variety of briefings are available within DoD (Swett, 2003;
Henry, 2004) describing work by the Office of the Under Secretary
for Policy that is being used as the basis for Office of the Secretary of
Defense (OSD) guidance documents.

Definitions. Official definitions are still evolving within the Pen-
tagon, but one definition is

Capabilities-based planning is planning under uncertainty to
provide capabilities suitable for a wide range of modern-day
challenges and circumstances while working within an eco-
nomic framework that necessitates choice (Davis, 2002a).

In this context, “capabilities” means the general potential or where-
withal.

As so often happens in the English language, there are other
meanings as well. One of the most important arises in a context such
as a general asking, “Yes, that’s fine, Colonel, but do you really have
the capability to . . . if I give the go-ahead?” Here, what is at issue is
whether the colo