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ABSTRACT

Expert systems that operate in complex domains are continually confronted with
the problem of deciding what to do next. Being able to reach a decision requires, in
part, having the capacity to “reason® about a set of alternative actions. It has been
argued that expert systems must reason from evideniial information—~i.e., uncertain,
incomplete, and occasionally fnaccurate information [LOW82a]. As a consequence,
a model for reasoning about control must be capable of performing several tasks: to
combine the evidential information that is generically distinct and from disparate
sources; to overcome minor inaccuracies in the evidential information that is needed
to reach a decision; to reason about what additional evidential information is re-
quired; to explain the actions taken (based on such information) by the system.
These are a few of the formidable control problems that remain largely unsolved
[BARS2]. If expert systems are to improve their performance significantly, they
must utilize increasingly sophisticated and general models for dealing with the ev-
idential information required for reasoning about their behavior. To this end we
present an alternative evidentially-based approach to reasoning about control that
has several advantages over existing techniques. It enables us to reason from limited
and imperfect information; to partition bodies of meta— and domain-knowledge into
modular components; and to order potential actions flexibly by allowing any num-
ber of constraints (i.e., control strategies) to be imposed over a set of alternative
actions. Furthermore, because it can be used for reasoning about the expenditure
of additional resources to obtain the evidential information needed as a basis for
choosing among alternatives, this approach can be employed recursively.

—
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In complex domains, there are typically several alternative actions a system
might take to complete its tasks. In some cases, the best alternative is clear or the
choices do not warrant extensive analysis. At times the consequences of pursuing
some action justify expending the effort to analyze the pros and cons of choosing
a particular alternative. This is especially true when the effect of some choice is
potentially counterproductive and irrevocable, or might result in the inefficient use
of a system’s limited resources.

When such an analysis is warranted, a system must be capable of “reasoning”
about its actions from unceriain, sncomplete, and occasionally tnaccurate informa-
tion called evidential information [LOWS82a). For instance, the expected outcome of
pursuing a particular action is one of many factors that can influence the decision to
choose that action. However, situations may arise in which uncerfainty exists about
the consequences of pursuing any allernalive, particularly when uncontrollable or
unpredictable events may intervene. Indeed, a system will frequently *find” that it
is uncertain about much of the information required for reaching a decision.

There are several reasons a system must reason from sncomplete information.
One explanation is that resource limitations might prevent the system from gather-
ing all relevant facta, thus possibly forcing choices to be made on the basis of limited
(i.e., incomplete) evidence. A second reason is that some information can be lost
during its translation or its abstraction into alternative representations, and so it
is less complete. This becomes readily apparent in such task domains as general-
purpose computer vision, and speech and natural-language understanding. A third
reagon ig that information—gathering processes are far from perfect; they are con-
sequently limited in their ability to extract all of the available critical information
from their environment.

Finally, it must be anticipated that evidential information will be occasionally -
tnaccurate because, among other reasons, the sources of the information (procedural
and declarative) are also imperfect.
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It can thus become a nontrivial problem to make choices on the basis of eviden-
tial information. Yet we, as well as the systems built by us, must do exactly that
in making all kinds of important decisions in real-world situations.

In support of our position, consider the following problem. A physician does
not know if his patient’s soreness is caused by a viral or bacterial infection. If a
bacterial infection is the cause, penicillin might be prescribed; otherwise rest and
liquids might be the appropriate treatment for a viral infection. Failure to treat a
bacterial infection could complicate the patient’s situation or, in some cases, result
in his death. However, ke might be allergic to certain antibiotics or the bacteria
could possibly be penicillin-resistant.

A culture taken from the patient can be tested to determine whether bacteria are
present and, if so, what type. However, tests are not always accurate—a culture can
die or be contaminated before reaching the laboratory; inappropriate tests might be
performed or bad laboratory procedures employed. Furthermore, the mere presence
of bacteria is not conclusive evidence that the patient’s illness is due to a bacterial
infection.

What should the physician do? Let us consider a subset of the possible actions,
from which one must be chosen: -

e Take no culture and treat the illness as a viral infection.
o Take no culture and prescribe penicillin.

e Take a culture and request some tests for bacteria; if results are positive,
prescribe penicillin.

e Take a culture and request some viral tests; if results are positive, prescribe
rest and liquids.

e Take a culture and request some tests for both bacteria and viruses, then
prescribe penicillin if tests for bacteria are positive or rest and liquids if viral
tests are positive.

e Take a culture and request extensive tests for bacteria and viruses, then
prescribe penicillin if bacteria tests are positive; otherwise, if viral tests are
positive, prescribe rest and liquids.
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The consequences of taking any of the above actions cannot be known with
complete certainty. However, it might appear that, for any given action, some
consequences are more likely or acceptable than others. Therefore, a decision must
be reached, to at least some extent, on the basis of partial beliefs about the possible
and acceptable outcomes associated with taking each action.

Although knowing the exact cause of the patient’s condition would help signifi-
cantly in deciding what actions are necessary, such complete information is usually
not available. For example, if only the morphology of the bacteria is known, then
their identity must be subsumed within the set of bacteria that could possibly con-
form to the observed dimensions. On the basis of this shape information, the doctor
might only be willing to express his belief that the presence of some types of bacte-
ria is more likely than others. Consequently, he might prefer to suggest that some
actions are more likely to be effective than others in ultimately curing his patient.
This limited information about shape is insufficient for complete and precise iden-
tification of the bacteria. In fact, it is because the physician is partially ignorant
about some of the possibilities that he might take certain actions to become more
knowledgeable (e.g., request a Gram stain test).

Another factor compounding_ the doctor’s problem is that the information
needed to choose his next course of action may be inaccurate. If the morpholi-
cal information is in gross error, subsequent efforts may result in misidentification
of the bacteria and thus possibly a misdiagnosis. Such errors, if and when found,
have to be discarded or outweighed by redundant information from other sources,
such as additional tests. Alternatively, if the shape information is generally correct,
the diagnosis is more likely to be valid and the appropriate treatment administered.

The doctor’s decision to perform certain actions is no more effective than the cer-
tainity, completeness, and accuracy of the information needed for choosing among
alternatives. Furthermore, this scenario illustrates that the luxury of having perfect
information is at best rare in complex domains, and that the real world requires
expert systems to be capable of reasoning about and explaining their behavior in
accordence with a potentially large and diverse body of evidential information.
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This fact requires that a model for reasoning about control have the following
capabilities: (1)combine generically distinct evidential information that has been
obtained from disparate sources; (2)correct for minor errors in bodies of evidence;
(3)be flexible in its ability to order its actions by allowing any number of constraints
(i.e., control strategies) to be imposed upon a set of alternatives; (4)be employed
recursively in that it may be used to reason about taking further actions to obtain
the evidential information needed for making choices; (5)explain its decisions more
accurately and completely.

ACTIONS, CONTROL-FEATURE SPACEGS, gONmoL ENVIRONMENT,
AND CONTROL KNOWLEDGE SOURCES (CKS)

We consider an action to be one of the following:

(1) The invocation of a parameterized process, such as a knowledge source (KS);
a KS in this context is a procedure or sensor that makes observations about
the environment.

(2) The invocation of processes, such as control knowledge sources (CKS), to
gather additional information needed to choose from a set of alternative
actions.

(3) The activation of a parameterized effector that may change the state of the
environment. (This is a special case of No. 1 above.)

To choose a course of action, a system must be capable of making observations
about features in the environment. Just as a tumorous cell exhibits certain morpho-
logical features that can help distinguish it from healthy cells, 8o can actions exhibit
certain “control features® that can help distinguish those alternatives that are more
desirable than others. For example, fibrous histiocytomas are a particular type of
tumorous cell that exhibits certain distinguishing morphological features—e.g., they
characteristically exhibit a proliferation of fibroblasts admixed with multinucleated
giant cells—see Figure 1. Healthy cells do not exhibit this shape characteristic.

In general, fibrous histiocytomas in superficial locations usually follow a benign
clinical course. However, if the tumor develops in deep tissue, it tends to be malig-
nant. But depth is a relative and eometimes quite subjective measure. What may
be considered deep in thigh muscle tissue might not be so considered in forearm



Figure 1.
CHARACTERISTIC MORPHOLOGY OF FIBROUS HISTIOCYTOMA TUMORS

muscle tissue. Furthermore, for any particular biopsy it is not unusual for physi-
cians to differ in their beliefs 2s to whether it is or s not deep. If the doctor elects
not to operate and remove the tumor, there is a nonzero probability of the tumor’s
becoming malignant.

In this example the depth of the tumor can be considered a control feature
that may help doctors to decide which course to pursue-whether to remove the
tumor or leave it in the patient. A control feature, therefore, is any observable
or quantifiable aspect of an environment and system that could possibly help to
discern the appropriate action.

Examples of “control feature spaces® are goals/subgoals, and costs associated
with invoking various KSs, the reliability of KSs, as well as, for instance, the super-
ficialty of tissues. Each control feature space can be viewed as a set of at least one
observable and quantfﬁa.ble “control feature value.” For our superficially control
feature space, two possible control feature values are “deep” and “not deep”. In
short, the extent to which a system is capable of choosing the appropriate action



depends on its ability to observe and make measurements of control features.

The set of all control feature spaces of potential interest constitutes a “control
environment.” In general, this includes any aspect of a system and its environment
about which information may be obtained in order to realize a decision.

For our approach, the information required to reason about what to do next
is obtained through a set of confrol knowledge sources.! Similar to KSs, CKSs
provide partially processed, “control-related,” evidential information that is based
on the CKSs’ observations of the control environment.

OBL

Let A, the set of mutually exclusive and exhaustive actions that a system can
possibly take, be defined as

A={a;,a2,...,8n}.

" Let F\, F,,...,Fy constitute the control feature spaces of interest.? Associated
with each F;, 1 <i<m,is a set 7; of possible feature values of F;, where

o= {f,’" | f'k is & possible feature value of F; where 1 < k < | 5|}

For each f!" € %, it is possible to identify a subset of actions whereby each
action is possibly the best one to take when f¥ is observed. For instance, if
measurements indicate that the goal of getting from point A to point B as fast as
possible should be satisfied, then flying or driving, rather than walking, is possibly

1 A CKS differs from a KS only in the scope of the environment and types of features it is
expected fo perceive.

2 Because we are limited in our capacity to reason with large bodies of information, a premise
of our research is that we deal with this dilemma by employing methods for producing
a manageable set of alternative actions and control-related information. We suggeat that
analogous methods must be employed in expert systems.
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the best action. However, if measurements indicate that the goal of getting from
point A to point B by relatively economical means should be satisfied, then walking
is possibly the best action.

We can now construct a frame of action, O, :

6, = {(aj: ff» fzkls “evy f,’f,") | @, is possibly the best action to take when
flk:fg's---: and f,f: are o'bserved},

B, CAXAXHX...x F.

Each % can be fhought of as inducing an equivalence relation over 6, that
partitions ©, into|%| equivalence classes. Each f* € %, therefore, is effectively
an equivalence class whose members are those elements of ©, that exhibit feature
value f¥. Therefore, f¥ C ©, and, as a consequence,

e, = J s~

ey,

Let us illustrate this formalization in Figures 2 through 4 below. Consider the
Venn diagram in Figure 2. In this figure, O, is partitioned into four equivalence
classes whereby, for instance, if f} is observed, then taking an action that is a

member of f! is more appropriate than taking any action that is not a member of

fi-

Figure 3 illustrates how the control feature space F3 may partition 6, differ-
ently from F,. Figure 4 is an illustration of how F; and F, partition ©, and of
the fact that there are some actions, for example { as4,a55, and ass ), that neither

A nor % alone can completely distinguish. When just f} is observed, only as:
and ass can be distinguished from ase. Similarly, just observing f}§ allows only

ass and ase o be distinguished from asq. However, if f} and f} are observed
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i

17 ! £ -

ama a

NOTE: a;'s label grid cefls; [fj's |abel aress boundad by.

Figure 2.
A SAMPLE FRAME OF ACTION, @4 C Ax 7 . WHERE #, = {f}, /3. 13,11}

simultaneously, asy,as5 and ass can each be distinguished. We see that, if a sys-
tem is to choose among alternative actions, it must know the features and perhaps
their values that must be observed in order to make a choice.

A Simple Example

In this section we show how this formalization might be applied to the previous
medical problem. Consider the following subset of possible actions of A:

4) ACTIONS;

1) Take no culture and treat the illness as a viral infection.

‘az) Take no culture and prescribe penicillin.
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f22 f25

e a

Figure 3.
A SAMPLE FRAME OF ACTION, 6, C Ax7A. WHERE A, ={/1.2.13. /3. 13}.

a3) Take a culture and request some tests for bacteria; if results are positive,
prescribe penicillin.

a4) Take a culture and request some viral test; if results are positive, prescribe
rest and liquids.

as) Take a culture and request some tests for both bacteria and viruses, then
prescribe penicillin if tests for bacteria are positive or rest and liquids
if viral tests are positive.

ag) Take a culture and request extensive tests for bacteria and viruses, then

prescribe penicillin if bacteria tests are positive; otherwise, if viral
tests are positive, prescribe rest and liquids.

and the following control feature spaces,
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| (%4? S *f';? fif};

rJ 7, :
"ﬂ»g’i‘\w ’r‘i’l £ .:nfr’ /f/)h

(2T a

Figure 4.

A SAMPLE FRAME OF ACTION, 8, CAx i x /. WHERE 7%, AND 7
ARE THE SAME AS IN FIGURES 1 AND 2.

Fy) DIAGNOSTIC TESTS

/i) The physician should diagnose the patient’s illness by requesting a minimum
number of tests or none at all.

J2) The physician should diagnose the patient’s illness by requesting a moderate
number of tests.

J3) The physician should diagnose the patient’s illness by requesting extensive
tests.

F;) MONETARY GOAL/SUBGOAL

J3) The physician’s goal/subgoal should be to make a diagnosis at minimal cost
to the patient.



11

f3) The physician’s goal/subgoal should be to make a diagnosis at moderate
cost to the patient.

5) The physician’s goal/subgoal should be to make a diagnosis regardless of
cost to the patient.

F3) TEST RELIABILITY

f3) Tests for bacteria are very reliable.

f3) Tests for bacteria are not very reliable.

F)) RISK TO HUMAN LIFE
f}) The risk of delayed treatment is relatively great.

J?) The risk of delayed treatment is relatively moderate.
f3) The risk of delayed treatment is relatively low.

Let us determine the extent to which our choice of control feature spaces is gov-
erned by intuitive factors. Consider F), based on the physician’s evaluation of
the patient’s situation; he might believe that the distinctions whithin a subset of
alternative treatments are go subtle that far more tests than usual are required.
He would want to consider only those actions that would allow such distinctions to
be made and exclude others that cannot. Extensive tests to determine the correct
treatment are therefore required.

Second consider Fy. A situation might arise in which a patient appears to be so
severely ill that delayed treatment could be fatal-that is, there is seemingly no time
to take and analyze cultures, After assessing the situation, the physician might
favor some action, such as 4; or a2, that does not involve lengthy laboratory tests.

Given plausible arguments for our remaining choices of these control feature
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spaces, the following frame of action can be constructed:

6, = {[als.fllllerfgrf})
[a2|fllsf%lf32:f41)
(a3,f12,f22,fg,ff)
(@6, f3, 32 530 £D)
(GS:flz:fzzif:}:ff)
(ae, f1: 13, 13, 1)}

Our reason for indicating that actions a; and a2 are possibly the most appropriate
ones when the control feature values f}, f1, 2, and f} are observed is that, if the
doctor believes

e That the diagnosis should be made with a minimum number of tests or none
at all,

o That his goal/subgoal should be to keep the patient’s costs as low as possible,

e That the tests to determine the presence, absence, or type of bacteria are not
very reliable, and

e That delayed treatment might be fatal to the patient,

then ¢; and a2 are consistent with these beliefs. Our reason for indicating that
actions @; and a2 are not possibly appropriate when the control feature value
fi, for example, is observed is that, if the doctor believes that the risk of delayed
treatment is relatively low, it is not appropriate to prescribe a treatment without
performing some tests to be more certain about the cause of the problem. The
reasons for our remaining choices are similarly motivated.

This example shows that there might be situations in which the doctor will
not be able to choose among actions—for instance @) and a; when f}, f1, 2, and
Jl are observed. Without additional observations of control features that can
distinguish a; from a2, there is no justification for choosing one over the other.
Under these circumstances, an arbitrary selection must be made.

As the example stands, CKSs must convey their observations in terms of the
individual f‘-" ’s. Realistically, CKSs cannot always determine if, for example, the
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risk to human life is great, moderate, or low. Occasionally the beat observation tha.
can be made is that the risk is not low (i.e., possibly moderate or great). A CKS,
therefore, must be able to communicate in terms of disjunctions of possibilities-for
instance, the proposition f}Vf?. Furthermore, at times a CKS may need to express
its total ignorance about a proposition. For example, the risk assessment CKS can
express total ignorance through the proposition f} v f2v f3. It is important that
a model for reasoning incorporate those propositions through which CKSs wish to
convey their observations.

Realistically, we can expect a model to provide only a partial ordering over a
set of alternative actions. This can be illustrated with our medical example. To
the degree our observations indicate that tests for bacteria are not reliable (i.e.,
J% is true), we should favor any one of the actions {a1,a2,44} over any of the
actions {as,as,as}. If additional observations indicate that the risk of delayed
treatment is relatively moderate, then we should favor action a4 over any of the
actions {a,,a2,as, a5,as}. We see that a partial ordering of actions is produced as a
consequence of the type and strength of observations made about the environment.

If CKSs were perfect, the control problem would take on a different form because
the value of every feature could be determined-and thus the appropriate action more
easily selected. However, as discussed, perfect information is typically not available.
A system cannot always obtain the exact value for a subset of features, nor will it
always know what subset of features is required for choosing among alternative
actions. At best, a system will be able to refine and order a subset of alternatives
only to the extent that it is capable of realizing what control features are necessary
to discern the appropriate action and is able to reason from imperfect measurements
of those features.

S ATIO

Information used by expert systems to reason about complex environments is
evidential-i.e., it is often uncertain, incomplete, and inaccurate. This follows from
the fact that the world is perceived through a set of KSs that provide only par-
tially processed sensory information. Furthermore, such information is inherently
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evidential and not readily expressed in terms of simple truths and falsities. Just
as the information needed to interpret our environment is evidential in nature, so
is the information needed to decide what to do next. That is, information about
such things as goals, consequences of actions, the power of KSs, knowledge about
the environment, and so on are not easily expressed in terms of Boolean logic or
probabilities. Rather, such information is evidence that tends to confirm or re-
fute hypotheses about what control feature values have been observed, and these
hypotheses in turn imply, directly or indirectly, what actions should be taken.

0 0] DENCE SS DISTRIBUTIO

Up to this point we have stated that a CKS may communicate about its observa-
tions by providing a body of evidence that expresses its beliefs about propositions.
In this section we discuss the form of such evidence.

A CKS conveys its observations in the form of a “mass distribution,” which
it derives from a body of evidence that tends to confirm or refute a subset of the
propositions of interest. In an evidential approach, every CKS has a unit of “mass®
that it may distribute, on the basis of its beliefs about what it has observed, among
the various propositions of interest. Given its observations, a CKS might believe
that a subset of these propositiomi is partially or completely true. Such beliefs can
be conveyed by attributing a proportionate amount of the CKS’s unit mass directly
to the truthfulness of those propositions. Conversely, a CKS can attribute a portion
of its mass directly to the negation of a subset of propositions if it believes that it
is partially or completely false.

Bayesian and Mass Distributions

A mass distribution can be viewed as a generalized Bayesian distribution of
belief over a set of propositions. A Bayesian distribution assigns a unit of belief
over a set of mutually exclusive and exhaustive propositions, as designated by the
mapping m:

m:6,— [0,1], where E m(p) = 1.
PED,
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The probability of any proposition, for instance B C ©,, is the sum of the be-
lief attributed to propositions that imply B or one minus the sum of the belief
attributed to propositions that imply not B (i.e., =B):

foral BCO,, Prob(B)= E m(p).
oy

It follows that
Prob(B) = 1 — Prob(—B).

However, a mass distribution M need not attribute belief to mutually exclusive
and exhaustive propositions:

M:2% 00,1, where M(@)=0 and

E M(p) = L
pCO.

The sum of the mass attributed to propositions that imply B plus the sum of the
mass attributed to propositions that imply B need not equal one, because some
mass may have been assigned to propositions that imply neither (e.g., ©,).

Each body of evidence, therefore, induces an interval, called an “evidential
interval,® within which belief about a propositior must lie. Anr evidential interval is
a subinterval of the real interval [0,1]. The lower and upper bounds of the evidential
interval will be called support (Spt) and plausibility (Pls), respectively. The Spt
represents the total mass that tends to support a proposition:

Spi(B) = Y M(p).
#CB
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The Pls represents the degree to which the mass fails to refute the proposition:

Pls(B) = 1-Sp{-B) = 1- Y M(p)
pC-B

The degree to which the mass refutes'a proposition is called its dubiety (Dbt):

Db(B) = Spt(~B) = 1-— Pls(B).

The degree to which no mass is attributed to a proposition or its negation is called
ignorance (Igr):
Igr(B) = Pls(B)- Spi(B).

The interpretations of some evidential intervals are summarized below:

Completely true proposition [1,1];
Completely false propogition [0, 0];
Completely ignorant about the proposition [0, 1];
Tends to support the proposition [Spt, 1], 0< Spt<1;
Tends to refute the proposition [0,Pls], 0< Pls<1;
Tends to both support and refute [Spt, Pls], 0 < Spt < Pls < 1.

Combining Bodies of Evidence

Typically several distinct CKSs must be invoked to obtain the evidence required
to decide upon a course of action. This follows from the fact that no single CKS
is knowledgeable, in general, about all ﬁ‘ 's € % ’s. Any reasoning mechanism,
therefore, must be capable of combining evidence from distinct CKSs. The combin-
ing rule that was developed by Dempster and which is central to our approach is
applied to two bodies of evidence, in the form of mass distributions-e.g., M; and
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M; —and produces a third mass distribution Mjez [DEM67, DEM68):3

Forall By,B;,BsCO.,, M(By)=(1-K) Y  M(B)M(B),
BiNBy=DF,

tor K= Y M(B)M(B;)<]1,
BinBs=4

where K is the total amount of conflict between M; and Mz, and (1 - K)™! is
a renormalization factor.

Using Dempster’s rule to combine evidence accomplishes two functions. The
first is to obtain a consensus about what actions each CKS believes is possibly the
best to take. For instance, one CKS might provide evidence that pertains to the
costs associated with invoking various KSs, whereas a second distinct CKS may
provide evidence that pertains to the reliability of invoking various KSs. Given
the evidence they each provide, the task is to determine what actions both CKSs’
agree are the most appropriate to take. If both bodies of evidence are completely
consistent, there is at least one action that they both agree should be pursued, and it
can be said they are expreszing totally compatible opinions-i.e., X = 0. Conversely,
if the evidence they provide is not completely consistent, their opinions are then
not completely compatible and there is at least one action the CKSs disagree is
appropriate-i.e.,, 0 < K < 1. In general, o the degree that CKSs are certain,
complete, and accurate with respect to their observations, their opinions about
which actions are appropriate, (i.e., which propositions are most likely to be true),
will be compatible. Dempster’s rule determines simultaneously if there are any
actions that CKSs agree are appropriate and provides a measure of compatibility
among the bodies of evidence they provide.

The second function of Dempster’s rule is to correct for minor errors. The
assumption here is that there is only a negligable likelihood that distinct CKSs

3 Shafer [SHAT6] and Lowrance [LOWS82b] show how Dempster’s rule can be applied recur-
sively to combine multiple bodiea of evidence.
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might introduce the same type of error into their bodies of evidence simultane-
ously. Therefore, such errors can be overcome by a sufficient amount of redundant
and generally correct evidence. If a subset of CKSs make gross errors, such bad
information should be discarded, when detected.

AN EVIDENTIAL APPROACH

The application of our approach begins by invoking a subset of the available
CKSs s0 as to obtain their opinions about some aspect of the system’s control
environment, see Figure 5. In our approach, each CKS conveys its observations in
the form of a mass distribution that expresses the CKS’s belief in propositions such
as the following:

e The risk, to the patient, of delayed treatment is great.

e Our goal should be to determine the patient’s reaction to various medication
before prescribing any medicine.

The mass distributions provided by the CKSs are then combined by using Demp-
ster’s rule [DEM67, DEM68]. Next the result of applying Dempster’s rule must be
extrapolated from those propositions on which it bears directly to the remaining
dependent propositions. This extrapolation process is performed by an inference
engine that is similar to the one described in Lowrance’s thesis [LOWS82b]. The in-
ference engine performs its task by adjusting the bounds on the evidential interval
that is associated with every dependent proposition. The result of the extrapolation
process is a partial ordering over the set of alternative actions, as reflected in the ev-
idential intervals associated with each a € ©,. Selection of the appropriate action
requires that these evidential intervals be evaluated. Although a complete decision
theory for performing such an evaluation is not yet available, it is possible to choose
actions on the basis of several simple critera. For example, the beat action is obvious
for those propositions that correspond to alternatives with nonoverlapping eviden-
tial intervals. For those propositions with overlapping evidential intervals, further
evaluation is called for. There are many utility- vs. cost—-based theoriea that can be_.
used to select an action on the basis of beliefs that are constrained by an evidential
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A DIAGRAM OF AN EVIDENTIALLY BASED APPROACH TO REASONING ABOUT CON-
TROL.
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interval. Although the details of how such theories may be employed are beyond
the scope of this paper, one approach involves invoking the appropriate CKS to
evaluate the expected benefit and cost of pursing each alternative, The CKS would
express its opinion as to what alternatives it believes would be of greatest benefit,
taking the cost of pursuing each alternative into account, in the form of 2 mass
distribution. More mass will be attributed to those actions whose implementation
the CKS believes would result in the greatest benefit.

ETHOD

We can construct P, a set of propositions, such that there exists a unique p € P
for the subsets of ©, that the CKSs need to express their observations through or
that are of interest. Our method for reasoning about control begins by having each
CKS; express its belief about the elements of P through the mapping

Mp:2% —  [0,1], where Mi(®)=0, and
> M) = L

P<O.

Let a mass distribution be represented as a *mass vector® that is defined to be

MV =(...(0,Mi(p))...), p€P,M(p))0.

A CKS; attributes a portion of its belief to a proposition p by including in its
mass vector the pair

(p, Mi(p)), where Mi(p) > 0.

Dempster’s rule [DEM67, DEM68] is then used to combine these mass vectors,
resulting in a new mass vector that is denoted by

MVigre. .ct=MViOMVo2® ... &MV
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This new distribution is the input to an inference engine that performs its task
as previously described.

AN IMPLEMENTATION

A computational model that may be used to partially implement our approach
is a dependency graph model of evidential support (DGMES) [LOWS82b]. Depen-
dency graphs, a variant of an inference net, are a formal representation of depen-
dency relations-logical dependencies between propositions. A dependency graph
consists of a set of propositions (nodes), a set of evidential intervals (node values)
that constrain the system’s belief in the propositions, and a set of dependency re-
lations (propositional connectives and associated mapping functions) that specify
how the Spt and Pls values of each evidential interval should be adjusted during
the extrapolation process.

To implement our approach, using the DGMES model, every proposition of
interest is represented as a node in a dependency graph. These propositions corre-
spond to a hypothesis either about the presence or absence of control feature values
or about the appropriate action to choose. The dependencies between control fea-
ture values and actions are expressed through logical connectives, also represented
as nodes in a dependency graph.” For example, pursning a particular action fm-
plies that certain control features have been observed. This dependency can be
represented by the dependency graph in Figure 6.

An example of how mutually exclusive propositions, such as the elements of
A, can be represented as a dependency graph is shown in Figure 7. Finally, we
can represent a disjunction of mutually exclusive propositions, for instance f} v

f#Vy..,VfE for 2 < k <|7], by the dependency graph in Figure 8.

The simple dependency graphs in Figures 6 through 8 are sufficient for under-
standing the examples we will present in this section. However, a detailed explaina-
tion of the remaining four propositional connectives that may be used - if and only
if (IFF node), negation (NOT node), conjunction (AND node}), and disjunction
(OR node) - can be found in [LOW82b].
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Figure 6.

A SIMPLE DEPENDENCY GRAPH OF AN IMPLICATION RELATION (IF NODE). THAT IS,
THE ACTION ¢ IMPLIES THAT THE PROPOSITION J; IS TRUE.

Dependency Graph Implementation of the Medical Example

In this section we construct a dependency graph that corresponds to the frame
of action ©,, for our medical example, and show how partial orderings may be
induced over a set of alternative actions (i.e., every a € A) as a result of plausible
observations by CKSs. The dependency graph representation of @, that is used
throughout the following examples is shown in Figures 9-12. For readibility, the de-
pendency graph has been illustrated in four figures. Each figure represents a portion
(i.e., a subgraph) of the complete dependency graph that is obtained by merging
each of the dependencjr graphs in Figures 9-12. The propositions corresponding to
each node (e.g., a1, f3,..., etc.) in the graph are those from the previous section.
We shall introduce each example within the context of the following hypothetical
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Figure 7.

A SIMPLE DEPENDENCY GRAPH OF AN EXCLUSIVE RELATION (X NODE). FOR EXAM-
PLE, EACH a € A 1S MUTUALLY EXCLUSIVE.

gcenario.

Consider a situation in which a doctor is on duty in the outpatient section of
a hospital. He has a set of four CKSs at his disposal. He may invoke a subset of
these to obtain some of the information that might be needed to decide upon the
most appropriate clinical treatment of a patient’s illness. The four CKSs (i.e., CKS1,
CKS2, CKS3, CKS4) convey their observations through each of our four control fea-
ture spaces of interest - DIAGNOSTIC-TESTS, MONETARY GOAL/SUBGOAL,
TEST RELIABILITY, and RISK TO HUMAN LIFE - respectively.

EXAMPLE1

While on duty, the doctor is summoned to the emergency room to examine a



24

Figure 8.

A SIMPLE DEPENDENCY GRAPH ILLUSTRATING AN EXCLUSIVE-OR RELATION (XOR
NODE). FOR EXAMPLE, THE DISJOINT PROPOSITIONS f},f2,...,f%, WHERE 2< K <
EAR

patient who has been complaining of soreness in their throat and periodic hot and
cold flashes. As good medical practice dictates, the patient’s needs must first be
assessed to help determine whether any treatment is required immediately or could
be delayed without incurring undue risks. The task of obtaining the pertinent
information for this assessment belongs to CKS4. On the basis of observations of
the patient’s facial expressions, the absence of records about their medical history,
and answers to the doctor’s preliminary questions, let us suppose that his CKS4
is reasonably sure that the risk of delayed treatment is relatively low or moderate.
This opinion might be conveyed in the form of the following mass vector MV;.

MVi=((fivfi ©)(0. ).
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A DEPENDENCY GRAPH REPRESENTATION OF THE DIAGNOSTIC TESTS CONTROL
FEATURE SPACE F, AND ASSOCIATED VALUES 7.
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XOR X XOR

Figure 10.

A DEPENDENCY GRAPH REPRESENTATION OF THE MONETARY GOAL/SUBGOAL CON-
TROL FEATURE SPACE F; AND ASSOCIATED VALUES 7.
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Figure 11,

A DEPENDENCY GRAPH REPRESENTATION OF THE TEST RELIABILITY CONTROL
FEATURE SPACE F; AND ASSOCIATED VALUES 7.
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XOR

Figure 12.

A DEPENDENCY GRAPH REPRESENTATION OF THE RISK TO HUMAN LIFE CONTROL
FEATURE SPAGE F; AND ASSOCIATED VALUES 7.
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Because the doctor is not absolutely sure that the risk of delayed treatment is low
or moderate he is unwilling to commit all of his unit (i.e., 1) belief to any proposition.
Therefore, a portion of his belief was attributed to ©,, which is logicaly equivalent
to the disjunction of f}, fZ, and fJ. The result of extrapolating the effect of this
opinion to our set of alternative actions is shown in Table 1. On the basis of CKS4’s
evidence alone, there is ambiguity about choosing any action. Actions as, a4, a5,
and ag, however, remain completely plausible. This indicates that, although there
is no support for pursuing any alternative, some seem relatively implausible. '

EXAMPLE 2

Ideally, most doctors are trained to treat a patient first-and only then to address
the problem of how the financial obligation will be met. That is, the physician’s
goal/subgoal should be to make a diagnosis regardless of the monetary expense to
the patient. However, reality may exert pressures that compel one to adopt opinions
and exhibit behavior that are less than optiomally desirable. Currently doctors are
being strongly urged to avoid excessive diagnostic procedures and tests in their med-
ical practice. Consequently, opinions about what monetary goals/subgoals ought
to be satisfied, in conjunction with other relevant opinions, might be incorporated
into the decision-making process. In this example, CKS2 has the task of obtaining
the information necessary for forming such opinions.

Suppose the patient informs both the doctor and the hospital that he has limited
medical coverage. While neither the doctor nor the hospital wish to deny treatment
to a person in genuine need of medical attention, nor do they want to incur expenses
beyond whatever may be absolutely necessary. Taking both the patient’s medical
coverage information into account and the current climate dictating prudent medical
behavior, CKS2 might be relatively sure that the physician’s goal/subgoal should
be to make a diagnosis at moderate cost to the patient. This opinion might be
expressed through the following mass vector MV5:

MV =((ff 4)(8. .6)).

This mass vector reflects the opinion that the doctor is relatively uncertain about
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what his monetaty goal/subgoal should be. Thus, most of his unit belief was
attributed to ©,.

To obtain a consensus as to which alternative both CKS2 and CKS4 believe
is the most appropriate one to pursue, we apply Dempster’s rule to combine their
mass vectors into a new mass vector MVagy:

MVioq = ((a3 .08)(ay .08)(as .08)(f2 .16)(fZ v £} .36)(O, -24)).

The effect of extrapolating the effect of the combined opinions to our alternatives is
shown in Table 2. Although ambiguity remains about what action to take, CKS2's
opinion, combined with that of CKS4, results in increased support for actions a3,
a4, a5. In addition, pursuing actions a;, a2, and a¢ has become less plausible.

EXAMPLE 3

Opinions about the reliability of any test for the presence of bacteria or viruses
can be influence by many factors. Knowledge about the type of equipment ou-
which the test is performed, the qualifications of the laboratory technicians who
will conduct the tests, and even the physician’s own personal bias about the level
of quality control in the lab help to form opinions about the reliablity of results.

After taking all these factors into account, let us assume that CKS3 is quite
certain that the tests for bacteria are reliable. This opinion could be conveyed
through the mass vector MVj:

MVB=((f§ °7)(9¢ '3))'

To obtain a consensus as to which alternative CKS2, CKS3, and CKS4 believe
is the most appropriate, we apply Dempster’s rule to the mass vectors MVaq4
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and MV; to produce a new mass vector MVogagy:

MVogaas = ((as  .248)
(ag .024)
(as .248)
(as .084)
(7 .048)
(f3 .168)

(Ffivsi -108)
(8, .072)).

The effect of extrapolating the new mass vector MVagay4 is shown in Table
3. The results listed there indicate that some choices are clearly more appropriate
than others. For example, since the evidential intervals for a3 and as do not
overlap with the evidential intervals for a; and a2, if the physician had to choose
between these two subsets, the choice should be {a3, as} . However, there remains
ambiguity among a3, a4, a5, and ag, which the doctor will have to resolve.

EXAMPLFE 4

Even though monetary considerations might dictate treating a patient with no
more than a minimum number of tests and diagnostic procedures, occasionally con-
flicting factors must be taken into account when a doctor is deciding how to diagnose
his patient’s illness. For instance, the patient might already be on medication. Un-
certainty as to the exact cause of the illness might result in prescribing medicine
that is incompatible with what the patient is currently taking. Additional teats, in
the judgment of the doctor, may be necessary despite the fact that such tests have
typically not been requested in analogous situations.

After reviewing the patient’s medical records, let us suppose that CKS1 is rea-
sonably certain that the physician should diagnose the patient’s illness by requesting
extensive tests. This opinion might be expressed through the masg vector MV, :

MVi=((f] 6)(8. )
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We can obtain a consensus as to which action CKS1, CKS2, CKS3, and CKS4
believe is the most appropriate alternative to pursue by applying Dempster’s rule
to MV, and MV;g304. This will result in 2 new mass vector MVigoesad:

MVig20304 = ((a3  .13)
(a.4 .013)
(as .13)
(as .461)
(s} .057)
(77 .025)
(fi .088)

(fevii .057)
(6, .038)).

The effect of CKS1’s beliefs on our set of alternatives is shown in Table 4.
According to the results so far, it is clear the doctor should take the following
action: take a culture and request extensive tests for bacteria and viruses, then
prescribe penicillin if bacteria tests are positive; otherwise if viral tests are positive,
prescribe rest and take liquids.

U 0 S
A large body of knowledge about control features and possible actions (com-
monly called metaknowledge) could be needed by a system. In some task domains,
the representation of every control feature value as a node in a2 dependency graph
might result in an immense number of nodes to be processed. Two methods for deal-
ing with this predicament are to partition the dependency graph into conceptually

meaningful and manageable segments or to consolidate a subset of the metaknowl-
edge into fewer nodes.

An implied assumption of partitioning metaknowledge is that it will not be
necessary for the system to observe the effect of evidence on all its knowledge at
any one instant during the execution of its task. Therefore, only those partitions
of the metaknowledge over which the system desires to draw inferences need to be
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managed at any one time. A consequence of this technique is that the system must
consider the possible effects of using only a subset of the potentially relevant control
knowledge. The mechanisms needed to implement this method is a separate and
important topic that is beyond the scope of this paper.

There are two conditions under which control knowledge may be consolidated.
The first exists when a CKS can convey its observations adequately through a single
proposition that corresponds to a disjunction of two or more control features. The
second i8 when the system does not have to observe the effect of evidence on a subset
of the control features that are represented by a single node. The consolidation of
knowledge about control feature values in this manner reduces the computational
overhead of drawing inferences. However, this benefit occurs at the expense of not
being able to provide some highly desirable information. For example, the system
will not be able to explain its choice of some actions on the basis of individual
control features that have been represented as a single node.

The process of combining mass distributions requires that the conjunction of
propositions be determined. The logical load of resolving various conjunctions de-
pends on the complexity and completeness of the model. A possible solution when-
ever a conjunction cannot be resolved immediately has been proposed in [LOWS2a].
That is, judgement can be suspended by reserving the appropriate portion of mass
for that unresolved conjunct, thereby preventing it from contributing to either the
support or plausibility of any proposition. If the conjunction should later be re-
solved, this mass can be redistributed in the appropriate places and allowed to
influence the support and plausibility of other propositions.

Dempster’s rule is both commutative and associative. This permits results to be
obtained through hierarchical combination of partial results, with whatever degree
of parallelism the host hardware can support.



CKS NAME MASS VECTOR

CKS3 MV, = ((/] 6)(8. 4))
*** INFERENCE RESULTS ***
proposition evidential interval
{node name}
a1 [0, 4]
a3 [0, .4]
as [0,1]
a, [0, 1]
as lO ,.1'
ag [0, 1}
IS [0, 1
Lv(vi)=6. 1,1
It [0, 1]
npvrn [0,1]
IR [0, 1]
It [0, 1]
HBVBVIE=6, 1.1
1 [0, 4]
13 [0, 1]
55 0, 1]
sV i3 [0.1]
5 0,1
1} [0,.4
ANV AT HEL:DS [1.1]
A 0.1
pgvn [6.1]
A [0, 1]
TABLE 1.

THE RESULTS OF EXTRAPOLATING CKS4'S MASS VEC-
TOR, MV,.




CKS NAME

MASS VECTOR

CKS2 and CKS4

MV3a4

*+* INFERENCE RESULTS ***

proposition evidential interval
{node pame)
a [0, .24]
a 0, .24]
83 [.08 , .84]
8, [.08 , .84]
as .08 , .84]
as o, .6]
It [o, .76|
TV AV ) = 6. 1]
P 24, 1]
v [.24 , 1]
I o, .76|
b [0, .6
[LAVIEVIE=6,. 1.1
£ |4, 1]
3 [0, .6]
I |16, .92|
v} |24, 1]
3 .08, .84]
1 [0, 4]
V(v =e. T
12 [.16, .92]
v .1
I3 |.08 , .84

TABLE 2.

THE RESULTS OF EXTRAPOLATING MVig, .
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CKS NAME MASS VECTOR
CKS2, CKS3, and CKS54 MVagsas
*** INFERENCE RESULTS ***
proposition evidential interval
(node name}
61 [0, .072]
az [0 ' .072J
as 248, .644]
a4 .024 , .252]
as [.248., .644)
as /084, .432] i
it [0, .396]
Nvigivs)=6. [L,1]
Iz [.52 , .016]
VE 604, 1
IR 084 , 48]
7t 0, 318
BVEVI=6. [1,1]
I 568 , .016]
S |.084 , .432]
Ji [.748 , .976]
Jiv f} 1772, 1
I3 024 , 252
7 [0, 288]
VIV ) = 6. T
I ~ |212, 668
Ry [.712, 1]
IR 332, .728]

TABLE 3.

THE RESULTS OF EXTRAPOLATING MVagsg4 -
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CKS NAME

MASS VECTOR

CKSl1, CKS2, CKSS, CKS4

MVigiasas

**¢ INFERENGE RESULTS ***

proposition evidential interval
{rode name)
a; [0, .088]
a; o, .038)
as [-131, 339
a 013, .133]
as [131, .339]
ag 461 , .701]
1 |0, .208]
JIV{ZV ) =6, L1
I [.274 , .482]
nz2vr [.792, 1
n [-518, .726]
I} [0, .24]
Hvi3v=6, 1,1
3 |-209, .639}
3 [.461 , .701}
I l.811, .087}
fiv /i [823, 1
73 [.013, .189]
It [0, .208]
TV 2V ;) = L, 1]
I3 [.143 , .408]
nvn |.792, 1]
13 [.692 , .857]
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TABLE 4.

THE RESULT OF EXTRAPOLATING THE MASS VECTOR
MVigagsan -
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FUTURE WORK

Future work will explore such an approach to control in several domains:
general-purpose computer vision (e.g., the VISIONS system [HAN78]), and mul-
tisensor integration [GAR81]. Simultaneously, work will be done to develop an
alternative representation of dependency graphs as a method for further reducing
the computational load of resolving conjunctives and extrapolating mass throughout
a dependency graph.

SUMMARY

Our interest in an evidential approach to control is motivated by its ability
to address some important problems confronting expert systems that operate in
complex domains. For example, some problems the underlying theory allows us
to address are: (1)combine distinct types of evidential information from disparate
sources; (2)provide a uniform representation of ignorance about the propositions of
interest; (3)correct for minor errors in bodies of evidence; (4)could be used to reason
about allocating additional resources in order to obtain the evidential information
required to choose among alternatives; (5)facilitate a system’s ability to explain its
actions and; (6)flexibly order its actions by allowing any number of control strategies
(i.e., control feature spaces) to be imposed over its alternatives. This approach is
also modular with respect to the process of combining distinct bodies of evidence
and extrapolating the result over a representation of metaknowledge. Finally, such
an approach to control is conservative, because it does not suggest taking any action
beyond that indicated by the evidence, a highly desirable attribute.

Although the concept of evidential reasoning and this related work is new,
preliminary results confirm that this approach is promising with respect to its ability
to deal adequately witk some of the control-related issues and problems confronting
expert systems.
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