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Introduction

This Annual Report covers the research period ending January 1, 2006 for the Cooperative
Agreement Award No. DAMD 17-03-2-001. Under the direction of Dr. Adrian Park, MD.,
Principal Investigator, research has continued in the three primary focus areas which were
defined in the approved contract modifications. These are OR Informatics, Simulation and
Smart Image.

Research Objective 1: OR Informatics: Process Simulation

The focus of this research effort has been the identification and evaluation of commercially
available positioning technologies for potential use in the perioperative environment.. It is
hypothesized that data gathered by these devices could be used to populate a workflow engine
that would initially help define best practices and ultimately assist in managing the perioperative
workflow. It is hypothesized that by insuring the necessary resources converge in the right place
at the right time, patient safety would be improved, efficiency would be enhanced and the level
of chaos in the perioperative environment would be reduced.

Research Objective 2: Simulation

This research effort continues the development of the Virtual Human that will enhance medical
education, promote patient safety and allow for training of clinicians without the use of a “live”
patients. The focus has been on the continue encoding of ontological concepts, properties and
concepts in a software framework that allows user interactions with the Virtual Human.

Research Objective 3: Smart Image

This effort continues to focus on the limited visualization problems in minimally invasive
surgeries by merging various images and technologies to allow the display of a converged or
Smart Image. This technology has been demonstrated in laparoscopic surgery on animals and
work continues to enhance the effectiveness of such images.



Annual Report

The operating room and perioperative process is the core of intense care provided for many
patients. The operating room forms the nucleus of mobile military hospitals. Whether found in
civilian or military healthcare, the operating room is a high-cost and high-risk care environment.
Many types of cases, multiple surgical specialties, growing use of technology, and the shear
number of elements makes the operating room the most difficult environment to manage in
healthcare.

The Operating Room of the Future Project at the University of Maryland Medical Center
continues to provide analysis and data on the novel use of communications and other
technologies achieving and maintaining situational awareness in high velocity operating rooms.
While the rapid evolution of technologies requires constant re-evaluation of the technologies
being evaluated and their potential for deployment, the focus continues to be on work that
coincides with the DoD Telemedicine Science and Technology Plan in the operational capability
areas of 1) Joint Medical Readiness; 2) Battlespace Medical Awareness; and 3) Effective
Employment of Medical Forces. The common operational challenges for both civilian and
military healthcare in the future addressed by this work include overcoming geographical
distances, continual training requirements for medical forces, and high volume, chaotic
communications environments in the field and fixed site medical facilities.

The University of Maryland Medical System in conjunction with the University of Maryland
School of Medicine and others, continues to work on three primary areas. Progress in these areas
is detailed in the following report.

In addition to the direct research, the ORF Project sponsors an Annual Retreat, designed to bring
together researchers and others involved in this arena to exchange ideas, to identify synergies
and to identify partnering opportunities. The 3 Annual Retreat will be held in June and will be
the largest yet, with nearly 100 invitees.



Informatics

The focus of this initiative has been on the identification and assessment of commercially
available locational technologies, their suitability for deployment in the perioperative
environment and how they could be used to populate a work flow engine. This work has been
documented in “A Survey of Location Technologies and their Application in Health Care”,
attached as Exhibit 1-A. As part of this assessment, extensive testing was conducted to validate
the actual performance of the various technologies. The test plan and findings have been
documented in “UMMC Indoor Positioning System Evaluation Facility”, attached as Exhibit 1-
B. A draft of an article detailing the actual test results is attached as Exhibit 1-C.

As identified in the attachments, the development, marketing and deployment of RFID and IPS
for healthcare applications is in its early stages. The market is divided among a number of
competing technologies based on non-standard and incompatible technologies. There have been
many pilots, though the reporting on these projects provides little quantitative information on the
performance or earned value of the systems.

However, these technologies continue to evolve and we anticipate that one or more of them will
be effective in populating a workflow engine. Initially, this data will tell us what is happening;
the ultimate goal is to define best practices and to issue appropriate alerts when events are not on
track. By insuring the necessary resources converge in the right place at the right time, patient
safety will be improved, efficiency will be enhanced and the level of chaos in the perioperative
environment would be reduced.

In addition to the direct research, the Informatics team has established a relationship with CIMIT
to explore and exploit how our efforts can benefit both organizations.



Smart Image: Development of Continuous CT-Guided Minimally
Invasive Surgery

Introduction

Minimally invasive laparoscopic surgeries present an attractive alternative to conventional open
surgeries. In these procedures, internal anatomy is accessed through a few small ports in the
patient’s skin rather than through large incisions. Compared with conventional open surgeries,
minimally invasive surgeries have been shown to lead to improved outcomes, less scarring, and
significantly faster patient recovery.

Despite the success of minimally invasive surgeries, the laparoscopes used to guide these
procedures continue to be a limiting factor. They provide a relatively flat representation of the 3-
dimensional (3D) anatomy and can display only the most superficial surfaces. Moreover,
visualization of the vasculature remains a challenge. Laparoscopes are by their nature limited in
that they cannot see inside a structure before dissection—a long-standing need of laparoscopic
surgeons. Our research is addressing this unmet need by using continuous multislice computed
tomography (CT) for both intraoperative visualization and surgical navigation.

Approach

CT can provide enhanced intraoperative visualization far superior to that of laparoscopes, but
radiation exposure to the patient and the surgeon remains a concern with the use of continuous
CT. A major thrust of our research, therefore, is to design, develop, and test the following dose
reduction strategy and incorporate it into our proposed continuous CT-guided surgical navigation
system.



Preoperative CT

High-speed
registration

Rendering engine

Figure 1: Schematic explaining the concept behind CT dose reduction through image registration.

Figure 2: Vessels cannot be visualized if intraoperative CT is rendered (L) but can when
warped preoperative CT (R) is rendered.

Our dose reduction strategy, which we have been developing for the past 2 years, is illustrated in
Figure 1. The concept behind this strategy is to acquire a standard, high-quality CT (collected at
200-250 mAs) image preoperatively (after creation of the pneumoperitoneum) and scan the
dynamic operative field using ultra-low-dose CT (at 10 mAs or lower) once surgery begins.
Using high-speed, nonrigid 3D image registration (warping) techniques developed by our group



Figure 3: Registration errors with low-dose CT: (A) original image; (B) image after known realistic
deformation; (C) corresponding difference image; (D-F) difference images after registration with low-dose
CT (at 200, 50, and 10 mAs, respectively) with respect to the deformed image.

[1-5], we will rapidly register the preoperative CT image to the ultra-low-dose intraoperative CT
image. Moreover, we plan to repeat registration for each new 3D CT image arriving at 8
frames/second. Warped preoperative CT images, which show the intraoperative anatomy
accurately, will then be substituted for the ultra-low-dose, poor quality CT. The resulting images
will be 3D rendered and presented to the surgeon from the perspective of the laparoscope. The
computer-generated imagery also will be superimposed on the laparoscopic video to create
augmented reality views.

A significant added benefit of this approach is intraoperative visualization of the vascular
anatomy. Vessels can be contrast enhanced in the preoperative CT. Rendering the warped
preoperative CT to visualize intraoperative anatomy then retains the enhanced vessels (see Fig.
2). Note that vessels are absent if the intraoperative CT is visualized directly. Moreover, because
contrast agents cannot be injected continuously during surgery, our approach provides a unique
solution to visualize vessels intraoperatively.

Significant Achievements

(1) Determination of low-dose threshold.- We have investigated dose reduction through the
aforementioned strategy by registering a standard CT image with a low-dose CT image (dose
level, 200-10 mAs). Note that the dose cannot be made arbitrarily small, because this could
cause registration to fail or could affect registration accuracy, directly and negatively affecting
intraoperative targeting accuracy.

The original image (standard CT) and a target image with known deformation are shown in
Figures 3A and 3B, respectively. Figure 3C shows the starting misalignment between these 2
images, Figures 3D-F indicate the difference after nonrigid registration at doses of 200, 50, and
10 mAs, respectively. Visually correct registration of the standard CT image (preoperative) with
the target image (intraoperative) at various low doses (evident from the reduced features in the
difference image) demonstrates the feasibility of nonrigid registration at low CT doses.

A quantitative method to evaluate the accuracy of nonrigid registration with low-dose CT has
been described previously [6-7]. The underlining principle of this method is to start with a low-
dose image with known deformation and then compare the registration outcome with the known



reference solution. The nonrigid registration achieved an average registration accuracy of 2.25
mm at the lowest dose (10mAs), with isotropic CT image resolution of 1.5 mm.

Figure 4 shows the result of nonrigid registration between pre- and intraoperative images in an
animal model. Qualitative evaluation indicates reasonable registration accuracy even at 15 mAs.
We are currently investigating quantitative methods to evaluate intraoperative registration
accuracy.

100 mAs 15 mAs

Before registration After registration

Figure 4: Nonrigid registration in an animal model: fusion of pre- and intraoperative CT.

(2) Tool tracking. — We have tested the feasibility of tracking the laparoscope and correlating its
location/orientation in the CT coordinates and proven the concept. A dedicated tool tracking
system for the CT room, which also permits temporal synchronization among various devices,
will be created for future experiments.

(3) CT-generated views. — We have developed methods to produce static CT-generated views
corresponding to laparoscopic views. Figure 5 demonstrates this capability for a laparoscopic
frame. These methods have been also extended to provide dynamic CT-generated views.

Laparoscopic view Volume-rendered CT Surface-rendered CT

Figure 5: Intraoperative visualization



(4) Publications and presentations

e Dandekar O, Walimbe V, Siddiqui K, Shekhar R. Image registration accuracy with low-dose
CT: How low can we go? Presented at IEEE International Symposium on Biomedical
Imaging, April 2006; Arlington, VA. (Reprint in Appendix)

e Shekhar R, Dandekar O, Weiner M, Malloy P, Mezrich R, Park A. Development of
continuous CT-guided minimally-invasive surgery. Presented at Biomedical Imaging
Research Opportunities Workshop, February 2006; Bethesda, MD. (Poster in Appendix)

Conclusions

Our deliverable remains a prototype of a continuous CT-guided surgical navigation system. Our
goal is show its real-time operation once CT images have been reconstructed. An online system
ready for clinical trials will be the focus of a follow-up project. This will require integration of
our prototype with a CT scanner and a joint partnership with a CT vendor towards creation of a
surgical CT scanner.

See Article “Image Registration Accuracy with Low-dose CT; How Low Can We Go0?”,
attached as Exhibit 2-1.
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MVP: The Maryland Virtual Patient
Progress Report

Bruce E Jarrell. MD, Department of Surgery, University of Maryland School of Medicine
Sergei Nirenburg, PhD, Marjorie McShane, PhD, Stephen Beale, PhD, Department of Computer
Science and Electrical Engineering, University of Maryland Baltimore County

In the past year, our team has made significant progress in the areas of design, knowledge
elicitation, knowledge representation, system development and environment development for
MVP, the Maryland Virtual Patient.

Creation of the Conceptual Infrastructure

We invented the notion of the “Double Agent”, which combines physiological and
cognitive capacity in the virtual patient and other virtual agents in the system. For an
overview, see Appendix 3-A (“Double Agent: An Environment for Automatic Tutoring
of Medical Students Using Simulation Involving a Combination of a Physiological
Software Agent, a Cognitive Software Agent, Software Agents Representing Members of
the Medical Team and a Combination of Human and Software Agents for Mentoring”)
and Appendix 3-B, the attached Power Point presentation entitled The Double Agent.
We created knowledge elicitation methodologies and a conceptual framework for
modeling diseases, diagnostics and treatments. The methodology and framework grew
out of our knowledge elicitation sessions, meaning that the knowledge itself, in
conjunction with the needs of the project, determined, in large part, the form in which we
recorded the knowledge.

We researched other extant approaches to medical modeling, simulation and virtual
patients and formally distinguished our approach to virtual patients — which we call
“Maryland Virtual Patients” or MVPs — from all other extant approaches. The
distinctions are described in two papers (see Appendices 3-B and 3-C).

Modeling of Basic Physiology

We expanded and refined the scripts for normal esophageal function, including
swallowing, that were created in year 1 such that they supported the modeling of two
diseases (see below).

We expanded the ontology and accompanying lexicon to include the concepts needed for
modeling the two new diseases.

Modeling of Diseases, Diagnostics and Treatments

We modeled two diseases, achalasia and GERD, and implemented instances of MVPs
(“Maryland Virtual Patients”) with these diseases. For GERD, we implemented 6 of the 7
possible disease paths (proximal GERD is not yet handled). See Appendices 3-D and 3-E
for descriptions of these diseases (these descriptions are project-internal documentation).
These appendices include the questionnaires that MVP authors need to fill out to create
new patient instances as well as sample MVP instances.



Simulation

We enhanced the simulation engine from Year 1, improving the handling of basic
physiological scripts and incorporating from scratch the handling of diseases, diagnostics
and treatments.

We worked on incorporating a visualization component using AnyLogic and made
progress in graphically rendering swallowing and the effects of swallowing of certain
disease processes, like tumor growth. However, we are not continuing to pursue that
aspect of the work due to the unexpectedly large amount of resources it required.

Demonstration Version of the MVP System

We created a demonstration version of the MVP system that provides a user interface and
four MVP instances — 2 GERD patients and 2 Achalasia patients. A user can select,
diagnose and treat these patients. Apart from providing insight into the ultimate student
experience when using this system, the interface also provides a view of the actual
physiological properties of the patient during the entire process, with those properties that
are important to the given disease highlighted. This view will not be available to students
in the in the tutoring scenario but is available to physician-teachers and developers.

Tutoring

We have begun developing a conceptual infrastructure and knowledge elicitation
methodology for tutoring. The basic approach is to teach the system to understand what
an expert’s next move would be during a simulation by attaching certain types of
“preconditions for good practice” to diagnostic procedures, treatments, etc. We are
developing an inventory of properties and values that will inform the simulator’s
evaluation function whether or not a given student move is correct or whether, by
contrast, the student has veered off the path of good practice. This all amounts to the
creation of so-called workflow scripts.

We have done extensive background reading on other simulation and tutoring systems,
with CIRCSIM-Tutor being of particular note. We will use their experience in tutoring as
a springboard for our tutoring module.

Dissemination of Results

As mentioned above, we have written two papers, one of which will be presented as a
poster at the FLAIRS conference in May 2006 (Appendix A), and the other of which will
be a book chapter (Appendix B).



Appendices



Appendix 1-A

A Survey of Location Technologies and their Application

In Health Care

29 April 2005

Bill Bame, UMMS

Duncan Clarke, Fremont Associates
Mary Rose Connolly, UMMC

Mike Minear, UMMS

Adrian Park, UMMC
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1. Introduction

Passive technologies for enunciating the identity and location of equipment, supplies and people are currently an
important topic in the healthcare industry. Of particular interest are so-called Radio Frequency Identification
(RFID) technologies, already heavily used in high-volume retailing, that involve affixing small radio
transceivers to key assets to track resource flow. Though much of the discussion is driven by the technology,
the underlying problems being addressed are not new: How can we track the location of equipment, supplies
and people to address needs like efficient utilization, loss prevention and accuracy of dispensing, treatment and
billing?

In this document we attempt to step back from the current technology-centric focus of the trade press and assess
the application of location technologies in the health care field. We begin in Section 2 by assessing location and
identification technologies broadly, but with a particular emphasis on RFID and other indoor positioning
technologies, since they are relatively new to the health care setting. Section 3 provides an overview of recent
implementation projects in health care from the trade press and journals. Section 4 provides a sampling of key
vendors in the field with brief technology descriptions and references to past, ongoing and planned projects
incorporating their technologies. Section 5 reviews relevant literature. And finally, Section 6 will close this
document with summary remarks.

Our intended audience is decision makers in the health care industry who want a deeper understanding of the
underlying technologies with an emphasis on applications. The technology presentation will focus on the
relative strengths and weaknesses of various technologies, and the survey of applications will emphasize novel
early adopter implementation projects.

For readers who worry that they are hopelessly behind in implementing RFID and allied technologies we offer a
bit of reassurance. Industry estimates place the number of hospitals using RFID for tracking at less than 1% of
the domestic total, and most of those are prototype projects at academic medical centers. There is still plenty of
time to be an early adopter of this technology.

2. Technology Description

This section presents an overview of location technologies with an emphasis on RFID and other indoor
positioning technologies. We begin by defining concepts and terms that will be important throughout the
presentation. Then we present a summary of RFID and indoor positioning technologies. Next we assess
existing technologies that could be augmented by or replaced by RFID. Finally, we close with an assessment of
issues of special interest when applying RFID or indoor positioning technologies in the health care environment.

a. Definitions

Perioperative Environment—We shall adopt as our scope the perioperative environment, which we will
interpret broadly to include all functional areas from initial scheduling through discharge (of ambulatory surgery
patients) or placement in a hospital bed following first-stage postoperative recovery. Functional areas covered
by this definition include OR scheduling, pre-admission screening, preparation the morning of surgery, the
OR’s, central sterile processing, first-tier postoperative recovery, and either second-tier postoperative recovery
and discharge (for ambulatory surgery patients) or placement in a hospital bed.



The location problem—Within the perioperative environment the location problem includes determining the
location of a person, a unit of equipment, or a supply item automatically and in real-time. This location
information can be used in real-time to facilitate work activities, archived to enable historic analysis of
movements of resources, and to create decision models to support process improvement efforts..

Note that different applications require the location problem to be addressed with different levels of precision.
In bulk retail shipping applications (the goal of Wal-Mart, for example) it is often sufficient to record the point
in time a particular resource, such as a pallet or a case of retail products, passes through various portals or
locations (warehouses, retail stores, trucks, et cetera). Many applications that are envisioned for the
perioperative environment would require continuous monitoring of resource position anywhere within a large
medical center campus, with position reported to the nearest square foot.

Radio Frequency Identification (RFID)—There are a number of distinct technologies referred to casually as
“RFID,” despite the fact that some don’t use radio frequencies at all. To avoid getting bogged down in issues of
terminology, we will accept this broad definition of RFID that encompasses systems consisting of mobile
transmitters and fixed or semi-fixed receivers used wirelessly and without human intervention to identify the
transmitter to the receiver. Note that this definition specifically excludes applications based on technology
utilizing card swiping, bar codes, video surveillance, periodic physical connection to a base station, and human
transcription, among others.

Indoor Positioning System (IPS)—IPS is a term often used interchangeably with RFID, although they are not
synonymous. The term “IPS” emphasizes the problem being solved rather than the technology used. In broad
terms an indoor positioning system is responsible for determining the location of resources in an indoor
environment. The name was chosen for its contrast with the Global Positioning System (GPS), which solves an
analogous problem for resources in the outdoor environment.

Wired Networks (802.3)—Many solutions to the location problem rely on existing network infrastructure to
carry data from a collection of remote readers to a central processing node. This infrastructure is variously
referred to as a (1) wired network, (2) 802.3 network, (3) Ethernet, or (4) LAN. These networks are based on
physical connections between sender/receiver pairs.

Wi-Fi Networks (802.11)—Some solutions to the location problem make use of standard wireless network
technology for their basic approach to location, as a connectionless entry-point to the existing wired network, or
both.

System Architecture—Solutions to the location problem will typically take the form of systems that integrate
transmitters, receivers, networks, a central data repository, application software and user workstations. A closed
system architecture will be a single vendor-supplied system consisting of all of the components needed to create
an application-specific end-to-end solution. An open system architecture is a loosely integrated collection of
components that can supply location data in a generic form for integration with legacy database and reporting
systems, or new or custom systems provided by alternate vendors.

An open system architecture is typically designed to expose certain classic interfaces, including (1) the device
interface for interrogating readers, (2) middleware interfaces for filtering, aggregating, collecting, etc., raw
device data and forwarding it to other application programs, (3) a data management interface for connection to



standard database systems, (4) application program interfaces for interacting with application software, and (5)
presentation interfaces for displaying and manipulating information through an interface such as a web browser
page or windows application program.

Workflow—Historically, work has been divided into step-by-step functions, with functional areas created to
manage the completion of each function. As customer expectations for timeliness, responsiveness and
transparency have changed, the emphasis has shifted away from functional management, toward an emphasis on
workflow management. In workflow-based management the emphasis is on the smooth and efficient receipt,
performance, and forwarding of work items from ordering through to delivery.

Workflow Engine—Workflow-based businesses are often supported by a tool called a workflow engine.
Workflow engines are software applications that understand the entire end-to-end processing needs to complete
an order, and manage the flow of tasks through the system by prompting workers to process work in accordance
with established ordering and timeliness constraints. This elevates the status of multi-step jobs so that their
completion is no longer the byproduct of sequential functional steps. Instead, now their overall timely and
efficient completion becomes the main goal of the overall process.

b. RFID Technologies

The simplest, lowest cost RFID implementations found commonly in retail
environments consist of tags containing a low-power radio transceiver and a
small amount of memory, and readers consisting of a transceiver capable of
communicating with the tags and a computer interface. Figure 1 is an image
of a low cost Texas Instruments RFID system with three sample tags and their
reader.

The tags in this system are passive, meaning that they require no batteries or
external power source—the power required for operation comes from the RF
energy emitted by the reader. A consequence of passive technology is that the
tags can operate only in close proximity to a reader; they cannot spontaneously
transmit a signal. The maximum usable distance between the tag and the reader
is termed the read range. Read range will vary depending on the tag size,
frequency, and transmitter power of the reader. RF-reflective materials in the
Figure 1: RFID Hardware vicinity of the tag or reader can also impact read range. Typical read ranges are
from 20 to 200 cm, depending on the system configuration and environment.

Another basic feature of RFID is the ability of the tag to store data in memory and transmit the stored value to a
reader. The amount of data that can be stored in a tag and the amount that can be transmitted to a reader in a
single interaction varies. Low-cost tags like those shown in Figure 1 typically hold about 256 bits. Larger,
more expensive COTS tags can hold up to 64,000 bits. As a point of comparison, a simple nine character alpha-
numeric patient identifier would require 72 bits of storage, or slightly more than 25% of the capacity of a 256 bit
tag. 64,000 bits of memory is sufficient to hold two to three pages of typed
text.

Another attribute differentiating tag memories is the
contents of memory. A read-only tag can be written

ability to rewrite the
exactly once, after

Figure 2: RFID Wristband




which the identifying information stored inside remains immutable for the life of the tag. Read-write tags can
be written repeatedly, and are typically certified to operate through at least 100,000 write operations. Read-only
tags are used in applications requiring the ability to uniquely identify the tag throughout its life. Read-write tags
offer the increased flexibility of being able to augment the original identifying information over time,
temporarily maintain off-line state, or completely reprogram the tag for use in a new environment.

Though the memory capacity and read-write capabilities of smaller, lower-cost tags is severely limited, this
doesn’t necessarily preclude their use in applications requiring the association of voluminous or dynamic data
with a unique identifier. A unique 256 bit identifier is ample key information to uniquely identify a tag,
allowing additional data and dynamic content to be stored online in low-cost disk storage accessible by tag
identifier. Figure 2 illustrates a patient wristband with an embedded RFID tag like those shown in Figure 1.
These tags typically encode only a patient identification number, but that number can be used as a key to look
up any associated patient records.

When multiple tags will be read in close proximity to one another, another important characteristic of RFID
systems is their ability to tolerate collisions, i.e., simultaneous replies generated by multiple tags to a single
request from a reader. Older RFID technologies required that at most one transceiver tag could be within the
operational field of a reader during a read cycle. Current technology incorporates collision tolerance that can
accommodate hundreds of tags in the reading zone. The actual degree of collision tolerance of the tags and the
effective data transmission rate will depend on a number of factors including the specific technology used and
the operating environment.

A dual problem of reader collision also exists. That is, when multiple readers are located such that their reading
zones overlap, a tag may be interrogated by two readers simultaneously. Reader collision can be a problem if
the system design does not account for overlapping read zones. However, reader collision can also be exploited
as an enabling technology for determining physical location, as we shall see below.

Note that up to this point we have only talked about technologies that operate by bringing a tag into close
proximity with a dedicated reader. Such technologies can address very limited forms of the location problem,
such as determining when a tag passed a threshold, or what tags are currently in close proximity to a particular
reader. Thus, such RFID systems should not be confused with general purpose Indoor Positioning Systems.

A first step toward the creation of a more general IPS is to extend the range of the tags. This is done by
employing active tags, rather than passive tags. Active tags incorporate a battery or connect to an external
power source to provide sufficient energy for spontaneous long-range read or read-write operations.

Figure 3 depicts an active RFID tag produced by
Ekahau, Inc. Note how the addition of a battery and high
power transceiver has changed the profile of the device.

Compare these small pager-sized devices to the tags with
nominal thickness shown in Figure 1. Smaller tags are
available, though none come close to the minimal footprint of
the passive RFID tags.

Figure 3: Active RFID Tags




The increased read range of an active tag enables the creation of RFID systems on a much larger scale. A
typical application of such tags is the tracking of overseas shipping containers in a container ship or dockyard,
or the tracking of railroad cars in a rail yard. As the power and functionality of an active tag increases, the line
between RFID and traditional radio or satellite based tracking systems becomes blurred.

Another feature enabled by active tag technology is the continuous transmission of identity and position
information. Passive tags required power from a reader to operate, so the transmission of information from the
tag was limited to those times when it was in close proximity to a reader. The integrated power source of an
active tag allows it to broadcast continuously, or at regular intervals, allowing the overall system to maintain
real-time information about the identity and location of resources.

The final piece of technology needed to realize an IPS based on RFID requires the use of enhanced readers and
a central software application to compute position. There are several competing technologies currently in the
marketplace, but all require that multiple readers be deployed in the area to be monitored and that the data from
the monitors is routed to some central point for processing. The systems range from simple configurations that
establish location with room-level granularity by placing a reader in each room of the area to be monitored, to
high precision systems that use triangulation of transmitter power to establish location relative to three or more
readers.

c. Issues in Healthcare

The use of RFID in healthcare presents a number of critical issues, some of them unique to healthcare, some
basic to the technology.

Privacy—There is already public concern over RFID due to its perceived ability to facilitate passive monitoring
of the actions of people. Since this concern has already arisen during the early application of RFID, which was
principally restricted to objects in the retail supply chain, it can be expected that the level of controversy will
increase once the tagging of people becomes commonplace. Placing this system into a healthcare environment
already rife with privacy issues will require careful attention to the perceived impact on those being monitored
be they patients, staff or physicians.

Radiation—Another issue with a significant social component is the health consequences of exposure to RF
radiation from readers and tags. Though vendors manufacture their devices in accordance with relevant
standards for human safety in electronic fields, the integration of these devices into a system incorporating
multiple readers and transceivers affixed directly to humans will necessitate a system-level evaluation of safety.

Electromagnetic Interference—RFID systems will emit electromagnetic, infrared, or other types of radiation,
depending on the underlying technology used. The healthcare environment is already full of safety critical
devices that are sensitive to radiation at various frequencies. Care must be taken to insure that RFID systems
can co-exist with current and future systems for diagnosis, monitoring or treatment.

Environmental Hazards to Tags—The healthcare industry presents a unique challenge to the physical integrity
of RFID tags because of its pervasive infection control measures. Tags affixed to clothing, even temporarily,
will almost certainly be sent to the laundry from time to time. Tags affixed to some supplies and equipment will
be subjected to sterilization by thermal or chemical means. Because the original target market for RFID tags



was the relatively benign retail supply chain, most COTS tags will not stand up to harsh environments. Thus
care must be taken to select tags appropriate to the environment of any item they will be affixed to.

Identifying Individuals by Proximity—Care must be taken in using a non-line-of-sight technology like RFID to
identify individuals. If two tagged persons or objects are in close proximity to one another, even the most
accurate RFID technology will have difficulty differentiating the two. Using such a system to make safety
critical judgments of the identity of individuals is not advised.

Buying Technology vs. Integrated Systems—Care must be taken in vendor selection to insure that the purchased
system architecture is sufficiently open to allow integration with existing and future systems. A solution to the
location problem that doesn’t allow location data to be fed to mission-specific applications is of little utility.

d. Technologies

In this section we survey technologies that can be used to create an indoor positioning system that will solve the
location problem.

Magnetic stripe cards are a low-cost, reliable technology that can be used to identify reliably identify the card.
If the physical locations of the card readers are known then the location and identity of a card can be recorded at
the time it is swiped.

Costs for cards and readers are quite low due to the volume of cards and readers used in the general
marketplace. Cards are rewritable, and a small amount of information beyond the card identifier can be stored
on the card. No radiation of any kind is emitted by cards or readers.

Cards are easily lost, and without the added expense of imprinting (an ink label or photograph) cards can be
accidentally interchanged thereby producing erroneous identifying information for the bearer. Magnetic stripe
cards are easily replicated and should not be used in applications where fraudulent use would be harmful. Since
cards must come in contact with their readers there are periodic maintenance issues for the cards and readers
(card readers contain parts that wear with use; card stripes need to be cleaned and inspected for physical damage
periodically). Cards are typically not tolerant of extreme heat or exposure to various chemical agents. The data
stored on the card is subject to disruption by magnetic fields.

Bar coding systems provide a system similar to magnetic stripe cards for the identification of items displaying a
bar code. However the reading of bar code labels requires only a line of sight between bar code and reader,
rather than the physical contact required for the swiping of magnetic stripe cards. This has the advantage of
reduced maintenance costs and more flexibility in the placement of bar codes. Bar codes can be printed
anywhere a line of sight is available to the reader, whereas magnetic stripe cards must conform to standards for
the placement of the magnetic stripe on a card of fixed dimensions that is free to be physically swiped through a
reader.

Costs are relatively low. Bar codes are read-only, with their value set at the time the label is created. Bar code
readers emit visible light. In typical applications this light is harmless to humans, but some care must be taken
in its use. Labels can be printed using technologies that are impervious to any sterilization procedure.



Though no physical contact is required between bar code and reader, a line of sight must be available for
reading. Also, most applications require human intervention to properly align the label and/or reader to get an
accurate recording of data. The duplication of a bar code is a trivial exercise and thus bar coding schemes
should not be used in applications where fraudulent use would be harmful.

True RFID systems using either active or passive tags provide a system similar to magnetic stripe cards or bar
coding systems without the need for physical contact or even a line of sight between tag and reader. Costs are
significantly higher that magnetic stripes or bar codes, an active RF signal will be present in the environment
being monitored and sterilization tolerance requires special care in tag design. The choice of tag and reader will
dictate the size and accuracy of the read zone; low cost, low power systems will tend to have read zones that
allow sampling of identification and location data only in close proximity to the reader, not unlike magnetic
stripe and bar coding systems. RFID tags are difficult, but not impossible to duplicate. Some application-
specific COTS RFID tags intended for high security applications include features that make them virtually
impossible to duplicate.

Infrared RFID systems use infrared (IR) light (like a television remote control) rather than radio frequencies to
communicate between tags and readers. The use of IR means that tag reading can be done with casually aligned
tags and readers any time the tag’s emitted signal can reach a reader. (Contrast this with bar code reading which
requires the reader to be carefully positioned with respect to the tag being read.) An advantage of IR over true
RFID is that IR signals are more easily blocked, thus a signal emitted in a room surrounded by opaque partitions
will not usually be read in an adjacent room. A corresponding disadvantage is that IR systems are line of sight,
therefore any tags obstructed by clothing, equipment dust covers or supply packaging cannot be read.

Hybrid RFID/IR systems exist that give the non-line of sight performance of an RF system coupled with the
ability to easily isolate IR signals. Such systems typically use the RF signal to identify the tag, and when more
than one reader receives a tag’s signal IR readers will attempt to resolve the ambiguity. However this tie-
breaking ability will only work when there is a line of sight from tag to IR reader.

Wi-Fi RFID systems attempt to exploit existing wireless network infrastructure (i.e., Wi-Fi access points) for use
as RFID readers. Tags must communicate using one of the 802.11 wireless protocols, and the circuitry is
therefore relatively complex (compared to traditional RFID). Using Wi-Fi RFID tags, an indoor positioning
system (IPS) can be constructed using existing Wi-Fi network infrastructure. However, determination of
location to a fine degree of precision may require significantly more Wi-Fi access points than were provisioned
for the original 802.11 wireless network.

e. Standards Activity

In this section we list national and international standards for the manufacture and operation of RF-based RFID
systems. Though national regulators responsible for control of the RF spectrum may require conformance with
specific air interface standards, participation in other standards is strictly voluntary and conformance will vary
by vendor.

Standards are promulgated by various international standards bodies including ANSI, ISO, IEC and INCITS, in
addition to a pair of industry specific standards bodies. EPCglobal (http://www.epcglobalinc.org) is a standards
setting body for electronic product codes (EPC) and RFID. The Association for Automatic Identification and
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Mobility (AIM, http://www.aimglobal.org) is a trade group that provides standards advisory for bar coding and
RFID systems.

ISO/IEC 18001 is the air interface standards for RFID systems transmitting or receiving in the RF spectrum.
The standard has six parts addressing generic properties of transceivers as well as properties of transceivers
operating in specific frequency bands.

ISO/IEC 15961, 15962, 15418 and 15434 prescribe command and data interchange formats applicable to RFID
systems.

ISO/IEC 15963 and 15459 create systems for insuring the uniqueness of tag identifiers.
ANSI 256-2001 establishes a standard for creating interoperable RFID systems within the United States.

EPC Version 1.0 Specifications provides a minimum requirement for creating an “EPCglobal Network”
compliant RFID system based on the Electronic Product Code (EPC) standard. It is intended for use in global
supply chain monitoring.

EPC Generation 2 Enhances the EPC Version 1.0 standard with the addition of UHF transceivers. This standard
has received a great deal of attention because it has been mandated for use at the case and pallet level by Wal-
Mart.

INCITS 371 is being developed by INCITS working group T20 for Real Time Locating Systems. It is intended
to cover a UHF and VHF air interface protocol and an API for creating standards compliant real-time locating
systems (i.e., a generalization of IPS).

f. Proposed Selection Criteria

We close our technology discussion with nine key criteria for evaluating technologies for use in creating an IPS
for a healthcare environment.

I. What accuracy of location determination will the system support?

The key here is not to find the most accurate system possible, but rather to find a system that provides
the accuracy level required by the application envisioned. It would be possible to build an employee
attendance system using an IPS, but there are more cost effective means (e.g., punch clocks) to
accomplish the same end. Likewise, it may be possible to drive a real-time workflow engine using bar
code scanners, but the burden of frequent scanning would make the system unwieldy. Even within
RFID-based indoor positioning systems, the accuracy of location reporting varies greatly, and the
technology must be closely evaluated to insure that the accuracy provided is necessary and sufficient for
the planned use.

ii. How accurate is the location reporting under realistic operating conditions?

Ideally (from the point of view of the technology) an RFID-based indoor positioning system would
operate in an environment completely free of materials capable of reflecting or absorbing RF emissions,
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with readers uniformly distributed across the environment being monitored. In practice the healthcare
workplace is full of objects both reflective and absorptive, and such objects are added, removed or
moved over time. The configuration and estimated accuracy of the system should be determined with
careful attention to the floor plan, furnishings and workflow of the environment being monitored.
Likewise, the physical placement of readers will be dictated in large part by pragmatic concerns like the
availability of power, network connectivity and an appropriate physical mounting point. The impact of
non-optimal placement of readers must be understood at design-time. Since the depend on the ability of
typical partitions to completely block the passage of light, IR systems can be especially tricky to
configure for open workspaces, or workspaces separated by glass partitions.

How passive is the technology?

Does the technology provide the required accuracy without human intervention, or does it rely on
humans to mark sentinel events by swiping, passing through a specific portal, or button-pressing? Is the
level of human intervention required practical for the application? If not, what will be the impact on the
usefulness of the overall system if the location data is spotty or absent for intolerant users?

What density of readers will be required to support the required accuracy?

Understand the connection between reader density and placement and the level of accuracy that can be
expected. The fact that 802.11-based indoor positioning systems can make use of your existing Wi-Fi
infrastructure is appealing, but your network infrastructure was not engineered for this purpose.
Achieving the desired level of accuracy will require analysis of the existing network to determine if it
will be necessary to add or move access points.

Do available tags satisfy the unique requirements of the operating environment?

Consider the physical tags themselves. Can they be mounted to the items you intend to track without
interfering with the use of those items? Can they tolerate the same physical abuse, cleaning, heating or
neglect that the tagged item must? Have any electromagnetic emissions been certified for compatibility
in the intended environment?

How can the technology be integrated with existing and planned systems?

Is the technology delivered as a single closed system, or does it have an open architecture that can be
integrated with existing and planned systems? Can the technology share location data in real time? Will
the technology respond to queries, or is that functionality to be implemented at higher levels?

What maintenance will be required to support the system under normal use?

Maintenance tasks come in several different varieties, including: (1) Physical maintenance: What are the
service intervals of components subject to physical use? What are the labor and parts costs for the
maintenance of components requiring batteries? (2) Configuration maintenance: Once the system is
established, how will the dynamism of the environment impact its functioning and accuracy? Will
simply moving cabinets, equipment or partitions have an impact; if so, what re-design and re-



deployment activities will be required to restore maximum functioning and accuracy? What are the long
range plans for remodeling and new construction and how will they impact the system? (3) Software
maintenance: How will the technology be integrated with existing and future IT systems? How will
faults in operation, including failures, inaccurate reports, and safety, security and privacy issues be
resolved?

viii. What is the total lifecycle cost to design, build, train staff to use, and maintain the technology?

Up-front equipment costs are typically a small fraction of the lifecycle costs of any complex system. Be
careful to account for the cost of initial analysis and design activities, periodic review of performance
and re-engineering as necessary, training of staff, management of tags, software maintenance and
upgrades, etc.

ix. What is the projected return on investment?

What qualitative and financial benefits are anticipated from the system? How are they quantified? At
what rate will these benefits be realized?

3. Applications

In this section we present a survey of healthcare RFID projects reported in the trade press and press releases.
This is not intended as an all-encompassing review of RFID deployment at hospitals across the country, but
rather as a survey of published accounts of such projects. These projects fall into four broad categories
including patient identification and electronic medical records, automated verification, infant security and
workflow monitoring and management.

a. Patient Identification

Patient identification projects focus on accurate identification of patients throughout the perioperative process.
RFID-based patient identification projects are a natural extension of bar-code patient identification systems that
offer the ability to dynamically update stored information that travels with the patient.

In June of 2004 CIMIT and Precision Dynamics Corporation (PDC) announced a project to test the efficacy of
RFID wristband technology to improve patient safety, reduce errors and improve workflow. PDC’s technology
uses a passive RFID tag embedded in a disposable plastic patient ID bracelet. Tags and readers communicate at
13.56 MHz. Readers are available in various configurations supporting a read range of 5-8 inches [1,2]. A
similar project is underway at Ohio State University Medical Center.

The Navy’s Tactical Medical Coordination System (TacMedCS) uses RFID dog tags to identify casualties on
the battlefield. The tags store identifying information and injury and treatment information as soldiers move
through the treatment process. This system is meant to replace a paper “triage tag” that is currently used to
record the medical record of a casualty case as it moves from battlefield through treatment [3,4,5].

The SurgiChip Surgical Marker [6] is an RFID-based system to support JCAHO’s “Universal Protocol.” The
tag is affixed to the proper surgical site with adhesive and remains in place until treatment is complete. The
system is intended to aid hospitals in reducing wrong-site, wrong-procedure and wrong-patient surgeries.



The Army is developing prototype electronic dog tags like
that show in Figure 4. The current generation Personal
Information Carrier (PIC) shown in the figure is a high
capacity flash memory in a ruggedized housing. It is capable
of storing large volumes of medical or operational data,
accessible through an edge connector. This device transmits
and receives data through a physical connection, but the next
generation PIC, known as the Electronic Information Carrier
(EIC), will replace the edge connector with an RFID interface
for contactless access to stored data.

b. Automated Verification

- Automated verification applications focus on reducing or
Figure 4: Personal Information Carrier eliminating medical errors by detecting the people and/or
objects that will be involved in an activity and automatically

verifying that those participants are valid.

In June of 2004 Massachusetts General Hospital (MGH) reported preliminary experience from a trial using
13.56 MHz passive RFID technology to reduce errors in blood transfusion. Patients wore identification
bracelets with embedded RFID tags, and blood containers were outfitted with their own embedded RFID tags.
A short-range RFID reader is used at the bedside to verify that patient tag and blood container tag are
compatible. The researchers envision the use of the system in operating rooms where passive monitoring of the
identity of the patient and blood products present in the room could prevent serious errors. A similar project is
being conducted at the Georgetown University Hospital with an emphasis on comparing the relative efficiencies
of bar codes and RFID [7,8].

In February of 2004 The US Food and Drug Administration (FDA) advocated the use of RFID to establish the
provenance of pharmaceuticals [9,10]. FDA envisions a system of “mass serialization” in which each unit of
product would be given a unique serial number, stored in an RFID tag attached to that unit and carried
throughout its lifecycle. The serial number would provide access to a record of manufacturing data, shipment
points, and current location throughout the pharmaceutical supply chain from manufacturer up to (but not
necessarily including) end user. Such a system is believed to offer a number of benefits including protection
against counterfeiting, simplified inventory management, rapid, targeted recalls, prevention of diversion, and
confirmation of correct dispensing of prescriptions. Deployment is expected to take at least four years due to
necessary regulatory, standards, and system engineering issues. In November of 2004 FDA released regulatory
guidance meant to eliminate obstacles to the use of RFID tags in pharmaceuticals manufacturing and
distribution [11,12].

Colder Products Company is marketing “Smart Coupling Technology” that uses RFID tags and readers in fluid
connectors. The system reports the time, date and location when couplers are joined, and can be used to insure
that the fluid source and sink are not being connected in error [13,14,15].

In February 2005 a task force investigating the 1999 scandal at UC Irvine involving the diversion of human
tissues recommended the use of RFID tags to prevent unauthorized distribution of cadavers. Tagging would



allow auditors to use readers to quickly verify identity of tissue samples and verify a facility’s inventory
[16,17,18].

c. Infant Security

Doctors Hospital of Dallas uses an RFID tagging system from Xmark Systems for infant protection. Babies are
tagged with a tamper-proof anklet at birth that periodically sends out a signal indicating their presence. The
absence of a signal in the obstetrics unit, or an unauthorized attempt to pass an infant through a door exiting the
unit will raise an alarm. Mothers are also tagged with an active bracelet tag that acts as a reader for infant anklet
tags. This two tags working together prevent incorrect matching of mothers to infants during the hospital stay
for activities such as breast feeding. According to Xmark the system is in use at more than 400 hospitals across
the United States [19,20].

d. Workflow and Equipment Monitoring and Management

Workflow monitoring and management and equipment monitoring are by far the most broadly deployed RFID
systems in the healthcare arena. The degree of integration of the location data with workflow systems varies
from simple equipment location systems to workflow-centric systems that attempt to detect and trigger events
using RFID technology.

St. Vincent’s Hospital, Birmingham, AL, working with Awarix, has deployed an RFID enabled workflow
engine to drive clinical processes. A key feature of this system is the Awarix Patient Care Communication
Board that replaces the traditional departmental white board with real-time status of tasks and location of
resources based on sources that include traditional RFID [21]. Similar work is also being deployed at Hannibal,
Missouri, Regional Hospital [22]. Albert Einstein Medical Center in Philadelphia is using a system from Versus
Technology to track the flow of staff in their emergency medicine department [23,24].

In October of 2004 Massachusetts General Hospital (MGH) received $1.5 Million of NIH funding for an 18-
month project to use a Radianse IPS to measure patient care processes. Surgical patients will receive Radianse
tags as they enter the treatment process, and be tracked throughout their stay. A complete record of location,
service times and wait times will be accumulated for surgical patients, and used to evaluate and improve the
quality of care processes at MGH [25].

The Hospital of the University of Pennsylvania (HUP) is using a Radianse IPS for asset tracking across four
buildings of its medical complex. HUP is using a combination of room and zone-level location precision to
track real-time location of medical equipment, devices and accessories. The goals of the project are to improve
equipment utilization, reduce losses, and increase clinician satisfaction and productivity [26,27]. Similar
projects are under way at Beth Israel Deaconess Medical Center, Brigham and Women’s Hospital, Vanderbilt
Children’s Hospital, and Bon Secours Richmond Health System. The Navy’s Fleet Hospital Support Service is
using RFID for asset tracking in the deployment of field hospitals [28,29].

Vanderbilt Children’s Hospital has equipped ICU refrigerators with RFID chips capable of monitoring
temperatures in real-time [30]. A similar project for RFID monitoring of the supply chain temperature of drug
eluting stents was reported by Mercy Hospital at the 2nd Annual RFID, Tracking & Barcoding for Hospitals
conference in January 2005 [31].



North Bronx Healthcare Network reports [32] using RFID tags on patients to facilitate rapid, accurate
identification and improvement of workflow. Patients are tagged upon admittance, and caregivers use wireless
tablet PC’s to read the tags and access patient medical records and clinical records in real-time.

The Washington Hospital Center, Washington, DC has contracted with Parco Wireless for the installation of an
ultra-wideband RFID system throughout their Emergency and Ambulatory Care Departments. The system
provides sub-foot accuracy in location reporting. Equipment and staff will be tagged with active tags that can
be read from up to 600 feet away. Data recorded will be used as input for various unspecified systems
[33,34,35].

4. Vendor Review

In this section we review prominent vendors in the areas of RFID and IPS for healthcare applications. This is
by no means an exhaustive list as new consultancies are created almost daily to aid in the design and
deployment of RFID and IPS solutions for healthcare. The emphasis here is on firms with an established
presence and proven track record.

e. Low-Level RFID Technology

The dominant vendors in traditional RFID tag and label technology are Philips Electronics and Texas
Instruments. Philips I-CODE labels and UCODE-based tags and labels are basic building blocks for creating
passive tag RFID solutions. Texas Instruments Tag-IT system provides competing products for similar
applications.

Detailed technical information is available online:
|-CODE: http://www.semiconductors.philips.com/markets/identification/products/icode/index.html

UCODE: http://www.semiconductors.philips.com/markets/identification/products/ucode/index.html
Tag-1T: http://www.ti.com/tiris/default.ntm?DCMP=TIHomeTracking&HQS=0ther+OT+home_tirfid

f. Healthcare Oriented RFID and IPS

At present the market for healthcare oriented IPS is fragmented, with no technology having yet become
dominant, and most firms having very narrow product offerings. A number of prominent players exist, all
emphasizing slightly different technology or systems.

e Ekahau—Ekahau, Inc., focuses on providing software and tags to create an IPS from existing Wi-Fi
network infrastructure. A system is created using Ekahau’s patented site calibration tools that compute a
signal strength map during a pre-installation site survey. This map is used in real-time by Ekahau’s
Positioning Engine (EPE) software to locate any Wi-Fi enabled device. The positioning engine works
with industry standard Wi-Fi devices, or application specific tags can be purchased directly from
Ekahau. Claimed accuracy of position reporting is one meter. Ekahau provides tools and a documented
application programming interface for integrating EPE location information into custom middleware or
end-user applications.

Additional information is available online at http://www.ekahau.com.
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Exavera Technologies—Exavera sells specialized network hardware for creating integrated Wi-Fi, RFID
and voice over IP networks. They sell specialized passive and active RFID tags intended for use in
healthcare settings. Passive tags have read ranges of up to 45 feet, active tags up to 90 feet. Integration
with custom middleware or end-user applications is through XML messaging.

Additional information is available online at http://www.exavera.com.

Mobile Aspects—Mobile Aspects sells a collection of RFID-enabled systems focused on medical supply
inventory management, patient tracking, equipment tracking and intelligent supply stations for
anesthesia and patient bedside applications. The inventory and supply applications implement
automated inventory control using passive RFID. Supply applications also include intelligence for
notifying the user regarding potential drug interactions. Patient and equipment tracking are based on
active RFID tags.

Additional information is available online at http://www.mobileaspects.com.

PanGo Networks—PanGo markets software for creating IPS from Wi-Fi network infrastructure. The
PanOS platform provides the low-level functionality for determining location of Wi-Fi enable devices in
real-time. PanOS is integrated with a number of generic IPS applications for asset tracking and display,
and provides an application programming interface for integrating with custom middleware or end-user
applications.

Additional information is available online at http://www.pangonetworks.com.

Parco Merged Media—Parco markets an ultra-wideband (UWB) RFID/IPS system. Parco claims their
UWB technology is unique among healthcare IPS providers and provides immunity from eavesdropping,
interference and jamming that 802.11-based networks cannot provide. Parco provides a historical record
database, and tools and a documented application programming interface for integrating location
information into custom middleware or end-user applications.

Additional information is available online at http://www.parcowireless.com.

Radianse—Radianse provides technology for creating IPS systems based on combined RF and infrared
(IR) location technologies. Tags emit both RF and IR signals which are detected by readers which
attempt to assign the location of a tag to the nearest reader based on received RF and IR signals. Since
many building materials pass RF signals but not IR, pure RF can be used for coarse position
determination, and where needed, IR signals can refine position information to a particular partitioned
space. Radianse sells wristband tags for tracking patients, and generic tags for all other applications.
Access point hardware is proprietary, but can be connected into existing wired LAN infrastructure.
Location data can be accessed through Web, database or XML interfaces for integration into custom
middleware or end-user applications.

Additional information is available online at http://www.radianse.com.
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UbiSense—UbiSense markets an ultra-wideband (UWB) IPS system with location accuracy of six
inches. Higher accuracy is made possible by the UWB signals which are less prone to multipath
distortion than traditional RF signals. UbiSense claims their systems require a lower reader density than
traditional RF-based systems due to the use of more elaborate position resolution algorithms. The
vendor provides tools and a documented application programming interface for integrating location
information into custom middleware or end-user applications.

Additional information is available online at http://www.ubisense.net.

g. IPS Enabled Workflow Solutions

A number of firms focus on the application of workflow concepts to hospital environments. Three prominent
companies that provide IPS enabled workflow engines are Agility Healthcare Solutions
(http://www.trenstar.com/agility/), Awarix (http://www.awarix.com) and PeriOptimum

(http://www.perioptimum.com).

h. Healthcare Oriented RFID Materiel

Finally, many vendors of medical supplies and equipment are beginning to integrate RFID or IPS technology
into their products. A sampling of these items is as follows:

ClearCount Medical Solutions—ClearCount is a start-up that intends to market surgical sponges with
integrated RFID tags. These sponges will replace the traditional manual inventorying of sponges during
surgery with a wanding procedure that will tell definitively whether or not tagged sponges remain in the
surgical site.

Colder Products—Smart Coupling technology integrates RFID tags and readers into fluid couplings to
verify the appropriate of connections in real-time, and to create a historical record of coupling and
uncoupling activities.

Additional information is available online at http://www.colder.com.

Precision Dynamics—Precision Dynamics has added wristbands with embedded passive RFID tags to its
line of patient identification wristbands.

Additional information is available online at http://www.pdcorp.com.

SRI/Surgical Express—This hospital supply company has sewn passive RFID tags into surgical gowns
and drapes to expedite processing of soiled linens.

SurgiChip—SurgiChip is an FDA approved RFID tag specifically marketed for surgical site
identification. The system is intended for use in the JCAHO Universal Protocol program to help prevent
wrong-site, wrong-procedure and wrong-patient surgery.

Additional information is available online at http://www.surgichip.com.



http://www.ubisense.net/
http://www.trenstar.com/agility/
http://www.awarix.com/
http://www.perioptimum.com/
http://www.colder.com/
http://www.pdcorp.com/
http://www.surgichip.com/

e VeriChip—The VeriChip RFID tag is a miniaturized RFID transceiver specifically designed to be
implanted under the skin. The vendor claims that it provides secure, tamperproof identification of
individuals for medical, financial and security applications.

Additional information is available online at http://www.4verichip.com.

5. Literature Review

In this section we review published literature related to the application of RFID and Indoor Positioning Systems
in health care settings. Though there was no directly relevant material in archival medical informatics journals,
there is a wealth of information available online. There are also significant technology- and application-oriented
articles to be found in the engineering research literature.

a. Thomson IS| Indexed Journals

Thomson ISI indexes eighteen English language journals related to Medical Informatics. They are:

1. Journal of the American Medical Informatics Association, published for the American Medical and
Informatics Association by Hanley & Belfus, Inc.

2. Journal of Biomedical Informatics, published by Elsevier, Inc.

3. International Journal of Medical Informatics, published for the International Medical Informatics
Association (IMIA) and the European Federation of Medical Informatics (EFMI) by Elsevier, Inc.

4. Methods of Information in Medicine, published by Schattauer Publishers.

5. Artificial Intelligence in Medicine, published by Elsevier, Inc.

6. Medical Decision Making, published by Sage Publications, Inc.

7. Journal of Evaluation in Clinical Practice, published by Blackwell Publishing.

8. IEEE Engineering in Medicine and Biology Magazine, published by IEEE.

9. IEEE Transactions on Information Technology in Biomedicine, published by IEEE.

10. Computer Methods and Programs in Biomedicine, published by Elsevier, Inc.

11. International Journal of Technology Assessment in Health Care, published by Cambridge Journals.
12. CIN-Computers Informatics Nursing, published by Lippincott, Williams and Wilkins.

13. Journal of Medical Internet Research, (eJournal) published by the Centre for Global eHealth Innovation.
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14. Medical and Biological Engineering and Computing, journal of the International Federation for Medical
and Biological Engineering, published by IEE.

15. Medical Informatics and the Internet in Medicine, published by Taylor and Francis.
16. Journal of Cancer Education, published by Lawrence Erlbaum Associates.

17. Statistics in Medicine, published by Wiley.

18. Statistical Methods in Medical Research, published by Hodder Arnold Journals.

A search of all eighteen journals using the keywords “RFID,” “IPS,” and “Indoor Positioning” returned one
relevant hit from the Journal of Medical Internet Research. In this article the term “RFID” received passing
mention in an opinion item on new technologies.

b. Web Sources and Trade Publications

Acrticles on RFID and indoor positioning systems are much more plentiful in web sources and trade publications.
These include application reports from the popular press [3,16,18,23], vendor press releases [1,5,25,27],
summaries of projects disseminated by the participating hospitals, vendors or government agencies
[4,8,10,11,12,13,19,22,26, 28,29,30,31,32,35], and technical data from vendor websites [6,14,20,21,24,34]. A
number of online information sources exist solely to track technology trends related to RFID and indoor
positioning, including RFID Journal [36] and IDTechEx [37].

c. Engineering/Computer Science Literature

In the engineering and computer science literature the areas of “pervasive computing,” “ubiquitous computing,”
and “location aware computing” are relevant to RFID and indoor positioning technologies. This literature
covers a wide range of topics, from low-level technology through attempts to infer meaning from sensor data up
to applications. Though much of the writing is too technology-oriented or abstract to be directly applicable to
our presentation, some ideas do resonate in a health care context.
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Accurate association of persons with objects they have used is a subtle problem, given current technology. The
presence of person and object in close proximity is at best a very coarse indicator, as people may come into
close proximity with many objects they don’t actually use. A more accurate, though cumbersome approach
involves tagging objects with sensors containing an accelerometer, clock and local memory [44,45]. If an object
is jostled while a person is in close proximity, it may be reasonable to assume that the person has made some
use of that object. Fishkin, Jiang, Philipose and Roy attempt to solve the problem using only information that
can be inferred from the RF signals returned by objects [43]. They demonstrate that despite very limited
information on signal strength and quality they can reasonably infer interactions between people and objects in
home-use settings.

Their work is interesting because it demonstrates extraction of interesting high-level properties using off-the-
shelf technologies in realistic settings. Their treatment of various factors that impacted signal strength (and their
inferred results) provides a good introduction to various real-world problems with accurate RFID sensing. In a
health-care setting their ideas could provide a starting point for determining interaction between tagged entities
at a more accurate level than simple co-location.



Inferring high-level behavior from sensor data and using that data to create predictive models of future behavior
is studied in the context of GPS by Patterson, Liao, Fox and Kautz [38]. Their motivating example was the
Activity Compass [39], a tool that helps guide a cognitively impaired person safely through their normal
routines, noting when they have deviated from their predicted path. The tool uses GIS map data, GPS position
samples, and historic travel paths to deduce the routes and modes of transportation employed over the travel
paths. The inference is done automatically using a novel combination of Bayes filters, graph-constrained
particle filtering and Expectation-Maximization [40,41,42].

One could imagine such a system being employed directly in a health care setting. For example, floor maps and
IPS data could be used to infer work patterns and detect deviations from established work patterns. Or
occasional visitors to the hospital could be given a tool very much like the Activity Compass to guide them
during their visit.

The health care related application of pervasive computing receiving the most attention in the computer science
literature is the use of ubiquitous computing to aid the cognitively impaired. Researchers at Intel Research have
been focusing their efforts on understanding how computing can best help (or better yet, not hinder) the
cognitively impaired to carry out their daily routines [46,47]. Their work has focused on the study of
Alzheimer’s patients, and an attempt to define how much context a computer system must be aware of to keep
pace with a human’s need to understand context.

Though presented in the context of aids for the cognitively impaired, the basic idea of maintaining consistent
context between humans and computers is not new. In the 1990’s the aviation safety community determined
that mode confusion played an important role in a number of aviation accidents and near misses [48,49,50]. In
mode confusion a pilot’s notion of the mode of his instruments and the actual operating mode of those
instruments differs, leading to situations where, for example, the aircraft’s instruments are aware that the
airplane is very close to the ground but a pilot interpreting altitude data in the wrong units believes the plan to
be flying at a safe altitude. As ubiquitous sensors and systems that reason based on sensor data play a larger
role in health care, the need to maintain consistent notions of context between man and machine will become
ever more important.

At a conceptual level, the Centre for Pervasive Computing at the University of Aarhus, Denmark, is pioneering
an activity-centered perspective for modeling computing systems in the health care setting [51]. They caution
that as computing becomes ubiquitous in the health care setting, it must be sensitive to the fact that health care
work is different from typical office work. The need for mobility, ad-hoc collaborations, interruptions, and high
degree of communication make this type of work ill-suited for traditional modes of automation, i.e., application-
oriented systems based on complex interactions between a single system and human, and workflow-oriented
systems based on rigid allocations of work by a system.

6. Summary

In summary, the development, marketing and deployment of RFID and IPS for healthcare applications is in its
early stages. The market is divided among a number of competing technologies based on non-standard and
incompatible technologies. There have been many pilots, though the reporting on these projects provides little
quantitative information on the performance or earned value of the systems.



A major point that hampers understanding in the field is a lack of consistent terminology. Though there is much
talk of deploying “RFID” in healthcare, most references to such systems are actually meant to describe real-time
indoor positioning systems based on relatively high-power RF or IR transmitters and receivers. The application
of true RFID technology is limited to simple identification tasks (wrist bands with embedded RFID tags) and
supply chain management.

Most deployments seem to be motivated by a desire to experiment with new technology, or to reduce the burden
on hospital staff by making it easier to track the location of assets. Several vendors provide quantitative
arguments based on standard estimates of the cost of medical errors. It seems unlikely any such system alone
would provide an overall reduction in the rate of medical errors necessary to actually pay for the system’s
deployment and ongoing operation. Other financial arguments are made at a qualitative level by asserting
increased equipment utilization as a result of location technology, and corresponding reductions in capital costs
for equipment. At present a solid business case and financial model is lacking for decision making in advance
of deployment and assessment following implementation.

Potential valuable contributions to the field include (1) independent, quantitative reporting of the accuracy and
value of systems deployed in real work environments, (2) an archival quality reporting of such results, and (3)
uniform standards for terminology and technology to facilitate discussion, comparison and interoperable
implementations.
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1. Introduction

The use of systems for passively tracking the location of objects and people at the room or building level is
expanding rapidly in the healthcare domain. These Indoor Positioning Systems (IPS) are installed to enhance
key health care performance indicators like workflow, utilization of resources, and patient safety. Effective
deployment of an IPS, and consequent improvement in key indicators, is dependent on the technical
characteristics of the deployed system, and the ability of the system to operate in its intended environment.

As part of its Operating Room of the future project, the University of Maryland Medical Center has established
an Indoor Positioning System Evaluation Facility. It consists of a testing methodology, supplies and
instrumentation, and dedicated operating rooms for the evaluation of the full range of indoor positioning system
technologies. The goal of the facility is to experiment with commercial, off-the-shelf systems to evaluate their
technical characteristics and fitness for use in the perioperative environment. The results of system evaluations
will be made public.

The remainder of this document describes the facilities, methodology and detailed test procedures to be
employed. Section 2 will describe the resources allocated for the evaluation facility, including physical space
and equipment. Section 3 presents the high-level test plan, outlining the standard configuration and test criteria
to be employed. Section 4 will describe our plans for disseminating results of evaluation activities. Section 5
closes this document with summary remarks. Detailed test scripts for evaluation of systems are included as an
Appendix.

2. Facilities

The IPS Evaluation Facility is made up of staff with expertise in IPS technologies, dedicated physical space for
conducting evaluation activities, and an assemblage of infrastructure (computing hardware, networking
hardware, etc.), healthcare equipment and tools and supplies.

a. Physical Space

The IPS Evaluation Facility is housed in the UMMC Simulation Center, on the seventh floor of the Swirnow
building. The Simulation Center is being constructed in a former UMMC operating room suite. These were
active medical center operating rooms until operating rooms were placed into service in 2003. The floor plan
for the simulation center is presented in Figure 5.

As shown in Figure 5, the Simulation Center consists of a long corridor separating the four operating rooms
from general purpose wet/dry lab and office space. The IPS Evaluation Facility will make use of OR D and OR
C and the service areas between them, as well as OR A. OR’s D and C will provide space for deployment of
systems and their evaluation under static conditions. OR A, which houses a Vicon motion capture system, will
be used for dynamic tests involving the detection of tags in motion.



Figure 5: UMMC Simulation Center

b. Equipment
Evaluation Center equipment is grouped into three major categories: Infrastructure items, healthcare equipment
and tools and supplies.

1. Infrastructure

Laptop with 802.11 b/g wireless NIC

Desktop PC with ample disk space, Gb NIC, CD writer
Furniture (desk, chair)

16 Port 10/100 switch

As-built engineering drawings of the test environment
Vicon motion capture system

802.11 a/b/g access point hardware (Quantity: as needed)

@hoo0oe

Infrastructure items consist of basic furniture, computing equipment and networking gear to support the
activities of the evaluation center (a-d), as-built engineering drawings of the test environment for calibrating
IPS location software (e), a Vicon motion capture system for establishing ground truth location data for tags
while in motion (), and WiFi networking hardware to support 802.11-based IPS system evaluation (g).

The Vicon motion capture system is a high precision system for determining the location of fiducial markers in
three dimensions. A system of 12 independent cameras with infrared light sources and detectors are used to
capture the room-level scene at a sampling rate of 100 samples per second. The captured data can be used to
determine position in three dimensions to a very high degree of accuracy. Our tests in the OR A laboratory



demonstrated that accuracy was within 0.2% of manually measured values. This equates to less than one
centimeter of measurement error across a 4 meter wide room.

2. Healthcare equipment

Suture cart

Scanner

Monitor cart

Packaged individual instruments (i.e. scalpels, scopes, clamps)
Unpackaged individual instruments (i.e. scalpels, scopes, clamps)
Instrument casing with instruments included

Instrument table

Gurney
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Healthcare equipment encompasses items typically found in the perioperative setting. These will be used to
evaluate the ease of mounting tags, as well as determining the impact of mounting on the accuracy of reported
position data.

3. Tools and Supplies

Power strips

AC Extension cords

Batteries

Cat5/RJ45 crimping tool

LACK Shelving Unit (Ikea) (Quantity: 5)

i. 16”x10” right angle bracket (Quantity: 10)

ii. Wood screws (Quantity: 30)
iii. Bolts (Quantity: 10)

Measuring tape

Masking tape

Stopwatch

Wire strippers

Blank CD’s

Postal scale

Velcro straps

m. Wire ties

®o0 o

Tools and supplies are basic items to facilitate set-up, evaluation and tear-down activities in the evaluation
facility.

3. Test Plan

Systems will be evaluated according to pre-established criteria. The key elements of these criteria are a standard
configuration framework and evaluation criteria.

a. Standard Configuration

OR’s D and C for static tests, OR A for dynamic tests—All evaluation activities will be carried out in the
established test areas. Static tests of location detection accuracy will be performed in OR’s D and C and the



service areas between them. Dynamic tests will be carried out in OR A, where the Vicon motion tracking
system is located.

Vendor specified reader configuration—We will solicit and employ a vendor-specified reader configuration for
the evaluation areas. Vendors will be provided with the as-built drawings and test criteria and asked for
guidance on the appropriate quantity and placement of readers.

15 tags—Tests will employ a maximum of 15 tags. This limit applies to a system’s ability to report co-location,
as well as a system’s ability to tolerate multiple tags in a single reader’s read zone.

802.3 10/100 network—Where 802.3 network interconnection between readers and server machines is required
we will employ a dedicated 10/100 network switch.

Integrated server configuration (per vendor approval)—Vendor supplied software will be run on a single
dedicated server computer, regardless of how many applications, tasks, etc., are to be run. The soundness of this
configuration will be verified with vendors before testing.

b. Evaluation Criteria

The general evaluation criteria focus on three major areas: physical characteristics of the systems (readers and
tags), the accuracy of position data reported, and system characteristics.

1. Physical characteristics
a. Size, weight, etc.
b. Maintenance
c. Tolerance of cleaning, sterilization, fluids, etc.

Physical characteristics of each system will be assessed through inspection, consultation with the vendor, and
experimentation. The size, weight, etc., of tags and readers will be assessed to determine the burden their
carrying or mounting will entail.

Maintenance needs of tags and readers—»batteries, cleaning, calibration, etc.—will be ascertained through
inspection of items and their documentation, and through consultation with the vendor.

The tolerance of tags for solutions and processes that may be encountered in the perioperative environment will
be assessed first by consultation with vendors. Where claims of tolerance are made experiments will be carried
out to verify these claims. The methods of treatment and solutions to which tags will be exposed will be
determined based on current UMMC practices as well as AAMI sterilization standards.

2. Accuracy
a. Static
b. Dynamic
c. Co-location



Tests of the accuracy of reported location data will be carried out under conditions both static (i.e., tags in fixed
locations) and dynamic (i.e., tags in motion during measurements). In addition, we will carry out static and
dynamic tests to evaluate the ability of systems to differentiate co-located items.

Static tests will be carried out by placing tags at a wide range of pre-defined (and pre-measured) locations in the
OR D/C areas and recording their reported location. Test scenarios will involve various confounding factors
such as attachment to various materials, materials blocking the line of sight between the tag and one or more
readers, etc.

Dynamic tests will be carried out by moving tags through the Vicon system’s imaging area at rates of speed
within predetermined bounds. As in the static case, various confounding factors will be added to assess their
impact on reported accuracy.

Tests of the systems’ abilities to distinguish co-located tags will be carried out by placing sensors as close to
each other as possible. The system’s reported location data will be recorded as the sensors are moved away
from one another other in pre-defined increments.

3. System characteristics

Tolerance for multiple tags in single read zone
Integration effort

RF characteristics
Interoperability

Privacy/Security

Data communication load
Sensitivity to battery strength
Sampling rate

Tag storage/transmission features
Bleed through
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A wide range of system-level tests will be conducted to assess each system’s overall characteristics with respect
to integration, customization, usability, etc.

To evaluate a system’s tolerance for multiple tags in a single read zone varying numbers of tags will be placed
within a read zone. The resulting location data will be evaluated to determine which tags were sensed and how
accurate the reported position information is.

The effort involved in using the position data reported by an IPS to drive another application will be assessed
through consultation and inspection. Vendor representatives will be consulted for information on the suggested
approach to integration. Any documentation or API resources provided by the vendor will be inspected and
evaluated.

The RF emissions of the system will be ascertained from documentation and consultation with the vendor.
These emissions will be compared with the known uses of RF spectrum by existing systems in the medical
center.



The ability of a vendor’s system to operate in the same physical space as other vendors’ equipment will be
evaluated by concurrent static testing. The quality of reported data under these conditions will be assessed.

The privacy and security of a system will be evaluated by consultation with the vendor and inspection of
documentation. Results will be reported for a number of key factors impacting privacy and security.

The data communication load generated by a vendor’s system will be assessed through consultation with the
vendor and analytic modeling.

Sensitivity to battery strength will be assessed through static tests. Batteries will be drained to pre-set levels and
re-used to determine any impact on the accuracy of reported results.

Sampling rate will be ascertained through consultation with the vendor and through inspection of
documentation. Sampling rate will be objectively measured through testing. The deviation from the expected
sampling rate will be assessed.

The storage and transmission capability of the tags will be assessed.

Detailed test scripts for these criteria are included in the appendix.

4. Dissemination

Results will be shared with TATRC as part of the normal reporting process for UMMC’s Operating Room of the
Future project. Results will be publicly disseminated through the UMMC ORF website at <TBD>.

5. Summary

We have described facilities and test criteria for the establishment of an Indoor Positioning System Evaluation
Facility as part of the University of Maryland Medical Center’s Operating Room of the Future project. The goal
of this effort is to provide independent evaluation of COTS indoor positioning systems. These evaluations will
be carried out in a way that emphasizes the unique constraints of the perioperative environment. Though the
core of the testing methodology is focused on repeating identical tests for each vendor’s system, we also intend
to assess and report the unique features of each vendor’s offering.

Resources have been allocated for this project and the first IPS system evaluations will be completed during the
summer of 2005. We expect evaluation activities to continue throughout the UMMC ORF contract performance
period.



Appendix: Test Scripts

The pages that follow present detailed scripts for repeatable tests to be carried out on each system evaluated.
Where possible, results will be determined through well-defined objective experimentation. When subjective
evaluation is necessary, the evaluation criteria will be described in detail in advance.

There are a total of <?> test scripts covering three major areas: physical characteristics of the systems (readers
and tags), the accuracy of position data reported, and system characteristics.

Test Setup

This section describes the steps necessary to setup the vendor’s system for testing. This step will be performed
once for each system. Tests that require a fully setup system will have “Fully-functional system” listed in the
resources needed section and will have a step called “setup vendors system”.

Test Number: N/A

Test Name: System setup
Author: JMN

Last Updated: 21 July 2005

Estimated time for completion: 8 hours

Resources needed:

Laptop with 802.11 b/g wireless NIC

Desktop PC with ample disk space, Gb NIC, CD writer
16 Port Gb switch

As-built engineering drawings of the test environment
802.11 a/b/g access point hardware

Power strips

AC Extension cords

Cat5/RJ45 crimping tool

9. Measuring tape

10. Masking tape

11. Wire ties

12. System documentation

13. Vendor consultant (optional)
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Materials consumed:
1. Masking tape
2. Wire ties
3. Catb cable

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Place readers in the optimal locations at ceiling height



Connect readers to LAN with Cat5 cable

Connect readers to power strips

Connect power strips to outlets

Connect laptop to LAN with Cat5 cable

Connect desktop to LAN with Cat5 cable

Consolidate cables with wire ties

Calibrate system based on documentation and vendor consultant advice
i. Configure software based on documentation and vendor consultant

2. Expected result:
a. Fully functional IPS
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Test Breakdown

This section describes the steps necessary to breakdown a vendor’s system after testing has been completed.
This step will be performed once for each system. This step will be performed once all tests for a given system
have been completed.

Test Number: N/A

Test Name: System breakdown
Author: JMN

Last Updated: 21 July 2005

Estimated time for completion: 4 hours

Resources needed:
1. Original packaging from vendor’s system

Materials consumed:
1. Masking tape

Detailed steps:

1. Preparation:
a. Gather required resources

2. Execution:
a. Place all components of vendor’s system in original packaging
b. Return packaging to storage

3. Expected result:
a. A packaged system in an inventoried location

Note

The estimated time for completion is based on a “generic” system. Some systems may have features or
limitations that cause certain tests to require considerably more or less time to complete. These issues will be
addressed “on the fly”. Minor adjustments may be made to test scripts for certain systems.



Test Number: P1.1.1

Test Name: Tag weight
Author: DEC

Last Updated: 7 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Weigh a tag in its fully functional configuration.

Resources needed:
1. Tag
2. Postal scale
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components (especially battery) are present in tag
2. Execution:
a. Place tag on scale.
b. Record weight (including units) in log
3. Expected result:
a. A quantity “reasonable” for the given tag
4. Evaluation:
a. None; this is an objective measure.
5. Reporting:
a. Add to table of per vendor, per tag weights
b. Note any special features/constraints of the tag
6. Clean-up:
a. Return resources to storage



Test Number: P1.2.1

Test Name: Reader weight
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Weigh a reader in its fully functional configuration.

Resources needed:
1. Reader
2. Postal scale
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components are present in reader
2. Execution:
a. Place reader on scale.
b. Record weight (including units) in log
3. Expected result:
a. A quantity “reasonable” for the given reader
4. Evaluation:
a. None; this is an objective measure
5. Reporting:
a. Add to table of per vendor, per reader weights
b. Note any special features/constraints of the reader
6. Clean-up:
a. Return resources to storage



Test Number: P1.3.1

Test Name: Tag size
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Measure a tag’s dimensions (length, width height)

Resources needed:
1. Tag
2. Measuring tape
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components are present on tag
2. Execution:
a. Measure tag’s length
b. Record length in log
Measure tag’s width
Record width in log
Measure tag’s height
. Record width in log
3. Expected result:
a. 3 quantities “reasonable” for the given tag.
4. Evaluation:
a. None; this is an objective measure.
5. Reporting:
a. Add to table of per vendor, per tag dimensions.
b. Note any special features/constraints of the tag.
6. Clean-up:
a. Return resources to storage

—~® oo



Test Number: P1.4.1

Test Name: Reader size
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Measure a reader’s dimensions (length, width height)

Resources needed:
3. Reader
4. Measuring tape
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components are present in reader
2. Execution:
a. Measure reader’s length
Record length in log
Measure reader’s width
Record width in log
Measure reader’s height
. Record width in log
3. Expected result:
a. 3 quantities “reasonable” for the given reader
4. Evaluation:
None; this is an objective measure
5. Reporting:
a. Add to table of per vendor, per reader dimensions
b. Note any special features/constraints of the reader
6. Clean-up:
a. Return resources to storage
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Test Number: P1.5.1

Test Name: Reader layout
Author: JMN

Last Updated: 20 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Examine a reader and note areas that, if obstructed, may reduce accuracy. Run test to determine
effect on accuracy.

Resources needed:
1. Reader
Materials consumed:
None

Detailed steps:

1. Preparation:
a. Gather required resources
b. Verify that all components are present on reader

2. Execution:
a. Note areas that, if obstructed, may reduce accuracy in log
b. Obstruct the noted areas with cardboard. Affix cardboard with masking tape
c. Perform A*.*.* tests

3. Expected result:
a. Areas that, if obstructed, may reduce accuracy
b. Effect of obstruction on accuracy

4. Evaluation:
a. None; this is an objective measure

5. Reporting:
a. Add to table of per vendor areas that, if obstructed, may reduce accuracy
b. Add the results of the A*.*.* tests to the log

6. Clean-up:
a. Return resources to storage



Test Number: P1.6.1

Test Name: Reader mounting capability
Author: JMN

Last Updated: 20 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Evaluate the reader’s mounting capabilities through examination of documentation and through
examination of the reader.

Resources needed:
1. Reader
2. Reader specifications/manual
3. Any additional vendor supplied equipment for mounting a reader
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components are present on reader
2. Execution:
a. Examine reader; note mounting options
b. Examine reader documentation; note mounting options
3. Expected result:
a. Mounting options for given reader
4. Evaluation:
a. None; this is an objective measure
5. Reporting:
a. Add to table of per vendor, per reader mounting options
b. Note any special equipment required for mounting
6. Clean-up:
a. Return resources to storage



Test Number: P1.7.1

Test Name: Tag mounting capability
Author: JMN

Last Updated: 20 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Size, weight, etc.
Estimated time for completion: 15 minutes

Scenario: Evaluate the tag’s mounting capabilities through examination of documentation and through
examination of the tag

Resources needed:
1. Tag
2. Tag specifications/manual
3. Any additional vendor supplied equipment for mounting a tag
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Verify that all components are present on tag
2. Execution:
a. Examine tag; note mounting options
b. Examine tag documentation; note mounting options
3. Expected result:
a. Mounting options for given tag
4. Evaluation:
a. None; this is an objective measure
5. Reporting:
a. Add to table of per vendor, per tag mounting options
b. Note any special equipment required for mounting
6. Clean-up:
a. Return resources to storage



Test Number: P2.1.1

Test Name: Tag maintenance
Author: JMN

Last Updated: 20 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 15 minutes

Scenario: Determine the tag’s maintenance requirements.

Resources needed:
1. Tag specifications/manual
2. Vendor representative
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:

a. Examine documentation to determine tag’s maintenance requirements.
b. Consult system representative to determine tag’s maintenance requirements.

c. Record maintenance requirements in log
3. Expected result:

a. Maintenance requirements for the given tag. A maintenance task is defined as: A task that must
performed (by a human) at a regular interval to ensure optimal function. Such tasks include but

are not limited to

a. Physical cleaning

b. Software update
Firmware update
Hardware update
Software recalibration
Hardware recalibration
Software backup
Hardware replacement
System evaluation
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4. Evaluation:
a. None; this is an objective measure
5. Reporting:

a. Add to table of per vendor, per tag maintenance requirements. This data will consist of:
a. A table with the following columns (each row will be a maintenance task)
i. Time maintenance must be performed in days

ii. Maintenance to be performed



iii.
iv.
V.
Vi.

6. Clean-up:

Time required to complete maintenance
Cost to complete maintenance in dollars
Personnel required to complete maintenance
Effect of failure to perform task

a. Return resources to storage



Test Number: P2.2.1

Test Name: Tag battery life
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 15 minutes

Scenario: Determine the tag’s battery life.

Resources needed:
1. Tags specifications/manual
2. Vendor representative
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Determine tag’s battery life
b. Determine time required to recharge tag
c. Record battery life in log.
3. Expected result:
a. Battery life in hours for the given tag
b. Time required to recharge tag in hours
4. Evaluation:
a. None; this is an objective measure.
5. Reporting:
a. Add to table of per vendor, per tag battery life
b. Add to table of per vendor, per tag recharge time
6. Clean-up:
a. Return resources to storage



Test Number: P2.3.1

Test Name: Tag alert function
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 15 minutes

Scenario: Determine the tag’s ability to “alert” a user/technician of maintenance needs

Resources needed:
1. Tags specifications/manual
2. Vendor representative
Materials consumed:
None

Detailed steps:

1. Preparation:

a. Gather required resources
2. Execution:

a. Determine tag’s ability to alert

b. Record tag’s ability to alert in log.
3. Expected result:

a. Tag’s ability to alert
4. Evaluation:

a. None; this is an objective measure
5. Reporting:

a. Add to table of per vendor, per tag alert ability
6. Clean-up:

a. Return resources to storage



Test Number: P2.5.1

Test Name: Reader maintenance
Author: JMN

Last Updated: 20 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 15 minutes

Scenario: Determine the reader’s maintenance requirements

Resources needed:
1. Reader specifications/manual
2. Vendor representative
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:

a. Examine documentation to determine reader’s maintenance requirements.
b. Consult system representative to determine reader’s maintenance requirements

c. Record maintenance requirements in log
3. Expected result:

a. Maintenance requirements for the given reader. A maintenance task is defined as: A task that
must performed (by a human) at a regular interval to ensure optimal function. Such tasks include

but are not limited to:
i. Physical cleaning
ii. Software update
iii. Firmware update
iv. Hardware update
v. Software recalibration
vi. Hardware recalibration
vii. Software backup
viii. Hardware replacement
iX. System evaluation

4. Evaluation:
a. None; this is an objective measure
5. Reporting:

a. Add to table of per vendor, per reader maintenance requirements. This data will consist of:
i. A table with the following columns (each row will be a maintenance task)
1. Time maintenance must be performed in days

2. Maintenance to be performed



Time required to complete maintenance
Cost to complete maintenance in dollars
Personnel required to complete maintenance
Effect of failure to perform task
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6. Clean-up:
a. Return resources to storage



Test Number: P2.5.1

Test Name: Maintenance cost
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 15 minutes

Scenario: Determine the maintenance costs of the system

Resources needed:
1. System specifications/manual
2. Results of P2.1.1,P2.4.1
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Determine maintenance costs of the system
b. Record maintenance requirements in log
3. Expected result:
a. Maintenance costs “reasonable” for the given reader
4. Evaluation:
a. None; this is an objective measure
5. Reporting:
Add to table of per vendor maintenance costs
6. Clean-up:
a. Return resources to storage



Test Number: P2.6.1

Test Name: Calibration evaluation
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Maintenance
Estimated time for completion: 30 minutes

Scenario: Determine the calibration requirements of the system.

Resources needed:
1. All equipment supplied by the vendor
2. Measuring tape
3. Duct tape
4. Laser leveler/rangefinder
5. Misc. equipment needed for calibration
6. Vendor representative
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Calibrate the system based on documentation and vendor representative’s guidance.
b. Add each step performed to log
c. Add time to complete each step to log
3. Expected result:
a. Calibrated system
b. Log of calibration
4. Evaluation:
None; this is an objective measure
5. Reporting:
a. Add to per vendor data for calibration evaluation. This data will consist of the following:
i. Table of calibration steps
Each row in the table will represent a step. The table has the following columns:
Step name
Step description
Time required
Personnel required
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6. Clean-up:
a. Return resources to storage.



Test Number: P3.1.1

Test Name: Sterilization (Heat)
Author: IMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Tolerance of cleaning, sterilization, fluids, etc.
Estimated time for completion: 4 hours

Scenario: Determine the tags resistance to sterilization.

Resources needed:

1. Tag

2. Access to Autoclave

3. Sterilization staff member
Materials consumed:

Tag (if destroyed)

Detailed steps:
1. Preparation:
a. Gather required resources
b. Confirm tag’s tolerance with vendor
2. Execution (if vendor did not confirm tolerance the test will not be executed and the result will be
an automatic “No”):
a. Place the tag in the Autoclave
b. Run the Autoclave at the normal settings. (115 Celsius for 15 minutes)
c. Record any physical abnormalities caused by sterilization.
d. Bring the tag back to the Sim Center
e. Test the tags function
3. Expected result:
a. Yes/No (yes if the tag still functions after sterilization, no if it no longer functions after
sterilization)
b. Physical deformations caused by sterilization
4. Evaluation:
a. Place the tag into one of the following categories based on the observed physical discolorations
i. No change
ii. Slight discoloration
iii. Moderate discoloration
iv. Severe discoloration
b. Place tag into one of the following categories based on the observed physical deformations
i. No change
ii. Bubbling
iii. Warped/melted; retaining original shape
iv. Warped/melted; lump or blob



5. Reporting:
a. Add to per vendor data for sterilization (heat) test. This data will consist of the following:
i. Yes/No (yes if the tag still functions after sterilization, no if it no longer functions after
sterilization)
ii. Placement in discoloration scale
iii. Placement in deformation scale
6. Clean-up:
Return resources to storage



Test Number: P3.2.1

Test Name: Sterilization (Chemical)
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Physical characteristics
Minor Criterion: Tolerance of cleaning, sterilization, fluids, etc.
Estimated time for completion: 4 hours

Scenario: Determine the tags resistance to sterilization.

Resources needed:
1. Tag
2. Access to Peracetic acid sterilization device
3. Sterilization staff member
Materials consumed:
Tag (if destroyed)

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Place the tag in the sterilization device
b. Run the sterilization process at the normal settings
c. Record any physical abnormalities caused by sterilization
d. Bring the tag back to the Sim Center
e. Test the tags function
3. Expected result:
a. Yes/No (yes if the tag still functions after sterilization, no if it no longer functions after
sterilization)
b. Physical abnormalities caused by sterilization
4. Evaluation:
a. Place the tag into one of the following categories based on the observed physical discolorations
i. No change
ii. Slight discoloration
iii. Moderate discoloration
iv. Severe discoloration
b. Place tag into one of the following categories based on the observed physical corrosion
i. 100% of tag remaining
I. 75% of tag remaining
ii. 50% of tag remaining
iii. 0% of tag remaining
5. Reporting:
a. Add to per vendor data for sterilization (chemical) test. This data will consist of the following



I. Yes/No (yes if the tag still functions after sterilization, no if it no longer functions after
sterilization)
ii. Placement in discoloration scale
iii. Placement in corrosion scale

6. Clean-up:
Return resources to storage



Test Number: A1.1.1
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Test Name: Static location . -

Author: JMN

Last Updated: 10 July 2005 o ol -
Major Criterion: Accuracy | W S
Minor Criterion: Static :
Estimated time for completion: 5 hours M == E

Scenario:

The OR will be divided into a 3x3 grid as shown in the diagram. A tag will be placed at each

location (red dot) and its reported location recorded for 30 seconds at the system’s highest refresh rate.

Resources needed:
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8.
Materials
1.

Tag

Measuring tape

Readers (Quantity: vendor-specified)

Laptop with 802.11 b/g wireless NIC

Desktop PC with ample disk space, Gb NIC, CD writer
As-built engineering drawings of the test environment
Fully functional system

Misc. equipment required by vendor’s system

consumed:

Masking tape

Detailed steps:

1.

Preparation:

a. Gather required resources

b. Setup vendor’s system

c. Measure 3x3 grid; mark with masking tape

d. Verify that all components of the system are functioning properly

Execution:

a. Place atag at a location. The tag will be placed on a table at waist height.

b. Record the tags reported location for 15 seconds at the system’s highest refresh rate

c. Repeat at each location

Expected result:

a. Reported location data at each location. Number of samples: 15*system’s refresh rate/sec

Evaluation:

None; this is an objective measure

Reporting:

a. Add to per vendor data for static location results. This data will consist of the following:

i. Table of location data

Each row will represent one sample (total of 15). The table has the following
columns:



Timestamp in ms
Reported X

Reported Y

True X

True 'Y

Percentage error in X
Percentage error in Y
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6. Clean-up:
a. Return resources to storage



Test Number: Al.2.1

Test Name: Line of sight (Static)
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Accuracy
Minor Criterion: Static
Estimated time for completion: 4 hours

Scenario: Place a tag in the center of OR1 and record its reported location while varying the number of readers
that have line of sight (LOS) to the tag.

Resources needed:
Tag
Measuring tape
Readers (Quantity: vendor-specified)
Large cabinets (Quantity: equal to number of readers)
Laptop with 802.11 b/g wireless NIC
Desktop PC with ample disk space, Gb NIC, CD writer
As-built engineering drawings of the test environment
Fully functional system

9. Misc. equipment required by vendor’s system
Materials consumed:

1. Masking tape
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Detailed steps:
1. Preparation:
a. Gather required resources
b. Setup vendor’s system
c. Measure center of room; mark with duct tape. Tag will be placed on a table at waist height
d. Place cabinet(s) against the walls so they do not block LOS
e. Verify that all components of the system are functioning properly
2. Execution:
a. Place tag in center of room. (Wall length / 2 away from 2 adjacent walls)
b. Record the tag’s reported location for 15 seconds at the system’s highest refresh rate
c. Block LOS on one of the readers and repeat
d. Continue repeating until the test is run with all readers blocked.
3. Expected result:
a. Reported location data for each number of readers blocked. (0 to reader density) Number of
samples: 15*system’s refresh rate/sec
4. Evaluation:
None; this is an objective measure
5. Reporting:
a. Add to the per vendor data for line of sight results. This data will consist of the following:
i. A table of results for each number of readers blocked. (O to reader density



Each row will represent one sample (total of 15. The table has the following
columns:

Timestamp in ms

Reported X

Reported Y

True X

True Y

Percentage error in X

Percentage error in Y
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6. Clean-up:
a. Return resources to storage



Test Number: A1.3.1

Test Name: Contrived OR (Static)
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Accuracy
Minor Criterion: Static
Estimated time for completion: 5 hours

Scenario: Construct a mock OR that replicates that obstructions and materials that will be present in a real OR.

Resources needed:

Monitor
cart

1. Tag
2. Measuring tape
3. Readers (Quantity: vendor-specified)
4. Large cabinets
5. Laptop with 802.11 b/g wireless NIC
6. Desktop PC with ample disk space, Gb NIC, CD writer
7. As-built engineering drawings of the test environment
8. Fully functional system
9. Misc. equipment required
system.
10. Suture cart
11. Scanner

12. Monitor cart
13. Instrument table
14. Gurney

15. Human

16. Human

Materials consumed:
1. Masking tape

Detailed steps:

Scanner O
A

People

Gurney

@)
b

Instrument
table

1. Preparation:
a. Gather requires resources
b. Setup vendor’s system

by vendor’s

c. Tag the following objects and place the following objects at known locations near the center of

the room (see diagram). Their arrangement should resemble a true OR:

i. Gurney (tag laid on top)

ii. Suture cart (velcro/sticky tag to side)
iii. Scanner (velcro/sticky tag to side)

iv. Monitor car (velcro/sticky tag to side)
v. Instrument table (velcro/sticky tag to side)



d. Place one human near instrument table with tag on hip
e. Place one human near gurney with tag on hip
Execution:
a. Record the tags reported location for 30 seconds at the system’s highest refresh rate
Expected result:
a. Reported location data for each tagged item
Evaluation:
a. This test will be evaluated based on the following criteria:
b. Accuracy (mean error and standard deviation)
c. Frequency of significantly erroneous data. (greater than twice the systems vendor proposed
accuracy)
d. Frequency of “location jumps”. (movement of more than half the systems vendor proposed
accuracy)
Reporting:
a. Add to per vendor data for contrived OR test. This data will consist of:
b. Reported location data
c. Ground truth location data
d. Statistical analysis (mean error, standard deviation, etc)
e. Subjective evaluation of the above criteria
Clean-up:
a. Return resources to storage



Test Number: A2.1.1

Test Name: Dynamic location
Author: JMN

Last Updated: 10 July 2005

Major Criterion: Accuracy
Minor Criterion: Dynamic
Estimated time for completion: 2 hours

Scenario: Move a tag around OR A; track tag’s true location with Vicon motion capture system.

Resources needed:

Tag

Measuring tape

Readers (Quantity: vendor-specified)

Large cabinets

Laptop with 802.11 b/g wireless NIC

Desktop PC with ample disk space, Gb NIC, CD writer
As-built engineering drawings of the test environment
Fully functional system

Misc. equipment required by vendor’s system.

10 Vicon motion capture system

11. Dr. Lee

12. Person
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Materials consumed:
1. Making tape

Detailed steps:
1. Preparation:
Gather required resources
Setup vendor’s system
Setup Vicon motion capture system
Attach a reflector from the Vicon system to a tag with double sided tape
Attach tag to belt clip with velcro/tape/string. Affix tag on belt, ensure clothing does not
obstruct any part of the tag
f. Measure a 4x4 meter test area; mark with duct tape
2. Execution:

a. Walk across the test area, make a 90 degree turn, walk half a meter, and walk back across the
test area until the entire area has been covered. Record the tag’s reported location throughout
this “walk” at the system’s highest refresh rate

b. Repeat the test at %2 and 2 times walking speed

3. Expected result:
a. Reported location data for tag
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b. True location data for tag (from Vicon system)
4. Evaluation:
a. None; this an objective measure.
5. Reporting:
a. Add to table of per vendor dynamic location results. These results will consist of:
i. Table of reported location with timestamp from vendor’s system
ii. Table of reported location with timestamp from Vicon.
iii. Percentage error of the system’s reported location
iv. Mean error and standard deviation
6. Clean-up:
a. Return resources to storage



Test Number: A3.1.1

Test Name: Co-location
Author: JMN

Last Updated: 11 July 2005

Major Criterion: Accuracy
Minor Criterion: Co-location
Estimated time for completion: 3 hours

Scenario: Test the system’s ability to co-locate tags. Tags will be placed as close together as possible.
Reported location data for each tag will be recorded as the tags are moved apart in pre-defined increments.

Resources needed:

Materials consumed: O OO
1.

Detailed steps:
1.

©CooNo~WNE

Tags (Quantity: 15)

Measuring tape

Readers (Quantity: vendor-specified)

Large cabinets

Laptop with 802.11 b/g wireless NIC

Desktop PC with ample disk space, Gb NIC, CD writer
As-built engineering drawings of the test environment
Fully functional system O
Misc. equipment required by vendor’s system O O

Making tape OO0 00
OO0OO0O0O0

. Tag layout
Preparation:

a. Gather required resources
b. Setup vendor’s system
c. Place the 15 tags in an equilateral triangle as close as possible. Tags will be placed on a table
at waist height
Execution:
a. Record the tags reported locations for 30 seconds at the systems highest refresh rate
b. Increase the distance between neighboring tags by 1 inch; repeat
Expected result:
a. Reported location data for all 15 tags
Evaluation:
None; this is an objective measure
Reporting:
a. Add to per vendor table of Co-location results. These results will consist of:
i. A table of reported locations and corresponding timestamps for each triangle size.
ii. A table of true locations and corresponding timestamps for each triangle size.

Clean-up:



a. Return resources to storage



Test Number: S2.1.1

Test Name: Integration effort (documentation)
Author: JMN

Last Updated: 12 July 2005

Major Criterion: System characteristics
Minor Criterion: Integration effort
Estimated time for completion: 2 hours

Scenario: Consult the system’s documentation, manuals, API, etc to evaluate the effort involved in using the
position data to drive another application. Consult a system representation to evaluate the effort involved in
using the position data to drive another application.

Resources needed:
1. System manual/documentation/API
2. System representative

Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Evaluate the effort involved in using the position data to drive another application by reading
the manual/documentation/API
3. Expected result:
a. The effort required to use the position data to drive another application
4. Evaluation:
The system will be placed in one of five categories described below:
1. Closed system
Position data cannot be accessed
2. Database access
Position data is accessed via database queries
3. API event access
Position data is accessed with an API or SDK.
4. Outbound messaging
Position data can be sent to middleware.
5. Other

5. Reporting:
a. Add to table of per vendor integration effort. The table will include:
I. A paragraph explaining the system’s available methods of integration
ii. The system’s placement into one of the four above categories
6. Clean-up:
a. Return resources to storage



Test Number: S3.1.1

Test Name: RF interference
Author: JMN

Last Updated: July 12 2005

Major Criterion: System characteristics
Minor Criterion: RF characteristics
Estimated time for completion: 30 minutes

Scenario: Ascertain RF emissions of the system and compare them to RF emissions in a typical OR to identify
possible conflicts.

Resources needed:

1. System specifications

2. List of RF equipment present in OR with the frequencies used
Materials consumed:

None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Compare the RF emissions of the system to the RF emissions of OR equipment to identify
possible conflicts
3. Expected result:
a. A list of equipment the system may conflict with
4. Evaluation:
None; this is an objective measure
5. Reporting:
a. Add to table of per vendor RF conflicts. The table will include:
i. The devices the system may conflict with
6. Clean-up:
a. Return resources to storage



Test Number: S4.1.1

Test Name: Interoperability
Author: JMN

Last Updated: 12 July 2005

Major Criterion: System characteristics
Minor Criterion: Interoperability
Estimated time for completion: 2 hours

Scenario: Evaluate the systems ability to operate in the same area as another vendor’s system with concurrent
static testing.

Resources needed:

All equipment supplied by vendor A to run A1.*.* tests
2. All equipment supplied by vendor B to run A1.*.* tests
3. Laptop with 802.11 b/g wireless NIC

4. Desktop PC with ample disk space, Gb NIC, CD writer
5

6

=

. As-built engineering drawings of the test environment
Fully functional system
7. Misc. equipment required by vendors’ system.
Materials consumed:
1. Blank CDs
2. Catb cable
3. Duct tape

Detailed steps:
1. Preparation:
a. Gather required resources
b. Setup system A
c. Setup system B
2. Execution:
a. Perform tests A1.*.* on system A
b. Perform tests ALl.*.* on system B
3. Expected result:
a. Results of A1.*.* tests on system A and B
4. Evaluation:
None; this is an objective measure
5. Reporting:
a. Add to table of per vendor interoperability test results. The test results be formatted by the
Al.*.* specifications
6. Clean-up:
a. Return resources to storage



Test Number: S5.1.1

Test Name: Privacy/Security
Author: JMN

Last Updated: 12 July 2005

Major Criterion: System characteristics
Minor Criterion: Privacy/Security
Estimated time for completion: 30 minutes

Scenario: Evaluate the privacy and security features of the system by consulting with the vendor and reviewing
the documentation.

Resources needed:
1. System manual/documentation/API
2. System representative

Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather requires resources
2. Execution:
a. Evaluate the privacy and security features of the system by reviewing the documentation.
b. Evaluate the privacy and security features of the system by consulting with the vendor
3. Expected result:
a. The privacy and security features of the system
4. Evaluation:
Systems will be evaluated on the following:
1. Ease of “sniffing” transmissions between system devices (i.e. running a network device in
promiscuous mode)
Encryption of transmissions between system devices
Ease of physically “plugging into” a system device
Encryption of data stored on a system device
5. Ease of executing denial of service attack
5. Reporting:
a. Add to table of per vendor privacy and security features
b. Add to matrix of privacy and security features for each vendor
6. Clean-up:
a. Return resources to storage
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Test Number: S6.1.1

Test Name: Data communication load
Author: JMN

Last Updated: 12 July 2005

Major Criterion: System characteristics
Minor Criterion: Privacy/Security
Estimated time for completion: 30 minutes

Scenario: Assess that data communication load generated by the vendor’s system.

Resources needed:
1. System representative
2. System documentation
Materials consumed:
None

Detailed steps:

1. Preparation:
a. Gather required resources

2. Execution:
a. Consult the system representative to determine the load generated by the vendor’s system
b. Consult the documentation to determine the load generated by the vendor’s system

3. Expected result:
a. Data communication load generated by the system

4. Evaluation:
None; this is an objective measure

5. Reporting:
a. Add to per vendor results of data communication load test. This data will consist of the
following:
i. Average transmission size in bytes
ii. Average interval of transmission
iii. Bytes an hour
6. Clean-up:

a. Return resources to storage



Test Number: S7.1.1

Test Name: Battery strength
Author: JMN

Last Updated: 12 July 2005

Major Criterion: System characteristics
Minor Criterion: Sensitivity to battery strength
Estimated time for completion: 8 hours

Scenario: Drain batteries to various levels and re-perform static accuracy tests to the effect of battery strength
on accuracy.

Resources needed:
All equipment supplied by vendor A to run A1.*.* tests
All equipment supplied by vendor B to run A1.*.* tests
Laptop with 802.11 b/g wireless NIC
Desktop PC with ample disk space, Gb NIC, CD writer
As-built engineering drawings of the test environment
Full functional system
Misc. equipment required by vendors’ system.

8. System documentation
Materials consumed:

1. Masking tape

NogakrowhE

Detailed steps:
1. Preparation:
a. Gather required resources
b. Setup system A
c. Drain all tag batteries to 75% power. The batteries will be drained using a resistive load. If they
battery has a power alert function they battery power will be judged based on that report.
Otherwise the percentage of power remaining will be estimated by: (1 - amount of time resistive
load applied / total battery life) * 100
2. Execution:
a. Perform tests A1.*.* on system A
b. Drain batteries to 50% power; repeat
c. Drain batteries to 25% power; repeat
3. Expected result:
a. Results of A1.*.* tests on systems A
4. Evaluation
a. None; this is an objective measure
5. Reporting:
a. Add to table of per vendor battery strength tests. The test results will be formatted by the Al.*.*
specifications
6. Clean-up:
a. Return resources to storage



Test Number: S8.1.1

Test Name: Tag data storage/transmission features
Author: JMN

Last Updated: 21 July 2005

Major Criterion: System characteristics
Minor Criterion: Tag data storage/transmission features
Estimated time for completion: 30 minutes

Scenario: Examine the system documentation to determine the data storage and transmission capabilities of the
tag.

Resources needed:

1. System documentation
Materials consumed:

None

Detailed steps:
1. Preparation:
a. Gather required resources
2. Execution:
a. Examine documentation to determine tag data storage and transmission capabilities
3. Expected result:
a. Tag data storage capabilities in bits
b. Protocol used for transmitting tag data
4. Evaluation:
None; this is an objective measure.

5. Reporting:
a. Add to per vendor data for tag data storage/transmission data results. This data will consist
of:
i. Bitstag can store
ii. Protocol used for transmitting tag data
6. Clean-up:

a. Return resources to storage



Test Number: S9.1.1

Test Name: Bleed-through
Author: JMN

Last Updated: 3 August 2005

Major Criterion: System characteristics
Minor Criterion: Bleed-through
Estimated time for completion: 2 hours’

Scenario: Determine the bleed-through of the reader.

Resources needed:
1. Fully functional system
2. Laptop with 802.11 b/g wireless NIC
3. RF signal strength reader
Materials consumed:
None

Detailed steps:
1. Preparation:
a. Gather required resources
b. Setup system
2. Execution:
a. Measure RF signal strength in areas adjacent to Sim center
b. Measure RF signal strength above and below Sim center
c. Measure 802.11b/g signal strength in areas adjacent to Sim center
d. Measure 802.11b/g signal strength above and below Sim center
3. Expected result:
a. RF signal strength in above areas
b. 802.11b/g signal strength in above areas
4. Evaluation:
None; this is an objective measure.
5. Reporting:
a. Add to per vendor data for tag bleed-through data results. This data will consist of:
i. RF signal strength in above areas
ii. 802.11b/g signal strength in above areas
6. Clean-up:
a. Return resources to storage
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Abstract

During July through October of 2005 the Operating Room of the Future project at the
University of Maryland Medical Center evaluated six active RFID systems. The evaluation
consisted of hands-on testing of a variety of COTS systems employing the leading active RFID
technologies—802.11 RF, proprietary RF, ultra-wideband, infrared and ultrasound.

Extensive testing demonstrated that no single system was able to address all of the cost and
performance constraints necessary to support passive tracking of all aspects of perioperative
workflow. Rather, it is recommended that the problem domain be subdivided based on the
performance characteristics required by various sub-problems, and individual technologies be
employed where their price/performance characteristics are most appropriate. The deployment
of multiple technologies in a hierarchy of active RFID systems along side existing perioperative
IT systems will require an emphasis on middleware to integrate disparate information sources
accurately, safely and securely in real-time.

1 Introduction

In January of 2005 the Operating Room of the Future (ORF) project at the University of Maryland
Medical Center (UMMC) initiated a year-long project to evaluate the applicability of commercial
off-the-shelf (COTS) RFID technologies for tracking workflow in the perioperative context. The
goal was to determine whether existing COTS solutions were suitable for creating infrastructure
to support a multi-year research project studying advanced workflow management techniques in
the perioperative environment. The overall objective is to increase patient throughput and pa-
tient, physician and staff satisfaction without increasing capital or operating expenses (e.g., adding
physical operating room space or increased staffing) or reducing perioperative safety.

The evaluation process had three major phases: (1) review of academiec and trade literature on
existing uses of RFID in medical applications; (2) review of RFID technologies and vendors; and
(3) hands-on evaluation of key exemplars of each technology. The results of phases (1) and (2) were
reported previously [1]. This document summarizes the findings of phase (3).

The remainder of this document ig organized as follows. Section 2 presents the context within
which the testing was performed, and the methodology employed during testing. Section 3 de-
acribes experimental results for each of the systems evaluated. Section 4 presents an analysis

“This work was supported in part by USAMBMC-TATRC award DAMD 17-3-2-001.



of the experimental data, providing guidance for the application of COTS active RFID systems
in the perioperative environment. Section 5 concludes the presentation with summary remarks.
Appendices A-I* provide extensive supporting data.

2 Methodology

In this section we describe the framework within which testing took place. This includes the project
context in which judgments were made, the criteria for selecting candidate systems, and the test
plan for evaluating systems.

2.1 Context

The UMMC ORF project seeks to apply computer-aided workflow management techniques to the
perioperative process. Within the scope of this work we define perioperative broadly, to include
potentially every activity from initial consultation through discharge of a surgical patient. The
project seeks to apply workflow management in a way that will cost effectively increaze OR work
velocity. Other overriding concerns, common to all projects in the perioperative domain, are (i)
patient, physician and staff safety, (ii) patient, physician and staff satisfaction; and (iii) security
and privacy of clinical data.

It is worth noting that physician and staff zatisfaction will be heavily influenced by the degree
to which a new work process disrupts existing practices. Thus changes that can improve the flow of
work and information within existing practices are preferred. Where disruptive change is necessary
costs of planning and training for transition must be accounted for in the initial cost/benefit
analysis.

IT-hased process changes typieally involve introducing traditional PC workstations (stationary
or portable) and context-intensive application programs that require uninterrupted interaction.
Both PC workstations and context-intensive applications have proven difficult to integrate into the
perioperative workplace [4, 3, 2] due to their requirement for focus on a single task at a dedicated
workstation. To avoid these well known problems, our project has focused on technologies for
passive tracking of people, objects, documents, ete., specifically, REFID [10].

REID systems can be coarsely divided into two basic types—passive RFID [9] which uses pow-
ered radio transceivers to communicate with battery-less radio “tags” which reply by means of
harvested RF power, and acfive RFID which augments passive RFID tags with built in batteries
to autonomously power computation and radio reception and transmission.

Passive RFID systems have received much attention in the popular press due to big-box retailer
requirements for their use in supply chain management [8, 7]. Though we can envision the appli-
cation of passive RFID in perioperative workflow management, we have chogen not to analyze and
report on these technologies within the scope of this project. A companion project at the UMMC
has already undertaken a detailed investigation of passive RFID technologies and we intend to
leverage their work in selecting such systems for application where appropriate.

At the outset of the evaluation process a list of potential tracking objectives were identified:

e Patient Tracking—determine the location of patients in real-time.

e Asset Allocation Tracking—determine on a periodic basis which assets (e.g., beds, infusion
pumps, efe.) are in active use.



s Asset Tracking—locate eritical capital assets in real-time to improve utilization and reduce
the risk of theft.

e Staff Tracking—report the location of physicians and staff in real-time.

e Document Tracking—report the location of eritical documents (e.g., patient consent for
surgery ), the absence of which can impede workflow.

¢ Instrumentation and Supply Tracking—track instrumentation and supplies on a per-case basis
to improve surgical workflow, and on a pure device or supply category to track maintenance
and /or improve utilization.

e Event Detection Based on Collocation—determine the occurrence (or non-oceurrence) of sig-
nificant events based on collocation of patientz, physicians, staff, equipment, ete. [6].

With these applications in mind we set about selecting potential COTS active RFID systems
for deployment across the perioperative environment.

2.2 Candidate Selection

The market for COTS active RFID systems is in its infancy. Consequently there iz no dominant
vendor, and many small vendors compete with systems based on disparate technologies and pro-
prietary or, at best, non-standard interfaces. From the long list of potential vendors we selected
at least one vendor for each of the important technologies, based on market presence, interaction
with their sales and technical staff, and price.

The vendors whose systems were finally purchased and evaluated were as follows (in no particular
order):

2.2.1 Ekahau.

A software-based system that uses existing 802.11 access points to track any 802.11 devices. Ekahau
sells application-specific devices (tags) for tracking staff or equipment; these tags were used during
the evaluation process. Figure 3 illustrates the Ekahau tag.

Pogition is reported in terms of (X,Y) coordinates on the floor plan of the operating environment.
If zones (i.e., rooms, units, floors, ete.) are defined the system can also report location by zone.
Figure 2 illustrates the Ekahau software application interface.

2.2,2 Sonitor.

Hardware and software that uses ultrasound to track proprietary tags. Figure 16 illustrates the
Sonitor tag. Figure 17 illustrates the Sonitor reader.

Position is reported in terms of the nearest reader location. If reader locations are correlated to
zones the system will report loeation by zone. Figure 15 illustrates the Sonitor software application
interface.



2.2.3 Radianse.

Hardware and software that uses a combination of proprietary RF and infra-red light (IR) to track
proprietary tags. Figure 24 illustrates the Radianse tag. Figure 25 illustrates the Radianse reader.

Position is reported in terms of pre-defined zones. Figure 23 illustrates the Radianse software
application interface.

2.2.4 UbiSense.

Hardware and software that uses ultra-wideband RF signals and highly directional receivers to
track proprietary tags. Figure 31 illustrates the UbiSense tag. Figure 32 illustrates the UbiSense
reader.

Pogition is reported in terms of (X,Y,Z) coordinates in the space being monitored.

2.2.5 Agility Healthcare.

Hardware and software that uses proprietary RE at two different frequencies to track proprietary
tags. Multiple reader types to monitor zones and portals. Figure 46 illustrates an assortment of
Agility tags. Figures 47 and 48 illustrate the Agility readers.

Position ig reported in terms of pre-defined zones. Figure 45 illustrates a simple position tracking
software application’s interface. Agility’s business focus is on the larger issue of asset management,
s0 this image is not representative of their fagship application.

2.2.6 Exavera.

Hardware and software that uses proprietary RE to track proprietary tags. A novel combination
of wired base-stations and low-cost wireless “relays” is used to improve coverage without the need
for large numbers of full-funetion transceivers. Figures 54 through 56 illustrate the Exavera tags.
Figures 57 and 58 illustrate the Exavera reader and relays.

Pogition is reported in terms of (X,Y) coordinates and pre-defined zones.

The primary application for which all of the above systems are currently being marketed is aszet,
staff and patient tracking within a hospital or medical center. The UhiSense system is marketed
more generally as a high precision tracking solution for smaller spaces. Our testing focused on their
suitability for use in the applications listed in Section 2.1. Toward that end we focused on issues
of suitability for the perioperative milieu, and aceuracy and precision of pogition reporting.

2.3 Test Plan

In August of 2005 we created a comprehensive test plan based on objective criteria that we believed
were critical to the perioperative environment [5]. This included basic tests of static and dynamic
position reporting accuracy, as well as more domain-specific tests such as tolerance for chemical
and heat sterilization. It quickly became apparent that current COTS systems do not deliver the
positional accuracy or tolerate sterilization in ways that would produce meaningful results for many
of these tests.



Fimra 1: Physical Tes Environmernt

The work reported here fooused on a @ibsat of tests from the original test plan, These tezs
wara chosen to be challenmng, et produce meaningful resudts for all grstams. Th insure compa-
rability of remidts, we hadl each vendor provice a grstem appropriate for a stardard ensironmental
corfimuration. The one exception to this standard confimiration profila was the UThiSanze systam,
whete cog prohubited our insnunenting the entire tezt area with sansors.

Identical tegs of location reporting abilities and analytie tests of the sysiams and thar compo-
neants ware performed, as cesoribed in the following.

2.3.1 Clonfiguration

Each wandor was given 3 AutoCAD file eontaining a floor plan identical to that shown in Fipurs 1.
It dapicts two decommissioned operating rooms and three wet lab/siorage spaces in batween The
wvarglors ware told that we wanted to reecrd the location of assets i the OR’z and the spaces
in hatwaan with the best arouracy and precision their sysharm would allowr.  The quantity and
placamernt of readars was loft to the vandor.

Vendors were asked tosupply 15 tags of assorted types. The following exceptions are noted: (1)
Sonitor supplied 15 tags, bk one was damaged during testing; (2 Aglity ;aupplied 11 tags (due to
miscotarimdcation betwesn sales aned techrical staff), one defective (cause unknown); (3 UblSense
supplied five tags (che to cost constraints).

Each verdor deliverad andd configured their srstem and performed whatever tuning was neec-
aszary. Set-up, corfiquration and test was performesd] by wendor fechniclans on gte in the test
anvitorrnatt at UMM C. Irnrediataly after the vendor's reprasentatives laft the grstem was testad
uzing the physical and software confimuration provided by the vendor.

Each sydam was tezded mckpendantly. Mo attampt was made to ewsluate the interoperability
of systarns from multiple verdors.



The 802.11 based system (Ekahau) was set up by vendor representatives using the same En-
terasys RoamAbout access points currently in use at UMMC. We provided the vendor with as many
access points as they required to create a stand-alone 802.11 network specifically for the purpose
of tracking tags in our test environment.

The 802.11/802.3 networks used by the systems under test were stand-alone IP networks. They
were not connected to the hospital network or the larger Internet in any way. A desktop PC running
Windows XP was provided for use as a server, or vendors could bring their own host hardware.

The decommissioned OR spaces were still populated with lights, tables, cabinets, ete. like you
would find in working OR’s. Walls were covered with ceramic tile from floor to ceiling. All portals
shown in Figure 1 had working doors that were controlled during the testing.

2.3.2 Static Tests

Static tests involved placing one or more tags ab each of the test points indicated on Figure 1.
These test points were not revealed to the vendors in advance of the tests or during their on-site
configuration. Test points varied in their height and structure. Some points were on top of stainless
steel counters; some points were mid-floor, where the tag was placed on a cardboard stand to keep
it above floor level; some points were on stainless steel shelves very close to floor level; some points
were on cast iron and poreelain serub ginks; some points were on steel window sills.

After placing the tag, the test engineer returned to the central workstation (located in OR
2), waited at least two sample periods for the system to stabilize, and recorded the location data
reported by the system. Tests that involved simple location of objects used a single tag, with other
tags powered down or moved sufficiently far from the test environment that they could not interfere
with the readers. Some tests required the use of multiple tags simultanecusly.

The static test scenarios are as follows:

S01—Dwors Closed. All doors in the test environment were closed and a single tag was moved
from location to location.

S02—Dwoors Open. All doors in the test environment were opened and a single tag was moved
from location to location. Since doors can attenuate some signals, the configuration of doors
was considered a significant variable in the test process.

S03—Dwoors Closed, Fabric Cover. A single tag was placed in the breast pocket of a scrub top.
The serub top, containing the tag, was moved from location to location. The serub top was
intended to simulate the effect of a simple clothing cover that might be encountered in the

tagging of people.
S04—Dwoors Open, Fabric Cover. Identical to scenario S03, except all d