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l. INTRODUCTION

A BACKGROUND

Logisticians in the Department of the Navy (DoN), in direct support of combat
forces, do not have a standardized and precise picture of materiel movement in the theater
of operations. Each Carrier Strike Group (CSG) has several beach detachments
responsible for managing their own logistics pipeline. Unfortunately, this system
decreases the onboard manpower of deployed groups. At the same time, the accuracy of
information managed by these detachments carries a high level of error because of

manual data collection and reporting.

The same issues are present with the movement and inventory management of
DoN materiel in the continental United States (CONUS). The absence of auto-
identification systems (AIS) to enhance materiel availability and movement information
causes ineffective inventory management, waste of scarce assets, and inefficiency in
support of deployed and CONUS units. As cited by Honorable Alan F. Estevez,
Assistant Deputy Under Secretary of Defense for Supply Chain Integration (ADUSD
(SI)), these shortfalls “ultimately affected the war-fighters' overall materiel readiness,
their ability to close the force, and the operational availability of weapon systems.
Furthermore, he indicated that the lack of synthesized, end-to-end, real-time information
on items at rest and in transit undercut the combatant commander's ability to exercise
directive authority for logistics.”l What Mr. Estevez has described is the lack of asset
visibility.

“Visibility” is the key word used to refer to the availability of information on

assets that are both in transit as well as stationary. However, in military logistics,

1 AlanF. Estevez, (2006). Army Logistician Bulletin. Retrieved on September 26, 2007, from
http://www.almc.army.mil/ALOG/issues/MayJun05/pdf/alog_may jun_05.pdf.

1



visibility is not an end in itself. Visibility is a tool that helps to manage end-to-end
capacities and available assets across the supply chain to best support war-fighter

requirements.2

Radio frequency identification (RFID) and Unique Item Identification (UID) are
enabling technologies that allow military logisticians to synthesize and integrate end-to-
end information about assets. Using both of these automated identification technologies
(AITs) in concert will improve asset visibility when interfaced with a local supply chain
database system. Our project will introduce a new concept of concurrent implementation
of both RFID and UID for a more improved end-to-end supply chain management
strategy.

B. PURPOSE

The purpose of this project is to identify the typical Navy Supply material
operational processes as seen at Naval Surface Warfare Center Crane, IN (NSWC Crane).
We will then use that information as a basis for identifying the right AIT for those
operational processes and provide an outline for a RFID/UID concurrent implementation
plan that best applies to NSWC Crane. We will conclude with a Knowledge Value
Added (KVA) Return on Investment (ROI) analysis of the RFID/UID implementation
plan.

C. SCOPE

UID and RFID implementation has been mandated by the Department of Defense
(DoD). Despite these mandates, not all Navy organizations have fully implemented and
efficiently utilized these technologies. Certain organizations have acted quickly and

effectively to implement AITs in order to improve their operations. Other organizations

2 AlanF. Estevez, (2006). Army Logistician Bulletin. Retrieved on September 26, 2007, from
http://www.almc.army.mil/ALOG/issues/MayJun05/pdf/alog_may jun_05.pdf.
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have either rushed to comply with the RFID/UID mandate without a carefully developed
implementation plan or have made little to no effort to adopt these technologies. This
project addresses the concurrent implementation of RFID/UID technologies at the
organizational level by producing an effective implementation plan and a KVA ROI

analysis for this implementation at NSWC Crane.

D. METHODOLOGY

The methodology applied in this research project consists of the following steps:

1. Conduct a literature review of books, magazine articles, electronic media, and

other library resources.
2. Conduct a thorough review of RFID technology.
3. Conduct a thorough review of UID technology.

4. Conduct a review of the current RFID and UID mandates and implementations

in DoD.

5. Conduct a site visit to Space and Naval Warfare Systems Command

(SPAWAR) San Diego, CA.
6. Observe and analyze current RFID/UID applications at SPAWAR San Diego.
7. Conduct a site visit to NSWC Crane.

8. Conduct a review and analysis of typical Navy materiel logistics processes as

observed at NSWC Crane.

9. Build an effective RFID/UID implementation plan that will translate to typical

Navy materiel logistics processes.

10. Conduct a KVA ROI analysis of the RFID/UID implementation at NSWC

Crane.

11. Prepare a summary and make recommendations.
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Il. RFID

A RFID TECHNOLOGY?3

RFID can easily be explained as an AIT that uses radio wave technology. Since
radio waves are known to reach any distance on this planet, auto-identification of any
object or person is possible using RFID. A basic example is identification of a military
member by reading his or her DoD identification card. RFID has the capability to store
the entire military member’s information and to have that information retrieved remotely

using radio waves as a medium of carrying the data.

According to Sandip Lahiri, RFID is just one of the AITs, other commonly used
systems are: bar code, biometric, voice identification, and optical character recognition.
Auto-ID is a part of a system, whether with accounting or inventory application, to
identify anything without human intervention. In most cases, this system is coupled with
Automatic Identification Data Capture (AIDC); information is entered into a computer
database without a person typing it in. The goals of Auto-ID systems are to optimize
efficiency, reduce errors from human data entry, and dedicate personnel efforts to other

important task such as customer service.4

1. Bandwidth

The bandwidth of the radio wave, also known as radio frequency (RF), determines
specific RFID applications as prescribed or allocated by local authorities. Authorized RF
ranges are the following: 125-134 kHz (LF: low frequency), 13.56 MHz (HF: high
frequency), 315-433 MHz or 868-915 MHz (UHF: ultra-high frequency), 2.45 GHz or

3 Parts of this section are drawn from Sandip Lahiri, (2005). RFID Sourcebook. Upper Saddle River,
NJ: IBM Press. pp. 1-48.

4 What is automatic identification? RFID Journal. Retrieved on July 14, 2007, from
http://www.rfidjournal.com/faq/16/49.



5.8 GHz (MW: microwave). Provided in Table-1 are details of RF ranges with respective

read distances, read rates, antenna size, and types of operating environments.

Table 1.  RFID RF ranges and characteristics.5
Band Frequency Operating Antenna Read rate Read
Range Environment size distance
LF 125-134kHz | Metals, liquids, | Largest Lowest Less than 1
dirt, snow, mud foot
HF 13.56 MHz Fair on metals | Large Low About 3
& liquids feet
UHF 315-433Mhz | Poor on metals | Small High About 30 to
& liquids 300 feet
MW 2.45 or | Very poor on | Smallest Very high | About 100
5.8GHz metals & feet
liquids

SU.M. Apte, N. Dew, & G. Ferrer, (2006). What is the Right RFID for Your Process? Acquisition
Research Sponsored Report Series, 3, 9.
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2.

RFID System

The most basic RFID system is made of three major components: a tag or tags

made of different materials for specific applications, a reader which is also known as an

interrogator to communicate with the tags, and the system supporting infrastructure

composed of both hardware and software. In some applications, the software is also

frequently identified as the middleware.6

From an end-to-end perspective, the system is composed of the following

components:

Tag — A mandatory component, and is a device attached to the material or

person to be identified.

Reader — A mandatory component and functions to transmit and receive

signals from the tag.

Reader antenna — A mandatory component attached to the reader. Most of

the newer readers have built-in antennas.

Controller — A mandatory component of the reader. Some newer reader

models have built-in controllers.

Sensor, actuator, and annunciator. — Are optional components required to

record system external input and output.

Host and software system — Functions as a processor of captured Auto ID

information to become an RFID solution.

Communication infrastructure — A mandatory component composed of
both wired and wireless circuitries needed to connect all above

components. This enables the system to communicate with each other.

A schematic diagram of this system is illustrated in Figure-1.

6 Office of the Privacy Commissioner of Canada. Fact Sheet: RFID Technology. Retrieved on June 12,
2007, from http://www.privcom.gc.ca/fs-fi/02_05 d 28 e.asp.
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Figure 1.  RFID System Components Schematic Diagram.
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a. Tag

RFID tags are also known as transponders. In most cases, these are small
pieces of material such as regular hanging identification tags. Each tag has three major
parts: an antenna, a microchip unit, and a casing to protect both antenna and the
microchip. The antenna receives the signal transmitted by the reader and can be three-
dimensional for improved signal absorption rate. The microchip unit contains memory
storage which varies in capacity depending on the type of tag. The microchip units can

also have either read-only or read-write capabilities.

A read-only microchip is used in RFID tags with purposes of initial
identification and with the intent that the tag will carry the same information during the
tag’s life expectancy. For example, tags attached to automobiles when manufactured
contain information such as vehicle identification number (VIN), chassis serial number,
engine serial number and date manufactured; information that will not change during the
course of the vehicle’s life.” Read-only tags can also be used to identify pallet shipments

and then can be discarded after use.

7 RFID use growing in automotive manufacturing process. (2007). Industry Week. Retrieved on July
13, 2007, from http://www.industryweek.com/ReadArticle.aspx?ArticleID=11774.
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Chips with read-write capabilities are used in tags with a “recycle feature”.
Information stored on the tag can be modified or erased as needed. The ability to

“recycle” these tags demands a premium in cost compared to the read-only tags.?

Among the read-only and rewritable RFID micro-chips there are three
types of tags: passive, active and semi-passive. Figure 2 depicts a few examples of all

three types used in industry today.

Figure 2. Examples of RFID tags.

\ —
T paw Yo

1. Passive RFID tag. A Passive RFID tag has no power of its own;
rather, it energizes itself by using the power from the reader and then sends back the
stored data. The tags are energized by the RF induced in the antenna (Figure 3) which
was transmitted from the reader. This powers the micro-chip circuitry which sends the
coded signal back to the reader when the tag is interrogated. Advantages of the passive

tag are longer life, lower unit cost and smaller size.

8 RFID use growing in automotive manufacturing process. (2007). Industry Week. Retrieved on July
13, 2007, from http://www.industryweek.com/ReadArticle.aspx?ArticleID=11774.
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Figure 3.  Examples of antennas used in passive tags.

=i e mnw—

A passive tag can have a life expectancy of twenty years or more
because it is not dependent on a battery for power. Passive tags are also the cheapest and
smallest among all types allowing for a wider range of applicability. Disadvantages of
passive tags are shorter “read” distance capability between the reader and the tag, limited
ability of using electrical power due to sensor constraints, and the extended life
expectancy can actually induce erroneous information to the database when the item the

passive tag was identified with is moved, sold, or discarded.

2. Active RFID tag. Active RFID tags have an inherent power
supply which is typically sourced from a battery. Some active tags can have a ten-year
life expectancy. The power source energizes the microchip's circuitry and the tag has a
transmitter that continuously sends out a signal to a reader. Major advantages of active
tags are longer “reading” distance and the capability to record external temperatures by
using internal electronics such as microprocessors and sensors. Known major
disadvantages are battery operation dependence which limits lifetime expectancy, active
tags are more expensive and they are much larger in size which may limit applicability.

Long term maintenance cost may also be uneconomical if the battery has to be replaced.?

3. Semi-passive RFID tag. Semi-passive tags have transmitters

and receivers also known as transponders. They have their own power supply from a

9 U. M. Apte, N. Dew, & G. Ferrer, (2006). What is the Right RFID for Your Process? Acquisition
Research Sponsored Report Series, 3, 15.
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battery and become active only when receiving the “correct” coded signal from the reader
interrogator, thus using the battery power only when transmitting the signal back. In the
absence of the coded signal, the tag ceases signal transmission prolonging the life
expectancy of the battery and the tag as well. Advantages are extended read distance
rates over the passive tag, longer service life expectancy, and the ability to operate with
sensors to record data such as temperatures. One disadvantage is the higher cost
compared to the passive tag.!0

When it comes to read ranges, the advantages of active and semi-
passive tags are useful for tracking high-value goods by providing extended scanning
ranges of one hundred feet or more between the reader and the tag. Applications such as
locating either railway cars on a track in a major station hub, forty-foot container vans in
shipping ports, or automobiles in manufacturing lots can benefit from both active and
semi-passive tags. Passive tags, which cost just a few cents each if bought in volume,

have applicability to both low and high cost items in shorter read ranges of less than

twenty feet.!! Table 2 lists the advantages, limitations and capabilities of the different

types of RF tags.
Table 2.  Tag types with RF types, advantages, limitations, and capabilities.
Tag type Frequency type Advantages Limitation Capabilities
Passive All frequencies, Best in cost, and Identification Anti-theft, supply chain management,
mainly LF & HF life-span. only, less read inventory control, access control,
range animal tagging
Semi- All frequencies, Better in cost, Limited memory, Pallet-level of supply chain
Passive mainly LF & HF life-span, less battery management, inventory control,
Sensors dependent environmental control
Active All frequencies, High  memory, High cost, Inventory management and control,
mainly UHF & MW reading range, battery electronic toll collection, real time
more sensors dependent location management

10 Sensing New RFID Opportunities. RFID Journal. Retrieved on July 13, 2007, from
http://www.rfidjournal.com/article/articleview/2081/1/2/.

1 The Basics of RFID Technology. RFID Journal Retrieved on June 12, 2007, from
http://www.rfidjournal.com/article/articleview/1337/1/129/.
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b. Reader

An RFID reader, which is also called an interrogator, is a part of the
system that transmits and receives information from the RFID tag. One function of the
reader is to provide energy to a passive type tag. The radio frequency emitted by the
reader is converted into an electrical field which a passive tag will use to energize itself
when transmitting the information back. Depending on purpose and operation, a reader

can be handheld or a fixed model.

A handheld is used mainly for inventory purposes where the unit can be
carried around to scan stationary, tagged materials. An example is scanning tagged items
on bins or bulky materials in warehouses. A stationary or fixed device is used to read
tags that are mobile within the area of operation. In most transshipment operations, these
readers are installed in receiving or shipping bay doors. For “read efficiency,” they can
be installed on both sides of the bay doors as well as overhead of the cargo flow.12 In
operations such as a repair depot, the same stationary set-up can be used to track repair

movement of materials.

C. Reader Antenna

A reader antenna enables communication between the reader and the tag.
The reader antenna and the reader are two different devices connected to each other by a
cable with a length of between six to twenty-five feet. In most models, a reader has the

capability of supporting a maximum of four reader antennas.

The function of a reader antenna is to send the reader transmitter RF signal
within the operating environment and at the same time receive the signal back from the
tag for the reader. It is imperative that antennas are positioned properly to maximize
reading accuracy. In most cases, antennas are shaped like square boxes or rectangular as

pictured in Figure 4.

12 The Basics of RFID Technology. RFID Journal. Retrieved on June 12, 2007, from
http://www.rfidjournal.com/article/articleview/1337/1/129/.
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Figure 4. Models of Reader Antennas.
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Reader antennas have a footprint which dictates the read area. This is also
known as the read zone, read window or antenna pattern. This footprint is ellipsoid or
balloon shape, projecting outward from the front of the antenna, and is three-dimensional
in nature. Within this footprint, read accuracy and rates are optimized. Below is an

illustration of an antenna footprint.

Figure 5.  Antenna Footprint

Reader
Antenna

Simple antenna footprint/pattern
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d. Controller

A controller can best be described as a medium that the host computer, or
any other external entity, uses to communicate with the reader. An easier analogy to aid
in understanding is to compare this to a printer driver of a printer device. For a computer
to print the processed data, the computer must have the printer driver in its system. In a
similar way, the controller allows the host computer to retrieve data from the reader. A
controller can be a component by itself, or built into the reader. Most new production

models have the controllers embedded inside the reader devices.

e. Sensor, Annunciator, and Actuator

A sensor provides the option for the reader to be either energized or to
operate in a standby mode. A sensor functions as an automatic switch using external

input such an object in motion that allows the reader to optimize efficiency.

An annunciator is an electronic signal or indicator used to provide status
during tag reading operations. The annunciator is used in conjunction with alarms,
colored and/or strobe lights that can provide audible and visual information when a tag is
within the reading spectrum. The annunciator can energize alarms, strobes and/or red
lights for tag reading errors, green lights for satisfactory data and yellow lights to signal a

connection breakdown.

Actuators are mechanical devices used in conjunction with annunciators
and sensors within the tag reading process of the RFID system. An example is a robotic
mechanical access gate that will secure the flow of materials when the annunciator sends

a signal indicating faulty tag data.

f. Host and Software System

The host and software system are the hardware and software components

of the RFID system. They are external to the RFID hardware; the reader, tag, and
14



antenna. The host and software system is made up of four components: the edge
interface system, the middleware, the enterprise back-end interface, and the enterprise

back end.

1. The edge interface system. The edge interface component
integrates the host and software system with the RFID hardware. The edge interface’s
functions are to ascertain data from the readers, command the reader’s function, and
utilize the readers to trigger the externally connected actuators and annunciators.
Furthermore, this component is a super-controller that can screen and reconcile duplicate
readings from adjacent or different readers and allow automatic activation of
annunciators or actuators when programmed for specific events. It also selectively filters
tag data being sent to the host and software system and allows for the remote

management of all attached readers.

2. The middleware. The middleware component can best be
described as controlling all the functionalities between the edge interface and the back-
end interface of the enterprise. As the central nervous system of the RFID system, the
middleware facilitates data sharing within or external of the enterprise, optimizes
efficiency management of data produced by the RFID system, enables implementation of

business specific applications, and provides compatibility with other software systems.

3. The enterprise back-end interface. The enterprise back-end
interface component combines the functions between the middleware and the enterprise
back-end components. This component allows for specific business applications to be
integrated. Integration of specific business processes determines the complexity of this
component and the more complex the business process indicates the amount of effort
required to build the interface. In most cases, a generic interface is needed to initiate data

transfer transactions between the interface and the enterprise back-end components.

4. The enterprise back-end. The enterprise back-end component

includes all of the applications and hardware systems of an enterprise. This includes all
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the program applications required to run the business processes and the complementing
data storage for the whole enterprise. From the perspective of integrating an RFID
system with the enterprise back-end the compatibility adjustment is minimal on the back-
end side. The back-end usually had been pre-existing and functional and therefore can be
easily integrated with the edge interface, middleware, enterprise back-end interface, and

the new RFID system.

g. Communication Infrastructure

The communication infrastructure furnishes connection between all
components of the RFID and enterprise systems. It also supports system security and
system management as an integral component of the RFID system. Connection between
components can be wired or wireless, depending on the layout of the system. Wireless
capabilities may include Bluetooth wireless products in a personal area network (PAN), a

local area network (LAN), or a wide area network (WAN).

3. Other RFID Concepts, Technology Advantages and Limitations

a. Tag Collision

Tag collision is a situation in the RFID system process where more than
one tag is trying to communicate back in response to the same reader. A reader may
become confused when it receives simultaneous signals. In that case, the reader follows a
“singulation protocol” and uses an anti-collision algorithm to resolve the tag collision

issue.!3

13 The most commonly used anti-collision algorithms are ALOHA for HF and Tree Walking for UHF.
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b. Reader Collision

Reader Collision is a condition when two read zones or read patterns of
two or more readers overlap each other. This results when the antennas of two readers
are positioned close to each other and overlap each other’s read patterns; a destructive
interference occurs. As a result, each antenna’s RF signal is canceled out by the other.
To preclude this, an antenna has to be installed in such a way that it does not face another

antenna from a different reader.

C. Tag Readability

Tag readability is the capability of an RFID system to successfully read
tags in a specific environment. To maximize readability, the design of the system has to
transmit multiple queries from the reader to the tags. This improves the read probabilities
in case the first or second queries were unsuccessful. The number of queries is induced
by the reader controller and directed by the middleware. The desired end-state is to have
only one successful read, therefore the system also has a filter capability that precludes

multiple readings of the same tag.

d. RFID Technology Advantages

1. Contact-less. No contact between the readers and tags precludes
wear and tear and improves operation efficiency. An automatic and simultaneous reading
of several tags within the read area without contact also enhances the processing time

required.

2. Writable data. This enables tags to be recycled from 10,000 to
100,000 times if needed. This feature will prove to be economical for some applications

where information can be added or deleted or even erased on the same tag. An example
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of an application which will benefit from writable data includes a tag that requires time

stamping or recording of external temperatures to which it was exposed.

3. Line of sight independent. The ability of an RFID system to
read and write data through obstructing objects is one of the most process-enhancing
capabilities of the system. For example, the cargo of a truck driving through the cargo
bay can all be automatically read without line of sight requirements for each tag. Prior to
RFID, this operation would have involved the time-consuming process of off-loading the

truck.

4. Multi-read ranges. Depending on the RF required, the choice of
tags to optimize read range and cost is an available option. An operational environment
which does not require extensive read distance capabilities can use a cheaper, passive,
low-frequency tag. As demonstrated in an environment with a wide-spread inventory,
like a car manufacturer storage lot with thousands of vehicles, the benefit from the
extended read-range of a UHF active tag to identify and locate a specific unit is quickly

realized.

5. Variety data-capacity range. Depending on manufacture and
intended use, a tag can carry a variety of bit or memory capacity to fit the application
requirement. Currently, RFID tag market availability varies from 1 to 96 bits and even
more in some special applications. This variability allows the users to o