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PREFACE

The U.S. Army Natick Soldier Research, Development and Engineering Center
(NSRDEC), conducted a Law Enforcement Advanced Protection (LEAP) Requirements
User Focus Group May 15-16, 2007 in Scottsdale, Arizona. This was a collaborative
effort on the part of NSRDEC, the Department of Homeland Security, Office of Science
and Technology, Office of Standards (DHS-S&T), the National Institute of Standards and
Technology — Office of Law Enforcement Standards (NIST-OLES), the National Institute
of Justice, Office of Science and Technology (NIJ-OST), and the Center for Technology
Commercialization (CTC).

This report was prepared during the period May 2007 — September 2007 under contract
number W911QY-07-C-0035.

This focus group supports the LEAP Program, and is one in a series of personal
protective equipment (PPE) related user focus groups for members of the law
enforcement community. Its purpose was to collect data/criteria for operational
requirements, PPE trends and concepts of operations (CONOPS) from representatives in
law enforcement. Program participants represented a cross section of the country’s law
enforcement community, serving in different agencies, departments and job functions.
The focus group topics were as follows:

Duty Uniforms;

Integrated Head Protection;
Chemical/Biological Protection; and
Human Systems Integration.

Focus group discussions included: PPE integration and compatibility concerns;
chemical/biological (CB) PPE and systems; CB response mission roles and mission
related tasks; and law enforcement duty uniforms standards related issues.

Each focus group topic discussion generated information specific to that area, including
needs and threat requirements, and prioritization of needs. Significant concerns,
comments and conclusions by the law enforcement professionals in topic areas were:

Duty Uniforms and their materials, style and “image” considerations are steeped in
Department traditions making changes difficult. They provide little protection from
chemical/biological hazards. Duty uniform design has changed little in many years and
more could be done to adopt technology advances for threads, fibers and design
innovations for increased protection, functionality, and comfort.



Integrated Head Protection discussions encompassed areas of tactical, motorcycle and
law enforcement bicycle operations. Participants cited a lack of manufacturing standards
in head protection for law enforcement as a problem area leading to significant
performance differences between head protection platforms. Integrating head protection
with breathing apparatus, communications systems and shoulder weapons are major
difficulties.

Chemical/ Biological Protection discussions concerned personal protective equipment
(PPE) cost, durability, component integration and a lack of law enforcement standards
addressing manufacture, design and equipment shelf life. Participants reviewed and
validated chemical/biological operational scenarios in the mission roles of perimeter
control, tactical operations and crime scene investigation (CSI). They also prioritized
protection needs in the chemical/biological environment.

Human Systems Integration discussions built on dialogues in prior topic areas to create
a picture of environmental and climatic issues and their impact on officers, uniforms and
protective equipment. These discussions highlighted current limitations and opportunities
for improvement with the law enforcement officer positioned at the center of the
integrated system.

Data collected through this focus group will be used with on-going research and analysis
to support of a number of LEAP related activities, including developing performance
criteria for law enforcement specific PPE standards. One participant offered a gauge for
successful PPE integration. “When we see the deployment of scratched up and slightly
worn PPE equipment, it shows wear because the PPE parts integrate and work well
together. Seeing this is a measure of success, instead of seeing all fresh gear coming out
that has never been used.” While frequently used and worn equipment can pose potential
problems if not maintained or replaced as necessary, indications of prior use may also
show what kinds of equipment have worked well in the past.

Vi



LAW ENFORCEMENT ADVANCED PROTECTION
(LEAP) DUTY UNIFORMS, INTEGRATED HEAD
PROTECTION, CHEMICAL/BIOLOGICAL PROTECTION
AND HUMAN SYSTEMS INTEGRATION LAW
ENFORCEMENT USER FOCUS GROUP REPORT

1.0 Introduction

1.1 Evaluation Objectives

The law enforcement user focus group consisted of four facilitated discussion segments.
The purpose of these sessions was to further refine law enforcement needs and
performance criteria in multiple personal protective equipment technology areas. The
goal of this focus group was to conduct facilitated discussions on the following topics:

e Duty Uniforms, emphasizing the current state of protection, the need for improved
uniforms and standards, identifying perceived threats, prioritizing baseline
requirements, appearance needs, laundering protocols, durability considerations and
integration issues.

e Integrated Head Protection, reviewing the current state of protection and perceived
threats, and prioritizing baseline requirements, head borne capability needs, and
integration issues.

e Chemical/Biological Protection, defining mission roles, tasks, and durations,
perceived threats and prioritizing threats, wear and weathering considerations,
mission related ergonomic scenarios, and integration issues.

e Human Systems Integration, emphasizing overarching integration concerns.

1.2 User Focus Group Overview

Subject: User focus group for members of the law enforcement (LE) community,
representing various agencies and regions to discuss their needs and opinions relating to

Duty Uniforms;

Integrated Head Protection;
Chemical/Biological Protection; and
Human Systems Integration.



Location and date: Doubletree Paradise Valley Resort in Scottsdale, AZ, May 15-16,
2007

Sponsor: Department of Homeland Security, Office of Science and Technology, Office
of Standards

Host Activity: The U.S. Army Natick Soldier Research, Development and Engineering
Center (NSRDEC), the National Institute of Standards and Technology — Office of Law
Enforcement Standards (NIST-OLES)

Facilitator: Chief Stephen Doherty (Retired) CTC, Inc., Public Safety Technology
Center.

1.3 Participants

The focus group contained 15 members of the LE community from urban and suburban
jurisdictions, representing state, county and local law enforcement agencies. Criteria for
participant selection included

e Active duty law enforcement or law enforcement technical support personnel;

e Agency authorization; and

e No prior participation in similar research efforts.

Additional participant selection included recommendations from the National Institute of
Justice (N1J), NSRDEC, and Edgewood Chemical and Biological Command (ECBC).

Figure 1. Law Enforcement Focus Group Geographical Profile



These law enforcement participants represented primarily the central, mid-western and
western regions of the United States, as seen in Figure 1 above. Participants’ experience
areas and job functions included day-to-day field operations, office/headquarters
personnel, tactical/specialized personnel, and forensics lab personnel. All personnel
functions include activities in the chemical/biological response arena.

Table 1 represents participant background information relative to responder discipline,
years of experience and home state.

Table 1. Participant Background Information

Responder Discipline Years of Experience Home State
Counterterrorism 6 - 10 years CA
Tactical / Special Operations 6 - 10 years NV
Specialized Operations 6 - 10 years KY
Tactical / Special Operations 11— 15 years MA
Day to Day Fiel'd Operations / Tactical / 11— 15 years MT
Specialized Operations
Day to Day Field Operations / WMD Instructor More than 15 years MO
SWAT Commander More than 15 years X
Bicycle Patrol Officer More than 15 years NC
Tactical / Special Operations More than 15 years AZ
Tactical / Special Operations More than 15 years CA
Tactical / Special Operations More than 15 years TX
Criminologist More than 15 years IA
Office / Headquarters More than 15 years NM
Director of Emergency Management More than 15 years MI
Tactical / Special Operations More than 15 years IL

One representative each from NSRDEC and ECBC attended as observers for both days of
the Workshop/Focus Group.



1.4 Focus Group Methodology

Focus Group Preparation
Several weeks prior to meeting, focus group participants were sent a packet of read-ahead
material that included information about the group’s proposed goals and discussion
topics. (See Appendix C)

The read ahead material also included a 21 question survey developed by NSRDEC, for
participants to complete independently and submit either electronically or in hard copy at
the beginning of the focus group. (See Appendix A)

The survey consisted of quantitative, multiple choice, yes/no, and rating scale questions
and included questions related to their experience and use of duty uniforms, integrated
head protection, chemical/biological protection and human systems integration.
Appendix B has the analyzed data and summarized results, including displayed means
and frequency of responses.

Focus Group Proceedings
As previously described, participants were invited to attend after carefully considering

their relevant experience and qualifications. Focus group segments were structured
progressively, beginning with the basic duty uniform, and building upon a format that
mirrored a reasonably anticipated law enforcement career (e.g. patrol officer/duty
uniform; head protection/motorcycle; tactical/specialized- components). In a post 9/11
world, regardless of duty assignment, every law enforcement officer deals with the daily
reality of encountering potential chemical/biological threats.

The focus group comprised four facilitated discussion segments. Each one addressed a
particular topic: Duty Uniforms, Integrated Head Protection, Chemical/Biological
Protection, and Human Systems Integration. Participants completed a short written
survey at the conclusion of the Duty Uniform, Integrated Head Protection and the
Chemical/Biological discussion segments to document their top integration issues.
Survey results are in the body of this report, in the related discussion areas.

During the Duty Uniform and Integrated Head Protection (IHP) discussions, participants
were led in an exercise to identify threat severity and frequency of occurrence. These
exercises produced the “Prioritization of Protection Needs” matrices in Appendix D.

During the facilitated Chemical/Biological discussion, proposed ergonomic testing
scenarios were presented for the LE mission roles: perimeter control, tactical operations
and CSI. Mission roles are described in Appendix E. The scenarios proposed real world
situations that represent law enforcement responses to a CB incident. (See Appendix F)
Participants were asked the following questions, noting that all tasks are performed
within a CB environment:

e Do the proposed scenarios accurately represent reasonably anticipated tasks?
e Are the tasks within each scenario reasonable or unreasonable?



e [s the task sequence accurately represented?
e Are any tasks missing?
e Do tasks accurately reflect an officer’s response?

Results of the exercise are in the related discussion areas in the body of this report.

During the Chemical/Biological Protection discussion, participants were given a list of
frequently performed physical activities, and asked if these activities applied to Perimeter
Control, Tactical Operations, and CSI mission roles. After responding, the group
compared their results with the responses of a previous focus group held in Arlington,
Virginia, November 15-16, 2006, and discussed differences. The Arlington group’s
detailed discussion and conclusions are in the May, 2007 report, “Law Enforcement
Advanced Protection (LEAP) Requirements Focus Group.” This analysis provided a
mechanism to discuss discrepancies and areas of conflict between the two different focus

groups.

Participants were also asked to validate frequently performed physical activities in three
scenarios within Perimeter Control, Tactical Operations, and CSI mission roles. Results
of this exercise are in the body of this report, in the related discussion area.

1.5 Focus Group Strengths and Limitations

Focus groups can be an effective tool to

Collect attitudes and experiences supported by qualitative information;
Identify existing issues or problems with respect to products or policies;
Explore ideas and concepts; and

Generate discussion for new ideas and solutions.

Witnessing interactions and evolving opinions from participants with various investments
in a concept are underlying strengths of focus groups. Through these interactions,
researchers hope to gain insights into user habits and preferences, which would otherwise
be less accessible.

Focus groups have limitations in that they may not produce quantifiable and/or
statistically significant data. Due to the small number of participants, results should not
be generalized as representative of a larger community. Also, it should be noted that
ideas generated in focus groups are the views of individuals who may or may not always
agree. Though in some cases, the group may reach a consensus; this should not be the
expectation.

Discussion summaries in this report attempt to represent all views expressed, and note
when opinions differ. Finally, due to the nature of focus groups, it can never be
guaranteed that participants will express their viewpoints on all intended topics or follow
a planned agenda. Though the facilitator tactfully guided the group and kept the



discussion on course, participants were not discouraged from speaking their minds or
voicing outside concerns they felt were relevant.

2.0 Focus Group Discussion Results

2.1 Facilitated Discussion: Duty Uniform

Objective: For each participant to describe their current duty uniform and discuss what,
in their opinion, are the positive and negative features of that uniform. Participants
discussed whether or not there is a need for a duty uniform standard, and identified a list
of needs for a new duty uniform.

NSRDEC began the focus group discussions by presenting the “human centric” approach
to protecting soldiers and how it relates to law enforcement in NSRDEC’s Law
Enforcement Advanced Protection (LEAP) Program. The presentation provided a
framework for the facilitated duty uniform discussion, which included the following topic
areas:

Current State of Protection,;

Need for Improved Duty Uniforms and Standards;
Perceived Threats;

Appearance Needs;

Laundering Protocols;

Durability Considerations; and

Duty Uniform Integration Concerns.

2.1.1 Current State of Protection

A law enforcement duty uniform is the most basic agency required personal protective
equipment. The duty uniform is the first layer of defense for every arriving officer.
Typically, the first responder does not have the opportunity to don additional protective
equipment, as threats and hazards are not always known or identifiable at the time of
arrival. The duty uniform is the only PPE component global in its application.

To address the current state of protection provided by duty uniforms, participants first
discussed materials used, then segued into climate differences and basic uniform classes
required for a law enforcement officer. Discussions centered on duty uniforms for
assignments most commonly required of law enforcement officers. These included
automobile, motorcycle and bicycle patrols.



Materials used for duty uniforms by attendees included:

e Coolmax® e Polyester-cotton blend
e Cotton e Rayon

e Leather e Wool

e Nomex®

Numerous participants, representing different agencies reported that decision-making about
duty uniform type is done through a committee in the agency that determines all details,
including material, style, and appearance. The committee even specifies where equipment
will be placed on a duty belt. The group made it clear that uniform committees greatly
influence duty uniform selections and choices. However, they concurred that the final
decision rests with the Chief, Sheriff or similar individual’s command authority. They also
agreed that their agencies decide when a mandatory universal changeover of patrol
personnel’s duty uniforms (i.e. short sleeve to long sleeve) takes place in the calendar year.

Discussions about the current state of LE duty uniforms produced general agreement on four
significant points:

e The core patrol duty uniform of shirt and trousers is steeped in individual agency
tradition and has remained basically unchanged for many years.

e A rigid committee system that regulates duty uniform changes exists in many
Departments.

e Cost is a significant factor in acquiring initial sets of duty uniforms for some
departments. After completing basic academy training, participants concurred that on
average officers received anywhere from $4,000 to $7,000 to cover their initial duty
uniform expenses. However, PPE costs can easily exceed the allotment, and
departmental allowances vary widely. (A representative purchase order sample
provided by the Albuquerque Police Department is in Appendix G.).

e Concern with appearance (as judged by each agency) of duty uniforms especially
surrounding “military looking” uniforms, ranked high in influencing duty uniform
decisions. The majority of participants agreed that in their department, the decision-
makers did not favor an overly militaristic appearance for everyday use patrol
uniforms.

2.1.2 Need for Improved Duty Uniforms and Standards

The agencies participating in the focus group represented a wide variety of law enforcement
duty uniform styles, colors and materials. Participants generally agreed that current duty
uniforms, with the exception of body armor, provide little if any protection from threats.
Focus group participants’ universally desired improved protection built into duty uniforms.

While the group desired increased protection from threats, it was also concerned that
improved protection built into duty uniforms would be unsuccessful or haphazard at best,



without having standards to measure and define performance. The present state of duty
uniforms, without standards to guide selection leaves uniform vendors to produce equipment
with unquantifiable performance.

2.1.3 Perceived Threats

Focus group participants generally wanted duty uniforms to provide greater protection from
threats, but they also required greater specificity of threats. Participants were asked to detail
the types of threats they wanted their duty uniform to protect against as indicated by the

following:
e Biological hazards;
e Chemical hazards;
¢ Blood borne pathogens;
¢ Environmental Elements:

- Temperature extremes

- Ultra-violet rays (provide SPF protection)

- Moisture repellency

Thermal flash/flame hazard;

Static electricity (Taser™ use against officer);
Ballistic threats (eliminate body armor); and
Puncture/slash/stab threats (including dog bites).

2.1.4 Appearance Needs

Participants generally agreed that there is widespread concern about how the duty uniform
appears, and how an officer’s “image” is perceived. Participants made the following
comments concerning duty uniform appearance and image needs:

Instant Identification: The duty uniform must provide instant identification as a law
enforcement officer to civilians and other emergency responders;

Professional Appearance: The uniform must be “sharp.” Professional appearing
officers are assaulted less often.

Police Presence: The first use of force is your police “presence” provided by uniform
appearance;

Approachability: Uniform appearance helps make officers “approachable” for
community policing initiatives;

Functionality: The duty uniform must allow mobility, climbing, running without
ripping or tearing;

Uniform Hat: Emphasis on always wearing the duty uniform hat for image purposes
may jeopardize officer safety, though there can be disciplinary measures for not
wearing your uniform hat;



e Uniform Culture: Law enforcement periodicals’ such as “Best Dressed Lists” are
driven by appearance instead of practicality; and

¢ Duty Uniform Hazard: A white t-shirt worn under a dark uniform shirt creates what
participants termed, “the triangle of death,” as it provides a target for assailants.

2.1.5 Laundering Protocols

The duty uniform requires maintenance through either home laundering or dry cleaning.
Participants expressed various opinions on methods to keep their uniforms clean. One
reported that contact with blood requires the uniform be disposed of since it is considered
biologically contaminated.

Additional laundering comments included the following:

e Laundering Convenience: Laundering is not a concern - “We leave them at the
station and they are returned cleaned and pressed.” With regard to home care, some
uniform shirts require ironing to look their best, but there are officers that will wear
them without ironing.

e Laundering Policy: One participant noted that in cases where exposure to a blood
borne pathogen occurs, the agency pays for the uniform replacement. Another
participant suggested that it would be helpful to have standardized cleaning methods
mandated (i.e. dry-cleaning is required for everyone), to maintain a consistent
appearance. Another participant described the quartermaster system, where the
department provides all the uniforms, and the watch commander subjectively
determines when uniform replacement is required.

e Dry Cleaning Expense: If dry cleaning costs are not covered by the agency, they can
be significant when dry cleaning is adopted by individual officers.

o Ease of Care: Polyester requires the least amount of effort to look good; and

e Comfort: Cotton needs to be pressed, but it is more comfortable than polyester.

2.1.6 Durability Considerations

Participants reported that duty uniform durability was heavily affected by laundering
methods, and vice versa. Several participants agreed that dry cleaning prolonged duty
uniform life over wet washing/drying treatment.

While discussing durability, respondents returned to issues of duty uniform “image” and
appearance. These closely intertwined concerns were expressed by the following responses:



¢ Fading: Laundering increases speed of duty uniform fading; and

e Material “sheen”: Home laundered garments develop a noticeable sheen in the
material.

When asked, “What determines comfort for you?”” and “what comfort factors are important?”
the group responded:

e Breathability: Sweat/moisture wicking for cooling (i.e. Tac Wear and
UnderArmor®; once cotton is wet, it stays wet); and

e Range of Motion: having peripheral vision while driving, having full mobility when
arresting someone, and scaling walls during a foot chase.

Participants were also asked if they would consider trading weight reduction in their duty
uniform for increased protection. Their comments on this trade-off are below:

e Common Problem: Many will trade comfort over protection when the duty uniform
ballistic vest is considered too heavy or bulky.

e Temperature Extremes: Nomex® is extremely hot, and in climates where heat
exhaustion is a common problem, it is difficult to wear for long time periods.

e Trade-off Risks: While many prefer comfort, such as fabric breathability like Under
Armor®, risk factors involved may create life-threatening situations. One participant
noted that Under Armor® “shrink wraps” to the wearer’s skin when exposed to fire.

e Trade-offs not Necessary Anymore: Two participants commented that technology
has advanced to the point where trade-offs are no longer necessary, citing their vests
are lightweight and comfortable.

e Tactical T-shirts:
- The military has created a moisture-wicking cotton t-shirt that holds up during
laundering and does not stretch out. (Note: The participant did not provide mil-

spec number.)

- Charcoal barrier: PROTECH® makes a shirt with a charcoal coating that creates
an antibacterial barrier (even after a month of not washing, there was no odor).

- Silver metal barrier: a participant reported testing a Medalist® t-shirt made of a

fiber with a layer of real silver permanently bonded to it. Silver is antibacterial,
anti-odor, and anti-static.
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2.1.7 Duty Uniform Integration Concerns

For the facilitated discussion concerning duty uniform integration, participants commented
on issues about integrating numerous duty uniform components:

e Layering: Multiple layers of thick materials worn in cold weather cause loss of
mobility and inhibits access to duty belt equipment. All jackets and rain coats cause
some degree of hindrance. Some officers overcome this integration issue with under
layers instead of over layers.

e Jacket Design: One participant noted that the jacket issued by the department
accommodates access to the duty firearm, but when zipped inhibits access to all other

duty belt equipment.

e Duty Belt Design: Equipment required to be carried on the duty belt is increasingly
being mandated. Depending on the wearer’s size, the equipment may not fit on the
belt. The weight of the equipment, once added, is a hindrance to some.

e Body Armor: Participants from Chicago and St. Louis indicated adopting an exterior
vest that is identical in appearance to a standard duty uniform shirt." Its first feature
visually integrates body armor with the department’s uniform. Its second feature
alleviates the load carriage concerns mentioned previously, as it allows the wearer to
move equipment up to the vest and off the duty belt. However, one participant
commented that, although visually attractive, exterior body armor creates handholds
at the shoulders that an assailant may grab to overpower the officer.

2.1.8 Prioritization of Protection Needs — Exercise Results

The group was presented with a threat matrix, and was asked to describe where their duty
uniform needs fit in relation to threat levels and frequency of occurrence. The horizontal axis
represents the potential frequency or likelihood of threat occurrence. The vertical axis
represents the range in severity of the potential threat, up to and including death. As seen in
Table 2, participants identified the greatest risk, with highest frequency, as being a firearms-
related threat. The highest level threats indicated, following “gunshot,” were:

e Weaponized Chemicals (less likely than “gunshot,” but with a potentially catastrophic
outcome); and

e Blood borne Pathogens (frequent occurrence and potentially critical outcome).

! The exterior vest cover maker referred to by two focus group participants was J.G. Uniforms
(www.jeuniforms.com) of Chicago, Illinois.
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Table 2. Prioritization of Protection Needs

Prioritization of Protection Needs

Category Frequent Occasional Seldom | Unlikely

Catastrophic -
May result in Gunshot'
death

Weaponized
€ hemicals

UV Threat
Protection -
ot CUMULATIVE

ritical - may
cause severe Hinnise | Chemicalss | Environmental®
injury, major Pathogens” - (frostbite
property damage, DuicinralSland) ‘ example)
significant $ loss ‘”
Flame
Protection

Marginal - May
cause minor
injury, illness,
property damage,
$ loss

-
=
o
5
=
o
>
"
o

Negligible -
hazards present a
minimal threat to
safety, health, and | Environmental

well-being of

involved
personnel
DEFINITIONS:

Industrial Chemicals - lawfully held

Weaponized Chemicals - not lawfully held; WMD event
Biologicals - someone's blood or cut on someone's arm

UV Threat Protection - can be “cumulative” or “immediate”

! Gunshot-Catastrophic, but frequency depends based on population size and environment (urban/suburban)
2 Have to view this from a geographic perspective, as threat probability changes based on location; is also

event-driven
3Special considerations: Football season; small nuclear reactor on campus; accidental exposure

as weapons degrade
*Hazardous incident risk/winds coupled with cargo accident rail/highways, risk of accidents

(ex: Ann Arbor - surrounded by highways, gas lines that come through communities; super pipelines)
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2.1.9 Duty Uniform Integration Issues — Survey Results

A brief paper survey was distributed to focus group participants at the conclusion of the
facilitated duty uniform discussion. For the survey, they were asked to prioritize their top
five duty uniform integration issues from one to five, with one being the greatest duty
uniform integration issue, two being the second greatest issue, and so on. Responses were
tallied into several specific protection categories, shown in the following table. In Table 3
below, a weighted sum score is also shown, applying different weights to the five ranks to
give an overall score that represents the participants’ opinions. Frequency and average
ranking for each integration issue area are also listed. This survey was completed by 14 of
the total 15 participants.

Table 3. Duty Uniform Integration Issues — Survey Results

Weighted
Frequency Avg Rank' Sum’

Comfort 11 3.36 37
CB Protection 10 3.00 30
Appearance 7 4.29 30
Environmental 8 3.50 28
Access to Equipment 7 3.71 26
Durability 9 2.67 24
Proper Fit 4 1.75 7
Compatibility 1 5.00 5
Other’ 1 4.00 4
Alternate "suit" 1 3.00 3
Load Capacity 1 1.00 1
Conductivity’ 1 1.00 1

'Participants prioritized needs by ranking them from 1 to 5 (1= Greatest Integration

Issue)

*Weighted sum is determined by applying weight to each rank and computing the
sum. Weights: 1st=5 pts, 2nd=4 pts, 3d=3 pts, 4t =) pts, 5h =] pt. Greater weighted
sum indicates higher group ranking.

3One participant indicated National Incident Management System (NIMS) as a duty
uniform integration issue; no further specificity was provided and therefore this was
classified as “Other.”

* One participant reported “electrical threats: Taser®, live wires,” which is classified
as Conductivity above.

Overall, comfort and CB Protection were identified as the greatest integration issues for any
duty uniform. Comfort was the most dominant response, with 11 occurrences. The weighted
sum of 37 indicates the group’s ranking in terms of importance was highest for comfort as
well. CB protection was listed 10 times, and Durability was cited 9. Appendix H has a more
detailed summary of these integration issues.
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2.2 Facilitated Discussion: Integrated Head Protection

Objective: For each participant to describe their current head protection, perceived threats,
and baseline requirements for protection.

The discussion on integrated head protection was preceded by presenting a visual display of

Figure 2 depicting Integrated Head Protection as: “A System of Sub-Systems” comprising
the following component areas:

A System of Sub-Systems
Protection HEAD G
Thermal Comfort NN VISION Protection
Physical Comfort i %W;;,‘g,gf LR Lgcal Avyareness
Fit/Adjustability G R Visual Displays
Power / Data il E} gﬁ%%‘: o Enhanced Vision
Detectors %{T v{ B8EEEau 4))

HEARING kdEe RESPIRATORY
Protection SESN Protection
Local Awareness N « Ventilation
Auditory Displays \ 7
Enhanced Hearing i IR

it = SPEECH
~ Voice Comms

T Speech Input

Figure 2. A System of Sub-Systems

2.2.1 Current State of Integrated Head Protection

The discussion on the current state of head protection for LE personnel included candid
comments by participants regarding their experiences wearing different types of head

protection. The tactical area of law enforcement operations while wearing head protection
included the following experiences:

e Backface Deformation: One participant was using surplus military head protection,
which when live fire-tested, had rounds that penetrated the head protection. The “trauma
bubble” created in the head protection in tests would have been devastating to the wearer.
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e Comfort/Protection Trade-Offs: Another participant stated they use Second Chance®
Level III* helmets that were selected for their ballistic protection. However, the officers
take off the face protection because it’s not cool (both in temperature and perception of
the wearer). It provides no ventilation and fogs up depending on the climate and time of
year.

e Communications Degradation: Officers also reported diminished ability to give voice
commands as the face shield comes way down and is designed to protect the throat.

Participants described the current state of head protection for motorcycle and bicycle officers
as being similar to each other, but differing from tactical head protection. The leading
concerns for motorcycle officers’ head protection were protection from crash/trauma impact,
good visibility and effective communications. Bicycle officers’ head protection concerns
were also led by crash/trauma impact. However, their next priorities were temperature and
ventilation. Additional protection comments included:

e Motorcycle communications require wires that are external to head protection, and
connect to the radio system.

e Bicycle helmets do not provide enough ventilation.
There is no standardized “law enforcement” bicycle helmet.

e Many officers use motorcycle helmets when deployed to crowd control situations.

One ‘‘state of integrated head protection” concern voiced by many participants was
suspension systems used to suspend and secure head protection. Participants considered these
systems problematic, though fundamental to officer protection as loss or removal of head
protection in tactical, motorcycle or bicycle operations could result in catastrophic injury.

? We understand that the NIJ Standard 0106.01 for Ballistic Helmets contains no Level III protection type, but
the comment is a direct quote from the focus group, left in to maintain the integrity of the data collection in the

context it was made.
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2.2.2 Prioritization of Protection Needs — Exercise Results

The group was presented with a threat matrix, and was asked to describe where their head
protection needs fit in relation to threat levels and frequency of occurrence. The horizontal
axis represents the potential frequency or likelihood of threat occurrence. The vertical axis
represents the range in severity of the potential threat, up to and including death. As seen in
Table 4, participants identified the greatest risk, with highest frequency, as being temperature
related threats.

Table 4. Prioritization of Protection Needs — Exercise Results

Prioritization of Protection Needs

Category Frequent*® Occasional Seldom Unlikely

Catastrophic - May Temperature
result in death Protection

Critical - may cause
severe injury, major Vision
property damage, Protection”
significant $ loss

Marginal - May cause
minor injury, illness,
property damage, $
loss

-
7
oz
~
W
-
Y
Vs

Negligible - hazards
present a minimal
threat to safety, health,
and well-being of
involved personnel

Risk Levels Extremely High Medium -

*Frequency may vary based on geographic area...urban areas - more potential for frequency of occurrence
than non-urban areas.

! Can impact tactical mission if operator goes down; mental acuity suffers prior, and partner steps in
to assist

2 Vision protection should be married to helmet design.
3 Should be modular to allow for flexibility, based on environment/mission.
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2.2.3 Head-Borne Capability Needs vs. Wants

In addition to the helmet platform, and within the concept of a head protection system of sub-
systems, participants were asked to identify their needs and wants for additional head-borne
capabilities.

Participants covered a broad spectrum of head-borne capability needs, which included
protection from:

Impact/Blunt Trauma Protection - Pavement/crash protection;

Ballistic;
Thrown Objects:

Fire Impact - civil disturbance perspective (Molotov cocktail);
Bio-Hazards - civil disturbance environment;
Hearing Protection - Peltor®™ type noise reduction from gunshots, flash bangs;

Eye Protection -Vision Protection;
Respiratory Protection Fit - provide for face seal; and

Thermal Threat - need for temperature stabilization — active venting or active cooling that

circulates fluid through the helmet to regulate temperature extremes. Helmet temperature
in Scottsdale can be up to 130° F. The opposite applies for northern climates in extreme
cold.

Participants were asked to discuss a head protection “wish list.” One participant responded
that hearing flexibility was a priority, stating that venue may determine hearing requirements.
In the wilderness you want acute hearing, but in an urban environment that same level of
hearing acuity, within the head protection may be too much. The suggestion of head
protection flexibility was seconded by another participant who framed it as requiring
“modularity.” He suggested that to him, head protection “modularity” meant the desire for
“plug and play” flexibility, based on venue and threat protection levels.

When asked what capabilities are required to integrate with the helmet platform, participant
responses were as follows:

Communications must be integrated with the helmet platform;

Eye protection should be integrated with the helmet and not conflict with
communications;

Respiration systems must work with head protection, and not cause a conflict:

- Self-contained Breathing Apparatus (SCBA)

- Powered Air-purifying Respirator (PAPR)

- Air-purifying Respirator (APR)

Suspension and securing of head protection must accommodate comfortable
breathing and face seal, and not conflict with firing a weapon;

Provision of helmet lighting (modular/as needed for confined space entry/ tubular
environment or explosive/mechanical breeching); flip up light when you need both
hands; either infra-red (IR) or white light; and
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¢ Helmet mounted camera is desirable (tactical entries are recorded to document threat
levels) similar to a Taser® camera.

Several participants raised the need to establish LE specific standards for head protection and
related protection elements within the head protection “system.” One participant
characterized as “multi-level,” the issue of a lack of standards. Existing head protection
standards for law enforcement are limited to ballistic protection. Nowhere do existing
standards address the participants numerous needs and wants in tactical, motorcycle and
bicycle officer head protection areas.

Several participants reported that manufacturers provide products without standards, fitting
them to wearer(s) independently, and that significant fitting and sealing issues exist between
head protection and many types of breathing equipment. Lack of guiding standards,
compounded by manufacturers operating independently of each other, is a recipe for
incompatibility.

2.2.4 THP Integration Concerns

The integrated head protection discussion was conducted by perceiving the head environment
as a “system of sub-systems,” and it generated significant comments, particularly pertaining
to integration.

The suspension and strap system for head protection was a major concern. Weight and
balance shifting of head protection can immediately affect integration and effective operation
of other PPE elements. The more functionality added to the head protection platform, i.e.
night vision equipment, headlamps, etc., the more critical head protection suspension,
balance and securing structures become.

Specific head protection integration comments provided by participants were as follows:

e Helmet suspension systems do not provide capacity
for increased weight in front (i.e. the addition of
night vision equipment, lights, cameras, etc.).

e Helmets prevent getting a good “cheek weld” when
firing a shoulder weapon.

e Suspension straps do not integrate well with ear
pieces.

e Securing the helmet strap while wearing APR is very
difficult.

’ e The head protection face shield makes wearing APR
impossible; the face shield must be removed.

e Current head protection systems make it difficult to maintain a proper APR face seal;
the slightest movement can result in the loss of the APR face seal.

Weapon sighting is very difficult while wearing a head protection face shield;
Head protection face shields fog up with condensation.
Communications while wearing tactical helmet are a constant problem.
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Participants were asked to provide ideas and suggestions to correct, or at least mitigate some
of the head protection integration problems they cited. Suggested improvements follow:

e Protective headgear, form-fitted accurately to the individual so it provides customized
suspension would not require a chin strap;

e Face shield or face protection that retracts into the helmet body, perhaps between
layers, and can be raised or lowered as needed for accurate weapons sighting; and

e User configurable “modularity” for head protection additions, that have universal
mounts can permit agencies to select mission-specific equipment while reducing
costs.

One participant reported some degree of success with head protection integration. He
successfully used a fire helmet for head protection that had great communications capability,
integrated well with SCBA and accommodated an add-on light. This agency purchased law
enforcement SCBA to match that of their Fire Department. If the Fire Department supports
law enforcement, he knows his SCBA is compatible with their equipment. This participant
also recognized that despite its apparent head protection and equipment integration
advantages, the Fire Department helmet was tactically unsound and provided only limited
ballistic protection.
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2.2.5 Integrated Head Protection Integration Issues — Survey Results

All 15 participants completed a brief paper survey at the conclusion of the facilitated IHP
discussion. They were asked to list their top five IHP integration issues, ranking them from
one to five, with one being the greatest IHP integration issue, two being the second greatest
issue, and so on. Their responses were tallied into several specific protection categories,
shown in Table 5. A weighted sum score is shown in the table below, applying different
weights to the five ranks to give an overall score that represents the participants’ opinions.
Also shown is the frequency and average ranking for each integration issue area.

Table 5. Integrated Head Protection Integration Issues — Survey Results

Weighted
Frequency Avg Rank' Sum’
Head Protection to CBRNE Gear Fit 15 3.47 52
Communications 10 3.40 34
Suspension- Harness 7 4.43 31
Eye Protection 9 3.11 28
Standardization of Add-Ons 6 2.50 15
Impact Protection 3 4.00 12
Ballistic Protection 2 4.50 9
Hearing Protection 5 1.40 7
Environmental 2 2.50 5
Head Protection to APR Fit 1 5.00 5
Weight 1 4.00 4
Head Protection Fit 1 2.00 2
Adaptability (i.e. from Bike to Riot gear) 1 1.00 1

'Participants prioritized needs by ranking them from 1 to 5 (1= Greatest
Integration Issue)

*Weighted sum is determined by applying weight to each rank and computing the sum.
Weights: 19=5 pts, 2"=4 pts, 3™ = 3 pts, 4™ =2 pts, 5™ =1 pt. Greater weighted sum
indicates higher group ranking.

The fit between head protection and CBRNE Gear led in frequency of occurrence and
average rank (prioritization level). All participants mentioned the issue in their survey
responses, and it was given a high priority. Communications was also a top priority
integration issue with the group, as were Suspension, Eye Protection and Standardization of
Add-ons. Appendix I has a more detailed summary of these integration issues.
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2.3 Facilitated Discussion: Chemical / Biological Protection

Objective: For each participant to describe what integration problems exist in chemical
biological personal protective equipment, to describe their current CB equipment and
discuss its positive and negative features.

The discussion on chemical/biological protective equipment focused on the Perimeter
Control, Tactical Operations and CSI mission roles. (Mission roles are described in Appendix
E).

2.3.1 Chemical/Biological PPE Integration Issues

Focus group participants represented many different agencies and used PPE from various
manufacturers. The integration discussion sought responses about how PPE components
worked together. By consensus, participants quickly offered that piecemeal manufacturing
and assembly of a complete PPE ensemble from independent components presents
significant integration challenges.

Lack of Law Enforcement Specific Standards — Participants agreed universally that the
biggest PPE integration issue law enforcement faced is having duty items built to National
Fire Protection Association (NFPA) standards and applied to law enforcement. Participants
identified the need for creative solutions to adapt and improvise existing fire service
standardized equipment to their own mission roles.

Issues demonstrating the need for law enforcement specific PPE standards included:

e Body Armor/SCBA Incompatibility: One participant overcame an issue associated with
using a single piece ballistic load bearing vest with SCBA or PAPR. To overcome this
integration conflict, the participant modified the vest by adding a Modular Lightweight
Load-carrying Equipment (MOLLE) attachment system to the back of the vest.

e Shoulder-fired Weapons/SCBA Incompatibility: Another participant mentioned that the
shoulder strap (that secures the tank to the SCBA) interferes with proper positioning of
shoulder-fired weapons.

e PPE Equipment Positioning — Current PPE lacks easy access to LE-specific equipment,
and there is a desire to innovate in this area. Many participants find positioning and
accessing equipment while wearing a CB ensemble a challenge. Suggestions included
over-suit MOLLE vests.

e SCBA Tanks — The SCBA tank designed for the fire service is large. Law enforcement
missions requiring SCBA would be more flexible using mission-scalable solutions. One
participant mentioned a recent agency purchase of a hybrid system (military-designed
Patriot® system). It has a PAPR and a one-hour bottle with a sensor to continually
monitor the atmosphere.’

3 For longer missions done in chemically and biologically contaminated areas, the Patriot®—a hybrid system
manufactured by Wilcox Industries Corp., combines open- and closed-circuit breathing systems, and allows
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Helmet/SCBA - Integrating the SCBA mask with the helmet system is a problem.
Helmet seating and proper mask fit are significant concerns. Donning the helmet while
wearing SCBA hinders fastening the chin strap and compromises the forehead edge of
the mask fit. One participant suggested integrating cooling technology into the head
protection system.

Compatibility — Several participants described purchasing equipment from different
manufacturers and assembling a “mix and match” ensemble in fashion. In the absence of
law enforcement specific standards, the fit suffers. One participant noted, “We buy a lot
of equipment that just sits in boxes. We tested it out, but depending on the situation, we’ll
use something else. Now we have a trailer full of incompatible equipment.” No one has
required manufacturers to develop PPE components compatible with each other. Separate
CB PPE items are developed and work well independently, but integration problems arise
when they need to be joined as a system.

Additional integration issues include:

Communications —Voice amplification beyond the CB ensemble is challenging when
issuing simple voice commands to assist or control civilians. While communicating with
team members and the command post is possible, communicating with suspects, victims
and crowds (for crowd control) is difficult.

Proper Fit Basics - PPE integration begins with proper fit. Stores carry sizes S, M, L, and
XL — one participant asked why manufactures do not produce PPE garments in more
customer-friendly sizes, similar to retail stores?

Seal Between Boot and Pant L.eg — Participants expressed concerns about using tape to
seal the pant leg to the boot. They described compromising the suit when the tape used to
create the seal was removed.

Electromagnetic Pulses (EMP) — Participants stated that they tend to get so wrapped with
electronics that they forget there are threats from electromagnetic pulses (EMPs) that can
render useless all of the equipment, including electronic SCBAs.

Telemetry — One participant suggested an affordable telemetry system that transmits
information back to command about the atmosphere the officer is walking through, and
the remaining amount of air.

2.3.2 Mission Role Task Validation — Exercise Results

During the Chemical/Biological Protection discussion, participants were presented a list of
frequently performed physical activities and were asked if these activities applied to
Perimeter Control, Tactical Operations, and Crime Scene Investigation (CSI) mission roles.
After completion, the group compared their results to those of the focus group held in

users to switch back and forth between modes depending on their needs. Unlike closed-circuit breathing
systems, open-circuit breathing systems contain compressed air in a breathing bag that is inhaled by the user
and expelled from the system—thus draining the air supply. The Patriot® gives users the choice of open- and
closed-circuit systems. Users can either power it by using their own air, or they can use the air stored in its 2.5
liter breathing bag. The Patriot® can perform for up to eight hours in contaminated environments without
needing service. http://www.military-medical-technology.com/print_article.cfm?DoclD=1992
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Arlington, Virginia, November 15-16, 2006, and discussed differences. (Appendix J contains
the matrices from Scottsdale and Arlington).

Results of the comparison between the Arlington, VA and Scottsdale, AZ focus groups are
detailed below:

e Weapons Proficiency/Weapons Retention/Fire and Movement/Engaging Moving
Targets (CSI): While the Arlington group agreed that these tasks were required for the
CSI mission role, the Scottsdale group’s viewpoint differed, and it did not reach a
consensus. Factors contributing to the mixed response in Scottsdale included:

- The presence of a civilian full-time crime scene investigator (i.e. weapons are not
carried by civilian crime scene investigators).

- The opinion that once the scene is “secure,” only evidence collection should take
place, regardless of being sworn or non-sworn.

e Ground Fighting — Hand-to-Hand (Tactical Operations): The Scottsdale group
contended that ground fighting was less likely in a CB environment, as the threat of hand-
to-hand combat represented a lethal threat (i.e. a tear or suit breach may result in fatal
contamination to the officer), thereby warranting application of deadly force. This
opinion was countered by other officers who indicated their departmental policy would
not sanction such action. Others discussed situations in which a victim may not have ill
intent, but that panic and distress caused by the scene (and an officer wearing SCBA)
could create hostility. The Scottsdale group stated that the definition required
clarification, suggesting that “ground fighting” should be defined as “someone who
comes on scene and challenges us to a fight; it is adversarial in nature from the

beginning.”

o Self-Defense (CSI): Two of the Scottsdale participants said that self-defense was
required for CSI, but the majority of the group and the non-sworn crime scene
investigator stated that it was not necessary (The Arlington focus group concluded it was
not necessary). Those that considered self defense a required task held the opinion that
awareness training (about self defense) was necessary.

e Evacuation, Site Security (CSI): Evacuation and site security topics led to lively
discussions and differences of opinions. While the Arlington group concluded that neither
was required for CSI, the Scottsdale group discussed the possibility that something may
be missed in securing the scene, and evacuation would be necessary. One participant
argued that this was the exception to the rule, and the exercise is to define “normal”
requirements. Yet another participant said “evacuation” refers to evacuating the public,
not personnel on-scene. A Scottsdale participant highlighted the fact that today’s crime
scenes are not like yesterday’s. While investigating a scene where an improvised
explosive device (IED) went off, another one may be missed. The prevalence of terrorist
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incidents may be changing our definition of what is “normal.” Lastly, in the area of site
security, one participant noted that crime scene investigators may be required to secure
the site from others with badges or status, including mayor’s orders. He acknowledged
that while this is less in a CB environment, it may still be necessary and it is the
responsibility of the CSI personnel to provide site security in the hot zone.

e CBRN Sampling/Monitoring (Perimeter Control): While the Arlington group
concluded that CBRN Sampling/Monitoring was required for perimeter control, the
Scottsdale group’s opinions varied. Two participants from larger departments described
that the responsibility for monitoring and adjusting the perimeter was done by outside
parties (i.e. a special team, or the fire department) in communication with the command
post. The perimeter is flexed based on atmospheric monitoring and computerized plume
modeling. Other participants, from smaller departments, described pager monitors on the
duty belts of the perimeter personnel, and contended it was a first responder
responsibility. The group concluded that in a CB environment, a lot of resources will be
called on, but until they show up and relieve the first responder of their role, it may be
necessary for the first responder to take on monitoring responsibility.

e CBRN Evidence Collection (Tactical Operations): The Arlington focus group
determined this was an essential task; however, the Scottsdale group was again, divided.
One participant noted that the training enabled their tactical team to obtain guidance
through discussions with the lab technicians, as to how to deploy in a CB environment.
Another participant noted that they prefer Special Operations to be cross-trained, so
civilians don’t have to be involved.

e CB Perimeter Characterization/Identification of Threat: The Scottsdale Group was
troubled by the task definition and discussed adding or replacing it with a new task
entitled, “CB Perimeter Landscape Characterization,” defined as the awareness of
what the threat concerns are relative to the landscape (i.e. where the water is flowing,
etc... “You don’t want to be downstream of that.”).

The exercise to validate law enforcement tasks within a chemical biological environment was
productive. Practitioners confirmed, through discrepancies in their responses, the reality and
complexity of performing law enforcement duties while wearing PPE. Comparing
practitioner responses between the focus groups in Scottsdale, AZ an<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>