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ABSTRACT

Today’s first responders confront a common challenge, namely the lack of
exposure to and experience with asymmetric threats (i.e., terrorism and natural disasters)
in training venues that would enable them to develop familiarity with these novel
situations. Different problem-solving strategies currently employed by today’s first
responders are described, along with situation awareness and how to best leverage first-
responder experience. Literature on expert versus novice decision making, situation
awareness, recognition-primed decision making, and scenario-based learning was
leveraged to design the thesis experiment. Through scenario-based exercises, the thesis
attempted to discover whether the decision-making skills of an experienced fire officer
(expert) can be learned by newly promoted officers (novice). Results from this
experiment provided insight and plausible remedies regarding today’s asymmetric threats
in the form of recommendations to enhance the first responder’s ability to develop good
situational awareness and decision making

The goal now is to use research results and recommendations as a springboard to
develop training that helps a novice to effectively respond to asymmetric threats.
Experiment results indicate that, by combining scenarios designed to expose novices to
situations they may not experience during routine operations with timely expert feedback,

an individual’s decision-making skills and situation awareness can be improved.
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l. INTRODUCTION

Naturalistic decision making is the way individuals use their experience to solve
problems in real-world settings, identifying their situation and taking action during times
of uncertainty. Decision-making theorist Gary Klein believes that today’s first responders
often use their “power of intuition” when problem solving in their respective lines of
work. They have to — time is a rare commodity at a fire, in an emergency room, or at a
crime scene. Experienced firefighters, nurses, and police officers exhibit expert problem-

solving skills every day in their emergency response roles.

Thesis research — and beliefs regarding naturalistic decision making,
expert/novice problem solving, and situation awareness — remains loyal to those of
Klein, Endsley, and Cohen. Namely, that effective first-responder problem solving is
often a product of experience. While first responders have been interviewed and studied
regarding their decisions making experience and processes employed, this thesis connects
decision-making theory with current novel real-world problem scenarios by identifying
the problems facing today’s first responders, plausible solutions, and recommended

treatments for training personnel on novel situations.

This research was conducted for several reasons. First, it joins the beliefs of
today’s leading decision-making theorist, Gary Klein with first-responder problem
solving via real-world examples and scenarios. Second, through the use of real-world
examples derived from personal experiences and shared story telling, an individual often
sees the relevance of the theory to their particular domain. Third, when the connection
between theory and reality is discovered, the learning has meaning. For instance, what
does an expert consider and what analogues does he create when solving present-day
problems? These considerations and analogues are captured through this thesis’ scenario-

based examples and experiments.

An expert and novice fire officer may intuitively agree on the risk vs. reward

factors regarding the commitment of firefighting personnel to a vacant building fire.
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When problems become complex, however, resulting in decision-making situations that
require more than basic knowledge to solve, individuals must rely on more advanced
skills to help them reach a decision. For example, when the officer in command receives
reports that the building is now in danger of falling down and that squatters have been

living in the building, the risk vs. reward factors become more complex.

By providing exposure to the skilled performance that reflects experts’ intuitive
thought processes during everyday emergencies, today’s less-experienced decision
makers can begin acquiring the same skills through structured scenario-based training.
When expert feedback on their responses to asymmetric scenarios is provided to novices,
the novices can begin to learn how to think through a problem in a way that is similar to
the experts. Only then can one attempt to take those expert skills and talents and try to

superimpose them onto a novice’s problem-solving skills in an asymmetric environment.
A. PROBLEM STATEMENT

Fire service personnel solve fire ground problems using several decision-making
strategies; one approach employs the recognition-primed decision-making (RPD)
strategy. RPD includes several techniques: pattern matching, cue recognition, mental
simulations, and mental models. Pattern matching helps fire personnel recognize
similarities to other situations by matching cues from the current situation such as the
color of smoke with templates stored in memory and finding a match. A template is a
group of cues, stored in long-term memory that represents a particular instance of a
situation, for example, a specific type of fire. Cue recognitions help the decision maker to
identify critical pieces in the patterns. Mental simulation allows the decision maker to
mentally simulate applying a particular course of action to see how well it will work.!
Mental models store information in an organized fashion, and are often referred to as the

decision maker’s “schema.”2 Mental models afford decision makers the ability to

1 Gary Klein, Sources of Power: How People Make Decisions (Cambridge, Mass: M.I.T. Press, 1998),
92.

2Mica R. Endsley, “Expertise and Situation Awareness” (eds) Neil Charness et al., The Cambridge
Handbook of Expertise and Expert Performance (New York: Cambridge University Press, 2006): 638.
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construct personal paradigms (the individual lens we use to view the world) that can
accommodate the current dynamic event. Many first responder decision-making
techniques are learned through trial-and-error problem solving during emergency
response events. Once these techniques are mastered, fire service personnel use them as
decision-making tools to effectively assist them in their problem-solving strategies during

an emergency response operation.

A second strategy uses fire service Standard Operating Procedures (SOPs). SOPs
are developed from fire service training guides and related publication manuals. The
procedures included in training guides are the result of over one hundred years of
collective on-the-job experience, and are reinforced through training and exercises. For
example, an effective method to evaluate a fire department’s SOPs and operational
readiness concerning a high-rise building fire is to conduct a full-scale exercise in a
building of this type. From a decision-making standpoint, SOPs are imperative because
fire service personnel from a variety of locals often respond to the same incident; to work
together effectively, they need common points of reference and similar training
backgrounds. The National Incident Management System (NIMS) addressed multi-
department operations by introducing an incident management system that provides a
consistent approach for all levels of response to work together in preparing for,
responding to, and recovering from domestic incidents regardless of size or complexity.3
New York City’s Citywide Incident Management System (CIMS) is the City’s
implementation of NIMS for managing emergency incidents and planned events in New
York City.4 For example, an incident commander’s operational decision needs to be
understood, not only at that strategic level, but also at the tactical level. Because strategy
and tactics are somewhat streamlined throughout the fire service, decisions made and

problems solved will be predicated on the common goal of protecting life and saving
property.

3 Department of Homeland Security, National Incident Management System (March 1, 2004): 1.

4 New York City Office of Emergency Management, Citywide Incident Management System (April 6,
2005): 6.
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In their attempt to solve problems and make effective decisions under emergency
conditions, fire service personnel synthesize their own real-life firefighting expertise with
the collective experiences of numerous fire service personnel conveyed via SOPSs,
training, and education. Experience, developed through direct participation and
observation, has given the fire service a distinct advantage when it is required to solve

problems in their area of domain-specificity.

In addition to their everyday problem-solving and decision-making responsibilities,
fire service personnel are now confronting a novel concern: decision making in an
asymmetric threat environment, or situations with environmental factors that are unorthodox,
surprising, urgent, and unforeseen. The decision strategies normally employed by fire
personnel are not always effective because these novel situations do not match the stored
patterns the firefighter has accumulated from years of experience. Pattern matching, cue
recognition, and mental simulations do not always apply to these unique situations. Examples
of an asymmetric threat environment include chemical, radiological, biological, and other
forms of terrorist attacks on critical infrastructure (such as 9/11), and natural disasters
(wildland fires, hurricanes, earthquakes, and floods) that threaten a population that has grown
in density over the past fifty years, and thus are of much greater consequence than those for
which fire services were traditionally trained and prepared. Urbanization of the rural
landscape has changed the way forest fires are fought. Trees are no longer the resources most
severely exposed to fire, now it is the homes and the people living in the forest.> As James
Davis has noted, “Fire managers across the nation are confronting the rapidly developing

problem of people moving into wildland areas, increasing what has been termed the

wildland-urban interface.”6

Most significant fire-related events have the potential to generate many casualties
and cause widespread environmental damage. An asymmetric attack is not inherently
worse, but is rather unconventional in some aspect, obliging responders to operate in a

world of uncertainty. The fire service now confronts a new threat without the benefit of

5 WUI Professional Development Program, “Module 1: Trainer’s Guide Wildland-Urban Interface
Issues and Connections.” http://www.interfacesouth.org/products/pdf/mod1.pdf. [Accessed June 8, 2007].

6 James B. Davis, “The Wild land-Urban Interface: What It Is, Where It Is, And Its Fire Management
Problems” (n.d.): 160. http://www.cnr.berkeley.edu/~fbeall/050.pdf. [Accessed June 8, 2007].
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the real-life experience and the SOPs necessary to create effective situational awareness
(SA). “Simply put, SA is knowing what is going on around you. Inherent in this

definition is a notion of what is important.” 7

Expert decision makers are said to think and act intuitively, often relying on “gut
instinct” — honed by experience — to make crucial decisions. This is naturalistic decision
making in its most basic form. Without experience, though, decision makers may reason like
novices. Because they have no mental models stored (based on experience), there are no
patterns to match or cues to recognize. In some cases, the decision maker relies on a rational
choice strategy. These strategies may not produce the best course of action (COA) for first
responder decision makers to use in emergency situations. The problem with rational choice
strategies is that, because they involve methodical, multi-step processes, they are labor-and
time-intensive; because of this, the decisions are often obsolete and ineffective when it comes
time to institute them. The following seven-step problem-solving model from William
Duggan’s “Coup D’oeil; Strategic Intuition in Army Planning.” is one such example of this

lengthy process.

o 1 - ID the problem Who, what, when, where and why?
C
O
N | —3 | 2 - Gather information Facts, assumptions, and interests
K JuinkeD |
N 3 - Develop criteri Screening & Evaluation

— - p criteria
U
A
L Suitable, feasible, acceptable,
L -3 | 4 - Generate possible solutions distinguishable, and complete
Y

. . Benchmark (Does the solution achieve
5 - ) !

A —p Analyze possible solutions the desired state?)
S
S .
E —+% | 6 - Compare possible solutions Determine the best solution
S
S -

! 7 - Make and implement the decision Decide and act

Figure 1. Seven-Step Problem Solving Model (from 8)

7 Endsley “Theoretical Underpinnings of Situational Awareness: A Critical Review,” Situation
Awareness Analysis and Measurement (Mahwah, N.J.:Lawrence Erlbaum Associates, 2000): 2.
http://www.satechnologies.com/papers/pdf/satheorychapter.pdf [Accessed April 2007].

8 William Duggan, “Coup D’oeil: Strategic Intuition in Army Planning” (November 2005): 15.
http://www.StrategicStudiesInstitute.army.mil/ [Accessed January 3, 2007].
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By relying on a rational thought process, Klein suggests that inexperienced
decision makers are viewing the problem via a very specific narrow lens. Klein, a leader
in the study of problem solving and decision making, calls this narrow vision approach
“hyperrationality,” because decision makers try to solve all problems based on logical
and analytical forms of reasoning.® Decision makers try to do all their thinking just by
applying a rational procedure. Imagine the ramifications of incorporating a narrow lens
approach while addressing a homeland security prevention, preparedness, or response
related matter and not seeing the application process in its entirety. Envision a homeland
security prevention initiative that was not based on experience in the decision-making
process. Prevention planners use past events as starting points for future plans. By not
utilizing their previous experience as a foundation for making decisions, planners are at

risk of missing the “big picture.”

Many real-world events do not allow for an in-depth analysis and size-up of the
scene. A fire officer operating at an expanding fire using a rational choice strategy would
take so much time to finally decide on ordering an additional alarm response that the
level of response would no longer be adequate due to the speed of the spreading fire.
Instead, when responding to these events, firefighters frequently rely on spontaneous
decision-making and problem-solving skills based on many years of accumulated
experience and training that has enabled them to develop expertise. When operating in an
environment that demands immediate action, use of the more analytic rational choice
strategy would require too much time to be effective. Because many events are so
dynamic, well thought-out decision-making strategies may not be applicable when it

comes time to institute them.
B. RESEARCH QUESTION

The research question investigated for this master’s thesis is: How to improve first
responder problem-solving and decision-making skills in today’s new threat

environment?

9 Klein, Sources, 260.



C. LITERATURE REVIEW

The literature discussed in this chapter concerning first responder problem solving
and decision making is divided into three categories: the asymmetrical environment,

decision-making strategies, and scenario-based training.

First, is the asymmetric environment that first responders are currently
experiencing, including both natural and man-made disasters. Experts in the field of
terrorism and disaster preparedness (Hoffman, Falkenrath, and Linstrom) provide
commentary on the current state of readiness and perceived threat. Discussions regarding
first responder levels of preparedness, along with recommendations designed to enhance
individual awareness levels regarding terrorism (McKinsey Report) and natural disaster
readiness (Federal Response Plan to Hurricane Katrina), underscore the decision-making

process.

Second, are decision-making strategies and theoretical frameworks, especially as
they pertain to expert versus novice decision making and to rational choice versus
recognition-primed decision strategies. How applicable are the fire/emergency decision-
making strategies at a hurricane or radiological attack? How does an expert prioritize
decision making? Klein, Duggan, and Endsley weave intuition, rational choice, and

situation awareness into a montage of decision-making analogues.

Third is scenario-based training in the first responder decision-making equation.
Scenario-based training can provide effective decision-making training without the
expense and risk of full-scale types of exercises, and can be self-paced to accommodate
various levels of an individual’s level of expertise and competence. Scenario-based
training helps practitioners connect theory with real-world applications/situations. A
scenario-based experiment (paper and pencil) comparing first responder experts and

novices was the focus of this thesis research.
1. Asymmetric Threats (Terrorism/Natural Disaster)

In his paper, Problems of Preparedness: U.S. Readiness for a Domestic Terrorist

Attack, Richard A. Falkenrath, the Deputy Commissioner of Counterterrorism in the New
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York Police Department, offers a suggestion to reduce the uncertainties of response.
Citing chemical and biological weapons as examples of asymmetric threats (uncertainty),
Falkenrath believes that first responders need to develop a deeper understanding of these
weapons (i.e., the agent’s properties of dissemination and interaction with the
environment). Additional considerations include the effects of an asymmetric attack upon
the civilian population, and how the civilian reaction will affect response plans. Will they
become part of the problem? Falkenrath suggests that the public’s reaction to a weapon of
mass destruction (WMD) incident needs to be integrated into the response plan.10 For
example, a radiological “dirty bomb” attack may require a mass/gross (copious amounts
of water) or technical (individual) decontamination of those exposed before medical
triage, treatment, and transport operations can begin. The public will view
decontamination as necessary or superfluous (depending on the degree of contamination),
especially when medical treatment is vital. How do first responders corral possibly
contaminated individuals so they can be assessed before they drift from the scene?
Whereas gross decontamination is designed to decontaminate large numbers of people by
passing them through a water shower/curtain often provided by a hose line, this
procedure might not be practical or well received in colder temperatures. How much
experience do first responders possess regarding the public’s compliance/cooperation

with these essential procedures?

In his article, “Weapons of mass destruction a threat from desperate al-Qaeda,”
Tom Allard reports that, according to Bruce Hoffman, an expert in the study of terrorism-
suicide bombers, the possibility of a terrorist attack using chemical, biological and
radiological weapons is growing. These weapons have not only a corrosive (physical)
effect but also a psychological one. Hoffman believes that the most likely unconventional

attack would come from a radiological or “dirty bomb.” “In a city like New York, the

10 Richard A. Falkenrath, “Problem of Preparedness: U.S. Readiness for Domestic Terrorists Attacks,”
International Security, 4.(MIT Press: Spring 2001): 13.
http://www.uky.edu/RGS?Patterson/desch/Readings/02-13/02-13 falkenrath_1.html. [Accessed May 23,
2007].
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economic impact would be immense.”11 This type of device causes more panic than
damage, while undermining public confidence in the government. Hoffman’s concerns
regarding public reaction reinforce Falkenrath’s suggestions to incorporate public
reaction into the response plan. Hoffman further cites the recent chlorine bomb
explosions in Iraq as another “unconventional” weapon that caused minimal property
damage while resulting in panic: “There are an endless number of truck bombs that have
killed in the hundreds but look at the reaction of Iragis to chlorine bombs. They are
absolutely panicked.” Hoffman feels that the terrorists are more dangerous than before

the September 11 attacks because they are more desperate.12

In Psychology of Terrorism, Richard Gist identifies the inherent resiliency of
today’s first responders when it comes to post-traumatic disorders from the nature and
emotional impact of their work. Several reports regarding post-traumatic stress disorder
(PTSD) reveal that first responders are “uncommonly resilient.”13 This resiliency enables
firefighters to provide a social function that must be exercised for communities to
prosper.14 While fire organizations are their communities’ first resources, providing the
normal functions related to hazards and safety, many fire organizations now require the
expertise regarding hazardous materials identification and mitigation, mass casualty
triage, decontamination, and technical rescues from natural disaster and structural
collapse.1> Acquisition of this expertise is correlated with decision making in two distinct
ways. First, the recognition of first responder resiliency, understanding that firefighters

do not get paid for what they do, but rather for what they might have to do, makes it

11Tom Allard, “Weapons of mass destruction a threat from desperate al-Qaeda,” Sydney Morning
Herald (May 24, 2007). http://www.smh.com.au/news/world/weapons-of-mass-destruction-a-threat-from-
desperate-algaeda/2007/05/23/1179601492715.html. [Accessed May 5, 2007]. n.p.

12 1hig.

13 Richard Gist, “Promoting Resilience and Recovery in First Responders,” (eds) Bruce Bongar, Lisa
M. Brown, Larry E. Beutler, James Breckenridge, Philip G. Zimbardo, Psychology of Terrorism (New
York: Oxford University Press, 2007): 418.

14 1pid., 419.
15 Gist, “Promoting Resilience and Recovery in First Responders,” 418.
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imperative that decision making is at an expert level. Second is the recognition that
additional expertise related to natural disasters preparedness is in accord with current
asymmetrical threat planning.

John Linstrom retired at the rank of assistant chief after twenty years of service in
fire departments in Texas and California; presently, he is an educational consultant for
the Fire and Emergency Training Network (FETN). Linstrom’s article, “Decision Making
on High Alert with New Threats,” reports that most responses are to fires, emergencies,
and medical events that are small and manageable. However, in today’s asymmetric
threat environment, officers must be alert to responses that appear to be routine, but in
fact are planned terrorist attacks. Lindstrom reports that 80 percent of terrorist attacks
involve the use of explosives.16 According to Grunnar J. Kuepper, the Chief of
Operations with Emergency and Disaster Management Inc., Los Angeles, chemical,
biological, and nuclear weapons pose the most significant challenges to emergency
responders, but the weapons of choice creating an “asymmetric threat environment” are

more often guns or explosives. 17

At the Madrid train bombings, secondary explosive devices were placed to target
first responders. In a Lessons Learned Information Sharing (LLIS) report entitled
Secondary Attacks: Failure to Perform Adequate Site Inspection Procedures, the Madrid
bombings highlight concerns about secondary attacks. At this incident, all unclaimed
personal belongings were removed to the police station. Included in these belongings was
a bag containing an explosive device wired to a cell phone. Fortunately, the cell phone
and explosives were not properly connected, and the device failed to detonate. Lessons
learned underline the inadequate site security and inspection procedures, while
underscoring the cautions that need to be taken at terrorist sites.18 These cautions need to

be the stimulus for enhancing first responder asymmetrical decision making on a tactical

16 john Linstrom, “Decision Making on High Alert with New Threats,” Fire Chief (April 2004): 29.
[Accessed Proquest, January 2007].

17 Grunnar J Kuepper, “Shooting at LAX on July 4, 2004: Lessons Learned,” IAEM Bulletin (October
2002): 20. http://www.LLIS.gov. [Accessed May 25, 2007].

18«Secondary Attacks: Failure to Perform Adequate Site Inspection Procedures” (September 15,
2004). http://www.LLIS.gov. [Accessed May 25, 2007].
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and strategic level. By sharing lessons learned from similar incidents, first responders
operating at subsequent incidents will be more attentive to cues and aware of their
importance. Via experience, they will have a greater capacity to connect the past and
present, and not miss a cue/pattern that was overlooked because the

knowledge/experience was missing.

Steve Lambakis et al., report in Understanding “Asymmetric” Threats to the
United States, that a biological weapon’s attack against a population will have a much
different effect than the same attack in a battlefield. Although masks are an acceptable
means of protection against such an attack, will the masks and knowledge of attack be
available? The United States does not have the monitoring capabilities to detect all types
of agents. Unknown or generically altered agents will not be in the monitor’s “library.”
Additionally, the Lambakis report claims that there are millions of locations where a
detector can be placed; obviously not every location can be protected. Attackers know
which agents have a vaccine and will avoid the use of particular agents. Lastly,

effective treatment depends on a rapid diagnosis.19

A review of the McKinsey findings reveals that first responder experience and
prior training (emergency response drills) allowed first responders to think and act
intuitively at the Pentagon on September 11, and to make effective decisions. Conversely,
due to a lack of familiarity and experience concerning today’s asymmetrical threat
environment, first responder decision making at Ground Zero20 and Hurricane Katrina2!
in the days following the event was not as effective. Analyses of such events have
underscored the need for improved decision-making skills and provided tangible proof
that recovery efforts were adversely affected when the decision-making and problem-

solving tools were not available.

19 Steven Lambakis, James Kiras, Fristin Kolet, “Understanding ‘Asymmetric’ Threats to the United
States,” National Institute for Public Policy (September 2002): 33. http://www.nipp.org. [Accessed May
23, 2007].

20 New York Police Department, “Improving NYPD Emergency Preparedness and Response,” (New
York: McKinsey and Company, 2002).
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A RAND report titled, Protecting Emergency Responders: Lessons Learned From
Terrorist Attacks, reviewed three first responder issues in the days following a terrorist
attack, and how prior training may have assisted decision making. The successful
establishment of a perimeter control at the two sites (Pentagon and Ground Zero) was
influenced by many factors; the Pentagon was in a rural setting with limited access, while
Ground Zero was in an urban environment with many access points. However, the
number of access points and site location were not the sole contributing factors
determining the accomplishment of the objective. For example, in reviewing post
operations at the Pentagon, the RAND report points out that “Federal, state, and local
agencies involved were accustomed to working with each other and had practiced
emergency-response drills. Several firefighters agreed: “What made it [effective] was the
training that we do all the time with the other jurisdictions, commands, and knowing the

people.””"22

A post-9/11 report prepared by McKinsey and Company for the NYPD identifies
site security at Ground Zero in the days immediately following September 11, 2001, as
inadequate. Perimeter security was not adequately established, estimating the risk of a
second attack was not made a priority, and leadership was unclear on how to obtain
additional resources.23 According to Falkenrath, “While preparedness plans should be
addressed in exercises and simulations, no exercise can substitute for real world
experiences, and because life safety and normal life activities cannot be sacrificed,
exercises will always contain a certain element of uncertainty until played out in a real
life experience. The question that remains unclear is how well the training will hold up at

a real world incident.”24

Communication of risk and access to vital information in an asymmetrical threat

environment is imperative. First responders need to make decisions predicated on

22 James T. Bartis, Irene Brahmakulam, Ari Houser, Brian A. Jackson, D. J. Peterson, Jerry Sollinger ,
Tom LaTourrette, “Protecting Emergency Responders: Lessons Learned From Terrorist Attacks.” Rand
and Science and Technology Policy Institute (Arlington, Virginia, 2002): 48.
http://www.rand.org/pubs/conf_proceedings/CF176/index.html. [Accessed May 2, 2007].

23 New York Police Department, “Improving NYPD Emergency Preparedness and Response.”
24 Falkenrath, “Problem of Preparedness,” 13.
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dynamic, changing information provided by numerous agencies — information and
situations they may not have confronted prior to 9/11. According to Bartis et al., a
commander’s decision-making concerns included the following: “The desire to have
accurate information was of particular concern to commanders, who were making
decisions about what level of risk their personnel would face. “You’ve got to understand
what you’re dealing with,” said a law-enforcement representative. “We can equip our first
responders to a certain level . . . but as managers, we have to understand what risks they
are capable of dealing with or what hazards [are out there].””25 Decisions will be
predicated on the situation and circumstances.

For example, are we as managers/leaders prepared to commit personnel to an
environment that has not been properly evaluated, even though life and property may be
at risk? If no one is exiting a subway station following reports of an explosion are we
prepared to commit personnel to that same area, knowing that they (first responders) may
become part of the problem? If we do not make initial decisions that protect first
responders, the first responders will not be available to assist those in trouble.

Consider the following analogue:

One recommendation that came out of the McKinsey and Company report
prepared for the FDNY concerning fire department operations at ground zero was the
expansion of procedures for exchanging operational information with other agencies.26 In
the concluding remarks section of the RAND document, commanders discussed the
difficulties with managing a terrorist attack site: “Given the understandable difficulty of
making such decisions in the midst of a response effort, site commanders could greatly

benefit from guidelines developed in advance of an incident.”27

25 Bartis et al., “Protecting Emergency Responders,” 40.

26 Fire Department of New York, “Increasing FDNY's Preparedness™ (New York: McKinsey and
Company, 2002): 57.

27 Bartis et al., “Protecting Emergency Responders,” 80.
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At the most fundamental level, part of the explanation for why the
response to Katrina did not go as planned is that key decision makers at all
levels simply were not familiar with the plans.28

The Federal Response Plan to Hurricane Katrina: Lessons Learned states that
many key decision makers were not familiar with the National Response Plan (NRP),
which led to ineffective coordination between federal, state, and city agencies. Local
governments (first responders) were responsible for developing a plan that could be
integrated into the NRP. Many of these plans, however, were still in the development
stage or non-existent. The result was an operation void of SOPs, operational guidelines,
and chain of command protocol.2® The Federal Response Plan reports that in Louisiana,
significant delays slowed down the delivery of pre-positioned medical, public health, and
pharmaceutical assets:

In some cases, security and logistics may have been issues, but delays in

“on the ground” decision making by local and state officials resulted in

delays in the delivery of assets and services when and where they were
needed.30

2. Decision Making

Research on the problem-solving and decision-making strategies used by today’s
first responders indicates that many decisions requiring immediate action are often made
intuitively, utilizing a “gut like” decision-making process.3! Gary Klein reports that first
responder decision-making strategies at fires and emergencies involve experience and
intuitive “gut instinct.”32 By definition, one would believe experience and intuition to be
in conflict regarding decision-making styles. The former is built on past events tried and

true, while the latter is a “shooting from the hip response.” In reality, however, they

28 Federal Response Plan to Hurricane Katrina: Lessons Learned, February 2006.
http://www.whitehouse.gov/reports/katrina-lessons-learned.pdf. [Accessed May 2, 2007]. 58.

29 |bid., 202.

30 Federal Response Plan to Hurricane Katrina: Lessons Learned, 202.
31 Klein, Sources, 33.

32 bid.
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complement each other. Experience mentally warehouses information and intuitions pull

the knowledge from the shelves. 33

In Sources of Power: How People Make Decisions, Klein describes the decision-
making and problem-solving techniques of people who make decisions under stressful,
time-pressured circumstances. Klein interviewed firefighters, nurses, air traffic
controllers, and military leaders to determine why they decide to go left or right, to run or
stay put. What makes a fire officer decide to evacuate a perfectly sound building, only to
have it collapse minutes later? “Firefighters rely on recognition of familiarity and
prototypicality,”34 Klein explains, meaning they often rely on mental models to anticipate
what will happen next. Although one would believe that most decisions made under life-
and-death circumstances would require a more analytical decision-making process
reflective of the “Seven Step Problem-Solving Model” cited earlier in the chapter, Klein
has discovered that many emergency decisions are made to the contrary. Decision makers
rely on experience; they use their knowledge of past events to help them solve present
day problems. Experience allows them to think intuitively, in a blink of an eye. A
seasoned attending nurse has seen enough cases concerning an infant’s ill health to
diagnosis a problem and institute a remedy long before a blood test can be verified.
Nurses can do this because they are exposed to numerous trials with similar symptoms
(patterns). When there are enough commonalities, the nurses’ perceptions and
comprehension of the current situation are compared to their mental model of the
situation. By connecting the past to the present, intuition assists in the decision-making

process.

While Klein discusses numerous strategies decision makers utilize to think and
act intuitively, he also studies the strategies decision makers use when experience is not a
viable tool, when decision makers are in “uncharted waters.” Using mental simulation to
construct plausible outcomes is one such strategy. Good situation awareness facilitates
the decision maker in diagnosing the problem; mental stimulation provides the ability to

33 Duggan, “Coup D’oeil: Strategic Intuition in Army Planning,” 1.
34 bid.
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rehearse numerous scenarios until one works.3> Mental simulation and the rational choice
strategy both involve comparing options and mentally playing out the situation to see if a
particular course of action really works. Mental simulation is a rapid decision-making
process, while rational choice strategy is more deliberate. Also, unlike rational choice
decision making, mental simulation employs the art of “satisficing,” namely, taking the

first option that works, not necessarily the best.

The recurring theme in Klein’s Sources of Power is that experience is a major
contributor to successful decision making under pressure. However, when experience is
not available, as is often the case in an asymmetric threat environment, experts must
devise alternative methods to problem solve. Klein’s recognition-primed decision model
(RPD) suggests the use of mental simulation as one alternative method when we have to
make sense of different clues.36 Mental simulations allow the decision maker to mentally
rehearse a series of decisions. If they make sense, the decisions are implemented, if not,
different actions are considered. “In order to build an effective mental simulation, we
need to have good mental models (formed from stored experiences) of how things

work.”37

Crandall et al., report that stored experiences assist the decision maker in
recognizing patterns/matches during current situations, building mental models to be
stored in memory and referenced during future situations, and recognizing similarities
between like events.38 The art of correctly sizing up a fire incident and deciding whether
it should be expanded via the request for additional units, scaled down by reducing unit
commitment, or remaining the status quo by keeping the present alarm assignment, is an
example of combining experience with critical thinking.

Linstrom employs Klein’s recognition-primed decision model when he discusses

the various methods a fire officer uses to size up a situation. According to Linstrom, a

35 Klein, Sources, 89.
36 Ibid.
37 Gary A. Klein, The Power of Intuition (New York: Currency Doubleday, 2004): 27.

38 Beth Crandall et al., “Training Decision Makers for the Real World,” Decision Making In Action:
Models And Methods (ed). Roberta Calderwood et al. (Norwood, New Jersey: Ablex Publishing
Corporation, 1993) 312.
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first responder matches cues/clues from the current event with stored experiences from
past events. These experiences are stored as templates or schemas. The decision maker
compares cues such as the color of smoke (black, gray, white) with the cues experienced
in previous fires to help assess what kind of fire or stage of fire they are dealing with.
Once a pattern is matched, the response action that worked in the previously experienced
situation will be recalled and can be applied. By making this comparison, a first
responder can mentally draw from similar situations, recalling which decisions were
effective, and decide on an appropriate course of action for the current situation. From
this analysis, a course of action is developed. It may not be the best or only choice, but it

is one that works.39

Imagine that a fire officer is responding to an alarm reporting an explosion inside
a building. Unbeknownst to the officer, this is a terrorist-related incident. According to
Linstrom, without prior knowledge of these facts and not possessing the
experience/training to size up an incident and detect possible terrorist related activities,
the officer might commit his units to an interior attack, exposing them to a possible

secondary device.40

The fire officer may find himself at a distinct disadvantage because he does not
have the experience to dissect the situation — nor the SA that would help him create
patterns/matches with previously-experienced situations to develop similarities. This is
because terrorism is an asymmetric event, and many fire officers have not yet developed
the expertise to think and act decisively in these novel situations. Instead, they will rely
on a more traditional, rational decision-making model. Linstrom calls this a “no slide in

the slide tray” moment: The cues are foreign to the officers’ experiences and training.4!

39 Linstrom, “Decision Making,” 30.
40 bid.
4L1bid., 32.
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“Slide tray” slides are synonymous for the long-term memory stores (also referred to as
“schemas” or templates) that often separate a novice from an expert.

3. Situational Awareness

Simply stated, situational awareness (SA) is the art of understanding your
surroundings while developing three distinct levels of environmental awareness, namely

perception (level 1), comprehension (level 2), and projection (level 3). 42

For example, an experienced fire ground commander, moving through the SA
levels of perception, comprehension, and projection, quickly sizes up the scene
(perception), understands the possibilities and ramifications of fire spread
(comprehension), and quickly orders a response that complements the present and future

status of the fire (projection).

Effective first-responder decision makers create parallels between SA levels of
perception, comprehension, and projection and RPD pattern-matching/cue
recognition/mental model construct. Is SA part of the decision-making process? In
Theoretical Underpinnings of Situational Awareness: A Critical Review, Endsley reports
it is not. Endsley feels that SA is the precursor to decision making. SA provides a
representation of the environment; then the decision maker decides what to do, based on
the information.43 According to Endsley, effective decision making, leading to effective
performance, often depends on high levels of SA.44 But, good SA is not a guarantee for

good decisions. For example, SA could be correct, yet the wrong decision is made.

Marvin Cohen tells us that good SA helps experts to solve problems in familiar
situations by pattern matching similarities. By first developing an accurate SA helps

decision makers make sense of unfamiliar surroundings. Cohen states that one way to

42 Mica R. Endsley, “Expertise and Situation Awareness,” (eds) Neil Charness, K. Anders Ericsson,
Paul J. Feltovich, and Robert R. Hoffman, Expertise and Expert Performance (New York: Cambridge
University Press, 2006): 634.

43 Endsley, “Theoretical Underpinnings of Situational Awareness,” 4.

44 Endsley, “Expertise and Situation Awareness,” 634.
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attain this skill is to have decision makers think more critically about novel situations.4>
Klein, in his recognition-primed decision-making model, sees a direct linkage between
recognition of the situation and actions taken.46 Cohen agrees that recognition is
imperative to the process; however, there are other factors to be considered. For example,
what happens if the SA is inaccurate? Cohen suggests the process of meta-recognition to
verify and improve recognition results. Meta-recognition probes for mistakes, corrects
what it finds, and evaluates the results. Cohen believes that by studying the strategies that
experienced decision makers use when dealing with uncertainty, training can be
enhanced.#’ This is encouraging because it shares Klein’s view of cognitive modeling

and expert/novice contrasts.
4. Expert vs. Novice: Characteristics of Expert Decision Making

When confronting a naturalistic decision-making (NDM) situation characterized
by uncertainty, dynamic conditions, ill-structured problems, and time constraints, experts
focus on comprehending the situation first and developing a course of action in the
decision-making process second.4® Experts will spend more time developing situational
awareness and, once they recognize the problem as familiar, they implement a course of
action. Conversely, novices spend more time comparing different options because they
do not have the stored experiences (mental models) that would help them recognize the

problem.49

Richard Adams of the Florida Institute of Technology advises the Federal
Aviation Administration (FAA) on aeronautical decision making. Of particular
importance to Adams and the FAA are the decision-making skills of pilots and how they

45 Marvin S. Cohen and Bryan B. Thompson, “Training Teams to take Initiative: Critical Thinking In
Novel Situations,” Cognitive Technologies, Inc (September 11, 1999): 5. http://www.cog-
tech.com/Publications/PubsRM.htm. [Accessed April 10, 2007].

46 |pid., 4.

47 Marvin S. Cohen and Jared T. Freeman, “Thinking Naturally About Uncertainty,” Cognitive
Technologies, Inc (n.d.):1. http://lwww.cog-tech.com/papwer/humfac/hf _1996.pdf [Accessed April 2007].

48 H. Lauren Pugh, Josephine M. Randal, and Stephen K. Reed, “Differences in Expert and Novice
Situation Awareness in Naturalistic Decision Making,” International Journal of Human-Computer Studies
45, no. 5 (November 1996). 580. [Accessed Pro Quest August 2007].

49 bid., 582.
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overcome adversity in everyday flights. Adams’ identification of seven distinguishable
characteristics of expert decision making is germane to many fields of expertise (e.g.,

pilots, first responders, nurses):>0

1. Experience and training develop an expert’s knowledge base. This
knowledge base allows the expert to perceive large meaningful
patterns. The experts see in “chunks” rather than individual snippets of
information. Because pattern recognition occurs so rapidly, it is
sometimes described as being intuitive.

2. Because an expert can construct associations between the past and
present, short-term working memory is available to address the
problem at hand and the expert is not pre-occupied attempting to make
sense of existing circumstances.

3. Expert knowledge is procedural and goal oriented. Experts know SOPs
and understand situations where procedures are useful.

4. Experts solve problems faster because experts are (1) faster at skill-
based tasks; (2) more working memory capacity is available; and (3)
employ intuitive decision-making strategies (arrive at solutions faster
without extensive search).

5. Experts excel at both routine and adaptive decision-making
opportunities. They can lean on knowledge or improvisation when
confronting everyday or novel decision-making situations

6. Experts have the capability to revise procedures while validating
situational interpretations through the process of mental simulation.

7. Because experts possess greater domain-specific knowledge, they
spend more time analyzing and predicting problem complexity
predicated on the underlying principles of a problem. This reflection
results in better management regarding the allocation of time to
problem solving. 51

Good situational awareness and comprehensive mental models are two reasons

experts are better decision makers. First, when advancing through the various levels of

50 Dick McKinney, American Airlines, Retired. Decatur, Texas, “On Improving Tactical Decision

Making.” 3. http://www.crm-
devel.org/resources/paper/On%20Improving%20Tactical%20Decision%20Making%20McKinneD.pdf.

[Accessed November 22, 2007].
51 bid., 3.
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SA, experts expend more time making sense out of uncertain environments. While a
novice will become overwhelmed in the complexities of situational comprehension (SA —
Level 2), the expert will be selective regarding what is and is not relevant to the current
situation. This selectivity translates into limited choice selection regarding SA —Level 3
projection. The expert has less to consider because they are able to eliminate non-
essential cues, they are therefore more likely to make a suitable choice that solves the
problem at hand. Conversely, the novice in the same situation finds himself or herself
tangled in a decision-making quagmire attempting to select the best course of action from
a diverse menu of self-created options. Second, exposure to numerous decision-making
situations has allowed the expert to develop effective mental models. As experience

grows, the expert’s mental models became more complex and comprehensive.

According to Crandall et al., an expert knows how to use his/her domain
knowledge, while the novice relies on general knowledge.52 Experts have numerous
advantages; they see incidents in terms of patterns, they plan and they do not need to
consider numerous alternatives.>3An expert takes the first option that works; a novice will
consider many options. Experts frame the problem looking for similarities and pattern
matches; a novice will allow the complexities of an incident to confuse what is relevant
and what can be discarded. The good news is that as experience and knowledge grow,

novices often turn into experts.>4

Table 1.  Comparison of Expert and Novice Decision-Making Characteristics

Expert Novice

Spends more time developing SA Spends more time weighing options®®

Uses domain knowledge Relies on general knowledge

Frames problems by finding similarities Allows complexities of incident to confuse

decision-making

Sees in patterns and does not consider multiple | Considers multiple options®
options, takes first option that works

52 Crandall et al., “Training Decision Makers for the Real World,” 312.
53 Ibid.
54 Ibid., 311.

55 pugh, “Differences in Expert and Novice Situation Awareness in Naturalistic Decision Making,”
580.

56 Crandall et al., “Training Decision Makers for Real World,” 312.
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Comparing the proficiency of an expert and novice in their ability to develop SA,
an analogy can be made to driving on the freeway. In a paper titled “Anticipatory
Thinking,” Klein et al., discuss the anticipatory thinking that often overlaps with the
prediction that occurs in Level 3 of SA. For example, while an experienced driver will
scan the road for potential problems, using their peripheral vision to take in the “big
picture,” an inexperienced driver will be more focused, concentrating not on potential
problems, but rather on road issues in their immediate line of sight — namely, keeping
their car between the white lines while ignoring potential trouble spots.>’ The novice’s
SA is handicapped via a “tunnel vision” mentality regarding environmental awareness.
They are unable to process auxiliary information because all attention is focused on the
basic task itself. Because the experienced driver can “automatic pilot” certain aspects of
their driving SA and decision making, they are more attentive to the weak signals that
may indicate a future problem, thereby recognizing a small problem while it is small and

manageable.

To presume that experts do not think before they act is not completely accurate.
While their thought process may be ongoing and non-reflective, experts do, time
permitting, ponder their options. Experts, however, do not allow themselves to get caught
up in the rules and reasons behind a decision, because if the did they would be reverting
back to a novice decision maker.58 Rather they reflect on the goals and actions to achieve
them. This process is often referred to as “deliberate rationality.” However, this
cognitive process should not be confused with a rational choice analysis, but rather one
that understands goals and objectives and how best to achieve them. 59 Experts employ
deliberate rationality with the intent to improve one’s intuitive behavior without resorting

to the more theory-based actions a novice may rely on.60 The expert has synthesized SA

57 Gary Klein, Chew Lock Pin, and David Snowden, “Anticipatory Thinking,” (eds) U. Fisher and K.
Mosier, Proceedings of the Eight International NDM Conference (Pacific Grove, California, June
2007):120.

58 Hubert L. Dreyfus. “Intuitive, Deliberate, and Calculative Models of Expert Performance,” (eds)
Gary Klein and Caroline E. Zsambok, Naturalistic Decision Making, Lawrence Erlbaum Associates,
Mahwah, New Jersey, 1997): 28.

59 |hid., 28.
60 hid.
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levels 1 and 2 by considering goals and objectives (perception and comprehension) and,
when time permits, using available information to make a level 3 SA (projection)

decision.

In Dreyfus’ chapter, “Intuitive, Deliberative, and Calculative Models of
Performance,” he discusses philosopher Martin Heidegger’s three kinds of skilled
responses to a situation. Heidegger says there are three methods of coping, namely ready-
to-hand, present-at-hand, and unready-to-hand. (1) Everyday coping can be described as
ready-to-hand; we react without any thought, (2) present-at-hand coping involves those
circumstances that are unfamiliar and where experience is irrelevant, and (3) when we
resort to unready-to-hand we usually deal with a situation where the decision maker has a
great deal of domain experience. They do not react intuitively, however, and instead stop
and think. This coping should not be confused with rational deliberation. Unlike dealing
with the unknown, deliberation takes place in a familiar context. Reasons for this coping

process can include situations that are unusual or those requiring justification.6!

Heidegger’s analysis is interesting for several reasons. First, ready-to-hand
coping is a relative term because decisions that seem easy to some may be extremely
difficult to others, merely because of domain knowledge. Ready-to-hand is a good
example of previously discussed first responder experts. Second, present-at-hand coping
provides no resident expert. For example, “space exploration” has little available
experiential information so has little value to research. Lastly, first responders operating
in an asymmetrical environment (novice) appear to be closely identified with unready-to-
hand decision making. They have some experience, but matters at hand are somehow

unusual.

A question concerning the expert/novice relationship may not be how we get a
novice to think like an expert, but instead, how we get a novice to learn like an expert!
An expert learns by engaging in deliberate practice, compiling an extensive experience

61 Dreyfus. “Intuitive, Deliberate, and Calculative Models,” 27
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bank, obtaining feedback, and gaining new insight and lessons from mistakes.62 Crandell
et al., describe how experts fine-tune their knowledge by:
chunking information, recognizing patterns and being aware of the critical
information while disregarding less important information...decisions in a
natural setting are determined by individual experiences, pattern
recognition and creating an association between familiar patterns and

actions...through years of experience and thousands of trials, experts come
to see the world in patterns.63

In Table 2, Klein identifies skills that can be taught, along with methods designed
to make individuals better decision makers. Klein’s statement that these skills are not

generic suggests that trainers must tailor the training to meet decision maker’s specific

needs.64
Table 2. Skills to be Trained and Methods
Skills Trained Methods for Training
Situational awareness, pattern matching, | Strategies for considering alternative
cue learning hypothesis / explanations
Typical cases/anomalies Strategies to detect earlier warning signs
/contingency preparation
Mental models/mental simulations Cognitive modeling and expert /novice
contrasts
Managing uncertainty/time pressure®5 Tactical d_eg|5|on_?ames I develop
metacognitive skills
5. Rational Choice and Naturalistic Decision Making

An important prerequisite for effective rational choice problem solving/decision
making is the availability of vital information; time to compare options, well-defined
goals, and static conditions. Rational choice decision making is reliable, it helps novices,

it is rigorous, and, in general, can be applied to other situations.66 The characteristics and

62 Klein, Sources, 104.
63 Crandell et al., “Training Decision Makers for the Real World,” 314.

64 Gary Klein, “An Overview of Naturalistic Decision Making Application,” Naturalistic Decision
Making, (eds) Gary Klein and Caroline E. Zsambok (Mahwah, New Jersey: Lawrence Erlbaum Associates,
1997), 53.

65 Ibid., 54.
66 Klein, Sources, 29.
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urgency of a decision-making event often determines the feasibility and practicality of a
particular decision-making strategy. This is not to suggest that individuals ponder
decision-making strategies before addressing a problem. Quite the contrary, decision
makers make decisions as best they can, unaware of how they do it. The strategies they
use are a product of experience, rather than an intimate discussion with oneself, arguing
the advantages of rational choice over intuition! In Sources of Power, Klein identifies
situations where a rational choice strategy may be the best choice:

e Is there a need for justification; will actions be scrutinized by a higher
authority?

e Conflict Resolution: need to place all considerations into a common
format

e Optimization: finding the best course of action, time to compare (time
is not a factor)

e Lack of experience: lack of portfolio of experiences
e Conditions are static

e Goals are defined®”

Conflict
Resolution

Experionced
Participants
= P - —1
LOANTUITION

<5 e

Justification

<ANALYSIS P

Figure 2. Conditions Favoring Intuitive and Analytical Approaches.68

67 Klein, Sources, 96.
25



Thomas Karp, a Ph.D. candidate at Rushmore University, stated, ““Intuition and
analysis (rational choice) are essential complementary components of effective decision
making,”6® which suggests a mutual dependency between the two strategies. In Strategic
Intuition in Army Planning, William Duggan, an associate professor at Columbia
Business School, explores the idea of combining the decision-making strategies of

intuition and rational choice to form a more complete strategy.

Duggan addresses the concept of “intelligent memory,” which is a union of
intuition and rational choice decision making. He makes an interesting analogy between
the human mind and a warehouse: we stock our warehouse shelves (human brain) with
information obtained from knowledge and experience, storing what we view as
important; this is analysis (rational). According to Duggan, when confronting a decision-
making opportunity, intuition utilizes the stock from our shelves:70 “The divide between
analysis (rational) and intuition reflects an outmoded view of the human mind that
science no longer supports...In the new view, analysis, and intuition are so intertwined
that it is impossible to separate the two. Some scientists call this “intelligent memory,’
where analysis puts elements into your brain and intuition pulls them out and combines

them into action.”’1

In Thinking Naturally About Uncertainty, Marvin Cohen asks the question, “Has
natural decision making matured enough to face uncertainty head on?””72 Cohen proposes
several “what if”: scenarios. For example, when patterns and similarities do not exist,
can the decision maker use mental simulations to rehearse possible outcomes? How do
you mentally rehearse a course of action when you have no prior operational experience?
Possibly, using story building to help organize events while relating a real-life experience

regarding a similar event to the problem at hand may be one option.

68 Gary Klein, The Power of Intuition (New York: Currency Doubleday, 2004): 67.

69Thomas Karp, “Intuitive Decision Making in Strategy Management,” Research Paper-Rushmore
University (2002): 11. http://tom.karp.as/idm.pdf [Accessed January 3, 2007].

70 Columbia Ideas at Work, “Strategic Intuition: The Keys to Innovation,” Columbia Business School
(Summer 2006): http://www.gsh.columbia.edu/ideas. [Accessed January 2006].

71 Duggan, “Coup D’oeil: Strategic Intuition in Army Planning,” V.
2 1pid., 2.
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6. Computer-Based Simulation Technologies

The military conducts war games designed to train commanders, soldiers, naval
battle groups, and wings of an aircraft. In his article, The Application of Existing
Simulation Systems To Emergency Homeland Security Training Needs, Smith suggests
modifying war games by replacing the military with the fire service. Smith says that a fire
chief could replace a military commander, firefighters replace soldiers, and fire trucks
replace naval battle groups. The new enemy would be a fire, chemical release, or a
building collapse. Fire ground commanders would be required to solve problems and
make decisions based on the map display interface of a building instead of a battlefield.”3
Today’s technology makes this idea a possibility while providing first responder training
with a “tool” that has already been field-tested. First responder communities, much like a
military unit, are often required to problem solve and make choices under stressful
conditions. An asymmetrical threat scenario designed to evaluate current decision-

making capabilities can be developed for this simulation system.

Douglas Page is a science and technology writer. In his Fire Chief article,
“Simulator Goes to Head of Class,” Page asks the question, “How do you prepare for
your first blaze/fire situation that you have never been in before?”74 Page reports that
current virtual reality fire simulators are being retrofitted to demonstrate how life-
threatening fire conditions can develop. In his article, “Make the right call,” Charles
Burkell, the program chair for executive development at the National Fire Academy,

suggests the following concerning simulation training:

Fire service organizations need to include time pressure, shifting
conditions and information gaps in training exercises. Simulations and
vicarious experiences are a way to build proficiency in lieu of actually
having “been there and done it.”7>

73 Roger Smith, “The Application of Existing Simulation Systems To Emergency Homeland Security
Training Needs,” Titan Corporation, Simulation Interoperability Workshop (Europe 2003): 3.
http://www.modelbenders.com/papers/03E-SIW-012.pdf. [Accessed June 15, 2007].

74 Douglas Page, “Simulator Goes to Head of Class,” Fire Chief (December 2003): 14. [Accessed
Proquest, January 2007].

75 Charles J. Burkell, “Make the right call,” Fire Chief (March 1999): 45. [Accessed Proquest, January
24, 2007].
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Refinements to training include tactics tested on a computer without risking life and limb,

simulated smoke, hot air, fire gases, and wind ventilation ramifications.

According to Page, from a decision-making perspective, first responders will be
able to observe the implications of their actions.”® The ability to immediately observe
implications of actions is a major advantage of simulator training, according to Klein.”?
Burkell adds that

There are no foolproof strategies. A fundamental principle in the military
is that commanders must make decisions within times of uncertainty,
under great pressure. It is just part of the business. While highly
experienced command officers strive for “zero defects,” the reality is that
some level of error will exist. Improving one's ability to make the right
decisions relies on supplementing actual experience with simulation-based
training.”®

Burkell believes there are not enough real-world opportunities for first responders
to develop effective decision-making skills, especially when operating in a world of
uncertainty. However, simulation training — creating computer-based scenarios and
situations that compel first responders to make choices — is a conduit to developing

decision-making skills.”®

In her article, “Collective Essentials for Test Pilot Leadership Training,” Roxana
Tiron, a writer for National Defense, reports that to test the decision-making and
communication skills of military pilots, instructors will often introduce ad hoc injects or
“curveballs” into the scenario.89 These last-minute inserts are designed to disturb the

pattern matching/recognition process that the intuitive decision maker relies on.

76 page, “Simulator Goes to Head of Class,” 14.

77 Crandall et al., “Training Decision Makers for the Real World.” 314.
78 Burkell, “Make the right call,” 43.

9 Ibid., 43.

80 Roxana Tiron, “Collective Simulation Essential For Pilot Leadership Training,” National Defense
(December 2004): http://www.nationaldefensemagazine.org/issues/2004/Dec/CollectiveSimulation.htm
[Accessed June 15, 2007].
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According to Tiron, when pilots make a bad decision during simulation training, they

have the opportunity to go back and determine where they went wrong.81

7. Decision Skills Training

“Decision skills training (DST) addresses domain-specific training designed to

accelerate the transition toward expertise."82 Rather than attempting to teach decision-
making strategies, DST attempts to enhance a decision makers experience bank (mental
models) in specific domains, thereby increasing their recognition decision-making skills.83
DST is based on a list of training strategies that provide opportunities for practitioners to

learn more rapidity. Namely: (1) engaging in deliberate practice; (2) obtaining feedback that

is accurate; (3) building mental models; (4) recognizing opportunities to learn.84

DST is often carried out via a low-fidelity simulation exercise (pencil and paper)
referred to as tactical decision games (TDG). Using a facilitator-led discussion,
participants provide responses (decisions) predicated on carefully constructed scenarios
that are domain-specific. For example, scenarios are read aloud to specific decision
points, and participants are then given an agreed upon time limit to prioritize decision
making predicated on an existing scenario. According to Klein et al., “Tactical decision
games add to the trainees' experience base, prepares them to respond under uncertainty
and time pressure, and requires them to formulate their intent.”85 Real world dilemmas
often include high levels of uncertainty and time pressure. Participants are given a finite

time limit regarding game-decision responses.86

81 Tiron, “Collective Simulation Essential For Pilot Leadership Training.”

82 Gary Klein, Karol G. Ross, Jennifer L. Schafer, “Professional Judgments and Naturalistic Decision
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DST scenarios are designed so novices and experts alike experience the
following: (1) limits of their current repertoire of mental models; (2) practice in cue
recognition/pattern matching, goal identification and checking expectancies; (3)
practicing mental simulation via mental models; (4) receipt of expert feedback regarding
mental models and COAs; and (5) comparing their decisions with others. Because expert
knowledge is believed to be tacit knowledge, it is difficult to share; how can you tell
someone to perform an unconscious process? There are no lectures on how to make
decisions. Instead, a realistic scenario incorporating recognizable cues and patterns
provide novices the opportunity to perform and reflect upon their decisions. Scenario
problems require both SA and a decision-making process. Upon completion of decisions,
a facilitator-lead discussion provides trainees with expert feedback and a structured

dialogue on recognition and mental simulation process. 87

Incorporating the use of tactical decision games, or a similar method into first
responder decision-making training should receive careful consideration for the following
reasons:

e They provide a good opportunity to practice the skills that would be required in
the management of an emergency situation.

e Participants make decisions while considering the consequences of a selected
course of action, and have the opportunity to compare this with other possible
courses of action.

e Decision makers evaluate the rationale behind decisions, rather than only focusing
on the decision made.

e No limits are placed on the decisions that can be made. They are not script-driven.

e Scenario-based exercises allow participants to explore alternative task strategies,
to collect an extensive experience bank, and to enrich experiences.

e Participants develop a repertoire of patterns of response; opportunities to practice
recognition-primed, rule-based and knowledge-based decision making.

o Trainees receive immediate feedback from peers about their solutions to the
scenarios. 88

87 Klein, “Professional Judgments and Naturalistic Decision Making,” 413.

88 Margaret T. Crichton, Rhona Flin, William A. R. Rattray, “Training Decision Makers — Tactical
Decision Games,” Journal of Contingencies and Crisis Management 8, no. 4, December 2000: 211.
[Accessed JSTOR December 2007].
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8. Literature Summary

References in the literature from real-world terrorism and natural disasters events
highlight the need for greater first responder operational awareness for this new
environment. Experts in the field of counterterrorism (e.g., Falkenrath and Hoffman)
believe we are entering a period of first responder asymmetric warfare, with the growing
threat of chemical, biological, radiological, nuclear and explosive (CBRNE) incidents to
be a real possibility. Klein et al., describe the decision-making strategies that individuals
may use when required to problem solve under stressful conditions, often comparing a
novice to an expert. Duggan takes the process a step further by proposing a possible
unification of strategies to create more effective decision makers. Additional research
needs to identify the differences in decision-making strategies between conventional
(routine) and unconventional (asymmetric) environments and how to bridge this gap.
Training provides methods for enhancing first responder decision-making expertise by

including computer-based simulations and scenario-based instruction.
D. HYPOTHESIS

Through experience and training, today’s first responders have acquired the
decision-making skills to think and act decisively when operating at fires, emergencies
and other related events. They demonstrate these skills at the numerous real-world
incidents they routinely respond to and mitigate. However, first responders may lack
experience for responding to asymmetrical scenarios, and lack the expertise to
successfully think through and mitigate incidents that are often novel in nature and filled

with uncertainty.

Several strategies, both on the national and local level, have addressed this new
threat. For example, first responder protocol is required to become compliant with the
National Incident Management System (NIMS). Included in this initiative is the
application of an Incident Command System (ICS) designed to assist an Incident
Commander when managing significant events. At a local level, many cities are writing
Emergency Response Plans (ERP) for CBRNE responses. The FDNY recently published

an ERP for a radiological response. While these initiatives are forward thinking, they still
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lack one key ingredient, which is experience, and experience entails exposure to variants
of the expected situation with opportunities for trial-and-error learning in order to master
the type of responses that will be required.

In essence, this asymmetrical threat environment places the expert decision maker
in situations where they think and react more like a novice due to the lack of an
experience base from which to draw. The goal of this thesis is to develop a strategy for
developing decision-making expertise for this asymmetrical environment. This strategy
will be developed by identifying the problem (lack of experience) along with
implementing methods that have been successful in the past such as simulation and
scenario-based training. Having participants develop a course of action for responding to

these asymmetric threats is anticipated to fast-forward the acquisition of experience.

The literature reveals that first responders will not be afforded the luxury of time
when confronted with these new asymmetric threats. They need to develop alternative
ways to acquire the decision-making skills they are unable to acquire through experience.
Decision-making strategies of pattern matching, cue recognition, and mental modeling
assist fire ground commanders when making “gut-like” intuitive decisions. Can these
same skills be exploited and applied to an asymmetrical circumstance such as a

radiological attack? | believe they can.

As previously discussed, experience allows us to: (1) match a pattern stored in
memory based on a preceding experience with the situation the decision maker is
currently experiencing, (2) see similarities between present and past events in terms of
actions that will be successful, and (3) make rationalizations concerning the current
situation and use cues to help problem solve. A first responder’s ability to develop
accurate SA when confronting a challenging problem can be enhanced in numerous
ways. One way is to create deliberate practice, making sure they establish goals, have
practice in making the types of difficult judgments that the job requires, and rehearse
decision skills that need improvement. Another method is to expose the first responder to
numerous decision-making situations via simulator/scenario-based training; the trainer

can provide direct feedback and evaluation, creating a correlation between SA and
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decisions made, good or bad.89 Skills requiring remedial training can then be separated
from the practice and exercised separately. Developing strategies for considering
alternative explanations about what is really going on — not becoming fixated with your
SA and being flexible in your initial judgment — is another method for enhancing

decision-making skills.

Today’s emergency responders are making decisions in a world filled with
uncertainties, employing decision strategies that rely on a combination of a naturalistic
(intuitive) style that relies more on experience and “gut instinct” when making choices
and a traditional (rational) decision-making process that is methodical, regimental, time
consuming, and deliberate in its choice selection (decision-making steps). Developing
good decision-making skills will enable a decision maker to think critically while

remaining flexible when managing uncertain, asymmetric events. Consider the following:

You are a fire lieutenant working a night tour in Ladder Co. 198. You are new to
the area and unfamiliar with the types of buildings in your response district. At 0330
hours, you receive a water flow alarm for a local factory. Upon arrival, you observe no
indications of fire and the building is well sealed. The dispatcher tells you there is no
additional information on the alarm. A few of the firefighters inform you that they get this
alarm occasionally. There is a small discharge of water coming from the side of the

building. The chief is not available for the alarm. It is getting cold!

Regarding the lieutenant’s actions/options at the reported water leak response,
was there not room for both a rational and intuitive decision-making thought process? If
the lieutenant mentally rehearsed possible reasons for the water flow alarm and then
performed a methodical investigation regarding the source of the alarm, was he not
making decisions by using characteristics of the situations (namely, static conditions,

need for justification, time to compare, uncertainty)?

89 Klein, Sources, 104.
33



Is decision-making training designed to turn a novice into an expert decision
maker a guarantee of effective decisions? Absolutely not! Numerous factors such as
motivation, ambition, and level of effort must be considered. However, if a novice
decision maker learns to act like an expert when operating in an emergency environment,
would it not make sense to assume that expert decision makers can learn the same skills
to make decisions and solve problems when operating at natural disasters and terrorist
events? Experienced decision makers have the “skills” and “tools” already at their
disposal. The question is how to retrofit these decision-making skills to include an
uncertain, asymmetrical threat environment. Cohen addresses this issue when he asks, “Is
there a naturalistic way to handle uncertainty?”9 By providing exposure to the skilled
performance that reflect experts’ intuitive thought processes during everyday
emergencies, today’s less experienced decision makers can begin acquiring the same
skills through structured simulation/scenario-based training, and receiving feedback on
their performance. The expert/novice contrast is designed to persuade novices to learn
from experts, thereby enhancing their decision-making process at asymmetrical threats

that are plagued with uncertainty, surprise, and chaos.
E METHODOLOGY

In addition to the literature review, an in-depth analysis of first responder
situational awareness, naturalistic decision making, and decision-making stratagems were
conducted. Where applicable, real-world examples are used to create a connection
between theory and reality. Finally, a scenario-based experiment was conducted.
Experimental and control groups’ responses were compared against each other and with
an expert group to determine the influence/effectiveness of training and expert feedback
during a time-sensitive exercise. Results from the experiment were analyzed and

recommendations made.

90 Kein, Sources, 4.
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F. SUMMARY

The remaining thesis chapters will discuss, in greater depth, the decision-making
theories/strategies that are part of the first responders decision-making matrix, while
striving to unite decision-making theory and reality. Real-life scenarios provide
applicable examples designed to illustrate the relevance of first responder decision-
making training in today’s asymmetrical threat environment. Chapter 11 will discuss the
three levels of Situational Awareness (SA) along with supporting cognitive mechanisms;
Chapter 11 defines naturalistic decision making including cue recognition, pattern
matching, mental models, and mental simulations; Chapter IV will orchestrate and
articulate a stratagem to transform first responders into better decision makers when
confronting uncertainty, while identifying the characteristics that constitute an effective
decision-making strategy. 