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Abstract— The detection of encrypted stepping-stone attack for the purpose of evading detection. Chaff traffic can be

is considered. Besides encryption and padding, the attacker is generated arbitrarily, and it does not need to reach the victim.
capable of inserting chaff packets and perturbing packet timing

and transmission order. Based on the assumption that packet In thi ider th bl f detecti
arrivals form renewal processes, and a pair of such renewal n this paper, we consider the problem of detecting en-

processes is also renewal, a nonparametric detector is proposedCrypted stepping-stone connections in the presence of chaff.
to detect attacking traffic by testing the correlation between We allow the attacker to use various evasion strategies includ-
interarrival times in the incoming process and the outgoing ing encryption, padding, changing the packet order and timing,
process. The detector requires no knowledge of the interarrival 54 mixing attacking packets with chaff. Our goal is to develop
distributions, and it is shown to have exponentially decaying . . b
detection error probabilities for all distributions. The error expo- techniques that are robust agalngt the presenct_a of chaff, fo_r(_:lng
nents are characterized using the Vapnik_chervonenkis Theory. the attaCker to Spend a SubStantIal amount Of time transmlttlng
An efficient algorithm is proposed based on the detector structure chaff. Such robust techniques coupled with constrains on rates

to detect renewal processes with linearly correlated interarrival may be one way to minimize the effectiveness of the attacker.
times. It is shown that the proposed algorithm is robust against an

amount of chaff arbitrarily close to the amount of chaff needed
to mimic independent processes. A. Related Work

Keywords:Intrusion detection, Stepping-stone attacks, Statisti-
cal Learning Theory, Nonparametric detection. Ever since Staniford and Heberlein [1] first consider the

problem of detecting stepping-stone connections, there has

been a continuous evolution of detection techniques as well
I. INTRODUCTION as evasion strategies. Early content-based detection techniques

such as [1], [2] are easily defeated by encryption and padding.

Tjming-based detection considered in [3]-[5] is not affected

Stepping-stone attack is a common way of launching anorg/ encryption or padding, but is vulnerable to active timin
mous attacks [1]. In such an attack, the attacker routes atta ¥- yp b 9, 9

ing packets to the victim through a chain of compromise%erturbat'on introduced by the attacker.

hosts called “stepping stones”. The victim only sees the last . .
stepping stone, and thus the attacker’s identity is conceale%iponoho et al. [6] first consider the randomly delayed

The difficulty in defending against such attacks lies in the tra\é/—en%zggazsjeni;::nrﬁgggnisr{ gg?ecstlirr:(;eet:frr;p?egurt?gﬁ;fgirr?gé
ing of the attacking path, and the tracing can be decompos%agpping-stone connections: see [6]-[8]. The key assumption

into detecting every pair of stepping-stone connections on tﬁ . ) 2
9 yP ppIng OF these methods is that there is a limit on the attacker’s

intrusion path. ability to alter the traffic. For example, Donokbal. [6] show

A sophisticated attacker can modify the attacking traffic ttgat n pnnqple It possmle.to detgct_transformed Poisson
rocesses if the transformation satisfies a bounded delay.

thwart detection. In particular, he can encrypt and pad t ang and Reeves in [7] propose to correlate relayed streams
packets so that no information is revealed by the bit patterns 9 brop Y

or the lengths of packets; the only information available to th (Iatrr':ulpbd:ts)enm:)en?n?rnoddS::?r?tlC\?/I;)':edr:iglri:t?gtyoordaecrl-(ge;etg:f
detector is the timing of the traffic. The timing, however, i@ y 9 P

. . | times. Blumet al. [8] present an algorithm “DETECT-
subject to changes introduced by the attacker such as randf N , : ) . .
delay and packet reshuffling. Furthermore, the attacker can ACKS” (DA), the first passive detection algorithm with

attacking traffic with chaff—dummy traffic generated purel)gzg;r:r?gdbgsggé?%g;i ?:tseed on the assumption of bounded

This work is supported in part by TRUST (The Team for Research in Ubiquitous . i
Secure Technology), which receives support from the National Science FoundationWWhen chaff can be inserted to evade detection, many
(NSF award number CCF-0424422) and the following organizations: Cisco, ESCH : ; ; H
HP, IBM, Intel, Microsoft, ORNL, Qualcomm, Pirelli, Sun and Symantec, and the BSI’EVIOLLS algorlthms fail. Blunet al. [%] propose an_ glgorlthm
S. Army Research Laboratory under the Collaborative Technology Alliance Progra@alled “DETECT-ATTACKS-CHAFF” (DAC) modified from
Cooperative Agreement DAAD19-01-2-0011. The U. S. Government is authorized H H H Fni H
reproduce and distribute reprints for Government purposes notwithstanding any copyritgtmglr algorlthm DA to deal with limited chaff. A|gOt‘I'[h!’T_1 I_:)AC
notation thereon. folerates a fixed number of chaff packets by sacrificing the
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false alarm probability, but a pair of arbitrarily long streamdesign the detector threshold to satisfy prescribed performance
can still evade detection by adding a constant number of chaffecifications. The proposed detector is optimal under the
packets. Penget al. [9] and Zhanget al. [10] separately renewal assumption in the sense that if the attacking packets
propose packet-matching schemes for robust detection; siatisfy the bounded memory or bounded delay constraint, then
however, turns out that these schemes can not deal with cithf amount of chaff needed to evade detection is proportional
packets in the incoming process at all. to the traffic size, and the proportion can be arbitrarily close
to what is needed to mimic truly independent processes.
All of the schemes in [8]-[10] can be defeated by a constaAh algorithm is proposed to efficiently implement the de-
number of chaff packets. As the traffic size increases, thector; it reduces the computation complexity frémin®) to
fraction of chaff will go to zero. In terms of rate, zero rate chai® (n? logn) wheren is the sample size.
traffic suffices to evade their detection. The only algorithms
that are known to handle chaff traffic of non-zero rate are The rest of the paper is organized as follows. Section I
algorithms “DETECT-BOUNDED-DELAY-CHAFF” (DBDC) defines the problem. Section Ill presents a nonparametric
and “DETECT-BOUNDED-MEMORY-CHAFF" (DBMC) in detector to deal with chaff, and analyzes its performance. The
[11]. Algorithm DBDC can detect traffic flows with up tosection also presents an efficient algorithm to implement the
1/(1+ A\A) fraction of chaff (where\ is a design parameter) detector. Section IV compares the robustness of the proposed
if packet delays are bounded h¥. Algorithm DBMC is detector with that of existing stepping-stone detectors. Sec-
designed for detecting traffic flows through a host which caion V simulates the proposed detector for pairs of renewal
hold at most\ packets, and is robust against uplig1+ M) processes with bivariate exponential interarrival distributions.
fraction of chaff. The drawback of DBDC and DBMC is thafThen Section VI concludes the paper with comments on some
the false alarm probabilities, although shown to go to zepractical issues about the application of such a detector.
eventually, can be large for finite sample size. In this paper,
we want to answer the question whether it is possible to reduce

the false alarm probability by allowing certain miss detection. Il. PROBLEM DEFINITION

B. Summary of Results and Organization . . .
y 9 Denote the packet arrivals on strearas a point process

We consider robust detection of stepping-stone connections S, = (Sgi)7 Séi)7 séi)7 L), =12,
in the presence of chaff. To the best of our knowledge, no

existing detector has provable decay rate in the probabiliti\t,ev%eres(i) (k > 1) is thekth arrival epoch in strearn Let 7; —
of both false alarm and miss detection. The main contribution ;) (’3) . !

of this paper is a quantitive characterization of both false’l ° 82.""}. be the set of the eI.ementsB’). Let (.Sl’ 52)
alarm and miss probabilities by imposing the assumpti a par of incoming and outgoing streams'of Interest at a
that pairs of interarrival times in the incoming and outgoin articular gateway node. Normallg, and5; are independent.
processes are independent and identically distributed ().i.d.’ hO\_/vever,SQ s a relayed stream oy, then they will satisfy
Thei.i.d. assumption is a limiting assumption in the sense thggtain relations.

even ifi.i.d. perturbation is applied to a renewal process, the
generated pair of processes may not haivd. interarrivals; . . . . .
it is, however, general enough to include a wide range gfsl andf%_ are mdep_endent p_(_)lnt_processes. It Btepping-
relayed processes because we do not assume the proce 0¢ pairif there exists a bijectiory : T . i such
to satisfy any other statistical property. The stepping-stoha?t 9(s) —s > 0 for any s € 7;, and g satisfies certain
detector should therefore be nonparametric. communication requirements.

Definition 2.1: A pair of streamq S, S2) is anormal pair

We propose a nonparametric detector to detect renewallhe bijection g, unknown to the detector, is a mapping
processes with correlated interarrival times based on thetween the arrival and the departure epochs of the same
assumption that the pair formed by these renewal procespaskets, allowing permutation of packets during the relay. The
is also renewalj.e., the pairs of interarrival times from the condition thatg is a bijection imposes packet conservation
incoming and outgoing processes aidl. ; the detector does constraint,.e., no attacking packets are generated or dropped
not assume the knowledge of the interarrival distributions. Thag the stepping stones. The conditigiz) —s > 0 is thecausal-
detector applies to general attacking traffic with or withouty constraint, which means that an attacking packet cannot
memory or delay constraints. We show that the probabilitiésave a host before it arrives. Communication requirements
of miss detection and false alarm both decay exponentialye due to the need of the attacker’s application, the physical
with the number of packets used in the detection. Explicbnstraints of the relay host, or the communication channel.
expressions of the error exponents are given using the Vapriikkamples include, but are not limited to, bounded memory
Chervonenkis (VC) Theory. Such expressions allow us tmnstraint and bounded delay constraint; see [11].



If S; (i =1, 2)is the mixture of attacking packets and chaffaim at deriving a detector to test the statistical correlation be-
then the requirements are relaxed, as stated in the followitvgeen processes. It is desirable that the detector has guaranteed
definition. performance for a wide range of traffic.

Definition 2.2: A pair of streams(S;, S;) is a stepping-  In this section, we present a nonparametric detector based
stone pair with chaffif it is the superposition of a stepping-on the statistical learning theory for the hypothesis testing
stone pair(S;, S5) and a pair of arbitrary strean€’;, C2)!. problem defined in (1). In Section Ill-A, we introduce a

distance measure, called-distance, between probability dis-

StreamC; (i = 1, 2) consists of dummy packets calledaff tributions, and define a detector based4xlistance. We then
which do not need to arrive at the destination. Chaff packedgdress the computation issues in Section IlI-B, where an
can be generated or dropped at any stepping stones withefficient algorithm is proposed to reduce the complexity in
affecting the attack. implementing the4-distance detector.

Let the interarrival times ofS; be X;, X5,..., where
X; = sV, andX; = s — s, (i > 1). Similarly, denote the A. Distance Measure and Detector
interarrival times ofS; by Y7, Ys, .. .. If all the transmissions
in the network follow renewal processes, theyis andY;'sare 14 est 7, against;, we need to measure the distance
Li.d., respectively. The problem is that without any constraiffeneen probability distributions. In a parametric framework,
on stepping-stone pairgX;)i=1, 2. and (Yi)i=1,2... MaY the conventional distance measure is the Kullback-Leibler
correlate arbitrarily; in general, samples of the p&ils, V) gistance [12]. Under the nonparametric framework, however,
(@ =1, 2,...) are not sufficient for detection because tgq kyliback-Leibler distance cannot be easily replaced by its
order in v_vh|ch Fhese.samples are taken are also relevant. Fhge sample counterpdriVe solve this problem by using the
hypothesis testing will have the form of following pseudo distance measure from [13]:

Ho:  P(X", Y7) = PX")P(Y"), Definition 3.1 (Adistance and empirical-distance)
" n n n initi . i iricad-di :
Ha P(X", Y") # P(X")P(Y"), Given probability spacés(X,F,P) (i = 1, 2) and a
for any X", Y™ € R*". For arbitrary stepping-stone pairscollection of setsA C 7, the A-distancebetweenP; and P
the worst case complexity grows exponentially with the samplfe defined as
size. If, however, the stepping-stone pairs are renewal as well,
P v da(P1, P2) = sup |Pr(4) — Pa(A)].

i.e., the pairs(X;, Y;) (¢ = 1, 2,...) areiid. , then the AcA
detection is reduced to a testing of the following single-lettered ) )
hypotheséeks Given two collections of sample$;, S, drawn independently

and i.i.d. from Py, P, respectively, theempirical A-distance
Ho: Pxy =PxoPy, Hi: Pxy #PxoPy, (1) dy(Si,S.) is similarly defined by replacing’;(A) with the

given realizations of((Xi, Y1), (X2, Y2),...). This is a empirical probability

nonparametric hypothesis testing problem; no specific assump- AlSiNA]

tions on the distributionPxy are imposed. Si(4)= [S:] 7

where|S; N A| is the number of samples froi} that are in
I11. N ONPARAMETRICDETECTION OFRENEWAL TRAFFIC the setA.

Donohoet al.in [6] have noticed that for renewal processes, We see thati4(S1, S2) € [0, 1]. By Vapnik-Chervonenkis
local timing perturbation or reshuffling will not destroy thdnequality [14], it is shown [15] thatd4(S1, S2) can be
correlation between processes. Furthermore, they show tRgitrarily close tod4 (P, P2) as sample size goes to infinity.
nonzero correlation can be obtained even if the attacker inserts
chaff independent of the attacking traffic. Although Donoho Given samplesS = {(z;, y;)}i-,, let Sx = {;},, and
et al. do not derive specific stepping-stone detectors in [6}y = {¥i}i—;. With the distance measure defined, we now
their work shows that, in principle, effective detection cafPecify the detector as follows:
be achieved in the presence of chaff. Inspired by Donoho
et al. [6]’ we propose an alternative to existing a|gorithmic Deﬁnition 3.2: Let.A be a CO||eCti0n Of meaSUI’able Subsets

approaches that check strict memory or delay constraints. ®el0; o©) x [0, c0). Givene € (0, 1), the detector usingl-

INote thatC; and C2 may not have equal length, and either of them can 3For example, it can be shown that for continuous distribution, the empirical
be empty. Kullback-Leibler distance is infinite almost surely.

2We usePx o Py to denote the joint probability distribution fqtX, Y) “We use the convention th& is the sample space the o-field, and P;
in which X andY are independent with marginal3x and Py, respectively. the probability measure.



distance measure to test the hypotheses in (1) is defirfed aB(k, 1)’s, and the computation for eadB(k, ) takesO(n?)

; time. By proper updating, however, we can reduce the com-
1 ifda(SxoSy, S > €, ] . .
0an (S, €) = { 0 o WA( x ©8y: Sxy) > € plexity to O(n?logn) as shown in the algorithm below.

whered 4(Sx oSy, Sxy) is the empiricald-distance between Yy ) o
Sx o Sy and Sxy, defined as o \ .

(5051 519) = g 5 Sv(4) S 4. L
with Sy o Sy(A)2[(Sx x Sy) N A|/|S]?, and 5 S
Sxy (A)2|S N A]/|S]. o st .

The definition involves calculating the supremum over a ) L
possibly infinite collection of sets. The computation of the | soﬁl T S’Z, = 5 o
statistics will be addressed in Section IlI-B. AT - o
B. Efficient Computation of Test Statistics 0 ‘ o -

Fig. 1. Examplen = 3. e: sample;o: “product sample”;B(2, 6): the 45°

Here we address the issue of computing the test statisigiy between, and ).

da(Sx o Sy, Sxy) defined in Definition 3.2. We give an
algorithm to computel 4(Sx o Sy, Sxy) efficiently for the
class of bands tilted to a certain angle.

1) SEARCH-TILTED-BANDS (STBAlgorithm STB im-
plements theA-distance detector for the class #%° bands

efficiently. Define
ConsiderA as the class of bands tilted46° with respect to

S Sy)NB(1, k SNB(1, k

the z-axis,i.e., A € A is of the form{(z, y) : y—z € [a, b]} F(k;)éK X X Yg 5 LA _ | S( : )|7
for somea < b. The rationale for this ch%ice ofl is that in , 5] 1]
stepping-stone connections, thth arrival 3 X, and thenth 07 = 1...., n*, and F(0) = 0. Then we have that

n . _ =t da(Sx oSy, Sxy) = max |F(I) - F(k)l
departure_ Y; will not diverge unboundedly, so we expect O<k<izn

i=1 i ) | ) = max F(k)— min F(k)(2)
X; = Y;. Thus the samples of interarrival pairs from stepping- 0<k<n? 0<k<n?

stone traffic often cluster around the unit line= y with  Ajgorithm STB computesi(Sx o Sy, Sxy) by computing

some noise; bands around the unit line can reveal significqﬂ((k) efficiently. The algorithm is shown in Table I.
difference between normal traffic and stepping-stone traffic.

TABLE |
SEARCH-TILTED-BANDS (STB)

Given a set of sample§S = {(z;, v;)}!,, the “product
samples”Sx x Sy are the set of the* points{(z;, y;)}7 ;-
Sort the “product samples” int@}, s5, ..., s/ .), wheres; =

(z}, y,), such thatr; —y; < xh—yh < .... Geometrically, this | SEARCH-TILTED-BANDS(S, e):
sorting allows us to scan the “product samples” in the order foré, j=1:n

they cross the5° line as it moves from northwest to southeast, eng;((] —Dn+i) =z —y;;
as illustrated in Fig. 1. LeB(k, 1) (k < I) be the45° band [D, I] = sor(D);

with boundaries passing through ands; respectively (e.g., | Frin = Fnax = F(0) = 0;

B(2, 6) in Fig. 1),i.e.,

fork=1: ngF(k N
- 1)+
A C ﬂm:{Fw—U+
B(k7 l):{(l', y) =Yy € [xk — Y, T — yl]}
We have that

Frin = min(lem F(k))v
)
da(Sx o Sy, Sxvy)

if I(k) mod(n+1)==1,

11
n
i o.w.

"

Frax = max(Fmax, F(k));
end
if Finax — Fmin > € return ATTACK;
else return NORMAL;
|(Sx x Sy)NB(k, )| |SNB(k, 1)
|52 5]
For |S| = n, an exhaustive search to compufg(Sx o
Sy, Sxy) will take O(n%) time, since there ared(n*)

lsksisn? I In STB, I is an index array wherd (k) is the index of

the kth smallest entry inD. If s}, is the “product sample”
corresponding td(I(k)), we have that

1 1
5We use the convention that the detector gives the valier 71, and0 F(k) = F(k—1)+ nZ2  n if 8;€ €5,
for Ho. F(k—1)+ =3 0.W.



Note thats; € S if and only if I(k) = (i — 1)n + 4 = B. Robustness Against Chaff
(i—1)(n+1)+1 for somei € {1,..., n},; therefores) € S'is
equivalent tol (k) mod (n+1) == 1. Thus, STB can compute
F(k) (k=1,..., n?) by anO(n?) updating. The sorting of
D is the most time-consuming step, and it tak&g:? log n).
Therefore, STB implements thd-distance detector for the
class of45° bands inO(n?logn) time.

It is shown in [16] that it is possible for the attacker to
evade any detector by inserting sufficient chaff. There is,
however, a limit on the minimum amount of chaff needed
to do so. Specifically, it is shown in [16] that the minimum
asymptotic fraction of chaff needed to mimic independent
Proisson processes of rates no more thais 1/(1 + \A)

Yor attacking traffic with bounded delagx, and1/(1 + M)
q‘%r attacking traffic through a host with bounded memary
This minimum fraction gives fundamental limit on the amount
of chaff that any detector can handle.

We point out that STB can be easily modified to detect oth
forms of linear correlation by changing the order in scanni
the “product samples”.

IV. PERFORMANCE OFA-DISTANCE DETECTOR
In this section, we will show that thel-distance detector

We now analyze the performance 6f,. We show that can achieve robustness arbitrarily close to the fundamental
»

it has exponentially decaying error probabilities on both faldinit for a class of joint distributions called the bivariate
alarm and miss detection. We derive uniform upper bounds §fPonential distribution, derived by Marshall and Olkin in
the error probabilities by applying the Vapnik-Chervonenkit /1- A pair of nonnegative random variablex’, V') satisfies
Theory. It is desirable that the detector is robust against tHi Pivariate exponential distribution BVE,, Az, A1) if its
insertion of chaff. We characterize the robustnessgf by distribution function is given by

deriving the minimum chaff required to have nonzero miss s Aot Arp max(s, £)
probability. Pr{X > s Y >t} =e 177270 D s t>0. (3)

The importance of this definition of bivariate exponential
A. Error Probabilities distribution is that it preserves the memoryless property of
the univariate exponential distribution.

In this section, we characterize the error probabilities of the
detectord,, as a function of the sample size the threshold For the bivariate exponential distribution defined above, we
value ¢, and the searching clasd. It is known that each characterize the amount of chaff required to evade the
class of measurable sets is associated with a positive integistance detector in the following theorem.
called Vapnik-Chervonenkis dimension (VC-dimensiahjch
measures the complexity of the class [14]. For a collection ~Theorem 4.2:Suppose we use thé-distance detector with
with finite VC-dimension, we derive the following exponentiathresholde € (0, 1) and A being the class of5° bands. If
upper bounds on the error probabilities &f, . (51, S2) is a stepping-stone pair in which the pairs of interar-
rival times (X;, Y;) (i = 1, 2,...) havei.i.d. bivariate expo-
Theorem 4.1:Let S = {(z;, v;)}?, be drawn i.i.d. from nential distribution, and the rates 8f and.S; are bounded by
Pxy, and A have finite VC-dimensiorl. Then for arbitrary A, then the minimum fraction of chaff to have nonzero miss

distribution Pxy, the false alarm probability of;, satisfies Probability is lower bounded byl —¢)/(1+ M) for stepping-
stone pairs with bounded memofy, and (1 — ¢€)/(1 + A\A)

Prp(da,) < 8(2n + 1)de™m/32, for stepping-stone pairs with bounded delay

Moreover, ifd 4(Px o Py, Pxy) > €, then the miss probability

satisfies Proof: See Appendix. m

d_—n(da(PxoPy, Pxy)—e)?/32
Prr(0a,) < 8(2n+1)% AT : Remark:Theorem 4.2 says that thé-distance detector can

detect any correlation in bivariate exponential distribution.
By Theorem 4.1, we see that by increasing sample size,
can be made arbitrarily close t® while keeping the false
Remark: Theorem 4.1 provides uniform upper bounds oalarm probability bounded by certain level. Therefore, for long
the error probabilities ob,,. It guarantees that under anyconnections, the robustness of tHedistance detector can be
distribution,é,,, can perform arbitrarily well with sufficiently arbitrarily close to the optimal.
large samples (note that a condition needs to be satisfied
for diminishing miss probability). The error exponent for For the attacker, the actual value ofmay be unknown.
false alarm probability increases with whereas that for Then the attacker is faced with a tradeoff between the amount
miss probability decreases with Therefore, the threshold of chaff and the level of protection; he can saM@e% of
represents a tradeoff between false alarm and miss detectidmaff by taking the risk of having correlation.

Proof: See Appendix.



V. SIMULATION probability quickly drops from to close to0, and this critical
sample size decreases as the correlation value increases. For
We implement thed-distance detector using STB to verify?1 = 0-85, p2 = 0.90, p3 = 0.95, andp, = 0.99, our estimates
the performance. We lePxy be the bivariate exponential©f the minimum sample sizes arg = 854, np = 752, n =
distribution defined in Section IV-B. It is shown in [17] that thd’66, @ndna = 607 respectively (see Fig. 2). We see that our
correlation coefficienp between bivariate exponential randonfStimates agree with the simulation curves very well.
variablesX andY is

Miss Detection vs. Sample Size a=01

p=A12/(M1 + A2 + A2), T YR

p, = 0.85

p,=095
p, =099

where \; (i = 1, 2, 12) are parameters in the definition (3) o In
We will test the performance of thel-distance detector on s - \‘
processes with bivariate exponentially distributed interarriv ? | ¢
times of various correlation levels. In practice, this correspon *'[ I “ i
to the case when attacking packets arrive according tc o ‘ \
Poisson process of ratd;», and are relayed immediately-. ‘
without delay, but the attacker inserts chaff packets accord/&=*° ‘ \ )

to independent Poisson processes of ratesand X\, in the o, : Jf ®
incoming and outgoing streams, respectively. } “ |

0.3

Before starting the simulation, we have to solve a couple ,| “ @ |

implementation problems. The first problem is how to decic 1 *

the detection threshold In the Neyman-Pearson framework °f } X il

we want to set the threshold to the smallest possible value ‘ at N L TN

long as the false alarm probability is bounded by a prescrib  “® 500 600 o 80 %00 1000

value « € (0, 1). A common way of setting threshold

in nonparametric detection is to use training. Training fdg. 2. Simulated m‘iss detection probabilities of STd:= 0.1; 10000
. . . . . Monte Carlo runs;p; (i = 1,..., 4): the correlation betweerX; andY;;

computation intensive. Furthermore, the training data is NOt ine estimated minimum sample size for.

guaranteed to represent all the normal traffic in a network with

many different traffic types. We propose to set the threshold

by making the false alarm upper bound in Theorem 4.1 equal

to . Then we can write the threshold as VI. ConcCLUSION

p

€(n)

\/g log ﬁ, In this paper, we have developed a nonparametric method to
" (2n +1) detect stepping-stone traffic by correlating the time intervals

whered is the VC-dimension ofd. Theorem 4.1 guaranteesbetween packet arrivals. We point out that the. assumption

that the false alarm probability will be bounded byunder ©On pairs of interarrival times is crucial for the proposed

arbitrary interarrival distributions. For the class43 bands, detector to work. It means that not only do the processes in

it is easy to show by the method of Wenocur and Dudley [18Pnsideration need to be renewal marginally, but their pair

thatd = 2. has to be renewal as well. In practice, this detector should

be combined with a preprocessor to filter out the non-renewal

Next, we need to choose the sample size. Since the thresH¥l@ICESSES.

e(n) is conservative, the detector often needs a large number

of samples to have reasonably small miss probability. We

need a guideline on approximately how many samples are VII. APPENDIX

needed to have reasonable detection performance. We use the

results in Theorem 4.1 to estimate the minimum sample size.

In Theorem 4.1, it is proved that the miss probability decays Proof of Theorem 4.1

exponentially fast it 4 (Px o Py, Pxy) > €. Thus we estimate

the minimum sample size as the smallest integtirat satisfies  The proof uses

results derived from the Vapnik-
e(n) < dA(PX o Py, ny).

Chervonenkis Theory. In [15], we have proved that for ar-
bitrary distribution P, if S is a collection ofn i.i.d. samples

In our simulation, we letx = 0.1, and vary the correlation drawn from P, and A is a class of measurable sets with VC-
p among 0.85, 0.90, 0.95, and 0.99. The simulated miss dimensiond, then

detection probabilities of STB are plotted in Fig. 2. We see ,
that there is a critical sample size beyond which the miss Pr{da(S, P) > ¢} < 4(2n+1)%e /8, 4)



where d4(S, P) is the A-distance between the empiricalThus to evade thed-distance detector, the attacker needs to

distribution according t& and P. Applying (4), we have

Pl‘{d_A(SXY, ny) > 6} S 4(2n =+ 1)de—n62/8’
®)

Pr{ds(Sx oSy, PxoPy)>¢} < 4(2n+1)de /8,
(6)

mimic Poisson processes with correlatior< e.

In [8], Blum et al. present an optimal algorithm called
“BOUNDED-GREEDY-MATCH" (BGM) to embed traffic
with bounded delay into a pair of arbitrary processes; they
show that BGM is optimal in that it always inserts the
minimum number of chaff packets. In [16], we propose another
algorithm called “BOUNDED-MEMORY-RELAY” (BMR),

Now we are ready to bound the error probabilities. Sindhich inserts the minimum number of chaff packets in embed-

da(-,-) satisfies triangle inequality, we have

da(Sx oSy, Sxy) da(Px o Py, Pxy)
+da(Sx o Sy, Px o Py)
+da(Sxy, Pxy),
da(Px o Py, Pxy)
—d(Sx oSy, Px o Py)
—dA(Sxy, Pxy).

<

(7)
dA(SX o Sy, SXY)

Y

8

UnderHy, d4(Px o Py, Pxy) = 0. Thus, by (7),

Pp(bd,4) Pr{da(Sx o Sy, Sxy) > €}
Pr{d4(Sx oSy, Px o Py)
+dA(Sxy, ny) > 6}
Pr{d4(Sx oSy, Px o Py) > %}
+PI‘{d_A(SXY7 PXy)

8(2n + 1)de_”€2/32,

IN

©)

IN

€
>§}

< (10)

where (10) is obtained by plugging in (5,6).

Under H;, if Pxy satisfies the condition

d4(Px o Py, Pxy) > ¢, then, by (8), we have

Phrr(6a,) Pr{da(Sx o Sy, Sxy) < €}
Pr{d.A(SX o SY> PX OPY) +d_A(SXY, ny)

2 d_A(PX o Py, ny) — 6}‘

<

Following the same derivation as after (9) yields

Par(6a,) < 8(2n + 1)%e(dalPxoPy, Pxy)=o?/32.

B. Proof of Theorem 4.2

By Theorem 4.1, we see that to have non-vanishing miggl

probability, the attacker has to makg (Px o Py, Pxy) < e.

If Pxy is the bivariate exponential distribution (BVE) defined

in Section IV-B with correlatiorp, then it is shown in [17] that
Pxy satisfiesPxy (X = Y) = p. For A being the class of
45° bands, we have thaty (PxoPy, Pxy) = Pxy(X =Y).

ding traffic through a host with bounded memory into arbitrary
processes. Therefore, the best way of making attacking traffic
with bounded delay or memory mimic givei$;, S2) is to
embed packet transmissions by BGM or BMR, respectively.

The rest of the proof directly follows from the performance
of BGM and BMR. It is shown in [16] that the minimum
fractions of chaff inserted by BGM and BMR into a pair
of independent Poisson processes of rate bounded aye
1/(1 + AA) and 1/(1 + M), respectively. Furthermore, for
BVE distributions, it is shown in [17] that; (i = 1, 2) can
be written as a superposition of Poisson procegseand Ps,
where P, P,, and P; are independent, with rateg, A2, and
A12, respectively. If we embed packets int8,, P») by BGM
or BMR (assumeP; does not contain any chaff), we obtain a
lower bound on the fraction of chaff 4% — p)/(1+ AA) and
(1—-p)/(1+ M). Combining these results with the constraint
p < e completes the proof.
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