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PREFACE

This report summarizes the conclusions of a study of constraints on
intelligence activities in the investigation of terrorist or terrorist-re-
lated crimes in the United States. The study addresses the question, To
what extent did the post-Watergate intelligence "rules” affect law en-
forcement’s ability to investigate and prosecute cases of domestic ter-
rorism?

Specifically, the study compares and contrasts the investigation of
domestic terrorism and the prosecution of alleged terrorists during the
period before 1975, when the regulations governing such intelligence
activities were more flexible, and during the period from 1975 to 1980
when constraints were greatly increased. This portion of the study is
reported in a companion Rand Note, Inteliigence Constraints of the
1970s and Domestic Terrorism: Vol. I, Effects on the Incidence, Inves-
tigation, and Prosecution of Terrorist Activity, N-1901-DOJ, by Sorrel
Wildhorn, Brian Michael Jenkins, and Marvin M. Lavin, Decernber
1982.

In the course of the study, we alse assembled and summarized a
selected sample of legal, legislative, and administrative constraints at
the local, state, and federal levels on the collection, maintenance, use,
and dissemination of information pertaining to domestic security mat-
ters. That survey is reported in Rand Note N-1302-DOJ, Intelligence
Constraints of the 1970s and Domestic Terrorism: Vel. II, A Survey of
Legal, Legisiative, and Administrative Constraints, by Marvin M. La-
vin, December 1982,

Since the completion of this study, significant changes have been
made in federal executive orders and departmental guidelines, and in
local police department guidelines. For example, on December 4, 1981,
after the study was completed, President Reagan issued Executive
Order No. 12333 on United States Intelligence Activities, which liberal-
izes authority to assist and cooperate with staie and local law-
enforcement agencies. The study does not address the regulatory
changes or cases prosecuted after 1980.

Numerous obstacles and delays were encountered in the course of
this research, evidence of the sensitivity of the subject matter. The
research was initially approved by the National Security Council/
Special Coardinating Committee Working Group on Terrorism and
funded by the Law Enforcement Assistance Administration (LEAA) of
the Department of Justice. Soon after the study was initiated, however,
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a separate office in the Department of Justice contemplated withdraw-
ing the grant because the Federal Bureau of Investigation took the
position that, although a member of the Working Group on Terrarism,
it had not formally approved the project. This internal dispute resulted
in months of uncertainty. Ultimately the grant was not withdrawn, but
the Bureau decided not to cooperate formally in the study. Informally,
FBI officials, both active and retired, were of great assistance.

Several of the police departments whose assistance we sought were
involved in lawsuits directed at their intelligence operations, causing
further delays. For this reason, for example, we could not directly
interview members of the Chicago Police Department. The Los Angeles
Police Department’s Public Disorder Intelligence Division {PDID)} was
also named in a civil suit; several officers were the object of an investi-
gation by the Department’s Internal Affairs unit. Finally, differences
within Rand over how to interpret the data we did gather caused
several revisions and still further delays.

Although the rules keep changing, this summary ard the two
accompanying volumes should be of interest to local, state, and federal
government officials concerned with domestic terrorism. They should
be particularly useful for officials in law enforcement, prosecution, and
the judiciary who are responsible for the difficult tasks of investigating,
prosecuting, and adjudicating cases of domestic terrorism.
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INTELLIGENCE CONSTRAINTS OF THE 1970s
AND DOMESTIC TERRORISM:
EXECUTIVE SUMMARY

Following the revelations of abuses by government agencies in intel-
ligence collection during the civil rights and anti-war movements of the
1960s and the crimes and excesses that came to light in the Watergate
scandal, more stringent controls and limitations were placed on the
intelligence operations of law-enforcement agencies at the federal,
state, and local levels. These controls limited inquiry, surveillance, and
the keeping of files on certain persons and organizations; established
strict criteria for the use of intelligence gathering techniques; limited
the time that information could be retained in government files; re-
stricted the transfer of information from one government agency to
another; compelled government agencies that maintain certain catego-
ries of information to routinely report what they have in their files, or
to reveal it to the subject upon request; and established oversight
groups and procedures to ensure compliance. The rules are set forth in
federal legislation, executive orders, federal department, agency, and
service directives, state legislation, local-level guidelines, and court
rulings.

In the wake of criminal prosecution of government officials for illegal
intelligence activities and the seemingly increasing likelihood of expo-
sure to such activities, some senior and middle-level bureaucrats
became cautious beyond the letter of the newer rules. There was a
tendency on the part of law enforcement to react to supposed or per-
ceived rather than actual constrainis. The result was a precipitous
decline in domestic security activity by law-enforcement agencies at all
levels of government.

Law-enforcement officials complained that the newer rules on intel-
ligence collection and retention seriously impaired their ability to
anticipate possible terrorist incidents or to identify, locate, and ap-
prehend persons engaged in politically motivated crimes. In 1977,
Stuart Knight, Director of the U.S. Secret Service, testified before the
Senate Subcommittee on Criminal Laws and Procedures that there had
been a 50 to 60 percent decrease in the intelligence his agency was
receiving, and that the qualitative degradation might constitute an
additional 25 percent reduction.!

' The Erosion of Law Enforcement Intelligence and Its Impact on the Public Security,
Hearings Before the Subcommittee on Criminal Laws and Procedures, Senate Commit-
tee on the Judiciary, Part 1, 95th Congress, First Session, July 27, 1977,
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In Congressional hearings in 1978,2 law-enforcement officials tes-
tified that

+ Informants had virtually disappeared because of freedom-of-in-
formation laws and related court decisions and restrictions.

+ Intelligence was no longer freely shared among law-enforce-
ment agencies despite the highly mobile nature of terrorist
groups.

+ Electronic surveillance was completely forbidden in 21 states
and could be used only under extraordinary circumstances and
pursuant to a court order in virtually all of the remaining
states.

s Access to telephone records, bank records, and other third-
party records by law-enforcement agencies generally required
a court order, and some states required that the subject be
notified.?

« Intelligence units at state and local levels had been disbanded
or reduced to a level at which they were almost inoperable.

« Valuable intelligence files had been completely destroyed in
some jurisdictions, impounded in others, and extensively
purged in still others.

Did the rules of the 1970s impose unintended and unreasonable re-
strictions on intelligence activities, particularly in the area of terrorism
and politically motivated crimes? While law-enforcement officials,
prosecutors, and judges can provide information on how they perceive
the effects of the newer rules, their perceptions alone de not provide
empirical evidence for an objective impact assessment, and inevitably,
personal interviews are seen as providing a biased picture. Therefore,
we have combined interviews with law-enforcement officials with a
relatively complete and representative sample of both older and more
recent cases in which politically inspired crimes were prevented or
prosecuted, from which we could draw quantitative conclusions.

? The Erosion of Law Enforcement Inielligence and Its Impact on the Public Security,
Report of the Subcommittee on Criminal Laws and Procedures to the Committee on the
Judiciary, United States Senate, 95th Congress, Second Session, Washington, D.C.,
1978.

3 Fven where state law does not mandate notification, many banks, telephone com-
panies, and other private organizations holding third-party records natify the subject
as & matter of policy.



Specifically, we wanted to see if the outcomes of the cases would
have changed had other rules applied. How would successful investi-
gations and prosecutions of older cases have fared under the newer
rules? Would the outcomes of more recent cases that were not success-
ful have been different had the investigations occurred in the old en-
vironment?

We identified cases of terrorist activity or other politically moti-
vated crime, attempted to determine what, if any, intelligence-gath-
ering techniques were employed by the investigators, and then ap-
plied the newer rules to older cases, and the older rules to the newer
cases, ta see if the outcomes would have been different. We were par-
ticularly interested in seeing how many successful’ cases under the
otder rules would have been failures under the newer rules. Although
the newer rules were imposed over a period of several years, we have
taken 1974 as the break between the “oid” environment and the
"new.”

This kind of quantitative analysis enables us to test the percep-
tions of the respondents we interviewed. More important, it provides
an independent and objective means of assessing the impact of the
newer rules.

The Interviewees

The officials we interviewed include current and former officials of
federal and local law-enforcement and prosecution agencies who had
intimate knowledge of terrorist-related conspiracies or acts. We par-
ticularly sought “0ld hands” whose first-hand experience spanned the
entire period of interest (1965-1980), because their experience would
enable them to make informal judgments about the impacts of the
newer intelligence rules. We looked for service in, or direction of, po-
lice intelligence units or investigative units that dealt with terrorist-
related incidents and crimes and prosecution of such crimes.

Because the radical and activist groups that have been responsible
for the majority of terrorist incidents and crimes in the United States
over the past 15 years have operated in and about large metropolitan
areas, we focused our attention on the Los Angeles, San Francisco

4 Cases in which law enforcement prevented or deterred crimes or in which the
perpetrators of crimes were identified, arrested, and convicted.



and Qakland, New York, Chicago, and Miami Beach and Dade Coun-
ty areas. It has been estimated that 51 percent of all terrorist inci-
dents in the United States in 1970-1980 took place in these five
areas.® We were unable to interview officials from the Chicago and
Miami Beach Police Departments because, for various reasons, they
were unable to cooperate. But we did conduct interviews with current
and past officials of the county prosecution agencies in these areas.

We attempted to obtain official cooperation from the FBI in collect-
ing case summaries and in interviewing officials who had intimate
knowledge of terrorist-related investigations in Los Angeles, San
Francisco, and New York. However, after considerable delay, we were
formally notified that the FBI would not officially cooperate. By this
time, we had insufficient time or resources to return to these cities for
interviews with federal prosecutors. We did, however, interview a few
former FBI officials, who provided some insight, opinions, and details
of a few cases.

The respondents agreed that the newer rules had hampered their
effectiveness in preventing terrorist activity, investigating terromist
crimes, and prosecuting offenders. At the same time, they were not in
agreement about the importance of this loss. Some asserted that there
had been a significant decline in preventive intelligence, elaiming that
in the past, informants and undercover agents had penetrated groups
likely to engage in violence, allowing police to prevent or at least
minimize potential incidents. However, others cbserved that the
1960s and early 1970s—the heyday of police intelligence activity—
were also the heyday of domestic terrorist activity, implying that in-
telligence efforts had not significantly reduced the level of terrorism
and that the decline in intelligence operations since the mid-1970s
had produced no corresponding increase in terrorist crimes.

Some of the interviewees, particularly prosecutors, pointed out
that many of the serious terrorist-related crimes were never solved,
and many of those that were solved produced insufficient evidence to
prosecute.

The interviews led us to conclude that collecting intelligence about
terrorist groups, even in an environment with few restrictions, is ex-
tremely difficult.

& Data from a chronology of terrorist incidents rmaintained by Risks, International,
Inc.. Alexandria, Virginia.



Intelligence Files

What police know about individuals or groups resides in files, and
the newer rules hit those files hard. During the 1970s, police intelli-
gence files were purged repeatedly, and tighter rules for starting new
files were imposed. Limitations were also placed on the kinds of infor-
mation that could be kept in files, and the length of time the informa-
tion could be kept.

Police intelligence files on political activities have always been
much broader in scope than files pertaining to active criminal investi-
gations. Prior to the implementation of the newer rules, files included
information on known and suspected members of terrorist groups,
their friends and associates, and suspected sympathizers. They in-
cluded information on protest groups that might support the aims of
terrorist groups, if not their methods, and might thus provide re-
cruits. They also included information on groups that were not “sub-
versive” but that might engage in major demonstrations. Possible
criminal activity was not a prerequisite. One police officer said,
“Some group says tomorrow it's going to have ten thousand members
march on some diplomatic mission. That many people create a crowd
control problemn. Do we mobilize? We look at files and find the group
has six members, so we don’t get too excited.”

In one police department we visited, files contained cards that went
back to the 1940s and reflected the changing focus of police intelli-
gence. They contained information on suspected Nazis, the concern of
the 1940s; Communist Party membership rosters, the concern of the
1950s; Black militants, right-wing extremists, and anti-war demecn-
strators, the concern of the 1960s.

The purges of the files began in the 1970s as a result of fundamen-
tal changes in philosophy regarding police intelligence files. Law-en-
forcement officials believe that a growing number of critics perceived
intelligence files as having sinister meanings in the 1970s. That atti-
tude was manifested in stricter requirements. Files were limited
more specifically to law-enforcement concerns. A well-articulated ba-
sis was required for starting a file—"perhaps less than a probability,
but more than a possibility” of violent threats. The requirements ap-
plied to persons who could be investigated as well. Contact with
someone under investigation was not enough to justify initiating a
new investigation.

Some of the officials interviewed felt that purging the files caused
no great loss, and that the old files were of little value anyway, hav-
ing grown too large or unwieldy. Seme even implied that with the
volume reduced, the files were more useful. Other respondents took



the opposite view, arguing that under the newer rules, the files were
of little utility.

Undercover Operations

Qur respondents considered the use of undercover officers and in-
formants to be the most important technique of prevention and inves-
tigation of terrorist activities. Law-enforcement agencies appear to
have clear-cut preferences between informants and undercover offic-
ers. The New York police, for example, prefer to rely on undercover
officers, because they "are in the organization, under control, and dis-
ciplined.” (Undercover officers were employed in 9 of the 23 older rule
cases we examined and in 7 of the 28 newer rule cases.) Protecting
the identities of undercover officers is less difficuit than shielding in-
formant identities: When prosecutors are ready to go to court, the
undercover officers simply surface. Undercover officers also make bet-
ter witnesses than informants, whose background or motives for in-
forming sometimes make them less credible in court.

Undercover officers are also used by the Miami, Los Angeles, and
San Francisce Police Departments. San Francisco law-enforcement
officials said that they had penetrated a number of groups, using both
undercover officers and informants. The FBI, on the other hard,
generally used informants as a matter of policy during the 1960s and
1970s.

All of the respondents asserted that undercover officers were being
used far less now than they were prior to 1974. They noted that an
officer cannot simply go undercover and penetrate a group overnight.
1t may take years to establish credentials, but the newer rules re-
quired greater probability of certain crimes being committed before
infiltration could begin. At one time, an officer would have been put
“in an area” even before any criminal activity had occurred in order
to establish his credibility so that he could infiltrate a group if one
emerged. One officer said that kind of thing could not he done today:
“It weuld he viewed as fishing.”

Changing attitudes toward intelligence operations in general,
along with reductions in the resources available for such activities,
further limit undercover operations. The five or even ten years re-
quired for an undercover officer to establish credentials and infiltrate
a group represent a costly investment of manpower, and the invest-
ment may not be worth the sentences imposed even when convictions
are obtained. A former FBI official noted, for example, that the light
sentences imposed on the defendants in one case involving the
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Weather Underground probably did not justify the four years and
seven vears spent by the two agents who infiltrated the group.

Although the respondents claimed a high degree of success in the
use of undercover operations, they were also candid in discussing the
difficulties. One police officer said, “To get undercover in the JDL
[Jewish Defense Leaguel, you have to be 14 or 15 years old.” A former
FBI official reported, “In the forties, fifties, and sixties, we were deal-
ing with large structured organizations. They had headquarters;
people attended meetings. [Through such techniques as undercover
operations, informants, and surreptitious entries], we could gain in-
formation.” In the 1960s and 1970s, it became more difficult. The new
groups “were small, they had no formal headquarters, they carried
out acts of terrorism, they claimed credit by communique.”

Informants

Informants appear to be the most commonly used means of keeping
track of underground groups. Informants were employed in 13 of the
23 older rule cases we examined and in 7 of the 28 newer rule cases.
Police and prosecuiors in all five metropolitan areas cited cases in
which informants had been used. The FBI made extensive use of in-
formants. The Bureau's view was that an FBI agent is too valuable to
put underground for a long time; one agent can run eight to ten infor-
mants. One local police official also pointed out that the strict entry
requirements of the Bureau virtually precluded undercover oper-
ations: FBI agents were too easily spotted. Moreover, the Bureau is
concerned that an agent left too long underground might incorporate
the attitudes and lifestyle of his cover as his own.

It is more difficult to recruit informanis in the political under-
ground than in the criminal underground, particularly in ethnic com-
munities such as the Cuban neighborhoods in Florida where anti-
Castro Cuban terrorists have been able to count on a measure of pop-
ular support for their activities. “Revolutionaries” are not likely to
run afoul of the law for minor infractions, few have criminal records,
and they are generally not motivated by money; hence, they are not
likely to become informants if arrested, although sometimes it does
happen.

The fact that informants are not always reliable and often make
poor witnesses was a minor concern when pelice intelligence was pri-
marily directed toward deterrence, prevention, or disruption. Under
the old rules, the planting of informants was particularly effective
against the Ku Klux Klan. One retired FBI official recalled that fol-



lowing the murder of three civil rights workers in Mississippl, the
FBI started “aggressively interviewing” every Klan member. Mem-
bers were warned that while it was not illegal to belong to the Klan,
if any trouble occurred, the FBI would go after them first. The FBI
official admitted that many of these interviews were confrontations.
*“KKK members didn’t like to be interviewed.” But the practice
served two objectives: First, showing Klansmen that the FBI knew
they were members who could be promptly identified had a deterrent
effect on their activities. Second, the aggressive interviewing program
allowed the FBI to recruit additional informants among those mem-
bers who were against violence or who simply wanted to avoid
harassment.

Such aggressive interviewing would not be tolerated against any
legal organization today, including the Klan. "Under current think-
ing,” said a former FBI official, “such a program would be considered
as an invasion of privacy.” The prohibition of intelligence operations
without an articulable likelihood of criminal activity virtually rules
out the recruiting of informants among aboveground sympathizers or
members of support groups.

The Freedom of Information Act (FOIA), several respondents as-
serted, makes recruiting informants more difficuit even in situations
where the newer rules would permit it. People believe that their iden-
tities cannot be protected, that criminal groups have, through FOIA
requests, identified and eliminated informants. The reluctance to
become an informant is based not so much on what the FOIA actually
does, but rather on how it is perceived.

Qur respondents argued that it has in fact become increasingly
difficult to shield the identities of informants during prosecution, as a
result of more liberal discovery laws. Law-enforcement officials, par-
ticularly in California, said that it is very difficult now “to make a
case and not give up the informant.” They cited several cases in
which police claimed privilege in withholding the identity of an in-
formant or information that could enable the defendants to figure out
who the informant was, thereby compelling the prosecutors to drop
the case,

It is difficult to assess how much these developments have reduced
the flow of information from informants. Not all informants were
genuine. One former FBI agent asserted that the Bureau’s emphasis
on informants had led to quotas—each agent had to recruit a certain
number of informants within a specified time period. Other law-en-
forcement officials revealed that information that was claimed to
have been developed using other investigative techniques was in fact
often provided by informants. Acting on informants’ information, the



detective would find other sources of corroborating evidence, on which
he would then make the case.

Other Limiting Factors

Several respondents said that the FOIA had reduced—and in some
cases virtually eliminated—the flow of information from local police
departments to federal investigators. Police investigators also men-
tioned increased difficulty in obtaining permission for electronic sur-
veillance.

Another problem resuits from the fact that investigations of terror-
ist groups may be treated as both domestic and foreign counterintelli-
gence investigations. A former official in the U.S. Attorney’s Oflice in
Florida said that local investigations had been “frustrated by the for-
eign intelligence guidelines in obtaining information needed for the
prosecution of Cuban terrorists.” And a Los Angeles Police Depart-
ment official said that it had been difficult to obtain information with
which to compare local bombings by Croatian extremists with bomb-
ings by Croatian terrorists that had occurred outside of the country.

Many of the respondents also complained about the emergence of
the so-called “cause lawyers,” politically committed attorneys who
specialized in the defense of persons accused of politically inspired
crimes. The “rause lawyers” were seen as having been effective in
shaping and exploiting the newer rules, and as having created a bar-
rage of complaints and civil suits designed to harass, constrain, and
ultimately dismantle all domestic intelligence activities.

Beyond the Rules

“Climate is extremely important,” one former FBI official told us.
Police intelligence activities do not pursue a course independent of
public attitudes and political pressure. Public attitudes influence
legislation, orders from the White House, and federal and local gov-
ernment departmental directives that determine the degree and di-
rection of infelligence efforts.

The assassinations and riots of the 1960s provoked nationwide con-
cern about the adequacy of domestic intelligence. Following the as-
sassination of John F. Kennedy, the Warren Commission saw the
need for more intelligence about defectors, malcontents, and others
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who might threaten the life of Lthe president.® The Eisenhower Com-
mission, created after the assassination of Senator Robert Kennedy in
1968. recommended that “police departments throughout the nation
improve their preparations for anticipating, preventing, and control-
ling group disorders.”” Following the killing of four students by Na-
tional Guardsmen at Kent State University in 1970, the Seranton
Commission observed that “bombing and arson have increased alarm-
ingly on campuses. This sort of covert and terrorist crime by individ-
nals or small groups presents an extremely difficult police prob-
lem. ... The problem ... necessarily involves police in extensive In-
telligence-gathering activities.”® The Scranton Commission report
went on to say that “if the police are to do their job of law enforce-
ment on the campus properly, they need accurate up-to-date informa-
tion. Only if they are well-informed can the police know how and
when to react and, equally important, when not to react.”

As long as intelligence activities were directed against aliens or
groups that had little community suppori, police intelligence activi-
ties were not closely questioned. But the civil rights movement and,
to a greater extent, the anti-war movement intreduced a different
class of perpetrators, whose causes engendered widespread sympathy.

Exposés of abuses by the government further shifted public opin-
jon. The Army was found to be maintaining files on anti-war activ-
ists, including elected officials. The FBI's COINTELPRO eforts were
exposed as a proactive effort not merely to sow discord among self-
proclaimed revolutionaries but alse as a covert campalgn to malign
the reputations of legitimate civil rights leaders and sympathizers,
The Watergate affair cast a long shadow over all domestic intelli-
gence activities in the political area and contributed to the atmo-
sphere that led to increased constraints.

Although all of the respondents remarked on this change in atti-
tude, not all attributed it to political developments. One observer con-
sidered it simply part of the general trend toward increasing the
rights of the accused and the convicted.

The changes in attitude and philosophy appear to have had as pro-
found an effect on intelligence operations as did the newer rules

5 Report of the President's Commission on the Assassination of President John F.
Kennedy, Chief Justice Earl Warren, Chairman, 11.8. Government Printing Office,
Washingten, D.C., 1964, pp. 461-465.

T To Establish Justice, to Insure Domestic Tranguility, Final Report of the National
Comrmission on the Causes and Prevention of Violence, Dr. Milton 5. Eisenhower,
Chairman, U.S. Governmeni Printing Office, Washington, D.C.L 1968, p 275,

" Campus Unrest, Report of the President’s Commission on Campus Unrest, William
Scranton, Chairman, U.S. Gevernment Printing Office, Washington, D.C., 1870, pp.
171-172,
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themselves. A mnew atmosphere was created that had a “chilling
effect” on police intelligence operations.

Because the rules were hastily drafted in many cases, they were
often imprecise, subject to interpretation, complicated, contradictory,
and hard to understand. One of our respondents remarked that you
had to be a lawyer to interpret whether or not an intelligence oper-
ation was legal. Higher officials tended to interpret the rules conser-
vatively. If a decision fell anywhere in a grey area, they vetoed it to
be on the safe side. A former FBI official recalled that FBI headquar-
ters was so uncertain about the legality of investigative techniques
that it wanted to collapse the single successful undercover operation
directed against the Weather Underground, even though the guide-
lines did not prohibit such operations.

Under the old rules, a wrong decision was handled administrative-
iy {within the law-enforcement agency). Under the newer rules, a
wrong decision meant criminal prosecution. Even an operation ap-
proved by superiors might subsequently be ruled illegal, and the in-
vestigators would be prosecuted.

Uncertainty and fear provoked overreaction. Investigators no long-
er did things they were in fact allowed to do. An investigator de-
scribed one example of what he thought could no longer be done un-
der the newer rules. When we asked him how these newer rules
would have actually affected the case in gquestion, he discussed the
issue with some colleagues and concluded that in fact nothing in the
newer rules would have adversely affected either the investigation or
the prosecution of the case.

Fearing bad publicity and possibly legal action, private companies
that in the past had informally cooperated with investigators now
demanded warrants. Police could no longer cbtain easy or rapid ac-
cess to telephone records, billing records, credit records, and bank
records—information sources that had often been used to quickly
track down suspects. This change was not the result of statutes or
court decisions, said one New York prosecutor, but rather of policy
changes by the corporations. _

Getting warrants became more difficult. Judges required more evi-
dence before granting authority for wiretaps or surveillance oper-
ations. Prosecutors, too, were sensitive to the shifts in public atti-
tudes. Some District Attorneys became reluctant to prosecute politi-
cal cases. At a minimum, they wanted more evidence before going to
court. Some police officers complained that the city would not assign
its own attorneys to defend police on spying charges. Police intelli-
gence had become unpopular.

Almost every department we talked to was in the midst of lawsuits
concerning police intelligence operations in political cases. In fact, a
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lawsuit in progress prevented us from interviewing officials of the
Chicago Police Department.® Police commissiens and police chiefs felt
that intelligence operations only brought lawsuits. Budgets for intel-
ligence operations were cut, operations were reduced, and the little
intelligence they did produce was judged not worth the effort.

Getting Around the Restrictions

Organizations that see restrictions or requirements as unreasona-
bly constraining often find ways of getting around them. To avoid
tight restrictions on police intelligence files and the loss of informa-
tion when files are purged, investigators have created “soft files” that
are outside the official police files. These may be carried in an inves-
tigator’s notebook, in the trunk of a car, or even in a home computer.

To avoid the problem of obtaining a warrant to examine credit card
records and other financial information that is routinely available for
commercial purposes but not available to police, police have simply
recruited informants within credit checking firms.

Private investigating agencies were used to gather information
that police, for lack of resources or because of legal constraints, could
not obtain. With growing restrictions en what they may ask or find
out about their employees, or their foes, private corporations increas-
ingly have turned to private firms for information. In some cases, po-
lice themselves may be increasingly relying on private organizations
to gather information and to create and store data bases, and develop-
ing their own private networks for the exchange of information. The
extent and nature of these private operations, their relationship with
police intelligence, and the broader implications of this practice are
not well understood and merit further research.

Higher police officials may have inadvertently encouraged these
practices by deliberate inattention to the operations of their own in-
telligence units; superiors did not always want to know exactly what
was going on.

With the exception of the FOIA, the newer rules were discussed by
our respondents in an unspecific and generic way. Omly occasionally

¥ The Chicago Police Deparunent declined our request for interviews because of a
court order that required that the National Lawyers' (Guild, the plaintiff in a legal
action against the department, be informed of any outside contacts that the department
had concerning intelligence matters. The department did not want to create a situation
in whieh the guild would be approaching The Rand Corporation for access to this study
while the legal action was still in progress. We did, however, interview officials in the
1J.5. and Stale Attorney’s Offices.
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was a specific piece of legislation, e.g., a liberal discovery law, cited.
The bulk of the constraints seemed to derive less from legislation at
the federal or state level than from “judge-made law”—new rules re-
sulting from court decisions, and rules imposed neither by legislation
nor by case law but by administrative policy and the interpretation of
_ that policy.

In the eyes of police and prosecutors, the constraints are very much
a matter of climate, atmosphere, and public attitude. This has re-
sulted not only in increased restrictions on intelligence cperations but
in lack of community cooperation, increasing lawsuits, unfavorable
court decisions, declining resources, unnecessary conservatism, loss of
morale, and, ironically, the risk of further abuses.

The Case Sample

To examine how the perceptions of law-enforcement oflicials we in-
terviewed compared with the facts in actual cases, we examined 51
cases in which politically inspired erimes were prevented or prosecut-
ed, roughly half of which occurred under the older rules, and half
under the newer rules, prior to the recent modification of the rules by
the Reagan Administration. Although this sample is small, our
respondents concurred that we had exhausted their memories of cases
relevant to this inquiry.

The universe of cases that could have been examined is, in fact,
quite small. Most observers regard the mid- to late 1960s as the be-
ginning of the upsurge in political violence in the United States, al-
though accurate statistics on politically inspired crime are not avail-
able for the period of our investigation (1965-1980). Neither the De-
partment of Justice nor the FBI has records systems that provide au-
tomatic retrieval of politically motivated crimes. And data bases of
terrorist events such as those maintained by the Central Intelligence
Agency and The Rand Corporation deal only with incidents of inter-
national ferrorism.

Risks International, Inc. (a private research firm located in Alex-
andria, Virginia) has probably the most complete chronclogy of inci-
dents of U.8. domestic terrorism. This chronology lists 625 acts of
terrorism between 1970 and 1980. On the basis of the Risks chronolo-
gy and a review of newspapers of the late 1960s, we estimate that
between 700 and 800 incidents of political violence occurred in the
United States during the period covered by cur study, but most of
these cases could not be included in our sample, because they were
never solved. Bombings, which are the principal form of terrcrist ac-
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tivity in the United States, comprise over 80 percent of the incidents
in the Risks chronology; however, according to one FBI official. less
than 5 percent of all bombings result in arrests. The record is better
for politically motivated bombings, but according to Florida officials,
only 18 of 59 bombings that occurred between 1974 and 1979 resulted
in arrests. None of the members of the New World Liberation Front, a
terrorist group responsible for nearly 100 bombings in the San Fran-
cisco Bay area, were ever identified or apprehended. Also, a single
investigation or prosecution may represent several bombings: thus,
the number of bombing cases is much smaller than the number of
bombings. We estimate that fewer than one-quarter of the total num-
ber of bombing incidents resulted in completed cases that we might
have studied. -

Few terrorist homicides are ever solved; in contrast, most kidnap-
pers in the United States are caught. This has little effect on our
sample, however, because there has been only one known politically
motivated kidnapping in the United States—the abduction of Patricia
Hearst by members of the Symbionese Liberation Army. The perpe-
trators in that case were all either killed during a shootout with po-
lice in Los Angeles or apprehended and convicted. Politically inspired
hijackers and those who take hostages in embassies and consulates
often allow themselves to be surrounded by police. Eventually they
are compelled to surrender to authorities, either here or abroad. But
their apprehension does not involve intelligence operations. We esti-
mate that only a few hundred cases of political violence involved in-
telligence operations during the entire period—possibly fewer than
200.

In identifying our case sample, we had to rely on interviewees’
memories, refreshed sometimes with case materials (when available).
Thus, our sample suffers from several types of bias and possible inae-
curacies. Because no current FBI officials were among the inter-
viewees, the sample is more heavily weighted toward cases investi-
gated (partially or wholly) and prosecuted at the local level. Second,
by the virtual exclusion of FBI cases in which terrorist incidents were
prevented, the case sample is biased toward cases that reached prose-
cution. Third, the “older” portion of the sample excludes cases in
which certain investigative techniques, such as illegal electronic sur-
veillance, predominated. Clearly, such techniques cannot and would
not be used under the newer intelligence rules.

Tahle 1 shows a cross-tabulation of the sample by time period and
nature of the cases. We have defined four broad case categories: (1)
bombing, explosives, weapons, and arson cases; (2) individual violent
crimes such as murder, assault, robbery, and kidnapping; (3) charges
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Table 1

CASE SAMPLE BY NATURE OF CASE AND'ERA
{Entries are numbers of cases)

Older Newer All
Nature of Case Rules Rutes Cases

Bombing, bombing
conspiracy, explosives
o Weapons possession,
arson 11 20 31

Murder, attempted
murder, conspiracy to
murder, assault,
robbery, kidnapping,
rape 7 6 12

Violent demonstrations
and riots 3 2 5

Other (including cases
in which prevention
or deterrence of
criminal acts was
paramount) 2 - 2

Total 23 28 5l

arising from violent demonstrations and riots; and (4) “other,” includ-
ing cases in which prevention or deterrence of criminal acts was para-
mount.

The cases examined involved a wide range of perpetrators. Table 2
is a cross-tabulation by time period and groups responsible for inci-
dents. The largest singie subcategory is Black activist groups, with 17
cases, followed by the Cuban anti-Castro groups, with 12 cases; to-
gether, these two groups represent almost 60 percent of the total sam-
ple. The two groups account for 18 cases under the older rules, or
nearly 80 percent of that part of the sample. They account for 13
cases under the newer rules, or just over 40 percent of that part. The
decline 1s the result of the decline in Black exfremist activity.

The balance among the groups roughly matches the Risks Interna-
tional statistics. If we set aside bombings, Black extremist groups ac-
count for approximately one-third of the assassinations, robberies,
thefts, and armed assaults. Black extremists are primarily shooters;
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Table 2

CASE SAMPLE BY TERRORIST GROUP AND ERA
(Entries are numbers of cases)

Older Newer All
Terrorist Groups Rules Rules Cases

Indigenous radical left groups
Black activist groups 12
Weather Underground 1
Brown Berets -
Progressive Labor Party —

[ 3= L]
Sl =)

Indigencus radical right groups

Minutemen and other right-
wing paramilitary 2 1 3
KKK 1 1 2

Nationalist/separatist
FALN {Puerto Rico)
Cuban anti-Castro groups
Croatian/Serbian
Iranian students
Palestinian

[EEE R

Other
JDL — 3 3

Total 23 28 ol

white revolutionaries are primarily bombers. The underrepresenta-
tion of bombing among the cases examined leads to the predominance
of Black groups in the sample.

Despite the small size of the sample and the biases already men-
tioned, our 51 cases are fairly representative of the terrorist activity
that occurred in the United States during the late 1960s and 1970s 1n
terms of location, spectrum of terrorist activity, and kinds of groups
responsible,

Analysis of the Cases

How Cases Actually Fared

As our interviews clearly indicate, most law-enforcement officials
believe that the newer rules significantly reduced proactive measures
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aimed at deterrence and prevention of violence. Such measures in-
clude recruiting and planting informants and inserting undercover
police officers before criminal standards are met in initiating investi-
gations. We tested. this proposition in our case sample analysis by
comparing the incidence and effects of preventive intelligence in ter-
rorist-related cases during the older rules and newer rules eras.

The results of our analysis show that the rate of successful preven-
tive intelligence applications has declined, resulting in a shift from
proactive to reactive investigative work. Fifty-six percent (13 of 23) of
the older rules cases invelved preventive intelligence, often gathered
by informants or undercover officers, whereas only 36 percent (10 of
28) of the newer rules cases involved such measures.

All 13 of the older rules cases that involved preventive intelligence
techniques were successful preventions, but only eight of these were
prosecution successes (three were prosecution failures, and in two, no
attempt was made to prosecute, because there was evidence of inves-
tigative misconduct or illegal investigative acts by law-enforcement
personnel). All but one of the ten newer rules cases were successful
preventions, and nine of the 11 prosecutions were successful.

Table 5 summarizes the outcomes of all of the cases in each time
period and identifies what each outcome hinged on. All cases are as-
signed to one of two major categories: those whose outcomes hinged
on the use of investigative techniques or issues affected by the newer
intelligence rules, and those whose outcomes did not. The latter cate-
gory includes outcomes based on chance or on the use of conventional
investigative techniques, such as the collection of crucial physical evi-
dence {e.g., fingerprints) and visual identification of suspects or auto
license plates by witnesses. The first category is further subdivided
into cases whose outcomes are based mainly or largely un evidence
gathered by undercover agents or informants and cases whose out-
comes were largely influenced by evidence gathered by other tech-
niques, such as wiretaps and other electronic surveillance.

Only four of the 21 prosecutions under the older rules (19 percent)
were failures, and two of these were investigative successes but prose-
cution failures. (The high proportion of successes is not surprising,
since we asked interviewees to focus on successful cases.) Eight of the
32 prosecutions under the newer rules (25 percent) were failures.
(The greater number of prosecutions than cases in our sample 1s the
result of prosecutions for a single act taking place in both federal and
state courts.) In both eras, three-quarters of the prosecution failures
were cases whose outcomes hinged mainly on evidence gathered by
informants or undercover police agents.

Overall, the role played by investigative techniques affected by the
newer intelligence rules did not change significantly over the two
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Table 3

HOW PROSECUTIONS FARED UNDER OLDER AND NEWER
INTELLIGENCE RULES

Quteomes Under Outcomes Under
Older Rules Newer Rules
Case Category Failures Successes Failures Successes
Quicomes based on investigative
technigues affected by newer
intelligence rules
Outcomes based mainly on
use of undercover agent
and/or informant 3 10 6 14
Quteome based mainly on
other investigative
techniques - 1 — -
QOutcomes based on chance or
the use of investigative
technigques not affected by
newer intelligence rules 1 6 2 10
Totals 4 17 8 24

Note: The disparity in numbers between this table and the total number
of cases in our sample (21 prosecutions under the older rules and 32 under
the newer rules vs. 23 older rules cases and 28 newer rules cases) is explained
by prosecutions for the same act in both federal and state courts.

time periods: 87 percent of the prosecution outcomes under the older
rules (14 of 21) were based mainly on such techniques, compared with
82 percent (20 of 32) of the newer rules case outcomes; virtuaily all of
these outcomes hinged on evidence provided by informants or under-
cover agents. Likewise, the success rate of cases in which undercover
~agents or informants played a crucial role did not change much be-

tween periods: 77 percent (10 of 13) in the older rules period, com-
pared with 70 percent (14 of 20) in the newer rules period. All of this
suggests that the rules themselves had little effect on prosecution out-
comes and that investigators and prosecutors adapted fairly well to
the newer rules,

How Cases Might Fare Under Opposite Rules

How would the prosecutions of older rules cases have fared under
the newer rules? As would be expected, failures would remain fail-
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ures and successes would remain successes in those cases whose out-
comes did not hinge on investigative techniques affected by the newer
rules. One case whose outcome depended importantly cn evidence
gathered by electronic surveillance techniques would remain a sue-
cess, because the crucial wiretap information could have been ob-
tained legally under the newer rules.

Three of the 11 successes that depended importantly on undercover
or informant work plus a legal wiretap probably would have failed
under the newer rules. The requirement of applying a criminal stan-
dard for initiating undercover or informant operations and the diffi-
culty of shielding the identi:ies of agents in the discovery process
would probably have resulted in failures.

Of the remaining eight older rules successes, only three would cer-
tainly have been successes under the newer rules: In one case a legal
wiretap could also have been obtained under the newer rules; the out-
come of the second case hinged on information provided by FBI infor-
mants, who could also have been used under the newer rules; and In
the third case, the placing of an informant, whose testimony really
made the case, would have been allowed under the newer internal
police department guidelines.

The fate of the remaining five older successes is uncertain. All
hinged on information provided by informants or undercover agents.
If these sources could have been used under the newer rules, the cases
would remain successes. But because some of the newer police depart-
ment internal guidelines are ambiguous, and because the basis on
which an undercover agent or informant was inserted was not known
to us, we cannot confidently judge whether some or all of these out-
comes might have changed under the newer rules. We can only show
the results of this portion of the analysis in terms of a range with
upper and lower bounds: At one extreme, it is possible that only 3 of
11 successful prosecutions (27 percent) would remain successes; at the
other extreme, 8 of 11 prosecutions (about 73 percent} might remain
successes. Thus, between 27 and 73 percent of the older rules sue-
cesses might have been failures under the newer rules.

How would the prosecutions of the newer rules cases have fared
under the older rules? Again, as expected, failures would remain faii-
ures and successes would remain successes in those cases whose out-
comes did not hinge on investigative techniques affected by the newer
rules. Such cases comprised 37 percent of the sample (2 were prosecu-
tion failures and 10 were successes).

Six of the failures depended importantly on undercover or inform-
ant use: only two of these would clearly have also been failures under
the older rules. One of these involved a 1969 crime and a 1979 trial
whose outcome was unfavorably influenced by the shredding of police
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intelligence files and a successful defense of discriminatery law en-
forcement, which had been given vitality under recent state case law.
In a second case, a successful defense invoked recent state case law
requiring dismissal because of a police agent’s presence at privileged
conversations between attorney and clients. A third case was dis-
missed because of law enforcement’s reluctance to reveal the identi-
ties of undercover agents and informants under adverse court discov-
ery decisions. All three of these cases probably would have been suc-
cesses under the older rules.

The fourth failure was due to a flawed search warrant and an un-
dercover operation that violated the First Amendment, according to
the trial court. Except for the flawed search warrant, this case might
have succeeded under the oider standards for initiating undercover
operations. Thus, two-thirds of the newer rules failures involving un-
dercover or informant operations might have been successes under
the more relaxed older rules.

As expected, the 14 newer rules successes that depended heavily on
informant or undercover operations would also have been successes
under the older rules. But there is an interesting side note to one of
these cases: The case occurred in 1977 under the newer rules. But the
police maintain that their newer (more recent) guidelines would have
prohibited them from collecting information from which they con-
structed and maintained a file of persons suspected of having some
involvement with the terrorist group involved, and this file was cru-
cial to the identification of the defendant.

Comparing the Projections Under Opposite Rules

All of the cases whose outcomes were based on chance or investiga-
tive techniques not affected by the newer intelligence rules would, by
definition, have the same outcomes under the opposite rules. In both
eras, roughly the same proportion of cases are in this category (33
percent of older rules prosecutions, and 37 percent of newer rules
prosecutions).

For cases whose outcomes hinged on investigative techniques
affected by the newer intelligence rules, the projected outcomes under
the opposite rules showed a different pattern from era to era. All of
the original failures under the older rules would remain failures un-
der the newer rules, but only cne-third (2 of 6) of the failures under
the newer rules might have been failures under the more relaxed old-
er rules.

Depending on how one categorizes two cases that were investiga-
tive successes but prosecutorial failures, 25 or 30 percent of the older
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rules successes involving informant or undercover operations might
have been failures under the newer rules. Of the remaining seven
older rules successes that might have remained successes under the
newer rules, five are uncertain in that their outcomes would have
remained unchanged only if it were possible to proceed with the same
informant or undercover operations under the newer rules. Other-
wise, 75 to 80 percent could have been failures.

Conclusions

Although we were able to examine only 51 relevant cases {which
eventuated in 53 prosecutions and two “no prosecutions”), not all of
which involved intelligence operations, we were able to draw some
important conclusions. These conclusions apply only to the period
1964-1980; they do not reflect the impacts of the intelligence rules of
the 1980s.

First, it appears that intelligence operations are more important
than other investigative techniques such as gathering physical evi-
dence or seeking eyewiiness identification of suspects in terrorist-re-
lated cases. Well over 60 percent of the cases in gur data base in-
volved intelligence operations.

Second, the impacts of the newer rules seem to have largely affect-
ed the timing and availability of preventive intelligence, a finding
that is consistent with the perceptions of investigators and prosecu-
tors we interviewed. Preventive intelligence is gathered mainly by
informanis and undercover police, although electronic surveillance
also plays a role, Although the proportion of cases in which such tech-
niques were used is roughly the same in the older and newer rules
periods, the proportion of cases in which vielence or other crimes were
prevented declined under the newer rules.

The law-enforcement officials we interviewed asserted that the
newer rules reduced the acquisition of advance knowledge of crimes
about to be committed, so that operations to prevent them from being
carried out—operations sometimes as simple as letting the conspira-
tors know that police are aware of their plans—likewise decreased.
Under the newer rules, intelligence became more reactive, supporting
apprehension and prosecution, not prevention. Investigators had to
apply criminal standards {i.e., they had to have evidence of the com-
mission of a erime or the imminent commission of one, which is diffi-
cult to prove) for emplacement of informants or undercover agents
within terrorist groups. Although our interviewees were able to cite
newer ritles cases illustrating prevention, the total effect of the shift
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from preventive intelligence to reactive intelligence cannot be mea-
sured. We have no way of knowing how many groups were deterred;
how many terrorist operations were aborted; how many bombings,
murders, or viclent demonstrations were prevented; or how much
more political violence would have occurred. Our respondents assert-
ed that intelligence operations were always very difficult, even under
the older, more permissive rules and that, in fact, most terrorist
crimes remain unsolved.

Finally, it appears that investigative and presecutorial law-en-
forcement entities adapted successfully to the newer rules, as evi-
denced by the fact that the rate of criminal conviction did not change
appreciably over the two time periods.

Projection of outcomes of prosecutions under the opposite rules—
certainly a more speculative kind of analysis—produces a somewhat
different result. Most of the prosecution failures under the more strin-
gent newer intelligence rules might have been successes under the
more relaxed older rules. And many, if not most, of the prosecution
successes under the older intelligence rules might have been failures
under the newer rules. The precise proportion of elder rules successes
that might have been newer rules failures depends on whether the
timing and nature of informant or undercover operations could have
been the same in both eras. Clearly, such speculative statistics should
be accorded less weight than the actual cutcome statistics.

Terrorist activity did not increase with the implementation of the
newer rules; it did not even continue at the same level as in the late
1960s and early 1970s. Terrorist activity in the United States de-
clined in the late 1970s, probably for reasons that had nothing to do
with intelligence operations. Some of the previously active groups
had been destroved, and, perhaps more important, some of the causes
that inspired political violence—mnotably, American involvement in
the war in Vietnam—no longer existed.

The political turmoil of the 1960s and early 1970s demanded an
expansion of domestic intelligence activities. The decline in political
viclence after that time permitted the reduction of such activities.
Had the country faced a growing terrorist threat, some of the newer
rules might never have been imposed, or if they had been, their effect
might have been reduced. But an angry public, outraged by abuses in
areas other than the prevention of terrorism, demanded tighter con-
trols on all inteiligence operations. Had the public felt threatened and
in need of protection against terrorism, increased constraints on
domestic intelligence would probably not have been tolerated.
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