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PREFACE

This document was prepared by the Institute for Defense Analyses (IDA) for the
Department of State, in partial fulfillment of the task Criminal Insurgencies (EU-6-
2817.00). The objective of this task was to examine law enforcement and military
interventions as a means to improve deterrence of terrorists, illicit transnational gangs,
and insurgents in allied countries. As a key objective of this task, IDA planned, hosted,
and reported on an international conference coordinated through the UN Office of Drugs
and Crime at the Vienna International Centre in December 2007. This technical
conference focused on transnational crime and its destabilizing effects. This document
contains the original, unaltered, briefings, as prepared for the workshop. In accordance
with the sponsor’s request, this compilation serves as the final report and was prepared in
a cost-effective manner.

The Review Committee consisted of Dr. Barry Crane, Assistant Secretary of State
David Johnson, and Dr. Sandeep Chawla, Chief of the Policy and Research Analysis
Branch at the United Nations Office on Drugs and Crime (UNODC).






COUNTERING THE EFFECTS OF
VIOLENT TRANSNATIONAL CRIME

Major Findings of the Technical Seminar “Countering the Effects of Violent

TransnationNal CriME™ ... 1
A. Background and OVEIVIEW ..........cccceiieiieiiiie e ste e 1
= R o Tod [1 5] o] TSP 2
C. Roster of Technical Seminar Particapants, Contributors, and Invitees.. 4
D. Synopsis of Technical Seminar Presentations...........cccocevcviienienieernene 5

1. Preliminaries ..o 5

2. DAY ONE ..o 6

3. DAY TWO...eiiiiii i 8

4. Additional Submitted Papers .........cccoceiiiiiniiniee e 9

5. FOlIOW-ON DISCUSSIONS .....ccviieiiiiniesiisiesiesieeiesee et 10

SUMMANY BFIETING. ..o e e 13
Briefings Delivered at the Technical Workshop in Vienna...........cccccoecvvenenne 27

Barry Crane (IDA) — UNODC, Seminar Objectives and Issues: Countering

the Destabilizing Effects of Violent Transnational Crime ..................... 29
Tamara Makarenko — The Relationship Between Crime & Terrorism:

revisiting attempts to model the “NeXUS’.........cccccevveieviiese s 35
Mike Spagat (Oxford University) — Modeling the Irag War: A Market for

INSUIGEINCY ettt nes 51
Anthony Placido (Drug Enforcement Administration, DEA) — Drugs and

TERITOTISIM 1.ttt bbb 67
Sean Gourley (Oxford University) — Universal Patterns in Modern Wars....... 81
Brian Taylor (UNODC) — Countering Transnational Crime ..........c.c.ccv..... 99
Juan Carlos Nieto Aldana (Ministerio de Defensa) — FARC: Guerilla or

CATEI? e e 111
Caroline Ziemke (IDA) — Criminal Insurgencies in South and Southeast

AASTA .t 143
Steven Woodland (DEA) — Internet Pharmacies - A Global Problem ........... 153
Alexandre Kukhianidze (Transnational Crime and Corruption Center,

TraCCC) — Organized Crime, Unresolved Conflicts and Nuclear

Smuggling (The Case 0f GEOrgia)........cccccververierivereeriesieseeree e 187
Richard Lowe (SOCA) — The Economics of the Opiate Trade...................... 213
Friedrich Schneider (Johannes Kepler University of Linz) — Money

Laundering: Some Preliminary Empirical FIndings ..........c.ccocvevviennee. 219



Additional Related M aterials

Kevin Woods (IDA) —Iragq 1991-2003: From Totalitarian State to a

COrTUPL ENLEIPIISE ..ttt te e e ne e
Don Semesky (DEA) — Combating Threat Finance ..........cccccevveeeveeviecsieene,

Art Fries (IDA) — Highlights from Counter-Drug Studies — Analytical

PEISIECHIVES ..ottt e re e

Friedrich Schneider — Shadow Economies and Corruption all over the

MV O s nnsnsnsnsnsnsnsmsmnnnnnn

Thomas Pietschmann/Melissa Tullis (UNODC) — Trafficking and

OrganiZed CriME........oieeiieie ettt ae e

Countering the Destabilizing Effects of Violent Transnational Crime,

Questions and Way FOrWard ...........ccccoveeririnneenenie e

Barry Crane/Amy Alrich/Richard White — Reconstitution: Enabling the

Rebuilding of Violent Criminal Organizations..........c.ccceceeveeveneeseenn.

Neil F. Johnson, Juan Camilo Bohérquez, Juan Pablo Calderdn, Roberto

Zarama, Towards Computational Models of Violent Actions...............

Vi

Michael Spagat, “Universal Patternsin Modern Conflicts’ ........cccccceeveuennee.



MAJOR FINDINGSOF THE TECHNICAL SEMINAR
“COUNTERING THE EFFECTS OF
VIOLENT TRANSNATIONAL CRIME”

A. BACKGROUND AND OVERVIEW

To advance the understanding of how illicit markets operate and support violent
anti-government groups, the United Nations Office on Drugs and Crime (UNODC)
hosted a two-day expert’s level technical seminar, “Countering the Effects of Violent
Transnational Crime,” on 5 and 6 December 2007. The event, held at the Vienna
International Centre (VIC), was sponsored by the U.S. Department of State and
administered by the Institute for Defense Analyses (IDA). Attendance was by invitation
only and based upon technical expertise and experience. A roster of attendees and
speakers, spanning broad ranges of nationalities, disciplines, and law enforcement roles,
appearsin Paragraph C.

Seminar topics concentrated on histories of transnational crime and connectionsto
anti-government/terrorist groups, similarities between criminal and terrorist network
operations, the underlying organizational principles governing their behavior, and viable
strategies for defeating them. The Colombian narco-insurgency and criminal activitiesin
the surrounding regions were examined as the largest case study of successfully
countering the legitimacy and capabilities of a criminal-based anti-government group.

The consensus of the world-wide experts assembled at the seminar was:

The failure to grasp and deal with emerging violent transnational criminal
groups will continue to create larger and larger numbers of self-financed anti-
government forces unless checked by efficient strategies.

The emerging unfavorable situation in Afghanistan requires immediate
application of the scientific principles enumerated in the seminar.

Additional elaboration follows in the specific findings presented immediately
below. A more detailed synopsis of individual seminar presentations is given in
Section D.



B. CONCLUSIONS

Four primary conclusions and sets of related findings are listed here. These
appear in order of priority, beginning with the most paramount.

1. A direct relationship exists between the illicit opium industry and the failure of
international aid programs and reconstruction efforts. As the drug economy grows,
it fuels the reconstitution of anti-government forces; the resulting environment is one
in which stability and rule of law cannot flourish. Concepts presented in the
seminar, relying on sound economic principles, can be exploited to achieve thisaim,
but no single element of any government has the capacity to accomplish this
objective unilaterally.

The opium industry is increasingly controlled by the Taliban and other anti-
government groups who rely on that revenue source for funding.

While cultivation has been contained in some areas of the country, it has
expanded rapidly in those provinces with some of the highest levels of
insecurity (particularly in Helmand Province), but transnationa anti-
government forces, seeking to minimize their risk, operate and recuperate in
both Afghanistan and Pakistan.

Without a redirection of strategy, pro-government armed forces likely will
continue to endure increasing casualties year after year, while enemy forces
continually reconstitute, sustain, and enhance their capability to conduct
attacks.

Synchronized efforts with armed forces engaging the illicit opium industrial
base as sets of military targets are required in order to — drive the price of
opium downward, to substantially reduce the value of stored opium stockpiled
by traffickers, and to eliminate their prospects for future funding infusions
supporting reconstitution, recruitment, and rearming. Initialy this effort will
require integrated operations involving armed forces (the only entity that
presently has sufficient capacity and capability).

Eradication of illicit crops is a complementary strategy, but should be
conducted only after the underlying opium value is reduced to near or below
cost.

Law enforcement operations are needed to prosecute key criminas for
corruption, extortion, and drug trafficking in order to “bring to justice” and
publicly identify the criminal nature of the insurgency. However, the current
law enforcement operations have insufficient capacity to ruin either the
underlying drug business or to substantially cripple the anti-government
groups because current operations entrench and embolden these elements who
create additional dispersed groups, which are better armed than the police.



. When the opium industry collapses, key agencies and donors must be
prepared to step in and provide substantial alternative assistance to adversely
affected farmers and workers.

2. Across the globe, many anti-government groups have transformed into transnational
criminal enterprises that seek foremost to protect their organizationa structure (at
the expense of all other considerations, including their founding principles and
ideals). Specific examples are the Fedayeen Saddam,1 the Tamil Tigers (and other
Asian terrorist organizations), the Colombian FARC, and the emerging takeover by
the Taliban of theillicit drug industry in Afghanistan.

3. Effective and efficient intervention campaigns can be conducted against violent
transnational criminal groups; the strategies to employ were initially developed in
the counter-narcotics realm. The implementation of these strategies is not
straightforward because they require extensive cooperation between governments,
agencies, and inexperienced host nation forces.

. Intervention thresholds, i.e., minimum operational levels that need to be
achieved and sustained to reap huge deterrence benefits, have been
characterized.2

. Crimina organizations resist interventions by fragmenting into smaller, more
numerous but less capable elements. A key parameter dependent on local
conditions is recongtitution time (a measure of enemy adaptability) of the
militarized criminal organization. Reconstitution time (one month to one
year) will govern the adaptive capacity of allied organizations employed to
counter the anti-government forces. Shorter reconstitution times require more
dispersed elements with increased authorities and forward deployed to act
within the reconstitution time.

. A fata flaw of transnational anti-government organizations is that their trend
to criminality offers ways to de-legitimize them and to invoke international
law enforcement regulations against them.

. There is an urgent need for the technical and professional experts to
characterize how reconstitution of the violent transnational criminal groups
occurs, both in quantitative and qualitative terms. Currently, only successive
operations over more than ten reconstitution time cycles have been shown to
effectively manage the transnational anti-government groups. It is difficult to

1 The criminal activities of the Fedayeen Saddam evolved in response to international sanctions against
Irag. During Operation Iragi Freedom, US forces did not always appreciate that the resident extrajudicial
power was neither the military nor the police.

2 Thresholds vary with the severity of the consequences of being apprehended, eg., lethal, arrest, or
property loss. Numerical values have been estimated from counter-cocaine campaigns and independently
corroborated using data from Irag against the criminally based insurgencies found there.



keep complex alied organizations and efforts focused on the tasks for this
length of time. Making the reconstitution more difficult is the key to effective
and efficient operations.

4. Thereisaneed for an ongoing forum for the community of experts assembled at the
technical seminar and others invited to participate. UNODC will explore hosting an
open on-line forum, enabling al interested parties to share unrestricted data and
discuss academic and non-sensitive issues related to transnational anti-government
groups. IDA will host a limited-membership on-line forum, accommodating law
enforcement sensitive and other restricted data as required. Follow-on technical
workshops could be convened, if the sponsor so desires, to continue the momentum
established by the initial technical seminarsin order to speed up the benefits derived
from understanding how to deal with transnational anti-government groups.

C. ROSTER OF TECHNICAL SEMINAR PARTICAPANTS, CONTRIBUTORS,
AND INVITEES

NAME Affiliation Speaker

Alrich, Dr. Amy Institute for Defense Analyses No

Alvarez Luna, Inspector Jose Manuel | Spanish National Police No

Brandolino, John Senior INL Advisor No
U.S. Mission to UN Agencies in Vienna
(UNVIE)

Burns, Ms. Lauren Institute for Defense Analyses No

Chawla, Dr. Sandeep United Nations Office on Drugs and Yes
Crime

Costa, Executive Director Antonio United Nations Office on Drugs and Yes

Maria Crime

Crane, Dr. Barry Institute for Defense Analyses Yes

Fries, Dr. Arthur Institute for Defense Analyses Yes

Gourley, Mr. Sean Oxford University Yes

Harris, Mr. Scott U.S. Department of State No

Kukhianidze, Dr. Alexandre Transnational Crime and Corruption Yes
Center (TraCCC)

Lowe, Mr. Richard Serious Organized Crime Agency Yes
(SocCA)

Makarenko, Dr. Tamara St. Andrews University Yes

Nieto Aldana, Juan Carlos Colombian Ministerio de Defensa Yes

Pietschmann, Dr. Thomas United Nations Office on Drugs and Yes
Crime




NAME Affiliation Speaker

Pinto, Mr. Julian Permanent Mission of Colombia to the No
United Nations (Vienna)

Placido, Mr. Anthony Drug Enforcement Administration Yes
(DEA)

Restrepo Torres, Dr. Jorge A. Pontificia Universidad Javeriana Yes

Santos Calderén, H.E. Francisco Vice President, Republica de Colombia TBD

Schneider, Prof. Dr. Friedrich Johannes Kepler University of Linz Yes

Semesky, Mr. Don Drug Enforcement Administration Yes
(DEA)

Serrano Cadena, H.E. Mr. Rosso Ambassador of the Permanent Mission No

José of Colombia to the United Nations
(Vienna)

Shroyer, Mr. Frankie Drug Enforcement Administration No
(DEA)

Spagat, Dr. Mike University of London Yes

Taylor, Brian United Nations Office on Drugs and Yes
Crime, Counter Trafficking

Tullis, Ms. Melissa United Nations Office on Drugs and Yes
Crime

Westlake, Mr. James Former Deputy for Operations, No
Interagency Task Force South

Woodland, Mr. Steven Drug Enforcement Administration Yes
(DEA)

Woods, Mr. Kevin Institute for Defense Analyses Yes

Zarama, Mr. Roberto Universidad de los Andes No

Ziemke, Dr. Caroline Institute for Defense Analyses Yes

Other Contributors

Johnson, Prof. Neil Oxford and Miami University No

D. SYNOPSISOF TECHNICAL SEMINAR PRESENTATIONS

1. PRELIMINARIES

Consistent with the Statement of Work for the IDA Project “Criminal Based
Insurgencies’ (Task EU-6-2817), the IDA study team convened a two-day technical
seminar on transnational crime and terrorism, held at the UNODC VIC on 5-6
December 2007.



The assembled group of experts represented a broad range of fields, nations,
and roles in the counter-narcotics and counter-terrorism efforts. When drafting the
list of individuals to invite, the IDA team worked with the UNODC to achieve a
balance between academic, law enforcement, and NGO perspectives, as well as
representatives with geographical diversity both in terms of their nation of origin and
their focus area. Although events in Colombia led to several prominent speakers
being unable to attend at the last minute, the schedule was full and the presentations
were well-received by the diverse audience in attendance.

2. DAY ONE

The IDA Project Leader, Dr. Barry Crane, and the chief of the Policy
Analysis and Research Branch of the UNODC, Dr. Sandeep Chawla, opened up the
proceedings with background on the technical seminar and an articulation of its
specific objectives. These objectives included establishing an international,
collaborative forum for technical discussions about criminal-based insurgencies,
interdiction strategies, and means to prevent reconstitution. Dr. Crane and Dr.
Chawla's opening remarks discussed the similarity of the organizational structures,
intervention types, and the reconstitution of criminal groups and violent
transnational anti-government entities. While there are both reasonable quantitative
and qualitative descriptions of the underlying organizational structures and
intervention strategies, there is no such research available on the reconstitution and
coalescing capacity of violent armed groups sustained by criminal means.

On behalf of the UNODC, the Executive Director, Dr. Antonio Maria Costa,
welcomed participants and delivered an impassioned address on the significance of
what he called a “crucial subject matter” — illicit activities funding criminal
organizations, transnational anti-government groups, and international organized
crime. He strongly supported the technical seminar, noting that the expertise and
viewpoints provided by conference participants serve to broaden the UNODC's
perspective and enhance its role as a broker in international agreements on drug
control and prevention of transnational crime.

Following Dr. Costa’'s comments, Ambassador Rosso José Serrano Cadena,
head of the Colombian diplomatic mission to Austria, spontaneously addressed the
conference participants on behalf of Colombia. He traced the Colombian experience
with cocaine, their struggles against the FARC, the impact of narcotics trafficking on
Colombian society, and the ongoing issues. He indicated how pleased he was that



internationally-recognized experts were assembled at the technical seminar, and
issued a personal pleathat they as a collective take steps to counter narco-traffickers
and the damage they do in the local, national, as well as international arenas. He
emphasized demand reduction as a key piece of the strategy and urged nations to
adopt policies that would drive down the number of users.

The first forma session consisted of a pair of talks — first, Dr. Tamara
Makarenko, and then Professor Mike Spagat and Mr. Sean Gourley. These
presentations set the stage for the remainder of the seminar.

Dr. Makarenko surveyed academic approaches to grappling with the
relationships between crime and terrorism. She began with the innovative modeling
work on the nexus between crime and terrorism she conducted in the 2001
timeframe, and then progressed to discuss other modeling approaches and more
recent developments.

Professor Spagat and Mr. Gourley presented their findings on the patterns
that exist in modern asymmetric conflicts based upon the similarity of organizational
structures. In particular, size distributions of casualties were shown to be similar
across wide classes of conflicts and insurgencies. Additional discussions focused on
the utility of their modeling and the prospects for learning more about responses to
interdiction, coalescing of forces, and fragmentation of transnational anti-
government groups.

Mr. Anthony Placido, Assistant Administrator and Chief of Intelligence,
DEA, delivered a lunch-time presentation on the connections drugs and terrorism.
He examined profit potential of narcotics trafficking, the role of drugs as a weapon,
historical case studies of narco-trafficking, and lastly concerns about rules of
engagement and roles in the counter-narcotics/counter-terrorism mission space.

The next session consisted of presentations with a somewhat narrower focus.
Mr. Brian Taylor, Chief of the Anti-Trafficking section, UNODC, spoke on the roles
and mission of the UNODC with respect to trafficking and organized crime.

Next, Mgor Juan Carlos Nieto Aldana, from the Colombian Ministry of
Defense, spoke on Colombia's experience with the FARC and whether their
activities placed them in the category of being a guerillaor a cartel.

Delivering the closing presentation for the day one, Dr. Caroline Ziemke,
IDA, drew from her work with the Council on Asian Terrorism Research and



presented case studies of various Southeast Asian criminal anti-government groups.
She established the historical linkages in that part of the world between terrorism
and criminal activities — for the Tamil Tigers, the Hizb ul-Mujahideen, and
numerous other groups.

3. DAY TWO

The first session of the second day opened with Mr. Steven Woodland,
Special Operations Division Section Chief, DEA, speaking on internet sales of
pharmaceuticals. He indicated that the investigative principles used by his section
were transferable and apply to other areas of counter-network operationsin the cyber
realm. He addressed technological challenges, as well as the rules of conducting
investigations in this realm.

Dr. Alexandre Kukhianidze, from the Transnational Crime and Corruption
Center (TraCCC), spoke on the history of transnational crime in Georgia and the
surrounding regions over the past century. He focused on Georgian crimina bosses
operating within and outside of Georgia, aswell as on smuggling operations (nuclear
materials, humanitarian aid shipments, luxury cars, and other stolen goods.)

Mr. Richard Lowe, Serious Organized Crime Agency (SOCA), spoke on the
economics of the opiate trade in Afghanistan. He discussed the user population and
demand-related issues, as well as the factors of production, trade routes, and costs of
production and trafficking, drawing on recent data and statistics.

The morning session ended with a presentation by Professor Friedrich
Schneider, Johannes Kepler University of Linz, on money laundering. He discussed
the means of and purposes for money laundering from atheoretical perspective.

Mr. Kevin Woods, IDA, delivered the lunch-time presentation on “Irag 1991-
2003: From Totalitarian State to Corrupt Enterprise.” Based on in-depth reviews of
unique sources contained in captured documents, he described the political power
struggles Saddam Hussein faced over the yearsin tribally diverse Irag. He portrayed
the creation of the Baathist Party and the use of bribes as a means for Saddam
Hussein to establish footholds in the complex tribal structure that dominated Iragi
society. He aso showed how the steps Saddam Hussein took led to his regime
becoming a criminal enterprise by establishing the Fedayeen Saddam extra-judicial
gang, especially in response to internal sanctions imposed on Irag.



Professor Schneider returned in the final session to discuss shadow
economies, which exist somewhere between the criminal/underground realm and the
informal household. He examined the relationship between corruption and state
regulation and the existence of a shadow economy, concluding that more regulation
is associated with an increase in the size of shadow economies.

Next, Mr. Don Semesky, DEA, spoke on combating threat finance. He
discussed how terrorists fund their activities (hawalas, using corruption, financial
facilitators), and how understanding their command and control can be exploited to
track the flow of money and effectively target their organizations.

Dr. Arthur Fries, IDA, delivered a presentation on IDA’s involvement in
counter-drug projects. He summarized the different data used to assess operational
effectiveness of counter-drug operations, addressing various complementary
indicators and related analysis methods. He also discussed a genera theory of
deterrence, derived from empirical observations and repeatedly confirmed in diverse
settings (including Irag). He argued that the deterrence theory principles can be
applied against distributed, franchise-type criminal organizations, and documented
that a series of tactical interventions, arresting a sufficient number of perpetrators
inside their adaptation time, resulted in significant reductions in cocaine usage
(greater than 55 percent.)

The final presentation was given by Dr. Thomas Pietschmann and Ms.
Melissa Tullis, UNODC. They addressed data on poppy and opium in Afghanistan.
Of significant note was the price variability of the opium market, both within
Afghanistan and in the surrounding areas. .

4. ADDITIONAL SUBMITTED PAPER

Professor Neil Johnson (University of Oxford) and Professor Roberto
Zamarra (University of Bogotd), who at the last minute could not attend, kindly
forwarded their presentation: “ Towards Computational Models of Violent Actions.”
It summarizes the sizes of gangs and their relationship to similar organizational
structuresin Irag and Colombia. It presents analytical results that portray the spread
of crimina patterns to be similar to that for contagious diseases. It concludes by
asking what types of further research can be pursued to understand these behaviors.3

3

Particularly important would be research into the coal escing and reconstitution of insurgent criminals.



5. FOLLOW-ON DISCUSSIONS

Immediately after the conclusion of the last forma session, the technical
seminar participants focused on the need for the creation of an ongoing forum so that
the community of experts assembled there and others invited to participate could
continue their collaborations, foster research efforts, and develop strategies to
counter the insurgency in Afghanistan presently funded heavily by opiate drugs.
Specific options for promoting these activities were settled on the following day (as
described in the last paragraph below.)

Further discussions highlighted the need for an Afghan strategy that
encompasses the expertise of the academic, law enforcement, and NGO
communities, and that is packaged in aform that would be useful to the forces on the
ground. Some concerns were voiced about crop eradication, humanitarian issues,
and the proper place and time for these types of interdiction efforts. The group of
experts agreed that eradication could never be a stand-alone solution, but it could be
a key part of an integrated solution, provided commodity prices are at or below cost.
Before any eradication effort is undertaken, actions need to be taken to drive the
opium price down to near or below cost (as was the case for the successful
implementation in Bolivia and later in Peru) requiring the cooperation of allies and
synchronous action by the USA’s DoD, State, and Justice. Many participants
expressed concerns about the viability of aternative livelihoods and the enormous
humanitarian crisis that would ensue in Afghanistan following a ruination of the
poppy economy. A final point of agreement was that interdiction efforts in
Afghanistan would need to be cohesive and effectively planned, a goal that can be
achieved only if the various stages of production, individuals involved, supporting
enabling corruption, etc., are well understood.

On the following day, Friday 7 December, the IDA team returned to the
UNODC for an after-action review. Dr. Chawla indicated that, from the UNODC
perspective, this technical seminar had been a success. He made it clear that they
would be happy for this event to be the beginning of a series of similarly focused
technical workshops. Discussions then focused on the participants expressed
interest in ameans for ongoing discussion via an online forum. He indicated support
in principle for developing two such forums. One forum could be limited-
membership and hosted by IDA (eg., a carefully monitored and moderated
SharePoint™ site), accommodating more sensitive law enforcement data. The
partner open-forum (i.e,, a “community of practice”) could be hosted by the

10



UNODC, enabling technical seminar participants, as well as selected experts who
did not attend the event, to discuss in a dynamic fashion issues relating to criminal-
based, transnational anti-government groups. Dr. Chawla was pleased with the
consensus that emerged from the diverse group of experts; a last set of discussions
centered on potential applications to Afghanistan.

11
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— Broad range of nationalities, disciplines, police roles
e Seminar topics:
— Connections / similarities between transnational crime and
terrorist groups and their operations
—Underlying organizational principles governing their
behavior
Technical Seminar Objective:
Similarities between criminal and terrorist network operations,
the underlying organizational principles governing their
behavior, and viable strategies for defeating them
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DY@ UNODC Seminar Consensus

* The failure to grasp and deal with emerging
violent transnational criminal groups will
continue to create and support larger
numbers of self-financed anti-government
forces.

* The emerging unfavorable situation in
Afghanistan requires immediate action.

INSTITUTE FOR DEFENSE ANALYSES

i,
[§»YZ@ UNODC Seminar Findings (1)

1. A direct relationship exists between illicit
opium industry and failure of international
aid programs and reconstruction efforts.

2. Many anti-government groups have
transformed into transnational criminal
enterprises seeking foremost to protect their

power, organizational structure, and funding
stream.

INSTITUTE FOR DEFENSE ANALYSES
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UNODC Seminar Findings (2)

3. Effectivel/efficient intervention campaigns
can be conducted against violent
transnational criminal groups; strategies to

employ come from counter-narcotics realm.

4. There is a need for an ongoing interagency
forum from the international community to
continue to assess and advise policy
makers.

INSTITUTE FOR DEFENSE ANALYSES

)

[Vl Afghanistan Opium Survey 2007 (1)

Executive Summary, Antonio Maria Costa’s
recommendations:
NATO: help taking on opium labs, markets
and traffickers
e Bankrupt the Opium economy

— Block two-way flows of:
* Imported chemicals
e Exported drugs

— Interdict mid-level Taliban
associates

» Drug trafficking and insurgency
live off of each other

INSTITUTE FOR DEFENSE ANALYSES
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[§DY- Afghanistan Opium Survey 2007 (2)

Exec Summary (cont’d):

o CT objectives linked to CN
— Destroy heroin labs
— Close opium markets
— Seize opium convoys
— Prevent reconstitution

* Double benefit of supporting CN operations:

— Destruction of mid-level drug trade=> win popular support
— Lower opium demand by traders leads to price reduction;
makes alternative economic activity more likely/attractive

Essential to cast doubt on viability of drug trade
from farmers’ perspective.

INSTITUTE FOR DEFENSE ANALYSES

)

|pY:{ Organizational similarities of terrorist
and criminal groups

* Distributed, cell-like organization
— Collection of fairly self-contained units
« Dynamic, resilient, adaptive
— A generic, self-organizing system which is dynamically
evolving through continual coalescence and
fragmentation of its constituent groups
* Attack strength of forces thereby continually dispersed

Johnson/Spagat/Restrepo, “insurgent force:”

the various insurgent forces are beginning to
operate in a similar way regardless of their
underlying ideologies, motivations and the
terrain in which they operate

INSTITUTE FOR DEFENSE ANALYSES
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|§Y:Q Using Organizational Similarity

Insurgents transform into criminal enterprises
sacrificing principles to preserve their
organization
»Asian terrorist organizations (i.e., Tamil Tigers)
»FARC
»Taliban
»Fedayeen Saddam
« Fatal flaw: transformation into criminals
* Intervention thresholds are known (kinetic, arrest, etc.)
— Explains impact of removal of “Emir”
— Competition to replace Emir leads to an unintended
consequence

!/I/i%\l\l

INSTITUTE FOR DEFENSE ANALYSES
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Colombian lessons: applicable in

Afghanistan (1)

Organizational similarities lead to behavioral
similarities
» Anti-Government forces in Colombia, Iraqg, and
Afghanistan share similar characteristics
— Preserving organization trumps other motives

Organizational similarities/weaknesses and

Intervention efforts

» Critical tipping point thresholds and reconstitution times
— Types of interventions to fragment enemy organizations:

» Kinetic operations, arrest, extradition, and loss of property

e Successive interventions inside the reconstitution time lead
to long-term success

INSTITUTE FOR DEFENSE ANALYSES 10
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IDA Colombian lessons: applicable in

Afghanistan (2)

Courses of action

 Military “social work” consolidates to create a
permanent presence

— Identify community needs; mobile combat engineers
make improvements

— Coordinate with other government ministries and
provide permanent support

— Directly engage illicit narco industries with police

 Local cooperation continues community
Improvements

INSTITUTE FOR DEFENSE ANALYSES
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UYMW \What was faced in Colombia

 Internal armed conflict between guerrilla/
paramilitary forces

— Unconventional foe

* FARC, ELN, other guerrilla/paramilitary forces
» Traffickers and drug cartels, corrupt officials

» Anti-government forces provide environment
for drug trafficking

— Drug trafficking proceeds fund arms, salaries, etc.
— Generates a large, black market, corrupt economy
* Military / law enforcement response required

— Direct security actions: insufficient to deter
— Ruin underlying illicit economy; reform institutions
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|§ DY @ Colombia’s Counter-Narcotics Situation (1)

Operational Successes in / around Colombia

« Attack on production Manual
eradication
— Aerial eradication (Colombia)
—Manual eradication (Peru, Bolivia)
— Alternative crop development (USAID)

— Control flow of precursor chemicals (Colombia)
- Interdict transportation
— Air bridge denial (Peru, Colombia); price below cost
— Riverine presence (main transportation corridors)
— Control roads (Colombia, Bolivia)
— Interdict fishing/go fast boats (primarily arrests)
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J§BY:ll Colombia’s Counter-Narcotics Situation (2)

Operational Successes in / around Colombia (cont'd)

* Attack on the organization
— Peru—Sendero Luminoso / Tupac Amaru
— Colombia—Control territory with democratic security
— Law enforcement in every province
— Colombia - “bring to justice” high value targets
(extradition, prosecution, military action)

President
Alvaro Uribe
engaged in
manual coca
eradication in
LaMacarena

“Comrade Artemio,”
aleader of Sendero
L uminoso (Shining Path)
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DY@l Essential Colombian TTPs

e Colombian TTPs are illustrative:

—Regain and consolidate territory — 4 types of
troops (260,000 total)

» Professional (70K), Regular (conscripted, 160K),
Admin, SOF

—Host nation professional troops neutralize enemy

—Regular troops do not maneuver (IEDs) and hold
key areas to draw out insurgents

—Security presence permanent, “town soldier”
—SOF provides intelligence and targeting

ey
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|§DY:@ Long-term Colombian effort
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Colombian data indicates the counter-narcotics/terrorism
effort is ongoing and has along history.
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|§pY- Qi Measures of Colombian Success
| E
against the FARC
v
Variable 2000 2006
Victims of Massacres 1,403 193 Vel 2002 2006
Cases of Massacres 236 37
0 0 0
No. of Journalists Murdered 9(2001) 3 Yo of GDP Growth 1,98% 6,80%
82
No. of Teachers Murdered (2001) 56 | || National Poverty Rate 56% 45%
181
No. of Indigenous People Murdered (2001) 44 || Unemployment Rate 16,40%| 11,40%
123
No. of Uninonists Murdered (2001) 23 ||| Inflation Rate 6,99% 4,48%
Human Rights complaints (to a
Civilian Ombudsman) as a % of active H Hh
duty Military and Policemen 019%| 0,25% Economic Stablllty

indicators are improving

Crime is down

Colombian data: Examples of increased stability
resulting from their campaign against the FARC
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US Cocaine Use & Price Surrogates (2007)

<
X

ABD-1995
. Frontier Shield/Lab Destructi
. Wcar Go-Fast

a
o

Reduced Cocaine Use
by more than %:

Saved >1,000,000 1 Rates
T 115

1
2
.‘ﬂ 3
40 4—Mittepritm
P \@ 5. EPAC FV people
° 6. Despeje Falls -- cocaine dumh 411
130 o) A Oxidizing Base ruined
&M o 18 . \ / 1.05
° .
120 Y& months - . 6
° ‘ months \

110 ° Joﬂ : ‘ ]
o o i H .

o

100 e n

Use

O
=

c
«Q

o

Prices

T 1

T 0.95
0.9
0.85
0.8
0.75
0.7
0.65
0.6
0.55
0.5
0.45

0.4
1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009

Cocaine Positive Test Rate (%)

Cocaine Street Price Index ($/pgm) at 1/2 oz
o

Source: Update from 2004 Report to the President | 18
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|§DJ:ll Way Ahead in Afghanistan (1)

* Need L.E. intelligence driven campaign plan
» Premised on international, interagency-
military-host nation participation

— UK/US military forces need to conduct military
campaign to deny reinforcement/reconstitution
— International/interagency unity of effort essential

— Need Afghan CN face; host nation security force is key

Afghanistan’s National Army Afghan police officersin Afghan police destroying opium
Herat Province poppiesin Tarin Kowt in Urugzan

19
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* CN strategy competes for attention, resources
and support

—The Deep Battle must be prioritized as a military strategy
— SOCA/DEA and US/UK Military intense actions needed for

about two months — a military-led campaign

» DEA, SOCA, and Afghans can provide authorities and specific
targeting

* Need to “take out” > approximately 30 targets in combined
operations

—Need DEA support for bringing to justice key traffickers

—Result: illicit economy loses %2 to % of its current value
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* Limit drug enforcement, until ready to strike

—Hold off for DEA coordinated major attack (continue
“bring to justice”)

—Force price collapse shock—conditions now make it
possible

* When? Counter-insurgency campaign declines
(suggestion)
—Taliban forces = recovery phase; cross border to rest

—Maximum L.E. attack by US forces & DEA advisors —
Afghan forces

* Interdict labs, opium bazaars, traffickers (south, east)
—Will force a response, on Coalition terms, of Taliban

INSTITUTE FOR DEFENSE ANALYSES

Concept to collapse opium prices (1)
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| B Y2l Concept to collapse opium prices (2)

e Farm level opium prices decline sharply - few
buyers, excess sellers 2 middle men

risk/reward ratio rises/price falls below cost

— Farmers likely to blame opium traffickers, not government,
for losses

— Government/NGOs provide food / development
assistance to farmers

e Deny ~$1 Billion in
opium revenue in provinces

Afghan farmerscash in seed
and fertilizer vouchersaspart
of a USAID-assisted poppy
eradication program.
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 Interagency operational concept

—Validated concept for ruining illicit opium economy;
(like 1996 in Peru)

— Coordinated with Defense (ASD GSA), State (INL),
Justice (DEA)

— Coordinated concept with British MOD, police-SOCA,
and Foreign Office

— Coordinated with UN ODC - Law enforcement/NATO
military response

* UN requests NATO support to ruin illicit economy

* UN data shows dramatic price declines from overproduction (E
and S)

INSTITUTE FOR DEFENSE ANALYSES

Deep Battle concept development
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|DV;: @ Way Ahead with Research Community

» Research community developing tools for a long-term
campaign strategy
— Quantitative methods to manage asymmetric wars
« Intervention effectiveness (kinetic, law enforcement, eradication)
» Time duration and execution strategy concept (US Central Command)
— Critical need for follow-on research
» Reconstitution of criminals and insurgents
» Operating within the response times of an insurgent system component
* Recommendations for follow-on work
— Research support for DOS/INL
— Local conference on transnational insurgency (classified) (July 2008)

« lllicit economies (focus on Afghanistan)
» Lessons from Colombia

— Establish collaborative interaction medium for transnational crime
experts (follow-on from UNODC conference)
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Briefings Delivered at the
Technical Workshop in Vienna
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Universal Patterns in Modern Wars
Sean Gourley (Oxford University)
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From George Tita:
Long Beach gangs

] Gang
= Ally Relation
== Enemy Relation

Structural Predictors of Gang Violence: A Triadic Analysis of Rivalries and
Allies; Makamura, Tita & Krackhardt, Draft: Revised Jan 21, 2007
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DETERRENCE THEORY
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Reconstitution: Enabling the rebuilding of

violent criminal organizations

December 6, 2007

Dr. Barry Crane
Dr. Amy Alrich
Dr. Richard White

Institute for Defense Analyses
4850 Mark Center Drive
Alexandria, Virginia

UNCLASSIFIED

|§ B ) |l Conditions for criminal groups to flourish and, facing
e Sl interdiction, reconstitute

Ineffective political/legal environment: Instability, lawlessness, weak
government apparatus, corrupt officials/courts, decentralization

Accommodating physical environment: porous borders, ungoverned
spaces provide sanctuary

Unstable economy: weak economic infrastructure, reliance on
limited natural resources as basis for GDP

Supporting social circumstances: poverty, high unemployment,
potential for ideological radicalism, limited skill set upon which
population can rely to generate income, limited economic
opportunities; cooperative population (through coercion or
cooptation)
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Reconstitution? Some questions to resolve

» Reconstitution of a criminal enterprise (reconstructing operations as a
response to some interdiction and intervention)

» The reconstitution is a response to an unanticipated crisis or upheaval.
— A lethal intervention causing a critical loss of personnel
— Arresting key individuals at some stage of the operation
— Significant loss of property or equipment

» Reconstitution occurs because the intervention is invariably “tactical” or
short-term in nature. Criminals then seek a new activity with less risk.

— How long does it take them to reestablish the activity? At what level?
— What effect does it have on the whole enterprise?
— How do they reconstitute? Same organizational model?

« Let “contracts” to adapt? Chose the winners to continue.
* What kinds of losses can be tolerated?

— What kinds of external metrics can be used?

INSTITUTE FOR DEFENSE ANALYSES

2

| DYl Some observations about reconstitution

Means to prevent reconstitution?

— Restoring security and rule of law
e Remove corruption
» Improve professional capabilities
* Indict insurgents for criminal activities

— Remove the legitimacy of the criminal/insurgent group
 Limit recruiting capacity of the insurgents, and
* Remove the support of local citizens.

— Removing illicit income and resources
* Removes lots of resources for the insurgent and his supporters.

» Accomplished with cocaine in Peru in 1996 and led to five straight years of
reduced illicit cultivation.

— Price collapse occurred from interdiction
— Removed 75% of the illicit economy
« Interdicted a critical part of supply chain

— Concepts for Afghanistan
* Ruin opium price because of opium overproduction

» Combined law enforcement and military operations to remove the middlemen
in the drug trafficker organization

» Enemy combatants mixed with criminal; need to sort these out

+ Successful eradication campaigns occurred only after the commodity price was
driven to very low values, even below cost, not before.
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Observations about Afghanistan

The insurgency has become a perpetual motion
machine, — funded by drugs — recruiting, training,
equipping new fighters, corrupting regional officials,
destabilizing central government.

» During ISAF/coalition presence, opium poppy resurgence resulted
in annual production of 5,000-6,000 MT of opium, either consumed
or turned into the 600 MT of heroin, 90% of world consumption,

generating an underlying illicit $3 billion, about 35% of total Afghan
GDP.

— Taliban, AQ elements, warlords have ability after spring/summer fighting, to
bring in new weapons/recruits, and be ready to go again next spring.
» Objectives achieved only when all 5 strategy pillars have been
reached and Afghan government can be considered self-sustaining.
— The $3 billion generated by the drug trade is used to undermine U.S. and
NATO objectives for stabilization and rebuilding of Afghanistan.

» Winning will only be possible if U.S. military forces join prevent
reconstitution.
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