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May 2008

I am proud to submit the Department of Defense (DoD) Joint Chemical and Biological Defense Program
(CBDP) 2008 Annual Report to Congress (ARC). This report details progress made by the Department

to protect our nation and allies from current and emerging threats posed by weapons of mass destruction
(WMD). It also reviews current programs which provide Soldiers, Sailors, Airmen, and Marines with the
best possible chemical and biological (CB) defense training, equipment, and planning to ultimately achieve
our CBDP vision of military operations wholly unconstrained by WMD effects.

The mission of DoD’s Joint CBDP is to provide CB defense capabilities in support of our national military
strategies. We undertake this mission in partnership with Congress, other federal agencies, academia,
international partners, and the private sector. We structure this mission to be forward thinking, responsive
to warfighter and national security needs, and streamlined with authority and accountability vested in
specific executives. Our immediate goal is to develop, deliver, and support systems that provide strategic
resilience—systems flexible enough to detect, protect, and remediate attacks by terrorists or hostile forces
using a variety of WMD devices.

CBDP accomplishments include significant advances in research supporting key mission areas such as: the
Transformational Medical Technologies Initiative (TMT]I); strengthening chemical, biological, radiological,
and nuclear (CBRN) homeland defense initiatives; maintaining a strong industrial base; improving Joint
education, training, and doctrine; supporting cross-agency coordination; and establishing new international
CBRN cooperative research and development agreements. To continue progress and reduce strategic risk,
the CBDP must increase capacity to maintain Joint Force readiness and sustain our nation’s competitive
advantage. We depend on continued Congressional support in three priority areas:

1. TMTI research

2. Adequate long term investments in our laboratory and test infrastructure to ensure safe, secure, and
productive operations

3. Stable resources overall to ensure that, year after year, initiatives to field improved defensive capabilities
may move forward without unintended costs associated with restructuring contracts, interrupting
research and development, test and evaluation (T&E) activities, and maintaining stable production lines.

With support of the President, the Secretary of Defense, and Congress, DoD will continue to develop and
resource an integrated CBDP to best serve the nation, to build readiness for current and future challenges,
and to sustain our Armed Forces in time of war.

2100

Under Secretary of Defense for Acquisition, Technology and Logistics




This report was coordinated and prepared by

the office of the Under Secretary of Defense for
Acquisition, Technology and Logistics and the
Assistant to the Secretary of Defense for Nuclear
and Chemical and Biological Defense Programs in
accordance with Title 50 U.S.C. 1523 and related
requirements.

Copies of this report may be downloaded from the
World Wide Web through the Special Assistant for
Chemical and Biological Defense and Chemical
Demilitarization Programs Website at
http://www.acq.osd.mil/cp under the reports
section as an Adobe Acrobat (.pdf) file.
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e world. 9

obert M. Gates, United States Secretary of Defense
' N\ July 18, 2007

Today, the United States Armed Forces are engaged
in global operations while simultaneously protecting
the homeland. Our Service members face many
challenges, but the threat posed by weapons of mass
destruction (WMD) is among the greatest. The
Chemical and Biological Defense Program (CBDP)
provides support and world class capabilities, which
enable them to survive and operate successfully

in chemical, biological, radiological, and nuclear
(CBRN) environments.

The CBDP is an essential component of Department
of Defense (DoD) efforts supporting national and
military strategies to combat WMD. The CBDP
supports a comprehensive strategic framework

to improve CBRN defense preparedness and
readiness, reduce risk to the warfighter, and field the
appropriate mix of capabilities for sustained military
operations with minimum degradation of combat
effectiveness attributed to CBRN hazards.

In accordance with the 2006 National Military
Strategy to Combat Weapons of Mass Destruction,
the DoD seeks to “dissuade, deter and defeat those
who seek to harm the United States, its allies,

and partners through WMD use or threat of use
and, if attacked, to mitigate the effects and restore
deterrence.”

Research, development, and acquisition (RDA) of
chemical and biological (CB) defense equipment
and capabilities is executed by DoD as a Joint
Service program in accordance with Title 50 United
States Code (U.S.C.) 1522 (Public Law 103-160).
The CBDP also addresses radiological and nuclear
defense requirements; however, these activities are
limited by U.S.C. 1522 to specific types of radiation
detection equipment, modeling and simulation
(M&S) capabilities, and medical countermeasures
to treat the physiological effects of radiological and
nuclear source material exposure.



This May 2008 CBDP Annual Report to Congress Chemical and BiOlO ical
(ARC) is provided in accordance with Title 50 g

U.S.C. 1523. It describes progress made by DoD Defense PI‘OgI'aIIl ViSiOIl and
to protect our nation and our allies from the threat M . .
or actual use of WMD, and outlines management 1SS101

initiatives undertaken to identify and balance U.S. Armed Forces execute a wide range of
investment priorities against risks over time. In missions from traditional combat to homeland
addition, the report: defense, civil support, installation protection, and
* Outlines CBDP organizational structure, roles consequence management to special operations,
and responsibilities, oversight procedures, and counterterrorism, and security. The 2006
program plans Quadrennial Defense Review (ODR) outlines

DoD’s Force Planning Construct supporting each
of these mission areas. It reflects the potential for
overlapping missions and tasks, operations in and
from forward areas, and maintenance of capabilities
and forces to wage multiple campaigns in a given
timeframe. It also considers that operations

* Describes and assesses CBDP research,
development, test, and evaluation (RDT&E)
programs and infrastructure, and summarizes
accomplishments

* Reports CBDP equipment logistics postures

* Presents an overview of CBRN defense, may be conducted continuously (steady state) or
doctrine, training, exercises, leadership, and periodically (surge). The CBDP utilizes DoD’s
education. Force Planning Construct as the foundation for

identification and analysis of
CBDP STRATEGIC CONTEXT required cgpabilities to ensure
A Nation at War that operations are unconstrained
by CBRN effects. This vision
brings together doctrine,
organization, training, materiel,
VISION leadership and education,
Ensure DoD operations are unconstrained by personnel, and facilities
chemical and biological effects (DOTMLPF) and technology
MISSION toward improved CB defense

Provide chemical and biological defense capabilities in capabilities for our warfighters
support of the national military strategies and national defense.

Four challenges: traditional, irregular, catastrophic, disruptive
Expanding risks from a world in conflict

Of all the forms of
Improve

Provide Define and Sustain the
operational develop Force to operate rgra;ﬁ%fgigt WMD’ CB wedapons

capability to  transformational  jointly and . are among the
the Joint Force capabilities effectively egcsure; t;alned g .
ligidhy Mones cheapest, easiest,

21st Centu .
SRR | and quickest to
CBDP PRIORITIES: produce and to
* Stable resources for TMTI .
« Investment in CB defense infrastructure deploy with the
* Procurement and fielding of equipment to warfighter . .
- v | | likelihood for

To reduce strategic risk, the CBDP must increase capacity to catastrophic effect
maintain Joint Force readiness to sustain our nation’s )

competitive advantage over current and emerging threats




In turn, the CBDP’s mission is to provide the best
CB defense capabilities in support of the national
military strategies. The following strategic goals are
key to achieving success:

» Goal 1: Provide operational capabilities to the
Joint Force to ensure they are prepared to operate
successfully within all Combatant Commanders’
(COCOM) area of responsibility in current
CBRN threat environments to include support
to civil authorities within the Homeland Defense
Mission.

» Goal 2: Define and develop transformational
capabilities to increase significantly our ability
to dissuade, deter, defend, and defeat any future
adversary in any CBRN threat environment.

 Goal 3: Sustain the capability of the Joint
Force to operate jointly and provide an effective
response in any CBRN crisis.

« Goal 4: Improve management practices to
fulfill enterprise strategic roles and missions,
meet the letter and intent of Title 50 U.S.C.
1522/23, and ensure effective and efficient use
of Department resources in accordance with the
priorities established in

+] IRREGULAR CATASTROPHIC
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countering the proliferation of WMD. CB weapons
are among the cheapest, easiest, and quickest to
produce and deploy. The challenge of combating
WMD is compounded by the ease with which
knowledge related to WMD development could be
disseminated, the increasingly dual-use nature of
technologies, the rapid technological advancements
that continue to lower the threshold for acquiring
WMD, and the development of novel threats through
various techniques, including genetic engineering.
Implications for the CBDP include the following:

* Our nation will continue to be engaged in a
struggle of evolving conflict against adversaries
employing irregular, disruptive, and potentially
catastrophic strategies—including the use
of terror, asymmetric attacks, and WMD to
challenge, marginalize, erode, and paralyze U.S.
power

« Military forces must be prepared to deal with
a full spectrum of threats and must be able to
operate in all WMD environments, unconstrained
by CBRN effects

Seeking to paralyze U.S. power

Catastrophic challenges
involving the surreptitious
acquisition, possession, and
possible terrorist or rogue
employment of WMD or
methods producing WMD-like
effects.

our national military
strategies. " | Seeking to erode U.S. power
Irregular challenges from the
adoption or employment of
Impact of the unconventional methods by
. non-state and state actors to
Global Security counter stronger state
. opponents - terrorism,
Environment insurgency, civil war, etc.
Conflict is not unique Ethnic war; guerilla;
insurgency, terror

to today’s global
environment. What has
changed dramatically is
the expanding roster of
terrorists and antagonist
nations possessing or
seeking weapons with
the capacity to inflict
catastrophic damage on our
nation. This increasingly
dangerous strategic
context gives urgency to

WMD; rogue; terrorist;
homeland missile attacks

and recognizable military
forces, in long-established,
well-known forms of military
competition and combat.
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T [ Seeking to challenge U.S. power Seeking to marginalize U.S. power
7 | Traditional challenges posed Disruptive future challenges

¥ | by states employing legacy, emanating from competitors

— [advanced military capabilities, developing, possessing, and

employing breakthrough
technological capabilities intended
to supplant our advantages in
particular operational domains.

Legacy nuclear forces;
uniformed militaries

Cyber war; directed energy;
genetic weapons; nano weapons
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« CBDP must provide improved defensive
equipment capabilities, trained personnel, and
doctrine and logistical CBRN sustainment
capabilities to prepare military units for
immediate deployment from our power projection
infrastructure.

Failure to address these challenges by not investing
in CBDP capabilities (e.g., DOTMLPF) will increase
risk to national security. Sustaining and further
improving DoD’s CBDP is a strategic imperative in
today’s global security environment.

Shaping the Chemical and
Biological Defense Program

The DoD is simultaneously transforming and
recapitalizing U.S. Armed Forces while prosecuting
conventional operations in Irag and Afghanistan and
unconventional warfare against global terrorism.
The CBDP is shaped by these events, as it must
satisfy geographic combatant commander, Joint
Forces Command (JFCOM), Service, and warfighter
requirements; however, adequate funding and
resources must be provided to address operational
capability gaps and achieve modernization
objectives. Failure to maintain a robust CBRN
defense capability may result in unnecessary risk to
our total force of Active, Guard, and Reserve Forces
at home and abroad. To accomplish its strategic
goals for CB defense, the CBDP continuously looks
to improve its management practices and actively
coordinates with other government agencies to
ensure programs are coordinated and integrated, to
leverage resources, and to eliminate duplication.

The CBDP also requires support from Congress in
three areas which will ensure continued progress in
developing and fielding capabilities to protect U.S.
Forces against existing and future CBRN threats
and meet critical ongoing operational needs to fill
current-, near-, and far-term capability gaps in the
CBDP:

1. Stable funding for the Transformational Medical
Technologies Initiative (TMTTI) to fully exploit

advanced science and technology (S&T)
innovation necessary to successfully counter
future genetically engineered biological weapons

2. Adequate long-term investment in infrastructure
to enhance RDT&E capabilities, including
modernization and construction of laboratories
and test facilities to ensure development of
advanced countermeasures against current and
emerging CBRN threats

3. Adequate resources to ensure procurement
and fielding of improved defensive capabilities
essential to the Armed Forces’ ability to operate
in any environment, unconstrained by CB
weapons.

The CBDP is further shaped by three rapidly
changing factors influenced by socioeconomic,
political, and environmental impacts. These three
factors are the threat, funding, and policy, as
exemplified below:

* A growing strategic threat from state and non-
state actors

¢ Identification of additional CBRN defense
DOTMLPF requirements

* Planning for transition to a new force-sizing
construct, and maintaining capabilities and forces
to wage multiple campaigns in an overlapping
timeframe

+ An evolving geopolitical environment

* Continued WMD proliferation in spite of
the Chemical Weapons Convention (CWC),
Biological and Toxin Weapons Convention
(BWC), and application of other non-military
elements of national power

* The need for innovative, less costly technology
approaches to support force modernization.

Threat

WMD related threats remain a primary driver

for CBRN defense RDA. The potential for our
adversaries to use these weapons in overseas
combat operations requires continuous evolution in
reconnaissance, detection, and protection equipment.




Simultaneously, a significant effort is under way to
defend against asymmetric attacks by terrorists. The
increased possibility of attacks on the battlefield and
at home involving non-traditional agents (NTA),
toxic industrial chemicals (TIC), toxic industrial
materials (TIM), and genetically modified agents,
underscores need for a broad-spectrum approach

to passive CB defense research and development
(R&D).

The potential for hostile release or dissemination of
commercially available chemical materials continues
to be a concern on and off the battlefield. TIC/
TIMs are readily available, inexpensive, and can be
easily concealed. Since many of the most frequently
mentioned TIC/TIMs could be as toxic as traditional
chemical warfare agents (CWA), a determined
adversary could certainly use industrial poisons to
cause injury and disrupt operations.

Today, and in the foreseeable future, the threat posed
by the effective delivery of lethal CWAS remains
one of the key concerns in the defense against
catastrophic attacks. New agents are believed

to be under investigation, and many traditional
agents have a capacity to disrupt and degrade U.S.

|
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operations, especially if their use is unanticipated.
Since 2001, the expectation has increased that
smaller scale chemical warfare (CW) attacks by
terrorist organizations will occur. Although the
chemical threat from foreign military action remains
the rationale for most chemical defense programs,
increasing attention needs to be paid to the potential
that lethal and effective attacks by al Qaeda, other
terrorist organizations, or even independent “lone
wolf” extremists may be much more likely than
long-range artillery or missile attacks.

Biological warfare (BW), or bioterrorism, is
expected to remain a significant threat to U.S.
Armed Forces. Hostile state and non-state actors
are aware of the potential catastrophic effects of

a successful biological attack. U.S. intelligence
agencies have documented the extent and capabilities
of national- and terrorist-level adversaries.
Numerous terrorist organizations have stated the
goal to develop biological warfare capability and
evidence gathered in Afghanistan and Irag proves
that goal. The al Qaeda organization is believed to
be the primary threat in this regard.




Terrorists and various other non-state
actors will present the most likely
radiological threat to U.S. Armed Forces
and their allies. Hostile efforts to acquire
diverse radiological capabilities could
lead to the development of radiological
dispersion devices or “dirty bombs.” The
use of these weapons, in conjunction
with more conventional explosives,
complicates and delays investigative
operations, causes widespread panic,

and will most likely increase the overall
psychological effectiveness of any attack.

The Director of National Intelligence
recently singled out Iran and North

Korea as the greatest threat to nuclear
stability. These countries continue to
challenge the nuclear compliance and
safeguard agreements set forth by the
International Atomic Energy Agency.

The proliferation of CBRN weapons
and the potential for a WMD attack
remain direct threats to U.S. interests
worldwide. Treaties and international
trade restrictions cannot be relied on to
fully counter the ongoing proliferation
of CBRN technologies, materials,

and expertise. Because the United
States possesses substantial military
superiority, we must anticipate and
prepare for selective asymmetric attacks
with nontraditional tactics and means.

Funding

The CBDP budget is set forth as a
separate DoD account, with a single
program element for each category

of RDT&E, acquisition, and military
construction (MILCON). The

DoD Appropriations Act for 2008
appropriated $1.565 billion to the CBDP
in fiscal year (FY) 2008. Funding is
apportioned between levels of research,
development, and procurement to

Chemical and Biological Defense Program FY 2008
Resource Allocation
Total Funding FY 2008: $1.565 Billion

6%: Mgmt. Support
($98.423 million)

16%: Sys. Dev. Dem.

($251.526 million)
4%: Adv. Comp. \ 36%: Procurement
Dev. & Prot. s ($547.527 million)
($63.958 million)

5%: Basic Research

@ y ($83.132 million)

16%: Adv. Tech. Dev.
($245.591 million)

<1%: Operational Sys. Dev.
($7.667 million)

17%: Applied Research
($266.999 million)

Based on 2008 Defense Appropriations Bill

Chemical and Biological Defense Program Appropriated

Values FY 2006-2007
President’s Budget Request FY 2008-2013
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balance technology transitions, development and test
schedules, production capabilities, and warfighter
priorities.

To continue countering the existing and emerging
CBRN threats and to gain a competitive advantage,
congressional support for the CBDP’s FY 2009
President’s Budget Request is essential to sustain
progress and to meet the critical operational needs of
our warfighters and homeland defense requirements.

Operations and sustainment (O&S) funding for
CBRN defense materiel is not consolidated at

the DoD level. The Military Departments are
responsible for separately funding replenishment and
sustainment of CBRN defense secondary equipment
items (e.g., consumables such as decontamination
kits, detection kits, and filters). Depot maintenance
and contractor logistics support for some low-density
major items are also O&S-funded, and therefore not
included in the Joint CBDP budget.

The figure on the previous page shows the CBDP
appropriated values for FY 2006 through FY
2008 and the President’s Budget Request for FY
2009 - 2014 broken out by procurement, advanced
development, and S&T funds.

Our comprehensive strategy
to combat WMD includes
counterproliferation efforts
that will be proactive,
impede WMD proliferation
with diplomacy and

when necessary, interdict;
and finally, to enhance
conseguence management
to restore operations.

Policy and Guidance

The CBDP supports multiple national strategies
and provides a strategic approach with an operative
focus on deterring and preventing our enemies
from threatening the United States and our allies
with WMD. Specifically, the CBDP supports the
President’s National Strategy to Combat WMD,
which acknowledges that the gravest danger for
our nation lies at the crossroads of radicalism and
technology. This requires cooperative initiatives
with international, interagency, and industry
partners to field key capabilities today, and
technology thrusts that will ensure the men and
women of the military always possess state-of-the-
art capabilities.

Together the U.S. national and military strategies
present a layered defense approach for non-
proliferation, counterproliferation, and consequence
management that has been codified into a DoD
strategy to dissuade, deter, defend against, and
defeat any potential adversary. The CBDP
comprehensive strategy to combat WMD includes
counterproliferation efforts that will be proactive,
impede WMD proliferation with diplomacy—and
when necessary interdict, and finally enhance
consequence management to restore operations.

In support of these strategies, the CBDP will:

« Continue to research, develop, and acquire
transformational capabilities that provide forces,
key personnel, and other assets with reliable
prediction, warning, and detection capabilities to
characterize CBRN threats

* Provide a more effective set of protective
measures to minimize the effects of chemical and
biological warfare agents (CBWA) and exposure
to radiological and nuclear sources

» Emphasize broad-spectrum therapeutics and
diagnostics that protect against emerging threats.
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In accordance with Title 50 U.S.C. 1522, oversight
of the CBDP is assigned to a single office within

the Office of the Secretary of Defense (OSD). The
Assistant to the Secretary of Defense for Nuclear
and Chemical and Biological Defense Programs
(ATSD(NCB)) is responsible for RDA of CBRN
defense materiel and for overall coordination and
integration of CBRN defense programs within

DoD and across the Department of Homeland
Security (DHS), Department of Health and Human
Services (DHHS), and other federal agencies. These
responsibilities are executed in accordance with the
Under Secretary of Defense’s Implementation Plan
for Management of the CBDP, April 22, 2003 to
include the two subsequent revisions in 2006 and
2007. This plan further assigns other organizational
roles and responsibilities, outlines processes and
reporting requirements, and provides implementing
instructions. The ATSD(NCB) reviews the plan
annually to ensure continuous process improvement.

Management Initiatives for
2007

The Implementation Plan for Management of the
CBDP was revised this year to require semi-annual
review of the alignment among requirements,

S&T, advanced development, test and evaluation
(T&E), and procurement. This provides data for
effectively evaluating program execution and
facilitates necessary adjustments in the investment
strategy. Results are reported through ATSD(NCB)
to the Under Secretary of Defense for Acquisition,
Technology and Logistics (USD(AT&L)).

In April 2007, DoD Directive (DoDD) 2060.02,
DoD Combating Weapons Mass Destruction
Policy, was approved to enhance coordination
among DoD organizations tasked with various
aspects of the combating WMD mission. This
directive assigns clear lines of responsibility and
formalizes relationships among DoD components.



Also in April 2007, ATSD(NCB) requested that
DoDD 5160.05E, Responsibilities for Research,
Development, and Acquisition of Chemical Weapons
and Chemical and Biological Defense, be updated
and reissued. Issued originally in 1976, then 1985,
this directive assigns responsibilities specifically

for RDA of CB defense materiel. Once approved,
DoDD 5160.05E and its implementing instruction
will replace the Implementation Plan as the CBDP’s
primary authorization.

In June 2007, the USD(AT&L) submitted draft DoD
Instruction (DoDI) 3150.cc, The CBRN Survivability
Program for review and comment. DoDI 3150.cc
will implement processes and standards for
improving survivability of mission critical systems
operating in potentially contaminated CBRN
environments. The ATSD(NCB) will chair a CBRN
Survivability Oversight Group to ensure compliance.

Finally, during 2007 the CBDP began preparations
for transitioning to a “Joint Capability Portfolio”
management process. The QDR and the DoD
strategic planning guidance emphasized the need
to continue building on capability based planning
and management efforts. Joint Capability Portfolio
management provides an approach for managing
groups of related capabilities across the enterprise
to improve interoperability, minimize capability
redundancies and gaps, and maximize capability
effectiveness. Joint Capability Portfolios will allow
the entire Department to shift to an output-focused
model that enables progress to be measured from
strategy to outcomes. The ultimate criterion for
success in this effort is delivering needed capabilities
to the joint warfighter more rapidly and efficiently.

Key Organizational
Relationships, Roles, and
Responsibilities

The CBDP oversight and management structure
is organized to focus attention on policy and
governance, planning and programming, military
requirements and doctrine, S&T, advanced
development and acquisition, T&E, and analysis.
Organizational relationships are established

to ensure single decision authorities, effective
coordination, integration of program efforts, and
appropriate checks and balances.

Under Secretary of Defense for

Acquisition, Technology and Logistics
The USD(AT&L) serves as the Principal Staff
Assistant and advisor to the Secretary of Defense
for all RDA matters relating to CBRN defense. The
USD(AT&L) exercises authority, direction, and
control over the ATSD(NCB) and oversees DoD
RDA programs to ensure they support combating
WMD policy efforts.

Assistant to the Secretary of Defense for
Nuclear and Chemical and Biological

Defense Programs

The ATSD(NCB) coordinates and integrates the
CBDP as a single responsible office within OSD
and executes program oversight activities, related
acquisition policy guidance, and interagency and
international coordination. The ATSD(NCB) also
provides oversight of funds allocation for CBDP
defense-wide accounts.

Joint Requirements Office for Chemical,
Biological, Radiological, and Nuclear

Defense (JRO-CBRND)

The JRO-CBRND coordinates and integrates
requirements and capability needs for all DoD
CBRN defense programs, ensuring that Military
Service and Combatant Command capability needs
are developed and approved in a prompt and efficient
manner. The JRO-CBRND also leads development
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of the CBDP Program Objective Memorandum
(POM) Strategy, and supports and facilitates the
development of multi-Service and Joint CBRN
defense doctrine, tactics, techniques, and procedures
(TTP), and training.

Army as the Executive Agent

The U.S. Army, as Executive Agent for the CBDP,
serves as the Milestone Decision Authority (MDA)
for delegated CB defense programs. The U.S.

Army also coordinates and integrates RDT&E

and acquisition requirements of the Military
Departments for chemical and biological warfare
(CBW) defense programs of the DoD and reviews all
funding requirements for the CBDP.

Core Chemical and Biological Defense Program Components

Chairman, Joint Chiefs of Staff

Joint Program Executive Office—
Chemical and Biological Defense

(JPEO-CBD)

The JPEO-CBD is the Joint Service Materiel
Developer for the CBDP, reporting to the Defense
Acquisition Executive (DAE) through the Army
Acquisition Executive (AAE). The JPEO-CBD
provides centralized program management and
Joint Service acquisition program integration for
all assigned medical and non-medical programs.
The JPEO-CBD’s eight Joint Project Managers
(JPMs) execute acquisition programs in the areas
of Medical, Contamination Avoidance, Biological
Defense, Decontamination, Individual Protection,
Collective Protection, Information Systems, and
Installation Force Protection (Guardian) systems.
Under the JPEO-CBD’s leadership, these JPMs
direct RDA, fielding, and life-cycle support of CB
defense equipment and medical countermeasures in
support of the 2006 National Military Strategy to
Combat Weapons of Mass Destruction.

Under Secretary of Defense

(Acquisition, Technology and
Logistics)

Assistant to the Secretary of

Defense
(Nuclear and Chemical and
Biological Defense Programs)

Special Assistant to the

Director, J-8

Director, Defense Threat
Reduction Agency

DARPA

Secretary of Defense

for Chemical and Biological
Defense and Chemical
Demilitarization Programs

Joint Requirements Office
CBRN Defense

Joint Science and Technology
Office
(Chemical and Biological
Defense)

Secretary of the Army

Deputy Under Secretary of
the Army

CBDP Test and Evaluation
Executive

Army Chief of Staff

Program Analysis and
Integration Office

Army Acquisition Executive

Joint Program Executive Office
Chemical and Biological
Defense
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Joint Chemical, Biological, Radiological,
and Nuclear Defense Program Analysis

and Integration Office (PAIO)

The PAIO provides independent analysis and
integration functions for the CBDP. They also
support JRO-CBRND-led development of the CBDP
POM and lead development of budget submissions
and change proposals. In addition, the PAIO
develops and maintains the CBDP RDA Plan that
details mid- and far-term CBDP goals, objectives,
and transition of materiel within each phase of the
acquisition process consistent with USD(AT&L)’s
comprehensive RDA strategy in accordance with the
National Military Strategy to Combat Weapons of
Mass Destruction.

Chemical and Biological Defense

Program Test and Evaluation Executive
The CBDP T&E Executive, under the Deputy Under
Secretary of the Army, establishes test standards,
processes, and procedures and oversees CBDP

T&E infrastructure to ensure that adequate T&E is
conducted for CBDP systems.

Joint Combat Developer for
Experimentation for Chemical,
Biological, Radiological, and Nuclear

Defense (JCD-CBRND)

Under the direction of the JRO-CBRND, the
JCD-CBRND coordinates and oversees Joint and
multi-Service experiments used to validate the

Joint integrating concept for combating WMD
(CWMD) by systematically exploring new and
innovative combinations of medical and non-medical
DOTMLPF capabilities. Located at the U.S. Army
Maneuver Support Center (MANSCEN) in Fort
Leonard Wood, MO, the JCD-CBRND leverages
personnel, equipment, and facilities available
through each Service and other government
organizations to reduce costs, shorten timelines, and
improve experimental designs.

Joint Science and Technology Office
for Chemical and Biological Defense

(JSTO-CBD)

The JSTO-CBD manages the CBDP S&T efforts

in coordination with the Service laboratories,
industry, academia, and other government agencies
and laboratories. The JSTO-CBD develops and
maintains CBDP medical and physical sciences
(non-medical) S&T plans, and develops, coordinates,
and transitions CBDP S&T medical and physical
sciences technologies and associated CBDP T&E
technology needs in response to validated and
approved Joint military capability needs. The
JSTO-CBD also manages the CBDP Advanced
Concept Technology Demonstration (ACTD),
Advanced Technology Demonstration (ATD), and
Joint Capability Technology Demonstration (JCTD)
processes and individual ACTDs/JCTDs as assigned
by the USD(AT&L).

Defense Threat Reduction Agency

(DTRA)

The DTRA serves as the accountable official,
providing funds management functions for the
CBDP under the direction and oversight of the
ATSD(NCB).

Other Related Organizations

Military Departments

Military Departments are responsible for organizing,
training, equipping, and otherwise preparing their
respective forces to combat WMD, to include its
means of delivery and related materiel. They also
validate operational concepts and develop Military
Service-sponsored CBRN defense capabilities
documentation consistent with the Joint Capabilities
Integration and Development System (JCIDS)
process and the Joint CBRN Defense Modernization
Plan. In addition, they support development of
Military Service annexes to joint CBRN defense
capability documents as appropriate.
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Coordination with Related

Programs and Initiatives
The DoD CBDP activities are coordinated with other

Highlights of these coordination efforts include:

* The Interagency Board for Equipment
Standardization and Interoperability (known
as the 1AB) is a partnership of federal, state,
and local agencies focused on the capabilities

government agencies and international partnerships
to gain the benefit of knowledge, laboratory and
test capabilities, and funding available within the
interagency community. The National Security
Council Policy Coordination Committee for
Proliferation, Counterproliferation, and Homeland
Defense coordinates the management, development,
and implementation of national security policies
related to CB defense activities. Several United
States Government (USG) organizations are
developing CBRN defense technologies. The CBDP
currently has formal coordination efforts with

the Defense Advanced Research Projects Agency
(DARPA), Counterproliferation Program Review
Committee (CPRC), Technical Support Working
Group (TSWG), DHS S&T Directorate, and DHHS.

The table below discusses these organizations’
CBRN activities. In addition to organizations with
formal coordination, the CBDP coordinates CBRN
defense efforts with other federal organizations.

Chemical, Biological, Radiological and Nuclear

Related Activities
Organization | Description of CBRN Related Activities

DARPA CBW defense program develops revolutionary
new detection, diagnostics, decontamination,
and medical therapies that are active against a
broad spectrum of CB threats.

CPRC Interagency executive committee that reports

on activities and programs to combat WMD.

TSWG Interagency forum that identifies, prioritizes,
and coordinates interagency and international

R&D requirements for combating terrorism.

DHS (S&T
Directorate)

Primary R&D arm of DHS that guides and
organizes research efforts to meet emerging
and predicted needs.

DHHS The DHHS family of agencies are involved in
the research, development, and procurement
of safe and effective medical countermeasures

including Project Bioshield.

necessary for fire, medical, and law enforcement
responses to WMD terrorism

* Interagency agreements with the DHS Office of
Grants and Training to purchase equipment in
support of the DHS Grant Program

* The White House Office of S&T Policy chairs the
WMD Program, R&D Subgroup

» Continuous coordination with the National
Security Council; U.S. Department of
Agriculture; U.S. Department of Justice; and U.S.
Environmental Protection Agency

« Partnering with DHHS in the development,
licensure, and procurement of biodefense
vaccines.

A recent notable example of interagency
infrastructure coordination is the construction

of the Sample Receipt Facility (SRF), a uniquely
specialized sample handling, analysis, and forensics

facility at the Edgewood Chemical
Biological Center (ECBC) on the
Edgewood Area — Aberdeen Proving
Ground, MD. The SRF is a collaborative
effort, funded by the DoD, DHS, and
Federal Bureau of Investigation.

A second notable example is the
Chemical Biological Medical Systems
(CBMS) Economy Act Purchase of
Dryvax™ (smallpox vaccine) from the
Strategic National Stockpile. CBMS is
now coordinating for the Economy Act
Purchases of Anthrax Vaccine Adsorbed
(BioThrax™) and for ACAM2000™, the
newly licensed smallpox vaccine that will
replace Dryvax™,
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International Cooperation

The two main objectives of international cooperative
CBRN defense programs are to reduce defense
system acquisition costs through collaboration in the
areas of development, production, and support, and
to enhance interoperability with coalition partners.
The CBDP leverages international programs to gain
access to foreign technology and infrastructure;
mitigate risk in the R&D process; and establish
multinational standardized test procedures and
common data.

Various international agreements and programs
provide a legal and procedural framework for
international cooperation in CBRN defense. These
agreements and programs include the Information
Exchange Program, International Cooperative
RDA programs, Foreign Comparative Testing
Program, personnel exchanges and assignments,
and foreign military sales. DoD’s network of
international cooperative CBRN defense programs
and agreements now extends to more than 20 allied
nations.

In September 2007, the CBDP broadened its
international reach by drafting a multilateral
Strategic Implementation Plan and Roadmap to
the year 2025 for the Australia, Canada, United
Kingdom, and the United States Memorandum

of Understanding on Research, Development,

and Acquisition of Chemical, Biological and
Radiological Defence Materiel (CBR MOU). This
effort will allow expanded CBDP information
exchange with Australia, Canada, and the United
Kingdom. As part of the international CBR MOU,
the CBDP participated in a series of meetings,
working groups, and an Interagency Task Force
(ITF), interacting with Israel, Singapore, Poland,
Sweden, Japan, Thailand, and North Atlantic Treaty
Organization (NATO) nations. These interactions
allow for increasing information exchange,
developing cooperative relationships, and ensuring
program efficiencies.
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Joint CBRN defense materiel acquisition includes
basic research, applied research, advanced
technology development, concept refinement, system
development and demonstration (SDD), production,
and deployment. The following describes the

status of Joint Service CBRN defense requirements
and RDA programs from the S&T base through
procurement. This information is organized

within the framework of the operationally oriented
commodity areas outlined in a capabilities-based
assessment (CBA) prepared by the JRO-CBRND.
Also addressed are CBDP activities supporting
homeland security, as well as force protection. T&E
program-specific activities are provided in each
area, and overall T&E infrastructure activities are
highlighted at the end of this section.
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Overall, the FY 2008 President’s Budget achieves a
structured and integrated medical and non-medical
Joint CBDP. The Budget balances urgent short-term
procurement needs, including securing the homeland
from terrorist attacks and long-term S&T efforts for
mitigating future CBRN attacks.

DoD CBDP Annual Repag

-
-~

Schedules and resources drive the pace of
technology demonstrations and transitions to
systems acquisition, ensuring a fully executable
program. Acquisition milestones are driven by the
availability of financial resources, technology, and
T&E resources needed for program execution.

The RDA programs within the DoD CBDP

will provide U.S. Armed Forces with the best
equipment to enhance survivability and mission
accomplishment on any future battlefield where
CBRN threats are employed. Planned RDA
activities focus on supporting the seamless
integration of technologies into an integrated
systems architecture across the spectrum of combat
and support missions. In addition to traditional
medical countermeasure research, the CBDP RDA
programs invest in innovative and transformational
technologies that will further enhance and enable
the Joint Force’s ability to survive, fight, and win in
CBRN-contaminated environments.



The JPEO-CBD made significant progress toward
providing operational capabilities to the Joint Force
to ensure they are prepared to successfully operate
in potentially contaminated CBRN environments.
During 2007, the JPEO-CBD fielded 20 different
systems (consisting of over one million individual
pieces of equipment) to the Army, Navy, Air Force,
Marine Corps, and Special Operations Command.

The JPEO-CBD also made significant progress
toward defining and developing capabilities that
enable the Joint Force to successfully operate in
future CBRN threat environments. All JPEO-CBD
cost, schedule, and performance parameters were
met within this period, with the exception of the
Joint Service Lightweight Standoff Chemical Agent
Detector (JSLSCAD).

While not meeting all Acquisition Program Baseline
(APB) key performance parameters, the Vice Chief
of Staff, Army established that the JSLSCAD
demonstrated performance does provide a militarily
significant increment of capability. The Stryker
Nuclear, Biological, Chemical, and Radiological
Reconnaissance Vehicle (NBCRV) will put the
ability to detect a critical class of chemical agents

at substantial standoff distances into operation.

The Stryker NBCRV employment and concept

of operations (CONOPS) has been tested and is
supported by the Director, Operational Test and
Evaluation. The Joint Requirements Oversight
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Council (JROC) endorsed the Army position to
modify the JSLSCAD key performance parameters
for use on the Stryker NBCRV. Alternative
technical and integrated systems solutions will be
explored to expand the fielded chemical standoff/
early warning capability and overcome current
JSLSCAD limitations.

Required Capabilities

The JRO-CBRND completed a CBRN passive
defense CBA in December 2005; an update is
scheduled to begin in March 2008. Other ongoing
combating WMD CBAs include: National
Technical Nuclear Forensics, WMD Consequence
Management, Threat Reduction Cooperation,
Security Cooperation and Partner Activities, and
Homeland Defense and Civil Support.

When a valid operational need is identified, the
Services first examine the range of non-materiel
solutions to identify whether an effective capability
for operating in a CBRN environment exists. If it
is determined that none of the non-materiel options
fully meet the required need, then equipment or
materiel solutions are pursued through the defense
acquisition framework. The R&D modernization
process identifies technological approaches that may
result in a new operational capability or an upgrade
to an existing operational capability.




In FY 2007, the majority of budget activity (BA)

2 and 3 S&T efforts were well aligned in their
transition to system acquisition. Additionally, T&E
is being challenged due to lack of funding available
to transition products and technologies to systems
acquisition.

Process improvements are being undertaken

to ensure the timely development of capability
documents across the CBDP. For example, per the
2007 revision to the CBDP Implementation Plan for
the Management of the CBDP, the JRO-CBRND
will provide operational requirements metrics. The
metrics should provide a current listing and status
of JCIDS documents that have been approved,
those pending approval, and those that need to be
developed with an estimated development timeline.

Contamination Avoidance

The CBRN contamination avoidance capability area
develops and integrates CBRN sensors for point,
standoff, and early-warning applications for use in
reconnaissance, detection, and identification. For
missions requiring operations in a contaminated
environment, these capabilities are critical to the
continuation and accomplishment of the mission.
With these capabilities, forces can assume the
optimal protective posture; avoid CBRN hazards
and contamination; and rapidly identify and properly
decontaminate affected personnel, equipment, and
areas. These capabilities also are called for in the
National Strategy to Combat Weapons of Mass
Destruction, the National Military Strategy to
Combat Weapons of Mass Destruction, and the 2006
QDR.

The present goal of the detection technology area is
to provide a real-time capability to detect, identify,
characterize, quantify, locate, and warn against all
potential or validated CBRN threats, including TIC/
TIM, NTA, and emerging biological threats. The
ultimate goal is direct integration of CBRN detectors
as a single combined system into various platforms
and command, control, communication, computer,
intelligence, surveillance, and reconnaissance
(C4IS