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ABSTRACT

Safety Critical Systems are those with the potential to cause death or injury as a
result of accidents arising from unintended system behaviour. The arguments for
safety. along with the body of supporting evidence. make up what is called the
Safety Case. Requirements and guidance for Safety Cases are given in Def (Aust)
5679 Issue 2 [2]; in this standard the key stages of the Safety Case are: Hazard
Analysis. Safety Architecture and Design Assurance. The process is driven by the
identification of System Safety Requirements. The standard requires an argument
be made that the Safety Architecture meets the System Safety Requirements. In the
most serious cases. this argument is required to be made in a formal language and
supported by formal reasoning tools. In this paper. we demonstrate the feasibility
of such formal argument through the presentation of a formal verification argument
for a simplified case study in Defence safety engineering.
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The PARTI Architecture Assurance

Executive Summary

The Australian Standard for safety-critical systems development, DEF(AUST)5679, was first re­
leased in 1998, As part of the release of Issue 2 [21] of the STANDARD, guidance material has been
prepared to assist those who need to apply the STANDARD, The guidance is made up of two main parts,

\, A Case Study that demonstrates how the STANDARD can be applied to an example safety critical
system,

2, Issues Guidance Papers (IGPs) that further explain key concepts or requirements of the STAN­
DARD,

The guidance material case study demonstrates the application of the STANDARD to an example system
known as the PARTI (Phased Array Radar and Target Illumination), The PARTI system is a fictional
upgrade of a class of Navy frigates with the installation of a self defensive capability, It scans, detects,
discriminates, selects and illuminates airborne threats, The system is intended to work in conjunction
with the existing Evolved Sea Sparrow Missile system, in that the illumination of targets by the PARTI
provides a target fix for the ESSM, The system incorporates an electronically-scanned phased array radar
and associated control functionality, a sub-system for detecting, discriminating and selecting airborne
threats, and a laser designator and associated control functionality, for high speed self-defence missile
target illumination, The system also incorporates the PARTI operator,

The HAZARD ANALYSIS of the PARTI system [7] determined a number of potentially serious hazards
and established a SYSTEM DANGER LEVEL of Ds, In this case, DEF(AUST)5679jIssUE 2 requires that
SAFETY ARCHITECTURE analysis must include a FORMAL model of the SYSTEM SAFETY REQUIREMENTS, The
COMPONENT SAFEfY REQUIREMENTS are also formally specified and a FORMAL proof is used to show that the
SYSTEM SAFETY REQUIREMENTS follow from the COMPONENT SAFETY REQUIREMENTS,

This paper has been prepared in conjunction with and in response to the SAFETY ARCHITECTURE REPORT
prepared for the guidance material case study [8], The SAFETY ARCHITECTURE REPORT from the case study
uses an Event-B modelling approach [I], supported by the Rodin tool [25], to carry out the required
architecture modelling and verification, In its application to the PARTI architectural model, Event-B
proved less satisfactory in some aspects and this paper demonstrates an alternative SAFETY ARCIllTECTURE
VERIFICATION approach using the Isabelle theorem prover [23], This approach offers both a lower de­
velopment overhead to the SUPPLIER and also produces a model and associated arguments that are more
accessible to a wider audience,
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1 Introduction

1.1 Background

Safety Critical Systems are those with the potential to cause death or injury as a result of accidents
arising from unintended system behaviour. An effective safety engineering process must be carried out
in order to ensure that the system is safe to use in its intended operating enviromuent. The arguments for
safety. along with the body of supporting evidence, make up the Safety Case: this is presented to safety
Evaluators and Certifiers for assessment.

Requirements and guidance for Safety Cases are given in Def (Aust) 5679 Issue 2 [2], which has
recently been prepared by the Defence Science and Technology Organisation (DSTO), following an
extensive revision process supported by Invensys Rail Systems Australia and sponsored by the Defence
Materiel Organisation (DMO).

1.2 Def (Aust) 5679: The Safety Case

Def (Aust) 5679 provides detailed requirements and guidance on the structure of the Safety Case. In
particular, it prescribes certain assurance activities: these are system development and analysis activities
that provide evidence that the system meets its safety requirements. The key stages of the Safety Case
are as follows:

• An analysis of the danger that is potentially presented by the System. This involves an assess­
ment of the System Hazards, and the ways that Accidents could occur and how serious they
would be. This is called HazardAnalysis.

• A System Design that provides safety features, i.e. a Safety Architecture.

• Arguments that System Components have been built in such a way that provides assurance of
safety, called Design Assurance.

• An overall narrative (or high-level argument) that is convincing to a third-party and pulls all
the above together.

1.3 Hazard Analysis

The aim of HazardAnalysis is to describe the System, its Operational Context and identify all possi­
ble Accident Scenarios (and their associated Danger Levels) that may be caused by a combination of the
states of the System, enviromuental conditions and external events.

An Accident is an external event that could directly lead to death or injury. The Severity of an
Accident is a measure of the degree of its seriousness in terms of the extent of injury or death resulting
from the accident. The possible severities are Catastrophic, Fatal, Severe and Minor. System Hazards
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Table 1: DANGER LEVElS

EXTERNAL MITIGATION

I
ACCIDENT SEVERITY

I
Default Low MEDIUM HIGH

CATASTROPIDC D6 D6 Ds D4

FATAL Ds Ds D4 D3

SEVERE D4 D4 D3 D2

MINOR D3 D3 D2 D]

are top-level states or events of the system from which an Accident, arising from a further chain of
events external to the System, could conceivably result Accident Scenarios describe a causally related
collection of System Hazards and Coeffectors that lead to a defined Accident

The Operational Context should be referenced to determine the strength of External Mitigation
present in each Accident Scenario, An External Mitigation is an external factor that serves to suppress
or reduce the occurrence of Coeffectors, For each Accident Scenario the strength of External Mitigation
must be assessed as one of Low, Medium or High,

There are six Danger Levels labelled from D1 to D6, and these are assigned in accordance with the
following requirements:

• For each Accident Scenario, a default Danger Level is assigned based on the Accident Sever­
ity using Table \,

• If no External Mitigations are present in the Accident Scenario, the Danger Level remains at
the default value for that severity,

• If, for a given Accident Scenario, a strength of External Mitigation can be assigned, then the
Danger Level is reduced from its default value according to Table \,

1.4 Safety Architecture

The aim of the Safety Architecture phase is to describe the System Architecture in terms of Com­
ponents; to describe Safety Features present in the architectrue; to detail System Safety Requirements
(SSRs) and how these requirements flow down to Component Safety Requirements (CSRs); and to pro­
vide arguments (at an appropriate level of formality) that satisfaction of the CSRs entails satisfaction of
the SSRs,

Corresponding to each System Hazard is a System Safety Requirement demanding that the hazard
does not occur, The SSRs must be specified to the same level of formality, depending on the System
Danger Level, as given in Table 2,

When the System Danger Level is D1, the SSRs may be expressed as English language statements; if
it is D2 , the SSRs require some form of Semiformal specification, which may involve the use of structured

2
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Table 2: Safety Architecture Assurance Attributes

SYSTEM DANGER LEVEL

D3 D4 Ds

SYSTEM SAFETY
INFORMAL

SEMI-
FORMAL FORMAL FORMAL FORMAL

REQUIREMENTS FORMAL

COMPONENT
SEMI-

SAFETY INFORMAL FORMAL FORMAL FORMAL FORMAL

REQUIREMENTS
FORMAL

SAFETY
SEMI- SEMI-

ARCIDTECTURE INFORMAL FORMAL FORMAL FORMAL

V ERIFlCATION
FORMAL FORMAL

SAFETY

ARCIDTECTURE Low MEDIUM MEDIUM HIGH HIGH HIGH

TESTING

English language statements, possibly augmented with diagrams and mathematical notation; if it is D3

or higher, the SSRs are expressed in a formal specification language,

The System Architecture must be expressed in terms of Components that combine to carry out the
system functions: a block diagram showing interfaces between Components, as well as inflows from
(kinetic energy, thermal energy, radiation, chemical, data, etc,) and outflows to the environment, is the
most suitable for this purpose, See Figure 8 for an example of such a block diagram,

The Architecture will be informed by safety considerations, exhibiting specific Safety Features: these
are either:

• Protective Measures, i,e, Components introduced into the Architecture with a specific safety
purpose; or

• Partitioning the design to isolate - both functionally and physically - Components that have
safety requirements,

We then derive a collection of Component Safety Requirements (CSRs), expressed in terms of Com­
ponent interfaces, The CSRs must be expressed to the level of formality given in Table 2,

Safety Architecture Verification provides arguments that satisfaction of the CSRs entails satisfaction
of the SSRs, This is done at a level offormality, depending on the System Danger Level, given by Table 2,

When the System Danger Level is D1, it is sufficient that such proofs be INFORMAL, i,e, expressed using
clear and logical English arguments; if it is D2 or D3 some form of SEMI-FORMAL proof is required, Such
proofs are mathematically convincing but may omit some of the detailed justification; if it is D4 or higher,
formal proofs are needed, i,e, proofs expressed using a formal mathematical logic,

3
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1.5 Tool Support

Readers may wonder why such apparently high levels of formality are required for the assurance
of the Safety Architecture. The justification is that it is important to have high confidence that the
architecture is appropriate before proceeding with further system and safety case development; issues
and errors not dealt with at this stage will have far-reaching and expensive consequences further in the
system lifecycle.

We note that. for the highest Danger Levels. the use of formal methods is mandated for: the spec­
ification of component safety requirements; the component model; and the verification that the model
meets these requirements. There are a limited number of tools that support this process. In this paper.
we show how the Isabelle theorem prover can be used to provide this assurance.

1.6 DeC (Aust) 5679: Guidance Material

Def (Aust) 5679 Issue 2 has been enhanced by the production by NOVA Defence of extensive Guid­
ance Material. under contract to the DMO. This Guidance Material is based upon a fully developed Case
Study - called the Phased Array Radar Target Illuminator (PARTI) system - illustrating how the stan­
dard can be applied to a realistic exemplar Defence system. The Case Study deliverables include the
following technical Safety Case documents:

• Hazard Analysis Report [7];

• Safety Architecture Report [8];

• Design Assurance Report[9. 10. 11. 12. 13];

• Safety Case Summary Reports [14. 15. 16]; and

• Evaluation reports on the above [17. 18. 19].

The lessons learned from the development of this Case Study were used to inform four Issues Guid­
ance Paper addressing key aspects of Def (Aust) 5679:

• Advice to Project Offices [3];

• Methods for Architecture Assurance [4];

• Methods for Design Assurance [5]; and

• Non-Development Items [6].

The Safety Architecture Report from this Def (Aust) 5679 Case Study uses an Event-B modelling
approach [I]. supported by the Rodin tool [25]. to carry out the required architecture modelling and

4
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verification. This approach was chosen because of the familiarity of the authors with Event-B and in
expectation of the need to make further formal arguments at the Component Design level.

Event-B is a mature and powerful tool for exploring and verifying algorithmic designs. especially
suitable for Software or Complex Hardware Components. In its application to the PARTI Architectural
model. Event-B proved less satisfactory in some aspects. In particular. the need to structure the model
in terms of (small-scale) operations represented a significant development overhead and also a barrier to
comprehension of the model and the Architecture Assurance argument. Also. the main driver for using
Event-B was the desire to adopt a common formalism for Architectural and Design modelling. This is
not a compelling motivation in the Def (Aust) 5679 enviromuent. The Standard introduces a deliberate
break between the Architecture and Design levels. at least partially in acknowledgement of the difficulty
in adopting a uniform formal approach through an entire development hierarchy.

The aim of this paper is to demonstrate an alternative Architecture Assurance approach using the
Isabelle theorem prover [23]. Our claim is that this approach offers both a lower development overhead
to the Supplier and also produces a model and associated arguments that are more accessible to a wider
audience.

2 Some Isabelle Basics

Isabelle/Isar [26. 27] is a state-of-the-art theorem proving and mathematical modelling enviromuent
with sophisticated features for what is called literate proof development. A literate (formal) proof is
a machine checkable proof that is also readily comprehensible to the (mathematically literate) human
reader. Many theorem proving enviromuents aim primarily to assist their users in checking the truth
of mathematical propositions. IsabellejIsar also aims to assist its users in communicating the truth of
mathematical propositions.

The modelling approach taken in this paper makes use of an Isar feature called the locale. A locale
is theory structuring mechanism that bundles a collection of fixed variables with associated assumptions
about their properties. For example, a locale consisting of a non-empty carrier set may be defined by the
following Isabelle commands.

locale carrier =
fixes

S :: "a set"
assumes

nOD_empty: "S '* 0"

This locale might then be extended to include a relation on the carrier set S as follows.

locale relation = carrier +
fixes

R :: "(a X a) set"
assumes

boundJelation: "(Va b I (a c-+ b) E R • a E S /\ b E S)"

5
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Derived properties of a locale can be proved using the lemma command. For example, the following
commands prove that a carrier set has at least one element.

lemma (in carrier) witness:
"(3 a. a E S)"

apply (insert non_empty)
apply (auto)
done

This result can now be used freely to show other properties of the carrier locale or indeed of the
relation locale which inherits all of the properties of its parent locale.

Additionally, entailment relations can be shown between locales, demonstrating that all properties of
the one are also properties of the other. For example, the following reformulation of the relation locale
can be shown to be an interpretation of the original. That is to say that any structure satisfying the
properties of relation I also satisfies those of relation.

locale relation I = carrier +
fixes

R :: "(0: X 0:) set"
assumes

bound_domain: "dom R \..; S" and
boundJange: "ranR \..; S"

interpretation relation f \..; relation
proof (auto simp add: relation_axioms_def)
fix a b

assume bl: "(a f-+ b) E R"
from bl bound_domain show "a E S"
by (auto)

from bl boundJange show "b E S"
by (auto)

qed

A brief discussion of Isabelle proof conventions is now in order. Proofs are either simple or com­
pound. Simple proofs consist of a sequence of proof methods that are applied to the proof state to
discharge the proof goal. If there is just one method, the "by" command is used. If more than one, a
series of "apply" commands is used, terminated by a "done" command. Compound proofs also involve
the application of methods to transform the proof state, but include explicit statements of the local proof
goals that establish the higher level goal. Compound proofs are enclosed between "proof" and "qed"
commands.

The locale mechanism is useful in a number of ways.

It provides a logically safe modelling environment in that it is logically separated from the underlying
IsabellejHOL formalism. Creating or combining locales with inconsistent assumptions does not lead to
a collapse of the underlying formalism, since all locale results are predicated on the satisfaction of the
locale assumptions.

6
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The locale mechanism provides a very natural approach to systems modelling. The system observ­
abies can be modelled as fixed variables in a locale and the system properties or specifications as as­
sumptions to the same locale. The hierarchical nature of locales also provides natural support for system
design hierarchies and the interpretation mechanism provides a natural approach to showing refinement
between the various system design phases. In particular. we can define one locale to model the System
Safety Requirements and another to model the System Architecture in terms of the Component Safety
Requirements and then show an interpretation between the two to establish that the Architecture satisfies
the System Safety Requirements.

We conclude this section with a discussion of the mathematical conventions adopted in this paper.
The mathematical syntax adopted in the following is just that of the IsabellejHOL logic. but augmented
with a surface syntax to make it more familiar to the Z practitioner [22]. Additionally. we make use of an
IsabellejHOL implementation of the Z Mathematical Toolkit [24] so that the overall modelling approach
should be easily accessible to the large Z and B user communities.

3 The PARTI System

theory PARTI

imports
MathJDt prelim

begin

The PARTI (Phased Array Radar and Target Illumination) System is a ship-borne Surface to Air
Missile (SAM) targeting support system. It uses Phased Array Radar (PAR) to direct laser illumination
of hostile missiles and aircraft. The laser illumination provides targeting information to an existing
ownship SAM capability. The main items of interest in the PARTI and enviromuent are depicted in
Figure 1.

Briefly. the system operates in the following marmer. A companion general purpose radar system
provides course-grained tracking of nearby objects and an Identify Friend and Foe (IFF) system sorts
friendly from hostile tracks. The PARTI operator uses this information to identify. in particular. potential
airborne threats to the ownship. The PAR subsystem emanates directed beams of microwave radiation
and analyses retuming reflections to provided precision tracking of these threats. This precision tracking
information is used to accurately direct. in real-time. beams of laser light that act as target illumination
home-all-the-way for a companion SAM system that is then used to destroy the threats.

In this section. we formally describe the PARTI and its enviromuent in terms of the inflows and
outflows of the system. as summarised in Figure 2.

7
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THREATS

LASER TARGETING
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I I I -... ..:::.
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ARI;:AS
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Figure 1: PARTISystem Overview

3.1 Outflows

The outflow of the PAR wboyi'tem consists ofparnum time-varying beams of microwave ener!;)'.

local~PARTLcOIlsLpamum =

fix...spamum" "W"
local~PARTl.£OIl_parlJeams =

fix~s paro= " "[time, Wl --t volume" ("p.rt.ilIlls")

For the purposes of describing the safety .rc:hitecture of the PARTL we find it comenient to ap­
proximate the notion of beam .s • cyiindricai voiume of sp.ce eman.ting from an origin point on the
owmhip.

coni'ts
beam " '1R. po;nt, p;:>int1--t point sef'

d<f,
beaIlLdef,

'team w Pd1, e (1.J tltd Cli CI E [0" ,1l- Pi + CI(p, - Pi)}­
{11 sqrt (10 t/)" Iwi A 10 (PI - P,) = 0 -t+ 1}),'

local~PARTl.£onsLorigin =

fix~. origjn " "p;:>inf'
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PIIR71

ohj"'"

Figure 2: PARTY System Boundary

The width of the radar beams j parbw.

locale PARTLcoll. Lparbw =
fixes parbw ::" "

The overall pattern of radiation from the PAR i then the union of the volumes irradiated by the
individual beam .

locale PARTLcoll_radiale = PARTLcoll Lpamum + PARTLcon_parbeam +
fixes

radiate :: "1R -+ volume" ("radiate ")
defines

radiate _def: "radiate =: (A t • (U r I r ::; pamum • parbeam (r»)'

Similarly, the outflow from the la er illuminator con ist of lasnum beam of laser light energy, We

require that there be no more la er beam than there are radar beams a each la er beam require a
dedicated PAR beam to en ure accurate illimation of the target.

locale PARTLcon Lla num = PARTLcon Lpamum +
fixe

lasnum :: "w..
assumes

lasnum_le_pamum: "Ia num ::; pamum"

locale PARTLcolL/a beam =
fixes

la beam :: "[JR, W] -+ volume" ('1a beams")

locale PARTLcolLillumimlte = PARTLcoll t.Jasllum + PARTLcoll_/a beam +
fixes

illuminate :: ''R -+ volume" (')JIuminate ")
defines

iJlumillates_def: 'muminates =: (A t • (U I I I ::; lasnum • lasbeams t I))"

We al 0 require that the width of the la er beam i no greater than the width of the radar beams,

locale PARTLcon Lla bw = PARTLconsLparbw +

9
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fixes
lasbw:: "R"

assumes
lasbwle_parbw: "Ilasbwl :<: Iparbwl"

This ensures the the laser beams are always entirely contained in the corresponding radar beam.

lemma (in PARTLconstJasbw) lasb-.in_parb:
"beam lasbw pp' c: beam parbw ppI"

proof

Follows directly from the smaller radius of the laser beams.

fix I]'
assume b1: "I]' E beam lasbw ppI"
then obtain a ;: rwhere

b2: "a E [0 .. .1J" ";:= P+ a(p' - jf)" and
b3: "sqrt (roi') :<: Ilasbwl" and
b4: "ro(jf - pj = 0" and
b5: "I]' = ;: + f"
by (auto simp add: beam_def)

from lasbw-le_parbw b3
have b6: "sqrt (roi') :<: Iparbwl"

by (auto)
from b2 b6 b4 b5
show "I]' E beam parbw pp'"

apply (simp add: beam_def)
apply (rule exI)
apply (inference)
apply (witness "2x")
apply (witness "2y")
apply (witness "2/')
apply (inference)
apply (rule refl.)
apply (auto)
apply (witness ''fx'')
apply (witness ''fy'')
apply (witness "r/')
apply (auto)
done

qed

The final outflow from the PARTI is in the foml of targeting control messages to the companion
missile system. These messages are of two forms: the acquire message says that a given object is now
being illuminated and conveys its current position; while the release says that the object is no longer
being illuminated.

datatype

10
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message = acquire "object x volume" I release "object"

locale PARTLconJIlessages ~

fixes messages:: "R -----7 message set" ("messages")

locale PARTLconsts ~

PARTLconsLparnum + PARTLconstlasnum + PARTLconsLparbw +
PARTLconstlasbw + PARTLconsLorigin +
fixes

ASd :: "N" and
SMax:: "R" and
dist :: "[point set, point set] --+ R" ("Il'(~ _')" [0,0] 1000)

defines
disLdef: "o(obj, obj) '= rlo {p I p E obj. UASd {p' I p' E obj'. pdist Pp' {{"

3.2 Inflows

The primary inflow from the environment is the tactical situation understood in terms of the kinemat­
ics of the nearby objects surrounding the ownship, In practice, the PARTI observes this situation through
two channels, firstly through its own reflected radar beams and secondly through compiled track data
transmitting from the general purpose radar system, In the abstract, we find it convenient to identify both
channels into an oracular view of the tactical situation that identifies each nearby object with the volume
of space it occupies at any given time,

locale PARTLenv_objloc ~

fixes objloc :: "R --+ (object H volume)" ("objloc")

In addition, the PARTI makes use of the collection of threats identified by its companion IFF system,

locale PARTLenv_threats ~

fixes threats:: "R -----7 object set" (''threats'')

In order to ensure the protection of personnel and fragile assets, the PARTI may be required not to
irradiate or illuminate into certain prohibited_areas

locale PARTLenv_prohibited_areas ~

fixes prohibited_areas :: "R --+ volume" ("prohibited_areas")

or even to shut down completely,

locale PARTLenv_commanded ~

fixes commanded:: "R -----7]B" ("commanded")

The collection of inflows and outflows described above and depicted in Figure 2 constitute the system
boundary identified for the purposes of arguing the safety of the PARTI system,

locale PARTLconsts_sig ~

PARTLconsLparnum + PARTLconstlasnum +

11
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HAZ..D The laser fails to maintain target illumination.

HAZE The PARTI operates without command authorisation.

For the PARTI system to be acceptably safe, it must be engineered so as not to exhibit any of these
hazards.

As a first step in this engineering process, we develop a collection of System Safety Requirements
(SSRs) that are mutually consistent and complete with respect to the identified hazards. In principle, the
SSRs may be the simple negation of the hazard conditions. In practise, interactions with other safety
requirements and operational requirements can often mean that it desirable to adopt a more sophisticated
collection of SSRs.

4.1 HAZ~

In the case of HAZA, the situation is relatively straightforward. The negation of the hazard is that
at all times the intersection of the radiated volume with the prohibited areas is empty. This creates some
tension with the operational objective to track and illuminate all incoming threats, in particular for threats
that are occluded by prohibited areas. However, it seems reasonable to believe that this factor will be
taken into consideration when determining and setting the prohibited areas. We therefore resolve the
conflict in favour of safety considerations and adopt the obvious SSR. This formalised as SSRA below.

4.2 HAZ~

As is clear from the various accident scenarios, HAZ_B has considerable interactions with the other
hazards. There is also a strong tension with the operational imperative to track and illuminate all in­
coming threats. The PARTI system cannot be allowed to act safely by simply never operating the laser
illuminator, as a simple negation of HAZ~ would allow. It is necessary for the SSRs to provide some
direction as to how to resolve this tension.

Three scenarios of interest arise in relation to HAZ_B.

In the first the non-target is illuminated when there is no legitimate target and hence the laser should
not be illuminating at all. This is a clear safety violation.

In the second, there is a legitimate target, but the laser is incorrectly oriented so that a non-target is
instead illuminated. Again, this is a clear safety violation.

In the third, there is again a legitimate target, but the laser is occluded from illuminating it by a
non-target which is therefore illuminated instead (see Figure Sa). In this case, the PARTI is pursuing
a legitimate operational objective, that it cannot ignore, but is then confronted with a safety conflict
that also cannot be ignored. We resolve this conflict by requiring the PARTI to communicate a release
message before the non- target can occlude the target.

Thus all scenarios lead to the requirement that the laser never illuminate a non-target object. This is
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formalised as SSR_B below. In addition, the third scenario leads to a requirement that the PARTI stops
targeting a threat when it loses line-of-sight to the threat. This is formalised as SSKE below.

The communications hazard, HAZ_C, is particularly vague, especially in its role in AS_C2, wherein
some unspecified illegal communication causes the Combat Management System to malfunction. For the
purposes of formulating a cOlTesponding SSR, it is easiest to identify what constitutes a legal message.

This is straightforward for target acquire messages, which can only be sent when the PARTI is
authorised to operate and for nearby objects that are threats with properly determined positions. This is
formalised as SSR_C below.

Unfortunately, the legality of target release messages is again complicated by operational consider­
ations. Clearly a target release can only be sent subsequent to a prior target acquire message and only
provided that a target release has not already been sent. Additionally, operational considerations re­
quire that the PARTI does not communicate target release unless the target is indeed released and further
that the target not be released until either: the target is destroyed, line-of-sight is lost to the target, or
command authorisation to the PARTI is lost. Such operational considerations on target release overlap
strongly with related safety requirements on laser illumination. Both considerations are formalised in
SSKD and SSKE below. The import of SSKD on PARTI behaviour is somewhat subtle, but the up­
shot is that a threat can only be targeted while the PARTI enjoys command authorisation and that a target
release message must be sent if and when authorisation is lost.

4.4 HAZ~

The operational need for the laser to maintain illumination has already been considered above. The
safety need embodied by HAZ-.D is essentially to ensure that the homing missile is guided away from
friendly objects.

While the PARTI is targeting a threat, it must maintain illumination on the threat. This is formalised
in SSR-.D below.

The times at which the PARTI is considered to be targeting a threat are formalised in SSR_B, SSR-.D,
and SSKE below.

4.5 HAZ~

The accident scenarios arising from HAZ-.E are essentially those that may occur during properly
authorised operation, with the distinction that many operational mitigations will (by definition) not be in
place. This situation is depicted in Figure 7 by the use the "cloud bubble" to represent the repetition of
the operational accident scenarios.
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The primary SSR arising from HAZE is that neither the radar nor the laser equipment should be
powered without authorisation. This is formalised in SSRY below.

More subtly. we require that target acquire messages are not sent without command authorisation.
formalised by SSR_C and SSR~ below. and that a target release message is sent for all current targets
when command authorisation is revoked. formalised by SSR~ below.

4.6 The formal SSRs

Before stating the SSRs formally. it is convenient to clarify some of the informal notions used in the
discussion above.

An object is nearby (is_nearby) if it is in the domain of objloc. i.e. it is visible.

An object is a threat (is_threat) if it is nearby and it has been identified as a threat.

An object is a target (is_target) from the time a target acquire message is sent to the time the corre­
sponding target release message is sent.

An object is friendly (isjriendly) if it is nearby and is not identified as a threat.

An object is in sight (in_sight) if it is possible to shine a laser beam on it without illuminating any
other object.

locale PARTLdefs ~ PARTLsig + PARTLconsts_sig +
fixes

is-llearby:: "object --+ R --+ 1Il" ('ls_nearby") and
is_threat :: "object --+ R --+ 1Il" ('ls_threat") and
is_target :: "object --+ R --+ 1Il" Cls_target") and
isJriendly:: "object --+ R --+ 1Il" ("is_friendly") and
w-'iight :: "object --+ R --+ 1Il" ('In_sight'')

defines
nearby_objects_def: 'ls_nearby =(A obj t • obj E dom (objloc t)" and
is_threaLdef: 'ls_threat obj =(A t • is_nearby obj t /\ obj E threats t)" and
is_targeLdef:

"is_target obj =(A t • (3 to v. to " t /\ acquire (obj, v) E messages to /\
(V sis E Eto ... tj • release obj ~ messages s»)" and

isJriendly_def: "is_friendly =(A obj t • is_nearby obj t /\ obj ~ threats t)" and
w-'iighLdef:

"in_sight obj =(A t • is_nearby obj t /\
(V obj' Iis_nearby obj' t /\ obj' *obj •

(objloc t)'obj' n (n pip E (objloc t)'obj • beam lasbw originp) ~ 0»"

locale DC ~ PARTLdefs +
assumes

A: "(V [t' obj. t < t' /\ (V sis E Et. ..tl' is_nearby obj s) ~
o«objloc t)·obj, (objloc t')-obj) " SMax*(t' - t)"
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We identify six formal SSRs for the PARTI system.

SSRA - no prohibited areas are irradiated.

SSR_B - no friendly object is illuminated.

SSR_C - each target acquired message gives the correct position of a current threat.

SSRD - if an object is a target then the PARTI has command authorisation and the object is being
illuminated.

SSRE - if an object is not in sight then it is not a target.

SSRP - if the PARTI does not have command authorisation then it is not radiating or illuminating.

locale SSR ~ PARTLdefs +
assumes
SSRA [rulejormat]:

"(V t • radiates t n prohibited_areas t ~ 0)" and
SSRB [rulejormat]:

"(V t obj • is_friendly obj t ~
(objloc t)'obj n illuminates t ~ 0)" and

SSR_C [rulejormat]:
"(V t obj v. acquire (obj. v) E messages t ~

is_threat obj t /\ v C;; (objloc t)'obj)" and
SSRJJ [rulejormat]:

"(V t obj • is_target obj t ~
commanded t /\ (objloc t)'obj n illuminates t *0)" and

SSRE [rulejormat]:
"(V t obj • ~(in_sight obj t) ~ ~(is_target obj t)" and

SSRY [rulejormat]:
"(V t • ~(commanded t) ~ radiates t ~ 0 /\ illuminates t ~ 0)"

5 The Safety Architecture

The component interfaces of the the PARTI architecture are shown in Figure 8.

Three primary subsystems are required to support the desired functionality. corresponding essentially
to the three outflows of the system boundary.

The Radar subsystem provides precision radar tracking of know threats and illuminated targets. The
Laser subsystem provides target fix illumination in support of ownship's SAM system. The Control
subsystem maintains the system's situational awareness database and co-ordinates the behaviour of the
PAR, Laser and SAM subsystems.
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The aim of the safety architecture is to provide protective measures and redundancy to a degree
appropriate to the identified dangers and in light of the associated costs and benefits. We explain and
justify these measures by consideration of the respective SSRs.

5.1 Safety features of the architecture

SSRA

The PAR subsystem is required to protect designated prohibited areas. In support of this, we separate
the PAR into two components, an actuator component PAR providing the core functionality and an elec­
tronic control component PARC for directing the behaviour of the PAR. Both components are required
to protect the prohibited areas, the PARC by directing the PAR beams so as to avoid the prohibited areas
and the PAR by disabling any beams that are directed toward a prohibited area.

Also of concern is the potential for the wrong prohibited areas to be transmitted to the PAR sub­
system. This is guarded against by the vigilance of the operator component OP in checking feedback
of the set areas on the operator display maintained by the operator interface OPI. It is assumed that the
prohibited areas are static over time frames in the order of minutes to hours, so that this task is humanly
feasible.

A possible enhancement of this operator function would be to also provide display feedback of the
actual pattern of radar beams, but it is not thought that the added complexity and cost is justified given
the strong potential for common-mode failures of the PAR subsystem in the directing and reporting of
the beams. The fielding of a completely independent radar sensor array is obviously infeasible.

SSRB

The Laser subsystem is required not to illuminate any friendly objects.

The primary responsibility for ensuring this, is invested in the Control subsystem as it can only
be performed successfully in the presence of comprehensive situational awareness and may in some
situations require co-ordination with the SAM system. As a redundancy measure, the Control subsystem
is partitioned into an electronic command and control component and an operator component, supported
by an operator interface component.

The Target Discrimination and Selection (TDS) component directs the targeting tasks of Laser sub­
system, ensuring that the Laser is only directed to illuminate valid threats and ensuring that, when a
friendly object interferes with line-of-sight to the target, illumination is ceased and a target release mes­
sage set.

As a protective measure, the OP component is provided with appropriate Laser targeting feedback
on the track display and is provided with controls for disabling any laser beam that is threatening to
illuminate a friendly object. The task of responding to an operator cut-off command is distributed to
both the LASC and the LAS components, providing some further measure of redundancy. The TDS
component also responds by sending an appropriate target release message.
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The targeting sequence is commenced when the OF component, having determined the existence
and position of a threat, orders the PARTI to begin targeting the threat. The TDS component responds
by checking that the object to be targeted is indeed a valid threat. If so, it sends a target acquire message
and orders the Laser subsystem to commence illumination of the target.

The main alternatives to this approach would be to allow the TDS full autonomy in target selection or
to provide a more elaborate operator-based target selection protocol, perhaps requiring concurrence from
multiple operators. The first alternative may be forced in an environment where threat response times
are required to be significantly less than a few seconds, but the added protection of operator initiation is
considered valuable in the specified environment. Equally, a more elaborate operator protocol may be of
value in an environment where response times measured in minutes are acceptable, but are considered
an unnecessary overhead in the specified environment.

SSKD

This SSR has two aspects, the requirement to illuminate a target from the time the target acquired
message is sent and the requirement to send a target release message when illumination ceases, in par­
ticular when command authorisation is revoked and the PARTI is turned off.

Target illumination is maintained primarily by the LAS component, but it requires control support
from the LASe component and tracking support from the Radar and Control subsystems. Such dis­
tributed safety responsibilities are not ideal, but are clearly necessary in this case as the function abso­
lutely requires this situational awareness support. The provision of protective measures or redundancy is
problematic in this case. Multiple redundant lasers could be used, but this is not ideal for the target illu­
mination function and would still be subject to common-mode failures in the control support functions.

The transmission of target release messages is the primary responsibility of the TDS component.
There is no practicable method of providing redundancy in this function.

SSRE

The primary responsibility for detect loss of line-of-sight to a target lies with the TDS component,
with support from the Radar subsystem in providing situational awareness. As a protective measure, the
OF is given the ability to disable lasers that threaten to illuminate a friendly.

SSKF

The primary responsibility for shutdown when command authorisation is revoked is given to the OF
component. Shutdown is achieved by removing power from the subsystems.
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5.2 The component interfaces

The PAR component produces the externally visible scanning beams radiates and analyses the re­
flected beams to produce a collection of observed object positions or plots.

locale PAR_coll_plots ~

fixes plots :: "R --+ (object H volume)" ("plots")
locale PAR_coll_sig ~ PARTLcollJadiates + PAR_coll_plots

The PARe component determines if there is currently command authorisation for radar scanning
scanning and calculates the necessary scanning beam for each PAR element scan_beams.

locale PARCCOll-liCannillg ~

fixes scanrring:: "R -----7 IB" ("scanning")
locale PARCcoll-licall_beams ~

fixes scan_beams :: "[R, N] -----7 volume" ("scan_beams")
locale PARCCOll-liig ~ PARCCOll-liCanmllg + PARCcoll_scan_beams

The TDS component is the automated nerve centre of the PARTI. It maintains a central database
of tracking information for observed objects tracks and identifies which tracks correspond to threats
threaCobjs. It responds to target engage requests. keeping track of current targets targeCobjs and com­
municating with the missile system messages.

locale TDS_coll_tracks ~

fixes tracks :: "R --+ (object H volume)" ('tracks")
locale TDS_coll_targeLobjs ~

fixes targeLobjs :: "R --+ N H object" ('targeCobjs")
locale TDS_coll_threaLobjs ~

fixes threaLobjs:: "R --+ object set" ('threaCobjs")
locale TDS_coll_sig ~ PARTLcOllJIleSsages + TDS_coll_targeLobjs + TDS_coll_tracks + TDS_coll_threaLobjs

locale OPLcoll_powered ~

fixes powered :: "R -----7 JB" ("powered")
locale OPLCOll-liCanreq ~

fixes scanreq :: "R -----7 volume" ("scanreq")
locale OPLcoll_protect ~
fixes protect :: "R -----7 volume" ("protect")

locale OPLcoll_ellgage ~

fixes engage :: "R -----7 object set" ("engage")
locale OPLcoll_disabled ~

fixes disabled :: "R --+ N set" ("disabled")
locale OPLcoll_track_display ~

fixes track_display:: "R --+ ((object H volume) x object set x eN H object) x volume)" ('tracLdisplay")
locale OPLCOll-liig ~

OPLcoll_powered + OPLcoll_scanreq + OPLcoll_protect + OPLcoll_ellgage +
OPLcoll_disabled + OPLcoll_track_display
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fixes on:: "R -----7 JE" ("on")

locale OP_con_seLtarget ~

fixes set-target :: "R -----7 object set" ("seCtarget")
locale OP_con_exclude ~

fixes exclude:: "R -----7 volume" ("exclude")
locale OP_con_search ~

fixes search :: "R -----7 volume" ("search")
locale OP_con_Iock ~

fixes lock :: "R --+ N set" ('1ock")
locale OP_con_sig ~

OP_con_on + OP_con-BeLtarget + OP_con_exclude + OP_con-Bearch + OP_conlock

locale LASCcon~l1uminating~

fixes illuminating:: "R --+ 1Il" ("illuminating")
locale LASCconJaseLfix ~

fixes laserJix :: "R --+ eN H point)" ('1asecfix")
locale LASCcon-Big ~ LASCcon~l1uminating+ LASCcon_laserJix

locale LAS_con_sig ~ PARTLcon~l1uminates

locale PAR_env_sig ~ PARTLenv_objloc + OPLcon_protect + PARCcon-Bcarming + PARCcon-Bcan_beams

locale PAREenv-Big ~ OPLcon_protect + PARCcon-Bcan_beams

locale PARCenv-Big ~

OPLcon_protect + OPLcon_powered + OPLcon-Bcanreq +
TDS_con_targeLobjs + TDS_con_tracks

locale TDS_env_sig ~

PAR_con_plots + PARTLenv_threats +
OPLcon_powered + OPLcon_protect + OPLcon_engage + OPLcon_disabled

locale OPLenv-Big ~

TDS_con_targeLobjs + TDS_con_tracks + TDS_con_threaLobjs +
OP_con_on + OP_con-BeLtarget + OP_con_exclude + OP_con-Bearch + OP_conlock

locale OP_env_sig ~

PARTLenv_conunanded + PARTLenv_objloc + PARTLenv_threats +
PARTLenv_prohibited_areas + OPLcon_track_display

locale LASCenv-Big ~

OPI_con_powered + OPLcon_disabled +
TDS_con_targeLobjs + TDS_con_tracks

locale LAS_env_sig ~ LASCconJaseLfix + OPLcon_disabled + LASCcon~l1uminating

5.3 Formal CSRs

The PARe component calculates beam directions to maintain contact with current targets and threat
identified by the operator. The targfix algorithm is used to center the beams on the object.

The controller also ensures that no beams intersect the prohibited areas (protect and that the radar is
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tumed off (scanning) when command authorisation is revoked (powered).

locale PARTLarch_consts ~

fixes
targfix :: "volume -----7 point"

assumes
targfix_targets [rulejormat]: "(V v. targfix v E v)"

locale PARCCSR ~

PARTLconsts + PARTLarch_consts + PARCcon_sig + PARCenv_sig +
assumes
PARCA [ruleJormat]:

"(V t • scanning t ~ powered t)" and
PARCE [rulejormat]:

"(V t 1obj •
(l c-+ obj) E targeCobjs t /\
protect t n beam parbw origin (targfix «tracks t)'obj» ~ 0 ~

scan_beams t 1 ~ beam parbw origin (targfix «tracks t)'obj»)" and
PARCC [ruleJormat]:

"(V tr. scan_beams tr n protect t ~ 0)"

The PAR component projects the radar beams as directed by PARC, provided that it is powered
(scanning) and the beam does not intersect with the prohibited areas (protect).

locale PAR_CSR ~ PARTLconsts + PAR_con-sig + PAR_env-sig +
assumes
PAR~ [rulejormat]:

"(V t r • parbeams t r ~

if scanning tAr ~ pamum A protect t n scan_beams t r = 0 then
scan_beams t r

else
o

fi)" and
PAR~ [rulejormat]:

"(V t • plots t ~
(A obj Iobj E dom (objloc t) /\ (objloc t)'obj n radiates t *0 •

(objloc t)'obj n radiates t)"

The TDS is the nerve centre of the PARTI system. Its main safety function is to ensure that only
legitimate threats are targeted and that the target illuminating process is enacted safely. The targecobjs
tells the Laser subsystem what threats to target with which lasers, an object is being targeted if and only
if a laser has been allotted in targecobjs to target it.

The CSRs for TDS are as follows.

TDS~ : that a target acquire message is setting when an object begins being targeted and that a target
release message is sent when it finishes.
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TDS~ : that each target acquire message is eventually followed by a release message.

TDS_C : that the TDS correctly keep track of the plots made by the radar.

TDS~ : that each enabled laser is targeting an observed threat.

TDS-E : that targeting commence when so ordered by the operator (engage) and that it continue, using
a single laser, while there is line-of-sight to the target and command authorisation.

locale TDS_defs ~ PARTLconsts + PARTLarch_consts + TDS_con-'iig + TDS_env-'iig +
fixes

observed :: "R -----7 object set" ("observed") and

line_of-'iight :: "[object, R] --+]B" ('1ine_oLsight") and
targeLtimes:: "object --+ R set" ('targeCtimes") and
targetints:: "object --+ (R x R option) set" ('targeUnts")

defines
observed_def: "observed =(A t • dom (plots t)" and
line_of-'iighLdef: '1ine_oLsight =(A obj t • obj E observed t /\

(V obj' I obj' E observed t /\ obj' *obj •
(plots t)'obj' n beam lasbw origin (targfix «Plots t)'obj» ~ 0) /\

protect t n beam parbw origin (targllx «Plots t)'obj» ~ 0)" and
targeLtimes_def: 'targeCtimes obj ={t I obj E ran (targeCobjs t) {" and
targetints_def: 'targeUnts obj =
{s tis < t /\ [s .. .t) c;; targeCtimes obj /\

(V s'. s' < s ~ ~([s'...s) c;; targeCtimes obj» /\ t ~ targeCtimes obj.
(s, Some t) { U

{s I (V tis < t • [s .. .t) C;; targeCtimes obj) /\
(V s'. s' < s ~ ~([s'...s) C;; targeCtimes obj».
(s, None) {"

locale TDS_CSR ~ PARTLconsts + PARTLarch_consts + TDS_defs +
assumes
TDS~ [rulejormat]:

"(V t • messages t ~
{ obj t' I (t, t') E targeCints obj • acquire (obj, (plots t)'obj) { U

{ obj s I (s, Some t) E targetints obj. release obj {)" and
TDS~ [rulejormat]:

"(V obj. targeCtimes obj ~ (U s t I (s, Some t) E targeUnts obj. [s .. .t))" and
TDS_C [rulejormat]:

"(V t • tracks t ~ plots t)" and
TDSJ) [rulejormat]:

"(V t. targeCobjs t E ({O..lasnum{\(disabled t) >-++ (threats t n observed t)" and
TDS-E [rulejormat]:

"(V obj st. (s, Some t) E targeCints obj ~
obj E engage s /\
(V t • t E [s . .. t) ~
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powered t A

((targeCobjs tt)'obj ~ ((targeCobjs st)'obj /\
line_oLsight obj t»"

lemma (in TDS_CSR) targetints_conv:
'targeCints obj ~

{s tis < t /\ Es.. .t) c;; targeCtimes obj /\
(V s'. s' < s ~ ~(Es'.. .s) c;; targeCtimes obj» /\ t ~ targeCtimes obj.
(s, Some t){"

proof (auto simp add: targetints_def)
fix s assnme bl [rulejormat]: "(V tis < t • Es...t) C;; targeCtimes obj)" and

"(V s'. s' < s ~ ~(Es'.. .s) C;; targeCtimes obj»"
from bl [of "s+ I"] have b2: "s E targeCtimes obj"

by (auto simp add: cINTVLo_def)
with TDSJ3 obtain tt' where b3: "(t, Some t ') E targeUnts obj" and b4: "s E Et. .. t ')"
by (auto)

from b3 have '~' ~ targeCtimes obj"
by (simp add: targetints_def)

with bl [of'~'+I"] b4 show "false"
by (auto simp add: cINTVLo_defsubseLdef)

qed

The OPI component ensures that the OP component is properly informed about the state of the
PARTI and passes on operator directives to the appropriate subsystems.

locale OPLCSR ~ PARTLconsts + OPLcon_sig + OPLenv-'iig +
assumes

OPLA [rulejormat]:
"(V t • tracLdisplay t ~ (tracks t, threaCobjs t, targeCobjs t, protect t)" and

OPIJ3 [rulejormat]:
"(V t • powered t ~ on t)" and

OPLC [rulejormat]:
"(V t • scanreq t ~ search t)" and

OPLD [rulejormat]:
"(V t • protect t ~ exclude t)" and

OPLE [rulejormat]:
"(V t • engage t ~ seCtarget t)" and

OPLF [rulejormat]:
"(V t • disabled t ~ lock t)"

As well as determining the objects to be targeted, the OP component parallels many of the safety
functions of the TDS. It has the following CSRs.

OPA : That the operator requests targeting of threats that have been identified as threat by the IFF as
well as the TDS.

OP_B : That prohibited areas are protected from radar scarming.
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OP_C : That the PARTI is tumed of when command authorisation is revoked.

OP~ : That lasers are disabled to prevent illumination of non-targets.

locale OP_defs ~ PARTLconsts + PARTLarch_consts + OP_con-'iig + OP_env-'iig +
fixes

dis_tracks :: "R --+ (object H volume)" ("dis_tracks") and
dis_threaLobjs :: "R --+ object set" ("dis_threaCobjs") and
dis_targeLobjs :: "R --+ N H object" ("dis_targeCobjs") and
dis_observed :: "R -----7 object set" ("dis_observed") and
dis~ine_oLsight :: "[N. object, R] --+]B" ("dis_line_oCsight")

defines
dis_tracks_def: "dis_tracks =(A t • fst (tracLdisplay t)" and
dis_threaLobjs_def: "dis_threaCobjs =(A t • fst (snd (tracLdisplay t))" and
dis_targeLobjs_def: "dis_targeCobjs =(A t • fst (snd (snd (track_display t))" and
dis_observed_def: "dis_observed =(A t • dom (dis_tracks t)" and
dis~ine_oLsighLdef:"dis_line_oCsight =
(Uobjt.

obj E dis_observed t /\
(V obj'1 obj' E dis_observed t /\ obj' *obj •

(dis_tracks t)'obj' n beam lasbw origin (targflx ((dis_tracks t)'obj» ~ 0) /\

prohibited_areas t n beamparbw origin (targflx ((dis_tracks t)'obj» ~ 0)"

assumes
OEA [rulejormat]:

"(V t • seCtarget t c;; threats t n dis_threaCobjs t)" and
OP~ [rulejormat]:

"(V t • exclude t ~ prohibited_areas t)" and
OP_C [rulejormat]:

"(V t • on t ~ commauded t)" and
OED [rulejormat]:

"(V ti obj • (i c-+ obj) E dis_targeCobjs t /\ ~ (dis_line_oCsight i obj t) ~
i E lock t)"

The LASC directs the various lasers to ensure that they illuminate the targets identified by the TDS,
provided that they have not been disabled by OP. It also powers down the lasers when command autho­

risation is revoked.

locale LASCCSR ~

PARTLconsts + PARTLarch_consts + LASCcon_sig + LASCenv_sig +
assumes
LASCA [rulejormat]:

"(V t • illuminating t ~ powered t)" and
LASC~ [rulejormat]:

"(V t • lasecfix t ~
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(A 1 11 " 1asnum /\ 1 ~ disabled t /\ 1 E dom (targeCobjs t) /\
(targeCobjs t)·1 E dom (tracks t) •
targfix ((tracks t)·((targeCobjs t)·1»»"

The LAS component projects the laser beams as directed by LASe, provided that they are not dis­
abled by OP and that command authorisation is not revoked.

locale LAS_CSR ~ PARTLconsts + LAS_con-'iig + LAS_env-'iig +
assumes
LAS~ [ru1ejormat]:

"(V t 1 • lasbeams t 1 ~
if 1 E dom (lasecfix t) /\ 1 ~ disabled t /\ illuminating t then

beam 1asbw origin ((lasecfix t)·1)
else

o
fi)"

locale CSR ~

OC+
PAR_CSR + PARCCSR +
TDS_CSR + OPLCSR + OP_CSR +
LASCCSR + LAS_CSR

6 Verifying the architecture

The collection of CSRs described above ensure satisfaction of the SSRs described in Section 4.6.

interpretation CSR C;; SSR
apply (unfold SSR_axioms_def)
apply (inference)

proof -

6.1 SSRA

The PARA CSR ensures that protect areas are never irradiated. The OPLD and OP_B CSRs ensure
that the protect areas are exactly the prohibited_areas.

fixt
fromPAR~

show "(U r Ir "parnum • parbeams t r) n prohibited_areas t ~ 0"

by (auto simp add: OPLD OEB)
next
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6.2 55RB

Suppose that obj is friendly and is nearby.

fix t obj
assume "obj ~ threats t" "obj E dom (objloc t)"
note bl ~ this

Note that obj is not in the range of targeCobjs. since TDS~ ensures that these are all threats.

from bl TDSJ) [oft]

have "obj ~ ran (targeCobjs t)"
apply (fspace) - properties of injections
apply (auto)
done

note b2 ~ this

We show that obj is not illuminated by case analysis over the existence of targets and the power status
of the PARTI.

show "(objloc t)'obj n (u 111" lasnum • lasbeams t 1) ~ 0"

proof -
apply_end (cases "powered t")
apply_end (cases 'targeCobjs t ~ 0")

If there are no targets, LASCB ensures that no laser beams are projected.

assume 'targeCobjs t = 0"

with LASeB [oft]
have '1aser_fix t = 0"

by (auto simp add: glambdaJIlem)
withLAS~

show ?thesis

by (auto)
next

If there is no power, LASC~ and LAS~ ensure that no laser beams are projected.

assume "--,(powered t)"

show ?thesis

apply (simp! add: LAS~LASC~)
apply (auto)
done

next

Finally, suppose that the lasers are powered and that there are targets acquired.

assume "powered t" 'targeCobjs t '* 0"

note cl ~ this
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We know that TDS ensures that all targets have clear line-of-sight.

have "(V i obj • (i c-+ obj) E targeCobjs t ~ line_oCsight obj t)"
proof -

Follows from TDS_B, TDS~ and TDSE,

apply_end (inference)

fix i obj
assume dl: "(i c-+ obj) E targeCobjs t"
then obtain s Sf where

d2: "(s, Some s') E targeCints obj" and
d3: '~ E [s...s')"

proof -
from dl have "t E targeCtimes obj"

by (auto simp add: targeLtimes_def)

with TDS~ show ?thesis
by (auto)

qed
from TDSJ) [of '~"] dl

have d4: "((targeCobjs tn'obj ~ i"
by (rille pinj~nv_beta)

from TDSJj [OF d2] d3 d4
show '1ine_oCsight obj t"
by (auto)

qed
note c2 [ru1eJormat] ~ this

have c3: "(V 1p' (1 c-+ JfJ E lasecfix t ~ (objloc t)'obj n beam 1asbw origin p ~ 0)"
proof -

apply_end (inference)

fix 1P
assume dl: "(1 c-+ JfJ E lasecfix t"
with LASC~ [of t] have

d2: "1 E dom (targeCobjs t)" and
d3: "p ~ targfix ((tracks t)·((targeCobjs t)·1»"
by (auto simp add: glambdaJIlem)

from TDSJ) [oft, THEN pinj_app1, OF d2] b2 have d4: "obj *(targeCobjs t)·1"
by (auto)

from d2 TDSJ) [of t] 1asnum_1e_paroum
have d5: "0 ~ 1" and d6: "1 ~ lasnum" and d6': "1 ~ pamum"

apply (fspace)
apply (auto)
done

from pinj_app1 [OF TDSJ) [of '~"], OF d2, THEN c2] d4
have d7: "protect t n beam parbw origin p ~ 0"

by (auto simp add: line_oLsighLdef d3 TDS_C)
from 1asbw~e_parbw have dS: "beam 1asbw origin p C;; beam parbw origin p"
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apply (auto simp add: beam_def)

apply (rule exI)
apply (inference)
apply (intro exI)
apply (inference)
apply (rule refl)
apply (auto intro!: exI)
done

from d7 TDSJ) [oft, THEN pinj_appl, OF d2] PARCE
have d9: "scan_beams t I ~ beam parbw origin jJ"
by (simp add: d3)

show "(objloc t)-obj n beam lasbw origin jJ ~ 0"

proof (cases "obj E observed t")
assume el: "obj E observed t"

with pinj_appl [OF TDSJ) [of '~"], OF d2, THEN c2] d4
have e2: "(plots t)-obj n beam lasbw origin jJ ~ 0"

by (auto simp add: line_oLsighLdef d3 TDS_C)
from el have "(plots t)-obj ~ (objloc t)-obj n radiates t"

by (simp add: PAR~ glambda_beta observed_defglambda_dom)
then have "(objloc t)-obj n beam parbw origin jJ C;; (plots t)-ob/,

apply (simp add: radiates_defPAR~ PARC~ cl d9)

apply (auto)
apply (witoess "beam parbw origin jJ")
apply (auto)
apply (witoess "1")
apply (simp add: ordeLtrans [OF d6IasnumJe_parnum] d9 dT)
done

then have
"(objloc t)-obj n beam parbw origin jJ n beam lasbw origin jJ C;;

(plots t)-obj n beam lasbw origin jJ"
by (auto)

with dS have
"(objloc t)-obj n beam lasbw origin jJ C;;

(plots t)-obj n beam lasbw origin jJ"
by (auto)

with e2 show "(objloc t)-obj n beam lasbw origin jJ ~ 0"

by (auto)
next
assume el: "obj 1- observed t"

then have "(objloc t)-obj n radiates t ~ 0"

by (simp add: observed_defPAR~ glambd3.-dom bl)
then have "(objloc t)-obj n beam parbw origin jJ ~ 0"

apply (rule contrapos_pp)
apply (insert d7)
apply (simp add: nempty_conv)
apply (simp add: radiates_defPAR~ PARC~ cl d9 [symmetric])
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apply (e1im exE)
apply (auto intro!: exI simp add: d6')
done

with dS show "(objloc t)'obj n beam 1asbw origin jJ ~ 0"

by (auto)
qed

qed

From this we can deduce that obj is not being illuminated.

have "(V 111" 1asnum • (objloc t)'obj n lasbeams t 1 ~ 0)"
proof -

From c2, we know that the targeting beams, as fixed by LASC~, do not illuminated the plotted
position of obj, that is the part of obj's body (if any) that is irradiated by a radar beam.

From PARC~,we know that there is a radar beam that entirely encompasses each laser beam, so that
every object illumination event must be observed by the corresponding radar beam. Hence, obj cannot
be illuminated at an unobserved part of its body.

apply_end (inference)
fix 1
assume "1 ~ lasnum"
with c3 [ruleJormat, ofl "targfix ((tracks t)·((targeCobjs t)·1»"]
show "(objloc t)'obj n lasbeams t 1 ~ 0"

apply (simp add: LAS~ LASC~ LASCB c1 dsub_dom glambda-dom)
apply (inference)
apply (simp add: dsub_beta glambda-beta glambdaJIlem)
done

qed

SSR~ now follows immediately.

then
show ?thesis
by (auto)

qed
next

Suppose that the message acquire (obj, v) is sent at time t.

fix t obj v
assume bl: "acquire (obj, v) E messages t"

have b2: "observed t c;; dom (objloc t)"
apply (simp add: observed_defPAKB glambda_dom)
apply (auto)
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done
from bl TDSJ) [oft]

From TDS~ and TDS~, we know that obj is an observed threat

have "obj E threats t n observed t"
apply (fspace)
apply (auto simp add: TDS~ targeUnts_conv cINTVLo_deftargeLtimes_def)
done

note b3 ~ this
with b2

From PAR~, we know that observed objects are nearby objects, so that obj is a nearby threat as
required,

show "obj E threats t" "obj E dom (objloc t)"

by (auto)
note b4 ~ this
from b3 have b5: "(objloc t)'obj n radiates t *0"

by (simp add: observed_defPAR~ glambda_dom)

From TDS~, we know that v is the plotted position of obj and from PAR_B, we know that the
plotted position of obj is the part of the real position irradiated by the radar beams.

from bl
have "v ~ (plots t)·ob/'
by (mmpadd: TDS~)

also from b4 b5 have "... ~ (objloc t)'obj n radiates t"
by (simp add: PAR~ glambda-beta)

finally show "v C;; (objloc t)·ob/'
by (auto)

6.4 SSRD

Now suppose that it is some later (than t) time s and that the target obj has not yet been released.

liss
assume "t ~ s"
note b6 ~ this
assume "(V tit E [t ...s3 • release obj ~ messages t)"
note b6' [rulejormat] ~ this

Since the target release message has not yet been sent, obj is still being targeted. From TDS~,

OPLB and OP_C we know that the PARTI still enjoys command authorisation.

from bl obtain t' where b7: "(t, Some t') E targeUnts ob/, and b7': '~ < to'
by (auto simp add: TDS~ targeUnts_conv)

then have b8: "release obj E messages tf"
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by (auto simp add: TDS~)

withb6'[oft1b7'haveb9: "s<t m

by (auto simp add: cINTVLc_deflinordeLnoUess [symmetric])
from b6 b9 TDSJj [OF b7]
show "commanded s"
by (auto simp add: cINTVLo_defOPLB OP_C)

note b6 ff = this

from b9 b7 b6 have "s E targeCtimes ob/,
by (auto simp add: TDS~ cINTVLo_def)

then have blO: "obj E ran (targeCobjs s)"
by (simp add: targeLtimes_def)

then

Since obj is still being targeted, there is a laser, say 1, assigned to illuminating it.

obtain 1 where "(1 c-+ obj) E targeCobjs s"
by (auto)

From LAS~ and LASC~ we know that 1's laser beam is targeted on targfix of its current tracking

position. From TDS_C, we know that the current tracking position is the current plotted position.

note blO' ~ this
with TDSJ) [of s] 1asnumJe_parnum

have
blla: "1" 1asnum" and bllb: "1 ~ disabled s" and
bllc: "(targeCobjs s)·1 ~ ob/, and blld: "1 "parnum"
apply (fspace)
apply (auto simp add: subseLdefDomain_def functionaLbeta)
done

from b6" blO' TDSJ) [ofs]

have '1asbeams s 1 ~ beam 1asbw origin (targllx ((Plots s)'obj»"
apply (fspace)
apply (simp add: LAS~ LASC~ OPI~ OP_CLASC~ TDS_C observed_def)
apply (simp add: dsub_domg1ambda_dom dsub_betag1ambd3-beta beaIILdef
blla bllb bllc)

apply (auto)

done
then have "targllx ((Plots s)'obj) E lasbeams s 1"

apply (simp add: beam_def)
apply (rrue exI)

apply (rrue conjI)
apply (witness "(targflx ((Plots s)'obj»x")
apply (witness "(targflx ((Plots s)·obj»y")

apply (witness "(targflx ((Plots s)'obj»,")
apply (rrue conjI)
apply (rrue refl)

apply (witness "l::R")
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apply (auto simp add: cINTVLc_defpscale_def)
apply (cases '~argfix ((plots s)'obj)")
apply (cases "origin")
apply (auto simp add: prod_plus_defprodJIJinus_def)
apply (witness "O::R")
apply (witness "O::R")
apply (witness "O::R")
apply (auto simp add: dprod_def)

done
with targfix_targets [of "(plots s)'obj"]

have b12: "(plots s)'obj n lasbeams s 1*0"

by (auto)

have bl2a: "(plots s)'obj C;; (objloc s)'obj"
proof -
from blO TDSJ) [ of "s"] have "obj E observed s"

apply (fspace)
apply (auto)

done
then show ?thesis

apply (simp add: observed_defPAR-B glambda-betaglambda_dom)
apply (auto)

done
qed

Thus the laser beam must intersect the plotted position (at least at targfix ((plots s)·obj» and as the
plotted position is a subset of the real position, so also must the laser beam intersect the real position.

with bl2
have "(objloc s)'obj n lasbeams s 1*0"

by (auto)

Hence obj is illuminated as required.

with blla
show "(objloc s)'obj n (u 111" lasnum • lasbeams s 1) *0"

by (auto)

6.5 55RE

We must establish that obj is in_sight.

Firstly, from TDS~, obj is observed and therefore, from PAR~, nearby as above.

apply_end (rule contraposJl11)
apply_end (assumption)
apply_end (inference)
from blO TDSJ) [ of "s"]
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show "obj E dom (objloc s)"
apply (fspace)
apply (simp add: observed_defPAR-B glambda-betaglambda_dom)
apply (auto)

done

Secondly, suppose that obj' is another nearby object.

fix obj'
assume "obj' Edam (objloc s)" "obj'"* obj"
note b13 ~ this

From TDSE we know that there is line-of-sight to obj.

from b7 [THEN TDS~] b9 b6
have '1ine_oLsight obj s"
by (auto simp add: cINTVLo_def)

note bl4 ~ this
then have b15: "protect s n beamparbw origin (targfix ((Plots s)'obj» ~ 0"

by (simp add: line_oLsighLdef)
with blO' PARCB [ofl obj s] blld b6"
have b16: "parbeams s I ~ beamparbw origin (targfix ((Plots s)'obj»"
by (simp add: PAR~ PARCB TDS_C PARC~ OPLB OP_C)

from lasbwJe_parbw
have b17: "beam lasbw origin (targfix ((Plots s)'obj» C;;

beamparbworigin (targfix ((Plots s)'obj»"
apply (auto simp add: beaIILdef)
apply (rrue exI)
apply (inference)

apply (intro exI)
apply (inference)
apply (rrue refl)

apply (auto intro!: exI)
done

Thus we know that the laser beam illuminating obj, beam lasbw origin (targfix ((plots s)·obj», does
not illuminate the observed part of obj', if any. As above, since the radar beam supporting this laser beam
entirely encompasses it, any illumination of obj' would be on its observed part. Thus there is a beam to
obj that does not illuminate obj', as required.

show "(objloc s)'obj' n (n pip E (objloc s)·obj. beam lasbw origin jJ) ~ 0"

proof (cases "obj' E observed s")
assume c1: "obj f 1- observed s"
with b13 have "(objloc s)'obj' n radiates s ~ 0"

by (simp add: observed_defPAR~ glambda_dom)

then have c2:
"(objloc s)'obj' n beamparbw origin (targfix ((Plots s)'obj» ~ 0"

apply (rule contrapos_pp)
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apply (simp add: nempty_conv)
apply (simp add: radiates_def)
apply (inference)
apply (intro exI conjI)
apply (assumption)
apply (rule blld)
apply (simp add: b16)
done

with bl7 have c4:
"(objloc s)'obj' n beam lasbw origin (targfix ((Plots s)'obj» ~ 0"

by (auto)
from targfix_targets [of "(plots s)'obj", THEN subsetD [OF bI2a]]

have "(n pip E (objloc s)·obj. beam lasbw origin JfJ
C;; beam lasbw origin (targfix ((Plots s)'obj»"
apply (intro subsetl)
apply (rule IoterD)
apply (assumption)
apply (cases '~argfix ((plots s)'obj)")

apply (auto)
done

with c4 show "(objloc s)'obj' n (n pip E (objloc s)'obj • beam lasbw origin JfJ ~ 0"

by (auto)

next
assume c1: "obj f E observed s"
with b13 bl4 have c2:

"(plots s)'obj' n beam lasbw origin (targfix ((Plots s)'obj» ~ 0"

by (simp add: line_oLsighLdef)

from c1 have c3: "(plots s)'obj' ~ (objloc s)'obj' n radiates s"
by (simp add: PAKB observed_defglambda_beta glambiliLdom)

from b6" blld bl5 blO' PARCB [ofl obj s]
have c4: "beam parbw origin (targfix ((Plots s)'obj» ~ parbeams s 1"

by (simp add: PAR~ PARC~ OPLB OP_C PARCB TDS_C)

with blld have c5: "beamparbw origin (targfix ((plots s)'obj» C;; radiates s"
by (auto simp add: radiates_def)

with c3 have "(objloc s)'obj' n beamparbw origin (targfix ((Plots s)'obj»
C;; (plots s)'obj'"
by (auto)

with c2 have
"(objloc s)'obj' n beamparbw origin (targfix ((Plots s)'obj» n
beam lasbw origin (targfix ((plots s)'obj»
=0"

by (auto)

with bl7 have c6:
"(objloc s)'obj' n beam lasbw origin (targfix ((Plots s)'obj» ~ 0"

by (auto)
from targfix_targets [of "(plots s)'obj", THEN subsetD [OF bI2a]]
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have "(n pip E (objloc s)·obj. beam 1asbw origin JfJ
C;; beam 1asbw origin (targflx ((Plots s)'obj»"
apply (intro subsetl)
apply (rule InterD)
apply (assumption)
apply (cases '~argfix ((plots s)'obj)")
apply (auto)
done

with c6 show "(objloc s)'obj' n (n pip E (objloc s)'obj • beam 1asbw origin JfJ ~ 0"

by (auto)
qed

next

6.6 SSRP

Suppose that the PARTI is not currently authorised to operate. From PARA, PARC~, OPLB and
OP_C we know that all radar beams are off. From LAS~,LASC~,OPLB and OP_C we know that all
laser beams are off.

fixt
assume "--,(commanded t)"

show
"(U r Ir <;parnum. parbeams tr) ~ 0"

"(U 1 11 <; 1asnum • lasbeams t 1) ~ 0"

by (auto! simp add: PARA PARCA OPLB OP_C LASA LASCA)
qed

end

7 Conclusion

DEF(AUST)5679jIssUE 2 [2] includes a new requirement to model and verify the SAFETY ARCHITEC­
TURE against the SYSTEM SAFETY REQUIREMENTS. Confidence in the correctness of the SAFETY ARCIllTECTURE
is critical to developing assurance of SYSTEM safety. Additionally, analysis of the SAFETY ARCIllTECTURE
has the potential to highlight safety concerns at an early stage of SYSTEM DEVELOPMENT, allowing redesign
for safety with a minimum of expense and delay. Given the potential value of an clear understanding of
the SAFETY ARCHITECTURE, the STANDARD requires FORMAL support at a relatively low SYSTEM DANGER
LEVEL.

The IsabellejIsar tool [23] is a well supported, mature theorem proving environment that is used
worldwide; with significant levels of expertise and support available in Australia. We have used Is­
abelle's locale mechanism to provide natural support for a block diagram based approach to modelling

38



DSTO-GD-0557

and verifying the SAFEfY ARCHITECTURE. The resulting model is small and maintainable, while never­
theless capturing and demonstrating the effectiveness of the key safety features of the SYSTEM. When
combined with judicious use of auxiliary block diagrams, such models can be made accessible to a fairly
wide audience and provide an important mechanism for transferring safety assurance.

This paper has demonstrated that FORMAL analysis of the SAFEfY ARCHITECTURE can be performed
using lightweight FORMAL tools; with easily justifiable effort and expense.
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