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Cyberspace Leadership

Towards New Culture, Conduct, and Capabilities

Gen Kevin P. Chilton, USAF*

of how we fight have always evolved along with technology. In
this first decade of the twenty-first century, cyberspace has
emerged as a global war-fighting domain—a domain that is as critical
to ensuring our national security as its companion domains of land,
space, sea, and air. Within the Department of Defense (DOD)),
United States Strategic Command (USSTRATCOM) is the global war
fighter for cyberspace. It is the combatant command charged with
operating and defending the Global Information Grid (GIG) as
well as planning, acting, and—when directed—executing opera-
tions to maintain our freedom of action in this domain.

As war-fighting domains, air, land, and sea are
largely defined by geography or range of opera-
tion. Space and cyberspace, however, are
cross-cutting domains, absolutely global
in nature and indifferent to physical
terrain or lines drawn on a map.
Moreover, space and cyberspace

War has always been a product of its age. The tools, tactics, and doctrine

*This article is based upon re-
marks delivered by the author at
the inaugural Cyberspace Sym-
posium hosted by United
States Strategic Com-
mand in Omaha
on 7 April
2009.




are domains in which the United States can
expect to be challenged. They are domains
that are vital to civil and commercial activi-
ties, and are essential to the success of the
global economy—but they are also critical
to military operations. The global cyberspace
domain is where information is moved to-
day; military orders, logistics, and opera-
tional effects all depend on cyberspace.
Freedom of action in cyberspace is essen-
tial to both war fighting and our national
security.

Cyberspace, as one of USSTRATCOM'’s
three primary lines of operation (space and
strategic deterrence are the other two), is
the least mature; yet, it is vitally important.
Addressing the cyber threat is no small chal-
lenge and demands a new mind-set as we
evolve the culture of war fighting in cyber-
space, as we shape the conduct we follow in
execution of the cyberspace mission, and as
we strengthen the technical and manpower
capabilities we bring to the cyberspace fight.

If, as the adage states, the past truly is
prologue, a look back at lessons learned in
the early days of military aviation may pro-
vide a compelling paradigm for developing
cyberspace capabilities needed to address
the challenges of today and tomorrow. How
did we develop the capabilities of airpower
for national security needs? What did we
do right? What did we do wrong? And—the
real question for today—how can we apply
those lessons learned in the field of air-
power to our development of cyber power?

To explore these questions, let’s take a
trip back in time to a fictional day and a
fictional character in 1893 when 2nd Lieu-
tenant Chilton graduated from the US Mili-
tary Academy at West Point. He was un-
doubtedly steeped in lessons learned from
the Civil War and in cutting-edge tactics for
cavalry, artillery, and defensive fields of
fire. He likely spent no time at all thinking
about how one might use a new domain of
warfare called “air” other than maybe con-
sidering the utility of tethered balloons for
artillery spotting.

But 10 years later, in 1903, the Wright
brothers flew. Even though their initial
flight lasted only 59 seconds, it was a water-
shed event in history; suddenly there was a
new domain available for human activity.
Then, in 1926, thirty-three years after his
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commissioning, Chilton found himself in a
new kind of military. By then, not only had
manned flight been added to the military
tool kit in World War I, but also Chilton was
thinking about how he was going to fight
the next fight in that domain, how impor-
tant it was to protect that air domain, and
how that domain would grow in impor-
tance to commerce, transportation, and the
economic development of this country.

Now let’s fast-forward to reality and look
at these milestones from a different per-
spective. The year is 1976, and 2nd Lt
Kevin P. Chilton has just been commis-
sioned an Air Force officer, is one year past
having turned in his slide rule, and has
bought his first HP-35 handheld calculator
for $275. The concept of a laptop or a desk-
top computer is still inconceivable. Yet, 10
years later, in 1986, when I was at the Na-
tional Aeronautics and Space Administra-
tion (NASA), someone came in and put this
“thing” in my office. He moved my files out
of the way, set a bulky monitor with key-
board on my credenza, shoved another
boxy device under my desk, and said,
“Here is your computer.” It was a “Wright
brothers moment” in cyberspace for me.

Now, 33 years later, in 2009, I am depen-
dent upon cyberspace. I'm dependent upon
it in my personal life. The country is de-
pendent upon it for our economic way of
life. War fighters around the world are de-
pendent upon it to conduct operations, not
just in cyberspace but in every other do-
main. All of this dependence has trans-
pired in only 33 years—faster, in many
ways, than the revolution of flight.

L S S i ¢

In 1991, as I was working at NASA, we
proudly upgraded the space shuttle’s main
computer by doubling its capacity from
128K to 256K. That's the capability we still
use today to go to and from orbit in the
shuttle—a mere 256K. I dare say we have
more capability in our wristwatches today; the
pace of change in this arena since the space
shuttle first entered service has been abso-
lutely amazing.

Let’s continue with the airplane meta-
phor and go back to World War I for perhaps
another helpful tale. In the early days of the
war, the German aviators would often fly



alongside French aviators, and, at first, they
viewed one another as noncombatants.
They spent most of their time observing
and collecting information on surface activi-
ties from the air domain. On occasion they
were even known to pass close enough to
see into each other’s cockpit and would of-
ten wave as they went by. It was a rather
chivalrous approach to this new domain. As
the tradition went, they were enemies, but
they would honor the civilities.

But then, as legend has it, one fateful day
a German and a French pilot passed each
other, and for some reason the German
shook his fist at the Frenchman. The next
day, when the German approached, he
hurled some sort of missile at the French pi-
lot, who became so incensed that he dove at
the enemy, drew a small flask of port wine
from his pocket, and bounced it off the ex-
haust manifold of his newfound antagonist.

* ok oKk ok ok

Though this story may be just legend,
something of the sort surely happened to
mark the end of pure courtesy in the air do-
main and the beginning of hostilities. What
followed was a dramatic change in three ar-
eas. There was a change in the culture of air-
borne war fighting, in the way we thought
about how this new domain fit into the art of
warfare. There was also a change in conduct,
in the rules of engagement regarding how we
intended to operate in this new domain of
air. Finally, there was a dramatic and mea-
surable change in the capabilities in this do-
main, in the level of investment to develop,
employ, and sustain those capabilities.

I would argue that history has repeated
itself in the newest domain of military and
national security activity. We have moved
past the civilities in cyberspace.

United States forces, as well as those of our
allies and adversaries, now rely heavily on
their computer networks for command and
control, intelligence, planning, communica-
tions, and conducting operations. But these
architectures are vulnerable. In fact, for more
than 15 years, the US government and DOD
networks have come under increasing pres-
sure from probes and assaults from a diverse
range of adversaries, from bored teenagers to
criminal organizations to nation-states. Al-
though we have detected illicit activity on our
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networks for more than 15 years and employ
resources to offer a comprehensive, multi-
disciplinary approach to protecting those net-
works, we need to do more.

All of us—myself included—are making
it too easy for potential adversaries to ex-
ploit our networks today. Like the World
War I aviators, we need a change in our
culture, conduct, and capabilities if we are
going to advance the state of the art and
provide the protection and freedom of ac-
tion we need in this domain.

Culture

The first step we need to take is to de-
velop and to nurture a culture that under-
stands the importance of cyberspace and
integrates it into our operational activities
at all levels. T know from personal experi-
ence how difficult it can be to change that
culture. After the technician put that com-
puter on my desk at NASA, T successfully
ignored it for about a month. I dusted it on
occasion, and I would often gripe about its
being in the way of my in-box. Then one
day I missed a meeting. I asked the person
who had organized the meeting why he
didn’t tell me about it, and he said, “Well, I
sent you an electronic message.” (We didn’t
call them e-mails in those days.) I re-
sponded, “Why didn’t you just holler at
me?” We shared a desk in the same office; I
didn’t understand why he couldn’t have
simply spoken to me. Whereas I had not
begun the cultural shift into cyberspace,
my peer had moved on. What I saw as just
a new convenience—sending messages on
a computer in lieu of making a phone call
or having a face-to-face discussion—this
person saw as a new way of life.

In a broader sense, we have developed
and reinforced a culture which assumes that
the cyber domain (those computers on our
desks) is there for convenience. We have not
necessarily thought of computers as part of
the war-fighting domain. Think about it!
When there is a problem with the computer,
whom do we call? We call the smart techni-
cian and say, “Get down here and fix my
darn computer—it's not working,” and the
technician comes and fixes the machine,
and that is usually the end of it. This is not
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the sufficient level of attention for systems
that are mission essential to war fighting
today. Problems with the availability, reli-
ability, and security of information in this
domain are not just meant for the attention
of the brightest technician in our organiza-
tion. They are a commander’s business.

This is the foundation of the cultural
shift that we must make. We must now
think about this domain, its tools, and its
readiness as commanders should—as es-
sential to successful military operations.

When I was a U-2 wing commander, I
reviewed the maintenance statistics on my
airplanes every day. Why? Because I could
not fly if they were not maintained prop-
erly and if they were not prepared to oper-
ate. Likewise, we need to review the main-
tenance statistics and the readiness of our
cyber networks. We are commanders, and
we depend on them. I challenge anyone to
claim that he or she is not dependent on
cyber networks every day. This is a signifi-
cant change in mind-set.

Our “flights” through cyberspace are not
simply a convenience anymore; they are a
necessity. We must recognize that we de-
pend upon this domain and that we need
these systems to conduct our fight today
and tomorrow. We must recognize that we
can fight in this domain, just as an air-to-air
fighter can fight in the air domain, and that
we can fight through this domain and af-
fect other domains, just as an aircraft can
drop a bomb on land and create effects in
that domain.

As leaders we must also appreciate the
vulnerability of this domain, not just its
importance. We have to transition from a
culture of convenience to a culture of re-
sponsibility. We must recognize that a vul-
nerability in one system can create a vul-
nerability in another system on the other
side of the world, not just locally.

Every soldier, sailor, airman, and marine
is on the front line of cyber warfare every
day. Think about those who guard your
bases, who stand there at the gate and make
sure only the right people come in and keep
the wrong people out. In cyberspace that
role belongs to anyone who has a computer
on his or her desk. That person is part of
the front line of defense, whether he or she
knows it or not. Changing this culture is
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absolutely essential, and it is going to take
time, focus, and, above all, leadership.

Conduct

In every other domain and every other
system, one of the foremost things we focus
on is our people and their training. It is the
same in land warfare, sea warfare, air war-
fare, special operations, and space opera-
tions. We emphasize training because we
know that our people, not our tools, are our
greatest advantage in any conflict.

I am required to train on cyberspace se-
curity once a year. I get a message that
blinks on my computer that says, “You are
due for Information Assurance training,
General Chilton. Get it done by this date.”
Once a year! During the training, T get to
read and study year-old tactics, techniques,
and procedures used by an adversary who
is modifying them every day, perhaps every
hour. We are not training appropriately,
and we need to change that.

We also need to implement an effective
inspections process for cyberspace. As the
commander of an aircraft wing, I expected
my higher headquarters to give me an an-
nual operational readiness inspection to en-
sure that I could carry out the mission I had
been given. So I paid attention to mainte-
nance, logistics, and the readiness of my air
crews—their ability to fly the mission, do
the job, and get back. What did I not pay
attention to? The cyberspace tools that I
needed to get them off the ground. Today,
where are all the tech orders that our people
use to maintain airplanes? Are they on pa-
per? Are they on classified networks? No,
they are on unclassified networks, and they
are on laptop computers or handheld de-
vices that are vulnerable. Are we worried
that an adversary might try to change the
tech orders on our maintenance manuals on
the flight line? We ought to be.

Is cyberspace essential to current opera-
tions? Should we be inspecting the readiness
of every organization that relies on cyber-
space to conduct its operations? Should
commanders care about that? Should they
be graded on that? I believe they should.

If an airplane crashes, if a ship runs
aground, if a tank goes off the road and



rolls inverted into a ditch, what is one of
the very first things commanders do? They
stand up investigation boards or mishap
boards because they want to get at the root
cause of the problem and fix it. Command-
ers study the causes, they develop lessons
learned, they promulgate them through
training, and they make sure the force
learns from the mistakes. Then they deter-
mine the right level of accountability.

Do we do that in cyberspace? Do we
have the tools to hold people accountable
for not following rules and regulations? We
do have a tool. It's called the Uniform Code
of Military Justice. We have all the authority
we need, but we cannot get this backwards.
We can’t hold people accountable if we
haven't properly trained and equipped
them. We must do that first. We have to
properly train, properly equip, inspect
readiness, conduct investigations of mis-
haps when they happen, and then hold
people accountable for their behavior.

Many violations occur today in cyber-
space and on our military networks—far too
many. For some reason, some people feel
that the rules don't apply to them. They view
compliance with directions that decrease the
vulnerability of our networks as an inconve-
nience. When we don't comply, we can be
certain that adversaries will take advantage
of our misbehavior and lack of discipline.

Another necessity of proper conduct in
cyberspace is the exercising of centralized
command and control, and of decentralized
execution. Some form of unified control
and oversight is absolutely necessary in
this global domain that requires systems to
operate in a synchronized and integrated
manner to ensure effective defense and
mission success.

When I asked last year how many Secret
Internet Protocol Router Network (SIPRNET)
and Nonsecure Internet Protocol Router
Network (NIPRNET) machines were on the
DOD network, it took more than 45 days to
get the answer—and I'm not sure I got the
right answer. Now, if I asked the chief of
staff of the Army how many M-16s there
were in the Army, I'm certain he could tell
me within 48 hours. I know that the chief
of staff of the Air Force could tell me how
many M-9s there are in the Air Force in-
ventory because every one of them is
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signed in and signed out. There is 100 per-
cent accountability for those weapons. Yet
if we lose control of them, the danger
posed extends only within the ballistic
range of those weapons.

But we have some unknown number
of computers on the GIG that have un-
known configurations, are in unknown
locations, and are being operated by un-
known users. If these “weapons” are mis-
used, they can affect operations on the
other side of the world because their “bal-
listic range” is global.

Capabilities

Finally, we need to improve our capa-
bilities significantly in the cyberspace
arena. Our people need better tools, par-
ticularly for command and control at the
operational level of war. Our operational
component commanders who operate, de-
fend, and execute the missions in this do-
main need tools that allow them to better
manage the operation of and the defense of
this network at network speeds. We need to
operate at machine-to-machine speeds and
as near to real time as we can in this do-
main to stay inside the turning radius of
potential adversaries. We need to push soft-
ware upgrades automatically and to have
our computers scanned remotely with the
latest antivirus software.

We also need common operating pic-
tures, just like the ones demanded by com-
manders in every other domain. Today, if
we look at our common operating picture
in cyberspace, we will find places in the
United States that show up as black voids
on the map. Why? Because we don’t know
what is going on in those locations. Usually
around many of those black voids are the
fences of some our military installations
because we have put up artificial barriers
to keep the centralized command and con-
trol authority and oversight outside the
fence line. The claim is, “It’s my network.”
No, it’s not; it’s an integral part of the en-
tire network, and a vulnerability in “your
network” is a vulnerability to the entire
GIG. We need the capability to see the
whole picture all at once and take action as
needed when threats appear.
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I believe that, ultimately, we have to be
even faster than network speed if we're
going to defend this network appropriately.
How do we do that? I'm not suggesting that
we defy the laws of physics. We do it by
focused, high-tech, all-source intelligence
that tries to anticipate threats before they
even arrive. We have to be able to antici-
pate attacks and intrusions and, when we
can, preempt those threats before they ar-
rive at our bases, posts, camps, or sta-
tions—or at the laptops on our desks.

Lastly, what we desperately need in the
capabilities area are people—cyber experts
dedicated to and focused on this mission
area. The services are great at organizing,
training, and equipping air, land, sea, and
space domain forces. We need to move for-
ward in organizing, training, and equipping
cyber forces to conduct these critical opera-
tions for the DOD.

Conclusion

Leaders in government, business, and
academia have moved from ruminating
about threats in cyberspace to treating
them as real and present dangers. We know
that we also must make this transition. We
have seen government networks probed in
the past, and I firmly believe that these
intrusions will only continue to increase.

The cost of responding to intrusions has
been in the hundreds of millions of dollars.
But the costs go beyond dollars and cents
and, more critically, include lost and/or ex-

ploited information that could be used
against us in the future to inhibit our ac-
tions, interdict our operations, or put us in a
position to be less effective in the other do-
mains beyond cyberspace.

Our challenge lies in preventing attacks
on our networks. It also includes finding
ways to interdict attacks after they've been
launched. If such attacks are successful, our
challenge becomes not only making the ad-
versary stop the attack, but also continuing
to operate our networks through the attack.

We already do this in other domains. As I
recall from my Air Force training, when a
simulated threat of a chemical or biological
attack occurred, we went out in our mission-
oriented protective posture (MOPP) gear and
fixed airplanes, loaded airplanes, and flew
airplanes. We conducted operations in a hos-
tile environment. That’s what operating un-
der attack in cyberspace is going to be like.
We will need to fight through attacks and en-
sure we can continue to operate in cyber-
space in at least an adequate fashion so we
can continue to enable and support opera-
tions in every other war-fighting domain.

In this era of increasing dependency on
cyberspace amid increasing threats to our
systems in that domain, it is essential that
we make these necessary adjustments in
culture, conduct, and capabilities. We do not
conduct activities in the new domain of
cyberspace for convenience—we conduct
them out of necessity. That makes success-
ful operations in cyberspace everyone'’s
business—especially leaders’ and command-
ers’' business. The time to act is now. @&
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Confessions of an Airpower Advocate

Lt Gen Robert J. Elder Jr., USAF, Retired

s Airmen face the challenges of
Ajustifying their requirements in

the Defense Budget and continue
to plan and execute air, space, and cyber-
space operations around the globe, there
are precious few opportunities to reflect
on the events that made the US Air Force
what it is today or to consider the value
of an independent Air Force to the na-
tion. Certainly, many events involving
the United States Air Force look signifi-
cantly different when viewed from a his-
torical perspective—perhaps because we
tend to view current events through bu-
reaucratic lenses that are colored by the
issues of the day. But when we review
those same occurrences years later
through a strategic lens, unclouded by
news headlines and with the benefit of

history, our observations can lead to im-
portant new lessons which would have
been difficult to recognize at the time.

Multidimensional Perspectives
on Airpower

It is also important to recognize that
Airmen, like any other group of people,
tend to perceive events in a way that re-
flects their own institutional and bureau-
cratic perspectives. In a sense, each
group’s point of view is deficient by it-
self; however, taken together, they can
provide a useful picture for detailed analy-
sis. Arguably, people view the Air Force
from at least four different perspectives:
First, there is a national view, which re-




flects how the people of the United
States see the Air Force generally, as
through the eyes of Congress or the me-
dia. The second view is the perspective
of joint force commanders and their rep-
resentatives, which typically translates to
how we are regarded in the Washington
arena by the Office of the Secretary of
Defense and the Joint Staff. The ground
services—the Army and Marine Corps—
view us from a third perspective: the air
support we provide to their operations. It
is important for Airmen to recognize the
difference between multiservice tactical
operations and interdependent joint op-
erations so that they can provide the
critically important fourth perspective,
which is the employment of airpower at
the operational and strategic levels. Fi-
nally, it is also important to recognize
the intrinsic value of each independent
service: to advocate for the innovation
and technology that support the service’s
approach to military operations and na-
tional security. It is this facet of the Air
Force which ties it to every other inde-
pendent air force around the world.
While each point of view is important,
none provide a complete picture without
the others. In recent times, there have
been frequent attempts to view the Air
Force through just one lens, which leaves
these observers with a simple “black and
white” view of our brilliantly colored,
multidimensional institution.

Does the Nation Need
an Independent Air Force?

Perhaps most importantly, we need to
consider why the nation sees value in an
independent Air Force. We should ask
ourselves the question “Why did the Con-
gress decide to establish the Air Force as
an independent service in the first place?”
Certainly, our Air Force was forged in
the battles of World War II although
much work had taken place over the
years predating this conflict to establish
our independence. But World War 11
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marked the first time that political lead-
ers could clearly see what airpower pro-
vides the nation. To answer the question
previously posed, we must consider that
at the time of the creation of our service,
four major operational commands ex-
isted: Strategic Air Command, Air De-
fense Command, Air Transport Service,
and Tactical Air Command (listed in or-
der of their size at the time of the Air
Force's establishment in 1947). Here is
the telling question: “Without the capa-
bilities inherent in Strategic Air Com-
mand or Air Defense Command, would
the nation have seen a need for an inde-
pendent Air Force?” It seems reasonable
to conclude that, as important as these
missions are, it is unlikely that Congress
would have established an Air Force for
the sole purpose of providing airlift and
air support to US ground forces.

Of course, today we have neither a
Strategic Air Command nor an Air De-
fense Command; however, the organiza-
tions themselves are not as important as
the fact that we continue to provide the
nation with the capabilities these two
commands offered when they did exist.
Strategic Air Command could hold tar-
gets at risk without deploying large
forces and putting them into harm’s way.
Air Defense Command made it difficult
for an adversary to threaten the people
of the United States or its global interests
with attack. Nevertheless, we have dem-
onstrated these capabilities in recent
years but didn’t recognize the signifi-
cance of our activities because we under-
stood the events only in the context of
the bureaucratic issues we faced at the
time. Since our reorganization in 1992,
which was based largely on functional
alignment, Air Force members have
tended to view events through a mobility
perspective, a combat air forces perspec-
tive, or a space perspective rather than
an Airman’s perspective. We need to rec-
ognize and reinforce the idea that the
value of an independent Air Force lies in
the synergy it provides across these func-
tional capabilities—not in the effective-



ness or efficiency of the independent ca-
pabilities themselves.

We can also understand the value of
the US Air Force by comparing our use
of the air domain with that of the other
services’ aviation forces. The Army opti-
mizes its air arm to provide organic mo-
bility, surveillance and reconnaissance,
indirect fires, and close air support to
tactical forces in battle. Naval aviation
has the primary role of protecting the
fleet; however, by moving to littoral re-
gions in the vicinity of military opera-
tions and conducting flight operations
from the sea, it provides the nation a
unique capability for presence around
the globe. Rather than support its infan-
try with airpower, the Marine Corps
fully integrates aviation with its infantry
forces, functioning as a single, interde-
pendent, ground-centric force that can
operate from land or sea. Only the US
Air Force has historically operated from
garrison locations to project power at
long distances, employing “effects” plat-
forms (strike, airdrop, surveillance/
reconnaissance, and air superiority air-
craft) enabled by our “strategic” tanker
capabilities. The Air Force offers excep-
tional support to ground or maritime
operations but has the unique ability to
deliver global and theater effects from
its garrison locations. We demonstrated
theater-wide reach and power in World
War II, extending this capability world-
wide during the first two decades of the
Cold War.

The Legacy of
Strategic Air Command

People who grew up in the 1950s and
1960s saw an abundance of movies about
World War IT in theaters and on televi-
sion. The nation was captivated by its
“flyboys.” When people thought of the
United States Air Force, they based their
thinking on movies like Tivelve O'Clock
High that showed bombers, protected by
long-range fighters, changing the course
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of history and the nation’s approach to
warfare. Of course, in these two decades,
people were also very familiar with the
significance of the nuclear bombs
dropped on Hiroshima and Nagasaki. As
Strategic Air Command evolved, it trans-
formed from a primarily conventional
bombardment command to an organiza-
tion almost exclusively focused on nu-
clear deterrence. (Recall its motto Peace
Is Our Profession.) The command not
only possessed bombers but also con-
trolled the tankers that made it possible
for those bombers to reach their targets
on the other side of the globe. The
bomber crews understood the tanker
mission well, and the tanker crews un-
derstood their contributions to the bomb-
ing mission very well. However, both of
these capabilities focused solely on deliv-
ering nuclear weapons against targets in
the Soviet Union. The value of long-
range air strike came under scrutiny
early in the 1960s with the introduction
of intercontinental ballistic missiles
(ICBM), but bombers continued to play
an important role in the nuclear “triad.”
Air Defense Command, not Strategic Air
Command, experienced a significant de-
cline in resources because the nation no
longer saw a need to maintain a robust
strategic air defense against air attack.
Interestingly, the Soviet Union did not
match the United States in this regard—it
continued to maintain and expand its for-
midable air defense capability.

The Evolution of
Tactical Airpower

Not a popular war but certainly a water-
shed event for the Air Force, Vietnam
involved large numbers of ground forces
participating in what we called at the
time “limited intensity conflict.” More-
over, Vietnam was definitely not an air-
minded campaign—the primary mea-
sures of effectiveness were casualty
ratios, not the attainment of operational
or strategic objectives. Of significance to
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Airmen, Vietnam dramatically changed
the way we look at airpower: rather than
a means to avoid attrition warfare, it be-
came a critical enabler for force-on-force
conflict. With increasing numbers of
ICBMs and now submarine-launched bal-
listic missiles, we took bombers off alert
and deployed them to Southeast Asia to
become part of the war effort. Tt soon be-
came clear that the bomber crews, which
had operated independently throughout
the Cold War, did not know how to inte-
grate with other combat air forces. The
loss of 15 B-52s during Linebacker IT
serves as an example of this failure to
exploit the benefits of force packaging.
The Vietnam experience convinced Air
Force leaders of a critical need to better
integrate Strategic Air Command’s capa-
bilities with those of Tactical Air Com-
mand—one of two primary lessons for
Airmen from Vietnam. (The second con-
cerned the need for a fighter optimized
for air superiority.) However, we often
forget that Linebacker II, which again
demonstrated our ability to hold targets
at risk without force-on-force conflict,
was also responsible for driving the
North Vietnamese to the negotiation table,
which soon put an end to this conflict
and brought home our prisoners of war.
This should have been our primary ob-
servation: airpower not only can support
tactical ground operations but also can
enable other instruments of national
power, such as diplomacy, to achieve
strategic effects.

A number of events that would have
huge effects on the Air Force occurred
in the 1980s. First, negotiations for the
Strategic Arms Reduction Treaty began
in 1982 when the United States pro-
posed substantial downsizing of both
sides’ nuclear arsenals. Second, the
Goldwater-Nichols Department of De-
fense Reorganization Act of 1986 cen-
tralized operational authority in the
Chairman of the Joint Chiefs of Staff as
opposed to the Service Chiefs and des-
ignated the Chairman as the principal
military adviser to the President, Na-
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tional Security Council, and Secretary of
Defense. Finally, in 1989 the Berlin Wall
fell, signaling the approaching end of
the Cold War. As a result, in the early
1990s, the Department of Defense had
begun downsizing to a level called the
“Base Force” when Saddam Hussein in-
vaded Kuwait. The Air Force had
worked aggressively to develop inte-
grated conventional-bomber operations,
and the F-15 fighter allowed us to domi-
nate the skies over Iraq. The Air Force
conducted a 38-day air campaign that
enabled ground forces to occupy south-
ern Iraq in only 100 hours. We proved
that we had learned the lessons of Viet-
nam. Although we celebrated our vic-
tory, we also continued the massive
downsizing of American forces com-
monly referred to as the Cold War
“peace dividend.”

Functional Reorganization
of the Air Force

We took our bombers off alert in Sep-
tember 1991 as Gen Merrill McPeak, the
Air Force chief of staff, launched an ef-
fort to reorganize a significantly smaller
Air Force. Having no requirement to
maintain an aircraft alert force, the ser-
vice disbanded Strategic Air Command,
divesting its bombers to a new command,
Air Combat Command, and its tankers
to another new command, Air Mobility
Command. Because bombers did not sit
alert, they were no longer considered
part of the nuclear-deterrence force,
which provided an important benefit at
the time. Specifically, many countries
that previously would not allow the
United States to operate bombers from
their soil now found conventional-only
bomber deployments acceptable. How-
ever, negative consequences accrued as
well: soon bombers were no longer re-
garded as an active element of the nu-
clear deterrence force, and the Air Force
lost its sense of a common institutional
mission. From this time forward, Air-



men would identify themselves as
members of the combat air forces, mo-
bility air forces, or the space commu-
nity. Consistent with Goldwater-Nichols,
members of the combat air forces would
continue to be operationally assigned to
multiple combatant commands; how-
ever, Air Mobility Command was opera-
tionally aligned to a single combatant
command, US Transportation Com-
mand, and the space community re-
mained aligned to a single combatant
command, US Space Command. Airmen
began to associate “global reach” with
Air Mobility Command and “global
power” with Air Combat Command. A
brief attempt occurred to associate “vir-
tual presence” with space. Capitalizing
on our success in Operation Desert
Storm, Airmen successfully argued the
value of a joint force air component
commander, but for the most part, the
other services continued to divide re-
sponsibilities along geographic rather
than functional lines. Since joint task
force commands continued to be as-
signed geographically (with two notable
exceptions led by Airmen: the func-
tional joint task forces for Operations
Northern and Southern Watch) and be-
cause Airmen were excited that they
had control of air across an entire the-
ater, to this day Airmen do not have an
effective career-development path to
become joint task force or regional joint
force (combatant) commanders.

The bomber community, once the
largest in the Air Force, downsized dra-
matically and transitioned from one
known for “range and payload” to one
known for its “persistence and payload.”
The integration of bombers and fighters
constituted a formidable capability, but
the B-52's relatively slow speed made it
difficult to integrate into large force pack-
ages; consequently, the B-1 became the
backbone of the conventional bomber
force. In 1992, when Navy and Air Fo