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Ranking Activities Based on Their Impact and Threat
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Abstract — Many say that we live in the information
age, but in reality if you ask any analyst today they
would say we live in the data age. The amount of data
being presented and displayed to the analyst is
overwhelming — to a point that in many cases they are
missing the salient or key activities of interest. Analysts
are spending the majority of their time filtering through
the data rather than performing analysis.  Until
recently, in the past 5 years, has there been an
increased emphasis in higher level fusion or what many
are calling situation awareness. So why the increased
interest? In this paper we will look at this very issue,
review our reference model and provide a discussion
of a flow through the model to include how we can rank
various activities based on their impact and threat.

Keywords: Impact Assessment, Threat Assessment,
situation Awareness, Knowledge of “Us”, Knowledge
of “Them”, Intent, Opportunity

1. Background

In earlier work we introduced a concept of the DIR,
Data to Information Ratio. The idea behind this metric
was to measure the amount of compression or reduction
that can be achieved by aggregating events/objects into
groups and activities. As an example, consider a
military force, composed of a number of geographically
disperse units and containing many vehicles. If we
were to track and display all of these objects a typical
display would be black from the density. If we were
able to group these objects into clusters and identify
these clusters as the units and display icons that
represent them, the display would be much more
understandable. A second example comes from the
cyber side. An analyst is required to try to find a
potential attack within thousands of alerts (pings,
probes, etc.) However if there was a capability that
could aggregate alerts together into what we call attack
tracks, an analyst could be reviewing hundreds of tracks
rather than the thousands of observations/alerts that
they do today - but aggregation alone is not sufficient.
We need to also provide a way to draw their attention to
those that are important? This ranking or prioritization
is done by assessing the impact (and thus the potential
threat) that an ongoing activity may have on us, our
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assets or to the mission. So how do we define what an
impact or threat is? What type of data, information or
knowledge do we need to understand a given activity’s
impact or threat? In the remaining paragraphs we will
attempt to define what we mean by an impact or threat,
a process derived based on our reference model and the
types of knowledge needed to support situation
assessment and enable a decision maker’s overall
situation awareness.

2. Defining Impact/Threat Assessment

Impact and Threat have been addressed specifically by
two different sets of researchers. Bosse, Roy and Wark
[10] define Situation Assessment as “a quantitative
evaluation of the situation that has to do with the
notions of judgment, appraisal, and relevance.” Two
products or components of situation assessment are:
Impact and Threat assessment. Impact assessment is
defined as “the force of impression of one thing on
another; an impelling or compelling effect. There is the
notion of influence: one thing influencing another. In
that sense, impact assessment estimates the effects on
situations of planned or estimated/predicted actions by
the participants, including interactions between action
plans of multiple players.” Bosse, Roy and Wark goes
on further and defines threat assessment as “an
expression of intention to inflict evil, injury, or damage.
The focus of threat analysis is to assess the likelihood
of truly hostile actions and, if they were to occur,
projected possible outcomes....”

Steinberg [11] states that: “Threat Assessment
involves assessing situations to determine whether
detrimental events are likely to occur. Per the JDL Data
Fusion Model, Threat Assessment is a level 3 data
fusion process. Indeed, the original model [3] used
“Threat Assessment’ as the general name for level 3
fusion; indicative of the importance of that topic. In
subsequent revisions [4], the concept of level 3 has
been broadened to that of Impact Assessment.
Steinberg goes on to decompose threat into capability,
opportunity and intent to be the principal factors in
predicting (intentional) actions.

e Capability involves an agent’s physical means
to perform an act;
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e Opportunity involves spatio-temporal
relationships between the agent and the situation
elements to be acted upon;

e Intent involves the will to perform an act.

In [7] we provided a set of definitions and a combined
reference model based on many years of research in this

area. The model, as shown in Figure 1, was built by
combining the JDL Data Fusion model and Endsley’s
SA Model. As part of [7], we’ve refined how one can
think of JDL Levels 1 and 2 as well as described
differences between JDL Levels 2/3 and Endsley’s idea
of projection.
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Figure 1 - Situation Awareness Reference Model

2.1. A Snapshotin Time

Figure 2 expands upon the reference model and looks at
it as a process in an instance of time. Observables are
the input to the process that provides a view of what is
going on in the world (primitive elements of the
environment). It is assumed that any attributes
associated with the observables have been normalized,
cleansed, and transformed into a form that can be used
by the follow-on processes. The observables we are
interested in are cues into the activities that a decision
maker needs or is interested in (and thus we refer to
these as Activities of Interest, AOI) as a way to gain or
maintain awareness. The AOI are based on goals,
policies, or in general the “things” of interest. These
AOIs can be stored and manipulated in such formats as
graphs, Bayesian networks, Markov models, or any of
the numerous modeling techniques. As observables
enter the process, they are categorized and (1)
associated with a new stage or step within an existing,
ongoing activity; (2) associated with no existing
activity and hence become the start of a new activity; or
(3) can be a trigger leading to the combination,

merging, or removal of existing activities. The
aggregation process is similar to tracking individual
objects (as defined by JDL Level 1) and why we
consider this part of the process, even though dealing
with events, still Level 1. Objects are no longer a
physical entity like a tank but an activity — a collection
of events and observables. The classical tracking
problem of association also comes in to play when
associating an observable to an activity or step of an
activity.

At any given time, say t, we have a set of ongoing
activities (defined earlier as the current situation). At
this point we are interested in analyzing the meaning of
these activities. This is considered to be Situation
Assessment (as shown on the right side of the reference
model in Figure 1). The overall objective of Situation
Assessment is to determine if any of the ongoing
activities have an impact to ‘us’ or if they can have (in
the future) an impact to ‘us’. The first part looks at the
current activities and assessing the impact that the
activities have had. Since these activities have already
happened, we refer to this as “Damage” Assessment,



i.e., has any of the identified activities caused a current
impact and specifically has it caused harm that requires
development of a recovery plan to resolve the
condition(s) that the activity has generated. In order to
accomplish this type of assessment, one not only needs
the current, known activities, but also what each
activity means to “us” (i.e., Does the given activity
impact us in some way?). The data needed to perform
this analysis is part of what we call “Knowledge of
Us”. Thus, this part of the process identifies to the
decision maker whether there is a current impact to any
of his/her capabilities or assets and whether there is an
impact in his/her ability to perform the mission.

Above, we discussed the current situation and
assessing the situation including its impact to the
mission, but a decision maker may also be interested in
a view of what the adversary (or competitor) is doing or
may possibly do. This has generally been described as
“getting inside the adversary’s OODA loop”. The
sooner we understand what the adversary can/might do
the more options become available to the decision

maker. The second part of Figure 2 addresses this. The
first step of the process is to take each AOI and project
it forward based on the a priori knowledge provided as
part of the model. Here we don’t discuss time itself,
i.e., we are not projecting the activities based on time,
but rather the next step in the process. In some cases it
could take milliseconds to go from one stage to another
and in other cases it could be days, or longer. The
number of stages that we look forward is defined under
“Configuration Data”. Based solely on the models
themselves, we have projected each current activity one
or more steps forward; however, these projected or
possible futures do not take into account whether they
are plausible. In order to determine plausibility, we
need to consider additional knowledge. We need both
the Knowledge of “Them” and Knowledge of “Us”.
Specifically, we need to know whether the adversary
has the capability, capacity, intent/goal, and have they
exhibited similar behavior in the past. We also need to
know whether they have the opportunity to accomplish
the intent(s)/goal(s).
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Figure 2 - Situation Awareness Process Model

This opportunity is based in many cases on the
vulnerabilities of us (provided as part of the
Knowledge of “Us”). Thus, starting with the list of

possible futures, we use the Knowledge of “Them” and
Knowledge of “Us” to constrain the possible into the
plausible for each activity of interest. But again what



do these plausible futures mean to me/us? To answer
this question we again use part of the Knowledge of
“Us” (importance of the assets/capabilities) to identify
potential impacts and threats to meeting our
objective(s). From this portion of the process we get
not only future potential impacts/threats but we can
also use this knowledge to determine our future
collection requirements. Based on each of the futures,
we can identify the key differentiating events that will
assist us in determining which of the plausible futures
may actually be unfolding. The key differentiating
events can then determine the collection requirements
needed to increase the certainty in identifying whether
a plausible future is occurring. One of the dangers in a
reference model such as the one in Figure 1 is that it
can be perceived as a sequential flow of data or
information rather than a descriptive model of
components and ideas. To help circumvent this
danger, Figure 2 attempts to define a process flow and
end products that is based on the concepts of the
reference model as its framework. A primary feature
of the process model is that it defines components that
can be implemented as automated computer
applications or shared human/computer systems that
can then be tied together within system architectures.
It also describes the flow of information and when key
data sources come into play.

3. Conclusion

This paper has described a reference model and a flow
or thread through it for a given time, t. The SA
Reference Model provides a set of definitions that can
serve as a reference for describing systems that aid
with SA while the Process Model captures a process
flow at a single point in time. Together, the two
models provide a common set of definitions for
situation awareness. The goal in presenting the
reference model and process thread was to describe
how one can identify significant activities of interest or
of concern to oneself and to one’s goals/objectives. In
doing so, the hope is to be able to focus the analyst’s
attention onto what is important, thus minimizing the
current the work overload and maximizing the decision
maker’s situation awareness. Products include
plausible adversarial futures ranked based on threat
(Most “Dangerous” and Most “Likely” and generally
refer to as enemy Courses of Actions, eCOA), a list of
collection requirements and possible tip offs based on
differentiating events and anticipated futures.
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