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Abstract

The cyber attacks on the countries of Estonia and Georgia have galvanized the realization
that state and non-state actors will exploit vulnerabilities in the information environment to
influence national leadership and their critical command and control capabilities. This has
serious implications across the globe, and specifically within the U.S. European Command
(EUCOM) area of operations. Russia’s future use, either state sponsored or through proxies,
of cyber attacks to influence NATO Allied domestic decisions regarding energy, missile
defense, and security should be expected. The Commander, U.S. EUCOM, is faced with a
complex issue, which has the potential to threaten all instruments of national power. This
paper will apply the elements of operational art, specifically operational factors and
functions, to illustrate why EUCOM must integrate combating cyberwarfare in its theater
security cooperation efforts to better prepare NATO Allies for a cyber attack. It delves into
the complexity of the cyberwarfare security issue and identifies the need to mitigate
vulnerabilities before they can be exploited, advocating the need for enhanced security
cooperation efforts. Finally, the paper provides a recommended security cooperation
framework to establish priority and unity of effort across the many disparate organizations

involved in addressing this security issue.



Introduction

“The [cyber] attacks, although not technically very complex, were of great
significance, for several reasons...they were intended to create social unrest in
response to the domestic policies of a democratically elected government...they were
clearly organized...and evidence exists to suggest that the attacks may have been
partially state-sponsored.

What is perhaps most significant about the recent attacks are the issues they raise
and the weaknesses they expose. These are no longer matters of theoretical
abstractions, but real life issues that urgently require answers and action.”

Cyber Conference Opening remarks by Estonian President Ilves, Sep 2009’

In 2007 the country of Estonia was confronted with a wave of cyber attacks, which
caused state-wide panic and interruption to critical national services such as banking and
media.” The attacks were executed using a relatively unsophisticated denial-of-service
technique designed to degrade or shut down computer systems or servers by overloading
them with simultaneous traffic from thousands of computers.” The initial cyber attacks
coincided with a domestic debate regarding the removal of a Soviet WWII statue from
Estonia’s capital city of Tallinn.* Estonia blamed the Russian government, but no hard
evidence was found to verify their suspicions.’

Then in Aug 2008, the country of Georgia was overwhelmed with similar denial-of-
service attacks, effectively shutting down government web sites, banks, and media outlets.
Alarming was the timing of these attacks, which closely preceded the movement of Russian
troops into the disputed region of South Ossetia.® Once again, the Russian government was
blamed, but at the time, there was little evidence to support such claims. Subsequent analysis
suggests the attacks in both Estonia and Georgia, although not completely state-sponsored,
may have partially been supported and coordinated by elements of the Russian government.’

The significance of these two attacks is not only their evident coordination and

potential state-sponsorship, but more importantly the use of cyber attacks to influence



domestic policy and national leadership. This has serious implications across the globe, and
specifically within the U.S. European Command (EUCOM) area of operations. Russia’s
future use, either state sponsored or through proxies, of cyber attacks to influence NATO
Allied domestic decisions regarding energy, missile defense, and security, should be
expected. President Ilves’ warning rings loud, “...these are no longer matters of theoretical
abstractions, but real life issues that urgently require answers and action.”

“Answers and action” will require the efforts of many across the spectrum of
diplomatic, informational, military, and economic instruments of national power. The scope
of this paper, however, will focus on the Geographic Combatant Commander’s (CCDR),
specifically EUCOM’s, role in preparing for a cyber attack...not against itself, but against
one of its NATO partners. What can be done now to better prepare NATO for a future cyber
attack? EUCOM must integrate combating cyberwarfare in its theater security cooperation
efforts to better prepare NATO Allies for a cyber attack. The impact of applying security
cooperation efforts and mitigating cyber vulnerabilities before an attack takes place creates
the potential to significantly reduce an adversary’s ability to influence national leadership
decision making processes and systems. The thesis will be demonstrated using an
operational art framework, specifically applying the elements of operational factors and

functions.

Discussion and Analysis

Pretend for a moment you have just been assigned to the operational planning staff at
EUCOM Headquarters (EUCOM/JS). The cyber attacks in Estonia and Georgia are still
fresh in the Commander’s mind, and he is concerned. Energy, missile defense, and other

security issues continue to irritate NATO-Russian relations, and he has no doubt cyber



attacks will be used in the future to influence these friction points. So what do we do—how
do we prepare now for this eventuality? This scenario is very characteristic of the complex
challenges facing our Combatant Commanders and their staffs. An operational art
framework can help scope these challenges, enabling the development of potential solutions.

Operational art can best be thought of as, “...a bridge and as an interface between
strategy and tactics.”, and is truly an art as well as a science.” It’s the Commander’s process
of visualizing the integration of objectives, resources, sequencing of actions, and risk to
accomplish a mission.'” This is an important framework because today’s challenges often
span the entire range of military operations and requires cooperation with multiple agencies
and national partners. Applying the elements of operational art, specifically operational
factors and functions, is an important enabler to tackling the complex challenge of
cyberwarfare.

Dr. Milan Vego, in his book Joint Operational Warfare: Theory and Practice, defines
operational factors as space, time, and force:!!

Space: Factor space encompasses land, sea, and air (physical environment) as well as
human-space, which includes elements such as the political system/leadership, population
size and density, economic activity, and technology.'? Of particular interest is the
information space, or what Joint-Pub 3-13 defines as the information environment (IE): the
aggregate of individuals, organizations, and systems that collect, process, disseminate, or act
on information.”> A quick analysis of the IE in Europe, specifically NATO members in
Eastern Europe, reveals an IE that is quite large and complex. Although not exhaustive, it

includes computers, the internet, government web sites, banking, cell phones, military



command and control (C2), power grids, control of treatment facilities (water/sewer),
transportation, and national/military leaders.

The cyber attackers unfortunately are working through the same IE, utilizing many of
the same components: internet, power grid, and computers; and not necessarily all from the
same location. The attacks on Estonia were assessed to have been initiated by only a few
adversaries, but they were able to coordinate attacks by utilizing various social networking
tools and infiltrating thousands of computers from around the world.'*

Time: Factor time includes all aspects of planning, preparing and executing an
operation.”> Vego states that, “Mastering the factor of time...essentially means acting faster

951

than the opponent.”'® In just 2 days, the synchronized cyber attacks basically blockaded the
Georgian Government’s use of the internet and its ability to communicate with its
population.'” The simplistic nature of the attack, using a denial-of-service technique, meant
the attacks were most likely planned and executed in a very short time frame, and at a time of
the adversary’s choosing (timing). As mentioned earlier, the cyber attacks on Georgia
quickly preceded the movement of Russian troops into the disputed region of South Ossetia.
Did the cyber attacks affect Georgia’s ability to execute C2 between national and military
leaders to respond to Russian troop movements? The literature does not indicate any specific
degradation in Georgia’s C2 capability, but the potential was certainly there.

Force: Vego defines factor force as the, “...military and nonmilitary sources of
power employed in support of a particular campaign or major operation.”® Focusing on the
information environment, the adversarial force was small in number, required little

sophistication, and was impossible to positively identify. The cyber attacks on Georgia were

ultimately assessed to have originated from 10 web sites in Russia and Turkey, registered



with credit cards stolen from U.S. Citizens."” A tie to Russian state-sponsorship is perceived,
but could not be proven. In addition, the resources needed were minimal; a computer and an
internet connection; an extremely low-budget operation, assessed to cost only 4 cents per
compromised computer.”’  Bill Woodcock, from Packet Clearing House who works with
internet traffic and network development issues, put it into perspective when he stated, “You
could fund an entire cyber warfare operation for the cost of replacing a tank tread, so you

would be foolish not to."*!

The use of proxies (hackers, criminals, etc.) will make early
identification of state-sponsorship almost impossible.

The element of operational factors (space, time, force) bounds the problem and
reinforces that cyberwarfare is a complex security issue, having the potential to affect not
only military, but all instruments of national power. If operational factors help frame the
problem, the element of operational functions will help scope the problem.

Joint Pub 3-0 defines operational functions as, “...related capabilities and activities
grouped together to help JFCs [Joint Force Commanders] integrate, synchronize, and direct
joint operations”, and includes five basic categories: Command and Control (C2),
Intelligence, Fires, Movement and Maneuver, and Protection.? Although not exhaustive,
these functions represent many of the critical capabilities needed for a joint force to meet its
strategic and operational objectives. The functions clearly have a military focus, but some of
them also apply to the critical capabilities needed to operate within the other instruments of
national power (diplomatic, informational, and economic), specifically functions such as C2,
intelligence, and protection. The goal is not to force military doctrine onto a civilian-military
problem, but rather to use the doctrinal concept of operational functions to help scope a

complex issue.



This research paper will only focus on preserving an Ally’s C2 function in the event
of a cyber attack. The primary target of the Estonia/Georgia cyber attacks appears to be the
national leadership and their ability to effectively govern during a crisis—in essence their
ability to command and control (C2). In any EUCOM response to a cyber attack on NATO,
preserving the Allies’ civilian and military C2 functions will be absolutely critical, whether it
involves coordinating the movement of military forces, securing financial transactions, or
cooperating in consequence management activities.

The Estonia/Georgia attacks reinforce that efforts to establish a defendable
infrastructure to preserve C2 capability, within and amongst the NATO Allies, will be
required before a cyber attack takes place. This suggests the need for security cooperation
activities. Joint Publication (JP) 5-0, Joint Operation Planning, defines security cooperation
as “...the means by which the Department of Defense (DOD) encourages and enables
countries and organizations to work with us to achieve strategic objectives...which serve
mutual security interests and build defense partnerships.” The goal is to reduce mutual
security risks before they can be exploited. JP 5-0 goes on to state that successful security
cooperation planning requires, “...close coordination with US agencies that represent other
instruments of national power, and particularly with the U.S. chiefs of mission (ambassadors)
in the GCCs* AORs.”**

Proper interagency coordination will be vital to addressing Allied C2 cyber-related
vulnerabilities. Although not exhaustive, the following is a list of key players, which should
play a role in combating cyberwarfare within the EUCOM theater:

1) Host Nation: The primary U.S. link to any host nation, including NATO members, is

the U.S. Country Team. The team is led by an Ambassador and includes military



personnel such as the Defense Attaché and a Security Assistance Organization (referred
to as the Office of Defense Cooperation (ODC) in EUCOM).” The Ambassador
integrates U.S. foreign policy objectives and resourcing strategies with security assistance
needs of the host nation through a Mission Strategic Plan (MSP). The U.S. Country team
would be a key player in helping to assess, prioritize, and fund solutions to any host
nation C2 vulnerabilities.

2) Interagency: As noted earlier, because critical national-level C2 capabilities span
across all instruments of national power, the inclusion of specific interagency partners
will prove essential. To name just a few, representatives from the Department of
Treasury may be helpful in identifying C2 vulnerabilities associated with economic
processes and institutions; the Department of Energy may be able to advise on energy
control vulnerabilities; and the Department of Homeland Security and the Federal
Emergency Management Agency (FEMA) may be able to assess emergency response C2
security issues. Fortunately the Geographic Combatant Commanders, including
EUCOM, have a Joint Interagency Coordination Group (JIACG), which is an interagency
staff group intended to provide collaborative working relationships between civilian and
military operational planners.*®

3) NATO: In May 2008, almost a year after the attacks in Estonia, NATO established
the Cooperative Cyber Defense Center of Excellence (CCD-COE), “...with the aim of
enhancing cooperative cyber defence capabilities of NATO and NATO nations, thus
improving the Alliance's interoperability in the field of cooperative cyber defence”.”’
The center is not a military unit executing defensive cyber operations, but rather an

advisory group that provides cyber defense expertise to partner nations. >* U.S. security



cooperation planning efforts should include liaison with NATO’s CCD-COE to maximize
cyber defense expertise specific to the EUCOM theater of operations.

4) USCYBERCOMMAND: The U.S. understands its increasing dependence on
cyberspace as well as the associated risks and vulnerabilities this dependence places on
our national security. On 23 June, 2009, the Secretary of Defense directed the
Commander, U.S. Strategic Command to establish a subordinate unified command, called
U.S. Cyber Command (USCYBERCOM) with primary responsibility to “...secure
freedom of action in cyberspace,” and capable of “...synchronizing warfighting effects
across the global security environment as well as providing support to civil authorities
and international partners”.” Regardless of the specific supported/supporting
relationships still being formalized, USCYBERCOMMAND has expertise, which will
need to be utilized in order to effectively assess Allied C2 vulnerabilities.

5) EUCOM & Security Cooperation: EUCOM integrates its security cooperation
efforts through the USEUCOM Theater Campaign Plan and associated
regional/functional campaign plans. The strategy looks out five years with a focus on
proactive engagement, reinforces the need to influence the security environment during

peacetime, and recognizes that
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The current EUCOM Theater Campaign Plan (2008) and associated
regional/functional plans make no specific mention of cyberwarfare as a threat or the
need to enhance Allied security capabilities in this area. This is not to say EUCOM has
not taken any steps to tackle the issue. As part of EUCOM’s State Partnership Program,
the 175™ Network Warfare Squadron from the State of Maryland’s National Guard is
scheduled to conduct a familiarization visit with Estonian military components later this
year, with the goal of identifying specific cyber vulnerabilities.”! Certainly a move in the
right direction, but currently only funded as a military-to-military exchange.

In addition, EUCOM hosts an annual communications exercise called COMBINED
ENDEAVOR (CE), which involves US, NATO, and other partner nations. The intent of
CE is to facilitate communication integration.”> Although not specifically focused on
combating cyberwarfare against our Allies, CE could be used as a vehicle to assess
vulnerabilities and to test potential counter-cyberwarfare processes and procedures.

There is a potential counterargument, though, to EUCOM taking the lead on the

cyberwarfare security issue. Some may argue cyberwarfare is a country specific problem or
an interagency problem that requires a U.S. Country Team or JIACG-lead versus a military-
lead. At a minimum, they may argue USCYBERCOMMAND is the supported commander,
and EUCOM needs to wait and see what guidance they give.”> All valid arguments, but the
reality is EUCOM staff may be the only ones with the specific knowledge and capability to

provide a theater-wide, disciplined approach to addressing this complex security issue.

The U.S. Country Teams will be a critical part of any planning group, but their focus

is country-specific, not intended or capable of planning for a broader theater approach. The

JIACG will also provide valuable insight and reach back, but they are not staffed nor trained



to lead a large planning effort. And true, USCYBERCOMMAND is designated the
“supported” commander and will most likely be utilized to assist in assessing critical Allied
C2 capabilities, however, it can be assumed the Geographic Combatant Commanders will be
required to develop a supporting plan, specific to their respective theater of operations.

There is also a NATO treaty obligation, which strongly supports EUCOM
involvement and leadership in addressing the cyberwarfare security issue. Article 5 of the
NATO Charter basically states an armed attack against one Ally is an attack against them all,
and each will assist as required to restore and maintain security.>* There was debate during
the cyber attacks on Estonia as to whether or not to invoke Article 5.>° It ultimately was not,
for various reasons beyond the scope of this paper, but it does highlight the obligation
EUCOM has to be prepared to respond, either as a supported or supporting command.

The “Who’s in charge?” debate should not focus on whose functional lane this falls
in, realizing the response to cyberwarfare is not the responsibility of any one department or
agency, but rather requires a horizontal approach.’® The goal should be to designate an
organization with the capability to integrate these horizontal efforts into a cohesive and
united plan of action.

Analytical Conclusions

The research has revealed three major conclusions: 1) cyberwarfare is a complex
security problem with the potential to target all instruments of Allied national power; 2)
mitigating critical Allied C2 cyber vulnerabilities requires an integrated effort from
numerous civilian and military organizations; and 3) the EUCOM Theater Campaign Plan
may be the only instrument currently in existence that can integrate and prioritize funding for

efforts amongst these various disparate organizations.
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Cyberwarfare is a complex security problem, which can influence all instruments of
Allied national power. Combining the operational factors of space, time, and force, EUCOM
faces an adversary small in size and extremely difficult, if not impossible to identify. The
enemy utilizes easily accessible and low-cost resources (computer, internet, social sites, etc.)
and attacks at a time of their choosing; potentially in coordination with other instruments of
national power. It does so with relative ease, attacking an Ally’s information environment,
which spans across diplomatic, informational, economic, and military instruments of national
power potentially disrupting anything from cell phones and power grids to national-level C2
systems.

The combined elements of operational factors and functions enabled the
transformation of a very complex problem into one that could potentially be solved. This
brought to the forefront a very crucial question—solved by whom? Who would be involved
and take the lead in tackling this issue that spans all instruments of national power? The
reality is EUCOM may be the only entity with the specific theater knowledge and planning
capability required to develop a holistic and integrated approach to this security issue.
Further, EUCOM’s ability to respond after a cyber attack is very limited due to the
decentralized and unidentifiable structure of most adversarial networks. The key is to reduce
Allied cyber-related vulnerabilities before they can be exploited. Although not exhaustive,
the research identified some of the key players required to develop a theater-wide approach
to mitigating critical Allied C2 cyber vulnerabilities. Those organizations included U.S.
Country Teams, the interagency represented through the JIACG, the NATO Cyber Defense
Center of Excellence, and USCYBERCOMMAND. The combined effort from these various

organizations, however, needs to be integrated in an overarching plan.
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The EUCOM Theater Campaign Plan may be the only instrument currently in
existence, which can integrate efforts and prioritize funding for host nation, interagency, and
military security cooperation efforts. The strategy has a long-term planning horizon (5 years)
and recognizes the importance of interagency coordination and aligning actions with those of
the host nation. The strategy is intended to align foreign assistance, exercises, military
engagements, and US Country Team Mission Strategic Plans to meet overall security
objectives in the host nation as well as the region. The current strategy, though, does not
have a functional plan dedicated to combating cyberwarfare across the EUCOM area of
operations like it does for combating terrorism and the proliferation of weapons of mass
destruction.

Recommendation:

EUCOM should modify its existing Theater Campaign Plan to include an additional
functional plan...Combating Cyberwarfare (figure 2). Although progress has been and
continues to be made to protect U.S. cyber vulnerabilities, the focus of this functional plan is
security cooperation activities to mitigate NATO Allied cyber vulnerabilities. Developing a
new functional plan to combat cyberwarfare establishes it as a priority, recognizes
cyberwarfare as an “inter-state” versus “intra-state” problem, and establishes the framework
to enable the unity of effort required to reduce vulnerabilities before they can be exploited.

First, the collective efforts from across the interagency are required to tackle this
security issue. Communicating the commander’s priority to address these vulnerabilities is
absolutely critical to acquiring the requisite participation from disparate planning staffs, as

well as securing funding for any potential security cooperation efforts.
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Second, developing a functional vs.
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Figure 2: Recommended U.5. EUCOM Theater Campaign Plan Layout
telecommunications, and commerce has no

state boundaries, but is rather inter-connected. An adversary’s ability to exploit a weak
information link in one country has the potential to impact the cyber domain across the entire
theater. A functional plan will provide a holistic approach to assessing and reducing cyber
vulnerabilities across the EUCOM area of responsibility.

Lastly, developing a new Combating Cyberwarfare Functional Plan provides the
necessary security cooperation framework required to establish at least some level of unity of
effort across not only US, but NATO and host nation organizations. Positive actions have
been taken since the cyber attacks on Estonia and Georgia including the establishment of
NATO’s Cooperative Cyber Defense Center of Excellence and the Maryland-Estonia
familiarization visit scheduled for late 2009. But there is no indication these efforts have
been linked or integrated. The new functional plan would provide the framework needed to
integrate efforts like these to ensure the most efficient use of scarce resources.

Complete unity of effort is probably not achievable considering the information
environment is massive and resides largely in the private sector where there is sensitivity to
revealing cyber network schematics, if even available, and vulnerabilities. Considering this

reality, the initial functional plan should specifically focus on critical vulnerabilities to key
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government-led command and control networks and their critical links to the private sector.
Success in this one functional area may provide the trust and momentum to focus on
additional critical national functions in the future.
Given that EUCOM/JS has primary responsibility for developing the EUCOM

Theater Campaign Plan, the J5 should also take the lead in developing a new Combating
Cyberwarfare Functional Plan. A Combating Cyberwarfare Planning Group (CCPG) should
be established to formalize the process and to communicate the commander’s intent and
priority. The CCPG, led by the J5, should include typical J-staff representatives to include
but not limited to intelligence, operations, communications, comptroller, and should also
include representatives from the JIACG to utilize interagency expertise,
USCYBERCOMMAND to link global counter-cyberwarfare planning efforts and funding,
U.S. Country Teams to establish links with host nation functions and ensure integration with
Mission Strategic Plans, and finally NATO’s Cyber Defense Center of Excellence to
collaborate on NATO/European efforts.
Conclusion

The cyber attacks on Estonia and Georgia have galvanized the realization that state
and non-state actors will exploit vulnerabilities in the information environment to influence
national leaders and their critical command and control capabilities. Combatant
Commanders, including the Commander of U.S. European Command, are now faced with
this complex security issue. With serious NATO-Russian friction points over energy, missile
defense, and security, future cyber attacks against our Allies can be expected. EUCOM must
integrate combating cyberwarfare in its theater security cooperation efforts before an attack

occurs to better prepare NATO Allies against future cyber attacks.
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The research has revealed that first, cyberwarfare is a very complex security problem,
with the potential to influence all instruments of allied national power. However, the
application of the elements of operational art, specifically operational factors and functions,
demonstrate the potential to frame and scope this complex security issue into a workable
solution. Second, addressing the cyberwarfare security issue requires the involvement of
numerous organizations across both military and civilian sectors. Even though some
progress has been made to reduce cyber vulnerabilities and enhance cyber defense
capabilities, there is no overarching plan establishing unity of effort to combat cyberwarfare.
Lastly, the EUCOM Theater Campaign Plan may be the only vehicle currently in existence,
which can integrate and prioritize funding for host nation, interagency, and military efforts to
combat cyberwarfare.

In lieu of these conclusions, the recommendation is to modify the existing EUCOM
Theater Campaign Plan to include an additional functional plan...Combating Cyberwarfare,
focused on security cooperation activities to mitigate Allied C2 cyber-related vulnerabilities.
Developing a new functional plan to combat cyberwarfare establishes the effort as a priority,
recognizes cyberwarfare as an “inter-state” versus “intra-state” problem, and provides the
framework to enable the unity of effort required to address vulnerabilities before they can be

exploited.
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