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Transnational 
Movements 

By M a r k  E .  S t o u t ,  T h o m a s  F .  L y n c h  I I I ,  and T . X .  H a mmes  

N ational and international 
security now involves nonstate 
actors to an extent unprec-
edented in modern history. 

Transnational movements and substate 
groups have tremendous power both to 
contribute to the greater good and to bring 
about violence, death, and repression. The 
most prominent such threat arises from 
transnational Salafi jihadism, of which al 
Qaeda is the standard bearer. Al Qaeda and 
the larger movement that presently command 
America’s attention remain serious threats for 
two primary reasons. First, this movement 
threatens the use of weapons of mass destruc-
tion, though its ability to do so in the near 
term is questionable. Second, the movement’s 
ability to create humanitarian dystopias, as 
in Afghanistan and Iraq’s Anbar Province, 
among other places, remains significant and 
should not be underestimated.

Nevertheless, the movement has 
substantial weaknesses.1 It finds itself sur-
rounded by opponents that include not 
only the Western democracies but also the 
media, the governments in majority Muslim 
countries, mainstream Muslims, and even 

other Islamists. Moreover, it is becoming 
clear that the Muslim community’s famil-
iarity with al Qaeda and its ilk is breeding 
contempt, not converts.

Recent poll results underscore some 
of these points. Gallup polls taken across 
the Muslim world make clear that many 
Muslims, justifiably or not, are extremely 
skeptical about U.S. actions and policies, 
but that these feelings do not translate into 
support for al Qaeda and its associates. In 
fact, only 7 percent of Muslims, some 91 
million people, “fully support” the attacks of 
September 11, 2001, with another 7 percent 
leaning toward supporting it.

Clearly, then, the United States has 
some fence-mending to do among Muslims. 
The terrorism problem, however, is much 
smaller in extent than even Gallup’s 
numbers indicate. Al Qaeda and likeminded 
groups boast as members only a fraction of 1 

percent of the 91 million Muslims who may 
have celebrated September 11. Arguably, this 
suggests that increasing America’s popular-
ity among Muslims, while desirable in itself, 
is an inefficient way to shrink the number of 
Salafi jihadists. Indeed, some of America’s 
staunchest allies against al Qaeda—such 
as Hamas, the Muslim Brotherhood, the 
Iranian regime, many radical preachers, and 
even the much maligned Arab media—may 
be some of our staunchest foes on other 
issues. In short, an approach to the contest 
in which the United States remains active 
but does not insist on putting its actions 
(especially the military ones) at center stage 
may be most effective.

Looking to the future, technology, 
notably biological technology, is in the process 
of “super-empowering” not just small groups 
such as terrorist organizations, gangs, orga-
nized criminal networks, anarchists, and 
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ultra-extreme environmentalists, but even 
Unabomber-style individuals. An appropriate 
response to this emerging threat will need to be 
an “all-of-society” response.

The Salafi Movement
A particularly idiosyncratic under-

standing of the Sunni Islamic faith called 
“Salafi jihadism” by its practitioners under-
pins al Qaeda and inspires more than 100 
kindred terrorist groups around the world, 
not to mention numerous isolated groups or 
even individuals.2 Salafi jihadism is a minor-
ity, reactionary viewpoint within a wider 
acrimonious debate among Muslims about 

how to reconcile the progress and frustra-
tion unleashed across the Islamic world by 
modernization and globalization.3 Though 
many Muslims (and, for that matter, non-
Muslims) are concerned about the implica-
tions of globalization, only a tiny minority 
of Sunnis adhere to the stern tenets of this 
harsh and xenophobic worldview, which 
calls for the formation of a caliphate—an 
Islamic superstate stretching from Spain to 
Indonesia—and the conversion of all other 
Muslims from their purportedly innova-
tive, unfounded, and corrupt beliefs. (It is 
important to note that the destruction of 
the United States is not among the goals 
of Salafi jihadists per se, though many and 
perhaps most of them would be happy to 
see it happen. Instead, they desire to see the 
United States quit the Muslim world as part 
of a process to topple corrupt regimes and 
hasten the beginning of the caliphate.)

Present Trends. American policymak-
ers have recently been confronted with 
dramatically differing analyses of the health 
of and risk posed by al Qaeda and the rest of 
the Salafi jihadist community. One line of 
analysis argues that al Qaeda, operating from 
its safe haven along the Afghan-Pakistan 
border, remains the source of the gravest 
threat for catastrophic terror.4 The contend-
ing perspective is that al Qaeda’s operational 
decline renders it less salient to international 
security concerns than the growing threat 
from diffuse, low-level groups emerging out 

of local social networks and acting out of a 
shared belief in the Salafi jihadist mass media 
message.5 What are global policymakers to 
think? Can both of these perspectives be 
correct? If not, which threat is more severe?

Ultimately, the question of whether al 
Qaeda itself or its relatively diffuse constella-
tion of loosely affiliated coreligionists poses 
the greater threat may be moot. Both are 
substantial threats. Each requires a tailored 
response from its opponents. On the one 
hand, the al Qaeda–led globalized variant 
is more intellectually adaptable within its 
ideological commitment to nonstop jihad, 
but it faces major structural challenges. It 
has the greater ability to mount narrow but 
devastating attacks, as its track record makes 
clear. On the other hand, the surrounding 
movement with its violence-prone group of 
men poses a more widespread but less physi-
cally potent threat. There is growing evidence 
that the multifaceted approach to countering 
Sunni terrorism that has evolved in the past 
few years, with a concentration on denying al 
Qaeda its desired outcomes, is showing signs 
of success. While American strategy for coun-
tering terrorism can, of course, be improved, 
policymakers should use caution to avoid 
discarding methods that are known to work 
in their zeal to get rid of what has not.

Overview of the Threat. In organiza-
tional and strategic terms, the Salafi jihadists 
have faced substantial setbacks over the 
last several years. The United States and its 
partners have continued to kill or capture 
key leaders regularly, such as a succession of 
operational chiefs of al Qaeda central and a 
string of successive leaders of “al Qaeda in 
the Arabian Peninsula.” There have been 
similar successes against Jamaah Islamiyah in 
Southeast Asia and against other groups large 
and small across the globe. Important leaders 
of al Qaeda in Iraq, including Abu Musab 
al-Zarqawi, have been killed or captured. 
Moreover, the overall Salafi jihadist position 
in Iraq is, as of this writing, grim, under 
relentless American military pressure, and 
facing increasingly capable Iraqi services and 
the Sunni tribal “Awakening.” In sum, because 
of the combined pressures of various national 
security services and the military, intelligence, 
and law enforcement resources of the United 
States, al Qaeda and its allies find it hard to 
operate in most places on the globe.

At the same time, the movement has 
arguably made a grave strategic blunder. By 
allowing Zarqawi to reorient attention of 

the Salafi jihadists in Iraq and, indeed, in 
the entire Middle East, toward attacking the 
Shia, it took on an additional adversary, both 
ideological and physical, while it was still 
grappling with the formidable alliance of the 
“Jews, Crusaders, and [Sunni] apostates.” This 
was not part of Osama bin Laden’s or Ayman 
al-Zawahiri’s master plan, for they always 
felt that the Shia would be quickly eliminated 
late in the process of forming a caliphate, 
when the numbers of Sunni “true believers” 

would form an overwhelming weight to wield 
against Shia heretics.6 As a result of these 
developments, almost nowhere in the world is 
there a truly permissive environment for the 
operation of Salafi jihadists.

Nevertheless, al Qaeda and the broader 
movement have been adapting in a number 
of ways. First, al Qaeda has worked hard to 
reestablish a physical safe haven in Pakistan, 
and especially within the Federally Admin-
istered Tribal Areas (FATA). Al Qaeda 
requires a place of physical freedom to prac-
tice the management of a proto-caliphate, 
to congregate in an unfettered manner, 
and to plan and launch spectacular acts of 

the destruction of the United 
States is not among the goals 

of Salafi jihadists per se, 
though many would be happy 

to see it happen
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terrorism against its opponents. Al Qaeda 
strategists are incessantly writing to each 
other about the good old days in Afghanistan 
(between the expulsion of the Soviet Union 
in 1989 and the post-9/11 invasion), and the 
need to generate a similar safe haven soon. 
They lament the loss of the once-promising 
safe haven in Iraq, particularly in Anbar 
Province, largely blaming Zarqawi’s intem-
perance. Today, al Qaeda’s strategists are 
trying to establish a permanent safe haven 
in Pakistan’s border areas adjacent Afghani-
stan. Intense efforts since late 2005 have 
produced results. After only a few years, al 
Qaeda stands on the cusp of attaining its first 
significant safe haven since the Taliban fell in 
2002. In alliance with young and highly mili-
tant Pakistani-Pashtun allies, al Qaeda has 
overthrown most of the tribal elder system 

in western Pakistan and routinely embar-
rassed the Pakistani military. Many of the 
major attacks planned and executed against 
Western targets since 2002—including the 
London 7/7 bombings, the United Kingdom–
U.S. airliner plot of 2006, and the Frankfurt 
airport plot of 2007—had common origins in 
western Pakistan and featured direct contact 
between key attackers and al Qaeda leaders.

Second, al Qaeda has expanded its 
formal franchisee arrangements with hereto-
fore loosely affiliated Salafi jihadist groups. 
Al Qaeda’s leadership has tried to formalize 
relationships and stamp the al Qaeda brand 

name on all forms of regional Salafi jihadist 
and insurgent activity. At the same time, these 
groups seek their share of the prestige, and 
often funding, that goes with the “al Qaeda” 
name and reach out to it. For instance, in 
2004, Zarqawi’s Iraqi group was assimilated 
into the movement as “al Qaeda of the Two 
Rivers,” a reference not only to Iraq, but also 
to the wider territory extending toward south-
western Iran and Kuwait. Similarly, in early 
2007, distinct references to “al Qaeda of Kho-
ristan” (al Qaeda in Afghanistan, eastern Iran, 
and western Pakistan), and the announce-
ment of its leader, Mustafa Abu al-Yazid, 
began to appear on the al Jazeera Web site, 
with reference to that jihadist group’s evolv-
ing status as the Arab partner to the Taliban. 
Then, in September 2007, the longstanding 
Salafist Group for Call and Combat (GSPC) 
in Algeria announced formal affiliation with 
al Qaeda and changed its name to the “al 
Qaeda Organization in the Islamic Maghreb” 
(AQIM). These moves extend al Qaeda’s 
reach and reinforce the Salafi jihadists’ nar-
rative that a fundamentalist Sunni caliphate 
is borderless and destined to encompass the 
entire Islamic world. They also enhance previ-
ously informal communications and terror 
management conduits and potentially extend 
al Qaeda access to underdeveloped terror 
recruiting networks such as those affiliated 
with Algerian GSPC across France and in 
other parts of Western Europe.

By way of contrast, Salafi jihadists have 
only a limited ability to forge alliances with 
Muslims who are not Salafi jihadists, even 
those with whom they have very substantial 
theological similarities. For instance, Hamas 
and the Muslim Brotherhood on the one 
hand, and al Qaeda on the other, are con-
stantly at daggers drawn, in particular over 
issues of the propriety of electoral politics and 
the relative value of violent and nonviolent 
aspects of the jihad.

Policy Considerations. The United 
States will continue carrying out defensive 
measures to protect itself and its allies against 

terrorist attacks. The difficult questions are 
what forms of offensive action should be 
undertaken, and by whom. Fortunately, and 
as noted above, the fundamental strategic 
situation is grim for al Qaeda and the other 

Salafi jihadists. The movement is under 
tremendous stress and has failed to attract 
genuine adherents despite its media efforts, 
the once-high popularity of Osama bin 
Laden, and the fact that the U.S. prosecution 
of the wars in Iraq and Afghanistan is widely 
unpopular across the Islamic world.7

The problem, from the Salafi jihadist 
perspective, all other things being equal, is 
the more Muslims are exposed to its indis-
criminate violence, the less they support al 
Qaeda and the movement it represents. As 
many have argued—including those who still 
see al Qaeda as tremendously dangerous—the 
movement is inherently self-limiting.8

The United States, ironically, is the best 
friend the Salafi jihadists have. The Salafi 
jihadists want the United States to use its mili-
tary power extensively because they believe 
such actions help to mobilize Sunni Muslims 
to become Salafi jihadists. It is also worth 
remembering that what most contributes to 
anti-Americanism in the Islamic world is the 
perception that U.S. policies unfairly dictate 
how things must be. Reducing the visible 
American profile in the world would undercut 
Salafi jihadism at least to the extent that it can 
take the edge off of anti-Americanism. To this 
effect, the United States might wish to support 
regional programs that grow responsible local 
paramilitary and law enforcement capacity in 
Sunni Muslim states. Building local partner 
capacity, along with intelligence-sharing to 
help constrain the ability of organized Salafi 
jihadist terror groups to topple these regimes, 
might undercut the effectiveness of the terror-
ists while reducing America’s military profile.

The United States must recognize that 
it is in a similar position to the terrorists. Not 
surprisingly, given its preponderance, the 
more it uses coercive force, the more it is likely 
to be seen as a threatening power. Arguably, 
the more visible the United States is, with the 
notable exception of manifestly humanitarian 
missions, the less it is liked. Indeed, al Qaeda 
usually wants the United States to act, believ-
ing that American actions will inevitably vali-

al Qaeda has expanded its formal franchisee arrangements with 
heretofore loosely affiliated Salafi jihadist groups
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date their narrative. Accordingly, the United 
States must avoid falling into a maximalist, 
activist, and interventionist approach. In 
addition, it must not make the mistake—too 
often committed by both sides of the political 
system—of believing that it alone has power 
and agency and the other peoples around the 
world have none. Furthermore, Washington 
must recognize the limits of its power, not 
only because America’s intrinsic capabilities 
to deal with this (and any other) problem are 
finite, but also because Muslims themselves 
will always outnumber Americans in Muslim 
countries, and they have positional and 
cultural advantages over the United States. 
But Washington still has numerous potential 
partners in fighting Salafi jihadist extremism. 
These range all the way from the governments 
of Indonesia, Syria, and Iran, to Hamas and 
many other Islamist groups, to al Jazeera, to 
the United Nations (UN), to traditional allies 
such as the United Kingdom, Canada, and 
Australia. Policymakers have a range of coop-
erative techniques available for dealing with 
these countries and groups, ranging from 
unwitting, to tacit, to covert, to overt.

The most important potential partners 
for the United States are Sunni Muslims, who 
have credible voices with other Muslims. 
Salafi jihadists’ complaints suggest that most 

of those in the Islamic world are against them. 
If it is going to take full advantage of this fact, 
the United States might continue to quietly 
support Muslim voices opposing Salafi jihad-
ism, while improving activities in areas where 
unacceptable al Qaeda strength remains, 
notably in the safe haven of western Pakistan.

Several other policy considerations 
stand out:

Proposed changes in U.S. counterter-■■

rorism policy should be measured against 
the possible harm from degrading what has 
already proved successful in the struggle 
against Salafi jihadism and al Qaeda. It is 
clear that an al Qaeda under pressure is less 
tactically and strategically effective. Similarly, 
the Salafi jihadist movement has, at various 
points in its 40-year history, seemingly been 

contained or reduced to manageable levels 
in selected countries. When the pressure was 
removed, the movement always rebounded.

While the United States wishes to ■■

be liked in the Muslim world, it is clear that 
America’s unpopularity is largely unrelated 
to the health of Salafi jihadism. Thus, poli-
cymakers may wish to carefully scrutinize 
calls for more and better strategic messaging 
campaigns to counter the social critique of 
Salafi jihadism. Reform of Islamic societies 
under the leadership of mainstream Muslims 
is most likely to render the Salafi jihadi social 
critique impotent. This reform will take time, 
but Western governments may be able to 
help indirectly by continuing to encourage 
temperate Muslim reformers and visionaries, 
while avoiding heavy-handed gestures and 
pompous demands for immediate change. 
To the extent that direct Western efforts can 
help, these need to be seen and not heard. By 
the same token, Western leaders may wish to 
take every opportunity to provide significant, 
visible assistance to Muslim victims of flood-
ing, earthquakes, famine, and other natural 
disasters. As was the case with U.S. assistance 
to Pakistani Muslim victims of the November 
2005 earthquake, and Indonesian Muslim 
victims of the December 2004 tsunami, such 
overt assistance will slowly but surely erode 
general Muslim beliefs that the West is only 
about subjugating and exploiting Muslims.

The United States can provide addi-■■

tional indirect support for the growing number 
of Muslim critics of Salafi jihadism. Washing-
ton might encourage the natural tendency of 
Muslims who have been victims of the violence 
to speak out before fellow Muslims, for it is 

these voices that carry the most weight in dis-
crediting the Salafi jihadist ideology.

Most importantly for 2009, American ■■

and allied leaders will have to face the major 
threat posed by al Qaeda and the Salafi jihadist 
ideology: the terrorist safe haven in western 
Pakistan. A collaborative effort to fully and 
firmly engage the Pakistanis in order to 
eradicate al Qaeda may be indispensible to 
preventing another 9/11. The approach most 
likely to succeed will frame the safe haven in 
Pakistan as part of the more general problem 
with jihadism in terms of an ongoing Paki-
stani security strategy, and address this wider 
problem in the context of a reformulated 
South Asia security arrangement.

In short, Salafi jihadism remains 
dangerous. It is a threat that is irregular in 
nature but is easy to understand because it is 
an open mass movement with universal aspi-
rations. It can be penetrated nearly at will, 
however, whether for collecting information 
or influencing its actions. This is a different 
problem from competing with closed societ-
ies such as the former Soviet Union. Salafi 
jihadists are remarkably open in discussing 
and debating their strategies, weaknesses, 
fears, and vulnerabilities. The United States 
might thus profitably invest more in its 
ability as a nation to “know the enemy,” 
which is the wider movement of Salafi 
jihadism. Washington can then tailor its 
strategies to exploit the movement’s growing 
vulnerabilities in the Muslim world, while 
simultaneously taking only prudent offensive 
actions that inhibit catastrophic terrorism 
and supporting ongoing Muslim efforts 

the most important potential 
partners for the United 

States are Sunni Muslims, 
who have credible voices 

with other Muslims
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to marginalize the Salafi jihadist ideology 
across the Islamic world.

Emerging Threats
Even as nations adjust to fighting 

today’s combination of insurgencies and 
terror groups, political, economic, social, and 
technical trends are setting the conditions 
for conflicts that may involve even smaller 
but potentially more powerful entities. These 
players could range from super-empowered 
individuals and small groups unified by a 
cause, to gangs and other criminal enterprises 
motivated primarily by profit.

Key Issues. These new developments 
are of particular concern because emerging 
political, business, and social structures have 
consistently been more successful at using 
nascent technology than older, established 
organizations. Today, two emerging tech-
nologies, nanotechnology and biotechnology, 
have the power to alter our world—and war-
fare—more fundamentally than information 
technology has.

Even before these technologies mature, 
the fragility of globalization means it is 
imperative to prepare for significant shocks. 
In many ways, military and business prob-
lems are merging as the world becomes more 
interconnected and power is driven down-
ward. In 2006, a score of angry Nigerians 
took hostages from a Shell Oil Company oil 
platform in the Gulf of Guinea. In response, 
Shell shut down its Nigerian Delta produc-
tion and world oil prices rose dramatically, 
demonstrating how vulnerable our inter-

connected world is to disruptions in key 
commodities, and how business issues can 
rapidly become matters of international secu-
rity. This is not the same as in the “banana 
wars” of the early 20th century, in which U.S. 
Marines were consistently committed to 
protect American business interests that mat-
tered only to a few stockholders. Today, tiny 
armed groups can affect the entire world’s 
economy immediately and dramatically.

Fragility in the oil supply system is 
duplicated in a number of key elements in 
the international supply chain, including 
rail and shipping bottlenecks. To prevent 
minor damage from translating into a major 
economic shock, these systems need excess 
capacity. Yet businesses are rightly reluctant 
to pay for surplus capacity “just in case,” since 
it makes them less competitive in an increas-
ingly competitive world market.

At the same time that globalization has 
created a more interconnected and fragile 
economic system, small groups and even 
individuals now have access to much more 
powerful weapons. Using the leaderless 
resistance model of the Animal Liberation 
Front (ALF) and, increasingly, some Isla-
mist terrorist groups, these players can use 
materials available in modern society to 
attack it. These range from the simple arson 
attacks conducted by ALF, to the attempted 
chlorine attacks by al Qaeda in Iraq, to the 
potential for major chemical attacks based on 
a Bhopal-type accident, to nuclear-equivalent 
detonations modeled after the 1947 Texas 
City disaster. The remarkable growth of 

innovation in synthetic biology means there 
is a high probability that within the next 
10 years, small groups will be able to create 
lethal viruses, including smallpox, from com-
mercially available DNA. The possibility of a 
planned, worldwide release of smallpox gives 
small groups access to a potential lethality 
equal to dozens of nuclear weapons.

One of the crucial issues facing the 
developed world, and the United States and its 
allies in particular, is the mismatch between 
investments in defense and the potential 
threats. The earlier forms of war will continue 
to coexist with newer kinds of threats repre-
sented by small groups and gangs. Therefore, 
future conflict is likely to cover an enor-
mously broad spectrum, from small groups 
conducting single actions, to Hizballah-type 
movements, to nation-state wars—in essence, 
hybrid war. Increasing the complexity of 
these conflicts, most clashes will involve a 
multitude of players with widely varying 
objectives. The United States and its allies 
must be prepared to fight these hybrid wars, 
but unfortunately, our current investment in 
national defense is still skewed heavily toward 
external, nation-state wars.

The Future. As noted above, future 
enemies will make use of the entire spectrum 
of warfare and crime to achieve their goals. 
Some will have traditional political ambitions 
of controlling territory or coercing behavior 
in rival states, others will pursue purely crimi-
nal goals, and still others will want to achieve 
a mix. Finally, some fear that a relatively new 
entrant, radical environmentalists, might 
attack in defense of the “planet.”

For the United States, the absence of 
a peer competitor in the short to medium 
term poses particularly difficult questions. 
While the United States will have to be 
prepared to fight across the spectrum, even 
the Department of Defense, in its 2008 
report to Congress on China’s military 
power, suggested that a China out-of-area 
threat would probably not emerge until the 
2020s. Similarly, a “near peer” competitor to 
Washington is not likely to materialize over 
the next decade or more. Meanwhile, the 
threats to U.S. forces in combat in Iraq and 
Afghanistan obviously will remain priority 
considerations for some time. Beyond those 
considerations, however, the United States 
and its allies will have to be aware of what 
could cause serious harm at home.

Third-generation transnational crimi-
nal gangs represent both a direct and an indi-A
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rect threat to security. First, they may have 
already gained physical control in parts of 
the United States, Europe, and elsewhere—a 
neighborhood in one city, an apartment block 
in another, or an apartment complex in a 
suburb elsewhere. These gangs are essentially 
leaderless networks that answer to no single 

authority, but have extended unchallenged 
use of force over noncontiguous spaces in 
the United States and overseas. They directly 
challenge the legitimacy of civil rule within 
parts of America. States and cities lack the 
resources to control them. Indirectly, gang 
violence compels migration by increasing 
political and civil instability in the “home” 
countries. This instability, combined with 
looming population and resource crises 
south of the U.S.-Mexico border, could force 
major migrations of people with no other 
choice. Gangs and cartels are fighting to 
establish mini narco-states in various nations 
in Central America and Mexico. They do 
not want control of the entire state, simply 
enough to provide a secure base for their 
operations and to enjoy their wealth.

A more distant nonstate threat may be 
that of environmental activists. Of course, 
the vast majority of environmentalists are 
law-abiding; however, a few believe their 
ends justify violent means. Usually, this vio-
lence amounts to small-scale criminal activ-
ity. But one could imagine the emergence 
of a more radicalized fringe movement, 
driven by a fervent belief that governments 
are ruining the planet. Thus, a loose, violent 
antiglobalization movement could take hold, 
albeit this time with access to highly disrup-
tive means, whether cyberterrorism or a 
radiological attack to demonstrate dangers 
associated with nuclear power. To date, 
their attacks have been limited to minor 
nuisance attacks. However, as globalization 
affects people at higher levels of education 
(computer programmers, radiologists, and 
biotechnicians, for instance), some of those 
displaced workers will inevitably lend their 
skills to efforts to reduce globalization. This 
may well take the form of attacks on the 

communications and transportation systems 
that create globalization.

The most dangerous attacks probably 
would emanate from apocalyptic groups. 
Their causes would vary, but they are likely 
to be driven by an absolute belief in what 
they do. In particular, these groups may look 
to exploit the advances in synthetic biology, 
as well as the possibilities of other weapons 
of mass destruction. Belief in their cause 
will provide the moral justification for mass 
destruction of fellow human beings, as well as 
allay concerns about the number of their own 
personnel who will inevitably die.

Finally, the United States must consider 
how other states will react to the increasing 
power flowing to small groups. While some 
states will use them for their own purposes, 
most states fear this threat to their own sov-
ereignty. Washington must take advantage 
of the common interest in stopping such 
apocalyptic attacks to build relationships with 
other nation-states. Containing this type of 
emerging small-actor threat should be a chal-
lenge around which developed nations can 
fully cooperate.

All-of-society Response. These potential 
threats will be extremely difficult for govern-
ments to counteract. A defense against them 
must involve all of society. Just as insurgency 
requires all elements of government to work 
together to defeat it, the challenge of super-
empowered leaderless groups will require all 
elements of society to defeat them.

Creating an all-of-society defense will 
be difficult but not impossible. There are 
already models of such defenses, the most 
obvious being the protection of the Internet. 
It is being attacked daily by what is essentially 
a leaderless array of networks and individu-
als. In response, a leaderless network has 
developed to defend it. While some elements 
of the defense are sophisticated organizations, 
the vast majority simply follow basic rules: 
never run a system without an updated pro-
tection package, and never open emails from 
unknown senders. This creates the emergent 
intelligence that has, to date, protected the 
Internet from another computer virus such 
as the “Love Bug” that caused worldwide 
damage in 2000. Other examples of successful 
defense are crime control through community 
participation and disease control through a 
network of public health officers.

The key issue for developing all-of-soci-
ety defenses against various threats is devel-
oping the rule sets that allow all elements of 

society to participate without having any spe-
cific individual or agency in command. This 
may well be the legitimate role of the Federal 
Government. Only it has the resources to 
bring together the entire range of players—all 
levels of government, business, academia, 
the media, and others—to discuss and game 
possible threats, and develop the rule sets that 
will allow a global, leaderless, emergent, and 
intelligent response.  JFQ
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