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ABSTRACT

Since 9/11, Arizona and federal law enforcement agencies understand the need to
improve subject identification capabilities and integrate criminal information across
jurisdictions.  Agencies still collect information based on a subject’s name and
demographics for identification. Using a subject’s name and demographics as keys to
identifying information is a weakness. In 2012, Arizona will upgrade the state’s strategic
plan to allow law enforcement officers to use biometrics technology to verify a subjects’
identity at first point of contact and implement information sharing capability across the

state, border states, and federal agencies.

This thesis presents a technology framework for strategic planning that includes
biometrics identification technology, information sharing capability, and a governance
structure for oversight. Through researching implementations in Los Angeles County,
California and the states Minnesota, Wisconsin, and Vermont a comparative analysis
revealed similarities in each implementation that will be used in developing an Arizona

technology framework.

Biometrics identification and information sharing is critical for supporting
security along the U.S. border with Mexico. This thesis addresses expansion of the
technology framework to align with the FBI’s Repository for Individuals of Special
Concern, initiatives to gain access to identification information from Central American
countries and programs developed during the border governors’ conferences with

Mexico.
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l. INTRODUCTION

A. PROBLEM STATEMENT

1. Status Quo

Law enforcement agencies are the United States’ front line of defense for
protecting citizens against terrorism and crime. Officers make contact with the public
every day, analyzing situations and gathering subject information. The common practice
for officers is to collect information based on a subject’s name and demographic
characteristics such as age, height, weight, hair color, eye color, and any physical body
markings. Using a subject’s name and demographics as keys to identifying information
is a weakness for automating information sharing. A name can be recorded and spelled
many different ways and demographic information, such as age, height, and weight are

subject to change over time.

Law enforcement agencies primarily rely on state drivers’ licenses to verify
subjects’ identities. However, drivers’ licenses can be forged and hard to verify across
state lines. In many cases, officers rely on other forms of identification where the
subjects’ name may vary or in the worst case, officers rely on the subjects’ verbal
information. In addition, using subjects’ demographic characteristics is subject to

interpretation by an officer and varies each time a subject has been contacted.

Historical records are hard to change. A subject can legally change a name and
no action is taken to change any information stored in law enforcement record systems.
Also, when a subject is booked into jail, a fingerprint identification check against both the
state and Federal Bureau of Investigation (FBI) identification systems may reveal a
different name. Going back and correcting the initial information captured by the law

enforcement agency may not occur.

Even with the advancements in using automation to store information, agencies

still use the same subject identification techniques. Law enforcement agencies rely on



manual efforts such as phone calls and faxed pictures to make positive identification. In
addition, courts, prosecutors and other criminal justice agencies follow the same process

as law enforcement agencies to verify subject information.

In 2004, there were more than 17,000 law enforcement agencies with greater than
800,000 full-time sworn law enforcement officers in the United States (National Law,
n.d.). Technology exists today that will provide law enforcement agencies global access
to very detailed information in a secured environment. Massive amounts of information
will be made available that will cross technology boundaries. Nevertheless, without a
common standard for subject identification, law enforcement agencies will be forced to

rely on the same manual techniques they use today.
2. Problem Statement

Information sharing is expanding in Arizona. Nevertheless, a technology
framework for implementing identification technology, information sharing, and
alignment! with federal, state, and local law enforcement systems have not been
addressed. Further work needs to be done in these areas in order to improve information

sharing and law enforcement decision making.

B. RESEARCH QUESTION

How does Arizona develop a technology framework that aligns with federal, state,
and local law enforcement identification systems in order to improve decision making

and support information sharing?

C. ARGUMENT: MAIN CLAIMS, WARRANTS, EVIDENCE AND
CHALLENGES

The Arizona Strategic Plan identified the need to improve subject identification,
implement an information sharing environment, and align with state, local and federal

law enforcement agencies (ACJC, 2008). Agencies have started initiatives for evaluating

I For purposes of this thesis, alignment is defined as subject identification and law enforcement
information sharing.

2



identification technologies independently of any information sharing plan. For example,
the AZLink program provides tools used by Arizona law enforcement to share
information. The program is being implemented without considering the expansion of
biometric identification technology. The complexity of the systems and the introduction
of new technologies involved will create waste and make rework inevitable without a

technology framework for integration.
1. Arizona ldentification Technologies

Two identification technologies are becoming the standard within Arizona, the
two-fingerprint system (2-FID) being implemented by the Department of Public Safety
and the facial recognition system being implemented by the Arizona Counter Terrorism
Information Center. Each system is being evaluated independently with no consideration
for integrating subject identification capabilities and storing accurate subject information
within law enforcement records. A possible solution for Arizona is to create a multi-
modal identification capability for each subject record as part of the Arizona Strategic
Plan. In addition, the multi-modal systems will be expanded to use mobile wireless
identification technologies by officers in the field. The challenge is to implement multi-
modal identification capability into disparate local law enforcement record management
systems and the central identification database maintained by the Department of Public

Safety.
2. Arizona Information Sharing

The AZLink program provides the next step as part of the technology framework.
The program’s objective is to provide information sharing across disparate systems. The
program depends on the information provide by local law enforcement record
management systems. The challenge will be to upgrade the AZLink system to take
advantage of multi-modal biometric identification technology provided by the local

agencies.



3. Arizona Law Enforcement Information Systems Governance

A governance team that includes state, local, and federal agencies will need to be
established to provide oversight and direction to both the Arizona Department of Public
Safety for subject identification systems and the Arizona Criminal Justice Commission
(ACJC) for criminal justice information sharing systems. The challenge will be to
establish an organizational structure for governance, develop oversight responsibilities,

and coordinate efforts with policy and technical teams.
4, Summary

This thesis will draw upon the successes of other states that have developed
technology frameworks that include biometric identification systems, law enforcement

information sharing systems, and have established a successful governance structures.
D. SIGNIFICANCE OF RESEARCH

The research for this thesis will serve to build a technology framework that will
provide a common approach for integrating subject biometric identification capability
into an information sharing environment. The objective of the framework will be to

support three strategic trusts established by the Arizona Strategic Plan:

1. Implement a rapid identification capability to track information across
systems

2. Provide visibility to criminal justice information across jurisdictional
boundaries.

3. Extend federal initiatives for statewide records improvement and

information Sharing. (ACJC, 2008, p. 14)

The research will also fill the gap between actual state implementations and
literature information available on law enforcement biometric solutions and the
integration of those solutions into an information sharing environment between state,

local, and federal law enforcement agencies.



The research will serve as a starting point for future research efforts in the areas
of public acceptance of biometric identification by field officers. In addition, further
research will be needed in the areas of information security for mobile identification

systems and data security for law enforcement information sharing systems.

This thesis will serve to renew the relationships between state, local and federal
law enforcement agencies for collaborative information sharing. The consumers of this
research will be Arizona law enforcement agencies, other state agencies, and agencies

within the U.S. Department of Justice and the U.S. Department of Homeland Security.
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Il. LITERATURE REVIEW

A. HIGH LEVEL SUMMARY

Arizona law enforcement agencies are planning to implement new identification
technologies that will improve decision making and support information sharing for state,
local, and federal agencies. Developing a technology framework involves the creation of
a strategic plan, the selection of identification technologies, and implementation of an

integrated information sharing environment.

This literature review was conducted to better understand what has been
accomplished in each of these areas and explore what remains to be done in terms of
creating an identification system for the state of Arizona. The following topical areas

were explored.

. The Arizona Integrated Criminal Justice Information System Strategic
Plan.

o Arizona identification technologies used by law enforcement agencies.

o Arizona law enforcement information sharing.

Alignment with the federal and state information sharing systems.

B. ARIZONA INTEGRATED CRIMINAL JUSTICE INFORMATION
SYSTEM STRATEGIC PLAN

In 2008, Arizona published the Arizona Integrated Criminal Justice Information
System Strategic Plan (ACJC, 2008) for improving law enforcement subject
identification capability and implementing the capability for information sharing across

jurisdictions. The following three strategic thrusts are part of the plan:

1. Implement a rapid identification capability to track information across
systems;
2. Provide visibility to criminal justice information across jurisdictional

boundaries; and



3. Extend federal initiatives for statewide records improvement and
information sharing. (ACJC, 2008, p. 14)

In addition, three key goals are identified as part of the implementation of a rapid
identification capability:

1. Utilize unique identification to link non-arrest events and formal arrest
events with booking events;

2. Provide the capability for law enforcement to establish positive
identification of individuals at the earliest authorized point; and

3. Provide unique identification for the exchange of justice information.
(ACJC, 2008, p. 14)

The Arizona Integrated Criminal Justice Information System Strategic Plan was
approved by state law enforcement leaders as a common direction for improving
technology and information sharing. However, the plan did not define a framework that
specified what identification technologies would be adopted as a state standard or how
information sharing would be accomplished. Arizona has several programs underway
piloting biometric identification technologies and information sharing within state and

local law enforcement agencies.

C. STATE OF ARIZONA CRIMINAL JUSTICE GOVERNANCE

The Arizona Integrated Criminal Justice Information System Strategic Plan
included improvements to both subject identification and information sharing capability.
Subject identification systems are managed Arizona Department of Public Safety,
Records Identification Bureau. Both policy and technology support is the responsibility
of the Department of Public Safety (Arizona Department of Public Safety, n.d.).

The Arizona Criminal Justice Commission (ACJC) is authorized by state statutes
to carry out various coordinating, monitoring and reporting functions. The Commission
provides services for 480 criminal justice agencies (ACJC, n.d.). ACJC facilitates
information sharing among statewide agencies by monitoring new and continuing

legislation, researching and supporting criminal justice programs (ACJC, n.d.).



The Arizona Criminal Justice Commission oversees the AZLink program, the law
enforcement information sharing system identified as part of the Arizona Integrated
Criminal Justice Information System Strategic Plan. ACJC leads a consortium of
regional law enforcement agencies that are responsible for establishing and implementing
policies and technology for agencies within the state. ACJC is governed by an
independent board of law enforcement leaders across the state. The board provides

direction and support for all the ACJC programs (Arizona Integrated, n.d.).
D. ARIZONA IDENTIFICATION TECHNOLOGIES

Arizona law enforcement agencies have narrowed down the biometrics
possibilities to fingerprint identification, facial recognition, and iris scanning. The
introduction of one or more of these new technologies also introduces challenges in
regards to public acceptance. Also, there is a growing concern that using multi-modal?
biometric solutions within law enforcement will require additional federal and state

policies.

1. Fingerprint Technology

Fingerprinting has been around longer than any other biometric identification
system used in law enforcement. Standards have been developed for maintaining and
securing information for fingerprinting that takes place at police department or jail
facilities when a subject has been arrested. Policies and procedures have developed over

time to address civil rights and privacy concerns.3

Mobile fingerprint capability is relatively new within law enforcement. Handheld
identification units can process one, two or more fingers either from the right hand, left

hand, or both hands. Using Bluetooth communications, or a hard wired connection, the

2 Multi-modal biometrics uses more than one form of biometric identification to improve accuracy.

3 A privacy and civil liberties policy is a written, published statement that articulates the policy
position of an organization on how it handles the personally identifiable information that it gathers and uses
in the normal course of business. The policy should include information relating to the processes of
information collection, analysis, maintenance, dissemination, access, expungement, and disposition
(Department of Justice, 2008).
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handheld devices can transfer fingerprint images to Personal Digital Assistant (PDA) and
laptop. The PDA and laptop can also connect to the host server to process the image

using wireless or cell phone connections.

In addition, some manufacturers provide handheld units with the capability to use
wireless technology to directly communicate with a hosting server. Several vendors offer
the capability to download database files directly to the handheld units. This allows
direct search from the device against a database without a need to transmit information.
Most devices offer a qualification check against the fingerprint on the handheld units.
This makes sure the fingerprint meets a quality check before the image is transmitted to
be processed. Policies and procedures vary across states for mobile units used by officers

in the field.

a. Fingerprint Accuracy

The National Institute of Standards and Technology (NIST) conducted an
accuracy study to fulfill requirements of the USA PATRIOT Act and the Enhanced
Border Security and Visa Entry Reform Act (Bulman, 2004). The test used operational
fingerprints from a variety of U.S. and state government sources. The most accurate
systems were from NEC of Japan, SAGEM of France and Cogent, an American company
(Bulman, 2004). The performance of these three systems was comparable. The best
system was accurate 98.6 percent of the time on single-finger tests, 99.6 percent of the
time on two-finger tests, and 99.9 percent of the time for tests involving four or more

fingers (Bulman, 2004).
2. Facial Recognition Technology

Facial recognition systems use a standard camera to take a subject’s picture. An
officer in the field takes a picture and then transfers the information to a computer by
placing the camera into a docking station attached to a laptop in a patrol car or a docking
station attached to a PC at a remote location. The image can also be transmitted using
Bluetooth communications to the laptop in the patrol car. Figure 1 illustrates how images

are transmitted and information received by an officer in the field.
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Figure 1.  Mobile identification system (From Viisage Technology, 2005)

The image is then processed and sent to a central server to match against the
image database. The system processes the image then returns one or more images back
to the patrol car’s laptop. The officer can then compare the results against the
demographics of the subject to make a positive identification (Viisage Technology,
2005). Facial recognition can also be accomplished using a PDA to take a picture and
then transmitting the image using Wi-Fi, Bluetooth, or cellular connections to a receiving
facial recognition system. Facial recognition systems have drawn lots of attention in

regards to privacy.

Advocates believe the Fourth Amendment of the Constitution restricts law
enforcement’s use of facial recognition systems. Law enforcement must have
individualized, and reasonable suspicion of criminal activity before it can ‘“search”
someone’s face to see if it matches that of an individual in a database. In the United
States v. Dionisio (1973) court case, the U.S. Supreme Court ruled that a person does not
have reasonable expectation of privacy for physical characteristics exposed in public.
Therefore, physical characteristics collected in public can be used for image searches.

Supporters believe using cameras to capture videos or pictures in public does not violate
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the Fourth Amendment (Darryl, 2007, pp. 50-51). The road ahead is unclear for
balancing the needs of citizen privacy rights against law enforcement’s need to identify

subjects and use facial recognition as an investigative tool.
a. Facial Recognition Accuracy

The National Institute of Science Technology completed a facial
recognition accuracy vendor test in 2006. The results showed a 10 fold improvement
over comparable tests conducted four years prior (Dizard, 2007). The test results rated
performance by algorithms from 14 organizations, including vendors and universities
(Dizard, 2007). The NIST study found that under the tests’ conditions, the algorithms’
recognition performance was about the same for very-high resolution still face images,
three-dimensional (3D) face images and single-iris images. Facial recognition systems
have reduced their error rates from about 0.73 percent in a 1993 to 0.01 in 2006 (Dizard,
2007).

3. Iris Scan Technology

Iris scanning systems can store iris image information on a handheld unit and then
compare the image against a database residing on the device. The device can also be
connected to a computer that can process the image against a database located on a
remote computer. The computer can also transmit the image to a central server for
processing. Identification analysis results can be returned to a computer or a handheld
device to support decision making (L-1 Identity Solutions, n.d.). Therefore, the iris
images can be processed against a database located on a handheld device, remote

computer, or a central server.
a. Iris Scan Technology Accuracy

Iris scan accuracy is comparable to facial recognition. In 2006, the Iris
Challenge Evaluation (ICE) was conducted by the National Institute of Standards and
Technology. The test results indicated iris scans were more than 99 percent accurate

(Newton & Phillips, 2006).
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4. Multi-Biometric Identification Systems

In 2003, NIST recommended using a dual approach that employs both fingerprint
and facial recogn